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Preface

Overview and Goals

Due to recent advances in wireless technologies such as 3G, Bluetooth, WiFi, to
name a few, a pragmatic evolution of the generic mobile ad hoc networks para-
digm (so-called opportunistic networks) has emerged. Opportunistic networks are
a category of challenged mobile ad hoc networks different from legacy ad hoc
networks. In opportunistic networks, unpredictable and unstable topologies, pro-
longed disconnections, and partitions can occur frequently, leading to a paradigm
shift for the design of network services. In such environment, routing is considered
as a challenging activity. To our knowledge, there have been very few reference
books covering the topic of routing in opportunistic networks. This book aims to
provide a comprehensive guide on new ideas and results on this topic. It is
anticipated that the book will be a valuable reference for educationists, instructors,
researchers, and practitioners in this field.

The book provides a comprehensive guide to selected topics, both ongoing and
emerging, in the area of routing in opportunistic networks, using a treatment
approach suitable for pedagogical purposes. Consisting of contributions from
worldwide well-known and high profile researchers in their respective specialties,
selected topics that are covered in this book are related to mobility and routing,
social-aware routing, context-based routing, energy-aware routing, incentive-
aware routing, stochastic routing, modeling of intermittent connectivity, in both
infrastructure and infrastructure-less opportunistic networks.

The book has been prepared keeping in mind that it needs to prove itself to be a
valuable resource, dealing with both the important core and the specialized issues
in routing in opportunistic networks. We hope that it will be a valuable resource
and reference for instructors, researchers, students, engineers, scientists, mangers,
and industry practitioners in these fascinating fields. All chapters are integrated in
a manner that renders the book as a supplementary reference volume and textbook
for use in both undergraduate and graduate courses on routing in opportunistic

v



networks. Each chapter is of an expository, but also of a scholarly or survey style,
on a particular topic within the scope of routing in opportunistic networks.

Organization and Features

The book is organized into 14 chapters, each chapter is written by topical area
experts.

Chapter 1 investigates mobility-enabled message dissemination approaches for
opportunistic networks. A survey on mobility models, analytical results on motion
characteristics, and mobility-based Delay Tolerant Network routing strategies, is
presented, showing that analytical mobility properties and abstracted graphic
features are significant to the success of some routing protocols.

Chapter 2 In the recent years, a new routing trend based on social similarity
emerged where social relationships are used to improve opportunistic routing. This
Chapter investigates the different approaches to opportunistic routing, with focus
on social-aware approaches, and how they make use of social information derived
from opportunistic contacts to improve the data forwarding. A state-of-the-art
survey on existing taxonomies for opportunistic routing based on the new social
trends, are provided along with a set of experiments in scenarios based on syn-
thetic mobility models and human traces, demonstrating the potential of social-
aware routing protocols for opportunistic networks.

Chapter 3 emphasizes the role that context information plays when forwarding
decisions are taken in opportunistic networks. Representative context-based
routing protocols for OppNets so far proposed in the literature are classified on the
basis of context information of users that they exploit, leading to two main classes
of routing protocols, namely context-oblivious and context-aware protocols.
Context-aware routing protocols are further classified into two subclasses, referred
to as partially context-aware and fully context-aware protocols, based on the
amount of context information that they use for routing.

Chapter 4 proposes an in-depth analysis of opportunistic relaying efficiency
under different realistic radio channel conditions, with focus on finding the optimal
tradeoff between energy and latency minimizations as optimization objectives. An
optimal bound, so-called the Pareto front of the related optimization problem, is
derived, which offers a good insight into the advantages of opportunistic routing
compared to classical multi-hop routing schemes.

Chapter 5 provides an analysis of the infrastructure needed for communication
in Opportunistic Networks. Representative routing protocols for message passing
in order to optimize message several key parameters such as delivery delays,
energy consumption, buffer occupancy, bandwidth requirements and throughput,
are described in-depth. Important and explicit characteristics of each studied
routing protocols along with their areas of application, are also highlighted.

Chapter 6 provides an overview of routing protocols that exploit intermittent
communication opportunities for increased data transmission success in mobile ad
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hoc networks. These protocols are further characterized with respect to three
aspects, namely the manner in which each protocol discovers and exploits the
intermittent communication opportunities in a mobile environment; the way that
each protocol addresses multicast; and the type of real-world applications that are
enabled by the use each of the studied opportunistic routing protocols.

Chapter 7 analyzes the connectivity issues in a particular type of opportunistic
networks known as vehicular ad hoc networks. It is argued that vehicle-to-vehicle
communications may not necessary be the most appropriate interconnection
scheme for data delivery in sparse or totally disconnected scenarios, and vehicle-
to-infrastructure communications may represent a viable solution to bridge the
inherent network fragmentation that can exist in multi-hop networks formed over
moving vehicles. In this regard, recent related work focusing on vehicular con-
nectivity models, as well as review of hybrid and opportunistic vehicular com-
munication paradigms designed to improve connectivity, are discussed in-depth.

Chapter 8 provides a detailed review of probabilistic schemes for routing in ad-
hoc opportunistic networks, where a handful of most influential such schemes are
selected and discussed. A recently proposed simulation framework whose goal is
to provide an understanding of how lower layer conditions affect the decision of
the probabilistic parameters in probabilistic schemes is also provided.

Chapter 9 examines various mathematical models for the performance evalu-
ation of ad hoc opportunistic routing protocols. A novel analytical model is
derived where all consecutive forwarders are in the transmission range of one
another. As a proof of concept, the proposed analytical model is shown to mini-
mize the packet retransmissions.

Chapter 10 provides a holistic view of research efforts toward the design and
development of transport protocols for delay tolerant networks environments.
A state-of-the-art survey of transport protocols for delay tolerant networks is
presented. Based on this study, a novel protocol targeted at terrestrial delay
tolerant network environments consisting of a large number of highly mobile
nodes with random mobility is proposed.

Chapter 11 provides investigates four research areas of opportunistic routing,
namely, routing metrics, candidate section, candidate coordination, geographic
opportunistic routing, and multicast opportunistic routing. The main research
contributions in each of these areas are surveyed, with focus on performance
analysis studies as objective. A new DTMC model is introduced to analyze the
performance gain that may be achieved when using opportunistic routing. Simu-
lation results are provided to validate the effectiveness of the proposed model.

Chapter 12 introduces the utilizations of social characteristics such as com-
munity, centrality, similarity, and friendship, in the design of social-based routing
protocols for opportunistic networks. Recent social-based opportunistic routing
approaches which use these social characteristics to assist in packet forwarding are
presented and qualitatively compared against those characteristics.

Chapter 13 provides a survey of representative routing protocols for infra-
structure-less opportunistic networks. These routing protocols are analyzed and
qualitatively compared on the basis of their advantages and disadvantages with
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respect to a variety of parameters, leading to the identification of some critical and
explicit characteristics of each protocol along with their areas of application.

Chapter 14 focuses on the requirements for incentive mechanisms in opportu-
nistic networks. Several effective incentive mechanisms for opportunistic networks
are discussed, and challenges for future research in this area are investigated and
grouped into the following categories: user behavior, using social network infor-
mation, cross-layer information use, modelling social network behavior, and
metrics for analyzing incentive mechanisms.

Below are some of the important features of this book, which, we believe,
would make it a valuable resource for our readers:

• This book is designed, in structure and content, with the intention of making the
book useful at all learning levels.

• Most of the chapters of the book are authored by prominent academicians,
researchers, and practitioners, with solid experience and exposure to research on
the area of routing in opportunistic networks. These contributors have been
working with in this area for many years and have thorough understanding of the
concepts and practical applications.

• The authors of this book are distributed in a large number of countries and most
of them are affiliated with institutions of worldwide reputation. This gives this
book an international flavor.

• The authors of each chapter have attempted to provide a comprehensive bibli-
ography section, which should greatly help the readers interested further to dig
into the aforementioned research area.

• Throughout the chapters of this book, most of the core research topics have been
covered, making the book particularly useful for industry practitioners working
directly with the practical aspects behind enabling the technologies in the field.

We have attempted to make the different chapters of the book look as much
coherent and synchronized as possible. However, it cannot be denied that due to
the fact chapters were written by different authors, it was not fully possible to
achieve this task. We believe that this is a limitation of most edited books of this
kind.

Target Audience

The book is written to primarily target the student community. This includes the
students of both senior undergraduate and graduate levels—as well as students
having an intermediate level of knowledge of the studied topics, and those having
extensive knowledge about many of the topics. To keep up this goal, we have
attempted to design the overall structure and content of the book in such a manner
that makes it useful at all learning levels. The secondary audience for this book is
the research community, in academia or in the industry. We have also taken into
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consideration the needs to those readers, typically from the industries, who have
quest for getting insight into the practical significance of the topics, expecting to
discover how the spectrum of knowledge and the ideas are relevant for real-life
applications of the ‘opportunistic network’ paradigm and technologies.
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Chapter 1
Identifying the Intertwined Links Between
Mobility and Routing in Opportunistic Networks

Xiaoyan Hong and Bo Gu

Abstract Mobility intertwines with routing protocols play a vital role in
opportunistic networks. First and foremost, mobility creates opportunities for mobile
nodes to connect and communicate when they encounter. A series of encounter
opportunities can spread a message among many nodes and to a large area until
eventual delivery. Further, mobility properties, when utilized by routing protocols,
can greatly improve performance. This chapter will trace the research on mobility
and mobility enabled message dissemination approaches, and will present a sur-
vey over mobility models, analytical results on motion characteristics, and routing
strategies that largely rely on mobility. These three components intertwine and show
a strong research agenda in opportunistic networks. The survey shows that analytical
mobility properties and abstracted graphic features are significant to the success of
some routing protocols. By emphasizing on the three components, the survey will
help in developing novel integrated mobility and message dissemination solutions
for opportunistic networks.

1.1 Introduction

Advances in wireless communication devices bring increasing opportunities for
information sharing through new mobile applications. Opportunistic networks sup-
port these applications by enabling communications between two mobile nodes when

X. Hong (B)
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2 X. Hong and B. Gu

they move into transmission range of each other, or when a multihop path is found
between them. Such contact opportunities may spread a message among many mov-
ing nodes and eventually deliver to the designated destination. Although many of
the contact behaviors are sporadic, and can be treated as stochastic processes, a per-
son’s social activities can explicitly or implicitly drive his motion, and often produce
noticeable patterns, which if explored, will be of great help for message dissemina-
tions in opportunistic networks.

Often, due to mobility, short radio range, and a potential large network area, mobile
nodes only form intermittent connections. A routing path may not exist between the
source and the destination at an instant time. To tackle the intermittent connection
problem, recent researches have proposed many routing schemes using the “store-
carry-forward” principle. Inevitably, mobility has a significant impact on the success
of message delivery using these routing protocols. A number of researches have
treated mobility as an integral factor in their routing protocol design. For example, the
abstraction of the analytical properties about mobility can be used to help message
delivery. Here, mobility and mobility models play three significant roles. First, a
realistic mobility model is a valuable evaluation tool. Second, analysis on mobility
patterns help to develop better mobility models. Lastly, mobility characteristics help
the design of routing protocols.

In this chapter, we discuss recent research in the areas of mobility models, mobility
characteristics, and routing strategies in opportunistic networks. Through these three
components, we emphasize the unique intertwining connections among mobility
models, mobility characteristics, and routing strategies. Our classifications and dis-
cussions set this chapter apart from the survey papers in each related area. The chapter
also reveals research agendas in each area, and a research trend that integrates the
three areas together. Such integration helps deliver significant insights into the perfor-
mance of the protocols and applications designed for opportunistic networks [37, 42].

For mobility models, we use a novel classification that captures the social role
of mobile users and their geographical movements. Typically, the movement of a
person is driven by his social activities and is constrained to a road surface. We
classify a mobility model based on whether it uses the social intention of mobile
nodes and whether it uses realistic geographic locations (maps). Early classifications
have used the independence among mobile nodes (namely, the entity mobility models
and the group mobility models [8]) and the degree of randomness (namely, trace-
based models, constrained topology based models, and statistical models [60]). These
classifications are feasible when mobility models are used as common and valuable
components in simulations for protocol evaluations. For our purpose, using social
role as classification criterion can better serve the evaluation need for the routing
protocols that are designed taking social properties.

The further investigation is on the motion characteristics. The movement patterns,
demonstrating through spacial properties and temporal behaviors, are important in
forming connecting links. Also, the patterns can be abstracted to graph features. We
classify existing analytical results using these aspects. These analytical results are
scattered in many research papers and they have been offering insightful knowledge
for realistic mobility models and routing protocols. For example, the concentration
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locations can help communications among nodes [46], the spacial Levy Walks mobil-
ity can help design optimal search patterns as routing strategies [47]. In this chapter,
we emphasize the characteristics and the utilization of these characteristics.

For routing in opportunistic networks, we are interested in how mobility helps
in generating efficient message disseminations. A routing protocol delivering better
performance shows higher delivery rate, shorter delivery delay, and less energy con-
sumption. We classify routing schemes into two main categories, namely, proactive
routing and reactive routing in opportunistic networks. Different from the conven-
tional definitions of these two terms in Mobile Ad Hoc Networks (MANETs), in
this chapter, the proactive routing category describes the schemes that build upon
the knowledge of all the mobile members and their movements over time; while the
reactive routing describes the schemes that use collected contact information at each
forwarding node. The proactive schemes could use offline and global knowledge.
With reactive schemes, knowledge is collected contact by contact. Such informa-
tion may be different with different mobile users. Routing decisions are made using
partial knowledge. The reactive routing category is further classified into three sub-
categories. They are contact-based routing, community-based routing, and auxiliary
node-based routing. These subcategories are based on whether the routing relies on
statistics of contacts, or topology structural features (community), or auxiliary nodes
and movements.

The relationships of the three components are illustrated in Fig. 1.1. The mobility
models are the evaluation tools for routing protocols and the sources for analysis.
Some analytical results can contribute to new mobility models with increased flex-
ibility in reproducing the desired network scenarios. On the other hand, routing
protocols can take underlying mobile topological structures from some results of
mobility analysis. In summary, this chapter provides a systematical overview for
mobility models, mobility analysis, and routing over recent work in opportunistic
networks. And more important, it addresses the intertwining connections among the
three areas. It also discusses the research trends and future directions.

Mobility Models
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w m
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Routing Protocols

assist routing

Motion Characteristics

no map, no intention w map, no intention

no map, w intention w map, w intention
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Fig. 1.1 Relationships of the three components
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The rest of the chapter is organized as follows. In Sect. 1.2, we classify the mobility
models into four categories with a combination of with or without intention and geo-
graphic constraints. We introduce the representative models respectively. Section 1.3
summarizes the analytical results on the motion characteristics including geographic,
time related features, and graphic properties. In Sect. 1.4, brief overviews are given
on several routing schemes for delay tolerant networks with a balance in coverage
and focus. Future directions are discussed in Sect. 1.5. We summarize the chapter in
Sect. 1.6.

1.2 Mobility Models

Users’ movements are most likely the explicit or implicit results of their social or
personal activities. As mobility models, the movements can map to geographical
locations and motion steps. In this section, we use a criterion to classify a mobil-
ity model depending on whether it uses road systems through maps and whether it
captures the intention of mobile node. A map defines the available locations and paths
where mobile nodes move. For example, mobile nodes may move freely among any
spots in a field or may go along on certain fixed roads. As for the intention of mobile
nodes, it dictates the motion behavior and trajectories, which, in return, generate the
ever-changing topology of a network. Our criterion demonstrates both the objective
constraint and the subjective intention, which reflect the essential features of a real-
istic mobility model in a social context. In this section, the two specific factors are
combined to classify the mobility models.

1.2.1 Non-Map Without-Intention Models

In the non-map-without-intention category, the mobility models have no restrictions
on paths nor intention of movement for mobile nodes.

1.2.1.1 Basic Model

The first basic mobility model is the Random Walk Model [8], which is sometimes
referred to as Brownian Motion. A mobile node in a field moves at a certain speed
and direction for a step and then changes to another speed and direction in the next
step. The step can be a specific time interval or a distance. The model is memoryless,
which means the current movement of the node is independent of the previous speed
and direction [22]. Random Waypoint Model [28] adds a delay factor to simulate
pauses during motion. Specifically, there will be a pause time between two straight
line movements. The result suggests that long pause times will lead to stable network
even at high speed [6]. Random Direction Mobility Model further adds treatments
dealing with the movements hitting simulation boundary [43]. These models can
generate unrealistic movements, such as sudden stops and sharp turns.



1 Identifying the Intertwined Links Between Mobility and Routing 5

1.2.1.2 Realistic Model

To model reasonable movements, the Gauss-Markov Mobility Model is proposed
where the current speed and direction are obtained based on the previous speed and
direction [30]. The model further improves the previous models by simulating the
acceleration and deceleration of mobile nodes to some extent. Moreover, the Het-
erogeneous Random Walk (HRW) model is able to simulate the clustered network
[40]. In the model, every node performs an independent random walk with heteroge-
neous speed. The significant feature of the HRW model is that the occurrence clusters
are guaranteed because of different speeds and not because of “popular locations”.
Besides that, the model is able to produce changing connectivity over time. The
model uses a closed-form expression to describe the time-stationary distribution of
nodes. It can generate various clustering phenomena by tuning the corresponding
parameters. The result shows that the emergence of cluster is more like at the low
speed areas.

1.2.2 Map Without-Intention Models

Mobility models in map-without-intention category reveal path restrictions in nodes’
movements without their social intentions. The typical models are Freeway model [1]
and City Block model [14]. The vertical and horizontal tracks of freeway confine the
paths of movement for mobile node. Additionally, mobile nodes take random turns
at the street crossings when they travel along street grid. The Street Random Way-
point mobility model uses real maps and simulates movement details for vehicular
network by considering the intra-segment mobility and inter-segment mobility on
street grid [11]. The vehicular movements include car following, traffic control, and
turning behavior. Another mobility model for vehicular network covers the effects
of stop signs, timed traffic lights, and control on next road [44].

1.2.3 Non-Map With-Intention Models

For the category of non-map-with-intention, there is no path restriction but nodes
have special movement intentions. Such intentions can be individual or can be shared
with other nodes.

1.2.3.1 Group-Based Model

The Reference Point Group Mobility Model (RPGM) [22] describes groups of
nodes moving according to the paths of the group leaders. The path of a group
leader is defined through a list of checkpoints. Members in one group add their own
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randomness around its leader’s path. The model is general. It allows multiple groups
and different methods in defining the paths for the groups. With the RPGM model,
groups can move randomly within an area; they can move structurally according to
a map; they can each occupy a sub-geographical area; they can also overlap partially
or totally in geographical areas. The flexility of defining various motion patterns is
achieved through the ways that the checkpoints are given. On the other hand, the nodes
in a group have the intention to stay close in order to accomplish special missions
such as battlefield situation, disaster recovery, and convention scenarios. Thus, the
moving paths of these nodes are determined by the movement of their group leader.

In [34], an interaction-based mobility model with sheep and mavericks patterns
characterizes the formation and disaggregation of hot spots at random times and
locations. Specifically, the sheep movement pattern models the group behavior where
the population at different locations serves as the influence probability. While the
nodes with mavericks pattern play the role of disaggregation, the two patterns interact
and cause the evolution of hot spots.

1.2.3.2 Community-Based Model

The community-based mobility model captures the feature that a number of hosts
are grouped together at a certain time [35]. The model is implemented by making
use of social network theory. The relationship between people is denoted as a con-
nectivity matrix serving as the input of the model. Additionally, different types of
relationships during certain times are included so as to represent the dynamics of the
community.

With the assumption that each node moves independently and a node visits its
own community more than others, the community model with cyclic pattern extends
the community-based model by defining the repeating time period to model revisits
to the same preferable locations [54]. Normal movement periods and concentration
movement periods compose the time structure in this model. Specifically, in each
period there are two different epochs: in local epoch the node only moves within its
community and in roaming epoch the node can move anywhere. In order to match the
synthetic data generated from model to the trace data, the multi-tier community model
is developed to simulate the case that the neighboring areas around the community
are visited frequently as well.

1.2.4 Map-With-Intention Models

The mobility models in this map-with-intention category show realistic features such
as moving along paths and with intentions.
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1.2.4.1 Trace-Based Model

By analyzing real mobility traces, we can obtain valuable insights into the realistic
behaviors of mobile users. Many works are inspired to use trace data gathered in real
scenarios for evaluation. In [2], data from a vehicular testbed of 40 buses were used
to evaluate the proposed routing protocol. The buses form a Delay Tolerant Network
(DTN). The impact of human mobility on message forwarding is discussed in [9].
The analysis on the data collected from six experimental traces suggests that the dis-
tribution of the inter-contact time is heavy-tail on a large range of values. Such results
contradict with the exponential decay assumption implied by most mobility models.

In return, some trace-based models make use of the characteristics extracted from
the trace to reproduce the trajectories for mobile nodes. Tuduce et al. [51] present
a framework describing the spatial process and temporal process for the mobility
model. Their WLAN mobility model is derived from the combination of spatial
distributions, session length distributions, and movement decisions. They also studied
the relationship between the above parameters and the impact on mobility model.
The result shows that their WLAN model can simulate the real movement with a very
small error. Additionally, Weighted waypoint model is presented based on the trace
analysis in the campus [23]. The model captures the preferences of visiting location,
pause duration, and weights for choosing next destination. The critical parameters
extracted from the trace include the pause time distribution, time-varying transition
probability, and wireless network usage.

The Agenda-Driven Mobility model [59] takes initiatives of people’s social and
personal activities in generating mobility. Specifically, it focuses on the personal
agenda of activities (when, where, and what) and combines these activities to geo-
graphic locations and movements. The main components of the model involve a series
of activities during a certain period of time, a map with various social sites such as
schools and malls, and motion generation algorithms. It can be used to characterize
many opportunistic network scenarios. In this work, the authors used the data from
National Household Travel Survey (NHTS) to extract personal travel demographic
characteristics such as activities, occupation types, and driving distances.

1.2.4.2 Graph-Based Model

The Area Graph-based mobility model [4] is derived from a directed and weighted
graph. The vertices denote the locations with the corresponding waiting time and the
edges are the paths connecting the locations with a chosen probability. During the
waiting time, the node will stay inside the vertex and move according to the random
waypoint model. Once the waiting is finished, the node has to pick a path to proceed.
The different probability for each path will lead to the heterogeneous distribution
of nodes. Such results greatly resemble the clustering phenomenon in the realistic
mobile networks.
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1.2.4.3 Levy Walk-Based Model

The Levy Walk is a type of random walk in which the movement increments are
distributed according to a heavy-tail distribution [48]. By analyzing trace data, the
authors in [41] found that human mobility is similar to Levy walk in terms of the
heavy-tail distribution of flight lengths, pause times, and mean squared displacement.
The deviation may arise from the map constraints such as the buildings, roads, and
traffic. Based on their findings, they present a Truncated Levy Walk model that emu-
lates human movement patterns in outdoor mobile environments with geographical
constraints. This model can produce power-law inter-contact time distribution which
matches the statistic feature in trace data. The movement caused by human interests
or popularity of locations people visit is also implemented in the model.

1.2.5 Summary of Mobility Models

In summary, the trend of mobility modeling has moved towards being more realistic
by taking considerations of both social intentions and geographical features. Early
mobility models introduce randomness to motion speeds and directions. Later works
have added map constraints and/or intention constraints respectively. The trace-based
models can produce both features through replaying the real data. More recently,
social behaviors or biological species movements are all studied in the literature.
These works further spark the need for analyzing the motion patterns—the aggregated
characteristics revealed in the realistic mobility. We review these properties in the
following section.

Noticeably, some models are able to generate the concentrations (or called clus-
ters) of mobile nodes. These models can be effective evaluation tools and also play
an important role for message forwarding in opportunistic networks. We recap these
models here: heterogeneous random walk model, time-variant community mobility
model, weighted waypoint model, and area graph-based mobility model. The imple-
mentations of the models are different. In the heterogeneous random walk model,
different speeds of mobile nodes lead to emergence of high density areas. In the
other models, the preferences of locations are used to represent the popular loca-
tions. Furthermore, when the agenda-driven mobility model takes the daily activi-
ties and their locations, geographic concentrations are observed in their simulation
results [59].

Moreover, a more explicit approach in modeling the relationships among mobile
nodes can be very useful. Some models presented here are reference point group
mobility model (RPGM), interaction-based mobility model , and community-based
mobility model. The models consider the attractions among mobile nodes. Again,
the attractions are another important reason for concentrations. In some scenarios,
the concentrations can have great influence on the network topology.
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1.3 Mobility Characteristics

Various mobility models have been analyzed over the years and the analytical results
have contributed to performance evaluation, simulation calibration, and routings
protocol design. In this section, we introduce these analyses in four categories,
namely, spatial characteristics, temporal characteristics, spatial-temporal analysis,
and graph characteristics. The characteristics specifically include moving distance,
spatial locality distribution, temporal properties, movement correlations, and graph-
related features. At the end of this section, the impact of mobility models on evalu-
ation results is discussed.

1.3.1 Characteristics of Flight

The flight length is defined as the longest straight line trip from one location
to another. The probability density distribution of flight in Levy Walk mobility
model [47] is expressed as follows:

p(l) = |l|−(1+α) (1.1)

where α has a value between 0 and 2, l denotes the flight length. When α ≥ 2, the
model becomes Brownian Motion. As for the property of flight in Random Waypoint
Model [28] with a rectangle area a × b, the probability density function is

f (l) = 4l

a2b2 f0(l) (1.2)

where the detailed expression of f0 (l) is shown in [3]. The flight characteristics
can reflect the diffusivity of mobility which is defined as the variance of translation
between two waypoints. The conclusion about diffusivity suggests that the Random
Waypoint model is the most diffusive model, the Brownian Motion is least, and the
diffusivity of Levy Walk model is in-between [41].

The feature of flight is also mentioned in other mobility models. Specifically,
the flight during each mobility epoch in community-based model is obtained as
an exponential distribution with an average length. In the social network theory-
based community model [35], the communities are mapped to locations in certain
topographical space, hence the flight distribution heavily depends on the underlying
map and relationships among communities.

For routing purpose, flight can be applied to discover the nodes that are helpful for
relaying message. For example, in order to simulate the optimal search pattern, the
nodes moving similar to Levy walk are selected for relaying message. In addition,
the diffusive nodes with average longer flight can be employed to implement fast
message dissemination [47].



10 X. Hong and B. Gu

1.3.2 Locality Distribution

Different movement patterns can lead to various spatial locality distributions. In
general, we say that the scattering of nodes is either uniform or heterogeneous. The
uniform distribution denotes the scenario that every node has the equal chance to visit
each location in the network. With heterogeneous scattering, clustering phenomenon
appears at some locations.

The distributions for Brownian Motion and Random Waypoint Model are ana-
lyzed in [5]. The result shows that Brownian Motion can always produce uniform
position distribution. However, the space border can make an effect on the distri-
bution in Random Waypoint model because of its diffusivity. If the pause time or
pause probability increases, the border effect becomes weak and the mobile nodes
can distribute in the space uniformly. The distribution of node position in Random
Waypoint model can be found in [3]. Since there are only three states in the model:
static, moving, and pausing, the probability density function is

f (x, y) = finitial(x, y)ps

+ fpause(x, y)pp(1− ps)

+ fmove(x, y)(1− pp)(1− ps)

where ps is the probability of being static and pp is the probability of pausing. The
concrete derived formula is given in [3].

In the Heterogeneous Random Walk [40], the node’s position in a stationary
regime shows in the following pdf:

f (x, y) =

⎧
⎪⎨

⎪⎩

c1 = a
σ 2

1
if (x, y) ∈ C

c2 = a
σ 2

2
if (x, y) ∈ C

, a = 1
|C|
σ 2

1
+ |C |

σ 2
2

(1.3)

where |C | and |C | are the sizes of the area C and C . C and C have different nodes’
density, σ1 and σ2. They are instantaneous variances of diffusion process which
reflects the speed for each area. Since the average speed is slower in C , movement
beginning with the distribution will lead to the appearance of clustering in C .

The social network-based model studies the relationship between individuals for
the distribution of node positions [36]. An Interaction Matrix is used to express the
social relations. The derived Connectivity Matrix can reveal clusters by identifying
the groups of nonzero entries. In another work [51], analysis on the trace data shows
that wireless users stay at a few locations for most of the time and only a small part
of connections last for a long time. A user location at the next time step could be
one of the three possible areas which are the current cell, neighboring cell, and non-
neighboring cell. Similar concentration points are also identified when a taxi trace
is analyzed [46]. Further, the location-dependent pause duration and preference in
choosing next destination can be found in a survey-based trace data [23].
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1.3.3 Temporal Characteristics

Several temporal characteristics are proposed to show the relationship between time
and mobility. The probability density distribution of pause time in Levy Walked
mobility model is shown in the following equation [41]:

ϕ(t) = t−(1+β), 0 ≤ β ≤ 2 (1.4)

where t is the pause time. In Random Waypoint mobility model, the pause time of
mobile node is uniformly picked from a range of time [28]. A general conclusion is
that the longer the pause time, the smaller the mobility [38].

The hitting time is used to express the average time when a node starts from
the stationary distribution to move into another arbitrary location. When there are
several areas with higher visiting rates in the network, the hitting time for these areas is
critical in selecting one for communications purpose. Additionally, the meeting time
is defined as the expected time before two nodes meet with each other. The derivation
of hitting time and meeting time is given with the Time-variant Community mobility
model [54]. Based on the two-state Markov model and geometric distribution, the
expected hitting time and meeting time are derived. The hitting time in Random
Waypoint model defines the time that a host takes to move between two consecutive
waypoints. The probability density function is [3]

fT (t) =
{∫ vmax

vmin
v fL(vt) fV (v)dv if t ∈ [0, lmax/ lmin]

0 otherwise
(1.5)

where fL(l) is the probability density function of transition length and fV (v) denotes
the probability density function of speed.

The inter-contact time denotes the time gap separating two contacts between the
same pair of mobile nodes. Based on the observations on eight distinct experimental
data sets, Chaintreau et al. show that the inter-contact time can be approximated by a
heavy-tail distribution instead of a light-tailed distribution, though the latter is com-
mon to most of the mobility models [9]. The impact on packet delivery from various
values of the distribution parameter is studied as well. The concept of k − vicini t y
extends the contact between two mobile nodes to contacts that are within k-hop range
[39]. The observation is that high percentage of contacts occur within k hops in mobile
opportunistic networks. Building on k−vicini t y, k−contact , and k−intercontact
are defined. The former characterizes the property that two nodes are within k hops in
the k−vicini t y, and the latter describes the inter-contact time of two nodes based on
the contact states of the two disjoint k-vicinities each belongs to. These two metrics
capture more contact opportunities for message sharing and also explain the social
behavior of the community-based mobility model.

The authors in [45] provide an analytical framework to derive the statistics for
link lifetime, new link inter-arrival time, link breakage inter-arrival time, and link
change inter-arrival time. They are functions of node’s speed, transmission range,
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and density. For the link inter-arrival time, the density can be denoted as

fchange(t) = λe−λt ,

where λ is the mean link change rate which is a function of node velocity. This result
is applied to adaptive periodic updating interval for a proactive routing protocol in
mobile ad hoc networks.

Another routing relevant temporal feature is encounter frequency. It can be
obtained from encounter history during a certain period. This statistical data is used
as a metric to predict the encounter probability in the future. A couple of protocols
such as [31, 49] make use of counter frequency as the simple and effective routing
metrics. The above contact properties are also analyzed in [61] with special efforts for
two distinct groups of people. One group of people visit a specific area periodically,
while the other group shows random visits and occurs at the specific areas rarely.

With the interaction-based mobility model [34], the filling time and scattering
time are proposed to describe the dynamics of hot spots. The filling time denotes the
time when an expanding hot spot becomes stable and the scattering time indicates
the time when the hot spot disappears. The two metrics describe the graph evolution
when formation and disaggregation of hot spots change at random.

1.3.4 Joint Spatial and Temporal Analysis

The temporal and spatial properties are often studied jointly. In [29], the relationships
among vehicles are analyzed by first creating a mobility profile of each node, which
includes a series of times and locations of its movement. Then an entropy-based
metric using the node profiles is proposed to compute the group similarity . Given
a grouping threshold, the metric helps to determine whether two mobile nodes are
neighbors or not at a given time.

A different approach is introduced in Mobyspace [27]. This work computes the
similarity of mobile traces using a set of metrics including Euclidean distance,
Canberra distance, Cosine angle separation, and Matching distance. The results
associated with these metrics map each individual mobility into a high-dimension
space, where the group similarity is found.

The time-dependent link properties at different locations are studied in [19]. The
analysis identifies popular locations in mobile networks and trajectory segments
between each pair of these locations. The corresponding time-dependent graph is
formed and the aggregated mobile segments are analyzed for each link to derive the
link delay and capacity. The probabilistic analysis under the similar network scenario
is given in [20, 21]. In these works, the movement duration is discretized into steps
and the forwarding strategy is modeled as a probabilistic value. The analysis uses
matrix to calculate communication latency for different forwarding strategies.
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1.3.5 Graph Characteristics

It is interesting to note that some trace-based mobility models have given rise to a
new type of analysis, i.e, the potential indication of social networks. Typically, when
nodes visit common places, or they move close to each other, the wireless devices
can pick up the connections in proximity. In recent works, researchers have analyzed
these connections to identify graph-related characteristics. The existence of nodes
bearing the graph structural properties cannot be ignored since they can make a strong
impact on message delivery, for example, a node showing centrality in the network
can be applied to bridge the gap between two distant nodes.

Centrality [17] is used to measure the importance of node in terms of the network
structure. The three common metrics are degree centrality, closeness centrality, and
betweenness centrality. Specifically, degree centrality is defined based on the number
of direct links of a given node. The closeness centrality measures the distance of each
direct link. A shorter average distance of a node implies a higher closeness centrality.
To measure the betweenness centrality, the shortest paths between any other nodes
yet containing a given node are counted. Nodes with high centrality act as the central
nodes. They can play an essential role of message relay. Generally, these central
features are not proposed for network with dynamic topology because the derivation
of central nodes needs global network information. Thus, it is necessary to search
and compute the centrality locally.

Additionally, the concept of clique community is proposed to classify mobile
nodes in a network for efficient routing. Specifically, the mobile nodes in the same
community become the favorable message relays. A distributed algorithm [25] is
provided for identifying k-clique community. The first step is to build a familiar set
for each node which consists of its contact neighbors, and then the local community
is generated by combining the related familiar sets subject to specific admission
condition.

Given the importance of the connectivity of a network graph formed by mobile
nodes, a measurement is proposed in a continuum framework [10]. The continuum
space consists of two dimensions: the average node density and the average node
speed. According to different combinations of density and speed, three classes of
networks are found, which are the total connected network, disrupted network, and
partitioned network. The building of their framework starts from each node pair and
the node pairs are classified into different types based on the connection duration.
Finally, the percentage of node pairs with a certain type is used to determine the
whole network connectivity.

1.3.6 Simulation-Related Issues

Contact traces usually contain link information of encountering nodes but not the
location coordinates of these nodes. The usage of a contact trace is thus limited to
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the environment where the trace is acquired. In order to improve the usability of
the contact trace, e.g., transferring a Bluetooth trace for a WiFi contact environment,
Whitbeck et al. [55] try to derive mobility information (position data) from a wireless
contact trace. As a result, a single trace can generate more network scenarios for
simulation. The authors use the constraints of speed and contact event, and an online
force-based dynamic graph layout algorithm to calculate (infer) future node contacts.
Their evaluation results show that reliable high frequency contact trace is helpful to
derive accurate prediction. And using additional reference nodes can further increase
the precision.

Several unexpected problems have emerged regarding to a certain mobility mod-
els. The issues are that the simulations using these models may bring inaccurate
results in terms of evaluation. Taking the Random Waypoint model as an example,
the first problem is the decay of speed [56], i.e, the average speed will decay to
0 when the speed range sets to [0, x]. Another problem is that the density at the
center region will be higher than that around the boundary [3]. Jean-Yves Le Boudec
applied Palm calculus to explain above problems [7]. The stationary distribution of
nodes is also derived which can be used to start the simulation directly, eliminating
the need for a long warm-up running time to reach the stable state.

1.3.7 Summary of Characteristic Analysis

The analysis on motion patterns has revealed many salient properties in spatial, tem-
poral domains, and nodal graphic characteristics. These analysis results are being
used in many areas. Some of the spatial and temporal properties from trace analysis
are used in new mobility models, e.g., the power law distribution in flight length and
flight time as in the Truncated Levy Walk model. Some results are used in analytical
evaluations of latency and delivery ratio for routing protocols. The trustworthiness of
simulation is also analyzed using the nodal spatial distribution for random waypoint
mobility model. Warnings are given based on the results regarding the minimum
speed and the treatments on the boundaries. The graph-related properties can sug-
gest specific roles that the nodes may perform in forwarding messages. Those nodes
with strong graph structural properties play an important role in expediting the for-
warding and offering efficiency. Many characteristics are used by routing protocols
directly, for example, interarrival time can be used to tune message broadcast interval,
centrality and similarity can be used for forwarder selection, diffusivity can be used
for forwarder selection as well. These analysis results are summarized in Table 1.1.

1.4 Routing Strategies

Disseminating messages with the “store-carry-forward” routing principle has been
greatly studied as Delay Tolerant Network (DTN). We classify the various routing
strategies into two categories: proactive routing and reactive routing. The proactive
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Table 1.1 Summary of mobility characteristics

Categories Mobility characteristics Features for routing

Flight length Longest straight line trip from one
location to next location; node
diffusivity

Message forwarder adopts Levy walk,
high diffusive nodes for fast
dissemination

Locality
distribution

Distribution of node positions
during moving process is either
uniform or heterogeneous

Cluster-based routing is suitable in
network with heterogeneous
distribution

Temporal charac-
teristics

Encounter frequency, pause time,
hitting time, meeting time,
inter-contact time, filling time,
scattering time

Encounter history for choosing next
forwarder; the other time metrics for
estimating message delay and delivery
rate

Joint spatial-
temporal

Time and location relationships of
groups, trajectory similarity

Routing uses clusters or high similarity
nodes

Graph character-
istics

Degree centrality, closeness
centrality, betweenness
centrality, k-clique community

Node with higher centrality as forwarder;
community helps to group mobile
nodes; connectivity analysis and
evolution for performance

routings use the centralized or offline knowledge about the mobile network to make
the routing decision. In the reactive routing, nodes derive the forwarding strategies
through the contact history, without a global or predetermined knowledge of the
occurrences of future (maybe better) links. Most DTN routing protocols fall into the
reactive category. We further classify them based on the types of mobility characteris-
tics or the usage of assistant nodes. It is worth noting that graph-related characteristics
are regarded as important enablers for performance improvements, and thus are used
by the protocols in both categories. Given the rich literature resources, we could only
select representative routing protocols in our discussions.

1.4.1 Proactive Routing

Using the knowledge about the mobile network such as nodes’ contacts history,
queueing length and traffic demands, a network graph can be obtained in advance.
The graph includes edges with time-varying capacity and propagation delay. Jain et
al. [26] proposed a framework of routing which takes different levels of knowledge
modeled after the graph to calculate minimum delay path for message delivery and
trade-offs. The work shows that the more knowledge acquired by the routing pro-
tocol the better the performance. The authors in [2] treat the message routing as a
resource allocation problem. Packets in the buffers will be forwarded based on the
decisions on whether to be replicated or not in order to optimize a specific routing
metric. A per-packet utility function is derived from the routing metric designed by
administrator. After the information for utility is received from control channel of
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node, the inference algorithm in the protocol will estimate the utility for each packet
and the result will be used to pick up the corresponding packet to be replicated and
sent. The distributed estimation procedure can be found in [2] which assumes that
the inter-meeting time between nodes is exponentially distributed.

Taken the fact that cyclic movement patterns occur in real mobility scenarios, the
mobile network can be modeled as a stochastic contact graph where every node is a
vertex and each link has the contact probability and expected latency [32]. In routing,
Markov decision process is applied to search the path with expected minimum cost
for message routing.

The cyclic movement pattern is also considered in the network scenario where
static throw-boxes are deployed [19]. The mobile nodes traveling between throw-
boxes form network links that carry the temporally stored messages from one box to
another. Multiple cyclic movement patterns are multiplexed to form a contact graph
with time-dependent metric states at each link. A capacity-aware routing protocol is
proposed which searches the shortest path that considers the time-varying delay and
capacity of the virtual links for each box pairs. A Markov model is used to describe
the evolution of the real-time link delay and capacity between two throw-boxes. The
routing decision is made for each Markov state at each link.

Mobyspace [27] describes a generic routing scheme using high-dimensional
Euclidean space with the assumption of full knowledge at each node about other
nodes’ mobility patterns. The main routing idea is that the packet should be
forwarded to the node which has the similar pattern of destination. Several met-
rics are proposed to compute the similarity of mobility models including Euclidean
distance, canberra distance, cosine angle separation, and matching distance. Based
on the results of similarity, each node can efficiently route the message to the right
forwarder.

1.4.2 Reactive Routing

The reactive routing category further divides into three subcategories as the contact-
based routing, community-based routing and the auxiliary node-based routing. In
the contact-based routing, communication is achieved by a series of encounters
among mobile nodes. Specifically, when two nodes contact with each other, they
can decide to exchange messages according to a predefined metric. The community-
based schemes typically identify and use a special group of nodes. Messages will be
sent to this group of nodes. This special group is formed by the nodes with better
sociability, frequent contacts with the destinations, or attached to a hot location. By
identifying the communities, messages can be quickly transmitted to the destina-
tion. In auxiliary node-based routing, extra nodes are introduced to act as message
forwarders. These nodes may move with favorable trajectories or stay at specific
locations.
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1.4.2.1 Contact-Based Routing

Epidemic routing [52] is the basic contact-based routing in DTN. In this scheme,
when two nodes encounter, the message called summary vector is exchanged in order
to detect the missing contents in each other. Once a node finds the discrepancy, it
will request the unseen message. The epidemic routing will flood a message with
the expense of wasting huge resources such as bandwidth and buffer sizes. Based on
the epidemic routing, PROPHET [31] employs a probabilistic metric called delivery
predictability to narrow the scope of message flooding. The delivery predictability
indicates the likelihood of the encountering node being able to deliver the message
to the destination. Three equations are used to predict the delivery probability. The
equation for probability updating is:

P(a,b) = P(a,b)old + (1− P(a,b)old)× Pinit (1.6)

where P(a,b) ∈ [0, 1] means the contact probability at node a for destination b and
Pinit ∈ [0, 1] is an initialization constant. The equation for aging is:

P(a,b) = P(a,b)old × γ k (1.7)

where γ is aging constant and k is the number of time units that have elapsed. The last
one is to measure the transitivity which is for the case that if node A frequently meets
node B and node B frequently encounters node C, then node A is a good candidate
to relay message to C(through B) even if A rarely sees C.

P(a,c) = P(a,c)old + (1− P(a,c)old)× P(a,b) × P(b,c) × β (1.8)

where β is the scaling constant to decide the impact of transitivity on the delivery pre-
dictability. Therefore the forwarding happens only when the delivery predictability
of neighboring node is high.

The Spray and Wait protocol [49] significantly reduces the transmission overhead
of flooding-based scheme by spraying only a fixed number of copies of message
into network and then wait until the nodes that carry these messages encounter the
destination node. The number of copies used by the protocol is determined through
an equation based on the relationship between the number of nodes and the amount of
copies. The Spray and Focus is also proposed in [49] which aims at improving Spray
and Wait for mobile users with localized mobility. The difference between the above
two protocols is that the message carrier in Spray and Focus will forward the copy
to another suitable neighbor if they have not encountered the destination for a long
time. The Seek and Focus is a hybrid protocol which includes utility-based routing
and randomized routing. It builds on the Spray and Focus protocol to conquer the
slow-start phase problem. The initial step of this protocol discovers the potential relay
neighbor by using the utility-based approach. It then uses the randomized routing in
the re-seek phase in order to avoid routing jamming for a long time at local maxima
of utility.
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A data item and interests on the data item can be another decisional factor in
message exchanging among contacts [42]. Such consideration is important for data-
centric opportunistic networks. Data can be described using a set of tags; and a user’s
interest on data can use the same tagging attributes. A relevance score measures the
strength of a node’s interest on a data item through the matching attributes between
user’s interest space and data’s metadata. A data item with a higher score will have
higher priority and being transferred earlier. However, trade-offs exist in terms of
local interest versus global interest. The work introduces five strategies that detail
various preferences at the times of data exchanges. Extensive comparisons are made
to understand the performance under the strategies, the mobility patterns, and the
data interest model.

1.4.2.2 Community-Based Routing

Various analysis on mobility patterns have shown that a certain group of mobile
nodes can be at more helpful positions topology-wise. For example, mobile nodes
with better sociability or having similar location preferences or motion trajectories.
Such groups can be identified through various metrics, and are called communities.
Many routing protocols well utilize the identified community for passing messages
to achieve better performance.

The concept of centrality can be used to identify the nodes with high betweenness
centrality which measures the importance of node on the communication paths.
In addition, the similarity of nodes can be measured to find the nodes closest to
destination. With these two metrics, the central nodes will first forward the messages
to the possible node groups that contain the destination and then some nodes in the
group will hand over the messages to destination.

Daly et al. provide a distributed method to identify central nodes and utilize
them to forward messages [13]. The authors utilize the idea from ego network to
measure the centrality in a distributed way. In addition, the similarity between nodes
is calculated based on neighbor set so as to obtain the nodes close to destination.
With the centrality and the similarity, the weighted metric is defined and used to
choose next forwarder. In another work [24], the forwarding algorithm makes use of
the averaged degree of node as approximate metric to find the forwarder with higher
centrality.

In [18], an efficient multi-casting mechanism is proposed by using social charac-
teristics including community and centrality. It determines the message forwarders
subject to certain delivery ratio. A new centrality metric considering the contact fre-
quency among nodes is provided as the weight of each node in [25]. A distributed
algorithm is used to identify the communities in the network using the metric. The
transmission among communities is achieved by exchanging message through the
gateway nodes belonging to multiple communities.

Island Hopping [46] relies on the cluster-based mobility model. The authors intro-
duce a novel network entity called Concentration Points (CP), which are locations
where many nodes stay for a while. Nodes can communicate within the same CP.
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A mobile node will carry messages from one CP to another. The routing algorithm first
discovers the whole network graph collaboratively in order to calculate a sequence
of CPs to forward the message. The Last Encounter Table is used to estimate the
position of destination for the shortest path. One-hop acknowledgment is used in
Island Hopping for reliability. Thus a message will have a few copies at the previous
CP. These copies will be suppressed after an acknowledgment is received.

The protocol [33] for VANET makes full use of the underlying road map to achieve
the efficient message dissemination among dynamic vehicles. In their design, the
intersection graph is created first where each road segment becomes the vertex and the
intersection linking any two segments is the edge. Based on that, the corresponding
connected dominating set (CDS) is derived, which develops into the information
search area. At the same time, the nodes only in that CDS form a special community
and become the forwarders to disseminate messages.

1.4.2.3 Auxiliary Node-Based Routing

Some of the DTN routing protocols use a set of special nodes to help message dissem-
ination. The mobile ones are called message ferries. The trajectories of the message
ferries are controlled in order to maximize the chances of message delivery. The Levy
message ferries are proposed in [47], where the ferries move using the Truncated
Levy Walk mobility model with a smaller value of α (inducing higher diffusivity).
An optimal routing scheme, using Levy Walk searching strategies, achieves better
performance for sparsely and randomly distributed targets [53].

A well-known message ferry approach is discussed in [57]. There are two different
message ferry schemes described in that paper: Node-Initialed MF scheme and Ferry-
Initiated MF scheme. The first scheme takes advantage of the fixed routes of ferries
to collect data from mobile nodes. When the nodes periodically move close to the
route of the message ferry to send message, the deviation of their original path
will degrade performance on the tasks they need to finish. So the balance between
performance gain in data delivery and performance degradation in assigned tasks
should be considered. Another scheme is initiated by ferry in which ferry takes
proactive movement to contact nodes for communication. In this scheme, each node
is equipped with a long range radio which is used for contact control and a short
range radio for message exchange. In addition, the goal of trajectory control of the
ferry is to minimize the message drops. A follow-up work employs multiple ferries
to improve the data delivery performance.

Stationary device known as throwbox is another type of auxiliary node that can
be deployed in order to facilitate message exchange [58]. Based on the degree of
available information, three modes for deployments are presented: contact and traffic-
based mode, contact-based mode, and oblivious mode. Intensive simulations suggest
that throw-boxes are effective in improving throughput and delay when multi-path
routing and regular movement are employed.



20 X. Hong and B. Gu

1.4.3 Summary of Routing Strategies

In this section, we introduced many representative DTN routing schemes. We also
tried to identify the noticeable trend that explores the underlying network mobility.
The helpful mobility features demonstrated not only in geographical phenomena but
also in social network implications. Brief summaries and comparisons of the routing
schemes are given in Tables 1.2 and 1.3 for proactive and reactive routing protocols
respectively. We use a column Mobility Model and Feature to reflect the influence
from mobility. It includes the movement patterns and potential mobility features that
the protocols rely on. The column of Applicable Environment expresses the scenarios
where a protocol can perform better according to the original papers. As indicated
in the tables, while each protocol can be applied to general opportunistic network
scenarios, applicable situations exist for many protocols in order to fully utilize their
design strengthes.

1.5 Future Directions

Future investigations can go in several directions. One direction is the social network-
related analysis and its connection with opportunistic networks. As pointed out by
Conti et al. [12], the translation from social network relationships to geographical
distance bounded contacts is not a trivial issue. In this regard, mobile social networks
can provide useful insights. Contact traces, on the other hand, still warrant for in-
depth investigations. The work presented in [61] claims that traces from general users
and all kinds of devices are highly desired. The work itself also proposes a method
to identify the more socialized population at a specific area against rare and random
occurrences. To be noted are the the graph-related characteristics, they shall still be
of the most importance in the analysis of social behaviors. More study can investigate
graph characteristics associated with temporal properties and subgraphs.

Many of the movement characteristics are closely related to the real fields where
the data are obtained. As such, some most recent work has focused on vehicle move-
ments within a road system. The unique geographical constraints and movement
constraints pose great challenges to network connectivity, partition, and message
persistency. These are all interesting topics for further research.

A step further will be the novel message dissemination schemes that explore more
social network properties. For example, the social-aware content sharing scheme
exchanges mutual interested contents when a node moves into a new community
[15]. The scheme relies on closely coupled social communities to their physical
device contact patterns.

Moreover, the management of opportunistic networks can take a great leap
when cognitions on network traffic, radio resources, and mobility conditions are
devised [50]. As illustrated in the paper, a broad range of applications can be devel-
oped. Examples include extending coverage, capacity, and traffic aggregation when
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concentration of users in a certain service area occurs. Much work can be done in
investigating the routing strategies for the cognitive tasks.

1.6 Summary

This chapter presents a survey over mobility models, analytical results on motion
characteristics, and routing strategies that largely rely on mobility. The three compo-
nents embedded an intertwining research agenda ranging from early separate research
on mobility models till the latest results where analytical properties about mobility
are abstracted and utilized in many routing protocols. Figure 1.2 illustrates the rela-
tionship of the contents covered in this chapter. At the bottom, various mobility

Applications of Opportunistic Networks
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auxiliary node based routing)
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Fig. 1.2 Intertwined links between mobility and routing
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patterns are listed. They are abstracted into analytical characteristics. The two parts
together are under the huge scope of mobility models. The figure also shows several
connections between mobility and routing schemes. On top of the routing protocols
(the opportunistic network layer), distributed applications can be supported.
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Chapter 2
Social-Aware Opportunistic Routing:
The New Trend

Waldir Moreira and Paulo Mendes

Abstract Since users move around based on social relationships and interests, their
movement patterns represent how nodes are socially connected (i.e., nodes with
strong social ties, nodes that meet occasionally by sharing the same working environ-
ment). This means that social interactions reflect personal relationships (e.g., family,
friends, co-workers, and passers-by) that may be translated into statistical contact
opportunities within and between social groups over time. Such contact opportuni-
ties may be exploited to ensure good data dissemination and retrieval, even in the
presence of intermittent connectivity. Thus, in the last years, a new routing trend
based on social similarity emerged where social relationships, interests, popularity,
and among other social characteristics are used to improve opportunistic routing (i.e.,
routing able to take advantage on intermittent contacts). In this chapter, the reader
will learn about the different approaches related to opportunistic routing, focusing
on social-aware approaches, and how such approaches make use of social informa-
tion derived from opportunistic contacts to improve data forwarding. Additionally, a
brief overview on the existing taxonomies for opportunistic routing as well as a new
one, based on the new social trend, are provided along with a set of experiments in
scenarios based on synthetic mobility models and human traces to show the potential
of social-aware solutions.
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2.1 Introduction

The increasing capability of portable devices provides users with new forms of com-
munication. They can quickly form networks by sharing resources (i.e., process-
ing, storage) to exchange information and even share connectivity. This is possible
through opportunistic contacts among devices carried by users that can forward infor-
mation on behalf of other users to reach a given destination in networks with low
probability of providing end-to-end connectivity between any pair of nodes, at any
moment in time.

Such opportunistic communication has to cope with link intermittency. Due to
such intermittency—which results from node mobility, power-saving schemes, phys-
ical obstacles, and dark areas (i.e., overcrowded with access points operating in over-
lapping channels or no infrastructure at all)—no end-to-end path may exist, as said,
which consequently causes frequent partitions and high queueing delay.

Routing solutions based on the knowledge of end-to-end paths perform poorly,
and instead numerous new opportunistic routing protocols have been proposed taking
advantage of devices capabilities to overcome intermittency. Some opportunistic
routing protocols use replicas of the same message to combat the inherent uncertainty
of future communication opportunities between nodes.1 In order to carefully use
the available resources and reach short delays, many protocols perform forwarding
decisions using locally collected knowledge about node behavior to predict which
nodes are likely to deliver content or bring it closer to the destination (cf. Fig. 2.1).
For that, nodes must have enough processing power and storage to keep data until
another good intermediate carrier node or the destination is found [5], following a
store-carry-and-forward (SCF) paradigm.

Figure 2.1 depicts how content opportunistically reaches its destination by being
transferred and temporarily stored among nodes. The content is relayed by the source
node to intermediate nodes, which in turn relay the content among themselves until
the destination is found.

Proposed approaches range from using node mobility to flood the network for
fast delivery (e.g., Epidemic [40]) up to controlling such flooding to achieve the
same results based on: encounter history (e.g., PROPHET [11, 23]), optimized
delivery probability (e.g., Spray and Wait [36]), prioritization (e.g., MaxProp [4]),
and encounter prediction (e.g., EBR [31]).

Since 2007, a trend has emerged based on different representations of social
similarity: (i) labeling users according to their work affiliation (e.g., Label [15]); (ii)
looking at the importance (i.e., popularity) of nodes (e.g., PeopleRank [30]); (iii)
combining the notion of community and centrality (e.g., SimBet [8] and Bubble Rap
[17]); (iv) considering interests that users have in common (e.g., SocialCast [7]); and
(v) inferring different level of social interactions aiming at predicting future social
interactions from the users’ dynamic behavior found in their daily life routines (e.g.,
dLife [28] and CiPRO [32]).

1 For the sake of simplicity, node and user are used interchangeably throughout this chapter.
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Fig. 2.1 Example of opportunistic routing

These social-aware opportunistic routing solutions have shown great potential in
what concerns information delivery, since (i) cooperation among users sharing social
aspects (e.g., relationship, tastes, interests, and affiliation) is encouraged, which is
beneficial to improve content dissemination [18], and (ii) social information is much
less volatile than human mobility, providing more robust and reliable connectivity
graphs, which aids routing [14, 17].

With this chapter, the reader is expected to learn about the different opportunis-
tic routing solutions, with emphasis on the social-aware approaches and how such
approaches use social information to improve data forwarding. Additionally, this
chapter provides a brief overview of the existing opportunistic routing taxonomies,
allowing the reader to understand how social similarity has gained attention in the
last years. A set of experiments is also presented to show that proposals based on
social similarity indeed have a good potential to improve forwarding in opportunistic
networks.

This chapter is structured as follows. Section 2.2 presents the relevant previous
work that is oblivious to social information. Then, the social-aware opportunistic
routing approaches are identified in Sect. 2.3 followed by a brief discussion on the
existing taxonomies for opportunistic routing in Sect. 2.4, which makes a reference to
when social similarity started to be considered for routing improvements. Section 2.5
presents some results to show the gains of the social-aware approaches over the
social-oblivious ones, and Sect. 2.6 concludes the chapter.
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2.2 Social-Oblivious Opportunistic Routing

According to Jain et al. [19], deterministic routing approaches are excellent from
a performance point of view, since the more information a node can get from the
network, the wiser its forwarding decision will be. However, the needed extra knowl-
edge brings more complexity to the solution and even makes it impossible to be
implemented due to the dynamic nature of user behavior. It was already shown that,
although the optimal solution will need to have a broad knowledge about the net-
work behavior and traffic demands [19], even the most simple oracle, called Contact
Oracle, contains information about contacts between any two nodes, making it unre-
alistic as it is equivalent to knowing the time-varying characteristics of the entire
network. Other oracles were defined, including a Queuing Oracle (i.e., information
about instantaneous buffer occupancies), and a Traffic Demand Oracle (i.e., infor-
mation about the current or future traffic demand). However, their assumptions about
the network behavior is even more severe. The existence of such oracles would sup-
port deterministic routing algorithms able to compute an end-to-end path (possibly
time dependent) before messages were actually transmitted. For example, if a Con-
tact Oracle is available, modified Dijkstra with time-varying cost function based on
waiting time would be enough to find available routes. However, the most realistic
assumption is that network topology is not known ahead of time.

Based on the analysis of deterministic routing approaches, it is clear that the
most suitable solution would be the one based on a local probabilistic decision,
aiming to forward messages based on the opportunities raised by any contact within
range. More elaborated solutions may also take other information into account to
increase the efficiency of message progression toward a destination. Examples of
such extra information are: history data about encounters, mobility patterns, priority
of information, and social ties.

In order to understand the importance of social similarity for opportunistic routing
and its applicability, this section provides an overview of the most relevant propos-
als to perform opportunistic routing spanning a 11-year period (2000–2011) and
aims at contributing to a broad understanding of the existing opportunistic routing
approaches prior to the investigation of social-aware solutions. In this study, routing
proposals are grouped into three categories: single-copy, aiming to improve the usage
of network resources; epidemic, aiming to increase delivery probability; and proba-
bilistic based, aiming to find an optimal balancing between both previous categories.

2.2.1 Single-Copy Routing

In resource-constrained networks, which can occur in urban areas with high spectrum
interference, opportunistic routing may lead to waste of resources when trying to
deliver messages to a destination or set of destinations. Such waste of resources
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is mainly due to the utilization of message replication aiming to increase delivery
probability.

Aiming to optimize the usage of network resources, some approaches avoid repli-
cation, forwarding messages to single next-hops based on available connectivity and
some form of mobility prediction. This means that these proposals perform single-
copy forwarding, i.e., only one copy of each message traverses the network toward
the final destination. Such copy can be forwarded if the node carrying it decides (i.e.,
randomly, or based on a utility function) that another encountered node presents a
higher probability to deliver the message.

Minimum Estimated Expected Delay (MEED) [20] is an example of a single-copy
forwarding approach that uses contact history (i.e., connection and disconnection
times of contacts) to aid forwarding. Contact history is a metric that estimates the
time a message will wait until it is forwarded. A per-contact routing scheme is used
to “override” regular link-state routing decision. That is, instead of waiting for nodes
enclosed in the path with the shortest cost (based on MEED values), it simply uses
any other contact opportunity (i.e., node) that arises prior to what is expected, in
order to forward the message. To be able to do this, MEED must recompute routing
tables each time a contact arrives, broadcasting this information to every other node
in the network.

Spyropoulos et al. [38] present six examples where this type of forwarding is
considered: (i) direct transmission, where messages are forwarded only to the desti-
nation; (ii) randomized routing, where messages are only forwarded to encountered
nodes that have forwarding probability p toward the destination, where 0 < p � 1;
(iii) utility-based routing with 1-hop diffusion, where forwarding takes place if a
utility function—based on encounter timers—of an encountered node is higher than
the one of the current carrier; (iv) utility-based routing with transitivity, in which an
utility function toward a destination is updated considering intermediate nodes that
have high utility to such destination; (v) seek and focus routing, where randomized
routing is used to find the best starting point toward the destination and henceforth a
utility-based approach is used to find the destination; and (vi) oracle-based optimal
algorithm, with which the future movement is known beforehand allowing optimal
forwarding decisions to be taken aiming to delivery messages in a short amount of
time.

From a resource consumption viewpoint, single-copy forwarding approaches are
quite interesting, since they keep the usage of network (e.g., bandwidth) and node
(e.g., energy, storage) resources at a low level. However, they suffer from high delay
rates which, consequently, may result in a low delivery ratio. Another issue is related
to the amount of knowledge that needs to be exchanged/available in order to aid for-
warding, which in some scenarios generates too much overhead and may be impos-
sible to implement.

To mitigate such problem, the following category of opportunistic routing
approaches relies only on current contacts to increase delivery probability.
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2.2.2 Epidemic Routing

Ubiquitous communication is a feature that has been present in our everyday life and
requires messages to be delivered with high probability to their destinations, with
the help of intermediary nodes able to implement the SCF paradigm.

Since networks are created by people moving around, opportunistic contacts are
considered to increase delivery probability in networks with the aforementioned char-
acteristics in a proposal called Epidemic [40]. With the Epidemic routing approach,
every node in the network gets at least a copy of each message. Such a full replication
strategy leads to an increase of the delivery rate. Replication of messages is done by
means of summary vectors that are exchanged between nodes upon a contact. Such
summary vectors contain the list of messages that each node is carrying, allowing
nodes to exchange all messages that the other node is lacking. The proposal indeed
increases delivery rate, since every potential forwarder has, with high probability,
a copy of the message, assuming contacts with significant duration, and sufficient
buffer space in each node. However, to avoid waste of resources, each host sets a max-
imum buffer size for epidemic message distribution. In general, nodes drop (based
on a FIFO policy) older messages in favor of newer ones upon reaching their buffer’s
capacity. This means that the efficiency of the delivery process depends upon the con-
figured buffer space, which may be substantially improved with the usage of Bloom
filters [3]. In order to avoid messages to be replicated indefinitely, a hop count field
determines the maximum number of epidemic exchanges that a particular message
is subject to, being messages dropped based on the locally available buffer space.
Since the number of hops toward the destination is not known in advance, setting a
hop count may decrease the delivery probability. A stale-data removal mechanism
would increase system efficiency by removing messages that were already delivered.

In an attempt to avoid waste of network resources, other proposals emerged based
on a controlled replication approach. That is, the number of nodes which get a
message copy is reduced by probabilistically choosing next nodes or by using a
utility function.

2.2.3 Probabilistic-Based Routing

Probabilistic approaches are based on the estimation/prediction of what is the next
best set of carriers for each message based on probability metrics, aiming to maxi-
mize delivery probability. Probabilistic forwarding protocols require node mobility
patterns that exhibit long-term regularities, such that some nodes consistently meet
more frequently than others over time: the mean inter-meeting time between two
nodes in the past will be close to that in the future with high probability.

Within this category, proposals attempt, first of all, to optimize the delivery proba-
bility while avoiding full replication of messages. Besides this core concern, there are
proposals that take into account the capabilities of nodes, the priority of messages,
and the availability of resources aiming to achieve a high delivery ratio with low delay
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and resource consumption. Another concern of some probabilistic approaches is to
use as few metadata as possible aiming to decrease concerns with respect to energy,
processing, and bandwidth saving. Having considerable control overhead increases
contention in the network resulting in message discarding and retransmissions.

Since 2003, different delivery probability metrics have been proposed including
frequency encounters [4, 11, 23, 31, 35], aging encounters [10, 12, 37], aging
messages [24, 36], and resource allocation [1, 33].

2.2.3.1 Frequency Encounters

Proposals based on these metrics have in common the fact that they rely on the knowl-
edge about how many times nodes meet in a network. The proposals considered in
this sub-category are the Probabilistic ROuting Protocol using History of Encounters
and Transitivity (PROPHET), MaxProp, Prediction, and Encounter-Based Routing
(EBR).

One of the most well-known approaches, the first being considered by the DTN
Research Group (DTNRG) of the Internet Research Task Force (IRTF), is the Proba-
bilistic ROuting Protocol using History of Encounters and Transitivity (PROPHET)
[11, 23]. PROPHET uses a probabilistic metric called delivery predictability, which
indicates what is the likelihood of a node to deliver a message to a destination based
on its past contacts with such destination. If two nodes do not encounter each other
for a while, they are less likely to be good forwarders of messages to each other, thus
their delivery predictability is reduced in the process. Transitivity is a property of
this predictability where if a node A regularly meets a node B and node B regularly
meets node C , this implies that node C is also a good node to forward messages to
node A. Delivery predictability helps to decide whether the node should replicate or
not a given message (it is worth mentioning that delivery predictability was changed
to cope with the “parking lot” problem as reported by Grasic et al. [11]): upon a con-
tact, nodes exchange summary vectors that also have information regarding delivery
predictability. This information is used to update their own delivery predictability
vectors, which are used to make decisions about message forwarding. PROPHET
delivers messages only to nodes which are better (in terms of delivery predictability)
than the current carrier node, resulting in a reduction of the consumption of network
resources and a high probability of messages delivery.

However, flooding can still occur with PROPHET if the message is originated
in a node with low delivery predictability (i.e., node with low mobility) toward the
destination, and this node only encounters nodes with higher delivery predictability.

MaxProp [4] is another probabilistic approach that uses a metric called delivery
likelihood of messages, by having each node keeping track of a probability of meeting
any other peer. Using an incremental averaging method, nodes that are seen frequently
obtain higher delivery likelihood values over time. Each time two nodes meet, they
exchange their delivery likelihood probabilities toward other nodes. Based on the
delivery likelihood values computed by other nodes and by itself, a carrier of a
message computes a cost for each possible path to the destination, up to n hops. The
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cost for a path is the sum of the probability of each contact on the path not occurring.
This cost estimation, along with the hop count, is then used to order messages for
scheduling and for dropping. In addition, MaxProp assigns a higher priority to new
messages (i.e., low hop count) to increase their chance of reaching the destination
faster, and tries to prevent reception of the same message twice by including a hop
list in each message, and uses acknowledgments to notify all nodes about message
delivery. Upon contact, two nodes exchange messages in a specific priority order:
First, messages that have these nodes as final destinations; second, information for
estimating delivery likelihood; third, acknowledgments to remove stale messages;
fourth, messages that have not traversed far in the network; and fifth, send messages
with highest priority.

By combining the estimation of message delivery likelihood with message pri-
ority and acknowledgments, MaxProp is able to reach good performance regarding
message delivery probability and message latency with transfer opportunities lim-
ited in duration and bandwidth. However, it is considered that nodes have unlimited
storage for their own messages and limited storage for the messages coming from
other nodes, which has an impact on the overall performance.

It is important to mention that the delivery likelihood metric used in MaxProp is
different from the delivery predictability metric employed in PROPHET in the sense
that the former depends solely on the probability of nodes to meet each other while
PROPHET depends on the probability to meet the destination itself, which means
that PROPHET requires more state. However, MaxProp requires nodes to compute
possible paths to the destination by concatenation of delivery probability between
nodes while PROPHET does not require further computation, since messages are
forwarded if a node has higher delivery predictability toward the destination than the
carrier.

Song and Kotz proposed a prediction-based approach (hereafter referred to as
Prediction) [35] that makes use of contact information to estimate the probability
of meeting other nodes in the future. As happens with PROPHET and MaxProp,
Prediction also uses historical contact information to estimate the probability of
meeting other nodes in the future. However, unlike previous approaches, Prediction
estimates the contact probability within a period of time, based on a metric called
timely contact probability, which is used to compute the contact frequency between
two nodes, as follows: the contact history between two nodes i and j is divided into
a sequence of n periods of ΔT starting from the start time (t0) of the first contact
in history to the current time. If node i had any contact with node j during a given
period m, which is [t0+mΔT, t0+ (m+1)ΔT ], the contact status of the interval Im

is set to 1. The probability of node i meeting node j in the next ΔT can be estimated
as the average of the contact status in prior intervals. In Prediction, whenever two
nodes meet, they exchange the indexes of all their messages. If the destination of a
message is not the node in contact, the probability to deliver such message through
that node is computed. If the probability of delivering the message via the contacted
node (based on the past average number of encounters with the destination) within a
defined period of time is greater than or equal to a certain threshold, the message is
passed to the node in contact. This proposal presents two methods for choosing the
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next node: the decision can be taken by the node that is sending the message or by
the one which is receiving it. In the former case, a metadata message is necessary to
determine if the receiver is a good next hop. As for the latter, the receiver decides
whether or not to keep the copy of the message considering its own probability of
coming into contact with the destination.

Prediction achieves good performance regarding message delivery with low num-
ber of message transmission and duplication. However, its performance and storage
usage is directly proportional to the Time-To-Live (TTL) of messages, which makes
it more suitable for networks tolerant to very long delays (i.e., sparse networks).

The proposal Encounter-Based Routing (EBR) [31] also considers the number
of times nodes meet in order to predict the rate levels of future encounters. It sim-
ply counts the number of contacts a node has with other nodes (Current Window
Counter) and determines the Encounter Value (EV) that represents the node’s past
rate of encounters. The higher EV is, the higher the probability of successful message
delivery. This also determines the number of replicas of a message that the relay node
will get in each contact. Nodes maintain their past rate of encounters to predict their
rate of future encounters. When nodes meet, they first update their EV values and
estimate the EVs ratio, which is used to determine the number of tokens of a message
replica that will be passed to each neighbor. This is a kind of time-to-live parameter
also used by other approaches such as Spray and Focus. For security reasons, prior
to EV update, nodes exchange information that will aid them to determine if their
EV values are correct.

The prediction of future encounters used by EBR allows the improvement of
latency and message delivery by reducing traffic overhead (i.e., unwanted copies).
Messages are only exchanged with nodes that have high encounter rate, which avoids
routes that may not result in delivery, and minimizes network resource usage. In
addition, the proposal implements a security measure that avoids black hole denial-
of-service attacks from malicious nodes pretending to be part of the network and
announcing fake EV values. However, this approach presents some drawbacks in
scenarios with multiple communities that have low rate of inter-contact times. In these
scenarios, messages may be forwarded to nodes that indeed have higher EV values,
but such messages will get stuck within the source community. Also, this security
measure incurs in wasting contact opportunities for determining the reliability of the
encountered node, and the proposal may have its performance degraded in scenarios
where nodes have short contact times.

2.2.3.2 Aging Encounters

In this sub-category, the age of encounters is taken into consideration. Proposals that
fall into this sub-category are: Exponential Age SEarch (EASE), FResher Encounter
SearcH (FRESH), and Spray and Focus.

The Exponential Age SEarch (EASE) proposal [12], first presented in 2003, was
one of the first proposals to consider history of encounters with a specific destina-
tion to support opportunistic forwarding. In addition to that, EASE also considers



36 W. Moreira and P. Mendes

geographic position of nodes where a node would make routing decisions based on
the time and location of its last encounter with every other node in the network. To
be considered a good next hop, a node must either have a more recent encounter
with the destination than the current holder of the message, or the node must be
physically closer to the destination. Once the new hop is found, any position-based
algorithm (e.g., DREAM [2]) can be employed to route the message toward it. These
two phases, namely next hop search and message routing, are repeated until the best
next hop is the destination itself. A second version of the proposal (Greedy EASE
[12]) is able to change the chosen next hop during the routing phase as it checks the
age of the last encounter with the destination at every hop.

EASE performs quite well in scenarios with nodes presenting random walk mobil-
ity patterns. The performance results show that the routes toward the destination have
the same length (sometimes smaller) as the optimal case even for very large distances
between the communicating nodes. However, this proposal is highly dependent on
mobility patterns and destination speed. Its performance is easily degraded if the des-
tination moves fast, turning the solution more costly (i.e., in terms of route length).
Added to that, if mobile nodes shutdown their wireless interface (i.e., for energy-
saving purposes), estimates considering location are of no use.

The Fresher Encounter SearcH (FRESH) [10] proposal is an example of a “blind”
routing protocol, since it has no notion of coordinates. Each node keeps track of the
time elapsed since the last encounter with every other node, and uses this information
to choose the next hop for message forwarding. When a sender wishes to initiate
data forwarding, it must first search for the next hop that is determined by the time
elapsed since the last encounter between this potential next hop and the destination.
This search is omnidirectional and is done in concentric rings with increasing radius
until the next hop is found. It is necessary that nodes keep track of their one-hop
neighbors to maintain encounter tables updated.

FRESH takes advantage of the time-distance correlation where the distance trav-
eled during a time interval of duration t is positively correlated with t (e.g., a node
met a few minutes ago is closer than a node met two hours before). With that, it is able
to improve the performance of route discovery with no need for global knowledge
of the network. Instead, the proposal is based on a distributed implementation where
next hop search is defined in terms of local information (e.g., encounter tables). Like
with EASE, performance depends on the mobility of nodes, as the time-distance cor-
relation becomes noisier with heterogeneous speeds. That means that a node that has
just encountered the destination may not be close to it if the destination is moving
too fast. Another issue is that FRESH may suffer with loops in routing if source and
destination are not part of a connected subset of nodes. This is, indeed, a problem
especially in scenarios where isolated cluster of nodes may be formed. There is also
an overhead related to the need of having one-hop neighbor encounter table updated.

The more recent Spray and Focus [37] approach proposes a scheme was a fixed
number of copies are spread initially exactly as in Spray and Wait [36], which is
described in Sect. 2.2.3.3. There is, however, a subtle difference: Spray and Focus
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uses only 1
3 or 1

2 of the L2 messages normally used in Spray and Wait), but then
each copy is routed independently according to single-copy utility-based scheme
with transitivity [38]. In the spraying phase, ideally it would be good to be able to
choose as relays the L nodes that most frequently encounter the destination. However,
waiting for a “better” relay may mean that opportunities to spread extra copies are
forfeited. Hence, the Spray and Focus scheme uses a greedy spraying phase by
implementing a binary spraying algorithm (where half of the copies are shared with
the encountered node) to minimize the amount of time it takes to spray all L copies,
moving the problem of looking for a possibly better relay to the focus phase. In
the focus phase, each potential router maintains a timer for every other node in the
network, recording the time elapsed since the two nodes came within transmission
range for the last time. These timers are similar to the age of last encounter [10] and
contain indirect location information. For a large number of mobility models, it can
be shown that a smaller timer value on average implies a smaller distance from the
node in question.

Spray and Focus outperforms [37] flooding-based (i.e., Epidemic) and single-
copy schemes (i.e., Randomized Flooding, and Utility-based Flooding) as well as
the other spraying algorithm (i.e., Spray and Wait) under realistic mobility scenarios
(e.g., modeling human behavior), by forwarding messages to nodes which have a
“closer” relationship (determined by the encounter timers) with the destination. Also,
Spray and Focus present good performance in scenarios with heterogeneous mobility
using an algorithm that is able to diffuse timer information much faster than regular
last encounter-based schemes. However, since its performance is highly dependent
on the use of encounter timers, it can be easily degraded in scenarios where nodes
are highly mobile as timers quickly become obsolete.

2.2.3.3 Aging Messages

Proposals under this sub-category have in common the fact of avoiding messages to
be kept being forwarded in the network by creating metrics that define the age of
message copies. Spray and Wait, andOptimal Probabilistic Forwarding (OPF) are
the proposals comprised by this sub-category.

One of the first proposals wasSpray and Wait [36], which decouples the number
of transmissions per message from the total number of nodes, generating a small
number of transmissions in a large range of scenarios. Initially, copies of a message
are spread quickly in a manner similar to epidemic routing. However, Spray and
Wait stops when enough copies have been sprayed in order to avoid flooding, while
guaranteeing that at least one copy will reach the destination with high probability.
By exploiting the mobility of nodes, Spray and Wait operates in two steps: First, the
source determines a certain number of adjacent nodes that are going to get a copy
of the message (spraying phase). In the second step, the nodes that got a copy of
the message deliver it directly to the destination when it gets within range (waiting

2 Maximum number of copies allowed to be created per message.



38 W. Moreira and P. Mendes

phase). Each generated message can have L copies of it distributed in the network.
This number of copies can be determined in two ways: (i) based on the number
of nodes M and size of the network N ; (ii) by estimating M when both M and N
are unknown. Once L is known, the source can spread the copies of the message
by passing only one copy of the message (Source Spray and Wait), or L/2 copies
(Binary Spray and Wait) to each encountered node. In the latter case, the receiver of
L/2 copies will spread the obtained copies in the same way. If the destination is not
found in the spraying phase, the nodes holding one copy of the message at the end
of the spraying phase will forward it directly to the final destination.

Spray and Wait exploits node mobility being able to limit the total number of
copies and transmissions per message resulting in an energy-efficient solution with
low delivery delay, although the achieved delay is inversely proportional to the num-
ber of copies. If nodes move quickly enough around the network, Spray and Wait
shows that only a small number of copies can create enough diversity to achieve
close-to-optimal delays. However, there is no acknowledgment mechanism to get rid
of copies of already delivered messages and no mechanism to select the best set of
forwarders in the spraying phase. In what concerns computational effort, determin-
ing L is not an easy task, since it is necessary to know M nodes beforehand and it
depends on nodes performing independent random walks. This can easily result in
an inaccurate measure of L , which degrades the performance of the algorithm. This
problem is even worse in large dense networks with frequent disconnections and
nodes following different mobility patterns.

The Optimal Probabilistic Forwarding (OPF) [24] protocol replicates a message
upon node encounter if, by doing so, such action increases the overall delivery prob-
ability of such message. That is, if this action maximizes the joint expected delivery
probability of the copies to be placed in system (i.e., in the sender and receiver nodes
of the message). OPF aims to maximize the delivery probability based on a partic-
ular knowledge about the network, relying on the assumptions that node mobility
exhibits long-term regularity (enabling the estimation of mean inter-meeting times)
and that each node knows the mean inter-meeting time of all pairs of nodes in the
network. OPF metric reflects not only the direct delivery probability of a message,
such as in PROPHET, but also the indirect delivery probability when the node can
forward the message to other intermediate nodes, as in MaxProp. However, unlike
MaxProp, OPF metric reflects a hop-count-limited forwarding scheme, based on a
function of two important states of a message: remaining hop count and residual
lifetime. Such utility function may estimate the effect that message replication may
have on the expected delivery rate while satisfying the constant on the number of for-
wardings per message (OPF has a performance awareness as happens with RAPID,
for instance).

With OPF, every message has a residual time-to-live (Tr ) that denotes a given
meeting time slot, and nodes know the mean inter-meeting time (Ii, j ) between any
two nodes i and j in the network. This is used to determine the meeting probability
(Mi, j ) among any two nodes and the delivery probability (Pi, j,K ,Tr ) between nodes
i and j of a message with K remaining hop count and Tr residual time to live.
The delivery probability is simply given by Pi,d,0,Tr if the message cannot use more
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hops to reach the destination. However, when the message is at K hops from the
destination, forwarding will take place if the combined probability of the two new
copies of the message at the next time-slot Tr−1 (i.e., 1− (1− Pi,d,K−1,Tr−1)× (1−
Pj,d,K−1,Tr−1)) is greater or equals to the probability of not forwarding it at all (i.e.,
Pi,d,K ,Tr−1 ). So when node i meets node j , whether i should forward the copy to
j depends on whether replacing the copy in i with two logically new copies (i.e.,
in i and j) increases the overall delivery probability. OPF also comes in another
version where K is then substituted by the number of logical tickets (L , as in Spray
and Wait) which are going to be distributed between the two replacing copies in a
message forwarding.

OPF is able to achieve good overall delivery rate with a subtle increase in delay,
since it only forwards messages to really good relay nodes. Its performance is better
if the relationship between nodes is greater and the hop count (K ) allowed for each
message is chosen wisely. However, this good performance comes with a cost, since
it is really dependent on the amount of routing information available. In networks,
where only local information is available due to the dynamicity of nodes, OPF will
have its performance degraded, since it needs the mean inter-meeting time of all
nodes in the network and such information may be difficult to obtain. Added to that,
since the mobility model considered follows an exponential inter-meeting time, the
measurements may not represent human behavior as it is known that a power law
distribution better represents such behavior [14].

2.2.3.4 Resource Allocation

In what concerns, approaches that are aware of available resources, we have the
Resource Allocation Protocol for Intentional DTN (RAPID), and PRioritized EPi-
demic (PREP).

The proposal dubbed Resource Allocation Protocol for Intentional DTN (RAPID)
[1] opportunistically replicates messages based upon a utility function that estimates
the effect that message replication may have on a predefined performance metric
in a network with resource constraints. When nodes meet, they exchange metadata
about messages to be delivered and acknowledgments about already delivered mes-
sages, along with messages destined to each other. With the metadata, nodes are able
to determine the marginal utility (which must have the highest increase based on
the performance metric considered) of replicating messages between them. RAPID
calculates the effect of replication considering resources constraints by exchanging
metadata through an in-band control channel that allows it to have a global state
of the network resources (e.g., length of past transfers, expected meeting times, list
of delivered messages, delivery delay estimate for buffered messages, and changed
information on messages since last exchange).

RAPID has a small cost in the usage of contact opportunities due to the utilization
of an in-band control channel. Moreover, the information exchanged in such channel
may not always be updated due to node mobility, delivery delay, and messages
not acknowledged. This cost may be very high in bandwidth-constrained scenarios
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with short-lived contact opportunities. Besides that, there are no overall performance
guarantees since heuristics are based on sub-optimal solutions supported by one
metric at a time. In addition, the performance is also related to the used mobility
pattern (e.g., predictable vehicular movements) and can be degraded in scenarios
with unpredictable mobility patterns.

In what concerns metric-based approaches, the Prioritized Epidemic (PREP) [33]
proposal is also based on message prioritization and the idea of prediction. PREP
introduces the Average Availability (AA) metric that measures the average fraction
of time a link will be available in the future (i.e., the inter-node cost) and defines
drop and transmission priorities (in which lower values indicate high priority) for
each message. By using a regular discovery algorithm, each node finds out about
its links toward neighboring nodes. According to available information about the
past state of the link (i.e., up/down), a node can determine the availability of the
links for future use. Then, costs are assigned to links based on their AA values and
epidemically broadcasted in the network. To find the lowest cost path to a destination
(or its whereabouts), the Dijkstra’s shortest path algorithm is employed. Any changes
to AA values will trigger link costs updates, which are again broadcasted through
Link State Advertisements.

PREP is able to generate a gradient of message replication density that is inversely
proportional to the distance toward the destination. That is, copies of messages are
kept as close as possible to their destinations. PREP sets a drop priority where mes-
sages shall be discarded, upon a full buffer, according to a cost determined by the
distance between the holder of the message and the destination. The greater the
distance, the higher the drop priority. In addition, a transmission priority is also
set to messages considering their expiry time and the cost previously mentioned.
This allows a wiser usage of resources (e.g., storage and bandwidth) having a good
effect on message delivery. However, in dynamic scenarios, PREP has its perfor-
mance degraded, since its delivery capability is inversely proportional to the level of
disruption happening in such scenarios.

2.2.3.5 Considerations About Social-Oblivious Routing

This section introduced the reader to social-oblivious opportunistic routing solutions,
providing an analysis of their advantages and disadvantages. With this, we aimed at
highlighting the potential of social metrics to improve routing performance, since
such metrics will allow forwarding decisions to exploit social similarities, which
present less volatile characteristics than mobility metrics.

It is important to note that the solutions analyzed in this section were chosen
according to: (i) the number of times they have been cited (i.e., served as benchmarks);
or (ii) the number of benchmarks used for their evaluation.

We must highlight that some authors may consider some of the aforemen-
tioned solutions as social aware, for considering the history of encounters, for
instance. However, it is our belief that social-aware solutions are those which have
much more elaborate utility functions and/or consider features that can be used to
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identify/classify individuals or groups of these, i.e., common affiliations, shared inter-
ests, social ties, popularity, centrality, and among others, which are further discussed
in Sect. 2.3.

2.3 Social-Aware Opportunistic Routing

Within the previous set of solutions for opportunistic routing, one of the processes
that may lead to significant consumption of energy, processing capability, and band-
width, is the prediction of mobility patterns, which is quite common to all proba-
bilistic routing approaches. One alternative may be to devise probabilistic solutions
that exploit not only mobility of nodes but also their social similarities. The reason
is that mobility patterns change faster (causing the appearance of unwanted traffic
due to out-of-date information) than social relationships between people within a
society. The fact that social relationships are less volatile than mobile behavior has
been proven [14, 17] to be rather useful in forwarding decisions. Additionally, the
higher social similarity, the better content dissemination is [18]. Hence, since 2007
several approaches have been investigating the exploitation of social aspects such as
relationships, interests, and common affiliations, in order to improve the delivery rate
while decreasing the consumption of network resources. The proposals that are ana-
lyzed in this sub-category are Label, SimBet, Bubble Rap, SocialCast, PeopleRank,
dLife, and CiPRO.

The Label [15] approach was one of the first proposals to introduce social charac-
teristics into opportunistic routing. Experiments were conducted in the IEEE INFO-
COM 2006 conference where nodes were labeled telling others about their affilia-
tion/group: this allowed nodes to forward messages directly to destinations, or to next
hops belonging to the same group (i.e., same label) as the destinations. The proposal
looked not only to inter-contact time distribution for all the nodes inside a group, but
also to the inter-contact time distribution between two groups (i.e., friendship ties),
with results showing that nodes from one group may be good forwarders for nodes in
the corresponding friendship group. The Label proposal provided the first indication
that exploiting social similarities improves delivery ratio and especially delivery cost
(i.e., total number of messages and duplicates transmitted). Another observation [15]
is that friendship between different communities (i.e., unusual connections among
nodes of both communities) can be used to slightly improve delivery ratio.

The performance of the Label approach is directly related to the allowed message
TTL and the mixing rate of nodes in the experimental scenario. Delivery ratio is
very low in the case of messages with short TTL, and it is easily degraded if nodes
do not mix well. The reason is that Label performs only one-hop delivery and just
to nodes belonging to the same community as the destination, which means that
delivery may fail if the sender never encounters members of the same community as
the destination.

Some nodes may have such a behavior that makes the usage of encounters ineffi-
cient to forward messages, due to their sporadic meeting rates. For instance, a node
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may be involved in a highly clustered network in which none of the nodes have
directly or indirectly met the destination. However, paths between clusters may be
insured by nodes that form bridges based on weak acquaintance ties. In this con-
text, the SimBet [8] approach proposes to forward data based on the identification
of these bridges and the identification of nodes that reside within the same cluster
as the destination node. The major contribution is a new forwarding metric based
on ego network analysis to locally determine betweenness centrality of nodes (i.e.,
importance of a node in the system, defined as the number of connections between
nodes belonging to different communities that cross the referred node) and social
similarity (i.e., probability of future collaboration between nodes in the same com-
munity). These two social parameters are determined from an adjacency matrix that
each node keeps to track contacts (direct and through neighbor nodes) with other
nodes in the network. When a node i meets a node j , they exchange messages that
they have to each other, and request each other list of contacts. With this list, they can
update their own contact list along with their betweenness (Bet) and similarity (Sim)
values. Then, they exchange summary vectors that contain the destinations to which
they are carrying messages along with their updated Bet and Sim values. For each
destination in the summary vector, they determine their SimBet utility. With this, a
vector of destinations is created containing all the destinations to which the node has
highest SimBet utility. This vector of destinations is exchanged and nodes exchange
messages to destinations present in their own vector and remove such messages from
their buffers.

SimBet is able to forward messages even if the destination node is unknown to
the sending node or its contacts. In this case, the message is routed to a structurally
more central node where the potential of finding a suitable carrier is much higher.
Moreover, SimBet makes no assumptions about the control of node movements or
knowledge of node future movements. Finally, with SimBet messages are forwarded
solely based on locally obtained information. It works based on forwarding a single
copy of each message in the network, which makes it able to reduce resource con-
sumption, mainly buffer space and energy. It has good overall performance regarding
message delivery, which is close to the performance of Epidemic routing, but with
highly improved delivery cost (i.e., very low number of required forwards to reach
destination). However, this proposal may suffer with high delay since the level of
contacts (i.e., how often and with whom nodes meet) between nodes is a key aspect
regarding dissemination of information. That is, if the level of contacts between
nodes is low, information (e.g., Sim and Bet values, contact lists) will take longer
to be updated and diffused. Another issue regarding performance is the contact time,
which can have a strong influence especially in scenarios where contacts are short
lived.

Another proposal known as Bubble Rap [16, 17] also uses node centrality along
with the concept of community structure to perform forwarding. With Bubble Rap,
nodes are grouped based on social parameters (i.e., number of contacts and contact
duration) and have a local/global popularity index (obtained from betweenness cen-
trality). Messages within the same community are forwarded using local popularity,
whereas messages traversing different communities use a combination of local/global
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popularity to reach the final destination. In the second case, whenever the message
is forwarded to a member of the destination’s community, the current carrier deletes
it from the buffer to prevent further dissemination. The algorithm employed in this
proposal is rather simple. If a source node wishes to send a message, all it needs
to do is to check if the community of the destination node is the same as its own.
If so, for every encountered intermediate node, it compares their local ranks and
generates a copy to the encountered node that has higher rank value. Otherwise, it
passes this message copy to an encountered node belonging to the same community
as the destination or having higher global rank value.

Bubble Rap considers that nodes belong to different size communities and that
such nodes have different levels of popularity (i.e., rank). With this, it can mimic
human relationship allowing it to achieve good overall performance regarding deliv-
ery success rate with acceptable delivery cost. The performance is even better as the
number of different communities and message TTL increase showing its capability
to deal with human social behavior. However, reaching a destination in a different
community is quite exhaustive, especially if the source node has a low rank and its
community has a high number of nodes. This will incur undesirable replication within
the source community. Moreover, centrality can result in overloading (e.g., process-
ing, energy, and buffer) popular nodes, since they are outnumbered compared to the
number of global nodes. In addition, it does not always mean that a high centrality
node has the best contact probability with the destination community.

Differently from previous proposals, SocialCast [7] shows that forwarding can
be achieved not only based on the social ties and mobility patterns, but also con-
sidering the interests of destinations. The proposed routing protocol determines a
utility function based on the predicted node’s co-location (i.e., probability of nodes
being co-located with others sharing the same interest) and change in degree of con-
nectivity (i.e., related to mobility and representing changes in neighbor sets), which
is used to calculate how good data carrier a node can be. This proposal is based
on the publish-subscribe paradigm, that is, nodes publish content on the network
that is received by nodes according to their subscribed interests. Nodes get copies if
they have higher utility regarding a given interest than the node currently carrying
messages with content matching such interest. The proposal comprises three phases:
(i) interest dissemination, in which each node broadcasts, to its first-hop neighbors,
its list of interests along with its updated utilities regarding its interests as well as
the last received messages; (ii) carrier selection, in which a neighbor is selected as
the new carrier if its utility function regarding a given interest is higher than the
utility function of the current carrier node; and (iii) message dissemination, in which
messages are replicated to interested nodes and/or passed to the new carrier.

SocialCast allows messages to reach their destinations with a very low number
of replications (i.e., reduced resource consumption) and stable latency. The result
is good delivery ratio with low TTL values as messages are delivered within few
hops. However, the co-location assumption (i.e., nodes with same interests spend
quite some time together) may not always be true [30]. Since such assumption is of
great importance, the proposal is compromised in scenarios where it does not always
apply.
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Also considering node mobility and social interaction, PeopleRank [30] makes
use of stable social information between nodes to decide on forwarding. As its own
name suggests, PeopleRank sets ranks to nodes according to their social interaction,
and uses this ranking to decide on the next hop for data exchange as it is known
that socially well-connected nodes become the best forwarders for message delivery.
This ranking process is analogous to Google’s page rank system, in which the relative
importance of a Web page is determined according to its links to/from a set of pages.

Thus, nodes are ranked according to their position in the social graph, i.e., con-
sidering their linkage to other important nodes in the network. In order to determine
its rank, a node needs to be acquainted to its socially connected neighbors and their
respective ranks. So when two nodes meet, they exchange their ranks and neighbor
sets, update their own ranks, and exchange messages according to the new determined
ranking. The node with the highest rank gets the messages.

The more social information is available to nodes, the better is the overall perfor-
mance regarding delivery success rate. PeopleRank is also able to keep a low cost
associated to message delivery and delay. However, it is proven that considering
only socially connected nodes is not enough to guarantee a good performance level,
since socially disconnected nodes are also able to forward messages and could be
considered to improve performance.

Most of the previous analyzed solutions focus solely on inter-contact times [6],
and still significant investigation is required to understand the nature of such sta-
tistics (e.g., power law, behavior dependent on node context) [21]. Another draw-
back of such approaches is the instable proximity graphs they create, which follows
mobility/encounter-based social similarity metrics [17]. Instead of considering the
dynamicity of mobility, the evolving feature of social network structure of nodes as
they move around meeting different nodes throughout the day is what matters most to
social-aware proposals. Such feature has been shown to be imperative when building
proximity graphs based on social interactions [13].

Existing solutions [7, 8, 15, 17, 30] succeed in identifying similarities (e.g.,
affiliation, communities, and interests) among users, but their performance is affected
as dynamism derived from users’ daily routines is not considered.

With dLife [28], the dynamism of users’ behavior found in their daily life routines
is considered to aid routing. The goal is to keep track of the different levels of social
interactions (in terms of contact duration) nodes have throughout their daily activities
in order to infer how well socially connected they are in different periods of the day.

The assumption here is that the time nodes spend together can be used as a measure
of the strength of the social ties among them. To achieve that, dLife defines two utility
functions [29]: Time-Evolving Contact Duration (TECD) that measures the level of
social interaction (i.e., social strength, w(a, b)) among pairs of nodes during their
daily routine activities; and TECD Importance (TECDi) that measures the user’s
importance, I (x), considering its node degree and the social strength toward its
neighbors. Upon a contact, nodes exchange their social weights toward other nodes
as well as their importance: replication only occurs if the encountered node has a
stronger social relationship with the destination or higher overall importance in the
system than the current carrier of the message for that specific time period.
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Despite of achieving good overall performance in terms of delivery probability
and cost (with a delay increase trade-off), dLife does not reach maximum delivery
performance. It is believed that the introduction of some level of randomness while
choosing next forwarders may improve its performance, as randomness has been
proved to increase delivery [30].

The Context Information Prediction for Routing in OppNets (CiPRO) [32] solu-
tion also takes advantages of what is happening in the daily routines of nodes. With
CiPRO, the message carrier has enough knowledge about the time and place it will
meet other nodes to forward the message. Such knowledge is defined in terms of
node profile (with the carrier’s—name, residence address, workplace, nationality,
...—and device’s—battery level, memory, ...—information) which is used to com-
pute encounter probability between a node and destination p[N ,D] through a profile
match. As in dLife, CiPRO’s encounter probability can also reflect encounters hap-
pening in for specific time periods, Pi , which is given by a ratio between the sum
of the probability of all the encountered nodes E by the node toward the destination
D, p[E,D], and the set of these nodes, |Ni |. When two nodes meet, CiPRO trig-
gers a control message which is propagated up to its two-hop neighbors and con-
tains the node profile information of the destination in a evidence/value pair format.
Thus, it will forward messages according to the type of contact, namely occasional
(where neighbors with higher encounter probability—computed based on the con-
trol message—toward the destination will get the message) and frequent (where the
node will use the history of encounters to a given destination to foresee a specific
time period for efficiently broadcasting control packets and the message itself). For
the latter, a BackPropagation Neural Network model is used to determine the future
encounter probability, Ppred .

Like dLife, CiPRO also has a performance tradeoff between delivery probabil-
ity/cost and delay, and perhaps introducing some randomness, in the occasional
contact case, could bring more improvements to the solution.

In summary, proposals that take into consideration the idea of social similarity per-
form quite well when compared to algorithms simply based on history of encounters,
encounter prediction, and message prioritization. However, most of the social-aware
proposals consider the dynamism found in node mobility, instead of focusing on the
dynamism of the social information that come from such movements. In addition,
Hossmann et al. [13] show that, if the contact aggregation considered for determining
the proximity graph is based on time window, some social metrics (e.g., betweenness
centrality, similarity) can lead to node homogeneity regarding the given metric. That
is, as network lifetime increases, these nodes may have the same characteristic (i.e.,
popularity) which will result in great impact on the performance of forwarding algo-
rithms. This suggests that social-aware solutions must be carefully designed not to
become a mere random-based solution. Moreover, most of the aforementioned pro-
posals only support point-to-point communication. (Multi)point-to-multipoint com-
munication is a desirable feature in opportunistic routing as it can help reaching more
nodes interested in the content of the messages with better performance and wise use
of resources [42].
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Next, presenting the existing taxonomies of opportunistic routing, identifying
the appearance of the social-aware branch, and providing a simplified taxonomy
proposed in 2011 with a minor update given the appearance of new social-aware
opportunistic routing solutions.

2.4 Taxonomies

The analysis of opportunistic routing approaches shows the existence of different
trends based on distinct goals. On the one hand, we have single-copy forwarding
approaches aiming to optimize the utilization of network resources. On the other
hand, replication-based approaches aim to optimize delivery probability. Forwarding
has the advantage of using network resources properly, but may end up taking too long
to delivery the messages. Replication-based approaches present a message delivery
probability that is, in almost every solution, very close to optimal, but with a high
cost. Aiming to achieve a good balance between a high delivery probability and a low
utilization of network resources, several proposals try to avoid flooding the network,
by exploiting mobility of nodes, history of encounters, and social parameters.

Upon what is available in terms of opportunistic routing solutions, there are dif-
ferent classifications: considering aspects (e.g., level of knowledge) that led to an
unbalanced classification, assigning most solutions to a few set of categories, or to
very specific classification branches (e.g., by considering for instance information
coding or methods to control movement of nodes). Independently of the classifica-
tion approach used, our goal is to provide the reader with an overview of the existing
opportunistic routing taxonomies in order to show when social similarity started to
be considered and that its importance is recognized as it still appears evident in the
latest taxonomies.

2.4.1 Existing Taxonomies

The first taxonomy for opportunistic routing was proposed by Jain et al. [19] based
on three types of classification. The most important one is the first type of classi-
fication, which divides opportunistic routing according to the knowledge about the
network that nodes need to have to perform message forwarding. The second and
third classifications follow a trend already used to classify other type of routing: the
second approach classifies routing as proactive (i.e., route computation happens prior
to traffic arrival) and reactive (i.e., route computation takes place upon the need for
sending data); the third approach classifies routing as source based (i.e., the complete
route is determined by the source), or hop based (i.e., the next hop is determined in
every traversed hop).

In what concerns the knowledge-based taxonomy, knowledge about the network
is provided by centralized oracles. Four different oracles are proposed: (i) Con-
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Fig. 2.2 Knowledge oracles (Jain et al. [19])

tact Summary Oracle, which provides summarized information about contacts (e.g.,
average waiting time until next contact, average number of contacts); (ii) Contacts
Oracle, which provides more detailed information related to contacts between nodes
at any point in time (e.g., number of contacts in a given period); (iii) Queuing Ora-
cle, which provides information about buffer utilization at any time; and (iv) Traffic
Demand Oracle, which provides information about present or future traffic demand.
According to the authors, the more knowledge a routing solution can get, the better
its performance will be, which leads to increasing unrealistic approaches since such
ubiquitous knowledge is impossible to get in a dynamic network.

The knowledge levels used by each oracle can be: zero, where solutions use no
information about the network to perform routing; partial, where solutions can route
by using only the Contact Summary oracle, or one/both of the Contacts and Queuing
oracles; and complete, where all oracles (Contacts, Queuing, and Traffic Demand)
are considered. Figure 2.2 illustrates all the different levels of knowledge used in this
taxonomy as well as the existing oracles, and the relationship between performance
and knowledge.

In realistic scenarios, existing routing solutions are, however, classified as hav-
ing zero or partial knowledge. This is due to the nature of opportunistic networks
where network topology is not known beforehand, which makes it difficult to have
a central entity (e.g., oracle) providing information to aid routing decisions. Not to
mention the delay incurred to gather/process such information, which can become
quite unfeasible in scenarios with short-lived contacts between nodes. Regarding the
time and place for routing decisions, most of the solutions can be seen as hop-by-hop
reactive approaches.

In our opinion, a taxonomy based on network knowledge, as well as proac-
tive/reactive and source/hop characteristics is not the most suitable one to provide a
balanced classification of opportunistic routing approaches.

The most complete taxonomy for opportunistic routing, to our knowledge, is
provided by Zhang [41]. This taxonomy follows the work presented by Jain et al.,
classifying protocols according to the information they require from network as
well as relevant routing strategies (e.g., pure forwarding, estimation of forwarding
probability). The result is a taxonomy based on two categories, namely deterministic
and stochastic routing. In the former case, node movement and future connections
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are known beforehand (i.e., nodes are completely aware about topology), which
follows the oracle-based taxonomy proposed by Jain et al. In the case of stochastic
approaches, the behavior of nodes and network is random and unknown. Hence,
routing decisions depend upon local conditions leading to simple solutions where
messages are replicated on every contact up to more complex solutions where the use
of history of encounters, node mobility patterns, and message coding are considered
for routing decisions. Zhang also classifies proposals regarding whether (or not) node
movement can be controlled.

We can say that Zhang’s proposal complements the proposal of Jain et al. by
including a set of more realistic (stochastic) approaches. However, Zhang’s proposal
emphasizes aspects that are orthogonal to different routing categories (i.e., coding
methods) and puts emphasis on categories that are specific to deterministic networks
(e.g., node movement control), which do not represent a scenario where opportunistic
routing may have greater impact in our daily life.

Balasubramanian et al. [1] propose a taxonomy based on two types of classification
criteria regarding the routing strategy and the effect on performance metrics.

Based on the first criterion, solutions are divided into two routing strategies:
(i) replication based strategy, where messages are replicated and then transferred to
the next hop; and (ii) forwarding based strategy, where only one copy of the message
traverses the network. The second classification criterion is used to divide solutions
based on the effect that routing decisions will have on the performance metrics.
There are two types of effects: (i) incidental ones, where the effect of decisions do
not take the resource constraints into consideration; and (ii) intentional ones, which
determines the effect of a routing strategy on the metrics considering such constraints.

We believe that classifying routing solutions according to their routing strategy
is the most suitable approach. However, there is more to it than what is presented by
Balasubramanian et al. since there are other performance metrics, besides inciden-
tal/intentional usage of resources, that can be used to distinguish among solutions
that follow the same generic strategy (i.e., replication).

The same idea of classifying solutions based on their routing strategy (i.e., for-
warding/replication) is also followed by Song and Kotz [35] as well as Nelson et al.
[31]. In relation to the work presented by Balasubramanian et al., the classification
presented by Song and Kotz is able to further divide replication-based proposals
taking into consideration, not only the effect that they have on network resource con-
sumption, but also on delivery probability. Still in what concerns the classification
of replication-based approaches, Nelson et al. propose to divide them into flooding
based and quota based. This classification is quite important, since its shows that it is
not the fact that messages are duplicated that may lead to a flooding situation, as the
one that occurs with epidemic routing, but the routing metrics used for deciding on
replication. Nelson et al. show that there are probabilistic-based replication strate-
gies that actually end up flooding the network (flooding based), since at the end of
the experimental period every node has at least one replica of each message, while
others (quota based) have higher success in controlling the number of replicas in the
network. However, this taxonomy is incomplete in the sense that it does not consider
routing categories based on metrics such as encounter number and resource usage.
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In another survey, D’Souza and Jose [9] classify routing solutions into three major
categories: (i) flooding based, where nodes flood the network to increase delivery
probability or apply some measures to control flooding by bounding the number of
messages copies and by embedding additional information to messages in order to
reduce flooding effects; (ii) history based, in which the history of encounters between
nodes is taken into account to improve routing decisions; and (iii) special devices
based, where stationary or mobile devices are used to improve communication among
the communicating nodes. Such special devices can also consider social interaction
among nodes to perform routing decisions. Like Zhang, D’Souza and Jose consider
aspects that are orthogonal (e.g., network and erasure coding) to any category. Despite
the fact that the first social-aware solution appeared in 2007 (i.e., Label [15]), such
category of opportunistic routing only made it to taxonomies in 2010 with D’Souza
and Jose’s work. Still, their taxonomy includes this trend under a category (i.e., special
devices based) that does not comply with the regular behavior (i.e., random and
unknown) found in opportunistic networks. We believe that distinguishing proposals
according to whether or not they use special stationary/mobile devices to improve
data exchange is not realistic as the network/nodes will have to present a deterministic
behavior in order to correctly place these devices in the system.

The classification proposed by Spyropoulos et al. [39] groups opportunistic rout-
ing proposals according to the message exchange scheme they employ: forwarding
(only one message copy traverse the network); replication (message is replicated in
different levels ranging from every node getting a copy up to more elaborate solutions
based on utility functions); and coding (where messages can be coded and processed
at the source or as they travel throughout the network). The authors also identify the
different types of utility functions that can be applied to either forwarding or replica-
tion message schemes. Such functions are categorized according to their dependency
on the destination (i.e., destination dependent/independent). Additionally, they clas-
sify Delay–Tolerant Networks (DTN) according to characteristics that have major
impact on routing such as connectivity, mobility, node resources, and application
requirements. The authors succeed in mapping the routing solutions to the different
types of DTNs. Still, the proposed opportunistic routing classification considers cat-
egories that can be orthogonal (i.e., coding) to any category and does not include
the social similarity trend observed in 2007. They simply refer to the social aspects
as a mere destination-dependent function that comprises a new research direction
including social relationships, interests, and popularity to achieve suitable delivery
probability with shorter delay and cost.

Figure 2.3 summarizes the analyzed taxonomies. Such figure shows an evolution
toward stochastic approaches that do not require any knowledge about the global
network topology. Deterministic approaches, based on some kind of centralized ora-
cles, are not realistic and do not reflect the behavior found in opportunistic networks.
Within stochastic approaches, and since 2007, there is a clear trend to classify rout-
ing strategies considering their success in achieving a good balance between delivery
probability (e.g., message replication) and usage of network resources (e.g., forward-
ing) by employing the social similarity approach.
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Fig. 2.3 Routing taxonomies from 2004 to 2010

Keeping in mind the ultimate goal of balancing performance and resource usage,
current taxonomies are not capable of illustrating the different families of routing
metrics that have been used to devise replication-based approaches able to avoid
network flooding. Next, we present a simplified proposal to extend the taxonomy
(presented by Nelson et al.) that better reflects the behavior of opportunistic networks
with a set of categories that represent recent trends in stochastic opportunistic routing.

2.4.2 New Taxonomy Encompassing Social Awareness

One can conclude that the existing taxonomies generally focus on the analysis of
opportunistic routing proposals based on their efficiency (e.g., level of knowledge
employed to achieve higher delivery rates [19]; forwarding schemes that result in
different performance levels [1, 35, 41]; limiting the number of messages copies in
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the network to spare resources [9, 31]; application of the correct routing algorithm
according to the specificity of the network [39]), but they lack an analysis of the
characteristics of the used graph structure.

We believe that focusing on an analysis of the topological features (e.g., contact
frequency and age, resource utilization, community formation, common interests,
and node popularity) assumed by each proposal may lead to a more stable taxonomy
useful to study real-world networks such as computer networks operated based on
social behavior.

Thus, in this section, we present a new taxonomy including updates based on the
emergence of recent opportunistic routing proposals (cf. Sect. 2.3).

Social similarity is an example of recent metrics that have clearly created a new
trend in the investigation of opportunistic routing [7, 8, 15, 16, 28, 30, 32]. The
reason for this is that social behavior takes into account human relationship charac-
teristics such as contacts with other people, time spent with these people, the level
of relationship between people, among others. And, since computing devices are
carried by humans, social-based forwarding decisions can consider people’s socially
meaningful relationships, where the relevant information come from aspects such
as human mobility, interaction, and social structures. This information can be used
to perform forwarding, because the topology created from human social behavior
varies less than the one based on mobility, and thus such solutions deserve being
categorized.

It is important to mention that all studied opportunistic routing proposals take
advantage of node mobility to forward data ahead, where some of them (e.g., Epi-
demic [40], Direct Transmission [38]) are rather simple and use the resulting contacts
to reach the destination, while others are more elaborate and consider social aspects
in order to find the destination (e.g., LABEL [15], PeopleRank [30]). This is the rea-
son why Moreira et al. [26, 27] do not devote a specific category to mobile-based
proposals (as Model- or Control Movement-based in Zhang [41] and Mobile Device-
based in D’Souza and Jose [9]) since this is an inherent feature of opportunistic
proposals and instead look for features that help understanding their graph structure.

The taxonomy proposed by Moreira et al. [26, 27] (cf. Fig. 2.4) is based on an ini-
tial classification of all proposals as forwarding-, flooding-, or replication based. The
forwarding-based category is also known as single-copy forwarding (e.g., MEED,
and approaches in Spyropoulos et al. [38]) since all approaches propose that only one
copy of each message traverses the network toward the destination. From the resource
consumption viewpoint, this category of approaches is quite interesting since it keeps
network (e.g., bandwidth) and node (e.g., buffer space) resources usage at a low level;
however, all approaches suffer in general from high delay rates that, consequently,
result in a low delivery rate.

Nelson et al. propose, depending on the level of duplication, to divide algorithms
within the replication-based approach into flooding based and quota based. The
flooding-based algorithms are able to increase delivery rate to a very high level,
whereas the quota-based algorithms, in general, allow a more wise usage of resources,
resulting in low delay and reduced flooding overhead since they tend to spread less
copies of messages in the network.
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Fig. 2.4 2011 taxonomy for opportunistic routing

Moreira et al. do consider these different levels of replication, but unlike Nelson
et al., they proposed flooding-based algorithms to be classified out of the replication
branch. First, because only proposals that allow every node to spread a copy of each
message to every other node that they meet (e.g., Epidemic) are considered. And, also
due to the fact that having (or not) the quota-based feature (i.e., where the number
of created copies does not depend on the number of network nodes) can be found in
the different algorithms identified in Sect. 2.2.

Despite being an aggressive approach, the flooding-based strategy is able to
increase delivery rate, but at the same time leads to a high consumption of resources.
Such waste of resources can be avoided with algorithms that try to somehow control
flooding. This control starts by limiting the number of copies injected in the network:
if it is able to avoid nodes ending up with a replica of every created message, the
algorithm has the quota-based feature.
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So replication-based approaches have as common goal an attempt to increase
the delivery rate by sending several copies of the initial message through different
nodes to quickly reach the destination before message expiration time. Since these
approaches consider different routing algorithms and metrics, they can be divided into
the following sub-categories: encounter based, resource usage, and social similarity.

The first sub-category is the encounter based, where nodes choose next hops
based either on frequency encounters (e.g., PROPHET, MaxProp, and Prediction,
and EBR), or aging encounters (e.g., FRESH, EASE, and Spray and Focus). In the
former case, proposals consider the history of encounters with a specific destination
to support opportunistic forwarding of messages, or the frequency nodes met in
the past, to predict future encounters. As for the latter, proposals consider the time
elapsed since the last encounter with the destination to decide about next hops.

Resource usage is the second sub-category, in which decisions are made consid-
ering the age of messages (e.g., Spray and Wait, and OPF) or knowledge about local
resources (e.g., PREP, and RAPID). Proposals based on aging messages proposals
have in common the fact that they aim to avoid messages to be kept being forwarded
in the network by creating metrics that define the age of message copies. As for
the resource allocation proposals, they take forwarding decisions that wisely use
available resources.

The last sub-category is related to social similarity, where proposals start to follow
more complex algorithms aiming first at avoiding flooding with high probability,
and exploiting social behavior. Thus, social similarity algorithms are divided into:
community detection, shared interest, and node popularity.

Community detection approaches (e.g., SimBet, Label, Bubble Rap) rely on the
creation of node communities taking into consideration people social relationships
translated to contact numbers and duration of contact among nodes. These approaches
suffer with the overhead of community formation. The shared interest approach
(e.g., SocialCast) relies on the assumption that nodes with the same interest as the
destination of the message are good forwarders since they have high probability to
meet. But this assumption may not always be true [30], since a node with similar
interest to a given group may not even come in contact with this group of nodes. Still
within the social similarity category, there are approaches that are based only on a
process of ranking people in terms of their popularity without a straight dependency
upon neither the computation of communities nor the synchronization of interests.
Node popularity approaches (e.g., PeopleRank) make use of social information to
generate ranks to nodes based on their position on a social graph, using such ranking
to decide upon the next hop for data exchange. Although social similarity algorithms
provide stable graphs, it is proven that relying on socially connected nodes may
not be enough to guarantee a good performance, which can be improved with the
inclusion of some degree of randomness in the forwarding decision [30].

With the appearance of opportunistic routing solutions which take into account
the dynamism of user social behavior (i.e., dLife and CiPRO), we propose an update
to the taxonomy of Moreira et al. [26, 27]. So Fig. 2.5 illustrates the proposed
taxonomy that complements the most recent trend (replication vs. forwarding) with
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the analysis done of 22 proposals published between 2000 and 2012 and includes
the new sub-category, user dynamic behavior.

It is easily observed that all categories of the presented taxonomy have advantages
and disadvantages. However, our goal was not to identify the winner category, but
to: (i) present the reader with reasons to support the emergence of the new trend
based on social similarity; and (ii) update a previously proposed taxonomy with a
new sub-category based on the latest social-aware opportunistic routing proposals.

2.5 Experimental Analysis

We start this section by describing the employed evaluation methodology and simu-
lation settings. Then, we present our considerations on the obtained results pointing
out the advantages and constraints of using social similarity to perform forwarding
in opportunistic networks.

The results are presented in two parts: First, we show the results in a scenario
with synthetic mobility models (hereafter referred to as heterogeneous scenario) and
in a scenario based on real human traces; then, we present a performance compari-
son between some of the aforementioned opportunistic routing proposals to support
our case: social similarity is indeed a trend and has great potential in improving
opportunistic routing.

2.5.1 Evaluation Methodology

Experiments are done based on the Opportunistic Network Environment (ONE)
simulator [22].

For that, we run simulations representing a 12-day interaction period (with 2
days of warmup, not considered for the results) in a heterogeneous scenario. For
the human trace-based simulations, we considered the Cambridge traces [34]. Each
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simulation is run 10 times (with different random number generator seeds for the used
movement models) in order to provide results with a 95 % confidence interval. All
results are analyzed considering the average delivery probability (i.e., ratio between
the number of delivered messages and total number of created messages), average
cost (i.e., number of replicas per delivered message), and average latency (i.e., time
elapsed between message creation and delivery).

Regarding the ONE simulator, the time step size is of 2 s for the heterogeneous
scenario and of 1 s for the trace-based scenario for more precision in the collected data.
All simulations are performed in batch mode with 2 GB RAM dedicated memory.

2.5.2 Simulation Settings

The heterogeneous scenario simulation settings aimed at creating a scenario that is as
close as possible to the heterogeneous environment (in terms of mobility) that people
find in their daily activities in a city, such as pedestrian walks, combined with bus
and car rides, as well as people attraction to diverse locations such as work, shopping
places, and home.

Our simulation scenario is part of the Helsinki city (available in ONE) and has
150 nodes distributed in 17 groups (8 groups of people and 9 groups of vehicles).
All nodes are equipped with one WiFi interface (11 Mbps/100 m). One of the vehicle
groups, with 10 nodes, follows the Shortest Path Map-Based Movement (SPMBM)
mobility model, based on which nodes randomly choose a point in the map and use
the shortest path to reach it. These nodes represent for instance police patrols. They
move with speed between 7 and 10 m/s and have a waiting time between 100 and
300 s when arriving at the chosen destination.

The other eight vehicle groups represent buses that cover different parts of the
city. Each group is composed of two vehicles each. They follow the Bus Movement
mobility model with speeds between 7 and 10 m/s and have waiting times between
10 and 30 s.

Regarding groups of people, they follow the Working Day Movement (WDM)
mobility model with walking speeds ranging from 0.8 to 1.4 m/s. People may also
use buses to move around the city. Each group has different meeting spots, offices,
and home locations. People spend 8 h at work and present 50 % probability of having
an evening activity after leaving work. In the office, nodes move around and have a
pause time ranging from 1 min to 4 h. Evening activities can be done alone or in a
group, with a maximum of three people each. Each evening activity can last between
1 and 2 h.

For the human trace-based simulations, the Cambridge trace was considered which
corresponds to a 2-month imote communication between 36 students carrying these
devices throughout their daily activities.

The traffic load used in the simulations comes from a file previously generated,
as has established source/destination pairs, where approximately 500 messages are
generated per day among a subset of node pairs. In a simulation of 12 days (i.e.,
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heterogeneous scenario), with 2 days of warmup time, this results in a total of 6,000
messages, from which 5,018 messages are considered for the performance assess-
ment. As for the trace-based simulations, all the 6,000 messages are considered in
the assessment.

Message TTL values are set at either 1, 2, and 4 days as well as 1 and 3 weeks. Since
we want to bring our experiments as close as possible to the real world, we chose
values that can represent the different applications which cope with opportunistic
routing. Message size ranges from 1 to 100 kB. The buffer space is of 2 MB as users
may not be willing to share all of their storage space. Message and buffer size comply
with the universal evaluation framework that we proposed previously [25–27] based
on the evidence that prior-art on opportunistic routing (19 proposals from 2000 to
2010) follows completely different evaluation settings, making the assessment a
challenging task.

The proposals considered for our experiments comprise social-oblivious as well
as social aware solutions. As representative of the former class of opportunistic
routing, we chose Epidemic [40] (normally serves as upper bound for delivery prob-
ability), PROPHET v1 [23] (first proposal considered by the Delay-Tolerant Net-
works research community), and Spray and Wait [36] (appearing as lower bound for
latency) for being the most cited proposals (i.e., often used as benchmark for perfor-
mance comparison) [25]. For the social-aware approaches, Bubble Rap [17], dLife
and dLifecomm [28] were selected as representative of solutions considering social
structures (i.e., communities), node popularity, and dynamic behavior of users, being
dLifeComm a variation of dLife based on the formation of communities as Bubble
Rap.

Some of the simulated proposals need to have some parameters set, thus we set: (i)
PROPHET with aging of delivery predictability happening at every 30 s; (ii) Spray
and Wait, being binary and with a number of spraying copy set to 10; (iii) dLifeComm
and Bubble Rap, with K-Clique (k = 5, 700 s familiar threshold) and cumulative
window algorithms for community formation and node centrality computation; and
(iv) dLife and dLifeComm, with 24 daily samples. The choice for such values is among
those which each proposal has presented good overall performance as specified in
their respective original papers.

Table 2.1 summarizes the setup parameters. It is important to say that our goal is
not to show which proposal is the best. Instead, we want the reader to understand the
potential of social-aware opportunistic solutions and why they haven’t shown to be
a trend in the last years for opportunistic networks.

2.5.3 Results

Before presenting the experiments results, here are a few general observations regard-
ing our findings. The average number of contacts per hour is of approximately 962
in the heterogeneous scenario and of 32 in the trace-based one. Additionally, con-
tacts are more sporadic in the trace-based scenario than in the heterogeneous one,
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Table 2.1 Simulation parameters

Parameters Values

Simulator Opportunistic Network Environment (ONE)
Routing proposals Epidemic, PROPHET, Spray and Wait, Bubble Rap, dLife and dLifeComm
Scenarios Heterogeneous Trace Cambridge
Simulation time (s) 1,036,800 1,000,000
# of nodes 150 (people/vehicles) 36 (people)
Mobility models Working Day, Bus, Shortest Path Map Based Human
Node interface Wi-Fi (Rate: 11 Mbps/Range: 100 m) Bluetooth
Node buffer 2 MB
Message TTL 1, 2, 4 days, 1 and 3 weeks
Message size 1–100 kB
# of messages 6,000 (only 5,018 considered for the heterogeneous scenario)
Spraying copies L = 10 (Spray and Wait)
K-Clique k = 5 and familiar threshold = 700 s (Bubble Rap and dLifeComm)
Daily samples 24 (dLife and dLifeComm)

in which contact frequency is more homogeneous. We also observe that the average
number of unique communities is higher in the heterogeneous scenario (~68) than
in the trace-based scenario (~8.7). Furthermore, most of the created communities
encompasses all the existing nodes (150 for the heterogeneous simulations, and 36
for trace), which means that independently of the level of contact homogeneity, nodes
are still well connected.

2.5.3.1 Heterogeneous Scenario

Figure 2.6 presents the results for the average delivery probability. It is clear that
Epidemic (normally seen as an upper bound for this performance metric) has the
worst performance amongst the proposals. This is due to the available buffer space
in each device (2 MB), which was reduced to represent a limited willingness of the
user to carry information of behalf of others.

As we could see [25–27], authors tend to consider unlimited storage. However,
while this may be true in scenarios comprising nodes for the serving purpose (e.g.,
[1]), normally a user may find him/herself in an opportunistic network formed on-the-
fly and surrounded by other users sharing storage space according to the capabilities
of their devices and mostly to their willingness in cooperating.

PROPHET and Bubble Rap are also affected by the limited buffer space per
device and their delivery capability diminishes as TTL increases. Since messages
are allowed longer in the network (i.e., being replicated), this consequently results in
buffer exhaustion. We believe that the mobility heterogeneity found in the scenario
also contributes to the decrease in the delivery probability.
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Fig. 2.6 Average delivery probability

Since users’ dynamic behavior is considered, both dLife and dLifeComm are less
affected by the limited buffer space. They carefully decide whether to replicate based
on the social weight toward the destination and node importance in the network at
the time of the encounter. Thus, wiser decisions take place as next forwarders are
only chosen if they indeed have a stronger social connection or importance than the
current message carriers.

Spray and Wait has the best performance. This is due to the fact that the scenario
comprises nodes (e.g., buses and police patrols) that cover most of the simulated area
and this proposal takes advantage of that. Most of its random replications happen
to be to such nodes and as they move across the entire scenario added to the 100 m
transmission range, its delivery capability increases. Despite the better performance,
Spray and Wait still does not take advantage of longer TTLs to reach optimum
delivery as some of the messages end up in the possession of nodes that are not well
socially connected to their destinations.

Figure 2.7 shows the performance of each proposal considering the number of
replicas created per delivered message. As one could expect, Epidemic and Spray
and Wait are the upper and lower bounds for this metric. The former has the highest
cost as it replicates a message with every encountered node that does not have a
copy yet. The scenario itself is not epidemic-friendly since it has a high number of
contacts among nodes. On the other hand, Spray and Wait is allowed to create up
to 10 (L = 10) copies per messages, and thus its cost is the lowest (average across
simulations of ~10.16 replicas per delivery). It is important to note that the way the
ONE simulator determines cost (a.k.a. overhead) is given by the ratio between the
number of successful forwarded message (discarding the forwarding to the final des-
tination, i.e., number of delivered messages) and the number of delivered messages.
This explains why cost here exceeds the one L specifies for Spray and Wait.

By being a probabilistic-based solution, PROPHET considers the frequency of
past contacts with the destination of the message to decide on replication. Since
the proposal ages such encounters, only nodes that have frequent contacts with the
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destination will be entitled to receive a copy. Despite the effort of the proposal, it
still requires a high number of replicas to perform a successful delivery.

Bubble Rap, dLife, and dLifeComm have a much lower cost when compared to
Epidemic and PROPHET, which shows that taking forwarding decisions based on
some level of social similarity is beneficial as messages are replicated to nodes well
socially connected to the destination of message. Regarding Bubble Rap, its cost is
expected to increase as TTL increases [16, 17]: messages remain longer in the system
and the solution takes advantage of this by building more reliable communities and
refining centrality values to perform wiser decisions; however, there is still a drop in
cost observed for a 3-week TTL. We believe this is due to the fact that the proposal
has taken advantage of the longer TTL, choosing next forwarders much more wisely,
which reduces its cost. As a matter of fact, this can be confirmed in Fig. 2.6 where
the same performance is achieved, but with much less replications.

Both dLife and dLifeComm present a much more stable behavior as they consider
the dynamism found in the users’ daily routines and can choose to replicate only
to nodes that actually have the best social interactions with the destination at each
encounter.

Figure 2.8 shows the performance of the proposals in terms of average latency for
delivering messages. As mentioned earlier, Spray and Wait takes advantage of the
scenario which has nodes (i.e., buses and police patrols) covering the whole extension
of the scenario and with longer transmission range. This significantly reduces its
latency, as destinations can be reached in shorter periods of time as reported in its
original paper [36]. Epidemic also has short latencies as spreading many copies of
the same message also reduces the time it will take to reach its destination.

As waiting for the best (i.e., socially speaking) next forwarder may take some
time, dLife and dLifeComm have a slight increase (varying between 490 and 4,350 s)
in latency when compared to both Epidemic and Spray and Wait. Thus, one can
observe the tradeoff when only forwarding messages in the presence of strong social
links or highly important nodes in the current daily sample. Still, despite of taking
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a little longer to reach their destinations, dLife and dLifeComm are able to deliver a
reasonable amount of messages.

PROPHET does not consider the social strength that the next forwarder has with
the destination; instead, it looks at the frequency of past interactions, resulting in
replication of messages that may take longer to reach their destinations. This can
also be confirmed with the performance of Bubble Rap regarding this metric: it
chooses also to replicate according to the centrality (i.e., cumulative number of
unique contacts within 6-h time windows) of nodes. Centrality indeed identifies
nodes which may be well connected throughout the entire experiments, but fails to
capture the different levels of “being socially connected” during the different periods
of the day. To make matters worst given the number of average contacts per hour in
this scenario (962), this proposal relies solely on global centrality while communities
are forming. The result is replicas being created to nodes that have weak social ties
with the destinations, which accounts for the total average latency experienced to
deliver messages.

After looking at the performance of the proposals in a scenario of synthetic mobil-
ity models, we next present the performance of the same proposals using real human
traces. With this, we expect to have experiments that are as close as possible from
the reality when it comes to human mobility.

2.5.3.2 Cambridge Scenario

Figure 2.9 presents the performance of the considered proposal in terms of average
delivery probability. One can easily see that the advantage of Spray and Wait seen in
the previous scenario has decreased. This is mainly due to the fact that in this scenario
there are no nodes covering the whole area. Instead, nodes are encountering others
as they move throughout their daily routines. Additionally, contacts are much more
sporadic. Under these circumstances, Spray and Wait spreads copies to nodes that
may never come in contact with the destination, thus reducing its delivery capability.
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This contact sporadicity also affects the remaining proposals since the solutions
somehow depend on how nodes interact among themselves. Creating communities
and determining centrality and importance of nodes as well as social weight among
them take much longer in a scenario with low number of contacts (32 per hour). This
is why dLife and Bubble Rap are statistically equivalent and perform very much at
the same level. dLifeComm relies on the node importance to replicate, but since node
importance takes longer to distinguish really important nodes, message are replicated
to nodes not well socially related with the destination. Despite being based in the
notion of community formation, computation of centrality in Bubble Rap is simpler
(centrality is given by the the node’s average degree over a set of time windows) and
so can distinguish nodes much easier.

PROPHET faces the same issue, delivery predictability of nodes is not well com-
puted and nodes getting copies are not the best option to increase delivery capacity.
And despite of the uncontrolled replication, Epidemic does not reach its best in this
scenario as: (i) nodes meet occasionally; and (ii) buffers have limited capacity.

In Fig. 2.10 we can see also the effect of the sporadic contacts. The number of
copies to perform a delivery is much less since there are only few nodes to receive
such copies at the time of exchange. Still Epidemic is the proposal with more replicas
(despite of a decrease varying between 877 and 1,300 replicas per delivery) and Spray
and Wait remains the proposal with the least cost, as one could already expect since
its L limits the created number of messages’ copies; however, this time with a little
increase (average across simulations of ~15.12 replicas per delivery).

PROPHET experienced reductions varying between 252 and 606 replicas per
delivery and remains as the second proposal to consume more resources. Social-
aware solutions, namely Bubble Rap, dLife and dLifeComm, managed to have an
average across simulations of approximately 24.52, 24.56, and 28.79 replicas per
delivery. Here, we can observe the potential of social-aware opportunistic routing as
with a few extra copies they can almost reach the same delivery of the social-oblivious
Spray and Wait proposal.
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As contacts are rather sporadic, one could expect an increase in latency when
delivering messages in the trace-based scenario. Indeed, this can be observed in
Fig. 2.11 where all the proposals took longer time to deliver messages when compared
to the heterogeneous scenario. To influence even more in the time to deliver messages,
we observe an increase in the distance (i.e., average number of hops of at most 2)
to reach the destination in the trace-based simulations. This means that, besides the
time taken to decide whether or not to replicate, delivery also accounts for the time
messages traverse different hops. The consequence is that for all cases, proposals
almost doubled their time to deliver messages.

We believe this is due to the fact that most of the nodes meet each other (although
in a sporadic manner) through the simulations, which means that proposals do not
have information reliable enough to suitably decide on replication, resulting in an
increase of the distance to reach destinations.

Amongst the proposals, Bubble Rap was the proposal that least experienced an
increase in latency, having an almost similar behavior to the one observed in the
heterogeneous scenario. As a matter of fact, this proposal experienced a decrease in
latency with TTL of 4 days (less 4,709 s) and 1 week (less 1,725 s). This scenario has



2 Social-Aware Opportunistic Routing: The New Trend 63

not been favorable to PROPHET (with the highest latency values), as contact spo-
radicity really affects the notion of time of last encounter employed by the proposal.
dLife and dLifeComm were affected in the sense that the scenario is not dynamic
given the nonhomogeneous frequency of contacts among nodes. Since it spreads
many copies, Epidemic still keeps its position of second best solution in terms of
latency as one of these many replicas will reach the destination in short times. And
Spray and Wait has the lowest overall latency when it comes to delivering messages.

2.5.3.3 Considerations

A subset of social-oblivious and social-aware solutions were evaluated under the
same conditions and considering two different scenarios. Each of these scenarios
have particularities and specific challenges. In the first, heterogeneous scenario, nodes
follow different mobility models (representing people, buses, and police patrols) and
interact with each other as they move between home and work, go to a leisure activity,
transport people, and secure the city. This is a scenario with a high number of contacts
among nodes where social similarity can be inferred as they move throughout their
daily routines.

We could observe that this scenario is advantageous to the social-oblivious Spray
and Wait as it comprises nodes that cover most of the simulated area, nodes that get
randomly spread copies. This way Spray and Wait manages to achieve a fast delivery
of the highest number of messages (~86 %) with the lowest cost (at most 10.12 copies
to perform a delivery). Still, the social-aware solutions, dLife and dLifeComm, are
able to capture the dynamicity of user behavior and with a small latency tradeoff
(25 % increase when compared to Spray and Wait) they reach up to 74 % delivery
with a wise usage of resources (i.e., buffer space) producing at most 319 replicas to
perform a successful delivery.

Since user dynamicity is not considered, Bubble Rap suffers from the problem
of forming communities: as they are not readily available, the proposal solely relies
on centrality to replicate information, which also takes some time to represent the
system’s reality. This results in a delivery probability not higher than 53 % with cost
reaching up to ~547 replicas and latency increasing up to 250 % (in relation to Spray
and Wait).

PROPHET takes into account the frequency of past interactions to decide on
replication. However, having a high number of past interactions does not mean that
nodes have enough time and suitable conditions to exchange information when they
meet again. For instance, a stationary node may be in the path of a bus which results
in a high frequency of past contacts; still, speed and physical obstacles, such as office
walls, may lead to a problematic link, which in any case is considered a good link by
PROPHET (i.e., high delivery predictability). Thus, unwanted copies (up to ~1,260
per delivery) are generated to reach just a little over 55 % delivery probability and
that take up to 96 % (compared to Spray and Wait) more time to reach destinations.

Epidemic, considered as an upper bound to delivery probability, shows a differ-
ent behavior: delivery probability up to ~38 % with the highest cost per delivered
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message (up to ~2,225 copies) but with lower latency (up to ~22 % compared to Spray
and Wait). This is due to the fact that the proposal does not worry about resource
constraints, and this scenario is also challenging given the small amount of buffer
space nodes are willing to share (i.e., 2 MB).

As for the second scenario, trace based, besides the buffer limitations, it is even
more challenging since contacts are sporadic and much less (32) when compared to
the heterogeneous scenario (962). This consequently increases the time proposals
need to have a suitable view of the network (in terms of the forwarding metrics they
consider), increasing the time to decide on replication and to deliver messages.

The advantage of Spray and Wait is reduced in this scenario where it achieves up
to 35 % of delivery with an increased cost of 15.37 copies per message delivered,
while latency increases up to 44,372 s.

All the social-aware proposals keep a very close behavior to one another: reaching
up to 33 % (dLifeComm) and 34 % (dLife and Bubble Rap) delivery predictability
with a cost per delivery up to ~31 and 25 copies and latency increasing up to ~20 %
(dLifeComm) and ~24 % (dLife and Bubble Rap) when compared to Spray and Wait.

Epidemic and PROPHET suffer even more with the sporadicity of contacts in this
scenario, reaching up to 19 % and 32 % for delivery probabilities with an associated
cost up to 987 and 536 copies per successful delivery, and latency increasing up to
~16 % and ~31 % when compared to Spray and Wait, respectively.

With these results one can conclude that still there is much work to be done in
the sense of creating a new opportunistic routing solution, be it based on social-
oblivious or social-aware approaches. What is more, social-aware solutions show a
great potential in improving forwarding in opportunistic networks. It is clear that there
is a tradeoff between delivery probability, cost and latency, since these proposals take
more time to choose the best next hop. It is important to note that the performance of
social-oblivious solutions such as Spray and Wait still require further investigation,
because of its strong requirements. For instance, the number of spraying copies L
during our experiments was set statically. However, according to its paper [36], this
parameter must be computed based on the number of nodes in the network, and the
current implementation used in our experiments does not take into account the effect
of this.

Additionally, none of the proposals consider (multi)point-to-multipoint commu-
nication, which is a feature that should be looked upon given the need to efficiently
spread content in opportunistic networks.

As mentioned before, our goal is not to elect the best solution, but instead to
show the pros and cons of each of them, and most importantly to show that social-
aware solutions deserve attention when it comes to developing routing approaches
for opportunistic networks.
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2.6 Conclusions

Social similarity has gained attention in the last years in the context of opportunistic
networks given its potential to improve data forwarding. The reason behind this is
that devices are carried by humans who happen to have distinct behaviors, which may
help to identify one or many of them. Such behaviors can be related to social ties,
work affiliation, shared interests, and among others, which can be used to infer/find
social similarity. In addition, routing based on social similarity has proven to be much
more stable that those based on mobility update (it is less volatile).

Thus, this chapter aims at introducing a new trend observed since 2007 with
the appearance of social-aware opportunistic routing. For that, we cover a 12-year
period worth of opportunistic routing solutions starting with a close look in the
social-oblivious one to help us in understanding the need for this new trend. Then,
we performed a close look at pioneer social-aware solutions along with new ones,
covering how they use social similarity to devise their forwarding approaches.

The chapter also provides a brief look at the existing opportunistic routing tax-
onomies, in order to show when the social trend appeared and how much importance
is given to it. We also take this opportunity to propose an update to an existing tax-
onomy, which includes the appearance of a new sub-category of social similarity
solutions based on user dynamic behavior.

Finally, the chapter includes a set of experiments in different scenarios pointing
out advantages and disadvantages of each social-oblivious and social-aware proposal,
and indeed showing the potential of social-aware solutions to support our case: show
that the trend is strong and deserves careful attention from researchers.
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Chapter 3
Context-Based Routing Protocols for OppNets

Anshul Verma, K. K. Pattanaik and Aniket Ingavale

Abstract Opportunistic network does not rely on any pre-existing infrastructure
and no assumption is made on the existence of a complete path between source and
destination. The development of efficient routing protocols for opportunistic net-
works is generally a difficult task due to the absence of knowledge about the network
topology. Therefore, routing is one of the most persuasive challenges of opportunis-
tic networks. In this chapter, we give the general definition of context information
and emphasize the role of context information to take forwarding decisions in oppor-
tunistic networks. We classify the main routing protocols proposed in the literature
on the basis of context information of users they exploit. Specifically, we classify two
main classes of routing protocols, corresponding to context-oblivious and context-
aware protocols. Then, we further classify context-aware routing protocols into two
subclasses, i.e., partially context-aware and fully context-aware protocols, based on
the amount of context information they use for routing. We emphasize and describe
only routing protocols of context-aware category and the detailed discussion about
context-oblivious routing protocols is out of the scope of this chapter.

Keywords Opportunistic network · Routing protocol · Context information ·
Context aware routing

3.1 Introduction

The opportunistic network is an extension of Mobile Ad hoc Network (MANET).
Several properties of traditional wireless networks, such as disconnection of nodes,
mobility of users, network partitions, and links’ instability, are treated as drawbacks.
This makes the design of MANET routing protocols significantly more difficult [1].
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Opportunistic networks [2] are formed out of portable mobile devices carried by
people and does not rely on any pre-existing network infrastructure. Opportunistic
networks consider disconnections, partitions, mobility etc., as features instead of the
drawbacks. The communication between disconnected groups of nodes is achieved
through the mobility of nodes. In opportunistic network, a complete path between
source and destination does not presume, because they might never be connected
to the same network at the same time [3]. It is achieved by removing the assump-
tion of physical end-to-end connectivity and allows such nodes to transmit messages
by using the store-carry-and-forward approach [4]. In which intermediate nodes are
used to store messages during the unavailability of forwarding opportunity toward the
destination, and any future contact opportunity with other mobile devices is exploited
to bring the messages more closely to the destination. The performance of routing
protocol depends on the knowledge about network topology, absence of such knowl-
edge makes the designing of routing protocols more complicated [5]. Unfortunately,
this kind of information cannot easily be disseminated in opportunistic networks.

Context information plays a significant role in designing efficient routing proto-
cols. Context information represents the current working environment and behavior
of users, such as users’ working address and institution, the probability of visiting
particular places or meeting with other users etc. Routing protocols can effortlessly
identify suitable forwarders based on the context information about the destination
[6]. The context information is basically used to make routing protocols capable to
learn the network state, automatically adjust to its dynamic nature, and thus improve
their operations [7, 8]. In this chapter, we classify the main existing routing protocols
proposed in the literature based on the amount of context information they exploit.
Specifically, we identify two main classes: context-oblivious and context-aware pro-
tocols. Furthermore, we classify context-aware category into two sub-categories:
partially context-aware and fully context-aware protocols.

The rest of this chapter is organized as follows. In Sect. 3.2 we give a general
definition of the term context information for any context-sensitive network com-
munication application. Section 3.3 describes routing concept of opportunistic net-
works. In Sect. 3.4 we represent a short discussion of routing protocols of context-
oblivious family. We illustrate a detailed discussion of most popular routing proto-
cols of context-aware category in Sects. 3.5 and 3.6. We summarize and conclude in
Sect. 3.7.

3.2 Context Information

With the evolution of pervasive and ubiquitous computing, new techniques to com-
pute or provide services are emerging. The main advantage of these new techniques
is that they do not provide same services for each user in the same way. Rather, they
provide services on the basis of interests, preferences or abilities of single users, or
specific user groups. Therefore, they are known as context-aware services. To make
utilization of these services the context information of a user, of his device and of
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his environment must to be described, collected, and analyzed properly. But before
utilization of context information, its meaning must properly be defined, which is
still interpreted differently in the literature according to its application. A general
definition of context information based on the widespread literature study, which
suits to all areas of life, is given below.

Different classifications and views about context information are given here. First
of all, we can classify context information into three main categories: user context,
terminal context, and communication network context. For different applications or
services, these classes can be combined or interpreted as required.

In [9], context is described as identities of neighbors around the user, position, time
of day, temperature, and season. However, these are more special context informa-
tion those were not included in general definition. The definition in [10] is similarly
carried out but temperature and season are not considered as context there. In [11],
context is defined as applications, environment, status, surroundings, and situation.
Furthermore, in the authors’ opinion the definition given by A. Dey and G. Abowd is
the widely acceptable. Because, their definition describes the complete range of con-
text information in a common way that it can be used in mostly real-life applications.
The definition is given below [12]:

“Context is any relevant information that describes the environment of several
objects (i.e. a person, object, or location) that can be used to the interaction between
an application and a user. Context may be place, person, groups, and physical and
computational objects.”

Three different entities people, places, and things were identified in [13]. The
entity places describe geographical spaces like homes, schools, buildings, and so on.
People were categorized in groups or individuals. The term things were identified
as physical objects or software components. These entities can be described by four
categories:

• Identity—each entity of the application is characterized by a unique identifier.
• Location—includes location related information of identities as positioning data

and orientation as well as information about regional relations to neighboring
entities.
• Status—represents nature, condition, and environment of entities. For example,

the status of a place can be described as the current temperature, the weather
condition or the noise level.
• Time—refers to both date and time.

3.3 Routing in Opportunistic Networks

In opportunistic network there is no need to establish a complete path from source to
destination. This phenomenon drastically reduces the complexity of routing protocols
in opportunistic networks. But, new challenges of routing come into pictures that are
distinct from traditional networks’ challenges. The routing protocols of opportunistic
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networks are capable to transmit data with some reliability even when the discon-
nection is frequently occurred in the network or establishment of end to end is not
possible. Moreover, since communication between nodes may occur randomly with-
out any prior information, other routing approaches of conventional wireless network
can’t be applied. In such cases, flooding based routing protocols are very popular
to provide communication. However, this approach generates extra traffic overhead
and increases energy consumption.

The performance of the routing protocol improves when context information of
the network is exploited, i.e., knowledge about network topology, users’ behavior,
and information about the users themselves etc. Each context-aware routing protocol
exploits all or some specific type of context information according to the design
specification of routing. The context information could be the home address, office,
school, profession, phone number, the mobility pattern of users, the frequency to
visit a particular place, or the communities that the users belong to, and so on. All
these information are helpful in taking decision to transmit messages. For example,
to find out a best forwarder for communication toward the final destination, the home
address of intermediate node is a precious piece of context information.

In the following section, we classify the main existing routing protocols into two
main classes: context oblivious and context aware, on the basis of context information
they exploit as given in [14]. Then we further classify context-aware routing proto-
cols into two subclasses: partially context-aware and fully context-aware protocols,
based on the amount of context information they use for routing. Specifically, we
provide detailed description of context-aware routing protocols and emphasize the
role of context information.The discussion about context-oblivious routing protocols
is out of the scope of this chapter. Along with it, we also provide an extremely quan-
titative comparison between representatives of context-oblivious and context-aware
protocols.

3.4 Context-Oblivious Routing

Context-oblivious routing category contains flooding-based routing protocols. These
routing protocols either follow blindly flooding or controlled flooding techniques.
The routing protocols of this category are only solution when information, about pos-
sible path toward the destination or suitable next hope node, is not available. It means
they do not exploit any form of context information. The message is transmitted to
destination by disseminating as widely as possible.

In flooding-based techniques, a source node transmits packets to all its neighbors.
Each neighbor receives a packet and forwards it to all its neighbors except the one
from which the packet had arrived. The destination may receive each packet via
different route at a different time. Flooding-based routing follows simplest route
finding approach, and gives minimum delay ratio to establish a connection between
two nodes, because it does not require any network topological information or any
context information. However, flooding-based technique disseminates a huge number
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of packets in the network, which generates network congestion problem, and is also
very costly in terms of memory and energy consumption [15]. One common approach
to solve this problem is control flooding by limiting the maximum number of packets
a network can have at a time, or by limiting the maximum number of intermediate
nodes a packet can travel, or by setting Time to live (TTL) for each packet.

Epidemic routing is the most suitable protocol of this category [16]. In this routing
protocol, each node maintains a summary vector that indicates compact represen-
tation of the messages currently store in the local buffer. There are several other
routing protocols come under this context-oblivious category, e.g., Network coding
[17], Hybrid routing [18], Spray and wait [19] etc.

3.5 Partially Context-Aware Routing

Partially context-aware routing protocols use some specific type of context infor-
mation, on the basis of which they take forwarding decisions. The main difference
between partially and fully context-aware routing protocols is that the former uses
some particular type of context information, while the latter exploits and manages
any type of context information.

3.5.1 PROPHET Routing Protocol

One of the most admired examples of this class is Probabilistic Routing Protocol
using History of Encounters and Transitivity (PROPHET) [20]. It is an extension of
epidemic routing protocol [16] with the concept of delivery probability. The delivery
probability is the predictability for a node to the successful message delivery to a
specific destination. In real life, users mostly move in a predictable manner according
to their repeating behavioral patterns, e.g., if a node has visited a place many times
before, there is probability that it will visit that place again. On the basis of these
observations, the protocol uses frequency of meetings between nodes as context
information to improve the routing performance.

According to the protocol, each node a maintains a probabilistic metric called
delivery predictability, P(a, b) ∈[0, 1], for each known destination b. This represents
the delivery probability of this node to that destination. Like epidemic routing pro-
tocol, when two nodes come within the communication range of each other, they
exchange summary vectors along with delivery predictability information maintained
by these nodes. The protocol uses this information to update the internal delivery
predictability as given below. Moreover, the summary vector information is used to
request the desire messages from the other node according to forwarding strategy.
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3.5.1.1 Delivery Predictability Calculation

The delivery predictabilities’ calculation is divided into three parts. First, whenever
nodes meet with others they update their probabilistic metrics, so the nodes that are
often meet have a high delivery probability. The Eq. (3.1) shows this calculation,
where Pinit ∈ [0, 1] represents initialization constant.

P(a, b) = P(a, b)old + (1− P(a, b)old)× Pinit (3.1)

If two nodes do not meet with each other within a particular time, they are not
good forwarder of message to each other, so the delivery probability values must be
reduced. The Eq. (3.2) represents aging equation, where γ ∈ [0,1]e represents aging
constant, and k is the number of time units that have elapsed since the last time the
nodes were meet. The time unit may be differ according to application and network
requirements.

P(a, b) = P(a, b)old × γ k (3.2)

The delivery predictability also follows transitive property, according to this if
node A frequently meets node B, and node B frequently meets node C, then nodes A
and C also have a good message delivery probability to each other. The transitivity
affects the delivery predictability as shown in Eq. (3.3), where β ∈ [0, 1] represents
scaling constant which decides the impact of transitivity on the delivery predictability.

P(a, c) = P(a, c)old + (1− P(a, c)old)× P(a, b) × P(b, c) × β (3.3)

3.5.1.2 Forwarding Strategies

In traditional routing protocols, the selection of the next forwarder is a simple task;
neighbor node that has the shortest path or lowest cost to the destination is selected.
Normally, a rout from source to destination is find out and established before trans-
mission, thus reliability of the rout is very high. However, the scenario is completely
different here. When a node receives a message, there might not be any next for-
warder so the node has to store the message in local buffer, and upon each meeting
with another node, the decision must be taken whether or not to forward the mes-
sage. Furthermore, the message should be forwarded to multiple nodes to increase
the delivery probability of message.

We can select a static threshold value and only give a message to nodes that have
grater delivery probability than the fixed threshold for the destination of the message.
On the other hand, when meets with a node with low delivery probability, it is not
sure that a node with higher delivery probability will meet within a sufficient time.
Furthermore, the selection of adequate number of forwarders to a message is also
difficult. PROPHET chooses a simple forwarding strategy, when two nodes come
within the communication range of each other, a message is given to the other node if
the delivery probability to the destination of the message is greater at the other node.
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3.5.2 MV Forwarding Algorithm

The routing protocol MV [21] was designed for efficient message delivery in oppor-
tunistic network. It exploits the frequency of meetings between nodes and also
exploits information about the frequency of visits to particular physical locations.
The historical data are used to rank each message in a node’s buffer according to the
possibility of delivering a message. MV recognizes the nodes’ motion patterns and
exploits it to improve the performance of routing.

3.5.2.1 Assumption

MV supports only the type of networks that follow the following three assumptions.

1. Nodes have an unlimited size buffer for their own messages, and only a limited
size buffer for the messages they receive from others.

2. When nodes have a chance for transfer, they transmit with a fully reliable and
unlimited bandwidth link layer. MV breaks this limitation and isolates routing
protocols independent of the limits of data link layer.

3. Massages are eventually transmitted to stable destinations located on geographic
locations.

3.5.2.2 The MV Algorithm

The MV routing algorithm works as follows. When a node A encounters another
node B, they exchange message through a number of steps. First, node A gives to B
a list of the massages it contains along with their destinations. Each message is also
explained by A with A’s possibility of delivery according to the below given formula.
Node B gives the same list to A and A calculates the possibility of delivering B’s
messages. Node A now sorts the merged lists by the possibility of delivery, deletes
its own and all messages for which B has a higher possibility of delivering. Node A
then chooses the top n messages remaining, and requests from B all the messages
that are not already received.

This is the similar routing algorithm that the same researchers have published in
their previous work [22], except the technique for determining what messages have
most possibility to be delivered. MV decides a probability, Pk

n (i), that the current
node, k, can eventually deliver a message to a destination i within n attempts.

3.5.2.3 Probability of Delivery

The Pk
0(i) describes the probability of transmitting a message to some node k in a

single attempt. In this situation, the message delivery probability will be equal to the
node’s probability of visiting the destination area. MV assumes that the probability of
visiting a area in future is highly correlated with the peer’s history of visiting a region.
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Accordingly, for each node k, MV has a vector Pk
0 with one entry for each area.

Each entry i of Pk
0(i) depends on the recorded movement of the node during the last t

round, here a round is defined as a fixed length of time (e.g., 1 day of 1 h, depending
on the movement speed of the node): Pk

0(i) = tk
i /t, here tk

i represents number of
times node k visited cell i during the previous t visits.

Second, MV assumes messages can be transmitted to maximum one node before
being transmitted to the destination. Both the current node k and the intermediate
node j have a copy of the message, and any one or both can deliver it.

Let Pk
1(i) is the probability of eventually delivering a message to area i starting

with node k and by using maximum one intermediate node. This is described by:

Pk
1(i) = 1−

∏N

j=1
(1−mjkPj

0(i)) (3.4)

where N represents the number of nodes in the system, mjk is the probability of node
k and node j that are visiting the same area together. Like movement probability, MV
has meeting probability on the basis of meetings during the last t visits: mjk = tj,k/t,
where tj,k represents the number of times nodes j and k are in the same area. Note,
mjj = 1. Equation (3.4) describes the probability that neither node k nor any other
node k visits the destination directly. Finally, MV assumes that messages can be
forwarded to no more than n other nodes:

Pk
n(i) = 1−

∏N

j=1
(1−mjkPj

n−1(i)) (3.5)

Equation (3.5) is unable to scale with the number of intermediate hops or nodes
in the system. To compute the probability, the meeting patterns of all other nodes
must be known. MV has found in evaluations that Pk

1(i) is approximate similar to
Pk

n(i) to serve.

3.5.3 The MaxProp Protocol

Here we describe the MaxProp protocol [23] and major assumptions made to describe
it. Opportunistic network can operate in several environment, e.g., on pedestrians,
vehicles, animals, or underwater sensors. Here, the protocol is creating an oppor-
tunistic network by using buses and desktop computing devices.

3.5.3.1 Model

The protocol assumes that each node has an unlimited size buffer to store its own
messages, while a fixed size buffer is used to store messages generated by others.
Duration and bandwidth are the constraints for the transfer opportunity.
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The protocol assumes that nodes do not have any prior knowledge about envi-
ronmental conditions, i.e., network connectivity, nodes’ movement pattern, nodes’
geographic location, etc.

Opportunistic network performs three major operations.

1. Neighbor Discovery: Nodes must discover their neighbor nodes before a trans-
mission starts.

2. Data Transfer: When two nodes come within the communication range of each
other, they can exchange the data. Nodes do not know the duration of meeting.

3. Storage management: Each node must maintain its fixed size buffer space by
deleting stored packets according to some algorithm. Messages for that the receiv-
ing node is destination are passed up to the upper network layer and deleted from
the buffer.

Each node carries stored messages until it meets with other nodes. A node will
continuously forward a message to any number of encountered nodes until the mes-
sage times out, the delivery of message is notified by an ack, or the message is
dropped due to buffer overflow.

3.5.3.2 Protocol Definition

The MaxProp protocol uses various approaches to increase the delivery rate and
reduce the latency of delivered packets. MaxProp exploits several approaches to
describe the order of packets transmission and deletion these mechanisms are illus-
trated in Fig. 3.1. The main part of protocol is a ranked list of packets, stored in a
node, according to cost assigned to each destination. The cost is an approximation of
delivery possibility. Moreover, MaxProb uses acknowledgments to confirm packet
delivery. MaxProb gives a higher priority to new packets, and also prevents recep-
tion of duplicate packets. The rest part of this section describes the mechanisms of
destination cost estimation and buffer management.

Estimating Delivery Likelihood: In literature, it has been demonstrated that the
optimal path for delivery in opportunistic network can be generated by creating a
directed graph of nodes [24]. A variation of Dijkstra’s algorithm is used to determine
the optimum shortest path. In literature, no approaches are available to predict the
future connections. Therefore, MaxProp assigns link weights according to following
rules.

Let s is a set of nodes in the network. Each node i calculates and maintains a
probability of meeting with node j, here i and j are i ∈ s and j ∈ s. We calculate this
probability f i

j as the possibility that the next encountered node will be j. Initially,

f i
j set to 1/(|s| − 1) for all nodes. The value of f i

j is incremented by 1 on each
meeting with node j , and all values of f are also re-calculated. This method is called
incremental averaging, the nodes that are encountered infrequently assigned lower
values over time. These values are exchanged each time when two nodes meet.

For example, for an opportunistic network with four other nodes, a node j has
values for f i

1 = f i
2 = f i

3 = f i
4 = 0.25. Upon meeting with node 3, the node
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Fig. 3.1 MaxProp path cost calculation

updates f i
3 = 1.25 and re-calculates all values, so that the sum of them is 1 again:

for f i
1 = f i

2 = f i
4 = 0.125 and f i

3 = 0.625.
With the help of other nodes’ values, a local node computes a cost, c(i, i + 1,

. . . , d), for each possible path to the destination d by using up to n intermediate
hops. The total cost for a path, using all intermediate connections from source to
destination, is the sum of the probabilities that each connection on the path does not
exist, calculated as one minus the probability that each link exists:

c(i, i + 1, . . . , d) =
∑d−1

x=1
[1− ( f x

x+1)] (3.6)

The lowest path cost among all possible paths is selected as the cost for a destina-
tion. The example of this method is illustrated in Fig. 3.1, where the minimum value
1.25 is selected as cost from A to D.

In MaxProp, highest priority rank packets are transmitted first during a transfer
opportunity. Lowest priority rank packets are deleted first to make space for new
incoming packets. In the situation, when two packets have same cost to destina-
tions, the packets that have traveled fewer intermediate nodes are allowed first to be
transmitted.

Complementary Mechanisms: MaxProp uses several other techniques with this
core to increase the delivery rate and reduce latency.

When two nodes come within the communication range of each other, they
exchange packets in a specific priority order.
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1. The messages that are destined to the neighbor node are transferred.
2. The routing information is shared between nodes; specifically, a vector containing

the probability of meeting with other nodes.
3. The delivery of data is confirmed by sending acknowledge.
4. Packets that have not been forwarded for a long time are given priority. It is found

in simulation that delivery possibility can appreciate packets that have a high
possibility of reaching a destination due to this some packets never get a chance
of being forwarded. Therefore, MaxProp gives higher priority to new packets to
provide more chances of being forwarded. So newer packets are transmitted sev-
eral times when get opportunity and increasing the chance of eventual delivery.
MaxProp implements this strategy by splitting the buffer in two parts on the basis
of threshold t hops. Packets above the threshold are sorted by the scoring mech-
anism explained above and packets below are sorted by hopcount. The adaptive
approach to setting the threshold is explained in [23].

5. The remaining untransmitted packets are transmitted in a sequence based on the
scores as explained in estimating delivery likelihood heading.

6. Finally, the packets that have already been transmitted to the node are not trans-
mitted again. Each packet stores a hop list that represents nodes that the packet
has already visited.

Managing Buffers: There are only three situations when a node n can drop a
packet p, without affecting the overall delivery rate of the network.

1. A copy of packet p has already been delivered to its destination.
2. The route with adequate bandwidth will not exist between node n and destination

during the life time of packet p.
3. No copy of packet p has been delivered, but some copy of packet p will be

delivered even if node n deletes its copy.

These three situations are mutually exclusive, because it is not possible for any
packet to meet more than one of them. Only the situation not covered is that packet
p has not been delivered but can only be delivered if node n holds on to p. Therefore,
deletion of this type of packet will affect the overall delivery rate. Since the prop-
agation of information in opportunistic network is very slow, a node will normally
not know the values of the above three situations with certainty.

To check whether situation 1 has been satisfied, Maxprop uses acknowledgments
sent from the destination and disseminated to all nodes in the network. To check
situation 2, MaxProp uses the scoring mechanism from estimating delivery likelihood
heading. Situation 3 is the most critical to check. MaxProp uses hop count as a weak
estimator. Because packets are copied from one node to another, packets that have
disseminated further are assigned lower priority for routing and are deleted first.

In sum, MaxProp removes acknowledged packets instantly, followed by packets
that have crossed the threshold of t intermediate hops with minimum scores, followed
by packets with the maximum hops below threshold t.
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3.5.4 MobySpace: A Mobility Pattern Space

In this routing protocol [25], the mobility pattern of nodes is used as context informa-
tion to take routing decisions. The protocol uses a high dimensional Euclidean space,
called MobySpace. Each axis of MobySpace represents the possibility of meeting
between two nodes and the gap between them represents the probability of that meet-
ing to occur. Two nodes that contact with similar set of nodes with similar frequencies
are very close in the MobySpace. The node that is closer to the destination node is a
best forwarder of message.

The packets are delivered by forwarding toward the nodes that have more simi-
lar mobility patterns as destination’s mobility pattern. In MobySpace, the mobility
pattern of node indicates its coordinates, named MobyPoint, eventually delivery is
performed by giving packets to the nodes that have MobyPoints most closer to the
MobyPoint of the destination.

The following section represents the ways to characterize the mobility patterns
and the manners to manage these patterns by the nodes, and possible limits and issues
are also represented.

3.5.4.1 Mobility Pattern Characterization

Mobility patterns are characterized on the basis of the number and the type of the
dimension of the particular MobySpace. MobySpace does not represent the geo-
graphical location of the node, while it describes some features of a node’s mobility
pattern. There are several methods to describe the mobility pattern, each requires
some basic requirements. Mobility patterns should be very simple to measure in order
to reduce the computational cost and to reduce overhead associated with spreading
them within the network. Moreover, they must be helpful to take efficient routing
decisions. A mobility pattern can be constructed on the basis of historical informa-
tion regarding meetings that the node has encountered in past. A recent study of such
mobility patterns is represented in [25].

It highlights that if we want to transmit packet from one node to another, we
should select a relay that frequently meets the destination. A MobySpace based on
this type of pattern will work as follows. Each permissible contact is indicated by
an axis, and the distance along that axis represents the probability of meeting. Two
nodes that meet with similar set of nodes with similar frequency are very close in
the space. While, nodes that meet with different set of nodes or meet with same set
of nodes but with different frequencies have distance between each other.

3.5.4.2 Mobility Pattern Acquisition

A node can recognize its own mobility pattern by several methods. A node can
observe its mobility pattern by learning its contacts or its frequency of visits to various
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places. The tags are fixed to each location, so that the nodes can identify its current
position. Alternatively, nodes may be able to investigate an existing infrastructure to
construct these patterns.

In the same manner, a node can obtain mobility patterns of other nodes by using
several methods. First, the mobility patterns can be spread in dissemination-based
approach. Second, nodes can spread only efficient information of mobility patterns
to minimize the buffer and network resource consumption. Finally, nodes can store
their mobility patterns at predefined storage locations, and they also update their
information with the data stored at these storage locations.

3.5.4.3 Mobility Pattern Usage

As we mentioned earlier, coordinates of a node in MobySpace are determined by its
mobility pattern, it is represented by the position of MobyPoint associated with it.
The core idea is that packets are given to nodes having similar mobility pattern as of
the destination. Let U and L respectively represent the set of all nodes and locations.
The MobyPoint for a node k ∈ U indicates a point in an n-dimensional space, here
n = |L|. We use mk = (c1k, . . ., cnk) to represent the MobyPoint of node k. And
d(mi, mj) represents the distance between two MobyPoints i and j .

Directly connected neighbors of node k at any time t can be represented by
Wk(t) ⊆ U . The group of neighbors that also contains k is represented by
W+k (t) = Wk(t) ∪ {k}. MobySpace routing chooses only one of these neighbors for
receiving or keeping packets. The routing function f exploits the neighbor that is
nearest to the destination b. The function f is used to take decision during the trans-
mission of packet from node k to b:

f (W+k (t), b) =
{

b if b ⊂ Wk(t), else
i ∈ W+k (t) : d(mi, mb) = min j∈W+k (t)d(mj, mb)

(3.7)

The distance function d is very important for the routing decision process. The
Euclidean distance is a best choice. Some other distance functions are described
in [26].

3.5.5 Spray and Focus

This routing protocol [27] uses the time since two nodes last met each other as
context information to calculate the delivery probability of messages. The spraying
approaches available in the literature [19, 28], create and spread (“spray”) some
number of copies of packets to a number of nodes that are within the communica-
tion range. Then, each intermediate node stores and carries the packet until it meets
the destination or time to live for the packet does not expire. These schemes exploit
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multiple hops simultaneously and independently for searching the destination; there-
fore, they are more capable to explore maximum possible routes to destination and
can find out the shortest path to the destination.

To gain high performance from such schemes, network’s nodes should be highly
moveable. However, in many real-life examples, nodes are not highly moveable
they are restricted to a small area for the maximum time, e.g., nodes’ movement in
a university campus. This scenario is more clearly explained in “Spray and Wait”
scheme [19, 28]. The working of this scheme is divided into two phases: in the first
phase, it transmits some copies of a packet to all nodes within the communication
range of it, and in the second phase these neighbor nodes directly transmit the copies
of the packet to destination when they encounter. In this way, in this scheme an
intermediate node waits for the transmission until it comes within the communication
range of destination.

This problem has been solved in Spray and Focus. In the second phase (“focus”
phase), node does not wait for direct communication with destination, it gives the
packet to more relevant forwarder that has more probability of successful transmis-
sion. Now we describe the protocol in detail.

3.5.5.1 Spraying Phase

When a source wants to transmit a message to a destination, Spray and Focus starts
“Spray phase” to transmit this message:

Spray Phase: When a source generates a new message for transmission it also
creates some copies of the message. These copies of the message are called forward-
ing tokens. Only the owner of the message can generate and forward forwarding
tokens of the message, according to the following rules:

• Each node has a “summary vector” which contains the compact representation of
messages currently stored in node’s buffer. When two nodes meet each other they
exchange summary vector and ask for the messages which are currently absent in
it.
• When a node that has a copy of a message and n forwarding tokens of this message

meets with another node that does not have a copy of the same message, it creates
and gives a copy of that message to the second node and also hand over n/2
forwarding tokens to the second node.
• The message is forwarded according to the “Focus phase”, when a node has a

single copy of message with only one forwarding token for this message.

3.5.5.2 Focus Phase

When an intermediate node has a message and a single forwarding token of that
message, it transmits the message according to “Focus phase”. In this phase, message
is transmitted to different intermediate nodes according to forwarding policies. These
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forwarding policies are constructed based on last encounter timers that record time
lag from the last meeting of two nodes.

Age of last encounter timers with transitivity: In this protocol, each node i has
a timer Ti ( j) to record the time elapsed after the last meeting with every other node
j in the network. The protocol initially sets Ti (i) = 0 and Ti ( j) = ∞. Whenever
i and j meet, both timers are initialized to zero, i.e., set Ti ( j) = Tj (i) = 0, and
increment each timer by 1 at every clock tick. On the basis of these timers, we can
construct a utility function, to identify the usefulness of a node to transmit a message
to another. Intuitively, messages are transmitted to the nodes that have smaller timer
values for the destination.

Single-copy Utility-based Routing: Let each node i has a utility value Ui ( j) for
every other node j in the network to make the routing more efficient. If a node A
wants to transmit a message to node D via node B, then node A can give message to
node B only if UB(D) > UA(D) + Uth , where Uth is a utility threshold parameter
of the algorithm.

The timers become poor identifier as well as their values increase; therefore to
improve the efficiency of routing it is essential to minimize the uncertainty for greater
timer values. The protocol removes this problem by introducing “transitivity” to
update the utility function. When node A meets node B frequently and node B meets
node C frequently, due to transitivity rule A can transmit a message to C through
B with a high probability, even if A rarely meets with C. Therefore, when node A
meets with node B, it also updates its utility values for all nodes for which B has
greater utility values. The protocol uses following transitivity function..

Timer Transitivity: Let a node A meets another node B at distance dAB . And
tm(d) represents the time a node takes to travel a distance d while following a given
mobility model. Then: ∀ j �= B : TB( j) < TA( j) − tm(dAB), setTA( j) = TB( j) +
tm(dAB).

For example the transitivity function for Random Waypoint and Random Walk
mobility models are:

TA(D) < TB(D)− dAB, setTB(D) = TA(D)+ dAB(waypoint), (3.8)

TA(D) < TB(D)− d2
AB, setTB(D) = TA(D)+ d2

AB(walk), (3.9)

These transitivity functions are capable to fast dissemination of utility information
in the network and minimize the uncertainty related to location of a particular node.

3.5.6 BUBBLE Rap Routing

BUBBLE routing protocol [29] introduces the concept of community in opportunistic
network to improve the efficiency of forwarding task. The protocol exploits the
community information of nodes to take the forwarding decisions. The protocol
follows two major perceptions. First, nodes have varying popularities in community,
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so the routing protocol prefers the forwarding of message through the nodes that
are more popular than current node. Second, there are more chances of interaction
between nodes of the same community, so the routing protocol always appreciates
the selection of a node as forwarder that belongs to destination community.

The following are two main assumptions of the routing protocol.

• Each node must be related to at least one community. A community can also have
only a single node. A node can also belong to several distinct communities.
• Each node has two types of ranking: global ranking and local ranking. Global

ranking represents the popularity of the node across the whole communities of
the system, while local ranking indicates only popularity of the node within the
community to which the node belongs. If a node belongs to several communities,
it has several local rankings.

The forwarding task is performed as follows. When a source wants to transmit a
message to destination, to forward the message, it constructs a hierarchical ranking
tree on the basis of global ranking, until it reaches a node of the destination com-
munity. Thereafter, the message is forwarded through local ranking tree which is
constructed by local ranking rather than global ranking, until it reaches to destina-
tion or time to live of the message expires. In this method, it is not compulsory that
every node know the ranking of all other nodes in the network, but they must be
capable to compare ranking with neighbor nodes and forward the message to more
popular node.

In order to minimize the cost, when a message is transmitted to a node that belongs
to destination community, the source node of the message can delete this message
from its buffer to make the space and to prevent the further propagation. The for-
warding procedure of this routing protocol is picked up from real-life example. For
example, if you want to transmit a message to another person, first of all you try
to forward the message through neighbor person more popular than you, and then
neighbor person forwards it to the more popular person belongs to wider community,
e.g., a postman. When the postman encounters a person of the destination community,
the message is forwarded to that person. The person who receives the message tries
to find out more popular persons within the community. In this way message is for-
warded within the destination community, until the message reaches the destination,
or the time-to-live expires. Figure 3.2 illustrates the BUBBLE routing protocol.

3.5.7 Integrated Routing Protocol

This routing protocol [30] is an extension of PROPHET routing [20]. Like PROPHET
routing protocol, it also uses frequency of meeting between nodes as context infor-
mation to take the forwarding decision. The integrated routing protocol exploits the
mobility pattern of the user to bring the message closer to destination. Real users
probably move in a predictable or random fashion, means there are more possibil-
ities of visiting a place by a user that he has visited earlier or he can move to new
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Fig. 3.2 Illustration of the BUBBLE routing protocol

location that he never visited. Therefore, users’ mobility behavior may be predictable
or unpredictable. The integrated routing protocol exploits this observation to remove
the limitations of PROPHET routing protocol. The routing protocol combines the
features of flooding-based routing with probabilistic routing and creates a new inte-
grated routing that has the features of both.

To achieve this task, each node maintains the contact probabilities to all other
nodes, currently available in the network, in probability matrix as described in [20].
Where, each cell of matrix represents contact probability between two nodes. Each
node also maintains a time attribute that represents the time matrix was last updated.
Whenever two nodes encounter each other, they update their contact probabilities
and time attributes. Nodes exchange their contact probability matrixes and compare
them, a matrix is updated by another matrix that has more recent time attribute.
Therefore, after the each interaction between two nodes, each node will have same
probability matrix.

3.5.7.1 Probability Calculation:

The complete evaluation of delivery probabilities is given in [20]. We update the
probability values when two nodes meet, so that the nodes frequently encounter have
high message delivery probabilities. When node x encounters node y, the delivery
probability of node x for y is updated by Eq. (3.10).
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P ′xy = Pxy(1− Pxy)P0 (3.10)

where, P0 represents initial probability. When two nodes do not meet for a long time,
the delivery probability between them must be decreased over the time. For example,
if nodes x and y do not meet with in a predefined time, the delivery probability is
decreased by Eq. (3.11).

P ′xy = αk Pxy (3.11)

where, α is the aging factor, and k represents number of the time units after the last
update.

The routing protocol also follows the transitivity rule to compute the delivery
probability. According to this, a node x can calculate the delivery probability of node
z through node y.

P ′xz = Pxz + (1− Pxz)Pxz Pyzβ (3.12)

where, β is a parameter represents the impact of transitivity.

3.5.7.2 Routing Strategies

When a node gets a message, it checks for a path to destination, path may be available
or not. If path is not available, it stores the message in buffer and upon each meeting
with other nodes the decisions have to be taken whether or not to forward the mes-
sage, otherwise the message is further forwarded. Furthermore, a message should
be forwarded to the multiple nodes to increase the chances of eventually message
delivery to destination. Whenever two nodes meet they exchange their probability
matrix. If the receiver is the destination of the message, the message is eventually
delivered. Otherwise, if the receiving node has delivery probability greater than a
predefine threshold, the message is transmitted to it, if the probability is less than
the threshold the message is discarded by the receiver. If all nodes, within the com-
munication range of the sender, do not have context information of destination and
the sender has waited for predefined time, the sender disseminates the message to all
its’ current neighbors like dissemination-based scheme. The same procedure will be
continued at each node until the message reaches to destination.

3.6 Fully Context-Aware Routing

Fully context-aware routing protocols provide both facilities, they optimize routing
as well as also provide techniques to manage and use context information in efficient
way. The routing protocols of this category are more general than the protocols
discussed in Sect. 3.5. These protocols can work in every environment, because they
can use any set of context information to take routing decisions. The main routing
protocols of this category are Context-aware routing [31] and HiBOp [32].
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3.6.1 Context-Aware Routing

Communication between nodes in MANET is only possible when nodes are
simultaneously connected with same network. In reality, this assumption is mostly
not true, because MANET consists of mobile devices that are highly movable. When
MANET is highly disconnected it creates a form of opportunistic network. The
context-aware routing [31] is a novel protocol to provide communication between
such partially connected MANET. Context-aware routing protocol provides commu-
nication between different disconnected MANET clouds and assumes an underlying
existing MANET routing protocol to connect the nodes within the same cloud. To
deliver a message outside the cloud, the sender selects a node from its current cloud
that has highest probability to successfully deliver the message to destination. This
node buffer the message and waiting either to encounter the destination or any node
of destination cloud that has higher delivery probability of encountering the destina-
tion. Therefore, nodes calculate delivery probability proactively and spread them in
their cloud. But nodes can calculate the delivery probability only for those destina-
tions each node is aware of. The protocol is able to exploit different types of context
information, i.e., residual battery life, the probability of meeting between nodes, and
the rate of connectivity change. Because the protocol is proactive in nature, each node
periodically spreads the information about underlying synchronous routing and a list
of delivery probabilities for the other nodes. Each node updates its routing table,
when it receives this information.

3.6.1.1 Prediction and Evaluation of Context

The procedure of prediction and evaluation of context information is given below.

• Each node computes its delivery probability to all other nodes of the cloud. And
periodically spread them in the network to update the routing information of other
nodes.
• Each node maintains a routing table that contains information about next hop and

its delivery probability for all known destinations.
• Each node uses local assumption of delivery probability during temporary discon-

nection and between updates of information.
• If a node does not have any information about the destination of message, it

forwards the message to the node that has the highest mobility.
• If an intermediate node encounters a node with higher delivery probability, it

forwards the message to higher probability node.

3.6.1.2 Local Evaluation of Context Information

There are various schemes to utilize the multiple types of context information to
identify the best forwarder for a particular message. The simplest method is assigned
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a static value to each type of context information on the basis of priority to create a
static hierarchy. However, the assignment of static priorities is inefficient. To make
the routing more realistic, the protocol simultaneously maximizes the utilization of
several types of context attributes.

Significance-based evaluation of context-aware information: The context
information of a node can be represented by a set of attributes (X1, X2, . . ., Xn).
The attributes represented by a capital letter, e.g. Xn, describe the set of all values
a attribute can have, while small letter representation, e.g. x1, is related to specific
attribute value from this set. In the protocol, each node is capable to locally cre-
ate a utility function U(x1, x2, . . ., xn) , that represents the delivery probability for
every other nodes. The goal of the protocol is, how to select a best suitable node for
message delivery, means the node that maximizes all attributes. We can describe the
combined goal function as:

Maximize{ f (U (xi )) =
∑n

i=1
wiUi (xi )} (3.13)

where w1, w2, . . ., wn represent significance weights that describe the importance
of each goal.

Autonomic adaptation of the utility function: The protocol is able to accept
the weights of each attributes dynamically as soon as the values of these attributes
are changed. To do this, the protocol uses a runtime self-adaptation mechanism to
adopt the weightings being use for this evaluation process. The protocol modifies the
previous formula by adding adaptive weights ai , to make changes in utility function
corresponding to disparity of the context.

Maximize{ f (U (xi )) =
∑n

i=1
ai (xi )wiUi (xi )} (3.14)

where, ai (xi ) may be a composite parameter itself. The following are three important
aspects that are very helpful to evaluate its value.

• Difficulty of specific ranges of values, arangei
(xi)

• Predictability of the context information, apredictabilityi
(xi)

• Availability of the context information, aavailabilityi
(xi)

We now calculate the ai weights with the help of these factors.

ai (xi ) = arangei (xi ).apredictabili t yi (xi ).aavailabili t yi (xi ) (3.15)

The protocol models the adaptive weights corresponding to the possible ranges
of values arangei

(xi) as a function that can contain only [0, 1] . The protocol predicts
the behavior of context information by exploiting several statistical attributes, e.g.,
autocorrelation function to identify the degree of relation between values. Each con-
text attributes has a different degree of availability, whose value may be predictable.
Sometimes the values of some attributes are not predictable due to unavailability of
sufficient information. The protocol solves this problem by assigning 0 to an adaptive
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weight ai of missing context information.

aavailabili t yi (xi ) =
{

1 if the context information is currently available
0 if the context information is not currently available

Automatic adaptation of the refresh period of routing tables and context
information: The protocol proposes the following function for the refresh time cal-
culation that is based on the rate of context information dissemination by considering
that such information is predictable and mostly the prediction is accurate.

t (x1, x2, . . . , xn) = c
∑n

i=1
|ρki | (3.16)

where, c is a constant of proportionality.

3.6.1.3 Prediction of the Context Information Attributes Using Kalman
Filters

Context-aware routing uses Kalman filter [33] for two purposes, to predict the con-
text information of a node more realistically and to optimize the use of bandwidth.
Updating the routing tables that store delivery probabilities is a very expensive task,
while we can easily predict such information and can use to update the routing tables
even when fresh context information is unavailable.

We can represent this prediction problem in the form of a state-space model. We
can create a time serious of observed values from context information. It is helpful
to create a prediction model with the help of inner state that is described by a set of
vectors. The main feature of Kalman filter is that it does not store complete past history
of the system that makes it very suitable for the mobile devices with limited storage.

3.6.2 HiBOp (History-Based Opportunistic Routing Protocol)

3.6.2.1 Context Creation and Management

The context in which user lives is made up of two components

• Current context
• Legacy of the context evolution over time

The information about the user itself is known as current context of that user
which gets stored in Identity table (IT), as shown in table below. Current context
also includes the information about current neighbors of that node. That is why we
can call current context as a snapshot of local environment of that user. By using this
context information, we can see whether any neighboring node is good forwarder
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Table 3.1 Identity table
example

Personal information

Name ABC
Surname XYZ
E-Mail abcxyz@iiitm.ac.in
Phone +91-9826074XXX
NID PXLBNGER06CC8Y
Residence
Street Morena Road
City Gwalior
Work
Street Morena Road
City Gwalior
Organization ABV-IIITM
Work hobbies & fun
Address Sport centre
City Gwalior
Association BH-2
System information
MAC-Bluetooth 01:23:45:67:89:AB
MAC-802.11 09:00:07:A9:B2:EB
IP-Address 192.168.1.103

or not. For example, we can see whether there is any neighboring node living in the
same area where the destination lives.

Taking decision based on instantaneous information only, does not seems to be
good decision, because context information does not tells about users past experi-
ences and his behaviors. For example, user can be called as a good forwarder if he/she
meets destination at least once every day. To achieve this there is need to maintain
History table, whose structure is like,

Other information which is stored in history table helps HiBOp [32] in calculating
probability of meeting that node with destination node in future. HiBOp stores history
of more number of encountered nodes than PROPHET. All attributes of encountered
nodes provide some legacy in the HiBOp history. Information stored in history table
gets refreshed periodically.

Context Management Algorithms: First of all what is identity table? Identity
table is a set of personal information, behavioral information, and social information.
Personal information is like name and surname behavioral information is like job
place and hobbies, system information like IP addresses and MAC addresses. But it
is up to the user, which information he/she want to expose in node’s IT. HiBOp uses
any kind of context information that user provides in IT, but condition is that it should
be unique across the whole network. So this is the major advantage of HiBOp. In
HiBOp, it is assumed that IT uniquely helps in identifying nodes. Node identity (NID)
is the hash of the IT, which is used to uniquely name the each node in the network.
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Table 3.2 History table
structure

Aggregate Class Pc H R

Gwalior City ... .. ... .. ... ..

Table 3.3 Repository table
structure

Aggr Class Carriers ContCount HetCount RedCount

Gwalior City A, B, C 2 1 2

During neighbor discovery phases nodes exchange their IT tables to learn the
environment around them. This activity gets carried out periodically and asynchro-
nously. The time interval between two neighbor discovery phases is called signaling
interval. At the end of every signaling interval, each node must send its IT or its
NID. After signaling interval, if it receives IT or NID of those nodes which were
previously present in current context then it marks only its presence and if any new
node gets introduced then it broadcast its IT completely. In this way, it exchanges
the complete IT’s among those nodes, which came in contacts of each other during
last signaling interval, whereas stable contacts are just refreshed using NID. During
last signaling interval if any node is no more present then its entry from CC table
gets removed. To tolerate transitory disconnections, IT is removed from CC table
but after death interval (a given no of consecutive signaling intervals).

The second building block is history table, which stores the values of nodes
present in ITs of neighbors to whom node met in past. Three counters are used for
each aggregate. They are PC, R, and H. Continuity probability (PC) is the proba-
bility of encountering the node which carries that value with it, heterogeneity (H)
contains average number of nodes which have encountered. H is the fault tolerance
index, because high heterogeneity (H) means several distinct chances of encounter-
ing aggregate on distinct nodes. Redundancy R is the average number of occurrences
of aggregates within the same IT. Redundancy is valuable, because it represents the
link toward the aggregate is very high or very low.

As an evolution to the current context, history table gets formed. To update history
table dynamically repository table gets used. Repository table stores each node which
it sees as its neighbor. After signaling interval repository table gets updated, whereas
after flushing interval history table gets updated by merging the data of repository
table into history table. After every signaling interval, HiBOp scans current context
and for those attributes who do not have row in repository table, new row gets added.
Such new attributes get initialized with value as zero. As soon as these attributes
found in current context, their counter gets incremented. For each attribute HiBOp
follows the following steps:

Increments the continuity counter (continuity counter shows how many times that
attribute has been seen as a neighboring node during flushing interval).

If the node whose identity table stores that required attribute is not listed in the car-
riers list, heterogeneity counter gets incremented and NID gets added to carriers list.
If that attribute is there in identity table then its redundancy counter gets incremented.
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Flushing interval is an integer number of signaling interval. For each attribute of
repository table we calculate continuity probability, heterogeneity and redundancy
as follows:

P(rep)
c = ContCount

M
(3.17)

where, M=number of signaling intervals in a repository flushing interval. The con-
tinuity probability in the history table is updated as

Pc ← ∂.Pc + (1− ∂)P(rep)
c (3.18)

where, ∂ =classic smoothed average parameter (0 < ∂ < 1). Similarly, heterogene-
ity and redundancy are calculated as follows, H = ∂.H + (1− ∂)HetCount

R = ∂.R + (1− ∂)
RedCount

HetCount
(3.19)

RedCount
HetCount is a redundancy sample. Dividing RedCount by HetCount is computing the
“average redundancy” of the attribute during the flushing interval i.e., the average
number of times the attribute has been seen in a single identity table during the
flushing interval.

3.6.2.2 Forwarding Operations

Forwarding is done based on the probability of opportunity to reach destination.
Message is passed through the nodes that have higher probability to reach desti-
nation. Nothing is new in this scheme. The innovation is on how context can be
used to compute delivery probabilities. In this, mainly focus is given on information
about destination i.e., message sender includes more information about destination.
Sender should include destinations identity table. Match between this information
and context information stored at each encountered node is used to calculate delivery
probabilities. High probability means high similarity with destination information
so ultimately good forwarder.

With this HiBOp controls message replication too, which is a major advantage.
Only sender is allowed to replicate the message. Other encountered nodes which
carry a message compute delivery probabilities and forward message. When they
transfer the message they do not keep copy of forwarded message with them.
The HiBOp works on three phases:

• Emission: Sender injects the message in the network and replicates it for reliability.
• Forwarding: Exploit’s nodes mobility and contacts, each copy of the message

proceeds toward destination.
• Delivery: When a node finds the destination the process stops.

Delivery phase is of minor importance so not mentioned in detail.
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Fig. 3.3 HiBOp forwarding
process

Emission Phase: In opportunistic network, it is impractical to maintain reliability
using ARQ mechanisms like in MANET. HiBOp tries to maintain reliability using
replication at sender only. HiBOp maintains reliability by assuming maximum toler-
able message loss which is Pmax

1 . Using the mechanism written in forwarding phase
node calculates delivery probability to reach message up to the final destination. It
is denoted by P(i)

succ, where I denotes the ith neighbor ordered by decreasing delivery
probability. Delivery probability of sender is P(0)

succ. Assuming these probabilities as
an independent, the number of neighbors to which the message is forwarded by the
original sender is,

k = min{ j ∣∣
∏ j

i=0
(1− pi

succ) ≤ pmax
1 } (3.20)

To keep the joint loss probability below maximum threshold specified by appli-
cation, sender forwards the message to the minimum number of neighbors. If there
are not enough neighbors available, then message is forwarded to available neigh-
bors those are queued at sender. As soon as new neighbors get available, they get
used for forwarding. In case of too low delivery probabilities neighbors get used for
forwarding if and only if there delivery probability is above 0.001.

Forwarding Phase:

a. Weighing attributes
The main idea of HiBOp is calculating delivery probabilities based on matches

between the sender information in the message and the destination’s context infor-
mation available on nodes [32]. Matches should be weighted based. Class weights
should represent the precision of that class in identifying the destination. Match on
the destination’s name gives more precise information than a match on the residence
city of the destination.

Several functions can be used to assign weights to classes based on the ranking.
For this case named w0, we have computed other weights as wi+1 = wi + ri , β,
where β is defined as weight increase parameter and ri is the maximum redundancy
of the ith class.

The main idea is,

1. Weight should be monotonically increasing.
2. Relative difference between classes should increase if the less significant one

allows for a higher redundancy, because higher redundancy usually means lower
significance.
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Fig. 3.4 Precision of attribute
classes

b. Forwarding based on Delivery Predictability
A node wishing to forward message, broadcasts the context information of destination
by attaching its own delivery probability to reach destination. Nodes that receive such
message evaluate their delivery probability and send it reverse to the questioning node
if it is higher.

At each node, delivery probability gets calculated from three steps:

• Node’s Identity Table,
• Node’s current context,
• Node’s history.

Now, let us see how HiBOp exploits current context to calculate the delivery
probability.

Node finds those attributes in its identity table that matches with attributes of
destination. From identity table, delivery probability is calculated by taking the ratio
between sum of weights of matching attributes and sum of weights of attributes
specified in the destination information i.e.,

PI T =
∑

j∈{match}W j
∑

j∈{dst_in f o}W j
(3.21)

We know that current context is made up of identity tables of current neighbors.
For each neighbor we calculate PIT, and the delivery probability related to the current
context is the maximum over these probabilities:

Pcc = max j ∈ CC P( j)
I T (3.22)

Using history to calculate delivery probability requires few more steps. Each
aggregate in history table has three indices, continuity probability (PC), heterogeneity
(H), and redundancy (R). HiBOp selects those aggregates that match with destination
information. For these aggregates R and PC indices are combined as follows:
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P( j)
op = P( j)

c .
R( j)

r
(3.23)

where, r= maximum possible redundancy for the class of j-th matching aggregate.
Pc is scaled according to potential redundancy that the aggregate could achieve.
Similarly, contribution related to history table is calculated based on the weighted
mean of the P( j)

op values,

P ′H =
∑

j∈{match} P( j)
op W j

∑
j∈{dst_in f o}W j

(3.24)

The delivery probability of history is calculated by making changes in P′H accord-
ing to H indices of matching attributes. HiBOp increases �max at most, scaling P′H
according to the average heterogeneity of matching attributes (h̄):

PH = max{1, P ′H +�max .[1− e−(h̄−1)]} (3.25)

Now, note since �max is scaled according to an exponential law, same average
heterogeneity increase results in a higher PH increase for small values of hetero-
geneity.

The delivery probability is finally computed by combining equations of PIT, PCC,
and PH,

P = α.PH + (1− α). max{η.Pcc, PI T } (3.26)

This equation is made up of two components, weighted with smoothing factor
α(0 ≤ α ≤ 1). The components are,

• PH which describes the legacy of the node’s history.
• Second component describes the current status of the node’s environment.

The α gives more weight to past history or to the current environment. The node’s
current environment is described by PIT and PCC, so they are combined in last
equation. The η factor (η < 1) scales down PCC with respect to PIT, because PCC
is related to neighbor, while PIT is related to the local node.

3.7 Conclusions

In this chapter, we have represented the meaning and utilization of context informa-
tion to make the routing more efficient in opportunistic network. We have described
how various approaches of routing in opportunistic network exploit this context infor-
mation to automatically adopt the dynamic environment resulting from mobility of
mobile nodes. We have also presented here a classification of the routing protocols
of opportunistic network on the basis of amount of context information they exploit
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to take the routing decisions. And we explained the main routing protocols of both
partially context-aware and fully context-aware routing categories. The opportunistic
network is automatically constructed by users’ mobile devices, developing a social
relationship model to map the users’ social relationship and using them for con-
structing routing protocols is a very emerging research domain. Another interesting
research direction is how to merge completely infrastructure-less opportunistic net-
work and infrastructure-full network. Finally, designing some concepts to provide
the facilities of real-time communication applications in opportunistic networks is
another extremely important direction.
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Chapter 4
Energy-Latency Tradeoff of Opportunistic
Routing

Ruifeng Zhang, Olivier Berder and Olivier Sentieys

Abstract Opportunistic routing aims at exploiting sporadic radio links to improve
the connectivity of multi-hop networks and to foster data transmissions. However,
the benefit of opportunistic relaying may be counteracted due to energy increase
resulted from multiple active receivers. In this chapter, we propose a thorough analy-
sis of opportunistic relaying efficiency under the different realistic radio channel
conditions. The study is intended to find the optimal tradeoff between two objec-
tives: energy and latency minimizations, with a hard reliability constraint. We derive
the optimal bound, namely, the Pareto front of the related optimization problem,
which offers a good insight into the advantages of opportunistic routing compared
with classical multi-hop routing schemes. Moreover, the experiment and simulation
results verify this optimal bound. The study of lower bound provides a framework to
optimize the parameters at the physical, MAC, and routing layers during the design
or planning phase of a network from a cross-layer viewpoint

Keywords Energy-latency tradeoff · Pareto front · Opportunistic routing · Cross-
layer.

4.1 Introduction

Opportunistic networking refers to all techniques that benefit from the use of spon-
taneous radio links in mobile ad hoc networks (MANETs) [1]. In the traditional
networking, the link between pairwise nodes is distinguished as being connected or
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Fig. 4.1 Principle of opportunistic routing

not. Actually, this kind of classification relies on the traditional layered design of
networking: the physical and MAC layers ensure a perfect connection of some pre-
selected links and the routing layer selects the path from these links. However, such
unreliable links can be rather beneficial in the opportunistic networking if strong
channel states are opportunistically exploited.

The opportunistic forwarding techniques [2, 3] employ the same principle, i.e.,
spatial diversity, to improve the multi-hop transmissions. The main idea of oppor-
tunistic forwarding is that at each hop, a set of next-hop relay candidates that have
successfully received a packet compete for acting as relay. In the phase of relay-
selection, a priority is assigned to each relay candidate according to a predefined
metric, for example, the geographical closeness of the relay candidate to the desti-
nation [4], as shown in Fig. 4.1.

The objective of this chapter is to evaluate the maximal efficiency of such oppor-
tunistic routing schemes that can be achieved, i.e., to find an optimal set of for-
warding nodes to balance the energy cost and transmission delay. The efficiency of
opportunistic routing can be evaluated from different viewpoints. With respect to the
multi-hop networks, we identify three important performance parameters: the end-
to-end reliability, the end-to-end delay (referred to as latency hereafter), as well as the
energy consumption. Accordingly, to evaluate the opportunistic routing completely,
we introduce a multi-objective optimization framework [5]. Due to the fundamen-
tality of reliability, we consider it as a hard constraint in this chapter. The use of
acknowledged transmissions allows to fulfill this constraint, at least from a theoreti-
cal point of view. The other two constraints, i.e., energy and latency, are considered
as two competing objective functions that should be simultaneously minimized.

Some analytical models have been proposed for opportunistic routing in [6, 7].
The modeling framework in [6], which separates the opportunistic routing func-
tionality into three components: routing, medium access, and sleep discipline, is
presented to analyze the energy efficiency and latency performance of opportunistic
routing in low traffic scenarios. This framework rests on the disc model [8] that is
based on the definition of a radio power reception threshold and cannot take the
realistic channel features into account, such as fading or shadowing. In [7], the effect
of the shadowing and fading is taken into account in the proposed model, and the
expected effective transmission distance (ETD) is defined. However, this model still
relies on the definition of a reception threshold, represented by the signal-to-noise
(SNR) threshold in the switched link. Both the disc and the switched link models are
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not realistic and have severe weakness that is particularly relevant to opportunistic
routing.

In fact, due to the complexity of wireless environment and possible movement
of nodes or surrounding objects, a network is an evolving process with unstable
links and always remaining in an intermediate state, that is, partially connected,
as described in [9–12]. Moreover, these works show that the unreliable links can
be effectively exploited to improve the performance of the MAC or routing layer.
More specifically, opportunism may improve the performance of multi-hop routing
by selecting one relay according to its instantaneous linking status [8].

In the classical opportunistic routing, the neighbors of a source within a certain
area act as relay candidates. Several existing works on the classical opportunistic
routing, such as [2, 6, 13, 14], provide the analysis of energy and latency perfor-
mance. In [2, 6], the energy and latency performance of a routing scheme called
GeRaF are analyzed. Meanwhile, the effects of node density, traffic load, and duty
cycle are evaluated. The simulation results in [13] demonstrate the impacts of node
density, radio channel quality, and traffic rate on the energy consumption per node,
the average delay of a packet, and the goodput of the opportunistic protocol. It is
concluded that the benefit of opportunistic scheme is about 10 % decrease in energy
expenditure and 40 % reduction in delay. Besides, the energy efficiency of the pro-
tocol CAGIF is studied in the scenario of fading channel in [14]. Nevertheless, these
analyses are based on an unrealistic disc link model or a switch link model. Further-
more, the schemes in which the whole set of neighbor nodes try to receive packets
from the source node degrade the energy performance, as proved in [15].

With the aim of improving the energy efficiency, an efficient selection mechanism
of relay nodes is proposed in [4], rather than choosing all the neighbors as relay can-
didates. The corresponding simulation results in a shadowing channel indicate that
the energy efficiency is greatly enhanced. However, in the aforementioned studies, a
fixed transmission power is considered, and the number of relay candidates is cho-
sen according to a given routing policy without providing any proof of optimality.
Therefore, these studies are insufficient to determine whether the relative low per-
formance of opportunistic routing is intrinsic to this kind of routing or due to the
specific protocol (relay selection policy, fixed power choice, etc.).

In this context, we propose in this chapter to analyze the Pareto front of the
energy-latency tradeoff for opportunistic routing under a hard end-to-end reliability
constraint. To obtain this bound, we consider the size of candidate cluster and the
transmission power as variables of the optimization problem. Instead of designing a
specific relay selection mechanism, we focus on the following two issues: what is the
best set of relay candidates and what is the performance achieved by the optimized
set of candidates?

With respect to the routing policy, we assume that for a given cluster, only the
candidate closest to the destination is selected to forward the packet. Such a strategy
obviously relies on the assumption that each node has the full knowledge of the
position of itself and the destination. Once a node has a packet to send, it appends
the location information of itself and the intended relay cluster to the packet and then
broadcasts it. The relay candidates that successfully receive the packet (described as
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solid circles in Fig. 4.1) assess their own priorities of acting as relay, based on how
close they are to the destination. The best relay that is the closest to the destination for-
ward the packet illustrated in Fig. 4.1. Compared with the aforementioned schemes,
this scheme utilizes an optimized candidate cluster, rather than all active neighbors,
to receive the packet for the purpose of saving energy and taking advantage of the
spatial diversity.

The main contributions of this chapter are summarized as follows:

• A general framework for evaluating the maximal efficiency of the opportunistic
routing principle is provided. Energy and latency are compromised under the
constraint of end-to-end reliability.
• The Pareto front of energy-latency tradeoff is derived in different scenarios. A

closed-form expression of energy-latency tradeoff is obtained when the number
of relay candidates is fixed. Moreover, an algorithm to find the optimal number
of relay candidates is proposed. The simulation results verify the correctness of
this lower bound in a two-dimension Poisson distributed network. The numerical
analysis shows that the opportunistic routing is inefficient in the Additive White
Gaussian Noise (AWGN) channel; however, it is efficient in the Rayleigh block
fading, and Rayleigh fast fading channels under the condition of a small-size
cluster.
• The lower bound of energy efficiency and its corresponding maximal delay are

derived.

The remaining part of this chapter is organized as follows: Section 4.2 describes
the models and metrics used in this chapter. In Sect. 4.3, the lower bound of energy-
delay tradeoff of one-hop transmission is deduced and the lower bound of energy
efficiency is obtained for the delay-tolerant applications. The results about one-hop
transmission are extended to the scenario of multi-hop transmissions in Sect. 4.4.
Furthermore, the related gain of opportunistic routing on the energy efficiency is
analyzed. In Sect. 4.5, a novel opportunistic protocol is introduced and the theoretical
analysis is verified by the simulation results. Section 4.6 discusses the significance
of these results and gives some conclusions.

4.2 Models and Metrics

This section introduces the problem formulation by modeling wireless links, energy
consumption, and transmission delay. Two metrics are proposed and referred to as
mean energy distance ration per bit and mean delay distance ratio. For the readability,
all parameters used in this chapter are described in Table 4.1. The related values of
parameter configurations are obtained from the datasheet of [16].
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4.2.1 System Model

In this chapter, the nodes in a network are assumed to be independently and randomly
distributed according to a random Poisson process of density ρ. The probability of
n nodes locating in a region A follows a two-dimension Poisson distribution:

P(N nodes in A) = (ρ · SA)N

N ! exp(−ρ · SA), (4.1)

with E(N ) = ρ·SA. Here, SA is the surface of A and exp(·) represents the exponential
function.

We consider the case when a source node S forwards a packet to a sink/destination
node D. We assume that ni is one of S’s neighbors which is closer to D than S. In
addition, each ni is associated with a pair (pli , di ), where pli is the link probability
between ni and S described in (4.10), and di is the effective transmission distance
given by

di = dSD − dni D. (4.2)

Here, dSD and dni D are the Euclidian distance between S and D and that between
ni and D respectively.

4.2.2 Energy Consumption Models

We denote the forwarding candidate set as F which includes all the nodes involved in
the local collaborative forwarding. The number of nodes in F is NR . According to the
assumptions of routing policy in Sect. 4.1, the energy consumption for transmitting
one packet Ep is composed of three parts: the energy consumed by the transmitter
ETx, by the receiver ERx, and by the acknowledgment packet exchange EACK , i.e.,

Ep = ETx + NR · ERx + EACK · (4.3)

In this work, these energy consumption components are expressed by utilizing
the models proposed in [17] as follows:

ETx = Tstart · Pstart + Nb + Nhead

Rb · Rcode
.(Ptx Elec + βamp · pt ), (4.4)

ERX = Tstart · Pstart + Nb + Nhead

Rb · Rcode
· Pr x Elec. (4.5)

We further assume that the same transmission scheme is used for data and
acknowledgment transmissions, which allows another assumption that the acknowl-
edgment energy is a fraction of the data transmission one
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EACK = τack(NR · ERX + ETX), (4.6)

where τack = (Nack + Nhead)/(Nb + Nhead) represents the length’s ratio between
ACK and data packets. We also assume that an ACK packet is smaller than a data
packet [17], i.e., 0 ≤ τack < 1. Therefore, the energy consumption per bit defined
by Eb = EP/Nb is given by

Eb = Ec + K1 · Pt , (4.7)

where (K1 · Pt ) and Ec represent the radio emission energy and the circuit energy
per node, respectively. Both are obtained by substituting (4.4), (4.5), and (4.6) into
(4.3) as follows:

Ec = (1+ τack ) ·
(

(NR + 1) · Tstart · Pstart

Nb
+ (1+ τhead ) ·

(

NR · Pr x Elec

Rb · Rcode
+ Pr x Elec

Rb · Rcode

))

,

(4.8)

K1 = (1+ τack) · (1+ τhead) · βamp

Rb · Rcode
, (4.9)

where τhead = Nhead/Nb. The related parameters are described in Table 4.1.

4.2.3 Realistic Unreliable Link Models

As claimed in Sect. 4.1, transmission errors play an important role in reliable com-
munications. Hence, we consider herein the radio link probability as the metric of
link quality, which is derived from the packet error rate (PER) according to [17]

pl(γx,x ′) = 1− PER(γx,x′), (4.10)

where PER(γ ) is the PER obtained according to a signal-to- noise ratio (SNR) γ ·γx,x ′
is the SNR between nodes x and x ′, which is obtained from the classical attenuation
model in [17]

γx,x ′ = K2 · Pt · d−α
x,x ′ , with K2 = GT ant · G Rant · λ2

(4π)2 N0 · B · L . (4.11)

Here, dx,x ′ denotes the transmission distance between nodes x and x ′ and B is equal
to Rs for the sake of simplicity. Refer to Table 4.1 for other parameters.

PER may have various forms depending on the employed transmission technology
(modulation, coding, diversity, etc.). We approximate the unreliable link models in
the AWGN, Rayleigh fast fading, and Rayleigh block fading channels, respectively,
which are described as follows (refer to [18] for more details):
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• AWGN channel

plg(γ̄ ) = (1− 0.826αm · exp(−0.5415βm γ̄ ))Nb , if βm · γ̄ ≥ 2; (4.12)

• Rayleigh fast fading channel

plf (γ̄ ) =
(

1− αm

2βm γ̄

)Nb

; (4.13)

• Rayleigh block fading channel

plb(γ̄ ) = exp

(−4.25log10 Nb + 2.2

βm γ̄

)

, when αm = 1. (4.14)

Here, αm andrely βm on the modulation type and order. For instance αm = 1,
and βm = 2 in the case of Binary Phase Shift Keying (BPSK), and αm =
4(1 − 1/

√
M)/ log2(M), and βm = 3 log2(M)/(M − 1) for Multiple Quadrature

Amplitude Modulation (MQAM).
Regarding the opportunistic relaying principle, a successful transmission means

that at least one node receives the packet correctly. Therefore, the probability of a
successful transmission in the scenario of NR forwarding nodes is expressed as

ps =
NR∑

i=1

pli

i−1∏

j=1

(1− pl j ); (4.15)

where pli is the link probability betweenand nodedefined in (4.11). It should be noted
that the priority sequence of the NR forwarding candidates influences the value of
ps and its effect is described in [4].

To ensure reliable transmissions, a retransmission procedure with an acknowledg-
ment mechanism is adopted. The scheme that will retransmit infinitely until reaching
a successful transmission is assumed in this work. Accordingly, the average trans-
missions number N̄TX is the sum of a geometric series represented by

N̄TX =
∞∑

n=1

n · psdata · psack · (1− psdata · psack)
(n−1) = 1

psdata · psack
, (4.16)

where n is the number of transmissions, psdata and psack are the successful transmis-
sion probability of data packet and ACK packet, respectively, calculated by (4.15).

The ACK transmission failures are assumed to be neglected (i.e.,psack = 1) in this
work, which would facilitate our derivation. This assumption is on the grounds of the
following three aspects: (i) Both data and ACK packets are assumed to experience
the same channel state [19]. (ii) ACK packets are supposed to be smaller than data
packets. For instance, in the case when the length of data packet and ACK is 320
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and 26 bytes, respectively, the successful transmission probability of data packets
achieves 80 %; meanwhile, the corresponding successful probability can attain up to
98 % for ACK in the same channel conditions. (iii) A more efficient coding scheme
can be employed for ACK packets to improve their reliability if necessary. Under
this assumption, N̄Tx is thus approximated as

N̄TX ≈ 1

ps
, (4.17)

where ps is equal to psdata .

4.2.4 Mean Energy Distance Ratio Per Bit

Due to the fact that the energy cost monotonically increases with the transmission
distance, the metric of mean Energy Distance Ratio per bit (EDRb) (in J/m/bit),
as proposed in [20], is introduced into this work. This metric indicates the energy
consumption for transmitting one bit over one meter. According to this definition,
we have

EDRb = Eb(Pt ) · N̄TX

d̄tx
, (4.18)

where d̄t x is the expected transmission distance for an opportunistic transmission. The
effective distance depends on the retransmission priority policy. After arranging the
priorities of relay candidates in the descending order, the average effective distance
is derived by

d̄TX = 1

ps
·

Nb∑

i=1

di · pl(di , Pt )

i−1∏

j=1

(1− pl(d j , Pt )). (4.19)

Substituting (4.7), (4.17), and (4.19) into (4.18) yields

EDRb = Ec + K1 Pt
∑NR

i=1 di ·∏i−1
j=1(1− pl(d j , Pt ))

. (4.20)

It should be noted that this metric integrates all physical and link layers parameters.
Consequently, it is applicable to the synthetical analysis of the efficiency of physical
and MAC layers.
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4.2.5 Mean Delay Distance Ratio

The delay of a packet to be transmitted over one hop, Dhop, is defined as the sum
of three delay components. The first component corresponds to the queuing delay
Tqueuing , during which a packet waits for being transmitted. The second component
is the transmission delay that is equal to Nb/(RTX Rcode). The third component is
TACK . Note that we neglect the propagation delay because the transmission distance
between two nodes is usually short in multi-hop networks. Furthermore, a reliable
one-hop transmission suffers from the delay caused by retransmissions. According
to (4.17), the mean delay of a reliable one-hop transmission is Dhop = Dhop N TX .

Since delay rises with the increase of transmission distance, we propose a new
delay metric, i.e., the Delay Distance Ratio (DDR). It is defined by

DDR = Dhop N TX

d̄TX
= Dhop

NR∑

i=1
di · pl(di , Pt )

i−1∏

j=1
(1− pl(d j , Pt ))

. (4.21)

Note that DDR includes all factors of physical and link layers similarly. Therefore,
EDRb and DDR are the effective metrics to measure the impact of these parameters
on the energy efficiency and delay of a network.

4.3 Nergy-Delay Tradeoff for One-Hop Transmission

In this section, we analyze the energy-latency tradeoff under the reliability constraint
in the scenario of one-hop transmission. The optimal transmission power and the
optimal number of receivers will be analyzed and the closed-form expression of
lower bound of energy-delay tradeoff is obtained.

The energy-delay tradeoff of one-hop transmission can be abstracted as a con-
strained optimization problem

Minimize:EDRb

Subject to : NR ≥ 1, NR ∈ Integer, DDR ≤ ddr.

Here, ddr represents the delay constraint. Consequently, minimizing the energy con-
sumption under a delay constraint can be achieved by optimizing the three parameters
(Popt , NRopt , diopt (i = 1, . . . NR)) for one-hop transmission. Therein, Popt is the
optimal transmission power, NRopt is the optimal number of opportunistic relay
candidates, and diopt is the optimal transmission distance for each relay candidate.

This is a mixed integer nonlinear programming (MINLP) problem that can be
solved using a branch-and-bound algorithm [21], but it is time consuming. Thus, we
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propose in the following an alternative which relies on an analytic solution when the
size of the forwarding set is constant. A simple iterative procedure is then proposed
to find the optimal size.

4.3.1 Energy-Delay Tradeoff for a Given Number of Receivers

According to (4.11), the physical transmission distance is related to the SNR and
is expressed as dhop = (k2 pt/γ )α . Since the forwarding nodes may locate in the
vicinity of the line between S and D, rather than exactly over the S-D line, the
physical distance is smaller than or equal to the related effective distance. Neverthess,
we assume that the physical and effective distances are equal with the purpose of
minimizing EDRb which means that the forwarding nodes are precisely located on
the S-D line. Under this approximation, (4.20) and (4.21) are converted to be the
functions of Pi and γ̄i as follows:

EDRb(	̄, Pt , NR) = Ec(NR)+ K1 Pt

(K2 Pt )1/α
· g(	̄, NR), (4.22)

DDR(	̄, Pt , NR) = Dhop

(K2 Pt )1/α
· g(	̄, NR), (4.23)

where 	 = [γ̄1, . . . , γ̄i , . . . γ̄NR ] and

g(	̄, NR) = 1
NR∑

i=1
γ̄
− 1

α

i · pl(γ̄i )
i−1∏

j=1
(1− pl(γ̄ j ))

. (4.24)

First, we consider the scenario where NR is fixed.

Theorem 4.1 When NR is constant, the lower bound of energy-delay tradeoff rep-
resented by (4.22) and (4.23) is achieved if and only if the SNR vector 	̄ is equal
to

	̄opt = arg min
	̄∈(R+)NR

g ¯(	) (4.25)

Proof Refer to Appendix A in [22].

The lower bound of energy-delay tradeoff is thus characterized by

EDRb(	̄opt , Pt , NR) = DDR(	̄opt , Pt , NR)

Dhop
· (Ec + K1 Pt ), (4.26)

where NR and 	opt are constant. The priority between energy and delay is balanced
with the transmission power Pt .
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Fig. 4.2 Approximation
solution

From this bound, according to (4.23), the optimal transmission power for a given
delay constraint, DDR = ddr , is derived as

Popt (NR) = 1

K2
·
(

g(	̄opt , NR) · Dhop

ddr

)α

. (4.27)

Next, we show how to obtain 	̄opt . For a given set of nodes with fixed SNR values,
we derive the following theorem from (4.19).

Theorem 4.2 For a given set of NR forwarding nodes whose corresponding γ̄ values
are γ̄1, . . . , γ̄NR , respectively g(	̄, NR), is minimized with respect to γ̄ if and only
if the γ̄i s are ordered in an increasing order such that the higher priority is given to
the node with the smaller γ̄i .

Proof Refer to Appendix B in [22].

Then, we have to find the SNR values 	̄ that minimize g(	̄), according to Theo-
rem 2. Due to computational complexity and for the sake of simplicity, we assume
that all the forwarding nodes are located in the same area and thus that all values
of γ̄i are equal to an optimal value γ̄opt . This means that the NR receivers have the
same effective transmission distance d and are deployed around the line between a
source node and a destination node as shown in Fig. 4.2. In this way (g	̄opt ), can be
approximated by:

g̃(γ̄opt ) =
(

1+ NR
90

)
· γ̄

1
α

opt

1− (1− pl(γ̄opt ))NR
. (4.28)

Figure 4.3 shows the exact value of minimum g(	̄opt ) and its approximation
g̃(	̄opt ) under the same condition. Note that the difference between the exact value
and the approximation is very small. Therefore, we use g̃(γ̄opt ) to analyze the lower
bound of tradeoff between EDRb and DDR in the following.

The minimum value of g̃(γ̄ ) is achieved from its first derivative with respect to
(γ̄ ), denoted as

γ̄opt = 1− (1− pl(γ̄opt ))
NR

α · NR · (1− pl(γ̄opt ))NR−1 · pl ′(γ̄opt )
, (4.29)

where pl ′(·) is the derivation of pl(·) with respect to γ̄ .
We notice that the whole lower bound of the energy-delay tradeoff is obtained

for the same SNR value at the receivers. Furthermore, note that this SNR constraint
can be achieved for different couples of transmission power and effective distance
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parameters. In other words, to satisfy the optimal SNR constraint, the internode
distance and the power transmission should be selected jointly according to a desired
tradeoff constraint between delay and energy.

Eq. (4.29) implies that the optimal SNR strongly relies on the function pl(·).
Thus, we should consider different channels to obtain the closed-form expression of
its lower bound. First, we focus on AWGN, Rayleigh fast fading, and Rayleigh block
fading channels; then, a general solution for obtaining g̃(γ̄opt ) is given for all other
scenarios.

Substituting (4.12), (4.13), and (4.14) into (4.29), respectively, yields γ̄opt in the
different kinds of channels.

• AWGN Channel

γ̄optg = 1

0.5418βm
ln

⎛

⎜
⎝0.1826αm ·

⎛

⎝1−
(

1−
(

−αW−1

(
(0.1826Nbαm)−NR

−α

))−1/NR
)−1/Nb

⎞

⎠

−1
⎞

⎟
⎠ ,

(4.30)
where W−1[·] is the branch of the Lambert W function satisfying W(x)< −1 [23].

• Rayleigh Block Fading Channel

γ̄optb = −4.25 log10(Nb)+ 2.2

βm ln
(
1− (1/(αNR))1/NR

) . (4.31)

• Rayleigh Fast Fading Channel

γ̄opt f = αm

2βm

(
1− (

1− (1+ αNR)−1/NR
)1/Nb

) . (4.32)
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Substituting γ̄optg , γ̄optb and γ̄opt f into (4.28), respectively, we can achieve g̃(γ̄opt )

in the aforementioned three kinds of channels.
Contrarily to the cases mentioned above, the closed-form expression of γ̄opt or

g̃(γ̄opt ) in many practical situations cannot be derived since the expression of link
probability is unknown. A numeric approach is thus employed to obtain the approx-
imated value of γ̄opt or g̃(γ̄opt ) by using (4.28).

4.3.2 Optimal Number of Receivers

In the previous subsection, the lower bound of energy delay tradeoff is obtained for
a fixed number of receivers. In this subsection, we analyze how to select the optimal
number of receivers for a given ddr.

Theorem 4.3 BDRb(	̄, Pt , NR) is convex with respect to NR.

Proof Refer to Appendix C in [22].

Theorem 3 proves that a global minimum exists. In addition, since the optimal power
Popt is known explicitly with (4.27) under a delay constraint ddr, the minimum value
of EDRb for a given delay constraint ddr can be obtained by searching the optimal
number of receivers. The following algorithm addresses this optimization.

Algorithm 1 Search the optimal number of receivers NRopt .
NR ← 1 EDRb1← inf, flag← 0, ddr
while flag == 0 do

Calculate g̃(γ̄opt , NR)

EDRb← Ec(NR) · ddr
Dhop
+ g̃(γ̄opt , NR)α · K1

K2
·
(

ddr
Dhop

)1−α

if EDRb > EDRb1 then
flag← 1, NRopt ← NR − 1
return NRopt

else
EDRb← EDRb, NR ← NR + 1

end if
end while

4.3.3 Lower Bound of Energy-Delay Tradeoff

The proposed algorithm offers a method to achieve NRopt under a delay constraint
ddr. Then, substituting NRopt into (4.26) and (4.27), the lower bound of energy-delay
tradeoff for one-hop transmission with opportunistic routing is
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EDRbopt = (Ec(NRopt )+ K1 · Popt (NRopt )) · ddr

Dhop
. (4.33)

4.3.4 Minimum Energy Consumption

In the previous section, we found the lowest point existing in each curve of lower
bound of energy-delay tradeoff in three kinds of channels. For delay-tolerant appli-
cations, the minimum energy consumption point is very important, that is, the lowest
point on the curve of lower bound of energy-delay tradeoff. In the following subsec-
tion, we will derive this point.

In this subsection, as to the lowest point, we derive the lower bound of energy effi-
ciency and corresponding energy-optimal transmission power and distance without
the delay constraints.

4.3.4.1 Optimal Transmission Power

Assuming NR is constant, in order to get the minimum value of EDRb, it is obvious
that we should minimize g̃(γ̄ ) and f (Pt ) = (Ec(NR) + K1 Pt )/(K2 Pt )

1/α at the
same time in (4.22). Letting γ̄ = γ̄opt , we have g̃(γ̄opt ). Then, employing Lagrange
algorithm, we obtain

d

dPt

(
Ec(NR)+ K1 Pt

(K2 Pt )1/α

)

= 0.

Solving the above equation yields

P0 = Ec(NR)

(α − 1) · K1
. (4.34)

Substituting (4.8) and (4.9) into (4.34) yields

P0(NR) = (NR + 1) · Tstart · Pstart

βamp · (α − 1) · Nb
Rb Rcode

+ NR Pr x Elec + Ptx Elec

βamp · (α − 1)
, (4.35)

where (Nb + Nhead)/(Rb Rcode) is the transmission duration of a packet. Since
(Nb + Nhead)/(Rb Rcode)
 Tstart in the general case, the first part of (4.35) can be
neglected. Thus, we get

P0 ≈ NR Pr x Elec + Ptx Elec

βamp
· (α − 1). (4.36)

It should be noted that p0 is tightly related to NR , so that we should apply
Algorithm 1 to find the optimal number of receivers NR0 which is closely rele-
vant to the modulation and to the type of channel of a network. Then, substituting
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NR0 into (4.36) yields

P0 ≈ NR0 Pr x Elec + Ptx Elec

βamp · (α − 1)
. (4.37)

We note that p0 is independent of τack .

4.3.4.2 Lower Bound of EDRb and Its Corresponding Delay

The lower bound of EDRb is obtained by substituting (4.37) into (4.22):

EDRb0 = Ec(NR0)+ K1 P0

(K2 P0)1/α
· g̃(γ̄opt , NR0). (4.38)

Based on this result, we can set the transmission power of node according to (4.36)
to minimize the total energy consumption for the delay-tolerant applications. Note
that this value is the threshold of transmission power, this is to say, the transmission
power of nodes should not be smaller than this value; otherwise, a network system
will be running in an inefficient state as shown on the right side curve of the lowest
point in Fig. 4.4.

Moreover, on the basis of (4.23) and (4.37), the corresponding delay of the state
of minimum energy consumption, that is, maximal mean delay D̄max is obtained by

D̄max = Dhop · dSD

(K2 P0)1/α
· g̃(γ̄opt , NR0). (4.39)

where dSD is the distance between a source node and a destination node.

4.3.4.3 Minimum Mean Transmission Distance

Base on (4.40) and (4.11), we obtain the minimal mean transmission distance:

d0 =
(

K2 P0

γ̄opt

) 1
α

. (4.40)

This distance shows the minimal distance between a source node and its relay nodes
or its destination node for one-hop transmissions; otherwise, too small hop distance
results in more energy consumption or too many hops, namely, too much delay.

According to (4.37), (4.42), (4.43), when the transmission environment deterio-
rates, P0 reduces with the increase of α. This fact results in the decrease of transmis-
sion distance per hop. Accordingly, a larger number of hops is required to achieve
the transmission between a certain pair of source and destination nodes, which ulti-
mately brings a greater delay and overall energy consumption. On the other side,
in terms of the efficient amplifiers that correspond to smaller values of βamp, P0
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should be augmented in order to reach a larger transmission distance at each hop.
Consequently, the related energy expenditure and delay can be decreased.

4.4 Energy-Latency Tradeoff of Multi-Hop Transmissions

In this section, we extend the result of the one-hop transmission case developed in
Sect. 4.3 to the scenarios of multi-hop transmission. Meanwhile, the effect of physical
parameters on lower bound of energy-latency tradeoff and the energy efficiency gain
of opportunistic routing are analyzed.

4.4.1 Lower Bound of Energy-Latency Tradeoff

The lower bound of energy-latency tradeoff can be abstracted as an optimization
problem:

Minimize: Ētot

Subject to: D̄tot ≤ Delay limit.

Here, Ētot and D̄tot are the end-to-end energy consumption and latency between a
source node and its destination.

In order to obtain the lower bound of energy-latency tradeoff of multi-hop trans-
mission, the theorems about equivalent distance transmission are introduced in the
following.

Theorem 4.4 In a homogeneous network, a source S node sends a packet of Nb

bits to a destination D using n hops in opportunistic communication mode. The n
relaying clusters are located around S–D line, as shown in Fig.4.1, and each cluster
has the same number of relay candidates (NR). The distance between S and D is
dSD. The length of each hop is d1, d2, . . . , dn, respectively, and the average EDRb
is denoted as EDRb(d). The minimum mean total energy consumption Etotmin is
obtained if and only if d1 = d2 = . . . = dn.

Etotmin = Nb · EDRb(dSD/n) · dSD. (4.41)

Proof Refer to Appendix D in [22].

Theorem 4.5 On the same assumption as Theorem 4, the mean delay of one-hop
transmission is referred to as D̄(d). The minimum mean end-to-end delay Dtotmin

is given by
Dtotmin = D̄(dSD/n) · n. (4.42)
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Fig. 4.4 Lower bound of EDRb−DDR tradeoff and corresponding parameters in different channels

if and only if d1 = d2 = . . . = dn.

Proof Refer to Appendix E in [22].

Based on Theorems 4 and 5, we conclude that regarding a pair of source and
destination nodes with a given number of hops, the single scenario, which minimizes
both mean energy consumption and mean transmission delay, is that each hop with
uniform distance along a linear path. As a result, the optimization about energy
and delay for a single hop will bring the optimization of the same performance for
the multi-hop transmission. Hence, the results about the lower bound of energy-
delay tradeoff in Sect. 4.3 can be employed directly in the scenario of multi-hop
transmissions.

4.4.2 Energy-Latency Tradeoff in Different Channels

According to the analysis in previous subsections, we obtain Popt and NRopt under
a delay constraint ddr, then we have the lower bound of energy-latency tradeoff for
multi-hop transmission with opportunistic routing on the basis of

tightly depends on the function of link probability pl(·), we analyze the lower
bound of energy-latency tradeoff in three different channels mentioned in this sub-
section.

Figure 4.4 shows the lower bound of energy-latency tradeoff, the corresponding
optimal transmission power and the optimal number of receivers in different channels.
It should be noted that the lowest point exists in each curve; this is to say, there is
the most energy saving point without the delay constraints for each channel, and
the corresponding mean delay is the maximum mean delay of a pair of nodes. In
Sect. 4.3.4, we have analyzed the most energy saving point in detail. The left side
of the lowest point shows the energy consumption increases with the decrease of
the delay constraint, which coincides with our intuition. However, in the right of the
lowest point, the energy consumption increases with the increase of the delay because
both the transmission power and the number of receivers are too small which results
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Fig. 4.5 Lower bound and
Pareto front of the energy-
latency tradeoff
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in very small one-hop distance, that is, the increase of the hop number. Certainly,
this work state should be avoided in practice.

Note that the optimal number of receivers corresponding to the lowest point in
each curve is 2 in Rayleigh block fading and fast fading channels and is 1 in an AWGN
channel. The result implies that too many nodes will lead to the waste of energy;
this is to say, we should avoid acting all neighbor nodes as the relay candidates. In
addition, the optimal number of receivers rises with the decrease of delay limit. As
for the corresponding optimal transmission power, it is not monotonically decreased
as we saw in traditional multi-hop communications. Conclusively, it is clear that the
transmission power and the number of relay candidates should be adjusted correctly
according to a delay constraint in order to avoid too much energy consumption.
Algorithm 1 and (4.27) provide the approach to calculate the optimal transmission
power and a distributed algorithm to select the optimal relay candidates will be
introduced in Sect. 4.5.

4.4.3 Pareto Front of Energy-Latency Tradeoff

It is rationally deduced that EDRb is a convex function with respect to ddr, as shown
in Fig. 4.4. Besides, a lowest point corresponding the minimum energy consumption
point exists in the curve of EDRb−DDR. The curve on the left side of the lowest
point is exactly the Pareto front of the energy-latency tradeoff described in Fig. 4.5.
In other words, the Pareto front is a subset of the lower bound of energy-latency
tradeoff.

This Pareto front separates the EDRb−DDR area into two parts: feasible area and
infeasible area as shown in Fig. 4.5. That is to say, the point corresponding to the
energy-latency state of a network could exist in the feasible area, but is not possible
to access the infeasible area. Hence, in order to obtain the Pareto front of the energy-
latency tradeoff, we need not only the lower bound of energy-latency tradeoff, but
also the lowest point in the lower bound.
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Fig. 4.6 Comparisons between traditional multi-hop routing and opportunistic routing

4.4.4 The Gain of Opportunistic Routing

By the Pareto front of the energy-latency tradeoff, we analyze the energy efficiency
gain of opportunistic routing compared with traditional multi-hop routing in this
subsection. The benefit of opportunistic routing in terms of energy efficiency under
the same delay constraint, as shown in Fig. 4.6, is measured with the energy gain
defined as

Gain = EDRbp2p − EDRbopp

EDRbp2p
, (4.43)

where the EDRbp2p is the optimal EDRb with a delay constraint ddr in tradi-
tional point-to-point multi-hop communications, which is obtained according to the
approach proposed in [17], and EDRbopp is referred to as the optimal EDRb with the
same delay constraint using opportunistic routing obtained by (4.33).

Figure 4.6 provides an example in three kinds of channel and the physical para-
meters are shown in Table 4.1. In this example, the gain of opportunistic routing
decreases from 25 to 0 % with the increase of the delay constraint. The gain becomes
0 when the delay constraint is greater than 0.11 ms/m, which implies that the oppor-
tunistic routing has changed to the traditional multi-hop routing. This result coincides
with the result in Fig. 4.4, where the optimal number of receiver becomes 1 for the
corresponding delay constraint. In other words, when the delay constraint is greater
than a threshold, the traditional multi-hop communication is more energy efficient
than the opportunistic routing in an AWGN channel.

In the Rayleigh block fading and Rayleigh fast fading channels, the gain of
opportunistic routing is always greater than 0, which reveals opportunistic routing
outperform the traditional multi-hop routing in these two kinds of channel, where
opportunistic routing benefits from the effect of diversity and can improve the energy
efficiency, while the gain decreases with the increase of the delay constraint.

According to these results, it can be concluded that opportunistic routing is more
energy efficient for Rayleigh block fading channels than for AWGN channels.
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4.5 Simulations

The purpose of this section is to verify the theoretical analysis of the lower bound
on the energy-latency tradeoff and the energy efficiency in a two-dimension Poisson
distributed network by simulations although these theoretical results are obtained in
a linear network using approximation approach. First, we introduce a novel oppor-
tunistic protocol on the basis of the theoretical analysis.

4.5.1 Opportunistic Protocol

The analysis in Sect. 4.3 reveals that the transmission power and the number of
receivers should be configured as the corresponding optimal values in order to
approach the Pareto front of energy-latency tradeoff. Nevertheless, Algorithm 1 pro-
posed in Sect. 4.3 requires the acknowledgment of global network parameters, which
cannot be directly applied to the distributed networks. Consequently, a distributed
algorithm is introduced based on the algorithm proposed in [4] and the analysis in
Sect. 4.3.

The containing property in Lemma 3.4 proposed in [4] shows that a straightfor-
ward way to find an optimal set containing r nodes is to add a new node into the
optimal node set containing r−1 nodes. Furthermore, when a local minimum EDRb
is found, it is the global minimum according to Theorem 3. Based on this idea, a
distributed algorithm for finding the optimal receiver set at each hop in order to
minimize the energy consumption and satisfy the delay constraint ddr is proposed
in Algorithm 2.

Algorithm 2 Search the optimal set of receivers
B ← C , F∗ ← F∗c ← F ← ∅, ddr
while C �= φ do

for each node i ∈ B do
F∗ ← F ∪ {i};
Sorting the nodes in F∗
according to their effective transmission distance;
ddr∗ ← DDR(F∗)
if ddr∗ > ddr∗c then

ddr∗c ← ddr∗; F∗c = F∗
end if

end for
if ddr∗c < ddr then

F ← F∗c ; B ← C ← F
else

return F∗c
end if
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In Algorithm 2, C is the set of neighbor nodes of a source node, F is the set of
nodes selected to receive the packet from the source node.

Next, we introduce the process of this protocol.

(1) Search the forward candidates according to Algorithm 2.
(2) Assign a priority to each node according to its effective transmission distance.
(3) Transmit the data packet including the information of relay candidates ID and

their corresponding priorities.
(4) Nodes in the set of relay candidates try to receiver packet.
(5) A node that receives the packet correctly calculates the backoff time according

to the priority and waits for the ACK packet from the nodes with the priority
higher than that of itself.

(6) If a node does not receive any ACK packet, it broadcasts its ACK packet and
then is ready to transmit the received packet to next hop or destination. If a node
receives an ACK packet, the received data packet is dropped from its queue.

(7) The source node waits for the ACK packet from one of forwarding candidates. If
an ACK packet is received, the source node removes the packet from the buffer;
otherwise, it is ready to retransmit the data packet.

4.5.2 Simulation Setup

In the simulations, the lower bounds of energy-latency tradeoff and EDRb are eval-
uated in an area A with surface SA = 100 × 1200 m2 using the simulator WSNet
[24]. The nodes are uniquely deployed according to Poisson distribution.

All the other simulation parameters concerning a node are listed in Table 4.1. The
distance between the source and the destination nodes is 1,000 m. The source node
transmits only one data packet of 320 bytes to the destination with BPSK modulation.
The size of ACK packet is 26 bytes. For every hop, the transmitter will retransmit
the data packet until the data packet is received by the next relay node; this is to say,
there is no limit for the number of retransmissions in order to ensure the reliability.
The opportunistic protocol proposed in Sect. 4.5.1 is employed to simulations. A
simulation will be repeated for 1,000 times in each different configuration.

The network model used in the simulations assumes the following statements.

(i) After the initial phase, the network is geographically aware; that is, each node
knows the position of itself, the sink node, and all the neighbor nodes in the
network.

(ii) Each node in the network has the same fixed transmission power.
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Fig. 4.7 Simulation results of EDRb−DDR tradeoff in different node densities

4.5.3 Results and Analysis

In order to analyze the variety of energy-latency tradeoff with the increase of node
density, the simulations are run in three cases: 200 and 800 nodes in the simulation
area. The transmission power of each node is configured as the optimal transmission
power derived from (4.27).

Figure 4.7 provides the simulation results which are compared with the theoretical
lower bound of energy-latency tradeoff in AWGN and Rayleigh block fading chan-
nels. The comparison reveals that the simulation results approach to the theoretical
lower bound with the increase of the node density, because the distance between
pairwise relay nodes achieved from the routing

scheme is more and more near the optimal transmission distance at each hop when
the node density increases. And we can deduce that the lower bound can be reached
when the node density is high enough. Hence, it is concluded that the theoretical
lower bound on EDRb is adequate for a two-dimension Poisson network although its
derivation is based on a linear network using an approximation method. Furthermore,
these results imply that unreliable links play an important role in energy saving.

4.6 Conclusions

We note that the closed-form expression of the lower bound of the energy-latency
tradeoff in (4.26) includes all parameters of the physical, MAC and routing layers.
Therefore, (4.26) provides a cross-layer framework to both evaluate the energy-
latency performance and optimize these parameters. This framework can be used in
the following applications:

(1) Performance evaluation
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During the design or the planning phase of a network, these results about the
performance evaluation provide the basis for the choice of sensor nodes and for
the choice of routing and MAC layer protocols.

(2) Benchmark of performance
Regarding the design of a protocol, the best performance of a network obtained
by this framework can act as the benchmark performance in order to measure
the performance of a protocol and to adjust its parameters.

(3) Parameter optimization
We can optimize parameters such as the transmission power according to the
request of performance of a network on the basis of the framework.

In this chapter, an unreliable link model is firstly integrated into our energy model
using the specific metrics for energy efficiency and delay: EDRb, DDR. By mini-
mizing EDRb for AWGN, Rayleigh block fading and Rayleigh fast fading channels
with and without delay constraint, we have shown that the channel state impacts
the optimal number of receivers in a cluster. Meanwhile, the corresponding optimal
transmission power and the optimal transmission range are obtained. The Pareto
fronts of energy-latency tradeoff for one-hop and multi-hop transmissions are ana-
lyzed and compared with that of traditional multi-hop communications. The main
conclusion is that opportunistic routing exploiting spatial diversity is beneficial for
the Rayleigh fast fading and the Rayleigh block fading channels.
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Chapter 5
Routing Protocols in Infrastructure-Based
Opportunistic Networks

Sanjay K. Dhurandher, Deepak Kumar Sharma, Isaac Woungang,
Sahil Gupta and Sourabh Goyal

Abstract This chapter analyzes the infrastructure needed for communication in
Opportunistic Networks (OppNets) and the routing protocols for message passing in
order to optimize message delivery delays, energy consumption, buffer occupancy,
bandwidth requirements, and throughput. Infrastructures used in OppNets can be
classified as fixed infrastructure such as infostations which provide high bandwidth
connectivity within a specified area and mobile infrastructures such as Message
Ferry (MF) which provide a reliable source for communication and transmission of
messages between the nodes. Message ferrying scheme proves to be good for sparse
networks where network partition problem is very common like in wireless sensor
networks (WSNs) due to limited energy and in Mobile Ad-Hoc Networks (MANETs)
due to mobility and short radio communication range of nodes. Communication in
MF scheme can be from node to ferry and ferry to node or even from ferry to
ferry. Their main aim is to reduce delays in message delivery, proper management
of message buffers, and optimization of energy consumption. Designing the route
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of a message ferry is a NP hard problem. In case of ferry failure, designing ferry
replacement schemes is also an interesting issue to be explored.

Keywords Opportunistic networks · Delay tolerant networks · Infostation · Mes-
sage ferry · Infrastructure-based protocols · Wireless sensor networks · Network
partition · Shared wireless infostation model (SWIM) · Mobile ubiquitous LAN
extensions (MULEs).

5.1 Introduction

In the recent years, Opportunistic Networks [1] have gained a very large popularity
among the research community. OppNets are emerging as an important means of
communication between heterogeneous devices due to their portability and flexibility
of operation/computation. Traditional ad hoc networks and Internet routing protocols
route the message by selecting the best path toward the destination. Once a path has
been established between sender and receiver, they assume it to be fixed for the
entire duration of message transfer. Thus, these protocols do not work well in case of
OppNets where there is never a fixed path between sender and receiver due to node’s
mobility, network partitions, node failure, etc. [2, 3].

The routing in OppNets is based on the contact opportunity between the nodes
that arises due to their mobility, and the store carry and forward technique. Route
building in OppNets is not static but dynamic as the source node can select any node
as next hop from a group of its neighbors assuming it to be the best forwarder toward
the destination. The message is passed to the intermediate nodes which takes it closer
and closer to the destination and finally to the destination itself. If the intermediate
node does not find a suitable node which promises to take the message closer to the
destination, it keeps the message copy in its buffer until it finds a suitable node or finds
the destination node itself [4, 5]. Nodes are also required to have adequate amount
of buffer to store all the messages until they are transferred to the next suitable node.
So messages in this type of networks can suffer long delays and this is the reason
why they are considered as the sub-class of Delay Tolerant Networks (DTNs) [6–8].

The routing and forwarding protocols in OppNets can be classified into two
categories—infrastructure-less and infrastructure based [9].

(1) Infrastructure-less protocols These protocols have been designed for flat ad hoc
networks. They make use of the contact opportunity between the nodes and
their mobility to forward the message. Messages can be transferred by nodes
themselves with suitable techniques. Routing and forwarding every node in this
type of network is similar in nature and no categorization in terms of priority,
hierarchy, etc., is assigned to the nodes in order to distinguish between them.
Examples of such type of protocols are Epidemic Routing [10], Spray and Wait
[11], Spray and Focus [12], Prophet [13], HiBOp [14] etc.
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(2) Infrastructure-based protocols These protocols exploit some form of infrastruc-
ture to opportunistically forward the messages to the destination. The infrastruc-
ture is generally composed of some special nodes that are more powerful in
terms of energy, transmission range, buffer space, etc., as compared to the nor-
mal nodes. The base stations and access points are often involved in the rout-
ing and forwarding mechanism. Some reliable agents are used in the form of
infrastructure for carrying message toward the destination. These agents are
held responsible for efficient message delivery with minimum energy consump-
tion, buffer occupancy, delivery delays and maximum security, delivery ratio
etc. These agents generally include infostations [15], message ferries [16], and
data MULEs [17]. Infrastructure-based routing protocols in OppNets can be
further classified into fixed infrastructure and mobile infrastructure, depending
upon the type of infrastructure they use in the network [9]. Nodes of the fixed
infrastructure are kept fixed at some geographical locations (e.g., Infostations),
while nodes of mobile infrastructure can move around in the network following
either a fixed predetermined path or a completely random path (e.g., message
ferries).

In this chapter, the main focus will be only on the routing protocols for
infrastructure-based OppNets and their impact on the whole network. The rest of
the chapter is organized as follows. In Sect. 5.2, a detailed overview of the related
work in the area of routing protocols for infrastructure-based OppNets is presented.
Section 5.3 gives the final conclusive remarks related to the chapter.

5.2 Background and Related Work

In this section, a brief literature survey of the significant work done in the area of
routing protocols for infrastructure-based opportunistic networks is presented. The
routing protocols have been classified into different categories depending upon the
type of infrastructure they employ for message transfer. The classification is done
in four sections namely infrastructure in form of infostations, infrastructure in form
of message ferries, infrastructure in form of access points and data MULEs, and
infrastructure in form of buses and roadside units.

5.2.1 Infrastructure in Form of Infostations

Infostations [15] are an array of isolated objects of high bandwidth connectivity that
provide high bit rate services in core locations using separate radio and channel. They
can share a common channel and provide transmission rate higher than megabits per
second if properly spatially separated. They can be installed along roadways, in
buildings, at airports, and other known areas [18]. They allow significant amount
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of information to be transferred in few seconds like fax, E-mail, large data files
etc. Individual infostations on highways and airports can provide special gateway to
Internet and access to remote servers for messages transfer. Vehicle on the move gets
the required data packets from these infostations. There are two types of infostations
namely static infostation and mobile infostation [15, 18]. These two differ in terms
of network coverage, storage capacity, and throughput. Mobile infostation has higher
values of the above-mentioned parameters as compared to the static infostation. All
the roadways buses, airplanes etc., can act as mobile infostations.

In [15] Goodman et al. discussed about the static infostation model. In this model,
the node that wishes to send a message moves closer to the infostation and uploads
the message to it. The infostation keeps the message in its buffer. It is now the
responsibility of the infostation to deliver the message to the destination node. It
transfers the message to the destination node as soon as it comes in contact of the
infostation.

In [18] Cavalcanti et al. introduced the concept of mobile infostation. In this
model, the source node gives the message packet to mobile infostation which carries
the message along with it till it finds suitable nodes which can take the message closer
to the destination or to the destination node itself. As the mobile infostations move
along with the users, the network coverage also improves as nodes remain in contact
with the infostation for a longer period of time. The improvement in the coverage
capacity depends on the direction of motion of the user and the mobile infostation. If
the user is moving in the direction of the mobile infostation then it remains in contact
for a longer period of time as compared to the user moving in the direction opposite
to that of the mobile infostation. The proposed system of mobile infostation in [18]
is not suitable for real-time applications as the implementation of mobile infostation
is not feasible.

In [19] Small et al. extended and integrated the concept of infostation with the
ad hoc networks and this new model is called Shared Wireless Infostation Model
(SWIM). In this model, whenever two nodes come in contact with each other, they
exchange the information they are carrying with them. When any node comes in
contact with the infostation it offloads all its information to it and the memory of that
node is cleared. Every node maintains the information of all the delivered packets
and the ones it is carrying currently, so that it does not accept the same packet
in future. SWIM is studied through the biological information acquisition system
for monitoring the whales. Whales are tagged and they act as regular nodes in the
system. The offloading stations called SWIM stations [19] (where whales offload all
the information they are carrying) are placed on the sea surface. The transfer of data
occurs in terms of the packets as the whales come on the surface for a very short
period of time. So the data transfer speed should be high enough to offload all the
information. The range and capacity of the infostations should be kept high. One of
the challenging issues in this model is the proper placement of the infostations, so
that delay can be minimized. Other issue is about the size of the memory of tags that
the whales are carrying with them. To resolve the storage issue, Markov Chains [20]
(used for modeling infectious disease) is used and with a certain probability level
time-to-live for a packet is set such that it is delivered to one of the infostations before
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the packet is discarded. Contact rate (rate with which whales come in contact) and
recovery rate (rate with which a whale comes in contact to the infostation) are taken
into consideration to calculate the time-to-live for a message packet. Mathematical
details of the model are given in [19].

The contact rate and recovery rate parameters are strongly affected by the mobility
model. Three mobility models have been studied in [19]. First model is Random mid-
way mobility model. In this model, whales move with a constant velocity (not speed)
for a small time interval after which its velocity changes. The simulation results
show that the recovery rate is directly proportional to the number of infostations and
there is no impact on the contact rate. The second model is Group Feeding Mobility
model. Female whales tend to group together and males tend to group with females
but not with other males [21–23]. Direction vector of a female is calculated as the
weighted sum of directions of migrations, the directions to the nearest female, and
the direction of the nearest feeding area [19]. From this model, it is found that if the
infostations are placed at the center of the feeding areas the recovery rate is improved
thus reducing the delay. Third model is Multitier mobility model. In this model, the
SWIM stations are placed on the seabirds which are moving over the sea. If the speed
of these birds is high as compared to whales then mobile infostations (seabirds) will
come in contact with the group of whales more frequently, and thus the packets are
offloaded frequently which will reduce the time-to-live for each packet. Thus, the
proper positioning of the SWIM stations can reduce the time-to-live for the packet
and therefore reducing the delay.

5.2.2 Infrastructure in Form of Message Ferry

Due to the intermittent connections between the nodes, the existence of a continuous
end-to-end path between the sender and the receiver is not guaranteed in OppNets.
So it is desirable to employ a special node called ferry, which moves on a specific
path in the network. This ferry node forwards the data for disconnected nodes in
order to provide the communication opportunities between them. The ferry node has
high energy, buffer, and speed as compared to the other nodes in the network. One
of the key challenges in message ferry scheme is to design the ferry route in such
a way that can improve certain network characteristics like average data delivery
delay, message delivery rate, and data loss ratio.

In [24] Zhao et al. proposed a message ferrying scheme for message transfer in
highly partitioned wireless networks. In this scheme, a set of nodes called message
ferries take up the responsibility for carrying messages between disconnected nodes.
The MFs act as relays to provide communication between the disconnected nodes.
They move around the deployed area according to known routes and communicate
with other nodes they meet on the way. With the knowledge about the ferry routes,
nodes can change their trajectories to meet the ferries for transmitting or receiving
the messages. If a source node wants to send a message to a destination node, then
it gives this message to the ferry which will then deliver it to the destination. Thus
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with proactive movement of the ferries and the nodes, this scheme provides regular
connectivity in an ad hoc networks. This work discusses the following five dimensions
to describe the context of message ferrying scheme [24]:

1. Ferry mobility can exist for two scenarios namely messaging and nonmessag-
ing. In messaging, the ferry mobility is designed to optimize the efficiency of
messaging. In case of nonmessaging mobility, the ferry route is dependent on
various other factors like density of nodes and the path selected by them.

2. Regular nodes can be stationary or mobile and their mobility can also exist for
messaging and nonmessaging.

3. Multiple ferries with different capabilities can be employed in the system. Ferries
may operate completely independent of each other or their movements may be
coordinated for specific purpose.

4. Regular nodes can either work independently or they can form cluster to send
and receive data from the ferry. In cluster, one or more nodes can act as a monitor
node to communicate with the ferry. The other nodes who wish to communicate
with ferry will have to send their information to the monitor node.

5. Ferry can be implemented by employing a special capability node or a regular
node can be promoted to perform the ferry functions.

This scheme improves the data delivery performance and also provides a regular
connectivity in a disconnected network. The design of a good and optimal ferry
route is very important in order to fulfill the bandwidth requirements and to reduce
the delays. The problem of ferry route design in case of stationary nodes is NP hard
[24] and the details of how the ferry route is designed to solve the delay and buffer
requirement problem are given in [24].

In [16] Zhao et al. proposed an efficient message ferry-based approach for data
delivery in sparse mobile ad hoc networks. In this work, two variations of MF scheme
namely, node-initiated and ferry-initiated MF for message collection have been dis-
cussed.

In the Node-Initiated MF (NIMF) scheme, ferries move around the deployed
area following a predefined known route and communicate with other nodes they
meet. Every node in the network knows the path that the ferry follows. The nodes
periodically move closer to the ferry and communicate with it. The sender node
approaches the ferry and forwards all its messages to the ferry. When the ferry meets
the receiver node, it will transfer all these messages related to that particular node.
By using the ferry as a relay, the sender node can send messages to the receiver
node even though there is no end-to-end path between them. Every node operates in
four different modes namely WORKING, GO TO FERRY, SEND/RECV, and GO TO
WORK.

Initially, the node is in the WORKING mode and moves around in the network
following a random path. The meeting of the nodes with the ferry for sending or
receiving the messages is determined by the trajectory control system. The node
then proactively moves to meet the ferry for delivering the message. The node enters
into the GO TO FERRY mode when it decides to visit the ferry. It enters into the
SEND/RECV mode when it comes in the radio range of the ferry, and then finally
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exchanges the messages with the ferry. When the message exchange gets completed
or the ferry moves out of the radio range, the node enters to the GO TO WORK mode.
It then returns to its previous location prior to the path taken for message transfer. The
node again enters into the WORKING mode after returning to its message transfer.
The nodes can also enter into the SEND/RECV mode from the WORKING mode when
they accidently meet the ferry without proactive movement i.e., with no intention of
message transfer. In this case, after interacting with the ferry, the node again comes
back to the WORKING mode. The ferry moves according to its fixed route and
periodically broadcast a hello message. On reception of the response from a node, it
exchanges the message with the node. Node trajectory control mechanism is designed
in such a way that the nodes need to keep a balance between performance gain in
data delivery and performance degradation in assigned tasks resulting from such
proactive movement. The mathematical details of node trajectory control mechanism
and message drop rate evaluation in this scheme are given in [16].

In the Ferry-Initiated MF (FIMF) scheme [16], ferries move proactively to meet
the nodes in the network. When a node wants to send or receive packets, it generates
a Service Request and transmits it to a chosen ferry using a long range radio. On
reception of a Service Request, the ferry will adjust its trajectory to meet with the
node and exchange packets using short range radios. To guide the ferry movement,
the node occasionally transmits Location Update messages to notify the ferry about
its new location. In this scheme, a node can operate in two modes namely DISASSO-
CIATED and ASSOCIATED and the ferry also operates in two modes namely IDLE
and WORKING.

Initially, a node is in DISASSOCIATED mode. After sending a request message
to the ferry it enters into the ASSOCIATED mode and waits for the interaction with
the ferry. In the ASSOCIATED mode, the notification control mechanism determines
when to send a Location Update message to notify the ferry about the node’s new
location. In both modes, the node may exchange messages with the ferry if it is close
to the ferry. When the interaction with the ferry is completed, the node returns back
to the DISASSOCIATED mode.

The ferry in IDLE mode moves on a default route and broadcasts location message
periodically. It maintains a set of nodes that have requested the services. Initially this
set is empty. On reception of a Service Request, the ferry adds that node to the set and
enters into the WORKING mode. In this mode, it moves according to the computed
route which is based on the location of nodes present in the service request node set.
It broadcasts the location periodically and on reception of a message from a node the
exchange takes place between them. If the message exchange with a certain node is
completed, the node is removed from the set of service request nodes. If the set is
empty then the ferry enters into the IDLE mode else it re-computes the route. The
node notification control mechanism details and the performance evaluation of this
scheme are given in [16].

In [25] Li et al. proposed a Global Ferry Scheme (GFS) which uses multiple
Local Ferries (LF) along with a single Global Ferry (GF) for message transfer in
OppNets in order to minimize the average message delivery delay. In GFS, the
whole communication area is divided into M square regions. In each region there is
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Fig. 5.1 Network model of
GFS scheme [25]

Ordinary Node       Center Point 

Local Ferry (LF) Global Ferry (GF) 

Real Line: Route of LF, Dotted Line: Route of GF 

a dedicated LF and N/M stationary nodes, where N is total number of nodes in the
network. The ordinary nodes can not communicate with each other directly. The LF
collects messages from the nodes present in the region and also contacts with the GF
to transfer the collected messages when the GF comes in its region. The LF is also
responsible for the intra-region communication between the nodes. The global ferry
is responsible for facilitating the inter-region communication among the nodes as it
can carry and forward messages between different regions. Both LF and GF move
with the same speed in the network. The sample network model used in this scheme
is shown in Fig. 5.1.

It has been assumed that each ordinary node generates messages of same size with
a constant data rate. The transmission time of any message from node to ferry or from
ferry to ferry is assumed to be negligible in the calculation of message delivery delay
which is the time for the source to the destination delivery. Initially, all LFs are at the
center point of their region and GF can start moving from any region. The GF contacts
with LF only at the center point of the region. The LF remains at the center point
until it meets with the GF for the first time. After meeting with GF, the LF can start
moving in its region. Thus, LF moves on a path that passes through every ordinary
node in the region and the center point in the region. In this work, through simulations,
the performance of GFS is compared with node relaying scheme (NRS) in terms of
average delivery delay and delivery ratio in different network configurations. Results
show that GFS can improve the performance of OppNets.

In [26] Wang et al. proposed a dynamic message ferry route in partitioned
MANETs. In this work, instead of the static nodes mobile nodes with unpredictable
traffic in the network have been considered. The nodes in the network are partitioned
in various groups called clusters and each group has a node that acts as a cluster
head. Each cluster region is called head zone. Ferry nodes are also deployed in the
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Fig. 5.2 Network topology
[26]

network which moves from one head zone to another. Figure 5.2 shows the network
topology used in this scheme.

On arriving at a particular cluster, the ferry node will deliver the data to cluster
head and decides about its movement to the next head zone. As the members of a
particular cluster are connected with each other, the message passing among them
can be done using normal MANET routing protocol like ADOV, DSR, etc. The ferry
is responsible for the inter-cluster communication.

In this work, the intra-cluster communication time for message passing among
the nodes is neglected, since it is very small as compared to the time taken by the
ferry to reach from one head zone to another. The weighted average delay of all the
messages is given by the equation [26]:

� =
∑m

i=1 μiδi
∑m

i=1 μi
(5.1)

where μi is the size of the message i, δi , is the time delay that the ferry takes to reach
the destination head zone from the source head zone. The main goal of dynamic route
design problem is to find the ferry route such that � should be minimum. The ferry
visits the cluster i either to collect or deliver the messages. It then modifies M j and
W j for all other j clusters according to the number of undelivered messages present
in its buffer. Here M j is the size of total message for cluster j and W j is a weight
function. For all other clusters, the W j is computed according to the formula [26]:

W j = εi j

M j
(5.2)

where εi j is the time taken by ferry to move from cluster i to cluster j . If there is
no message for cluster j then M j will be zero, as a result of which W j will become
very large (infinite). The ferry will then move to the cluster whose W j is minimum.
If there are many potential clusters with same minimum W j then the ferry will move
to the least recently visited cluster.
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In [27] Zhu et al. described an efficient message ferry routing method for wireless
sensor networks. Due to the limited energy and unreliable radio links between the
nodes, WSNs are prone to the problem of network partitioning. So the regular meth-
ods of routing which do not include message ferrying scheme will fail to deliver the
data packets when the source and the destination node reside in two separate parti-
tions. The cost of delivering data from one node to another over a wireless link is
directly related to the distance between the two nodes [28]. The energy consumption
can be reduced if a message ferry is assigned between the two nodes to relay data.
Thus, the MF can be used to save node energy as well as to prolong the network
lifetime even though network partitioning does not occur.

The Tree-based message ferrying algorithms (TMFA) address how the energy is
to be saved while keeping delay at a low level for MF routing in WSNs. In these algo-
rithms, minimum-weight spanning trees of each partition of the WSN are evaluated
with different alternate source nodes as the root of the spanning trees. Overall energy
consumption and delay can be minimized by appropriate choice of the weights for
a particular path toward the destination node. If the ferry collects data directly from
each sensor node, then the total energy consumption in a WSN is minimum, whereas
the delay for all data to reach the sink is maximum [27]. The total energy consumption
in the network will increase dramatically if the energy consumption of ferry is also
taken into account. In this work, two kinds of tree-constructing algorithms namely
Least Energy Tree (LET) and Minimum Hop Tree (MHT) are discussed and evaluated
by deriving an energy model. For comparison of results, Minimum Spanning Tree
(MST) and One Level Tree (OLT) that maximizes the use of the MF are considered.
Through mathematical proof, it has been shown that LET and MHT outperform both
MST and OLT when the message ferry’s moving cost is also taken into account [27].

In [29] Mansy et al. proposed a message ferry routing algorithm which is based
on Deficit Round-Robin (DRR) link scheduling algorithm [30]. It has been observed
in [29] that ferry route design problem is similar to the link scheduling problem in
traditional networks. Any link scheduling algorithm can be used to solve the route
design problem but DRR is chosen as it is simple and produces desirable throughput
and delay properties in traditional networks. The DRR based message ferry routing
scheme provides a framework to the ferry route design for stationary nodes in order
to optimize the delay performance. A comparison between Markovian Decision
Problem (MDP) formulation [31] for ferry route and DRR-based routing algorithm
is drawn. The MDP formulation produces the optimal ferry route that minimizes the
average data delivery delay. This scheme is limited to small size networks having
nodes with limited size buffers. The nodes with more traffic rate tend to have more
visits by the ferry than nodes with relatively lower traffic rate. For message exchange,
the nodes relatively closer to each other are visited frequently by the ferry rather than
the nodes that are far away from groups of nodes.

The DRR algorithm allows the scheduling of multiple flows over a single shared
link. The ferry itself represents a resource which is analogous to a link shared among
a set of stationary nodes. The nodes are analogous to the flows and the distance
between the current position of the ferry and a particular node is similar to the packet
size waiting in the flow’s queue. A ferry visit to a particular node is analogous to
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serve a packet from a certain flow. The DRR is specifically designed to deal with the
flows of unequal and unpredictable packet lengths and does not require the previous
knowledge of average packet sizes for the flows. A service quantum counter denoted
by credit[i] is maintained for each stationary node i . Initially, credit[i] = 0 for all
the nodes. The set of nodes that can be the potential next destination constitutes a
list called candidate_list. The ferry computes this list in order to get the next node to
be visited by it. This computation returns all nodes i whose credit[i] is greater than
or equal to the distance between the ferry’s current location and the node i . In case
multiple nodes get selected, a tiebreak function [29] is used to select the destination
node. The tiebreak function filter candidates at various levels like selecting least
visited node at first level, nearest node at second level, and so on. The credit value
of the selected node is reset to zero. When the candidate_list becomes empty, the
credit of all the nodes needs to be updated. The updating is done according to their
distance from the ferry and their data traffic. Further, optimization can be done by
efficiently designing the credit update method and the tiebreak function. Simulation
results show that the DRR-based algorithm produces ferry routes for small problems
which are very close to the optimal MDP-based solutions.

In [32] Yang et al. presented the protocols for the ferry replacement in sparse
mobile ad hoc networks in which two scenarios for ferry replacement namely the
graceful ferry stop and the abrupt ferry failure are discussed. In graceful ferry stop,
the ferry informs one or more nodes about its departure before it actually stops
functioning as a ferry. In abrupt ferry failure, the ferry suddenly crashes due to some
unexpected reasons such as system failure or some external attacks such that it does
not have the chance to inform other nodes about its departure. Two ferry replacement
protocols namely successor designation protocol and distributed election protocol
[32] are discussed in context of the abrupt ferry failure.

In successor designation protocol, the ferry chooses its successor among the nodes
it meets on its path by seeing their capability above a threshold level. This successor
is held responsible for the ferry failure detection and the ferry replacement. A ferry
periodically checks the status of the successor during the round trip time and can
reassign a new successor if necessary e.g., in case of successor failure. In order to
detect the ferry failure, a status check movement [32] is used in which the ferry status
is checked by the successor regularly after a fixed interval of time. After meeting
with the ferry, the successor gets back to its normal operation and sets the timer to a
specific value. If the timer expires, the successor moves toward the ferry again. Apart
from status checking, the successor may meet the ferry as a regular node for data
exchange. Once the data have been exchanged the timer will be reset again. If the
ferry either does not find the successor within the expected time or the successor itself
informs the ferry to relieve it, then the ferry chooses another successor according to
its capability level with respect to a threshold value.

In distributed election protocol, nodes elect the ferry among themselves for
replacement. Nodes that detect the failure of ferry decide how and when to par-
ticipate in ferry election. Nodes can participate in the election process as candidate
which can become ferry or as an elector that can vote for a candidate to become the
ferry. The backoff delay [32] scheme is used to reduce the number of unqualified
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nodes to become a ferry candidate when a ferry failure occurs. Each node’s backoff
time is derived from its capability level, such that the node with the higher capability
level will have a shorter backoff delay. Each node has to wait for the backoff delay
duration before it can become a candidate for ferry. If during this waiting time, a
candidate is already found then it becomes an elector. The candidates move around
the predetermined path and advertise themselves to the electors. They remain around
the ferry route till the elections are over. Performance evaluation of the protocols,
ferry failure detection, and election are given in [32].

In [33] Zhao et al. presented various algorithms for mobility of the message
ferries in DTNs. Employment of multiple ferries increases the cost but at the same
time improves the network performance as they can handle more traffic load, can
cover greater geographic region and provides reliability in case of a ferry failure.

As there are multiple ferries in the network, so three types of interaction are pos-
sible namely no interaction, ferry relaying, and node relaying. In no interaction,
ferries do not exchange messages while in ferry relaying ferries exchange messages
directly and in node relaying the exchange of messages among the ferries take place
via a stationary node. Ferry route design with multiple ferries is NP hard and it is
designed in such a way to minimize the overall traffic delay in the network [33].
In this work, four algorithms have been proposed for ferry route design which try
to minimize the delay. These algorithms have been designed in three phases. First
two phases focus on minimizing the total weighted delay and the last phase further
extend the ferry routes to meet the desired bandwidth requirements. Different algo-
rithms exploit different type of interaction between the ferries. These algorithms are
described below.

(1) Single-Route Algorithm (SIRA) In this algorithm, there is a single route on which
all the ferries move with same speed and different timings. Thus, a node can
communicate with all the ferries in the network. The average delay between
two nodes is the sum of the time a node waits for the ferry and the time taken
by the ferry to carry that data to the destination [33]. The ferry route is chosen
that minimizes the overall weighted delay in the network. To design such a
route, Traveling Salesman Problem (TSP) [34] is considered. In this case, the
optimizing parameter is the overall weighted delay rather than the length of the
route. For any particular route, the achieved data rate is directly proportional to
the time for which a node remains in contact with the ferry. Therefore, a ferry has
to spend more time near the nodes which do not have sufficient time to transmit
or receive the messages. This can be achieved by changing the speed of the ferry.
Since the speed of the ferry has been assumed to be constant; therefore, there are
detours in the ferry route near these nodes and these detours should be as short
as possible so as to reduce the delay.

(2) Multi-Route Algorithm (MURA) In this algorithm, different ferries follow differ-
ent paths and data are not relayed between the ferries. The algorithm calculates
estimated weighted delay (EWD) whenever a node is assigned to a ferry. The
EWD is the total delay contributed by the traffic in which source and destina-
tion are on the same route and when they are on the different routes. The EWD
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depends on the total data rate, weight of the route and maximum data rate of the
route [33]. In this algorithm, four types of operations are possible on the ferry
routes which are described below.

a. overlap It used to overlap the two routes using the overlapping node which
incurs minimum EWD. The number of ferries in each route does not change.

b. merge It is used to combine two routes into a new route and the total number
of ferries in the new route is the sum of the ferries in the individual routes.

c. merge It is again used to combine two routes. The only difference is that the
number of ferries is one less than the sum of the ferries in both the routes.

d. reduce This reduces the number of ferries in a route by one and can only be
applied to the routes with more than one ferry.

Initially, every node is assigned to the ferry which incurs minimum EWD. It
does so by identifying the best overlap or merge operation and best merge- or
reduce operation, and then chooses the one with minimum EWD. This process
is repeated until the numbers of ferries are reduced to a minimal number. The
algorithm further modifies the node assignment to ensure that there is a path
between every source and destination pair and the traffic of every route is lower
than the maximum capacity of the route.

(3) Node Relaying Algorithm (NRA) In this algorithm, ferries interact with each other
via a stationary node. The whole network region is divided into cells. Ferries
are assigned to the cells that carry data within the cell and also relay the data to
the different cells. If the source and the destination are present in different cells,
a ferry forwards data to those cells that intersect the line segment joining the
source and destination nodes by performing an overlap function on the adjacent
ferry routes. This algorithm also takes into account the traffic load on each cell
e.g., cell present at the center of the grid has large traffic to handle. Initially, a
single ferry is assigned to each cell, then the EWD of each route is computed
and one of the remaining ferries is assigned to the cell with maximum EWD.
The assignment of the ferry to a route decreases the EWD of that route. This
assignment continues until all the ferries are allocated to the cells.

(4) Ferry Relaying Algorithm This algorithm is similar to NRA with a difference
that data are relayed between the ferries directly. Therefore, it accounts for the
synchronization of the ferry routes. If the length of the two routes is not same
then the ferries meet each other at irregular intervals and they have to carry the
message for a longer period of time. It is assumed that the routes have same
length and the ferries meet each other at the boundary of the two cells which
are called contact points [33]. The ferries move in the opposite direction in
the two adjacent cells, so that they are synchronized. The length of the ferry
route must be proportional to the number of ferries in that route and length of
segment between the contact points should be of same length. Initially, a route
is constructed that contains only the contact points. Further, more nodes are
inserted in the route between the contact points that are closest to the node, and
this process is repeated till all the nodes are included in the route.
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In [35] Ammar et al. discussed about the solution to the Stability Problem and Min-
Max Buffer Problem (MMBP) which arise when message ferries are used in mobile ad
hoc networks. The Stability problem addresses whether there exist a scheme, such
that all the regular nodes have a bounded buffer at any time. The bounded buffer
implies that instead of having infinite size buffer every node has a limited amount
of buffer size. The MMBP describes the design of a ferry route in such a way that
minimizes the maximum buffer size required for any node. It is assumed that the
node numbered i generates data at the rate ri and the transfer between ferry and
node occurs at the rate r f . The r f is assumed to be very high i.e., tending to the
infinity. The buffer of every node is bounded if the rate at which a node generates
the data are less than the rate at which it is transferred to the ferry between each
consecutive visit of the ferry to the same node. It is also assumed that the ferry visits
the nodes periodically, because periodic route of the ferry also provides optimal
solution to the Min-Max buffer problem [35]. If the data rate of every node is same,
then the total buffer filled at any node is directly proportional to the length of the
path traveled by the ferry. In other words, the problem of finding the optimal buffer
is converted to a Traveling Salesman Problem [34]. If the distance between each
pair of nodes is unity and the nodes have different data generation rates then there
exists 4/3 factor approximation algorithm [35] for Min-Max buffer problem. This is
calculated by modeling the problem into a pin-wheel scheduling problem [36–41].
From the pin-wheel scheduling algorithm it is calculated that

OPT ≥
K∑

n=1

(rn) (5.3)

where rn is the rate of data generation by the node n and OPT is the optimal value
of buffer size.

5.2.3 Infrastructure in Form of Access Points and Data MULEs

In [17] Jain et al. described an energy efficient data retrieval method by exploiting the
mobility of some special nodes called Mobile Ubiquitous LAN Extensions (MULEs)
in wireless sensor networks. In WSNs, the nodes not only have to transfer their own
data but also forward the data of some other nodes which result in lot of energy
consumption. So a method is needed to minimize the energy loss of the sensor nodes
in order to maximize their life. This can be achieved by employing the MULEs in
the network that passes through the sensor nodes. These MULEs have large buffer,
capable of short-range wireless communication and receive data from the sensor
nodes and deliver them to the access points. Figure 5.3 shows the architecture of the
MULEs system.

The MULE architecture has been divided into three tiers. The lower tier is com-
posed of sensor nodes that periodically collect the data from the surroundings. The
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Fig. 5.3 The three tier
system [17]

middle tier consists of mobile nodes named MULEs which move around the sensor
networks to gather the data collected by the sensor nodes. The upper tier has fixed
access points which receive the data gathered by the MULEs in the middle tier. These
access points are responsible for processing and storage of the information received
from the MULEs. The MULE architecture is energy efficient, scalable, and reliable
through acknowledgments. But it suffers from data latency which can be removed by
proper positioning of the sensor nodes, access points, the MULEs mobility model,
and many other parameters.

The MULE system is designed to reduce data success rate, latency, and energy
spent in communication between the MULE and the sensor node. Success rate is the
ratio of the data transferred to the access points to the data generated and latency is the
total time spent from the generation of the message to its delivery to the access point.
An analytical model has been proposed in [17], which tries to minimize the above-
mentioned parameters. Energy consumption of the sensor nodes can be minimized by
reducing the sensor duty cycle, which is done by increasing the contact time between
MULE and the sensor node [17]. Latency can be further reduced by having MULE-
to-MULE communication. Simulation results under various parametric studies can
be referred in [17].

5.2.4 Infrastructure in Form of Buses and Road Side Units

In [42] Wang et al. described a Traffic Infrastructure-Based Cluster Routing Protocol
with Handoff (TIBCRPH) in Vehicular ad hoc networks (VANETs). In this scheme,
it is assumed that each node is aware of its own position through Global Positioning
System (GPS). The source node also knows the location and velocity of the destination
node. Due to high mobility, the nodes in VANET can suffer frequent breaks in their
routes. The existing traffic infrastructure is used to divide the whole network area into
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multiple clusters in order to achieve the efficient transmission of the messages. Each
cluster has a cluster head and some member nodes associated with it. The existing
traffic infrastructures are used as cluster heads within the cluster. The members
of a cluster can communicate with each other directly and the cluster heads can
communicate either through wired or wireless mode of communication. The clusters
may overlap with each other and a handoff metric [42] is needed to find the new
cluster head of the vehicles when they move across the overlapped region. The dot
product of a vehicle’s velocity vector and the direction vector of its two neighboring
cluster heads is calculated. The product is used to determine the ID of the most
suitable cluster head among the two for this vehicle. This selected node will then
be the new cluster head of the vehicle and the vehicle will communicate with other
vehicles through this new cluster head.

In order to send a message using this protocol, the source node first obtains the
location of itself and the destination node through GPS. If the source node is in one
hop range of the destination node, it sends the message directly to the destination
node. Otherwise, the source node puts the location of the destination node in the
message header. The source then finds its cluster head (say M1) using the handoff
metric and passes the message to M1. Using the handoff metric, M1 finds the cluster
head (say M2) of the destination node and sends the message to M2 via the backbone
network. M2 then extracts the destination location from the message and finally
passes the message to the destination node.

In [43] Luo et al. proposed a Mobile Infrastructure-Based VANET Routing pro-
tocol (MIBR) in urban environment. Two different types of vehicles namely buses
and cars are employed which constitute the road traffic. The buses are used as the
mobile infrastructures which participate in the routing and forwarding of packets.
They constitute the mobile backbone to facilitate multi-hop communication between
the vehicles. The buses can improve the network connectivity as they have fixed
travel lines and powerful sending abilities with a larger transmission range. Each bus
has two wireless interfaces which work on two different channels, while the ordi-
nary cars have only a single interface. The first channel is used for communication
between two cars or between a car and a bus with a transmission range R1. The
second channel is used for communication between the buses with a transmission
range R2 such that R2 > R1.

It has been assumed in [43] that vehicles move in form of clusters due to the traffic
lights. Each vehicle knows its location through GPS and has a digital street map with
it. The source vehicle can also get the destination information with the help of a
location service mechanism. Each vehicle periodically sends beacon packets which
contain its location information and the information about the type of the vehicle
(Bus or Car). The working of the MIBR protocol is divided in two parts:

1. Selection of an optimal route In MIBR, the route consists of a sequence of road seg-
ments which are chosen one by one with the best transmission quality. The number
of buses present in a road segment is proportional to the density of the total vehi-
cles moving on the road i.e., more is the number of buses, more is the number of
vehicles on the road segment. The hop count of each road segment is calculated
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by the expected density of the buses present on the segment and the length of
the road. The road segment and its estimated hop count are stored in a route
table. The mathematical details of the hop count calculation for each segment can
be referred from [43]. The sending vehicle or the intermediate vehicle near the
junction selects the next forwarding road segment by checking the route table. It
chooses the best neighboring road segment with minimum estimated hop count
to the destination. Once the expected hop count for each road segment is known,
the total hop count for a particular path can be easily calculated.

2. Efficient forwarding of the packets The MIBR protocol uses the “bus first” strategy
to forward the packets on the road segments. The MIBR prefers buses as the next
hop instead of the ordinary vehicles due to their longer transmission range. When
the packet approaches a junction, the vehicles on the next road segment have
higher priority than the vehicles on the same road to be selected as the next hop
for packet forwarding. The “bus first” strategy used to select the forwarding next
hop vehicle is summarized below [43].

• If the next road segment contains any buses, then the bus closest to the junction
after the next junction is chosen. Otherwise, the ordinary car which is closest
to the junction after the next junction is chosen.
• If there are no vehicles on the next road segment and the packet is being carried

by a bus, then a bus is chosen on the same segment which is closest to the next
junction. Otherwise, a vehicle is chosen on the same segment which is closest
to the next junction.
• If there are no vehicles on the next road segment and the packet is currently

being carried by a car, then a bus is chosen on the same segment which is closest
to the next junction. Otherwise, a vehicle is chosen on the same segment which
is closest to the next junction.
• If no better forwarding vehicles are available then the packet is dropped.

5.3 Conclusion

In this chapter, a brief outline of various routing protocols for the infrastructure-based
OppNets have been presented. These protocols use some form of infrastructure for
routing and forwarding of messages in this type of network. The infrastructure used
by them is either fixed infrastructure which is present in form of infostations or
mobile infrastructure which is present in form of message ferry and data MULEs.
The message ferrying scheme is discussed under various network environments like
wireless sensor networks, highly partitioned and sparse mobile ad hoc network, etc.
These schemes provide various types of benefits in different network scenarios. For
example, tree-based message ferrying scheme saves the energy of regular nodes and
other message ferrying schemes discussed reduces the delay and the buffer space
requirement in the message delivery. Various ferry replacement techniques have
also been discussed to handle the case of ferry failure. While this chapter has not
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covered all the routing protocols available in infrastructure-based OppNets, it tries
to give a summary of the research techniques used by discussing a few protocols
designed in this area. Further, this study even identifies some important and explicit
characteristics of each protocol along with their areas of application.
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Chapter 6
Opportunistic Routing in Mobile Ad Hoc
Networks

Pramita Mitra and Christian Poellabauer

Abstract Routing in opportunistic mobile ad hoc networks (MANETs) is charac-
terized by intermittent and sporadic communication opportunities between portable
devices. As a result, a path between the source and the destination(s) may only exist
for a brief and unpredictable period of time, thereby leading to network partition.
Most existing routing approaches store data packets locally and forward them when in
reach of a mobile peer that carries the data packets closer to the destination. Through
a survey of recent literature, this chapter will provide an overview of the routing
protocols that exploit intermittent communication opportunities for increased data
transmission success in MANETs, and characterize them using the following three
aspects: (1) how does the protocol discover and exploit the intermittent communi-
cation opportunities in a mobile environment? (2) How does the protocol address
multicast, which is a common data dissemination pattern in an opportunistic com-
munication environment? and (3) What kind of real-world applications are enabled
by the use of opportunistic routing protocols?

6.1 Introduction

Current trends in networking-architecture developments, e.g., delay and disruption-
tolerant networks, aim to deal with the disconnections that naturally and frequently
arise in wireless environments. There are many asynchronous applications, e.g.,
e-mail, multimedia messaging, cached web access, file sharing, and blogging, which
do not require continuous network access. Opportunistic networks (OPNETs) is a fast
emerging paradigm that is created out of mobile devices carried by people, without
relying on any preexisting network topology [1]. In OPNETs, network irregularities
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Fig. 6.1 An example of
exploiting opportunistic com-
munications

such as frequent disconnection, network partition, and node mobility are considered
as norms. To that end, some of these irregularities are even used as techniques to
provide communication opportunities between disconnected groups of nodes, rather
than a drawback to be solved.

Because of the above unconventional approach to handle network irregularities,
routing is one of the most challenging issues in the design of OPNETs. To that end,
a complete path between source and destination is often unavailable. OPNET rout-
ing protocols solve this problem by removing the assumption of physical end-to-end
connectivity and allow disconnected nodes to exchange messages. In OPNETs, inter-
mediate nodes store messages when there is no forwarding opportunity toward the
destination, and exploit any future contact opportunity with other mobile devices to
bring the messages closer to the destination [2–4]. Figure 6.1 illustrates an exam-
ple of how opportunistic communications can be exploited to exchange messages
between disconnected nodes in an urban environment. As shown in Fig. 6.1, Bob
wishes to send a message to his family but has no 2G/3G connectivity. He oppor-
tunistically forwards the message using the Bluetooth radio in his phone to another
car driving in the same direction as his residence. The car moves through the traffic
in the city, and transfers the message using a Wi-Fi link to a school bus going in
the same direction as Bob’s residence. Next, the bus forwards the message using its
Bluetooth radio to the cellphone of a kid who is disembarking at bus stop in the same
area where Bob lives. When the kid walks past Bob’s residence on his way to home,
the message is finally delivered to its destination. As is shown in this example, a net-
work connection between the source and destination was never available; however,
by opportunistically exploiting contacts among heterogeneous devices, the message
is delivered hop-by-hop closer to the destination, and eventually is received by the
destination.
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Through a survey of the key research approaches to routing in OPNETs, this
chapter provides a detailed overview of the routing protocols that explicitly focus
on exploiting connection opportunities for routing in an intermittently connected
network. The remainder of this chapter is organized as follows: Section 6.2 dis-
cusses the various aspects of routing in OPNETs and proposes an analytical frame-
work to characterize the recent relevant research approaches. Section 6.3 provides a
detailed overview of a number of routing protocols designed for OPNETs. Section 6.4
discusses a few applications that are enabled by use of opportunistic communica-
tions. Section 6.5 identifies a few challenges in current research efforts and Sect. 6.6
concludes the chapter.

6.2 What is an Opportunistic Mobile Ad Hoc Network?

Opportunistic Networks is an emerging communications paradigm that supports a
“whenever, wherever” style of communications between mobile nodes. In OPNETs,
no assumption is made about the availability of an end-to-end path between the source
and destination(s)—in fact they might never be connected to the same network at the
same time, but still be able to exchange messages between them.

Figure 6.1 illustrates an example of how communication opportunities change
with time in OPNETs due to node mobility. OPNETs typically comprise heteroge-
neous wireless devices in motion (e.g., portable devices carried by mobile users,
vehicles, etc.) that form dynamic clusters or islands of connectivity. These devices
take advantages of radio contacts with peers as and when they become available, and
cooperate in routing data. It may take multiple discontinuous wireless contacts or
hops before the data is transferred from the source to the destination over a period of
time. As shown in Fig. 6.1, there is no direct path from node S to node D at any given
time. Packets from S can be delivered to D if intermediate nodes store-and-forward
the packets in the following fashion: at time t1, node S sends the packet to node 2; at
t2 > t1, node 2 forwards the packet to node 3; and at t3 > t2 > t1, node 3 forwards
the packet to node D.

This section presents a set of definitions of OPNETs, elaborated by recent related
research efforts, which in turn provide guidelines for building a framework that is
used to analyze these existing research efforts.

6.2.1 Definition

The term “opportunistic” with regard to wireless networking implies the tendency
of network devices to exploit available resources in the network as and when possi-
ble. Several concepts behind OPNETs originate from the research efforts on delay-
tolerant networks (DTN) that has been conducted within the Internet Research Task
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Fig. 6.2 An example of how node mobility creates communication opportunities in OPNETs at
time interval t1, t2 and t3 (t3 > t2 > t1)

Force.1 DTNs are characterized by their lack of connectivity, resulting in unavail-
ability of instantaneous end-to-end paths between source and destination(s). As a
result, DTN routing protocols must take to a “store-and-forward” approach, where
data is incrementally moved and stored throughout the network in hope that it will
eventually reach its destination(s). Pelusi et al. [3] argues that there is no clear sepa-
ration of concepts for OPNETs and DTNs; however, OPNETs correspond to a more
general and flexible concept which includes DTNs. To that end, DTNs assume a
priori knowledge of Internet-like topologies in which several links between gate-
ways could be available just at certain (possibly unspecified) times, and routes are
typically computed via legacy Internet techniques by taking into consideration the
link unavailability just as another component of link cost. On the other hand, in
OPNETs it is not mandatory to have a priori knowledge of the network topology—
instead, routes are computed at every hop before a packet is forwarded and thus each
single node acts as a gateway. Phanse et al. [5] proposed a more formal definition
of OPNETs, which is the following: “Opportunistic networks are intrinsically fault
tolerant for they are not limited by the end-to-end connectivity assumption. These
networks are distributed and self-organizing in that the control and management is
largely up to the individual devices or users (within the boundaries defined by the
network operator’s policies, if part of a commercial network). The communication
in these networks is localized, i.e., decisions such as routing are made by devices

1 http://www.dtnrg.org/docs/specs

http://www.dtnrg.org/docs/specs
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based on locally available information. Opportunistic also means being able to take
advantage of locally accessed global information, where devices implicitly convey
global reachability information strictly through local interaction.”

In the last few years, there have been a lot of research activities focusing on various
applications of multi-hop mobile ad hoc networks (MANETs). Originally conceived
for military applications, MANETs have recently found increasing applications in
many civil scenarios such as search and rescue operations, sensor networks, connect-
ing students on campus, sharing free Internet connection etc. MANETs are similar
to OPNETs in that neither network relies on a centralized entity; their architecture
is decentralized by definition. Due to node mobility, nodes connect and discon-
nect as they move in and out of communications range. Connection and disconnec-
tion may also happen because devices are turned on or off unpredictably. However,
MANET routing algorithms focus on end-to-end communications paradigm, which
takes both user mobility and limited resources into account. Link failures due to fre-
quent connection/disconnection are treated as anomaly and handled by employing
route management/recovery strategies. On the other hand, routes are formed online
in OPNETs with the data message being forwarded one link at a time, as links in
the route become available. OPNETs are, therefore, an extension of MANET with
the end-to-end communications paradigm relaxed or removed, if necessary. Hence,
the rest of this chapter will refer to OPNETs as opportunistic mobile ad-hoc networks
(OPMANETs).

6.2.2 Challenges of Routing in OPMANETs

OPMANETs are highly challenged networks with intermittent connectivity and vari-
able link performance. In such environments, complete end-to-end routes from the
source node to the destination(s) may not exist from time-to-time or at all. In addi-
tion, the links are unstable and may change or break quickly. In order to make
communications possible in OPMANETs, the routing protocols often extend the
“store-and-forward” approach used in DTNs to “store-carry-forward” approach—in
this approach, there are situations when a suitable next-hop node may not be imme-
diately found for the current node to forward the data to. In that case, the current
node will need to buffer the data until the node gets an opportunity to forward the
data and must be capable of buffering the data for a considerable duration [2]. The
difficulties in designing a protocol for efficiently and successfully routing messages
to their destination(s) in OPMANETs are outlined in Table 6.1.

6.2.3 Analysis Framework

Using these above perspectives, this book chapter proposes a simple framework to
analyze the existing routing protocols in OPMANETs, choosing three main axes to
characterize them. These axes refer to the following questions:
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Table 6.1 Challenges in routing in OPMANETs

Designing a routing protocol for OPMANETs requires many challenges to be addressed.
For example:
• Bad Forwarding Decision. Due to intermittent connectivity and node mobility in

OPMANETs, nodes connect and disconnect to and from the network frequently.
As a result, nodes often make bad forwarding decisions, i.e., they fail to forward
data to the best relay node(s)

• Connection Unpredictability. Making routing decisions in OPMANETs is a non-trivial
problem. To that end, it is highly difficult to determine which nodes are the best
carriers because the contact duration and data transfer rate are highly unpredictable
and intermittent

• Data Dissemination. The main idea for OPMANET applications is to share physical
resources and sensor information with other devices in the network in a spontaneous
and ad hoc fashion. It is not easy to provide reliable multi-hop, multi-destination
communications in OPMANETs with intermittent and unpredictable connectivity

• Resource Constraints. The devices in OPMANETs are handheld mobile devices with
limited battery power, computational capabilities, and storage. As OPMANETs
could be very sparse, the current node may have to buffer data for a long period of
time and also from time-to-time keep trying to find a suitable node to forward the
data to—thereby leading to drain on the local resources. This situation can become
worse when a bad forwarding decision is made, which may cause the packets to
be delayed indefinitely

• Privacy and Security. In order to support data or communications authenticity and integrity
and provide protection of user identity, strong security and privacy algorithms need
to be implemented. However, the available algorithms are too complex or run too
slow on resource-constrained mobile devices

• User Interaction. The mobile devices in OPMANETs are mostly personal devices carried
by human users. Most applications in OPMANETs are pervasive in the sense
that they would not require active user participation for most of time; however,
some of the received data may require some kind of instantaneous reaction. It is
not easy to design a general user interaction model for OPMANETs because the
user interaction requirements vary depending on the application, urgency of the
delivered information, and device capabilities

• Discovery and Dissemination. How does the protocol discover and exploit the
intermittent communication opportunities in a mobile environment? How does
the protocol provide reliable multi-hop, multi-destination data delivery, which is a
common data dissemination pattern in an opportunistic communication environ-
ment?
• Resource Usage. How does the protocol impact on the battery power, CPU usage,

and memory of the local device while participating in a peer-to-peer opportunistic
communication environment with intermittent connectivity?
• Applications. What kind of real-world applications are enabled by the use of

OPMANET routing protocols? What are their quality of service (QoS) require-
ments?

The remainder of this chapter will use these aspects to characterize a number of
recent routing protocols in OPMANETs.
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6.3 Routing in Opportunistic Mobile Ad Hoc Networks

Routing is the one of the most compelling challenges in the design of OPMANETs
due to intermittent and unpredictable connectivity, lack of knowledge about the fre-
quently changing network topology, and resource constraints of mobile devices.
Figure 6.3 shows a possible taxonomy of the routing algorithms in OPMANETs
with respect to how they disseminate data to destinations. Based on the number of
copies of a data message forwarded by each node, the routing algorithms can be
broadly classified into four categories: Forwarding-based (single copy) approach,
Flooding-based (multiple copies) approach, Hybrid approach, and Social behavior-
based approach. In the forwarding-based approach, the data message is forwarded
to only one single node in each step of routing. This approach tries to reduce the
buffer usages and the number of messages transferred in the network at the expense
of increased CPU usage (for finding a suitable next-hop node), long delays, and
low delivery ratios. On the other hand, flooding-based approaches may generate
multiple copies of the same data message—the copies of the message can either
be spread in the network like a disease epidemic or each copy can be routed sepa-
rately for increased efficiency and robustness. This approach achieves lower delays
and higher delivery ratio at the cost of increased storage requirement and higher
number of data message transmissions. The hybrid approaches combine features
from forwarding-based approaches with flooding-based approaches to achieve low
data dissemination latency while limiting the network overheads. Lastly, the social
behavior-based approaches make forwarding decisions using locally observed pat-
terns about social ties between nodes to predict future contact opportunities. This

Routing Approaches in OPMANETs
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Fig. 6.3 A taxonomy of routing approaches in OPMANETs
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section provides an overview of these various routing algorithms and characterizes
them using the analytical framework proposed in Sect. 6.2.

6.3.1 Forwarding-Based Approaches

Based on how the forwarding decision is made (i.e., how the best next-hop node
is chosen), the forwarding-based routing approaches can be divided into the fol-
lowing two sub-categories, (1) direct transmission-based forwarding—protocols in
this category limit the number of hops traveled by a data message, and (2) context-
based forwarding—protocols in this category exploit the context in which the nodes
are operating to decide which node to forward the data message to as well as
whether it should transmit the message immediately or hold the message until it
meets a better node. Context-based forwarding can further be divided into four sub-
sub-categories, i.e., (1) history/estimation-based forwarding, (2) location-based for-
warding, (3) mobility-based forwarding and (4) link asymmetry-based forwarding.
History/estimation-based protocols allow a node to make better forwarding deci-
sion by estimating the forwarding probability of its neighbors based on historical
data. Location-based forwarding protocols use locations of nodes as the context to
make forwarding decisions—the best next-hop node is the one that moves the data
message closest to the destination. Mobility-based protocols allow a node to make
better forwarding decision by estimating the forwarding probability of its neighbors
based on mobility patterns/traces. Link asymmetry-based protocols exploit asym-
metric communication opportunities in heterogeneous OPMANETs for increased
data transmission success and lower latency. This subsection provides a detailed
overview of the forwarding-based approaches.

6.3.1.1 Direct Transmission-Based Forwarding

Direct transmission-based forwarding approaches minimize the number of data mes-
sage transmissions by limiting the number of hops traveled by the data message
between source and destination(s). Spyropoulos et al. [6] proposed a 1-hop forward-
ing approach which allows the source to hold onto the data message and deliver to
the destination(s) only when they are within transmission range. This approach has
minimal overhead, but the delay could be very long as it is unbounded. Grossglauser
et al. [7] proposed a 2-hop forwarding approach based on a theoretical framework, in
which nodes freely roam around the network and every node gets close to any other
node for a random time duration per time slot. Within this framework, a node sgives
a message, addressed to destination node t , to another randomly chosen 1-hop neigh-
bor r . The node r transmits the message to the destination t when it happens to be
within the communications range of t . Hence, a message will only travel 2-hops and
no message will be transmitted more than twice. This scheme claims that a message
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Fig. 6.4 Example of 1-hop direct transmission-based forwarding approach [6]

is always guaranteed to be delivered, even if its delivery time is averaged over many
time slots.

6.3.1.2 Context-Based Forwarding

Context-based forwarding approaches exploit the context in which nodes are oper-
ating so as to identify suitable next hops toward the eventual destinations. Context-
based forwarding approaches can be divided into the following four types:

1. History/estimation-based forwarding. History/estimation-based protocols allow
a node to make better forwarding decision by estimating the forwarding proba-
bility of its neighbors based on historical data. Protocols in this category differ in
the parameters they use for making this estimation; commonly used parameters
are previous connection/disconnection time between nodes, local residual battery
level, mobility rate, and number of messages forwarded by a neighbor in the past,
etc. Jain et al. [8] proposed a knowledge-based routing scheme, which is the first
study in this area. Depending on the amount of knowledge available about network
topology characteristics and traffic demand, they defined four knowledge oracles.
Each oracle presents some particular knowledge of the network, e.g., schedule
of meetings between nodes. This approach applies traditional shortest path rout-
ing techniques to OPNETs by exploiting the knowledge oracles. Messages are
forwarded over the shortest path using source routing techniques. This approach
was extended by Jones et al. [9], who proposed minimal estimated expected delay
(MEED) routing. MEED computes the expected delay using the observed con-
tact history, in which a node records the connection and disconnection time of
each contact over a sliding history window. Link-state updates are propagated
to all nodes in the network using an epidemic link-state protocol. The routing
table is recomputed each time a contact arrives and before a message is to be
forwarded, resulting in per contact routing. Tan et al. [10] proposed a shortest
expected path routing (SEPR) to maintain a topology map at each node to every
other node. SEPR calculates the link forwarding probability based on history data
of the duration of last contact between two nodes. Each message stored in buffer
is assigned an effective path length (EPL); the value is set at infinity when it is
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inserted in the cache for the first time. When two nodes meet, they exchange the
EPL values—a smaller EPL value suggests a higher probability of delivery. When
a node receives a smaller EPL, it will update its local EPL value. As a result, dur-
ing the cache replacement procedure, those messages with smaller EPL values
to the destination are removed first. EPL is also used in deciding which nodes
to forward the messages. Using SEPR protocol, the same message could be for-
warded to multiple nodes to increase reliability and to reduce delay. Musolesi
et al. [11] proposed context-aware routing (CAR) protocol in which each node
in the network is in charge of producing its own delivery probabilities toward
each known destination node. Delivery probabilities are exchanged periodically
so that, eventually, each node can compute the best carrier for each destination
node. The best carriers are computed based on the multiattribute utility theory
applied to generic attributes of the node’s context, e.g., the residual battery level,
the rate of change of connectivity, the probability of being within reach of the
destination, and the degree of mobility. When the best carrier receives a message
for forwarding, it stores it in a local buffer and eventually forward it to the des-
tination node when met or, alternatively, to another node with a higher delivery
probability. Burgess et al. [12] proposed a protocol called MaxProp to schedule
transmission of messages to its peers and determine which messages should be
deleted when buffer space is almost full. Messages are scheduled based on the
path likelihood to peers, which in turn is computed using historical data. In addi-
tion, several complementary mechanisms, e.g., acknowledgments, head-starts for
new packets, and lists of previous intermediaries are used.

2. Location-based forwarding. In the location-based forwarding approaches, nodes
will choose the neighbor which moves the data message closest to the destina-
tion(s). LeBrun et al. [13] proposed a method using the motion vector (MoVe) of
mobile nodes to predict their future location. The MoVe scheme uses the knowl-
edge of relative velocities of a node and its neighboring nodes to predict the closest
distance between two nodes in future. After the future locations are calculated,
messages are passed to nodes that are moving closer to the destination(s). Shen et
al. [14] proposed a relay-based routing scheme, called interrogation-based relay
routing (IBRR), for ad hoc satellite networks where nodes are required to buffer
data for a certain period of time until the node gets an opportunity to forward it.
In IBPR, the nodes interrogate each other to learn more about network topology
and node capacity to make intelligent routing decisions. Given the dynamic topol-
ogy and heterogeneity of an ad hoc satellite constellation, it is very difficult to
decide whether or not to forward the data to a given node. To make good routing
decisions, satellites use a one-hop look-ahead strategy in which the locations of
neighboring nodes and their neighboring nodes are tracked. The parameters being
used to make forwarding decisions are spatial and orbital locations of the candi-
dates, bandwidth of the inter-satellite links, relative velocity/mobility between two
nodes, vicinity to other satellites and ground stations, capability of the candidates
satellites, and data transmission time. Lin et al. [15] propose indoor geographic
routing protocol (INGEO) for mobile ad hoc networks, in which the velocity dis-
placement vectors are used for relocating the mobile nodes. Basagni et al. [16]
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handle client mobility by forwarding messages to all one-hop neighbors located
inside a Forwarding Zone (FZ) in the destination’s direction. To that end, they
proposed distance routing effect algorithm for mobility (DREAM), which uses a
probabilistic mathematical model to define the FZ, based on the locations of the
source and destination(s) and nodes in one-hop neighborhood. The FZ covers a
circular region capturing all possible locations of the roaming subscriber since
the last location update. Location-based forwarding approaches incur additional
overhead while obtaining location updates of their own and neighboring nodes.

3. Mobility-based forwarding. The mobile devices in OPMANETs move while fol-
lowing certain known patterns such as walking along a street or driving down
the highway. Such regular motion patterns help the intermediate nodes to make
accurate estimation of which nodes move toward the destination with higher
probability. Leguay et al. [17] proposed a strategy that uses a high dimensional
Euclidean space, called mobility pattern spaces (MobySpace) where each axis
represents a possible contact between two nodes, and the distance along an axis
measures the probability of that contact to occur. Two nodes that have similar sets
of contacts, and that experience those contacts with similar frequencies, are close
in the MobySpace. The best forwarding node for a message is the node that is as
close as possible to the destination node in this space. In this virtual contact space,
the knowledge of all the axes of the space also requires the knowledge of all the
nodes that are circulating in the space. This full knowledge, however, might not be
required for successful routing. Becker et al. [18] proposed model-based routing
(MBR) that uses world models of the mobile nodes for a better estimation of the
locations of the relaying nodes and the receiver, without flooding the network.
World models contain location data (e.g., road maps or building charts) and user
profiles indicating the motion pattern of users; these location and user profiles are
used by MBR to choose a relay that moves toward the target with higher proba-
bility. Chen et al. [19] proposed a mobility-based forwarding approach for nodes
moving along on a highway. This approach takes advantages of predictable node
movement that creates connection opportunities to relay messages in a store-and-
forward fashion in an intermittently connected vehicular ad hoc network with
frequent network partitions. Messages are propagated greedily each time by for-
warding it to the neighbor closest to the destination. Two kinds of transmission
schemes are used, i.e., pessimistic forwarding and optimistic forwarding, which
are distinguished by how long the messages are allowed to stay buffered at inter-
mediate nodes. To that end, a pessimistic forwarding scheme drops a message
when no suitable next-hop node is found. On the other hand, in optimistic for-
warding, messages without next hops may remain on intermediate nodes for some
time, hoping that physical movement of nodes eventually creates a forwarding
opportunity. Jetcheva et al. [20] proposed a realistic approach in which traces
from a real-life scenario are used for modeling of user mobility. This approach
uses a fleet of city buses as mobile nodes to obtain mobility trace data which
is then used to simulate potential latency and routing characteristics, assuming
various radio coverage models. Su et al. [21] study the usage of real user mobility
and opportunistic pair-wise contacts to form OPMANETs. Their study revealed
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that nodes exhibit signs of regularity and affinity of contact. Furthermore, in many
cases, success of message delivery from any source to destination is not evenly
distributed among the intermediary nodes—this observation can potentially be
used by the source nodes for making better routing decisions.

4. Link asymmetry-based forwarding. Link asymmetry is a common phenomenon in
OPMANETs due to varying transmission ranges, node mobility, heterogeneous
radio technologies, and irregularities in radio ranges and path and packet loss
patterns. Link asymmetry-based forwarding approaches in OPMANETs exploit
asymmetric communication opportunities for shorter delay; however, the cost
of discovering asymmetric links in the network is often non-negligible. Sang et
al. [22] proposed a novel neighbor discovery technique based on a new one-
way link metric in order to identify high reliability forward asymmetric links.
They presented a local procedure for their estimation. Duros et al. [23] proposed
a modification to the well-known Internal Gateway Protocol OSPF to handle
asymmetric satellite links by sharing neighbor tables in Hello packets. Wang et al.
[24] proposed a routing protocol for power constrained networks with asymmetric
links, where they discover an asymmetric neighbor with the help of a mutual
third-party proxy set. Mitra et al. [25] proposed a protocol, called asymmetric
geographic forwarding (A-GF), which discovers and exploits asymmetric links
in a network, i.e., instead of eliminating these links, A-GF uses them for routing to
reduce the routing hop count (and latency) and to increase the routing reliability
when there are no symmetric paths available. A-GF modifies the “Hello message”
approach of GF to discover asymmetric links, proactively monitors the changes
in conditions of discovered links, and ranks neighbors based on perceived link
stability. During routing, a node considers both this ranking and the progress a
neighbor can make towards the sink location in terms of geographical distance
(thereby considering both reliability and performance). Figure 6.5 shows the
asymmetric link discovery and notification procedure in A-GF. In Fig. 6.5a, when
node B gets a periodic Hello packet from node A, B checks if it is recorded in the
neighbor list in the received packet. If B is listed in A’s neighbor list, then both
A and B can hear each other and the link A↔B is symmetric. If B is not listed
in A’s neighbor list, B knows that the link A→B is asymmetric. In A-GF, node
A and B are defined as the up-link node and the down-link node. In general, an
asymmetric link is usable in the direction from the up-link node to the down-link
node. However, only B is aware of the asymmetric link A→B, but A would not be
able to exploit it. Sending a direct (single hop) report from B to A is not possible.
Therefore, A-GF routes a small control message, called asymmetric notification
(AN), toward the location of the up-link node A, along a multi-hop tunneling path
to notify node A of the existence of the outgoing asymmetric link.
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Fig. 6.5 Asymmetric link discovery and notification in A-GF [25]

6.3.2 Flooding-Based Approaches

In OPMANETs, applications often require to distribute data among a group of nodes.
When the group size is greater than one, the delivery semantics is usually multicast
in which the data is intended to be delivered to all members in the same multicast
group. Multicasting has often been realized by flooding in wireless networks. The
heuristic used by flooding-based algorithms is that data should be diffused all over
the network because no knowledge about an appropriate next-hop node is available.
Flooding-based techniques work well in highly mobile networks with many com-
munication opportunities between nodes. In addition, such routing approaches result
in shorter message delivery delay in highly mobile networks, only at the expense
of high resource consumption. To that end, flooding-based approaches suffer from
high contention and may potentially lead to network congestion due to large num-
ber of data transmissions associated with flooding. Consequently, flooding-based
approaches employ a variety of policies to limit flooding, e.g., imposing a maximum
number of hops to each data message, or by limiting the total number of message
copies present in the network at the same time.

6.3.2.1 Epidemic Routing Approaches

Epidemic routing algorithms constitute a key class of algorithms in OPMANETs
that belong to the category of flooding-based approaches. As suggested by the term
“epidemic”, the routing approaches in this category diffuse data in the network in a
fashion similar to diseases or viruses (i.e., by means of pair-wise contacts between
nodes). A node is susceptible to infection when it has not yet received the data
message. A susceptible node becomes infected when it comes into contact with an
infected node and receives the message from it. After catching the infection, the
infected node stores the message locally and it is healed when (if at all) it delivers
the message to the destination node(s). A healed node also becomes immune to
the same disease and does not provide relaying of the same message. Vahdat et
al. [26] proposed the first routing algorithm in this category; they showed that the
epidemic algorithm ensures that a sufficient number of random exchanges of data
in the network guarantee all nodes will eventually receive all messages. Due to
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their inherent flooding nature, epidemic routing algorithms result in high energy
and bandwidth consumption. Vahdat et al proposed to set a bound on the flooding by
assigning a hop count limit to each message when it is generated. When the hop count
limit is one, the message can only be sent directly to the destination(s). Spyropoulos et
al. [6] proposed a technique called spray-and-wait to control the amount of flooding.
During the spray phase, L copies of the data message are initially spread over the
network by the source node or other nodes to L distinct relays. If the destination
was not found during the spray phase, each node holding a copy of the message will
perform direct transmission during the wait phase. Binary spray-and-wait is another
variant of the basic spray-and-wait protocol and produces better performance. In this
approach, the source node sends half of the copies of the message to the new relay
node, and keeps the other half. The source node and relay nodes repeat this procedure
until there is only one copy left, at which point it switches to direct transmission.
Su et al. [21] presented an experimental study to test the feasibility of using user
mobility and consequent opportunistic pairwise contacts to form an OPMANET
inside a college campus. Using commodity mobile devices, they instrumented two
user studies for experimentally collecting trace data of user contacts. The approach is
unique in that they did not have a predetermined model of user mobility. The results
of the experiment are promising, showing that user mobility can potentially be used
to form a network. Using this trace data, they simulated an idealized network using
epidemic propagation, and observed that nodes exhibited signs of regularity and
affinity of contact. The authors further observed that the success of message delivery
from any source to destination(s) was not evenly distributed among the intermediate
nodes, and they suggested that this fact should be used by source nodes for making
better routing decisions.

6.3.2.2 Location-Based Approaches

Geocasting protocols [27–31] are a class of flooding-based protocols that send mes-
sages from a source to all hosts located in a specific geographical region. When
a node inside the geocasting region receives the messages, it shares the messages
with other group members inside the geocasting region by flooding the messages.
Group membership changes whenever a mobile node moves in or out of the geocast-
ing region. Leontiadis et al. [32] proposed a VANET-based routing protocol, which
allows the publishers to produce events (traffic alerts/notifications) for a particular
subscription area/point of interest described by a geographic grid. Multicasting is
realized by restricted flooding inside the subscription area. To minimize the number
of broadcasts in the subscription area, a small number of event/notification repli-
cas are created, and vehicles carrying those replicas serve as mobile info stations.
However, these protocols only consider a special case of multicast where all the
subscribers are located inside a specific geographic region. Therefore, they are not
suitable for more general cases where the subscribers are arbitrarily located anywhere
in the network, as multicasting to the subscribers requires flooding the entire network.
Various cluster-based protocols [33–35] have been proposed to alleviate flooding,
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where the network is partitioned into several disjoint and equally sized cell regions.
A cluster manager handles all communications for its cluster, and is responsible
for communications with managers of neighboring clusters. Cluster-based protocols
thus alleviate flooding, but increase management overheads.

6.3.2.3 History/Estimation-Based Approaches

Burns et al. [36] proposed the meetings and visits (MV) routing protocol, which is
a further step beyond epidemic routing. Messages are exchanged during pair-wise
contacts as in epidemic routing. However, the MV protocol introduces a further com-
plex method to select the messages to forward to a new contact. The choice depends
on the probability of previously encountered nodes to successfully deliver messages
to their eventual destinations. The delivery probability relies on recent-past obser-
vations of both the meetings between nodes and the visits of nodes to geographical
locations. Lindgren et al. [37] proposed a similar approach, called probabilistic rout-
ing protocol using history of encounters and transitivity (PROPHET) that calculates
a probabilistic metric for message forwarding. This metric is called delivery pre-
dictability and it indicates the probability of successfully delivering a message to
the destinations from the local node. PROPHET operates in a similar way as the
epidemic routing. When two nodes meet, they exchange summary vectors contain-
ing the delivery predictability vector. If two nodes meet very often, they have high
delivery predictability to each other. On the other hand, if a pair of nodes does not
meet each other in a while, they are intuitively not good forwarders of messages
to each other. Hence, the delivery predictability values must age (i.e., be reduced)
as time passes. The authors showed in their simulation results that the overhead
of PROPHET is lower than that of epidemic routing. Balasubramanian et al. [38]
proposed resource allocation protocol for intentional DTN (RAPID), in which they
presented opportunistic routing as a resource allocation problem. The goal of RAPID
is to minimize one of three routing metrics, e.g., average delay, missed deadlines, and
maximum delay, using a utility function. This function assigns a utility value, Ui to
every packet i , based on the metric being optimized. To that end, Ui is defined as the
expected contribution of packet i to this metric. RAPID replicates those packets first
which result in the highest increase in utility. For example, if the metric to optimize
is average delay, the utility function is defined as Ui = −D(i), i.e., the negative of
the average delay. Hence, the protocol replicates the packet that results in the greatest
decrease in delay. Due to the inherent flooding nature, RAPID attempts to replicate
all packets if network resources are available.

6.3.2.4 Network Coding-Based Approaches

Flooding-based algorithms also include network coding-based approaches [39] that
take an original approach to limit message flooding. Just to give a classical example,
assume A, B, and C are the only three nodes of a small network. Let us assume that
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Fig. 6.6 Example of network coding-based forwarding

node A generates the data message “a” and node C generates the data message “c.” In
order to distribute their data to all other nodes, nodes A and C send their messages to
node B. Instead of sending two separate data messages for “a” and “c,” respectively,
node B broadcasts a single message containing “a” XOR “c.” Once “a” XOR “c” is
received, both nodes A and C can finally infer the data messages sent by the other
source (i.e., node A can infer “c” and node C can infer “a”). Network coding-based
routing approaches outperform basic flooding, as they are able to make data delivery
with a fewer number of messages injected into the network.

6.3.3 Hybrid Approaches

As stated above, flooding-based approaches work well in highly mobile networks
with many communication opportunities between nodes arising due to node mobil-
ity. However, these approaches generate high overhead, network congestion and
may suffer from high contention. Several hybrid approaches have been proposed in
recent literature, which combine features from forwarding-based approaches with
flooding-based approaches to achieve low data dissemination latency while limiting
the network overheads. To that end, a forwarding-based approach is used to get the
data message as close to the destinations as possible. Once the data message gets
close to the destinations, flooding-based approaches are used to disseminate the data
in the surrounding. Tchakountio et al. [40] proposed the Spray routing protocol,
which is an integrated location tracking and forwarding scheme. The idea behind
spray routing is that even though a highly mobile node may not be in the location
last reported by the location tracking mechanism, it is likely to be in one of the
surrounding locations. Consequently, by “spraying” the data message to the vicinity
of the destination’s last-known location, the algorithm attempts to deliver packets
to the destination even if it moves to a nearby location during the location tracking
convergence time. The data packet is first unicast along a ray to a node in the vicinity
of the destination’s last known location before being multicast in that vicinity area.
The magnitude of the spraying depends on the mobility; the higher the mobility, the
larger the vicinity. Nain et al. [41] proposed a relay-based approach, called mobile
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relay protocol (MRP) that is used in conjunction with epidemic style broadcasting.
To that end, MRP integrates message routing and storage in the network. The basic
idea is that if a route to a destination is not available, a node performs a controlled
local broadcast to its one-hop neighbors. All neighbors receiving this broadcast store
the data message and enter the relaying mode. In the relaying mode, the MRP pro-
tocol first checks its routing table to see if an end-to-end route of less than d hops
exists. If so, the data message is forwarded to the destination(s). If no valid route
is found, the MRP protocol enters the storage mode, which involves the following
steps: if the message is already stored in the current node’s buffer, then the older
version of the message is discarded and the new version is stored given the buffer is
not full. In case the buffer is full, the MRP protocol removes the least recent message
from the buffer and relays to a single random neighbor. In a network with sufficient
mobility, it is quite likely that one of the relay nodes to which the packet has been
relayed will encounter a node that has a valid route to the destination, thereby increas-
ing the likelihood that the message will be successfully delivered. Mitra et al. [42]
proposed a hybrid overlay multicast protocol for OPMANETs, called Courier that
creates potential overlay multicast trees using the location and velocity of the source
node and destinations. The construction of the overlay multicast tree is guided by a
mobility prediction model. Each node is represented by a circular region called node
forwarding zone (NFZ); the center of the NFZ is the last-known location of the node
and its radius is equal to the last-known velocity of the node times the time duration
since last location update. The NFZ, by definition, captures all possible locations in
all directions to which the mobile destination could have moved to at its last-known
velocity. During multicast, once the data message enters the NFZ of a destination, it
is broadcasted by all nodes inside that circular region. Thus, Courier ensures that the
data message is delivered to the mobile destination even if it is no longer at its last-
known location. Courier reduces the overlay multicast group management cost by
using a bandwidth efficient location update scheme. Between two overlay nodes in
the multicast tree, the data message is forwarded using a location-based forwarding
protocol that exploits transient communication opportunities between mobile nodes.

6.3.4 Social Behavior-Based Approaches

Exploiting social behavior for increasing routing efficiency in OPMANETs has
recently received considerable attention in research community. To that end, social
behavior-based approaches use social-based metrics derived from contacts between
devices to make opportunistic forwarding decisions with low overhead. Many
approaches implicitly assess the strength of “social” ties between nodes, using met-
rics such as time of last encounters between nodes [43] or frequency of contacts as
a hint of similarity between mobility patterns [44]. However, these simple metrics
may only capture one facet of the underlying mobility patterns, which can in turn
hinder good contact predictions. Complex network analysis is a further generic and
powerful tool to formulate and solve the problem of future contact prediction. Past
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Fig. 6.7 Example of mobility
prediction-based hybrid mul-
ticast in Courier [42]

observed contacts between nodes are aggregated into a social graph, with graph edges
representing past meetings between the vertices. Two nodes who often meet either
have a strong social tie (friends), or they are frequently co-located without actually
knowing each other (familiar strangers); thus, existence of an edge intends to have
predictive capacity for future contacts. Protocols using such explicit knowledge of
social relationships have been proposed to improve efficiency over socially agnos-
tic protocols in OPMANETs. Hui et al. [45] proposed a routing protocol, called
Bubble Rap that uses the patterns of contacts between users/nodes to classify the
users into various distinct social communities, which in turn are used as context for
routing. Bubble Rap gives preference to nodes belonging to the same community of
the destinations as good forwarding candidates. If such nodes are not found, Bubble
Rap forward the message to the nodes that have more chances of contact with the
community of the destinations. Daly et al. [46] proposed SimBet that assesses “sim-
ilarity” (i.e., the number of neighbors two nodes have in common) to detect nodes
that are part of the same community, and “betweenness centrality” (the fraction of
shortest paths between each possible pair of nodes going through this node) to iden-
tify bridging nodes, that could carry a message from one community to another.
The decision to forward a message depends on the similarity and centrality values
of the newly encountered node, relative to the current one. If the former node has
a higher similarity with the destination, the message is forwarded to it; otherwise,
the message stays with the most central node. The goal is to first use increasingly
central nodes to carry the message between communities, and then use similarity to
“home in” to the destination’s community. Mtibaa et al. [47] proposed PeopleRank
in which nodes are ranked using a tunable weighted social behavior. Similar to the
PageRank idea, PeopleRank gives higher weight to nodes if they are socially con-
nected to other high profile nodes of the network. The authors developed centralized



6 Opportunistic Routing in Mobile Ad Hoc Networks 163

and distributed variants for computing the PeopleRank metric and used real mobility
traces of nodes and their social interactions for evaluation. PeopleRank delivers mes-
sages with near optimal success rate close to epidemic routing, while reducing the
number of message retransmissions by 50 % compared to epidemic routing. These
approaches identify “strong social ties” among mobile devices, inferred either from
contact behavior or declared friendship. Zyba et al. [48] explored the role and poten-
tial of non-social, vagabond devices for communication and data dissemination. They
used experimental traces to study fundamental properties of human interaction; the
traces were broken down in multiple areas and mobile users in each area were clas-
sified according to their social behavior. Socials are devices that show up frequently
or periodically, while Vagabonds represented the rest of the population. Their study
of the traces revealed that in some situations (specifically, beyond a "tipping point"),
population size had a greater impact on the effectiveness of data dissemination than
the social status of devices. To that end, an analytic model was proposed that for-
mally characterizes the relationship between population size and the social behavior
of users, and identifies a simple formula for determining when data dissemination
through Vagabonds outperforms dissemination through Socials.

Summary: Section 6.3 classified routing protocols in OPMANETs into four dif-
ferent categories: forwarding-based, flooding-based, hybrid, and social behavior-
based. The forwarding-based approaches were further divided in two categories:
direct transmission-based and context-based. Table 6.2 summarizes the various cat-
egories of routing protocols, using the analytical framework proposed in Sect. 6.2.

6.4 Real-Life Applications of Opportunistic Networks

In OPMANETs a network is typically separated into several network partitions called
regions. Traditional applications are not suitable for such environments because they
normally assume an end-to-end connection from the source to the destination(s). The
applications that are suitable for OPMANETs are typically asynchronous in nature
and tolerant of long delay and high error rates. This section discusses in detail of
a few applications of OPMANETs and specifically provides insights on the routing
approaches used by these applications.

6.4.1 Urban Environments

The Haggle project2 was a four-year project, started in January 2006 and funded by
the European Commission3 and was targeted at providing solutions for communica-
tions in OPNETs. Haggle performed an extensive study of the properties of pocket

2 http://www.haggleproject.org.
3 http://cordis.europa.eu/ist/fet/comms-sy.htm.

http://www.haggleproject.org
http://cordis.europa.eu/ist/fet/comms-sy.htm
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Table 6.2 Summary of the OPMANET routing protocols

Routing approach Analysis framework Features

Direct
transmission-
based approaches

Dissemination Direct transmission-based approaches mini-
mize the number of data message trans-
missions by limiting the number of hops
traveled by the data message between
source and destination(s)

Resource usage They minimize transmit power consumption;
but they assume infinite storage space
which is not realistic for mobile devices
in OPMANETs

Applications The assumption of complete mixing of node
trajectories so that every node can get
close to every other node in the network
limits the applications enabled by this
category of routing protocols. As a result,
these approaches have the fewest number
of real-life applications

Context-based
approaches

Dissemination These approaches exploit the context (e.g., his-
torical data, location, mobility pattern
etc.) in which nodes are operating so as
to identify suitable next hops toward the
eventual destinations

Resource usage They generate more number of copies of a mes-
sage in the network but achieve shorter.
Moreover, these approaches have higher
computational and storage overheads
because nodes need to maintain states
about other nodes in the network

Applications They enable a variety of asynchronous, delay-
tolerant applications in which some kind
of context information about participat-
ing nodes are available

Flooding-based
approaches

Dissemination Flooding-based approaches work well in
highly mobile networks with many com-
munication opportunities between nodes
arising due to node mobility. The most
common dissemination method is epi-
demic routing

Resource usage They generate high overhead, network con-
gestion and may suffer from high con-
tention. Approaches usually differ from
one another in the methods they employ
to limit flooding overheads

Applications These approaches are simple to implement
and have the highest number of real-life
applications

(continued)
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Table 6.2 continued

Routing approach Analysis framework Features

Hybrid
approaches

Dissemination These approaches combine features from forwarding-
based approaches with flooding-based
approaches. First, a forwarding-based approach
is used to get the data message as close to
the destination as possible. Next, the data
is disseminated in the surrounding using a
flooding-based approach

Resource usage Hybrid approaches achieve low data dissemination
latency while limiting the overheads

Applications These approaches enable asynchronous applications
that require multicast/group-based communica-
tion semantics

Social behavior-
based approaches

Dissemination These approaches use social-based metrics derived
from contacts between devices to make oppor-
tunistic forwarding decisions. Such approaches
implicitly/explicitly assess the strength of
“social” ties between nodes, using metrics such
as time of last encounters between nodes, fre-
quency of contacts as a hint of similarity
between mobility patterns, or complex network
analysis

Resource usage They have low communications overhead but incur
high computational and storage overheads
because they need to maintain states about
encountered nodes to assess their social behav-
ior

Applications These approaches often use real-life mobility traces
to make forwarding decisions and as a conse-
quence, result in very high contact prediction
accuracy. Suitable for urban applications with
high user mobility and regular mobility patterns

switched networks (PSNs), i.e., OPNETs that can exploit any contact opportuni-
ties between devices (e.g., cell phones and PDAs that users carry in their pockets) to
forward messages. The project put special emphasis on measuring and modeling pair-
wise contacts between devices. To that end, pair-wise contacts between devices were
characterized by the means of two parameters: contact durations and inter-contact
times. The duration of a contact is the total time that two tagged mobile devices are
within reach of each other. On the other hand, the inter-contact time is defined as
the time in between two contact opportunities between the same two tagged devices.
While the contact duration directly influences the capacity of OPNETs because it lim-
its, the amount of data that can be transferred between nodes, the inter-contact time
influences the feasibility of OPNETs and the delay associated with them. To char-
acterize contact durations and inter-contact times occurring in real-world environ-
ments, various sets of traces, e.g., logs collected by the APs of university campuses,
by devices carried by students and researchers in their university and laboratories,
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Fig. 6.8 Example of social community-based forwarding in Bubble Rap [45]

and by the participants to some international conferences, were collected and ana-
lyzed. The analysis of all the traces had led to the conclusion that both inter-contact
times and contact durations are characterized by heavy-tailed distribution functions
that approximately follow power laws. The Haggle architecture enables a social and
context-aware content-sharing service that exploits a context definition designed for
OPNETs. The service uses the users’ social behavior patterns to identify content that
might be relevant to the communities a user interacts with. More specifically, these
interaction patterns allow the system to improve forwarding decisions by probabilis-
tically predicting future user contacts.

Heinemann et al. [1] proposed adPASS, an OPNET framework that disseminates
advertisements among interested users in an urban environment, using a word-of-
mouth recommendation style approach. For example, assume Alice carries a mobile
device with her. A personal profile, stored on her device, stores her interests and
knowledge. The device is able to match her profile with other nearby devices by com-
municating wirelessly and without user interaction. On the other hand, a shop has put
a fixed device next to the shop window. This device announces digital advertisements
from the shop to passersby. As Alice passes the shop window, her device learns about
the special offer for digital cameras. Alice physically carries the advertisement with
her and passes it further to other users she encounters. All users interested in the ad
(including herself and her colleague Bob) might take the chance and visit the shop
in order to buy the advertised product. Data dissemination relies solely on one-hop
communications and uses a node’s profile to carry out its task. When two nodes
detect a match in their node profiles, they exchange data. The physical movement
of nodes is utilized to distribute the data. adPASS also makes use of Information
Sprinklers for implementing time-shifted information pass, i.e., users who are at the
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same place but at a different time are able to share information with one another. As
an example, consider a user Alice who goes to a local coffee bar at 10 every morning.
User Bob visits the same place each afternoon. Alice and Bob will never meet and
thus come into communications range while visiting that coffee bar. In this situation,
an Information Sprinkler installed in the bar can collect all information of all users
visiting the bar. This allows Alice to leave her information at the Sprinkler in the
morning and Bob to learn about this information from the Sprinkler in the afternoon.

6.4.2 Monitoring

Wildlife monitoring is another possible domain of applications of OPMANETs. It
focuses on tracking wild species to understand their behavior, interaction, and mutual
influence on one another, and as well as their reaction to the ecosystem changes caused
by human activities. Researchers use OPMANETs as a reliable, cost-effective, and
non-intrusive means to monitor large population of animals roaming in vast regions.
Systems for wildlife monitoring generally include special tags with sensing capacity
to be carried by the animals under study, and one or more base stations to collect the
data from the tags and send them to the processing center. Base stations can be fixed
or mobile; however, in both cases data collection from all the deployed tags is quite
challenging. As a consequence, routing protocols exploit pair-wise contacts between
the animals to let them exchange the data already collected. Eventually, each animal
carries the data collected on its own and the data collected by other animals it has
encountered. ZebraNet [49] is an interdisciplinary ongoing project at Princeton Uni-
versity and its deployment scenario is the vast savanna area of central Kenya. The
animals to be tracked are zebras wearing special collars. The base station consists of
a mobile vehicle for the researchers, which periodically moves around in the savanna
and collects data from the zebras encountered. Two alternative protocols have been
considered for data collection in ZebraNet. The first one is simple flooding-based;
each collar sends all its data to each encountered neighbor until the data eventually
reaches the base station. The second one, named history-based protocol, proposes
that each node selects only one of its neighbors as relay for its data. The selected
node is the one with the highest probability to eventually encounter the base station.
Each node is thus assigned a hierarchy level (initially zero) that increases each time it
encounters the base station, and conversely decreases after not having seen the base
station for a certain amount of time. When sending data to a relay node, the neighbor
to be selected is the one with the highest hierarchy level. Simulation results show that
both forwarding protocols outperform the direct protocol, in which each collar has
to directly communicate with the base station to upload data. Moreover, the history-
based protocol outperforms flooding in terms of bandwidth and energy consumption.
Small et al. [50] proposed the shared wireless infostation model (SWIM) that mon-
itors whales using special tags. Data is replicated and diffused at each pair-wise
contact between whales (similar to the flooding protocol of ZebraNet) and finally
arrives to special SWIM stations that can be fixed (on buoys) or mobile (on seabirds).
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Hence, both whale-to-whale and whale-to-base station communications are allowed.
From the SWIM stations, data messages are eventually forwarded onshore for final
processing and utilization.

Pompili et al. [51] proposed a geographic routing solution for delay-insensitive
underwater sensor network applications. Such networks consist of sensors and vehi-
cles deployed to perform collaborative monitoring tasks over a given underwater
region for a variety of applications, e.g., oceanographic data collection, pollution
monitoring, offshore exploration, disaster prevention, assisted navigation, tactical
surveillance, and mine reconnaissance. The proposed solution aims to efficiently
exploit the underwater acoustic channel and minimize the energy consumption. The
protocol increases the efficiency of the channel by transmitting a train of short pack-
ets back-to-back and limiting the packet error rate by keeping the transmitted packets
short. Each node is allowed to select its best next-hop node, the transmission power,
and the forward error correction code rate for each packet. Furthermore, it tries to
exploit those links that guarantee a low packet error rate, in order to maximize the
probability that the packet is correctly decoded at the receiver. For these reasons,
the energy efficiency of the links is weighted with the number of retransmissions
required to achieve link reliability, with the objective of saving energy.

6.4.3 Connecting Developing Areas

OPMANETs can be used to provide Internet connectivity to rural and developing
areas where they are typically the only affordable way to help bridge the digital
divide. One such example is the DakNet Project [52] which is aimed at realizing a
very low-cost asynchronous ICT infrastructure so as to provide connectivity to rural
villages in India. To that end, kiosks are built up in villages and equipped with dig-
ital storage and short-range wireless communications. Periodically, mobile access
points (MAPs) mounted on buses, motorcycles, or even bicycles pass by the village
kiosks and exchange data with them wirelessly. MAPs can download data stored at
the kiosks, and upload them to the Internet when passing by an access point (AP)
in a nearby town. Similarly, MAPs may download, from the Internet, the requested
data and bring it to villages. DakNet has the potential to support Internet/Intranet
messaging (e.g., email, audio/video messaging, and mobile e-commerce), data dis-
tribution (e.g., public health announcements, community bulletin boards, news, and
music), and collection (e.g., environmental sensing, voting, health records, and cen-
sus). A similar model is used to implement a hybrid real-time and store-and-forward
Wi-Fi mesh network in Kigali, Rwanda.4 As part of a hybrid village area network
(VAN) implemented to provide real-time Internet access at various sites throughout
the capital of Kigali, a unique store-and-forward connectivity is demonstrated in the
countryside. Throughout all the implementation, major emphasis is put in the for-
mation and training of a local technical team in order to ensure the proper transfer

4 http://www.firstmilesolutions.com/projects.php?p=rw-dk.

http://www.firstmilesolutions.com/projects.php?p=rw-dk
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of technology and its associated knowledge. Eventually, the local team is capable of
operating, troubleshooting, and expanding the network at will. The Saami network
connectivity (SNC) project [53] aims to provide network connectivity to the nomadic
Saami population of the reindeer herders. Saami herders live in the northeast part
of Sweden, Norway, and Finland and move from their villages through the year
following the migration of reindeers. Providing network connectivity to the Saami
population is a means to protect and defend their habitats, culture, and traditions
while also supporting their integration into the modern society of their countries.
The network connectivity enables the Saami to achieve economic growth through
distance work and Internet-based business. Network-based services can also allow
Saami children to receive their education without the need to leave their parents to
attend boarding schools. Network connectivity can also give Saami more visibility,
and let them have more influence in the political and economic affairs of their coun-
try. In its initial stage, the SNC project has only focused on providing email, file
transfer, and cached web services to the Saami people. Reindeer herd telemetry is
also going to be provided to support the herding activity itself.

6.5 Discussion

Based on the existing researches and the unique characteristics of OPMANETs,
there are still a few research issues that are far from being adequately addressed. To
that end, this chapter found a few gaps in many of the current OPMANET routing
approaches that will pose significant challenges in future as more applications tar-
geted at OPMANETs come into existence. The key observations made in this chapter
are listed below.

6.5.1 Advanced Personal Mobile Devices Should be Used
for Increasing Network Capacity

The rapid proliferation of sophisticated mobile devices (e.g., smartphones and tablets)
equipped with powerful processors, abundant memory, and an ever-increasing num-
ber of sensors (e.g., to capture user location, audio/video, ambient light, etc.) presents
the potential of building large-scale dynamic OPMANET applications. These devices
are suited for large-scale OPMANET applications because they are always mobile,
which makes it very likely that there will be devices at the right place at the right
time to successfully accomplish the required forwarding task, thereby increasing the
network capacity.
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6.5.2 Use of Heterogeneous Devices and Radio Technologies
Should be Encouraged for Increasing the Number
of Communication Opportunities in the Network

One major limitation in all approaches discussed in this chapter is that developers are
currently tied to the specifics of one particular wireless communications technology.
However, the number of devices with diverse radio communications technologies is
increasing (e.g., smartphones and tablets are equipped with multiple radio technolo-
gies such as Wi-Fi, Bluetooth, and RFID) and one should exploit such heterogeneous
communication opportunities for increased data delivery success in OPMANETs. A
solution targeted at providing this type of interoperability should focus on developing
a technology-independent, high-level software application programming interface
(API) for OPMANET applications. Given that many of these heterogeneous devices
use heterogeneous operating systems with some of them being proprietary, the obvi-
ous level for implementing such API is at the middleware level. Such an API will not
only increase the usage lifetime of the applications but also encourage the creation
of new applications by helping to amortize development efforts.

6.5.3 Privacy and Security

OPMANET applications communicate with their surroundings without active user
interaction, and this raises many privacy issues with increasing use of personal mobile
devices in urban environments. These devices store personal data and interests and
thus, while participating in data forwarding, they become vulnerable to the danger
of tracking and monitoring user behavior for constructing user profiles and compro-
mising user anonymity in the network. Current applications that address the issue
of protecting user privacy in OPMANETs either focus on protecting location pri-
vacy [54, 55] or are heavily tailored to the respective applications [56, 57]. Future
research efforts should focus on developing generic privacy and user identity protec-
tion techniques targeted at OPMANET applications. In addition, new security and
data encryption mechanisms should be developed for devices with limited resources
working in a dynamic and distributed environment, as techniques that rely on access
to a centralized service cannot be used, or the assumption that all the intermediate
nodes are trustworthy is no longer valid.

6.5.4 Applications Should be able to Specify Their Quality
of Service Requirements

In OPMANETs, both source and destinations frequently switch states between con-
nection and disconnection to and from the network; as a result, it is very challenging
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to ensure reliable data delivery in such environments. To that end, the loosely coupled
and asynchronous nature of OPMANETs introduces a non-deterministic behavior in
the system, thereby making it very hard to provide QoS guarantees. Future research
approaches should aim at enabling the applications to specify their own QoS require-
ments to the routing protocol, which in turn should include approaches for meeting
those requirements. For example, applications can specify that they require their
multicast data to be persistent, thus ensuring that the messages will not be lost in the
event of a source node failure. Persistent data delivery could be implemented using
policies such as durability of subscription and multicast data storage and retransmis-
sion. To that end, routing protocols could require the source node to log messages in a
stable storage. On the other hand, durability of subscription will allow destinations to
receive the messages sent while they were disconnected from the network. This will
require implementing reliable queues on part of the source nodes—when a destina-
tion that was disconnected rejoins the network and the durability of its subscription
is still valid, the source node resends the stored messages to the client. In order to
minimize duplicated messages and reduce the associated communications overhead,
routing protocols could attach an expiration time to each multicast data message.

6.5.5 Node Location and Velocity Should be Used by Routing
Approaches

Although many of the current OPMANET routing approaches already use node
location, only a handful of them use both location and velocity for making mobility
prediction. To that end, the forwarding approaches should leverage node location
and velocity with simple and accurate link availability estimation algorithms for
making intelligent forwarding decisions. For example, if a contact is not going to
be available until the data message transfer is finished, the routing protocol should
store the message in buffer and wait for future communication opportunities, thereby
saving on bandwidth and energy resources.

6.5.6 Social Behavior-Driven Traces Should be Used
for Deriving Realistic Mobility Models

Since OPMANETs exploit users’ mobility to bridge disconnections and partitions
in the network, it is of high importance to identify realistic mobility models, both
to drive the protocols’ design, and to provide sensible performance results. Mobility
modeling for OPMANETs is emerging as a hot topic since last few years. To that end,
popular models used in MANET research (e.g., the random waypoint model) generate
unrealistic user behavior. To address this problem, mobility models are being recon-
sidered or redesigned based on real users’ mobility traces. A few research projects
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have found that mobility traces can be strongly associated with sociological-inspired
concepts, e.g., periodic association patterns follow sociological orbits defined by
the social behavior and relationship of users. Such social-aware mobility models
have been shown to closely reproduce statistical features of real movement traces,
and are thus very good candidates for designing and evaluating OPMANET routing
approaches. Future research efforts should focus on analyzing mobility traces from
a variety of diverse real-life scenarios for developing realistic social-aware mobility
models.

6.5.7 Hybrid Routing Protocols Should be Further
Investigated for Increasing Data Dissemination Efficiency
in OPMANETs

Hybrid routing protocols combine features from forwarding-based approaches with
flooding-based approaches to achieve low data dissemination latency while limiting
the network overheads. Although Sect. 6.3.3 discusses a few such protocols, we feel
that this class of routing approaches has not been adequately investigated. Future
research efforts should focus on developing hybrid approaches that can dynami-
cally mix-and-match approaches from the set of forwarding-based approaches with
the ones from the set of flooding-based approaches, as the multicast group size
and resources capabilities of the nodes vary in the network. For example, hybrid
approaches typically flood the data message once it gets closer to the destinations.
The size of the flooding region varies depending on a number of factors (e.g., node
mobility, the time duration since last location update from destinations, etc.); if the
flooding region becomes too big, then the hybrid routing protocol should dynami-
cally switch from the basic flooding scheme to a history-based flooding scheme that
will predict the region where the mobile destination is likely to be found, thereby
minimizing the flooding overhead.

6.5.8 Communication Opportunities can be Artificially Created

This chapter focused on the routing protocols that exploit only those communication
opportunities that arise spontaneously when nodes come into contact due to node
mobility, changes in transmission power, etc. On the other hand, there is another
class of routing protocols targeted at sensor networks (which are beyond the scope
of this chapter); this class of routing approaches opportunistically employs additional
mobile nodes to offer a message relaying service as message ferries [58, 59]. These
ferry nodes move around in the network following a predefined trajectory and collect
messages from source nodes. To that end, a source node wishing to deliver data
messages sends a request message to the ferry with its current position and then the
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ferry changes its trajectory to meet up with source node. These ferry-based routing
protocols artificially create communication opportunities in a sensor network, and
they can be further investigated to draw insights to be used in other application
scenarios in OPMANETs, e.g., in an urban scenario, buses that follow a predefined
trajectory can be used as message ferries.

6.5.9 Multi-Tier Routing Protocols can Increase Network
Connectivity at Scale

This chapter discussed routing approaches that focus on a single-tier OPMANET.
However, as suggested by Pelusi et al. [3], future routing approaches should investi-
gate the feasibility of building multi-tier OPNETs, in which each tier of the network
is an OPNET in itself with its own routing protocol that provides communications
among nodes in that tier. Nodes would rely on the upper tiers to reach nodes that are
too far away, thus enabling connection among various groups of disconnected lower
tier nodes in a sparse/partitioned network. The data mule-based routing approach
[60], originally targeted at building multi-tier sensor networks, can provide mean-
ingful insights about building multi-tier OPMANETs for increased connectivity in
large-scale systems.

6.5.10 User Participation Should be Rewarded to Increase
Message Forwarding

Most of the current OPMANET applications typically share a common goal they want
to accomplish (e.g., wildlife/environmental monitoring, providing Internet connec-
tivity to developing areas, etc.). With the increasing use of personal mobile devices
(e.g., smartphones, tablets) for implementing OPMANET applications, the assump-
tion of an altruistic resource sharing environment is no longer feasible. These per-
sonal user devices serve a variety of strictly personal purposes, e.g., surfing the web,
playing games, running other applications, storing calendar, schedules, and con-
tact lists, etc. Since battery, storage, and processing power are limited and precious
resources on such personal user devices, OPMANET applications should provide
means to reward participating users that help in forwarding/disseminating the data
messages. A few recent research efforts [1, 61, 62] have proposed incentive-based
solutions for increasing user participations in OPMANETs; these solutions are sim-
ilar to the incentive-based schemes used by peer-to-peer file sharing systems. Future
research efforts should investigate other approaches for rewarding user participations
in OPMANETs.
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6.6 Conclusion

This chapter provides an overview of the emerging research area of routing in
OPMANETs. While this chapter has not covered all aspects of research or all projects
in this area, it attempts to provide insights in this evolving area by characterizing a
few key research projects using a simple analytical framework—this framework char-
acterizes the routing approaches in terms of three aspects, i.e., data dissemination,
resource management, and applications. The framework reveals that the flooding-
based approaches work best in highly mobile networks in which many communica-
tion opportunities between nodes arise due to node mobility. These approaches are
simple to implement and have the highest number of real-life applications; however,
they generate high networking overhead, network congestion and contention, etc.
On the other hand, hybrid approaches achieve low data dissemination latency while
limiting the networking overheads but they are only suitable for applications that
require multicast/group-based communication semantics. With the recent growth in
use of smartphones and tablets, the social behavior-based approaches are getting a
lot of attention. These approaches use real-life mobility traces to make forwarding
decisions. As a consequence, they result in very high contact prediction accuracy and
low communications overhead. However, they incur high computational and storage
overheads because they need to maintain state information of the encountered nodes
in order to assess their social behavior.

This chapter also outlines a few gaps in the recent research efforts and provides
insights on how to address those gaps in future work. Lack of interoperability is one of
the main shortfalls in the existing OPMANET routing approaches. The accelerating
global popularity of advanced mobile devices boasting powerful processors, abun-
dant memory, and complex sensor capabilities has opened the gateway to building
and deploying large-scale OPMANET applications anytime, anywhere. In order to
be able to completely exploit the benefits offered by these widely available, sophisti-
cated mobile devices which often come with heterogeneous platforms and radio com-
munications technologies, we need to provide interoperability between the routing
approaches designed for specific platforms/wireless technologies. Future research
should investigate the feasibility of developing high-level software API for provid-
ing interoperability to OPMANET applications—such an API has the capability of
not only increasing the usage lifetime of the applications but also encourage the
creation of new applications by helping to amortize development efforts. Another
important aspect of deploying collaborative OPMANET applications on personally
owned mobile devices is that we need to provide means to reward the participating
users—these users share the resources of their personal devices for a common goal
that the OPMANET applications want to accomplish, e.g., wildlife/environmental
monitoring, providing Internet connectivity to developing areas, etc. As a final point,
Lilien et al. [63] argues that OPMANETs are one possible approaches of ultimately
moving toward the goal of pervasive computing, and hence it will be increasingly
important for OPMANET routing solutions to ensure privacy protection on the con-
sumer mobile devices. Future solutions should investigate different approaches for
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privacy protection, e.g., encryption of private data and resources, use of adaptive
sharing policies, etc.

The future research efforts in routing in OPMANETs will require drawing on
expertise from a number of disciplines including (but not limited to) wireless sensor
networks, social sciences, network security, algorithm design and evaluation, distrib-
uted file systems, e-commerce, etc. Our hope is that this book chapter will stimulate
discussion and aid research in this area.
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Abstract This chapter analyses connectivity issues in a particular type of
opportunistic networks: Vehicular Ad hoc NETworks (VANETs). The features
of opportunistic networks well-fit VANETs, characterized by connectivity dis-
ruptions occurring due to quick network topology changes, high vehicle speed
and variable vehicle densities. VANETs provide both intervehicle and vehicle-to-
network-infrastructure communications. Vehicle-to-vehicle communications may
not be the most appropriate interconnection scheme for data delivery in sparse or
totally disconnected scenarios. Vehicle-to-infrastructure communications represent a
viable solution to bridge the inherent network fragmentation that may exist in multi-
hop networks formed over moving vehicles, but a ubiquitous roadside infrastructure
can incur prohibitive deployment and maintenance costs. In this chapter, we present
recent related work focusing on vehicular connectivity models and review hybrid and
opportunistic vehicular communication paradigms designed to improve connectivity.
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7.1 Introduction

Opportunistic networks are one of the most interesting evolutions of mobile ad hoc
networks (MANETs). In opportunistic networks, the assumption of a complete path
between the source and the destination is relaxed: mobile nodes are enabled to
communicate with each other even if a route connecting them may not exist or may
break frequently [1]. Traditional routing protocols for the Internet and MANETs [2]
assume that an end-to-end path exists, thus they fail in opportunistic networks.

Opportunistic networking techniques allow mobile nodes to exchange mes-
sages by taking advantage of mobility and leveraging the store-carry-and-forward
approach. According to this technique, a message can be stored in a node and for-
warded over a wireless link as soon as a connection opportunity arises with a neighbor
node, which is opportunistically used as a nexthop toward the destination [1].

Messages that are cached in the network and wait for an end-to-end path to be
available, can suffer from additional delays in delivery. This is why opportunistic
networks are also considered as a special kind of delay tolerant network (DTN) [3],
providing connectivity despite long link delays or frequent link breaks that can be
caused by nodes moving out of range, environmental changes, interference from
other objects, etc. [4].

Opportunistic networks include: mobile sensor networks [5], pocket-switched
networks [6], and vehicular ad hoc networks (VANETs) [7]. A VANET is a special
kind of MANET in which packets are exchanged between mobile nodes (vehicles)
traveling on constrained paths, in case of vehicle-to-vehicle (V2V) communications,
and between vehicles and road-side access points (APs) (a.k.a. road-side units,
RSUs), in case of vehicle-to-infrastructure (V2I) communications [8].

There are several characteristics that differentiate VANETs from the MANETs.
MANET applications are identical (or similar) to those enabled by the Internet.
In contrast, although VANETs can support them, e.g., enhanced informative ser-
vices, audio/video streaming, and generalized entertainment, they have been mainly
designed to improve the quality of transportation through time-critical safety and
traffic management applications [9]. Additionally, vehicular applications demand
strict communications performance (e.g., timely and reliable message delivery) that
are not always needed in conventional wireless networks.

Vehicles move with higher speeds as compared to MANET nodes: in MANETs
speed ranges from 0 to 5 m/s, while in VANETs speed ranges from 0 to 40 m/s.
Moreover, vehicular networks have to cope with variable network densities induced
by traffic conditions and by mobility patterns: vehicles do not move independently
of each other, but according to well-established traffic models where mobility is
constrained by road topology, speed limits, and traffic lights.

All these unique features let VANETs well fit into the class of opportunistic
networks. On the one hand, the highly dynamic topologies caused by different vehicle
speeds and mobility patterns, e.g., vehicles traveling on the roadway in opposite
directions, are characterized by frequent link breakages that strongly hinder stable
and durable V2V communications. On the other hand, the limited infrastructure
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coverage, because of sparse RSUs settling, may cause short-lived and intermittent
V2I connectivity.

In several research works, protocols and standards have been developed for sup-
porting and improving short-range communications between vehicles and between
vehicles and infrastructure. A special interest has been devoted to analyze connec-
tivity, which has unique features in the vehicular environment and can be deeply
influenced by factors such as vehicle density and speed, and radio communication
range. Connectivity in VANETs has been studied through simulations [10–13, 23]
and analytical evaluation [14–29].

The study of connectivity is not only important to evaluate the performance of
VANETs and to understand packet exchange between vehicles and vehicles and
RSUs, but its modeling and prediction are crucial in enabling network designers
and providers to effectively improve network planning deployment and resource
management, in order to meet applications’ requirements.

The objective of this chapter is to provide a comprehensive understanding of con-
nectivity in VANETs, one the most interesting instance of opportunistic networks.
We provide an extended description of the main factors affecting connectivity and
the models proposed in the literature to characterize it especially in intermittently
connected vehicular networks, and we review hybrid communication paradigms
designed to improve connectivity in challenging network conditions.

This chapter is organized as follows. In Sect. 7.2, we introduce vehicular networks,
their envisioned set of applications and main features. In Sect. 7.3, we overview the
main connectivity issues in VANETs. Recent models that analytically character-
ize V2V and V2I connectivity are surveyed in Sects. 7.4.1 and 7.4.2, respectively. In
Sect. 7.5, we provide an overview of the main state-of-the-art representative solutions
for improving connectivity performance in vehicular networks, particularly oppor-
tunistic approaches and hybrid V2I/V2V solutions. Finally, in Sect. 7.6 conclusive
remarks will be summarized.

7.2 VANETs : An Overview

In the last few years, VANETs have interested several players, from automotive
manufacturers and academia to governmental agencies and standardization bodies,
mainly for the expected deep social and economical impact related to the wide variety
of applications conceived for these environments. Vehicular applications are typically
classified in (i) active road safety applications, (ii) traffic efficiency and management
applications, and (iii) comfort and infotainment applications [9].

Active road safety-related applications are geared primarily toward avoiding the
risk of car accidents and making safer driving by distributing information about
hazards and obstacles. The basic idea is to broaden the range of perception of the
driver beyond his/her field of vision and allowing him/her to react much quicker,
thanks to alerts reception through wireless communications.
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Transport efficiency and management applications focus on optimizing flows of
vehicles by reducing travel time and avoiding traffic jam situations. These applica-
tions, such as enhanced route guidance/navigation, traffic light optimal scheduling,
and lane merging assistance, while optimizing routes also allow reducing gas emis-
sions and fuel consumption.

Although the primary purpose of VANETs is to enable safety applications, non-
safety applications are expected to create commercial opportunities by increasing
the number of vehicles equipped with on-board wireless devices, thus pushing mar-
ket penetration of the technology and making it more cost-effective. Comfort and
infotainment applications aim to provide the road traveller with information support
and entertainment to make the journey more pleasant. They are so varied and range
from traditional IP-based applications (e.g., media streaming, voice over IP, web
browsing) to applications unique to the vehicular environment (e.g., point of interest
advertisements, maps download, parking payments, automatic tolling services).

VANETs applications exhibit very heterogeneous requirements. The main con-
cern for safety applications is finding reliable, low-latency, and efficient methods for
disseminating safety messages. In contrast, non-safety applications have very differ-
ent communication requirements, from no special real-time requirements of traveler
information support applications, to guaranteed quality-of-service (QoS) needs of
multimedia and interactive entertainment applications.

There are several wireless access technologies that may be used for vehicular
communications: such as IEEE 802.11 and wireless wide area network (WWAN)
technologies, like long-term evolution (LTE) and worldwide interoperability for
microwave access (WiMAX) [9]. In recent years, there was a wide consensus on
the use of IEEE 802.11, which is a mature, high-bandwidth and low-cost technol-
ogy with the capability to well fit the multi-hop, distributed, unstable and ad hoc
nature of vehicular environments. To this aim, the IEEE 802.11p standard [30] has
been recently published as an amendment to IEEE 802.11; it is intended to operate
with the IEEE 1609 protocol suite [31] to provide the wireless access in vehicular
environments (WAVE) protocol stack.

In VANETs, there are three primary models for interconnecting vehicles, based
on (i) network infrastructure, (ii) inter-vehicle communications, and (iii) hybrid con-
figuration:

1. The first architecture is an infrastructure-based solution in which vehicles connect
to a centralized server or a backbone network such as the Internet, with the help
of road-side infrastructure, e.g., cellular base stations, IEEE 802.11 APs, IEEE
802.11p RSUs. This approach is illustrated in Fig. 7.1. The infrastructure nodes
have the role of managing the network and providing connectivity to the backbone,
e.g., the Internet, or they could serve as gateways for vehicles to communicate
with transportation authorities. In this configuration, the roundtrip delays for data
dissemination are potentially high, which make such solution unsuitable for safety
applications. Connectivity in this model is subject to availability of infrastructure
and often such solutions are cost intensive. Although the deployment of a dedi-
cated vehicular network infrastructure, e.g., relying on IEEE 802.11p road-side
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Fig. 7.1 An infrastructure-based solution for V2I communications. The RSU coverage is variable
depending on the wireless technology

technology, cannot be considered as a short-term solution, IEEE 802.11 APs are
widely available, especially in urban scenarios. Their low-cost, high-capacity, and
low-coverage nature yields the opportunistic access to road-side communication
infrastructures from traveling vehicles, known as drive-through [32];

2. The second solution exploits direct ad hoc connectivity among vehicles, as
depicted in Fig. 7.2. Depending on the scope of the applications and on the net-
work topology, packets may need to be forwarded at intermediate hops or not,
therefore V2V can be either deployed as multi-hop or single-hop communications.
For instance, multi-hop systems are useful for applications requiring long-range
communications (e.g., traffic monitoring), while single-hop systems are indicated
for applications requiring short-range communications (e.g., lane merging);

3. The third architectural solution is a hybrid configuration that proposes to use
a combination of the two previous communication modes (i.e., V2V and V2I).
Vehicles in range directly connect to the road-side infrastructure, assumed to
be intermittently available, while they exploit multi-hop connectivity otherwise.
The two communication protocols, V2V and V2I, have been developed as part
of the vehicle infrastructure integration (VII) initiative [33], to be adopted in
the vehicular environment. A conceptual VII system is shown in Fig. 7.3, where
data information can be exchanged among vehicles, traffic management centres,
as well as multimedia service providers for entertainment applications. Notice
that the integration of V2V and V2I communications is in general called as inter-
vehicle communication (IVC), that is, in an IVC system, vehicles and all road-side
stations are assumed to have communication capabilities.

In summary, VANETs have some unique features, such as the constrained mobil-
ity pattern, the high vehicle mobility and the quickly changing network topology,
ranging from sparse traffic densities to high car concentration in a small area, the
multi-hop nature of V2V links, and the adverse effects of a hostile environment
on the radio signal propagation. These unique features pose several issues to be
addressed. Among them, modeling connectivity and designing solutions aiming at
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Fig. 7.2 Ad hoc connectivity via V2V

Fig. 7.3 Illustration of conceptual VII systems, as depicted in [29]

improving performance, by tolerating or reducing disruption when connectivity is
sparse and by coping with congestion in crowded network conditions, represent the
main challenging issues, as extensively discussed in next sections.

7.3 Connectivity in VANETs

Connectivity has a great impact on the performance of ad hoc networks, since it
influences factors such as capacity, routing efficiency, and QoS of delivered applica-
tions, such as delay and reliability. This is why it has received a great interest from
the research community.
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Fig. 7.4 Main factors affecting connectivity, as depicted in [14]

Although the connectivity analysis of VANETs is closely related to investigations
on the connectivity of ad hoc and hybrid networks, many challenges and issues are
peculiarities of the vehicular environment. Vehicles’ connectivity is determined by
a combination of several factors, as depicted in Fig. 7.4. Space and time dynamics
of moving vehicles (i.e., vehicle density and speed), density of RSUs, and radio
communication range strongly affect the connectivity in VANETs [14]. Most of
these factors are mutually related.

Common mobility models for MANETs allow node mobility, determined by speed
or pause time according to the random waypoint model (RWP) [34], to be considered
independently of node density in performance evaluation. This is not the case for
VANETs, where the average speed of vehicles is a function of vehicle density and vice
versa (e.g., vehicles travel slower on congested roads). From the traffic theory [35]
it is known that according to macroscopic vehicular traffic models, the behavior of
each vehicle cannot be considered separately, as in microscopic models: all vehicles
are aggregated into a flow which is described in terms of fundamental quantities
including vehicles density (in vehicles per kilometer per lane), flow (in vehicles per
hour per lane), and speed (in kilometers per hour). The values of these parameters
are typically related by the so-called fundamental traffic theory equation, which is
given in [35] by:

q = v × k, (7.1)

where q, v, and k are the traffic flow, average speed, and traffic density, respectively.
Over the years, many models have been proposed for speed–flow–density rela-

tionships [35, 36] but no single theory provides a complete picture of them.
Vehicle density varies significantly depending upon the time of the day and the

location. Mornings and evenings are usually times of heavy traffic density—“rush
hour”—and can suffer from congestion (dense traffic condition); while at off-peak
times (e.g., night-time), roadways can be empty and intervehicle communications are
not possible (sparse traffic and totally-disconnected conditions) [37]. Finally, urban
areas yield high-density scenarios of slow moving traffic, while rural areas have
relatively sparse population of vehicles. In urban environments, vehicle movements
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are restricted by the road topologies, buildings, etc., and affected by traffic density,
which is determined by road capacity, traffic control, and driver behaviors. Traffic
lights have also an important impact on connectivity: vehicles accumulate at red
traffic lights in urban intersections by creating meeting points. However, as a draw-
back, a higher congestion can be experienced if the number of transmitting vehicles
increases.

Vehicles traveling at different speeds are temporally able to communicate each
other, and link disconnections can often occur. Things worsen if vehicles move in
opposite directions, because the contact time interval gets shorter and limits the
amount of data that vehicles can exchange.

Furthermore, the communication range has a direct impact on connectivity. Intu-
itively, a large transmission range must be chosen in order to keep the network
connected, so that a vehicle can establish a link to any other vehicle in the network,
either directly or over multiple hops. Typically, increasing the transmission range
results in decreasing the number of hops between source and destination, leading to
effectively increasing performance. A static transmission range cannot maintain the
network connectivity due to the non-homogenous distribution of vehicles and the
rapid traffic changes. However, in high-density conditions increasing the transmis-
sion range would cause severe degradation to the network performance because of
high interference. Controlling the communication range by adjusting the transmis-
sion power can mitigate the adverse effects of high-density conditions, as proposed
in [38].

It should be noticed that the actual transmission range depends on a number
of factors, such as signal-to-interference-noise ratio (SINR) and receiver sensitivity.
SINR on its turn depends on the transmission power, the interference, and the channel
propagation features.

The unit disk propagation model [39] is largely used to describe channel propa-
gation. It assumes that two mobile nodes are directly connected if and only if their
Euclidean distance is less than or equal to the transmission range. Such a model
is only suitable to model the radio environment on the highways, typically free of
obstacles and buildings and characterized by line-of-sight (LOS) conditions [40] for
short inter-vehicle distances. For larger distances, fading effects, mainly described by
the Nakagami distribution [41], cannot be neglected causing serious additional and
not deterministic attenuations. The log-normal shadowing model is used to model
in a more realistic way signal propagation where the transmit power loss increases
logarithmically with the Euclidean distance between two wireless nodes and varies
log-normally due to the shadowing effect caused by surrounding environment [39].

Urban environments, conversely, are generally dominated by non-LOS (NLOS)
communications, with multiple reflecting objects (e.g., buildings) that degrade the
received signal quality and strength (multipath effect) [42, 43]. In both environments,
due to the relatively low elevation of vehicle antennas, vehicles themselves (e.g. cars,
trucks, buses) can act as obstacles to the signal propagation [44].

Intervehicle connectivity also depends on the market penetration; it is expected
to be low at the initial phase of VANET deployment thus hindering V2V communi-
cations. Connectivity performance varies based on the penetration rate; unequipped
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vehicles physically occupy space and alter the spatial distribution of vehicles and
their mobility [14]. Connectivity improves as the market penetration increases, since
it directly translates in an increasing probability of finding a neighbor that forward
messages. However, a higher number of equipped vehicles may increase the offered
load to the network, thus increasing congestion.

Under quick topology network changes, mainly caused by vehicle speed, and in
sparse (i.e., low density or low market penetration) or totally disconnected scenarios,
vehicles are not always able to communicate, and V2V may not be the most appro-
priate interconnection scheme for some applications, especially non-safety critical
ones [45, 46].

A solution for longer-range vehicular connectivity should consider pre-existing
network infrastructure to enable V2I communications from vehicle to RSUs, and vice
versa. A pervasive roadside infrastructure would be critical to encourage the adoption
of IVC by individual drivers or car companies, since it is expected to take years before
having a market penetration rate that can support efficient V2V communications.

However, the coverage of RSUs may not be complete due to the high costs for
planning, deploying, and maintaining a ubiquitous road-side infrastructure. Candi-
date places for RSU installations could be service areas on a highway, or points of
interests and crossroads in a city that leverage the already existing infrastructure
(i.e., traffic lights, junction box, etc.). V2I connectivity also depends on the specific
wireless technology for the RSUs (i.e., WiMAX, IEEE 802.11p, etc.) that influences
the transmission range and radio coverage.

Most of VANET research has focused on analyzing VANETs as well-connected
networks, e.g., often with the purpose of studying the broadcast storm problem
caused by frequent contention and collisions due to redundant transmissions from
neighboring vehicles in dense network topologies [47]. In contrast, especially at the
early VANET deployment stages, as also argued in [48], we expect that the sparse
RSU settling and the low market penetration rate, coupled with vehicle mobility and
harsh radio propagation conditions, will result into intermittent, poor, and short-lived
V2V and V2I connectivity. In this context, the design of reliable and efficient routing
protocols that can support highly diverse and mainly intermittently connected net-
work topologies is a challenging research topic, which may require the exploitation
of opportunistic techniques.

7.4 Modeling Connectivity in VANETs: Literature Solutions

In this section, we explore recent related works coping with how to model connectivity
in VANETs. Existing analytical models in the literature differ for the assumptions
about vehicles distribution and mobility, the communication type, the number of
communication hops, and the considered connectivity metrics. But, all of them share
the same objective to provide important insights into how the network and road
parameters, such as road topology, traffic density, vehicle speed and transmission
range, affect the network connectivity behavior.
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This section is organized in two subsections that, respectively, introduce the main
related works addressing the connectivity issue in VANETs, on the basis of V2V and
V2I communication modes.

7.4.1 Modeling V2V Connectivity

Vehicular connectivity represents an open issue since it is not always supported, and
messages can be lost or never received.

Given the logistic challenges and the high costs of deploying and testing actual
equipments in vehicles, simulations [10–13], and analytical models [14–23] are the
only feasible and cost-efficient tools for analyzing the fundamental properties of V2V
connectivity. However, due to their (potentially) higher computational efficiency
compared to simulation-based approaches, analytical models are typically preferred.
Moreover, they achieve more general findings compared to simulations that are,
instead, always dependent on the simulation scenario.

The most of existing literature in VANET focuses on modeling the V2V con-
nectivity probability. A largely common assumption in connectivity models is that a
vehicular network is partitioned into a number of clusters [14, 15]: vehicles within a
partition communicate either directly or through multiple hops, but no direct connec-
tion exists among partitions. Such an observation is also supported by simulations
studies [13, 23].

Agarwal and Little [15] characterize a vehicular network by fast-paced vehicles
traveling on constrained paths (roadways) with potentially short-lived connectivity.
A constant speed model is assumed: vehicles exhibit different speed values (i.e.,
from 30 to 120 km/h) that do not change over time. The connectivity in the VANET
is modeled through a graph of the network, which changes at a faster rate compared
to MANET models. The connectivity graph is introduced as a graph, whose vertices
correspond to vehicles equipped with an on-board vehicular communication unit and
whose paths are defined by the short-range radio links; the connectivity over time
can be then analyzed with snapshots of the graph. The graph may be adapted to a
specific environment. Notably, the Freeway model restricts the vehicles’ movement
on several bi-directional multi-lane freeways (i.e., highways), while the Manhattan
model restricts the movements to urban grids (i.e., roads with junctions) [8].

A time-varying traffic density implies a scenario in which there is lack of end-
to-end connectivity between vehicles on the highway, and the network becomes
partitioned. The connectivity graph formed by vehicles can be described as a partition
yielding multiple disconnected subnets (clusters), as illustrated in Fig. 7.5.

Importantly, the work in [28] characterizes the performance of messaging in a
fragmented network under the assumption of delay tolerant networking. Assuming
exponentially distributed intervehicle distances, it is shown that vehicles, modeled as
point objects whose length is not factored, traveling in the same direction are likely to
be disconnected and the probability that two consecutive vehicles are disconnected
is given in [15] as:
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Fig. 7.5 Disconnected vehicle clusters, due to a gap among consecutive clusters, [16]

P{X > R} = e−λR �= 0, (7.2)

where X [m] is the intervehicle distance, λ [veh/m] is the distribution parameter for
inter-vehicle distances, and R [m] is the radio range. Vehicles are considered to be
connected if the intervehicle distance is less than the radio range, i.e., X ≤ R.
Correspondingly, vehicles are considered to be disconnected if the intervehicle dis-
tance is greater than the radio range, i.e., X > R.

The exponential distribution used to generate the intervehicle distances on the
roadway has been shown to be in good agreement with real vehicular traces under
uncongested traffic conditions [48]. The memoryless property of the exponential dis-
tribution [49] implies that the intervehicle distances are independent of each other.
Figure 7.6 shows the connectivity trend as the density ranges from 0 to a 100 vehi-
cles/km, for different values of the radio range parameter R [m]. We can notice
that as the vehicle traffic density increases, the probability of disconnected vehicles
decreases.

Similarly, for the same value of vehicle traffic, it is intuitive that vehicles are
disconnected with increasing probability as the radio range decreases. It is significant
to note that there is always a non-zero probability that vehicles are disconnected.

The work in [14] has analyzed the influence of a number of parameters on the V2V
connectivity modeling, including (i) the vehicle density, (ii) the market penetration,
and (iii) the radio communication range. The authors consider a hash-shaped grid
of N vertical, and N horizontal roads; as in [28], they design the network through a
connectivity graph. Two observed values are considered, i.e., (i) the fraction of vehi-
cles not connected with any other vehicle, i.e., ϕ(t), and (ii) the fraction of vehicles
belonging to the largest connected component of the graph, i.e., θ (t). Vehicle cluster-
ing is addressed both analytically and through simulations. For scenarios with simple
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Fig. 7.6 Disconnected vehi-
cles probability versus the
vehicle traffic density, for dif-
ferent communication range
values
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intersections, the authors show that accurate predictions of the network connectivity
can be made using percolation theory [50], describing the behavior of connected
clusters in a random graph.

In the stationary regime, the authors model the spatial distribution of vehicles
with a Poisson process, and then compute an upper bound on the average fraction of
vehicles that are connected to no other vehicles (i.e., E[ϕ(t)] ). This represents the
situation when the vehicular network is at a state that the rate of vehicles entering
the network is the same as the rate of vehicle leaving it:

E[ϕ(t)] = e−2λρR, (7.3)

where R [m] is the connectivity range enabling short-range intervehicle communi-
cations, and ρ [veh/m] is the vehicle density.

We remind that in one-dimensional networks, the knowledge of inter-node dis-
tances is necessary to analytically model connectivity in VANETs. Many authors
rely on the assumption that the positions of the vehicles can be statistically modeled
with a poisson point process (PPP), e.g., [14, 17, 18, 26, 27]. The PPP has two
main properties, such as (i) the distance between two consecutive points is a random
variable with an exponential distribution with parameter λ, and (ii) given x ∈ R

+

the number of points falling in the finite interval I �=(0, x) ⊂ R is a random vari-
able with a Poisson distribution with parameter λx . Figure 7.7 shows an illustrative
realization of a PPP with parameter λ. Denoting by n the number of Poisson points
falling in, it is possible to define the n-dimensional positions vector as

R
(n) = [R1, R2, . . . , Rn], (7.4)
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Fig. 7.7 An example of a vehicular linear network topology, where vehicles are placed following
a Poisson process

where Ri , with i ∈ {1, 2, . . ., n}, is the distance of the i-th point from the vehicle
source placed in zero.

For what concerns the fraction of vehicles belonging to the largest connected
component, i.e., θ(t), Kafsi et al. [14] consider the probability p that a road segment
(i.e., the portion of road between two consecutive intersections) is covered by a
sequence of connected vehicles. In this vision, the vehicular network is assumed as
an edge percolation model, where each road segment is covered with probability p.

The use of percolation model allows addressing the case of a network with infinite
size, with N →∞. According to [50] it is known that:

E[θ(t)] =
{

0 if p < 1
2

> 0 if p < 1
2

(7.5)

which is termed the percolation phenomenon. It means that there is a critical density
above which a giant connected component appears (super-critical phase), while below
this density, all connected components have a finite size. If the network is large but
finite, its connectivity behavior is not much different. Below the critical density, all
connected components are relatively small, and the largest of them may only contain a
small fraction of the vehicles. On the contrary, above the threshold, a large connected
component forms, containing typically more than half of the vehicles.

Therefore, a “soft” transition from below to above the critical density is expected,
with the fraction of vehicles in the largest cluster suddenly shifts from low values to
values close to one. Notice that these results are valid only if each road segment is
covered independently with the probability p. It follows that the location of vehicles
near intersections may influence the connectivity of adjacent segments. In addition,
the authors show that traffic lights significantly influence the size of largest clusters,
since the commonly observed accumulation of vehicles at red traffic lights can be
beneficial for connectivity as it can sustain V2V communications. However, this
clustering has the drawback of increasing the distance between equipped vehicles
and its fluctuations. Thus, the largest cluster size remains low.

The presence of traffic lights is also considered in the analytical approach in
[21]. The authors propose a stochastic traffic model, which relies on both the fluid
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model and stochastic model, in order to (i) characterize the general flow and the
evolution of the traffic stream, and (ii) take into account the random behavior of
individual vehicles. This method can be also utilized to characterize the connectivity
dynamics inside the VANETs, modeled by stochastic traffic. With the knowledge
of the vehicular density dynamics, the authors determine the probability that the
network within an urban road segment is connected.

The use of percolation theory has been also used in [19] and [20]. Jin et al. in
[19] give a theoretical analysis of the VANET connectivity in Manhattan grids by
investigating the quantitative impact of (i) vehicle density, and (ii) transmission range
on network connectivity. Jin et al. provide connectivity analysis in two different
scenarios, featured with (i) small and (ii) large transmission ranges. Every road
segment between two intersections can be regarded as a bond and the probability
that a road segment is covered by a sequence of connected vehicles is denoted as p.
A bond is said to be open with probability p, and then closed with probability 1 – p.
When the transmission range is small, it can be assumed that whether a bond is
open or not is independent from other bonds, and the bond percolation model can
be applied. This assumption does not hold for large transmission range scenarios
for which the Bollobás model is better suited. In both cases, a network connectivity
indicator threshold is derived, which determines whether the network connectivity
is bad or not.

Given the vehicle density, the model allows calculating the minimum transmission
range to achieve good network connectivity.

In [22] V2V connectivity is investigated in a highway scenario. Similar to some
mentioned works, the authors assume the network can be partitioned and they focus
on two metrics: (i) the platoon size (i.e., the number of vehicles in each connected
cluster), and (ii) the connectivity distance (i.e., the length of a connected path from
any vehicle). Unlike most of other related work that start from a given vehicle distrib-
ution on the road, by leaving unclear the effect of the vehicle’s speed distribution and
the road’s traffic flow, the authors explicitly derive the distribution of the distances
between cars. To more precisely study the effects of speed on connectivity, they
provide bounds obtained by using stochastic ordering techniques, by following the
work of Miorandi and Altman [51] for 1-D ad hoc networks, which transformed the
problem of connectivity distance distribution into that of the distribution of the busy
period of an equivalent infinite server queue. It was observed in [51] that the busy
period of an infinite server queuing system has the same distribution as the connec-
tivity distance. Moreover, the number of customers served during a busy period has
the same distribution as the number of mobiles in a connected cluster in the ad hoc
network.

The probability distribution and the expectations of the platoon size and the con-
nectivity distance are both derived under different market penetration, number of
lanes, transmission range, traffic flow, and speed scenarios. They found out that
when the traffic’s speed increases, the metrics of connectivity decrease. A further
finding is that if the variance of the speed’s distribution is increased, then, provided
that the average speed remains fixed, the connectivity is improved.
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Most of existing research studies focused on analyzing network connectivity in a
simple highway scenario, modeled as 1D network topology, where vehicles travel in
well-defined directions. Instead, a few studies exist that analyze connectivity in more
complex two-dimensional urban scenario, [14, 21, 23]. The work in [23] provides a
comprehensive framework for studying vehicular connectivity in urban VANETs by
considering, in addition to [14, 21], the possible obstruction of signal propagation
due to buildings. Besides extensive simulations based on their Cellular Automata
Model for Mobility introduced in [52], the authors provide a statistical analysis of
connectivity. The mobility model is designed to accurately describe traffic behavior in
urban scenarios, with intersections, traffic lights, which exhibit great spatial diversity,
making car distribution far from uniform.

Due to presence of intersections in urban scenarios, a link may be broken because
of one or a combination of the following causes: (i) non-intersection, when two
vehicles travel in directions away from each other causing the link to break when
the distance increases beyond the transmission range; (ii) light-indication, when two
vehicles traveling in the same direction sees red and green light, respectively; (iii)
turning-vehicle, when the direction of vehicles change at the intersection. Closed
form expressions of link duration, defined as the continuous time during which two
vehicles are within transmission range of each other, are derived mainly through
basic geometry, by assuming that: (i) vehicles move at constant speed, assumption
supported by simulation results the authors achieved; (ii) vehicles have the same
transmission range; and (iii) the same probability exists to get a red or green light
upon arriving at intersections. The re-healing time, capturing the time duration in
which there is no available paths between the two vehicles, is also derived starting
from the assumption that it can be approximated by the time during which a vehicle
is not in the largest connected cluster. Such an assumption is supported by simula-
tion results showing that connectivity can be studied through cluster-based analysis,
similarly to [14, 28], and that networks consist of one main cluster containing almost
all of vehicles and other smaller clusters.

7.4.2 Modeling V2I Connectivity

Unlike V2V connectivity, difficult to be analyzed in large-scale test-beds, preliminary
field-trials have been conducted to prove the feasibility of V2I communications to
support Internet-based applications, e.g., [32, 53]. However, achieved performance
are not promising: as a matter of fact, as vehicles move, their connectivity is both
fleeting, usually lasting only a few seconds at urban speeds, and intermittent, with
gaps between a connection and the subsequent one (i.e., vehicles could wait up to
several minutes before obtaining again connectivity). The experimental study in [53]
shows that the median vehicle-to-AP connection duration is around 13 s, while the
mean duration between connections is around 75 s. Not negligible connectivity gaps
between nearby Wi-Fi APs are also registered in experimental test-beds conducted
in [24].
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Only recently systematic approaches have been designed to model the (multi-hop)
connectivity to infrastructure nodes [14, 24–29, 65]. In addition to the mobility and
distribution patterns of vehicles, the market penetration rate of wireless technology
in vehicles, and the transmission range, the distribution pattern of road-side stations
would significantly affect the connectivity performance in V2I configurations.

Apart from addressing the connectivity in V2V communications, as previously
described, Kafsi et al. in [14] study the influence of RSUs on vehicular connectivity.
They assume that all RSUs are connected over wired or other fixed communication
links, e.g., the Internet, in order to avoid intervehicle disconnections. The RSUs are
placed at intersections, considering existing infrastructure at these locations (i.e.,
traffic lights, electricity, etc.), and have a distance of 400 m between each other.

The authors demonstrate that the differing vehicle placement conditions influence
the overall connectivity and, most notably, the proportion of vehicles in the largest
cluster. In contrast, RSUs do not significantly improve connectivity in all scenarios,
e.g., RSUs at intersections do not reduce the proportion of isolated vehicles, which are
more likely to be in the middle of the road, and then do not significantly increase the
connectivity (i.e., the size of the largest cluster). As a consequence, RSU placements
should be carefully planned and the authors suggest placing them in the middle of the
road as a possible alternative. However, it should be noticed that results have been
achieved with a simplistic channel model. Simulation results in [43] show, instead,
that placing RSU at intersections can help to counteract corner propagation effects.

In [24] a Hidden Markov model (HMM) is proposed to model V2I connectivity.
Single-hop V2I communications are considered, and vehicles experience connec-
tivity disruption when they are not under AP coverage. In this context, the aim of
the work is to model aggregate disruption in a particular drive. In fact, the HMM
is based on experimental observations tracked through tests conducted by driving
through existing domestic and commercial areas of a city where Wi-Fi connectivity
is provided. Three states are considered in the HMM for modeling the connection
state of vehicles: (i) usable, when a vehicle is connected to an AP and it is using its
network services; (ii) connected, when a vehicle tries to get a connection with an AP;
(iii) disconnected, when the vehicle is not under the coverage of an AP. Both open
access APs (i.e., not requiring authentication) and closed access APs (i.e., requiring
users to show proper credentials in order to access network services), are deployed in
the considered scenario and accounted for in the proposed model. As a drawback, the
main limitation of the work is that achieved results, e.g., in terms of the probability
of encountering a given number of APs, are topology-specific and cannot generally
represent all areas. However, this approach is valid for different areas, whenever the
HMM state transition matrices are properly modified.

Understanding connectivity dynamics could have the additional benefit to help
network designers and providers to effectively optimize the deployment of RSUs,
that is a challenging task especially in case of disrupted V2I communications. In
[25] it is introduced the notion of intermittent coverage for mobile users, called
α-coverage, which provides the worst-case guarantees on the interconnection gap,
while using significantly fewer RSUs. The interconnection gap is defined as the
maximum distance, or expected travel time, between two consecutive vehicle-RSU
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contacts. Such a metric is chosen because the delay due to mobility and disconnection
affects messages delivery more than channel congestion. As an analogy, the crossing
time parameter defines the time a vehicle spends inside a wireless network, and
represents a criterion for handover procedures in VANETs [54]. In [25] the authors
rely on the connectivity graph concept, where RSUs are the vertex, and a weight
is associated to each edge, i.e., a road segment that models the road length and
the expected travel time. Informally, a deployment of RSUs provides α-coverage,
if any simple path of length α in the network meets with at least one RSU. For a
given deployment and a given budget on the number of RSUs, the proposed approach
looks for an optimal RSU deployment providing α-coverage for a minimum possible
α under the budget constraint. This problem is NP-hard, hence the authors propose
efficient heuristics. The proposed framework can be used to decide how to place
RSUs at roadside either from scratch or incrementally so that worst-case service
guarantee can be given, e.g., for applications tolerating intermittent connectivity.

In [26] an analytical model is derived to fully characterize the connectivity in
a vehicular network considering both one-hop (direct access) and two-hop (via a
relay vehicle) communications between a vehicle and the infrastructure. Closed-
form equations have been derived for calculating (i) the access probability, i.e., the
probability that any arbitrary vehicle can access its nearby RSUs within two hops, for
user satisfaction analysis, and (ii) the connectivity probability, i.e., the probability
that all vehicles can access at least one RSU within two hops, by investigating a
sub-network bounded by two adjacent base stations, for service coverage analysis.

RSUs are uniformly deployed along a road, while vehicles are distributed on
the road randomly according to a Poisson distribution. Equations are derived for a
generic radio channel model and specified for the unit disk and log-normal shadowing
models. The impact of the following system parameters has been considered: inter-
RSU distance, vehicle density, and transmission range. Achieved results show that
(i) when the vehicle density is low, a vehicle is either directly connected to an RSU
or disconnected, i.e., cannot reach any RSU in at most two hops, while (ii) with an
increase in vehicle density the access probability increases, since the probability for
vehicles in the gap of the RSU transmission ranges to find a neighbor within the
transmission range of an RSU, acting as a relay node, increases. These results can
be useful for a network operator to design a network with a given level of access
guarantee. However, the main weakness of this approach is that it neglects mobility
aspects, expected to significantly affect performance.

Adbrabou and Zhuang in [27] propose an analytical model, which is useful to
approximately estimate the minimum number of RSUs, required for covering a road
segment. The focus is on low-density vehicular networks, where V2I communications
can be extended through vehicles relaying packets. Instead of modeling connectivity-
related parameters, the framework targets the impact of several parameters (including
the vehicle speed) on packet delay performance, in case of disrupted connectivity.

As in most of the existing literature, the model assumes that vehicles are distrib-
uted as Poisson points. The authors introduce a new vehicle mobility model that is
characterized by two random variables, (i) the vehicle speed (i.e., V [m/s], in the
range [vL , vH ]), and (ii) the time period (i.e., T [s]) during which a vehicle moves
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Table 7.1 List of the main common assumptions in connectivity models for VANETs

Assumption Assumption type Study

Vehicle distribution Poisson [14, 15, 17, 18, 21, 26–28, 59]
Topology 1D w/o traffic lights/intersections [15, 18, 22, 24–29, 59]
Underlying model Connectivity graph [14, 15, 19, 20, 25, 28, 65]
Propagation model Unit disk model [14, 15, 19, 21, 26, 28, 59, 65]
Distribution of RSUs Uniform [26, 28, 59]

with a constant speed and is exponentially distributed to model the driving behavior.
Independent mobility assumption is valid since it is jointly considered with vehicles
bypassing each other. Unlike results in [26], in [27] multi-hop connections are con-
sidered and then packet delivery delay is not influenced by variations in the vehicle
density or transmission range, as long as these variations keep the vehicular network
sparse.

Similarly in [28], the authors consider the problem of access point placement.
Under the assumption of delay tolerant messaging, they consider varying vehicu-
lar traffic densities and various RSU separations, to achieve connectivity. Differ-
ent design choices can be taken as a function of vehicular traffic density, physical
radio characteristics, and vehicle speed. The authors have shown that a large RSU
separation is possible in a hybrid vehicular networking environment, comprised of
multi-hop communication over moving vehicles, supported by RSUs.

To summarize the main contributions of this section, the following Table 7.1 is
reported. It enlists the main common assumptions to the connectivity models ana-
lyzed in Sects. 7.4.1 and 7.4.2.

7.5 Solutions Improving VANET Connectivity

The connectivity models surveyed in the previous section show that (i) V2V com-
munications can be effectively established only for dense traffic scenarios, but they
are very limited in low-density neighborhoods, and (ii) short-lived connectivity and
disruptions can be experienced in V2I communications.

In order to extend vehicular connectivity support, several solutions have been pro-
posed in the literature, mainly leveraging opportunistic approaches. As a matter, the
opportunistic contacts in vehicular networks, both among vehicles and from vehi-
cles to available RSUs, can be very well used to instantiate and sustain both safety
and non-safety applications. In this section, we present different solutions improv-
ing connectivity in VANETs, based on multi-hop V2V and V2I opportunistic links.
Moreover, a brief description of opportunistic networking via satellite communica-
tions will be also investigated.
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Opportunistic forwarding is the main technique adopted in DTN [55], and also
extended in VANETs to achieve connectivity between vehicles via V2V and to dis-
seminate information [22, 28, 56]. In particular in [28], when assuming a bidirec-
tional road, the clusters formed in one direction of the highway come in intermittent
contact with clusters of vehicles traveling in the opposite direction. Such contacts
can be opportunistically exploited as a bridging technique, linking the partitioning
that exists between clusters traveling in the same direction of the roadway.

On the other hand, the exploitation of RSUs together with inter-vehicle communi-
cations represents a viable solution to extend connectivity support in those scenarios
where vehicles are not able to directly communicate, particularly in some appli-
cations, to bridge the inherent network fragmentation that exists in any multi-hop
network through expensive connectivity infrastructure [29, 53, 57–59]. The use of a
vehicular grid together with an opportunistic infrastructure placed on the roads can
be a good solution to guarantee seamless connectivity in dynamic vehicular scenarios
[59–61], and hybrid communication paradigms for vehicular networking are used
to limit intermittent connectivity. In such approaches, connectivity can be provided
by both existing network infrastructure (e.g., APs, and RSUs) through a V2I pro-
tocol, and traditional V2V networking [59, 62–66]. This combination is commonly
referred to as V2X.

The cooperation and coexistence of these two different methods (i.e., V2V and
V2I) can assure a good connectivity in VANETs. In [62], the authors propose a
Cooperative Infrastructure Delivery Protocol, which allows vehicles to gather infor-
mation about encountered RSUs through direct communication with the network
infrastructure, and subsequent exchange messages with neighboring vehicles via
V2V. The authors show the effectiveness of their approach, although it is limited to
the message exchange about the infrastructure discovery. In [63], Wedel et al. use
V2X communications for an enhanced navigation system, which intelligently helps
drivers to circumnavigate congested roads and avoid traffic roadblocks. Their contri-
bution highlights advantages of V2X communication protocols for numerous safety
applications. In [64] Jeongwook et al. analyze the performance of a general hybrid
communication protocol, based on the IEEE 802.11p WAVE system. Finally, in [65]
a hybrid communication paradigm achieving seamless connectivity in VANETs is
presented. Moreover, in [66] to satisfy QoS requirements, QoSHVCP technique is
presented, based on QoS priorization. Through the use of a load-balancing mecha-
nism, the failure of achieving QoS requirements is considered, so that the message
propagation delay of high priority packets decreases regardless of the network over-
load. Simulation results have indicated how a hybrid approach provides lower delays,
while maintaining the level of user’s performance.

Among many performance metrics of an IVC system is the multi-hop connec-
tivity between two communication nodes: the connectivity between two equipped
vehicles or RSUs is defined as the probability that a multi-hop communication path
exists between them at a time instant [57, 59]. In [59], the authors have designed a
hybrid communication protocol, simply named as vehicle-to-X (V2X), working in
heterogeneous vehicular network scenarios, where overlapping wireless networks
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partially cover the vehicular grid. This approach relies on the concept of multi-hop
communication path.

V2X takes origin from the main limitations of V2V and V2I communications,
causing seamless vehicular connectivity management to be a challenge for VANETs.
V2X leverages the advantages of both protocols, so that vehicles can opportunisti-
cally exploit the network infrastructure whenever inter-vehicle communications are
not available. As a result, a vehicle in V2X can switch from V2V to V2I, and vice
versa, on the basis of a decision algorithm that is executed in a distributed fashion
by each vehicle, based on a cost function using path alternatives. It follows that V2X
allows vehicles to “handover” from V2V to V2I, and vice versa. Each vehicle is
assumed staying in a connectivity state whenever is connected via V2V or V2I. The
handover from a serving communication protocol to the other one is initiated by each
vehicle on the basis of a decision policy, namely optimal path selection technique,
that chooses the optimal vehicular communication protocol between two end nodes
(i.e., V2V or V2I).

This approach considers a total cost function, i.e., a linear combination of two
physical parameters: (i) the radio resource utilization time, and (ii) the time interval
needed to transmit a message over a path. An optimal path connecting the i-th vehicle
to the k-th RSU via multi-hop is selected on the basis of a minimization process of
the total cost function.

The hybrid vehicular scenario considered in [59] is depicted in Fig. 7.3, where
(i) vehicles are traveling forward (reverse) in opposite directions, and (ii) several
RSUs of different wireless technologies partially cover a given area. A vehicle is
said to be disconnected from the forward (reverse) network if it is not connected
to any forward (reverse) neighbors in the network, assuming that the vehicle moves
forward (reverse). Moreover, since it is a bi-dimensional vehicular grid, and the
bridging approach occurs, a vehicle is said to be disconnected from the forward
(reverse) network if it is not connected to any forward (reverse) neighbors driving in
the opposite direction. In other words, the network is disconnected if the separation
between any two adjacent and opposite nodes is greater than a connectivity bond.
However, this definition is valid for a whole network, while for a portion of network,
it is said to be connected if, for every pair of end-vehicles, there exists a path between
them; otherwise, it is disconnected.

Simulation results in [59] have shown that both in sparse and dense traffic sce-
narios, the optimum path can guarantee minimum total cost functions for vehicles
connected via V2V, while high values are obtained with V2I in a dense traffic sce-
nario, and with V2V in a sparse traffic scenario for increasing number of hops. The
authors found out that V2V is most suitable in dense scenarios, and in sparse traffic
neighborhoods for path with a limited number of hops; while V2I could be the most
appropriate protocol in sparse scenarios when the number of hops linking a source to
a destination is increasing. By alternating V2V and V2I opportunistically, seamless
vehicular connectivity can be guaranteed. The potentiality of hybrid communication
protocols benefits not only connectivity in disconnected scenarios, but also improves
the message dissemination in VANETs. In [65] and [66] the authors rely on V2X
approach and consider the vehicular partitioning, such as the vehicular network is
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Fig. 7.8 Vehicular grid comprised of wireless RSU and V2V cells, [66]

comprised of different connectivity phases. The overall system can be modeled as
an alternating renewal process where the vehicular connectivity structure alternates
between three phases as follows:

1. Phase 1 (No connectivity): A vehicle is traveling alone in the vehicular grid. It
represents a typical totally-disconnected traffic scenario where neither V2V nor
V2I connectivity is available. The vehicles are completely disconnected;

2. Phase 2 (Short-range connectivity): A vehicle is traveling in the vehicular grid
and forming a cluster with other vehicles. Only V2V connectivity is available
within the transmission range of the sender/forwarder. No V2I connectivity is
assumed to be available;

3. Phase 3 (Long-range connectivity): A vehicle is traveling in the vehicular grid
with available neighboring RSUs. The vehicles enter the RSU coverage and are
forced to connect via V2I to the Internet with accessible network infrastructure.
No V2V connectivity is assumed to be available.

The probability that a vehicle lays in one of the three phases can be expressed as
the probability that a vehicle is not connected, connected with neighbors, and with
RSUs, respectively. In order to determine such a probability, it is useful to assume
that a vehicular grid is discretized in terms of a number of cells, that is, the gap
between two vehicles is equivalent to N cells. Figure 7.8 depicts the vehicular grid
as composed of virtual RSUs and wireless V2V cells, with a variable size (i.e., l̃
[m]).

A cell is occupied if one or more vehicles are positioned within that cell. For a vehi-
cle traveling alone on the southbound, i.e., S, (northbound, i.e., N ), the probability
that it will be connected in Phase 1 via multi-hop with a next vehicle on the south-
bound (northbound) depends on whether each of the N southbound (northbound)
cells within the gap is occupied by at least one vehicle, given in [66] as
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Fig. 7.9 Probability of connected vehicles (a) versus the vehicle traffic density (Phases 1–3), and
(b) versus the vehicle traffic density and the connectivity range (Phase 1)

(ps,n)N = (1− exp(−λs,n R))N , (7.6)

where λs,n [veh/km] is the traffic density distribution on southbound and northbound,
respectively. In this case, the number of cell is N = 1 since the gap equals the minimum
intervehicle distance, i.e., G = R [m].

In Phase 2, the vehicles along southbound (northbound) are connected via V2V
if each of the N northbound (southbound) cells in the gap is occupied by at least one
vehicle. This event occurs with probability (ps,n)N , with �N = G/R	. In the event
that not all of the N cells in the northbound direction are occupied, the vehicles along
southbound are deemed to be disconnected.

Finally, in Phase 3, the probability that a vehicle traveling in the northbound
(southbound) will be connected via V2I with a northbound (southbound) next vehicle
depends on if each of the N northbound (southbound) cells in the gap is occupied
by at least one RSU. In this case, N = �G/(K R)	 since the RSU cells are assumed
to have a cell size l̃ = KR [m], with K > 0.

Figure 7.9a shows the analytical trend of the probability of connected vehicles
for three different connectivity phases. The probability has been evaluated for R=
125 m; in Phase 2 vehicles are assumed to be separated for G = 150 m, while in Phase
3 the RSU wireless cells are greater than V2V cells for K = 1.5, and vehicles are
separated for G = 1 km. Finally, in Fig. 7.9b the probability of connected vehicles in
Phase 1 is shown. As expected, it depends on the availability of opportunistic links:
the higher the vehicular density, as well as the connectivity range, the higher the
probability of connected vehicles. The same trend can be obtained for connectivity
in Phases 2 and 3.

In [67] the authors suggest to exploit RSUs to route packets between any source
and destination in the VANET. RSUs, typically connected through a fixed infrastruc-
ture, act as a backbone and can communicate among each other to connect far vehi-
cles. More in detail, when a vehicle has to send a packet to a remote vehicle it can
send it to the nearest RSU, which in turn, forwards the packet to the nearest RSU
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to the destination. The benefit of such a solution is that it copes with the issue of
finding, keeping, and updating a routing path to a specific destination, which could
be difficult, if not impossible, in some vehicular environments because of fast topo-
logical changes and network fragmentation.

In previously surveyed works, we described how V2I communications can be
opportunistically exploited to improve V2V connectivity, but solutions have been
also proposed that leverage V2V support as a complement to possible intermittent
connectivity with the road infrastructure, as mentioned in Sect. 7.4.2. The use of
relay-based techniques have been proposed in [68–70], they lengthen the connection
time with an AP and result in an increase in throughput.

In [68] a relay-based solution is proposed to extend the service range of roadside
APs. As a vehicle moves towards an AP, its signal quality with the AP may be
poor. A vehicle interested in uploading data towards the AP selects both a vehicle
geographically ahead of it to serve as a relay, as well as a vehicle behind it to serve
as a relay when it leaves the AP coverage area. Similarly, Yoo et al. in [69] leverage
V2V relay support as a complement to possible intermittent connectivity with the
road infrastructure, for downlink applications. More in detail, if an AP has a data
frame destined to a vehicle that is not within its range, it sends the frame to another
vehicle closer to the destination vehicle, acting as a relay. The relay then will deliver
this frame to the destination vehicle. A solution improving V2I connectivity through
vehicular relay is also proposed in [70]. Unlike previous works, relying on drive-
thru connectivity offered by already existing Wi-Fi networks, the proposal has been
designed to be compliant with upcoming IEEE 802.11p WAVE standards.

All previous approaches rely on V2V and V2I paradigms, for short- and long-
range communications, respectively. However, in totally disconnected scenarios nei-
ther V2V nor V2I approaches are available. In this situation, when safety-critical
messages need to be transferred, vehicular connectivity could be achieved only by
satellite communication links, as investigated in [71]. Satellite radio is one of a com-
plementary set of network connectivity technologies in future vehicles equipped with
on-board computers. Main strength points of satellite links are a global coverage and
the availability of broadcast and multicast services; however, link budget analysis is
challenging, as well as the size and form factor of on-board antennas, in some cases,
are unacceptable compared to terrestrial solutions.

Satellite connectivity has been largely used in VANETs for outdoor navigation and
positioning services, while search-and-rescue (SAR) applications are used mainly
in emergency scenarios to provide search for and aid to people in distress [8]. The
scheme proposed in [71], as depicted in Fig. 7.10, shows how the satellite connectivity
can solve the problem of seamless and ubiquitous connectivity, when a vehicle is
driving alone in an area that is devoid of network infrastructure (e.g., a rural area
during night hours), or it is in a disaster and emergency situation. Such vehicle is
sometimes called as isolated vehicle (or vehicle in distress) in a totally-disconnected
area. Satellite connectivity, adopted in VANET as an opportunistic link, is intended
to augment short and medium-range communications to bridge isolated vehicles or
clusters of vehicles when no other mechanism is available. Particularly, an isolated
vehicle needs to alert about an accident occurred; it is not able to communicate to any
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Fig. 7.10 An opportunistic networking scheme in a VANET scenario with satellite connectivity
for safety applications. The satellite bridges an isolated vehicle, [71]

neighboring vehicles neither by V2V or V2I, but it can only send an SOS message
via satellite links. An SOS message stores the vehicle’s position. When the satellite
receives the message, it will forward to the ground by spot coverage to clusters of
vehicles in proximity. In the return link an acknowledgment is sent to the satellite in
visibility, which forwards it to the isolated vehicle. The satellite works as a bridge,
in order to connect the vehicle to the closest cluster of vehicles.

In [71] a dedicated low earth orbit (LEO)/medium earth orbit (MEO) Ka-band link
analysis has been carried out, in order to evaluate (i) the minimum distance among
cluster of vehicles and isolated user versus satellite orbit (i.e., LEO/MEO trade-off),
(ii) the service availability along a selected time window, (iii) the LEO/MEO satellites
visibility from uplink and downlink coverage, (iv) link feasibility and availability.
The exploitation of satellite links in VANETs may provide a reduction of terrestrial
network infrastructure, as well as multi-hop V2V communications, and a service
coverage extension with respect to terrestrial infrastructure. Although promising,
such a solution could be too expensive and requires further investigations.

7.6 Conclusions and Discussion

In this chapter, we have investigated connectivity issues in VANETs, i.e., a particular
class of opportunistic networks in which, due to the dynamic behavior of vehicles and
sparse RSUs settling, V2V and V2I connectivity links are short-lived and intermittent
and have to be opportunistically exploited in order to transmit/forward messages.
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We have described the main network and road parameters, such as road topology,
traffic density, vehicle speed, market penetration of the VANET technology, and
transmission range, which strongly affect the network connectivity behavior.

Existing analytical models in the literature have been investigated; each of them
differs into the underlying assumptions and the considered connectivity metrics.
However, some common assumptions have been noticed, as summarized in Table 7.1.
For instance, most of the approaches rely on the Poisson model to describe vehicle
distribution. Notice that, although the model is commonly used and widely accepted
also in transportation engineering [35, 72], it does not capture the realistic interaction
between vehicles, as outlined in [18]. First, positions of vehicles are not independent
since drivers have to observe car-following or lane-changing rules. Second, the den-
sity of vehicles can vary significantly along a roadway due to both driving behavior
and restrictions of network geometry.

Mobility dynamics are often completely neglected in existing studies thus hinder-
ing the possibility to effectively evaluate the performance of session-based applica-
tions. Studies evaluating connectivity metrics but neglecting connectivity dynamics,
i.e., how connectivity between two vehicles changes with respect to time, are mean-
ingful only when considering the dissemination of safety messages, which typically
foresees the transmission of a single packet. However, session-based applications,
like non-safety applications, may require the exchange of several packets, and in this
case connectivity dynamics should be carefully considered.

With respect to connectivity metrics, besides the straightforward probability of
connected (or disconnected) vehicles, other helpful metrics have been found in the
literature. Link duration and crossing time, respectively, accounting for the connec-
tion duration among vehicles and between vehicles and infrastructure nodes, can
determine whether a particular application can be supported in such an environment,
e.g., Internet-based applications may not be feasible if contact times are below a
given value. From a protocol designer’s perspective, metrics like the infrastructure
interconnection gap and the re-healing time may be used, respectively, to plan RSU
placements and to indicate the size of a message buffer in case of store-carry-and-
forward approaches carried out in V2V configurations.

It should be further noticed that, although not properly considered in several
existing work, potential resource contention among several vehicles, concurrently
accessing the medium to exchange data with nearby vehicles or RSUs, may signifi-
cantly affect the quality and time duration of contacts.

Several works rely on the simplistic unit disk model to characterize channel phe-
nomena, while realistic propagation models, accounting for shadowing effects and
obstacles in urban scenarios, are considered only in a few works. Finally, another
assumption simplifying the analytical treatment considers traditional 1D network
topologies. It is the authors’ convincement that since analytical models are expected
to play an important role in performance evaluation of VANETs, they need to be
significantly improved in terms of accurateness and realism.

Different solutions improving connectivity in VANETs have been presented.
Some solutions exploit the presence of infrastructure nodes either to facilitate routing
between distant vehicles or to bridge fragmented networks. Other approaches lever-
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age handover mechanisms between traditional multi-hop V2V and V2I paradigms.
Opportunistic networking via satellite communications is proposed to bridge isolated
vehicles when no other mechanism is available. On the other hand, V2V relay-based
techniques appear as a promising solution to “virtually” extend the infrastructure
coverage and reduce connectivity disruptions. Further efforts are then required to
design solutions enabling V2V and V2I connectivity in different network conditions
to sustain both safety and non-safety applications.
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Chapter 8
Probabilistic Routing Schemes
for Ad Hoc Opportunistic Networks

Vangelis Angelakis, Elias Tragos, George Perantinos and Di Yuan

Abstract In this chapter, we review probabilistic schemes for routing in ad hoc
opportunistic networks. The literature holds a vast number of publications. For this,
we select only a handful of the most influential schemes that have appeared and
conclude by giving a brief overview of a recently proposed simulation framework
whose goal is to provide understanding of how lower layer conditions affect the
decision of the probabilistic parameters in such a scheme.

Keywords Cross-layer · Forwarding · Routing · Sensor network · Vehicular
network · Protocols

8.1 Introduction

The proliferation of constantly evolving, consistently cheaper, wireless network inter-
faces has created the opportunities and demand for wirelessly networking devices
and exciting new applications. With mass-market radio technologies such as 3/4G,
IEEE 802.11, Bluetooth, as well as other radio solutions such as low power radios
designed for use in sensor networks, it has become possible to equip practically any
device with wireless networking capabilities. As a result, catch-phrases such as the
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“Internet of Things” and “machine-to-machine communication” have found their
way into the research community as the market demand for global wireless con-
nectivity has gone through the roof. With this ubiquity of wireless-enabled devices,
information exchange can start spontaneously, without any prior planning, and for
limited time, even where no networking infrastructure is available, thus giving flesh
and blood to the ad hoc networking paradigm established in the 1990s [1].

Due to the physical limitations of wireless communication, end-to-end commu-
nication between any two nodes in a wireless ad hoc network may have to rely on
the relay of messages by intermediate nodes giving rise to multi-hop wireless ad
hoc networks. The fundamental requirement in “traditional” networking, for a fully
connected path between communication endpoints, naturally carries over to wireless
ad hoc networking. Hence forwarding and routing become central mechanisms for
end-to-end communication. In multi-hop ad hoc wireless networks, these pose a sig-
nificant challenge because of the wireless medium. Wireless links tend to be unre-
liable due to fading and interference [2]. Furthermore, mobility of the networked
devices poses an additional challenge. In mobile ad hoc networks (MANETs), a
fully connected path between two endpoints may not exist throughout the duration
of the communication process. In both such cases, messages may have to be buffered
for a long time by intermediate relay nodes, and the mobility of those nodes must
be exploited to bring messages closer to their destination by exchanging messages
between nodes as they meet. This gives rise to the opportunistic wireless ad hoc
networks, a special case of the so-called delay-tolerant networks (DTNs) [3, 4].

In designing a routing scheme for any type of network, but specifically in our case
for an opportunistic ad hoc network, there are three key design decisions, namely,
what to send, whom to send it to, and when to do so. To understand these issues,
we review the answer to these three questions from the classical networking per-
spective. The answer to the two first questions comes from routing that decides the
egress interface to be used to send a packet. The last question is dealt by scheduling
mechanisms that decide when to send packets queued for transmission.

Forwarding in classical networking is based on two assumptions: the existence of
a connected topology that can be shared among nodes, and the lack of individuality
of a node. By the first assumption, a node’s local neighborhood knowledge can be
spread in the whole network so that all nodes know how to reach any destination.
Routing protocols have the role of spreading this local knowledge in the network and
defining the forwarding cooperative behavior, the routing strategy that ensures packet
delivery to the end destinations. The second assumption is the lack of individuality of
nodes, meaning that they have to implement the forwarding behavior determined by
the routing protocol and cannot choose their forwarding based on their own interests.
Indeed, in a classic network when a router forwards a packet it can assume that it
will be forwarded in the next hop. This means that when a node forwards a packet it
can let go its interest about it and transfer the responsibility of delivery to the next
step down the line. To extend this confidence when a packet has to cross the border
of different networks with potentially different policies, the intent of the border node
to forward a packet or not is clearly signaled through BGP-like protocols.



8 Probabilistic Routing Schemes for Ad Hoc Opportunistic Networks 211

It has become rather obvious by now that in opportunistic ad hoc networks,
these two assumptions do not in general hold, hence using traditional wired routing
schemes that select the best path toward a destination and forward the packet to a
specific next hop, may prove ill-suited for such networks utilizing opportunistically
the wireless medium and relying on lossy broadcast links, selfish and mobile nodes.
In the past decade, a new routing paradigm, namely that of probabilistic routing,
has been introduced to cope with unreliable transmissions by taking advantage of
the broadcast nature and spatial diversity of the opportunistic wireless medium. In
probabilistic routing some of the three key design decisions are made either taking
into account the environment and attempting to combat the probabilities of failure in
communication, or are randomized in order to enable increased routing flexibility,
for example selecting candidate packet forwarders from the group of recipients of the
packet even after its broadcast, hence limiting the hard commitment to a predefined
fixed path. This probabilistic flexibility enables opportunistic routing to combine
multiple weak links to create a reliable route, as well as to exploit unexpectedly long
transmissions.

The added forwarding reliability in transmission reduces the retransmission cost,
which in turn improves the throughput and energy efficiency. Such routing proto-
cols, which assign forwarding tasks, in a more or less cooperative fashion, require
the exchange of node coordination messages, leading to high overhead and increased
resource consumption. Furthermore they require global knowledge of the topology
which makes them prone to poor performance in the case of misinformation. On the
other hand, localized probabilistic forwarding decision protocols, which have been
designed mostly for use in sensor application networks, have to trade high perfor-
mance for robustness and simplicity. In fact some of them partly rely on flooding
techniques, thus leading to many potentially unnecessary transmissions.

The aim of this chapter is to revise some of the main contributions and their key
findings. We dedicate each of the following sections to a class of probabilistic-based
routing protocols for opportunistic routing starting from that of Epidemic Routing in
the next section. Despite the fact that Epidemic Routing is not per se a probabilistic
routing scheme but it is firstly introduced here for the sake of completeness and
continuity. Epidemic routing is a flooding-based, where nodes continuously replicate
and transmit messages to those that do not already possess a copy. In its simplest
case, epidemic routing essentially reduces to flooding; however, more sophisticated
techniques can be used to limit the number of message transfers.

8.2 The Epidemic Routing Scheme

Vahdat and Becker were the first to introduce a bio-inspired [13] routing protocol for
intermittently, opportunistically connected mobile ad hoc networks called Epidemic
Routing [5]. This protocol relies on the theory of epidemic algorithms [6, 7] by
doing pair-wise information of messages between nodes as they get contact with
each other to eventually deliver messages to their destination. Hosts buffer received
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messages even if at the time or reception they have no path to the destination. A so
called summary vector is kept by the nodes to index the buffered messages. When
two nodes meet they exchange summary vectors. Thus, each node can determine
if a newly identified neighbor node has new messages. In such a case, these new
messages are requested. This way as long as there is buffer space available nodes
(upon request) “infect” each other with the new messages.

Clearly, each message must contain a globally unique identifier to determine if
it has been previously seen. Besides the obvious fields of source and destination
addresses, messages also contain a hop count field. This similarly to the TTL field in
IP packets determines the maximum number of hops a message can be sent (the num-
ber of nodes it will infect), and can be used to limit the resource utilization (buffer,
and transmission times) of the protocol. Messages with a hop count of one will only
be transmitted by the source directly to their final destination, “infecting” no other
nodes. The resource usage of this scheme thus is regulated by the hop count set in
the messages, and the buffer size set at the nodes. If these are correctly combined
to sufficiently large values, the messages may eventually propagate throughout the
entire network. Vahdat and Becker have, however, shown that by choosing an appro-
priate maximum hop count, delivery rates can still be kept high while the resource
utilization is lower in the scenarios used in their evaluation.

Evaluation of the performance of epidemic routing schemes initially started
through simulation [5, 8]. Markovian models have since been developed to study
the performance of epidemic routing [9, 10] as well as the similar schemes [11, 12].
Recognizing the similarities between epidemic routing and the spread of infec-
tious diseases, ordinary differential equation (ODE) models adapted from infectious
disease-spread modeling [13] have been used to study the source-to-destination deliv-
ery delay under the basic epidemic routing scheme. Markovian models then were
used to study other performance metrics. In [14], through ODE modeling, insights
were obtained into different epidemic routing schemes. In particular, some basic
rules of thumb for configuring these schemes were identified, the existence of a lin-
ear relation between total number of copies sent and the buffer occupancy under
certain schemes was shown. Finally, analysis of buffer-constrained epidemic rout-
ing suggested that sizing node buffers to limit packet loss is not vital provided that
appropriate buffer management schemes are used.

8.3 PRoPHET

Epidemic routing is particularly resource demanding because it makes no attempt
to eliminate replications that are unlikely to improve the delivery probability of
messages, on the contrary, it relies on the reverse principle of generating as many
duplicates as possible. This strategy is effective if the encounters between mobile
nodes are purely random, but in realistic situations, encounters are rarely totally
random. According to the notion of the data mule, mobile terminals carried by humans
move within a pseudo-random fashion within some social habits and accordingly
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tend to have greater probabilities of meeting certain other nodes. The Probabilistic
Routing Protocol using History of Encounters and Transitivity (PRoPHET) protocol,
by Lindgreny, Doria and Scheleny [15], introduced algorithms that attempt to exploit
the pseudo-randomness of real-world encounters. Although random mobility model
is popular in evaluations of mobile ad hoc protocols, real users are indeed not likely to
move around randomly, but rather move in a predictable fashion based on repeating
behavioral patterns such that if a node has visited a location several times before, it
is likely that it will visit that location again.

A probabilistic metric called Delivery Predictability, P(M ; D) (with probability
values in [0; 1]), is established at every node M for each known destination D.
This indicates how likely it is that node M will be able to deliver a message to that
destination. The operation of PRoPHET is similar to that of Epidemic Routing. When
two nodes meet, they exchange summary vectors which in this case also contain the
delivery predictability information stored at the nodes. This information is used to
update the internal delivery predictability vectors as described below, and then the
information in the summary vector is used to decide which messages to request from
the other node based on the forwarding strategy used.

When some message arrives at a node, there might not be a path to the destination
available so the node have to buffer the message and upon each encounter with
other nodes, the decision must be made on whether or not to transfer a particular
message. Furthermore, it may also be reasonable to forward a message to multiple
nodes to increase the probability that a message is really delivered to its destination.
Unfortunately, these decisions are not trivial to make. In some cases, it might be
sensible to select a fixed threshold and only give a message to nodes that have a
delivery predictability over that threshold for the destination of the message. On
the other hand, when encountering a node with low delivery predictability, it is not
certain that a node with a higher metric will be encountered within reasonable time.
Thus, there can also be situations where we might want to be less strict in deciding
who to give messages to. Furthermore, there is the problem of deciding how many
nodes to give a certain message to. Distributing a message to a large number of nodes
will of course increase the probability of delivering a message to its destination, but
in return, more system resources will be wasted. On the other hand, giving a message
to only a few nodes (maybe even just a single node) will use little system resources,
but the probability of delivering a message is probably lower, and the incurred delay
high. In the evaluations in this paper, we have chosen a rather simple forwarding
strategy—when two nodes meet, a message is transferred to the other node if the
delivery predictability of the destination of the message is higher at the other node.

Overall during the opportunistic encounters PRoPHET message replication fol-
lows the basic rule to replicate if (a) the new node does not have the message and (b)
appears to have a better chance to deliver it.

To determine the delivery predictabilities in each node an adaptive algorithm is
used. Node M stores delivery predictabilities P(M , D) for each known destination D.
If the node has not stored a predictability value for some destination, then that P(M ,
D) value is taken to be zero. The delivery predictabilities used by each node are
recalculated at each opportunistic encounter according to three rules:
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1. When the node M encounters another node N , the predictability for N increases
as:

P(M, N )new = P(M, N )old + (1 − P(M, N )old) × Lenc,

where Lenc is an initialization constant.
2. The predictabilities for all destinations D other than N suffer an ageing:

P(M, D)new = P(M, D)old × γ K ,

where γ is an aging constant and K is a time factor dependent on the previous
aging effect.

3. M and N exchange predictabilities stored and the transitive property is used to
update the predictability of destinations D for which N has a P(N , D) value on
the assumption that M is likely to meet N again:

P(M, D)new = P(M, D)old + (1 − P(M, D)old) × P(M, E) × P(E, D) × β,

where β is a constant scaling factor.

An important drawback of PRoPHET routing, is its inability to support priorities
and, as a result, to provide any form of Quality of Service. In this context, all data
packets are handled equally and no special treatment can be applied to urgent data.
Most important, PRoPHET routing consumes considerable amount of both energy
and time for message exchange prior to each transmission.

The N4C (Networking for Communications Challenged Communities: Architec-
ture, Test Beds and Innovative Alliances) EU FP7 project [16] deployed real DTN
systems in remote areas in Sweden. Within N4C, an implementation of PRoPHET
was evaluated and of the most prominent issues that were unveiled was that the orig-
inal paper DPs were all very high and that they did not describe well to the actual
network topology. A reason for this unpredicted behavior was identified in the tran-
sitive update equation of PRoPHET. When the frequency of encounters is not evenly
spread over the network, and encounters are frequent enough that the aging mecha-
nism does not reduce the DP rapidly enough, such problems can occur.

Keränen et al. from the Helsinki University of Technology [17, 18], compared
PRoPHET to other protocols using various synthetic mobility scenarios. PRoPHET
was found to be sub-optimal for Random Waypoint (RWP) types of scenarios, partly
because RWP mobility does not provide predictable mobility patterns that PRoPHET
can leverage. When more realistic mobility was used, PRoPHET outperformed Epi-
demic Routing. It is noteworthy that in the more realistic scenarios, the delivery rate
of PRoPHET was close to a single-hop direct delivery method. This indicates that
the mobility is such that most nodes will eventually meet a given destination, thus
not ideal for showcasing the strengths a multi-hop protocol. In [19], the authors of
PRoPHET propose an improvement of the protocol with only minor changes in spec-
ifications drawn from the experience of the deployed implementations of PRoPHET
routing protocol mostly within N4C.
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8.4 MaxProp

MaxProp was developed at the University of Massachusetts, Amherst by Burgess
et al. [20]. MaxProp is flooding-based in nature, in that if a contact is discovered,
all messages not held by the contact will attempt to be replicated and transferred.
MaxProp tries to determine which messages should be transmitted first and which
messages should be dropped first. Thus addressing the lack of QoS in PRoPHET
MaxProp maintains an ordered queue based on the destination of each message,
ordered by the estimated likelihood of a future transitive path to that destination.
The motivation for it is based on vehicular network or pedestrians. Vehicles can
provide substantial electrical supplies and transport bulky hardware, which may be
inappropriate for use by non-mechanized peers. A key disadvantage of the former
is that the nodes move more quickly, reducing the amount of time they are in radio
range of one another. Accordingly, the protocol addresses scenarios in which either
transfer duration or storage is a limited resource in the network. MaxProb releases
the bias toward short-distance destinations, by using hop counts in packets, serving at
the same time as a measure of network resource fairness. Through acknowledgments
are propagated network-wide, and not just to the source, MaxProp addresses stale
data. Finally, MaxProp stores a list of previous intermediaries to prevent data from
propagating twice to the same node. While these ideas were simple, the authors’
experiments show they significantly raise the delivery rate and lower latency in a
wide variety of scenarios as compared to previous approaches.

The initial MaxProp scenario assumes that each peer has an effectively unlim-
ited buffer for messages produced, but a fixed-size buffer for carrying and relaying
messages originated by others. Transfer opportunities are assumed to be limited
both in duration and bandwidth. Furthermore, nodes are assumed have no a priori
knowledge of network connectivity, no control over their movement, no knowledge
of geographic location. The authors argue that as in a real network, the opportunis-
tic communication proceeds roughly through three stages. (1) Neighbor Discovery,
where Peers must discover one another before a transfer opportunity can begin; and
they do not know when the next opportunity will begin. (2) Data Transfer. When two
peers meet, the amount of data they can transfer is limited. Peers do not know the
duration of each opportunity. and (3) Storage management. As packets are received
from a neighbor, each peer must manage its finite local buffer space by selecting
packets to delete according to some criterion or algorithm.

Messages that are destined for a receiving peer are passed up to the application
layer and removed from the buffer. Each peer carries all messages until a subsequent
meeting occurs. A peer will continue to forward a message to any number of other
peers until its copy of the message times out, it is notified of delivery by an acknowl-
edgment, or the message is dropped due to a full buffer. Regarding priorities packets
that are ranked with highest priority are the first to be transmitted during a transfer
opportunity. Packets ranked with lowest priority are the first to be deleted to make
room for an incoming packet. When two packets have destinations with the same
cost, the tie broken by giving the packet that has traveled fewer hops higher priority.
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When two peers discover each other, MaxProp proceeds to exchange packets
along the following steps:

1. all messages destined to the neighbor peer are transferred.
2. routing information is passed between peers: This is done through a vector listing

estimations of the probability of meeting every other node.
3. acknowledgments of delivered data are transferred, regardless of source and des-

tination. An acknowledgment consists of a cryptographic hash of the content,
source, and destination of each message. (Note that this mechanism aims to clear
out buffers in the network of old data at a low overhead cost given that the ACK
messages are small—compared to data packets). In the original paper evaluation
[20], peers would not spend more than 1 % of the historical average connection
duration on sending acknowledgments.

4. packets that have not spent many hops in the network are given priority. This
is because estimating the delivery likelihood can favor packets that have a high
chance of reaching a destination, causing some packets to never get a chance to
be transmitted. Therefore, MaxProp attempts to give new packets a “head start”
in the network by giving them a higher priority. The effect of this approach is
that newer packets are transmitted at several transfer opportunities when they are
generated, thus expanding fast toward the destination. To implement this strategy,
MaxProp splits the buffer in two logical sub-buffers, according to whether the
packets have a hop count less than a threshold. Packets below the threshold are
sorted by hop count.
Since a static threshold assignment would be arbitrary and might not work in
all environments. MaxProp takes an adaptive approach to setting the threshold.
In environments where the average number of bytes transferred per encounter is
much smaller than the buffer size, MaxProp prioritizes low hop count packets.
As the size of transferred batches grows, the threshold is progressively reduced
to the difference between the two values. When transfer batch size is larger than
the buffer size, the threshold is completely removed since it is no longer of any
effect.

5. the remaining, untransmitted packets are sent in an order the Estimating Delivery
Likelihood, which in turn is based on variation of Dijkstra’s algorithm.

6. packets that have already been sent to the node are not sent again. A hop list in
each packet stores peers that the packet has already traversed, including peers to
which the current node has sent the packet.

8.5 Parametric Probabilistic Routing

Barrett et al. in [21] motivated by sensor network scenarios having variable network
topologies and nodes with a poor network status view proposed a fundamentally
different approach to routing that combines the best features of limited-flooding
and information-sensitive path-finding protocols toward increasing the reliability
and power consumption, while providing some delivery guarantees independent of
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parameter values or information noise levels. For this they introduced the Parametric
Probabilistic Sensor Network Routing protocols family, which improves the perfor-
mance of controlled flooding methods like the ones presented up to now by making
the probability of a message retransmission a function of several parameters. In
a nutshell, Parametric Probabilistic Sensor Network Routing protocol behavior is
completely described by the retransmission probability function: each node in the
network—upon receiving a packet—retransmits the packet to its neighbors accord-
ing to a probability function. While this principle is straight-forward, care must be
taken not to overload the probability function: the retransmission probability could
depend on parameters as diverse as the numbers of copies of the packet already
received by a certain node or the distance to the destination. Keeping routing light-
weight requires the retransmission probability to be as simple as possible, both in
terms of complexity it takes to compute as well as in estimation of parameters that
the function depends on.

Two variations of Parametric Probabilistic Sensor Network Routing are proposed.
The first is the Destination Attractor, where retransmission probability function
depends on the distance of the source node to the destination, counted in hops and
the hop-distance from the node currently holding a packet to the destination. The
rule of thumb behind it is simple: if the packet is getting closer to the destination,
then its retransmission probability should be increased.

The second variation named Directed Transmission has the probability depending
again on these distances taking also into account the number of hops that the packet
has already traveled. The retransmission probability function that is used for the
Directed Transmission protocol is based on the idea that the nodes that lie on a
shortest path from the source to the destination should forward packets with a very
high probability and the farther away a node is from the shortest path, the smaller its
retransmission probability should be.

With respect to misinformation of nodes clearly results in misestimation of the
distance parameters. Hence, both schemes introduce a simple exponential in the
retransmission probability which serves as a relaxation factor, turning both schemes
toward more flooding. The authors argue that this exponential can be viewed as a
QoS-depended tunable parameter by the system designer.

Performance measurements of the schemes against each other, as well as against
a number of other proposed sensor network routing protocols have been performed
through simulation in sensor deployments of dense and sparse urban and random-
deployment settings. The investigation focuses on the trade-off between quality of
service measures (in particular the fraction of times that at least one packet reaches
the destination and the average lag before a packet reaches the destination), load
incurred in the network (measured as the number of times that a sensor emits a
packet summed over all time steps and nodes) for different levels of noise. The
key findings of the presented simulations is that between the two protocols from
the Parametric Probabilistic Sensor Network Routing family, Directed Transmission
outperforms the Destination Attractor on all levels of noise achieving better quality
of service results while incurring lower load in the network. Both Parametric Proba-
bilistic Sensor Network Routing protocols in turn clearly outperform other multi-path
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protocols. All multi-path protocols though incur more overhead in the network than
single-path protocols, for low levels of information noise. For high misinformation
levels, single-path algorithms such as simple shortest path routing can fail leading
to excessive lag times and even load, while delivering only a small fraction of the
transmitted packets.

Overall, results have suggested that multi-path routing algorithms are more robust
to misinformation, and can actually have a higher delivery rate, lower lag, and lower
load under the same conditions. Surprisingly, these results are largely independent of
the chosen setting (dense vs. sparse network, realistic urban distribution vs. random
distribution).

8.6 Probabilistic Routing Protocol for Intermittently
Connected Mobile Ad Hoc Network (Propicman)

Probabilistic Routing Protocol for Intermittently Connected Mobile Ad hoc Net-
works (Propicman) was introduced in [22] within the EU FP6-IST project Haggle
[23].

It belongs to the so-called fully context-aware routing protocol class. Fully
context-aware protocols not only exploit network context (network topology & envi-
ronment knowledge, application/mission etc) information to optimize routing, but
also provide general mechanisms to handle and use this context information. The
advantage of this approach is that they can offer much more generic approaches than
partially-aware or context-oblivious routing protocols which are customized, respec-
tively, for a specific type of context information or when there is no knowledge of
the possibility for a path toward the destination, nor an appropriate next-hop node.
Clearly, the solutions presented thus far fall in the latter two cases.

In Propicman, the information at the node, called node profile, plays an important
role in (i) predicting the mobility of the nodes, and (ii) describing the social envi-
ronment of the users and their relationships. Similarly to PRoPHET, it is considered
that nodes belong to people with repeating behavioral patterns at different timescales
(day, week, and month). Hence, if a node has visited a place several times before, it
is likely that it will visit this location again in the future.

Thus, relevant information can be deducted by the node profile. Based on the
node profiles of its two-hop neighbor nodes, a sender can select, as forwarder(s), the
node(s) with the highest probability of delivering the message toward the destina-
tion (delivery probability). The delivery probability can be considered quasi-static
information; hence, the mobility of a node does not really affect to the validity of
Propicman selection.

The authors show that Propicman exploits the mobility, as well as reduces signif-
icantly the number of nodes involved in the forwarding process. Thus, the network
overhead is at least equally low in comparison with the other dissemination-oriented
routing algorithms, such as Epidemic Routing or PRoPHET.
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Propicman also takes into account information privacy from design. Most of
the solutions proposed to MANET routing force users to share and exchange their
information during the routing process, but it is unlikely that people indeed find this
comfortable. This is one of the main barriers to MANET acceptance. In Propicman,
nodes share their information in a “hidden” format, but this information can still
be used for routing. Furthermore, only the destination can read and understand the
message content, while this content is hidden from the intermediate nodes.

Overall, to achieve a good tradeoff of efficient resource usage versus number of
delivered packets, Propicman attempts to estimate the probability of source and relay
nodes to meet the destination of a packet, and thus infer the delivery probability. The
most innovative aspects of the approach are:

• Routing with Zero Knowledge: A sender does not need to have any knowledge of
other nodes in the network. It bases its routing decisions only on the information
it knows about the destination(s).

• User profile: Unlike other protocols working with profiles, Propicman puts the
different weights on the attributes of profile (called “evidence”). Thus, the user
profile is a very flexible element.

• Security within the network: Propicman aims to protect not only the message con-
tent, but also destination information within the scope of secure network applica-
tions.

When a node S has a message M to send to destination D, it broadcasts to its
neighbors M’s routing header. This header contains the information S has about the
destination. Based on this information, the neighbor nodes compute their delivery
probability. Propicman assumes (rather loosely) that this is independent for each of
the nodes. M’s header is then forwarded to the two-hop neighbors of S. S will send
the message Monly on the two-hop route(s) with the highest delivery probability, if
this is higher than its own. After sending the message content, S keeps the message
for the next eventual encounter. Two-hop routes have been shown to be the most
suitable choice to exploit routing information with minimal additional costs and
risks [22]. In order to compute the delivery probability at each node, a common set
of evidences is established; that is the list of evidences used in the network and the
related weight (importance of this evidence in the network). Thus, each node, builds
its node profile, which comprises the common set of evidences. The node profile is
represented by the set of evidence/value couples.

8.7 A Framework for Probabilistic Routing in Multi-Hop
Wireless Networks

In [24] we had argued that, at the time, many of the proposed opportunistic pro-
tocols demonstrated a lack of concrete understanding of the way key wireless net-
working primitives and design decisions affect the performance of a probabilistic
opportunistic routing scheme. Thus, it seemed unclear to which extent the reported
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improved performance of those protocols owed to their probabilistic/opportunistic
features and to which extent it was affected by other design features that can also be
applied to traditional routing schemes. To this end, using a simulation framework, we
examined how the forwarding probability decisions and transmission timings affect
performance (in terms of delivery probability and delay) and under which channel
error conditions and topology density it is beneficial to use probabilistically oppor-
tunistic routing instead of traditional (shortest path) routing schemes. Furthermore,
we introduced an opportunistic forwarding scheme, whose probabilistic parameters
are adjustable to allow for low resource consumption and high delay performance,
while being robust to misinformation.

In order to determine which nodes will forward a packet in a stochastic manner, a
forwarding probability function is utilized. This function is the same for all nodes in
the network. Its role is to map networking metrics to forwarding probabilities to each
node that receives a packet. For the framework developed, any cost metric can be used
to this end, (provided, the metric has well-defined minimum and maximum values).
In order for a node to be able to calculate its routing metric from the destination
of the packet, a neighbor discovery phase should take place between the nodes in
network, before data packets can be exchanged. We considered this to have taken
place offline and do not assume it to be a part of the protocol, although it is an aspect
that would increase the protocol overhead. Note that such processes may be prone
to misinformation due to the overly distributed nature of the network.

More specifically, the forwarding decision function is (a) non-increasing in
the metric, i.e., lower routing cost values should not yield lower probability, and
(b) bound, so that the minimum values it assigns are between zero and one. Given
the cost metric assumed, the forwarding probability, per received packet on a relay,
is assigned with respect to the distance of the node from the packet destination and
its relative position to the sender, similarly to PRoPHET. Hence, when a node broad-
casts a packet it has to include in the routing header its distance from the destination,
so that the nodes that receive it can calculate their forwarding probability for it. A
key in the design is that out of all the neighbors of the sender node, the neighbor that
is closest to the destination should be assigned a probability equal to one, to ensure
the progress of the packet toward the destination. In what follows, we interchange
the terms “routing cost metric” and distance.

Having calculated the probability to forward a certain packet received, a relay
candidate node should proceed to decide when to do so. A randomized back-off
mechanism is then used, where each node calculates a maximum window of back-
off time slots and then randomly selects a number of slots from that. After the
back-off timer has expired, the node will transmit the packet with the predetermined
probability. The focus of this access control-layer process is to differentiate the
back-off times of different nodes, focusing more on the ones with high forwarding
probability. These highly-likely forwarders contribute significantly to the packet’s
progress towards the destination; therefore it is important to avoid collisions between
their transmissions, bringing the packet closer to the destination as fast as possible.
Therefore, these back-off values are inversely proportional to a node’s forwarding
probability.
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To acknowledge successful packets, forwarding takes advantage of the broadcast
nature of the wireless medium. After transmitting a packet, a node overhears its
neighbors’ transmissions for a sort amount of time in order to verify that the packet
is retransmitted, thus also avoiding collisions. If a transmission of the last sent packet
is captured during this monitoring period, then the sender will remove the packet
from its queue and continue to transmit the next in line. Otherwise, the sender will
retransmit it, as long as a maximum number of retransmissions has not been reached.

Among the adjustable parameters of the proposed scheme, are the shape of the
forwarding function, the acknowledgment delay and a TTL parameter on the packets.
They, respectively, tend to the number of candidate forwarders, the probability for
collisions or duplicates’ generation, and the geographical spread of a packet in the
network along with the resource utilization.

Simulation results demonstrate that the optimal fashion to adapt to increasing error
is to increase the number of forwarders by increasing the slope of the forwarding
probability function. In particular, the number of certain forwarders has the most
impact on performance and they need to be increased with respect to error conditions.
On the other hand, to reduce resource consumption, in terms of packet transmissions,
utilizing a step-wise function is a sound approach, which proved robust to metric
miscalculations. Finally, there is a tradeoff between differentiating each forwarder’s
back-off value to reduce resource consumption and reducing delay. Simulation results
show that a variable back-off scheme that gives priority, by means of smaller back-off
windows, to best forwarders according to their forwarding probability is preferable
to a fixed back-off window for all forwarders.

8.8 Discussion

We have revised the most influential probabilistic routing schemes for opportunistic
ad hoc networks. We reviewed general principles from Epidemic Routing to for-
warding practices in protocols with actual implementation in real-life trial scenarios
such as the PRoPHET. We concluded presenting a framework that encompasses the
key features of the recent probabilistic routing schemes introducing a simulation
framework similar to that of [18]. To develop and evaluate such schemes, a wide
host of tools have been thus far utilized from simulation, to Markovian models and
ordinary differential equation systems.
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Chapter 9
On Performance Modeling of Ad Hoc
Opportunistic Routing Protocols

Arka Prokash Mazumdar and Ashok Singh Sairam

Abstract Since the inception of opportunistic routing in ad hoc networks, a number
of OR protocols have been proposed. The performance measure of these protocols
is predominantly based on simulation. Although simulation provides a simple and
economical mechanism to test complex routing algorithms, they have been reported
to produce inconsistent results. Simulation-based evaluation of ad hoc routing pro-
tocols should, therefore, be complemented with mathematical modeling and verifi-
cation. OR protocols try to restrict the number of transmissions, therefore, the most
important performance evaluation metric of OR protocols is packet transmission.
In this chapter we examine the various mathematical evaluation models available in
literature. During our study we found that these models do not consider retransmitted
packets. We, therefore, propose an analytical model which account for packet retrans-
missions. The mathematical models are validated using prominent OR protocols. The
performance of OR protocols depend not only on design issues like candidate selec-
tion and forwarder prioritization but also on network parameters like node topology,
node density, etc. While the user has no control on the network parameters the per-
formance of the protocol can be improved by carefully tuning the design issues. As a
proof of concept we propose an OR protocol that minimizes packet retransmissions.

9.1 Introduction

Ad hoc wireless networks are emerging as an important means of communication in
view of their flexibility and portability [12]. In a wireless ad hoc network nodes inter-
connect wirelessly through multi-hop routing paths without any centralized control

A. P. Mazumdar (B) · A. S. Sairam
Department of CSE, IIT Patna, Patna, India
e-mail: arka@iitp.ac.in

A. S. Sairam
e-mail: ashok@iitp.ac.in

I. Woungang et al. (eds.), Routing in Opportunistic Networks, 223
DOI: 10.1007/978-1-4614-3514-3_9, © Springer Science+Business Media New York 2013



224 A. P. Mazumdar and A. S. Sairam

Fig. 9.1 Routing using traditional ad hoc protocols

or fixed infrastructure. All the nodes have similar privileges and they collectively
participate in the routing procedures. A great number of routing protocols that have
been proposed so far in the literature are based on traditional routing techniques
[9, 17]. Although these protocols attempt to optimize different metrics, in general
they select a path from source to destination prior to injecting packets to the network
and then forwards data through that predetermined route as shown in Fig. 9.1. In
this figure the node src wants to send a packet to the node dst. To do so, node src
selects the path through A to reach dst. However, wireless networks by nature have
unstable conditions. Other factors which can make a wireless link unreliable are duty
cycle of the nodes for preservation of energy and mobility. For example, if the link
between src and A becomes unstable then src will be unable to forward data to dst as
its next hop node in the selected route will be unavailable causing a broken route. In
traditional routing to solve this problem the source will reselect the route through B
and retransmit the packets through this new route. Thus traditional routing protocols
have additional overhead for route maintenance.

All wireless transmissions are broadcast. Hence when src transmits both A and
B can hear the packets, but since B was not chosen as a forwarder it ignored the
transmission. If B would have buffered the packets and transmitted them when the
link between src and A failed, then the source node could have avoided the overhead
of route reselection and packet retransmission. OR protocols have been designed
to exploit these broadcast nature of wireless networks. In OR protocols the source
node, rather than choosing a single path to the destination, selects a number potential
forwarders between the source-destination pair and broadcasts the packet. Among
these selected forwarders the node closest to the destination that received the packet
successfully forwards it again. This procedure continues until the packet reaches the
destination. The paradigm can be explained using a simple example as shown in
Fig. 9.2. Here the source node tries to send two packets ‘1’ and ‘2’ to the destination
node. Lets assume, as the source node broadcasts the two packets node A receives
both the packets and node B receives only the second packet. Node B being closer
to the destination than node A, it will be first to retransmit and will forward the
second packet. As node A’s chance comes it will forward the packet ‘1’ as the other
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Fig. 9.2 Routing using opportunistic routing protocols

forwarder did not send the packet. This way, as OR does not depend upon a single
route, the selected forwarders collaboratively reduce the number of transmissions
needed to deliver packets. For these reasons opportunistic routing (OR) protocols
gained attention as a procedure to attain better reliability and throughput.

In the remainder of this chapter we first give a overview of the OR routing para-
digm for ad hoc wireless networks. We then describe state of the art in performance
modeling of ad hoc opportunistic networks. We show that the result of these perfor-
mance models do not agree with simulation results since they do not consider dupli-
cate transmissions. A new mathematical is introduced to account for such duplicate
transmissions. The scope of our model is illustrated by using it to evaluate the classic
ad hoc OR protocols ExOR [2, 3]. Based on the findings of our study we finally
propose a OR protocol [15] that minimizes transmissions.

9.2 Opportunistic Routing Protocol Paradigm

Opportunistic routing protocols are a relatively new class of routing protocols that
tries to exploit the broadcast nature of the wireless medium to improve performance
of wireless routing protocols. In this section, we describe the basic principles and then
discuss various issues of opportunistic routing paradigm in brief. We first describe
the principles of OR protocols with their working procedures and proposed packet
formats. Then we discuss about some of their important design and implementation
issues in brief.

9.2.1 Principles of OR Protocol

Multi-hop wireless networks have two major differences over the wired networks
which has been exploited by OR protocols. First, all pairs of nodes are one-hop
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neighbors, i.e., all the nodes can sense the transmissions of all other nodes, may
be with a very low probability of sensing the packets successfully. Second, all the
packets in wireless networks are broadcast, i.e., all the neighboring nodes can sense
the packets without depending upon whether they are intended for it or not.

The basic idea behind how an OR protocol works in an ad hoc wireless network
[21] is as follows. In a network scenario a source node wants to send packets to a
destination node separated by several hops. There will be many nodes between the
source and the destination nodes, some among these nodes will try to participate in
the routing process. To decide which subset of the nodes will participate in the routing
process the nodes will run a decision-making process before starting transmission.
The two main steps in an OR protocol are (i) selection of the forwarder list [13] and
(ii) prioritization among these forwarders. These steps allow nodes to discover and
maintain source routes to destinations in the ad hoc network. All packets destined
for the same destination are collected into a batch collectively identified by a unique
batch ID. The Forwarder List contains the prioritized forwarder list prepared by the
source. All the packets in a batch contains the same set of forwarders list, i.e., the
forwarders list for a batch of packets does not change over time and each forwarder
keeps a local forwarders list with it copied from the header of one of the packets in
the batch. The source and destination are included in the forwarder list as the lowest
(forwarder number 0) and highest priority (forwarder number n, where n is the total
number of forwarders) node, respectively.

After the source node prepares the forwarder list, it starts transmitting the packets.
If the destination node does not receive a packet in the first transmission, the node
in the forwarder list which is closest to the destination will broadcast the packet if it
has received it successfully, otherwise the next closest node will try. The idea is to
identify a network metric such that the packet will move closest to the destination in
each successive transmission. This process of forwarding the packet will continue
till the destination node receives the packet successfully.The performance of an OR
protocol will depend on how these two steps are performed. The routing issues which
we have highlighted earlier needs to be incorporated in these two steps.

The proposed packet format of an OR packet [1, 3] is shown in Fig. 9.3. The
Ver field indicated the present version number of the OR protocol which is kept for
future use. The fields HdrLen and PacketLen shows the size of the header and the
payload, respectively. The IP addresses of the source and the destination nodes are
kept in the next two fields namely, Source IP and Destination IP. The batch number
to which an OR packet belongs to is indicated by the Batch ID field. Among the next
two fields the field BatchSize shows the total number packets in the batch, whereas
the field PktNum shows the packet’s offset in the batch it belongs to. The next two
fields have been included to take care of fragments. The field Forwarder List contains
a copy of the list generated by the source node and FwdSetSize shows the size of
this forwarders list. The offset of the currently sending node in the forwarders list
is shown in the field ForwarderNum. The field Batch Map indicates the best known
forwarder that received the packet successfully. The batch map indicates for each
packet in the batch, an acknowledgment by the highest priority node that has received
a copy of that packet.
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Fig. 9.3 OR packet header
format

In Fig. 9.4 we depict a batch map for a batch size of 40 packets. The entries
indicate that the first packet is being buffered by the 2nd forwarder, the second and
third packet by the 4th forwarder, the fourth packet is still at the source node and
so on. The batch map functions as acknowledgement as well as informs about the
current status of the packets. A forwarder listens to packets transmitted by its higher
priority forwarders, compares the batch map in that packet with its local batch map
and updates it if there are any new information. Thus a forwarder check its local
batch map and forwards only those that point to its own forwarder number in the list.

Fig. 9.4 Batch Map of an OR packet header
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9.2.2 Other Design Issues

The performance of an OR protocol not only depends on candidate selection and
forwarder prioritization but also depends on a number of other issues. In this section
we discuss some of these issues.

9.2.2.1 Scheduling Forwarders

All OR packets are broadcast. In broadcast mode of 802.11 radio specifications while
transmitting a broadcast packet the radio does not check for the channel state for
other nodes’ broadcast. This signifies that the nodes in OR might start broadcasting
at the same time causing collisions. Furthermore, in OR a lower priority node is
not supposed to send packets already received by the higher priority forwarders
which means a lower priority must first get packet status information from the higher
priority nodes prior to broadcasting packets. For these reasons OR protocols need
to schedule packets in a fashion so that such packet collisions are avoid as well as a
higher priority forwarder transmits before any lower priority forwarder.

Most of the OR protocols uses a slotted MAC [3] where the time-slots are assigned
according to the priorities of the forwarders and in that slot only that forwarder
is permitted to transmit. The slot starting time is calculated as the expected time
when all the other higher priority nodes finish their transmissions may lead to either
wastage of bandwidth and time slots, or cost duplicate packet retransmissions. To
eliminate this need many OR schemes use network coding [4, 11]. However, it has
certain disadvantages like high computational complexity, ensuring uniqueness of
the coefficients, etc. High computational power may not be available for all kinds of
networks such as sensor networks.

9.2.2.2 Measurement Metric

The key ingredient to the performance of an opportunistic routing protocol is the
measurement metric for forwarder set selection and prioritization. For OR protocols
a single metric may not be sufficient to capture the intricacy of the underlying network
protocol. For instance, a routing protocol with an objective to reduce the number of
retransmissions that use hop-count as its metric may select routes for which the
delivery ratios are too low. In such cases the metric will actually increase the number
of retransmissions to deliver the packets reducing the performance of the protocol.
There is a challenge to find a metric or a set of metrics to select and prioritize the
forwarders for a given network. The metrics proposed for OR protocols are hop-
count and PDR [6], geographical location [24], remaining power level (RPL) [10],
expected any-path transmissions (EAX) [23] etc.

A related issue is how to minimize the overhead of computing these metrics or
periodically compute these metrics and make them available across the network.
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9.2.2.3 Bit-Rate Selection

Wireless routing protocols have multiple available bit rates from which transmitters
chooses and agrees upon before starting a transmission. As, the traditional bit-rate
selection algorithms [8] require sending packets to a single next hop node, the signal
strength to that next hop node is measured and the most suitable bit-rate is selected
according to it. In opportunistic routing a packet is forwarded to a group of forwarders.
Here the conventional bit-rate selection algorithms will fail since it has to decide a
mutually possible bit-rate among all the candidates. For this reason presently most
of the OR protocols use a fixed bit rate. Employing an optimum bit rate will greatly
influence the performance of OR protocols else all the forwarders may not be able
to receive the packets due to disparity in speeds.

9.2.2.4 Buffer Size

In OR protocols forwarders need to buffer the packets. A packet is discarded only
when the node makes sure that it no longer needs to forward that packet. This means
in an OR network all the nodes need a large buffer size. This requirement can be
less expensive for wireless mesh and ad hoc networks but the problem will be more
severe for sensor nodes or the networks where the participating nodes have limited
buffer sizes. In OR protocols the lower priority forwarders, being closer to the source
node, have higher chances to receive the packets than the higher priority nodes. It
means, when a forwarderś buffer becomes full, most of the forwarders having a lower
priority will also be running out of buffer.

9.2.2.5 Quality of Service (QoS)

For delay sensitive applications timely data delivery is of utmost importance and
other optimizations like minimizing packet transmissions and preserving energy are
secondary. Implementing QoS features in OR protocols needs to deal with challenges
like limited resource constrains and dynamic topology of the networks [22].

9.2.2.6 Cross-Layer Protocol

A number of factors influence the performance of OR protocols such as transmission
power, frame size, coding technique etc. These issues are not handled by the network
layer but by the lower layers. For example, the transmission power level, which
decides the signal strengths of the links to the neighbors [19], is controlled by the
physical layer. These signal strengths affect the packet delivery ratios to the neighbors
and also influences the network layer in selecting the forwarders as the number of
neighbors of a node may increase for enhancing the transmission power level [14].
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For these reasons some researchers argue that a cross-layered design can prove to be
a better approach. One negative side of a cross-layer approach is that these protocols
are hardware specific.

9.3 Performance Measurement Model of OR Protocols

Opportunistic routing tries to limit packet retransmissions by taking advantage of
the broadcast nature of the wireless channel. The main performance metric of OR
is therefore number of packet transmissions. In this section we study the various
performance evaluation framework to model packet transmissions. We show that the
proposed models do not consider the retransmissions. We propose a mathematical
model which incorporates the retransmissions also. As a proof of concept we use the
proposed framework to evaluate the classical OR protocol ExOR [2, 3].

9.3.1 Statistical Model

9.3.1.1 Markov Models

In [5] the authors present a discrete time Markov chain (DTMC) model which can
be used to evaluate and compare OR protocols in terms of expected number of
retransmission needed to deliver packets to the destination. The model needs packet
delivery ratios between all pairs of nodes and the forwarders list as input to compute
the number of transmissions needed per packet.

In this Markov model each state represents a forwarder node and the states are
sequenced as the positions of the forwarders in the ordered list with destination being
the absorbing state. An absorbing state means that it is not possible to go from that
state to any other state in the model. This property of the proposed model makes it a
discrete phase-type distribution where the last state is strictly an absorbing state. In
OR if a packet is received by more than one forwarders then only the highest priority
forwarder is supposed to forward the packets. Forwarders having lower priority than
the transmitting node do not buffer the packets. The network in Fig. 9.2 can be
modelled using DTMC as shown in Fig. 9.5. Here all of the four nodes represent
a state placed according to their distances from destination, where the node dst is
shown as state ‘4’. The last state being the absorbing state has only a self state
transition. For all the other nodes there are transitions only to the nodes that are
closer to the destination. The transitions probabilities between the states are given
in the network. Assuming the delivery probabilities between two nodes m and n as
p(m, n) we can compute the transition probabilities for each state. We can see that
p1 depicts a transition to the best candidate, p2 as the intermediate node and p3 is
the self loop. As p1 goes to the best candidate, for instance state ‘1’ goes to state ‘3’
the transition probability can be computed for state 1 as
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Fig. 9.5 DTMC model of the network given in Fig. 9.2

p1 = p(1, 3) (9.1)

The transition p2 will occur only if p1 fails to happen which means

p2 = p(1, 2)(1− p1) (9.2)

The transition p3 is a special case of p2 where none of the candidates receive the
packet. So, we can compute p3 as

p3 = 1− (p1 + p1) (9.3)

The transition probabilities originating from the other states can also be computed
in a similar fashion.

In OR the packets can only move forward toward the destination in each transmis-
sion. The transition probabilities in the DTMC model must guarantee this property.
That is packets should not move from a state to any of its previous states. In general
let us assume a scenario where s is the source node and d is the destination. Let
p(i, j) > 0 represent the packet delivery probability of the link between the nodes
i and j, and pi, j is the state transition probability from node i to j . The ordered set
of candidates of vertex i is regarded as Ci,d = {ci (1), ci (2), . . . , ci (ni )} where ci (1)

and ci (ni ) are the best and the worst forwarders, respectively, to reach the destination
node d. The transition probability from a state to any of its previous state should be
zero which is stated in Eq. 9.4 [5].

pi, j = 0, i < j (9.4)

If the highest priority forwarder that can receive packets from node i , namely ci (1),
receives a packet then it will forward the packet with probability 1. This means the
transition probability to this node will only depend on the delivery ratio between the
two nodes [5] as shown in Eq. 9.5.

pi, j = p(i, j), i �= d, j = ci (1) (9.5)
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For all other candidates of current sender i , their state transitions will depend
upon the probability of the higher priority forwarders. Specifically, a candidate will
forward the packet only if none of the higher priority nodes received the packet
successfully which leads to Eq. 9.6 [5]. A special case is where the packets stay in
the same state which mean none of the forwarders receive the packet [5] as shown
in Eq. 9.7.

pi j = p(i, j)
k−1∏

l=1

(1− p(i, ci (l))), i �= d, j = ci (k), k = 2, . . . , ni (9.6)

pii = 1−
∑

l∈Ci,d

pi,l , i �= d (9.7)

The destination node, being the absorbing state, will only have a self state transition
with probability 1 as shown next [5].

pii = 1, i = d (9.8)

The model assumes that the forwarder list maintains a strict order, that is, no two
candidates can have same priorities. This assumption ensures loop-freeness among
the candidates. With the assumptions as stated above the transition matrix for the
Markov chain [5] can be given as

P =

⎡

⎢
⎢
⎢
⎢
⎢
⎣

p11 p12 p13 · · · p1N

0 p22 p23 · · · p2n

0 0 p33 · · · p3N
...

. . .
...

0 0 0 · · · 1

⎤

⎥
⎥
⎥
⎥
⎥
⎦

=
[

T t
0 1

]

(9.9)

Here T shows the transition probabilities before a packet reaches the destination, and
t = [

p1N p2N · · · pN−1N
]T shows the probabilities to directly reach the destination

node from 1, . . . , N − 1.
Using the above equations for the state transition probabilities the model can

compute retransmissions for a certain forwarders list using the following recursive
Eq. [5]:

E[Xi ] = 1+∑ni
l=1 pil E[Xl ]

1− pii
, i �= d. (9.10)

Here Xi is a random variable that represent the number of transitions from state
i till total absorption occurs, pil is the probability of transition from state i to state l
with pii being the probability of detaining in the same state i . The above equation is
applicable to all the states except the absorbing state (destination node). As it does
not transmit any data packet the absorbing state holds the equation E[Xd ] = 0.
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The main problem with the Markov is that it assumes all the nodes have knowledge
of the packets received by the higher priority nodes, i.e., it does not consider duplicate
retransmissions. Duplicate retransmissions occur in OR due to the failure in receiving
updated acknowledgments by the lower priority forwarders. This mainly happens
when the forwarder set is not strategically chosen and a lower priority node does not
hear from its following higher priority forwarder.

9.3.1.2 Binomial Model

In [15] the authors use binomial distribution to model OR protocol. This model
considers the duplicate packets generated due to loss of acknowledgments. Let−→
V = {v0, v1, v2, . . . , vi , . . . , vn} be a ordered forwarders list with v0 and vn as the
source and destination node respectively. Thus v0 will have the lowest priority and
vn will be the highest priority forwarder. We assume that, for any three forwarders
vi , v j , and vk (arranged according to their increasing order of priorities), if node vi

transmits a number of packets and v j and vk listen to the transmission, the number
of packets vk successfully receives is a subset of the packets received by v j . Let
the packet delivery probability (PDP) between two nodes vi and v j be pi j . We also
assume that all the links between nodes are bidirectional, that means pi j = p ji in our
case. Further, we assume that PDPs of the links are constant during the transmission
of the whole batch of packets.

Let N (vi ) denote the number of packets received and λ(vi ) is the number of
packets to be transmitted by node vi . The number of packets to be transmitted by
the node vi (λ(vi )) is the difference between the number of packets it received from
lower priority nodes and the number of packets for which acknowledgements are
received from higher priority nodes. Let us denote the number of acknowledgments
received as λ′(vi ). We can define λ(vi ) as [15]

λ(vi ) = N (vi )− λ′(vi ) (9.11)

In opportunistic routing first turn to retransmit is given to the highest priority
forwarder. After this node finishes transmission the lower priority nodes are given
chances one after another on the basis of their priority with the source node being
the last node to retransmit. This process is repeated till all packets have reached the
destination. We define round as the retransmission period starting from the highest
priority forwarder to the end of transmission of the source node. To send a batch of
packets one or more number of rounds of retransmissions may be needed.

Let Xi j be a random variable to denote the expected number of packets received
by node v j from node vi where λ(vi ) is the number of packets transmitted by node
vi with probability pi, j . The number packets successfully received (Xi j ) may be
anything from 0 to λ(vi ). We use binomial distribution to derive the expected number
of packets received by node v j from node vi . The binomial distribution is the discrete
probability distribution of the number of successes in a sequence of n independent
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yes/no experiments, each of which yields success with probability p. In our case,
each packet transmitted by vi is an experiment and it is a success with a probability
pi j if v j receives a packet successfully. So the expected number of packets received
by node v j from node vi can be calculated as [15]

E[Xi j ] =
λ(vi )∑

k=1

k.b(k; λ(vi ), pi j ) (9.12)

where b(k; λ(vi ), pi j ) is the binomial distribution that gives the probability of receiv-
ing exactly k packets out of λ(vi ) transmitted. The total number of packets received
from all the lower priority nodes [15] can be computed as

Nn(v j ) = Nn−1(v j )+
j−1∑

i=0

λn−1(vi )∑

k=1

En−1[vi ] (9.13)

that is the sum of total number of packets received till the last round and the packets
received in the last round.

In OR receiving only one packet from a forwarder is enough to receive all the
acknowledgments from that node. The probability of receiving at least one packet by
vi out of λn(v j ) packets transmitted by v j can be computed as

{
1− (1− pi j )

λn(v j )
}
.

Using this expression the number of acknowledgments can be formulated [15] as

λ′n(vi ) =
n∑

j=i+1

{
1− (1− pi j )

λn(v j )
}

Nn(v j ) (9.14)

where Nn(v j ) is the number of packets transmitted by v j in nth round.
So, for all the nodes in the forwarder list we can define the total number of

retransmissions for a round [15] as

Rn =
s∑

i=1

{
N (vi )− λ′(vi )

}
(9.15)

The above equation shows the sum of the transmissions performed by all the partic-
ipation nodes in a certain round. This equation (6) can be extended to calculate total
number of retransmissions needed to deliver a batch of packets [15] as follows.

Rtotal =
∞∑

n=1

s∑

i=1

{
Nn(vi )− λ′n(vi )

}
(9.16)

Equation 9.16 can be used to compute the number of retransmissions for any OR
protocol. The value for n is taken from 0 to∞ as the number of rounds to be taken
to deliver the packets is not known a prior. This will not affect the model by getting
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into an infinite loop as the simulation will stop when, after some rounds, the number
of packets transmitted becomes zero and the value of Rtotal becomes constant.

To analyze a protocol in terms of expected number of retransmissions per for-
warder [15] we can use the following equation:

λtotal(vi ) =
∞∑

n=0

{
Nn(vi )− λ′n(vi )

}
(9.17)

Here, Eq. 9.17 computes the total transmissions by node vi until all the packets are
received by destination. The range of n here is also from 0 to∞ and will terminate
after some rounds for the same reason as for Eq. 9.16.

9.3.2 Analytical Model

In [23] (EAX) the authors provided a model to compute the expected number of
retransmissions for OR protocols given the forwarders list and the packet delivery
probabilities between the forwarders. The authors, however, did not use the model for
comparing OR protocols. Rather, they used it as a metric to choose the forwarder list.

The model assumes that the probability of delivery of an acknowledgment is
same as delivering a packet as the acks (robust acknowledgement or RACK) are
piggybacked in the data packets. The model also assumes that the packet size does
not increase due to inclusion of RACK and a certain number of repeats of an ack is
referred to as RACK size. Hence, if packet delivery probability of a packet is a then
delivery probability of a RACK of size n is 1− (1− a)n . In OR a forwarder listens
to the higher priority nodes to receive the RACKs to get the latest informations of
the packets’ positions. The model assumes that when a node forwards a packets all
the higher priority forwarders that received the packet successfully responds with
RACK. If this sender does not receive an ack from any of the higher priority nodes
it retransmits the packet again. This means if the node fails to receive the RACK
despite some higher priority forwarders received the packet, the node will retransmit
the packets wrongly.

Let s and d be the source and destination nodes and Cs,d is the set of candidate
next hops from s to d where ci is the candidate with priority i. Let us denote fi as the
packet delivery probability from source s to the candidate ci and ai

j as the delivery
probability of RACK from candidate c j to ci . Hence the probability that ci misses
the RACK from c j will be f j (1− ai

j ). The model also assumes that the node ci can
also get informed of the RACK through another intermediate higher priority node ck

having a priority less than that of c j . The probability of not receiving RACK through
ck can be given as (1 − ak

j a
i
k fi ). Therefore, the probability that ci does not receive

the RACK from c j directly or through any of the intermediate candidate nodes is

f j (1− ai
j )

∏k< j
k>i (1− ak

j a
i
k fi ) where k > i means ck has a priority higher than that

of the candidate ci . Using these probabilities the probability λi that candidate ci does
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Fig. 9.6 A sample OR sce-
nario where A and D are
source and destination, respec-
tively, with B and C as inter-
mediate nodes

not receive RACK from any of the higher priority nodes [23] can be expressed as
follows.

λi =
∏

j>i

(1− f j + f j (1− ai
j )

k< j∏

k>i

(1− ak
j a

i
k fi )) (9.18)

The above equation gives a close approximation when the number of candidates
in the set is three or less as it only considers one intermediate candidate node through
which a lower priority candidate can receive RACK from a higher priority candidate
node. However, the formula is not able to accommodate the cases where the RACK
reaches to candidates through more than one intermediate nodes. In such cases the
model could generate a higher value than it should be, however, as inter-node deliv-
ery probability becomes higher the chances of receiving RACK from atleast one
candidate also turns high. In cases where the RACK delivery probability is 100 %,
the number of duplicate packets will become zero. For those instances the λi can be
written as λi =∏

j>i (1− f j ).
Let us consider the scenario depicted in Fig. 9.6 where node A wants to send

some packets to D through intermediate nodes C and D. All the inter-node packet
delivery probabilities are shown in the figure. The prioritized order of the forwarders
is A,B,C, and D with A having the lowest and D having the highest priority. In the
scenario the nodes B and C are the next hop candidates of A. So, the probability of
receiving a packet by B ( fB) and C ( fB) from source A can be expressed as

fB = p1 (9.19)

fC = p2 (9.20)

Nodes C and D, being the possible next hop forwarders of B, are able to send RACK
to B. But, as D is not a possible next hop for A, D cannot receive the packet. Hence
the RACK delivery probability of B from C (aB

C ) with a RACK size n [23] can be
given as

aB
C = 1− (1− p3)

n (9.21)

which lets us derive the probability that the node B does not get RACK after the
packet reception by C as fC (aB

C ). This way, all the probabilities can be computed
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and finally the expected number of retransmissions can be obtained for the network
using the model.

Finally, the expected number of retransmissions needed to deliver a packet from
source to the destination [23] can be gives as

E AX (s, d) = S(s, d)+ Z(s, d) (9.22)

S(s, d) = 1

1−∏
i (1− fi ai )

(9.23)

Z(s, d) =
∑

i λi fi E AX (ci , d)

1−∏
i (1− fi )

(9.24)

where ai is the delivery probability of RACK from ci to s. The expected number
of retransmissions needed to send a packet from s to atleast one of the forwarders
and successfully receiving back the acknowledgment is shown in Eq. 9.23, whereas
Eq. 9.24 is a recursive formula that shows the number of transmissions needed to
deliver the packet to the destination in turn.

If it is assumed that the RACKs are always successfully received by all the nodes
then the previous equation can be simplified as follows [23].

E AX (s, d) = 1+∑
i E AX (ci , d) fi

∏
j>i (1− f j )

1−∏
i (1− fi )

(9.25)

EAX considers only the one-hop or two-hop RACK reception by a forwarder
where the RACK can arrive from a node through multiple number of intermediate
nodes. That means, the model can properly model the scenarios where the number
of forwarders in the list is three or less. It will present an approximation where the
number of forwarders is four or more. In such cases the model will give higher value
than expected.

9.4 Evalaution of Ad Hoc Opportunistic Routing Protocols

In the past few years several OR protocols are proposed by the researchers for dif-
ferent type of networks with different network objectives. Extremely opportunistic
routing (ExOR) protocol, being the first implementable OR protocol, we discuss it’s
main features and procedures. Next, we use this protocol to validate and evaluate the
binomial model and the DTMC model with simulation results.
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Algorithm 1 Forwarder selection algorithm for ExOR(s, d)

Input: s, d, N (cand)

Output: Fwd(s, d)

1: Fwd(s, d)← φ

2: weight (s)← ET X (s, d)

3: visi t ← s
4: for all n in visi t do
5: if n == d then
6: Break
7: else
8: for all cand in N (n) do
9: if cand == d then
10: weight (cand)← 1
11: else
12: weight (cand)← ET X (cand, d)

13: end if
14: end for
15: N (n)← sort (N (n))

16: for all cand in N (n) do
17: if weight (n) > weight (cand) then
18: if ret (cand) > 10 then
19: Fwd(s, d)← Fwd(s, d) ∪ cand
20: visi t ← visi t ∪ cand
21: end if
22: end if
23: end for
24: visi t ← visi t/n
25: end if
26: end for

9.4.1 EXOR

ExOR [2, 3] is the seminal opportunistic routing protocol designed for multi-hop
wireless mesh networks. This is the first implementable OR protocol designed by
Biswas et. al. [3]. In ExOR the source node builds the forwarders list prior to sending
the packets in the network and measures the logical distances of each of the candidate
nodes to the destination to select and prioritize the forwarders. After selecting the
forwarders the list is included in the header of each of the packets to be transmitted and
then the packets are transmitted in batches. All the nodes in the forwarders list receive
the packets, buffer them, and wait until its turn to transmit packets. When a node’s
turn to transmit comes it checks whichever packets are already received by a node
with a higher priority than it’s own and suppresses those packet from transmitting.
This procedure repeats until 90 % of the packets reach the destination node.

Algorithm 1 shows the procedure for forwarder selection for ExOR. The basic
idea of this procedure is to run a simulation will all possible candidate nodes and
select those having a chance of forwarding atleast 10 % of the total number of packets
(batch size). The algorithm first finds the weights for all the candidates starting from
source s upto the destination d using the ETX metric where a lower weight means
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a shorter distance to the destination. Among the traversed candidates, those who
has a higher weight to the destination than their previous hop node (which means
the previous hop node is closer to the destination than this node), are prohibited
to become a forwarder first. The rest of the candidates are eligible to become a
forwarder, however, selecting all of them may reduce the performance of ExOR by
introducing delays due to the scheduling strategy. So, to eliminate this problem the
algorithm chooses only the nodes that are expected to send atleast 10 % of the total
packets. The function rets(x) finds the number of packets expected to be forwarded
by x if the batch size is 100. The candidates for which this function returns a value
larger than 10 are finally selected as forwarders.

9.4.1.1 Comparison and Validation Of Mathematical Models

In this section we compare the DTMC model with our proposed binomial model. We
implemented EXOR [3] in OMNet++ [16, 20]. We take scenarios of 20 nodes and
simulate ExOR with different source destination pairs. The nodes in the scenarios
are scattered over a 1500 by 1500 m2 open area. We consider log normal shadowing
model as our path loss model. The nodes in the area are assumed to be stationary over
time and there are no other traffics than the data packets streamed by OR protocol.
We make these assumptions as we want to compare the simulation results with the
results obtained by the mathematical model where the models do not consider those
simulation factors.

The experiment was repeated for different batch sizes and in each run of the exper-
iment we computed the total number of packet transmitted by all the forwarders. Fur-
ther, during these experiments we also acquired the packet delivery ratios between
each pair of nodes and the forwarders lists which are required as input for the math-
ematical models. These parameters were fed into the mathematical models and the
expected number of transmissions were computed. While measuring the results we
assume that there are no background traffics in all the scenarios and there is no
internode interferences in case of mathematical models.

The results depicted in Fig. 9.7b shows that all the three methods produce similar
results and the mathematical models give close approximations of the simulation
result. Whereas, in Fig. 9.7a, it can be seen that our proposed model gives better
approximated results than the DTMC model. It is worth nothing the in all the three
models the results produced by DTMC model is little less than the other two results
for all three figures where in Fig. 9.7a the differences are more. This difference is
caused due to the assumptions made by the models. The DTMC model assumes that
all the nodes have the knowledge of the receptions of packets by the higher priority
forwarders, thereby not retransmitting those packets falsely (duplicate packets). In
DTMC the model computes the average number of transmissions required to dispatch
one packet to the destination. The number of transmissions required for a batch of
packets is obtained by simply multiplying this average value with the batch size.
Hence, the results of this model is linear as can be seen from the figures.
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Fig. 9.7 Expected number of transmissions for different number of batch sizes and different for-
warders lists for ExOR

Duplicate retransmissions occur in OR due to the failure in receiving updated
acknowledgments by the lower priority forwarders. This mainly happens when the
forwarder set is not strategically chosen and a lower priority node does not hear from
the next higher priority forwarders, and so does not acquire the best positions of the
packets. For this reason the nodes may wrongly retransmit packets already held by
the higher priority forwarders causing duplicate retransmissions. When two adjacent
priority forwarders are not in transmission range of each other, the lower priority
node is not able to listen to the next higher priority node, or unable to fetch the
acknowledgments from the higher priority forwarder which may inherit the problem
stated above. The DTMC model, as it assumes all the acknowledgments are always
propagated successfully to the lower priority forwarders it is unable to incorporate
the number of duplicate packets in its computation, Most of the forwarder selection
algorithms proposed by many authors do not try to actively reduce the number of
duplicate packets generated due to miscommunication between forwarders. Further-
more, as the number of duplicate packets mainly increase due to the divergent paths
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chosen in the forwarders list, the results of the DTMC model is likely to deviate more
and give smaller results with the selection of more diverge routes in the list.

In our proposed model as it considers the probability of acknowledgment propa-
gation among the lower priority forwarders too apart from the considering only the
internode delivery ratios, the results produced by the model includes the expected
number of duplicate packets produced in the simulation life-time. Hence our math-
ematical result complements the simulation output.

9.5 Minimizing Duplicate Packet Transmissions

In the previous section we had seen that selecting forwarders on divergent paths lead
to an increase in the number of duplicate packets retransmitted. In this section, we
propose an OR protocol where we consciously try to select forwarders that lie on the
same path to the destination. We show that such a protocol minimizes the duplicate
packets and therefore reduces transmission.

9.5.1 PBFS

In PBFS [15] the authors have tried to reduce the number of duplicate packet trans-
missions. The basic idea of PBFS is to increase the chance of successful commu-
nication between adjacent priority forwarders so that acknowledgments propagate
more reliably.

Let
−→
V = {v0, v1, . . . , vn} be an ordered set, sorted according to the increasing

orders of priority with source node v0 having the least priority and destination having
the highest priority. We define � as a function that assigns weights to the nodes and
links, where � [v] means the weight of node v and �(u, v) means the weight of the
link (u, v). The weight metric can be logical distances between nodes, hop counts
to the destination, etc. The operator 	 is used to compare the priorities among two
nodes in term of their weights given by the weight function. A node u is said to be
preferred over v if � [u] 	 � [v]. The set

−→
V thus denotes the forwarders list of source

node v0 for destination vn . We also define N (vi ) as the set of higher priority nodes
which are in the transmission range of vi . In this work our aim is to compute the set−→
V such that the number of retransmission is reduced.

The basic steps of any OR protocol are (1) Candidate list selection, (2) Forwarder
set selection, and (3) Prioritization of the forwarders. All of these three steps are
discussed next.
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9.5.1.1 Candidate List Selection

The protocol first finds all possible paths to the destinations and builds a tree using
them. This tree, termed as a full path tree, consists of all possible paths from source to
the destination node where source is considered as the root and all the leaves are the
destination node. The full path tree can be trivially built by starting with the source
node (vs) as root and selecting as its child the nodes in the set N (vs). The process
is repeated recursively for each child node until the destination node is reached.
However, the full path tree does not ensure loop-free paths and there may exists
some paths that direct the packets away from the direction of the destination node
reducing the efficiency of the protocol. Just like conventional routing algorithms [7]
clear bad route from its topology table, the protocol also discards the subpaths that
create loops or may reduce efficiency.

To prune the full path tree as stated above PBFS selects a node as a potential
forwarder (candidate) only if it has a shorter distance than its parent node in the tree.
This cropped tree is termed as a candidate tree as each of the nodes in this tree is
candidate to become a forwarder. Since our aim in this work is to reduce the number
of retransmissions, the protocol chooses inverse of PDP that increase with decrement
of the PDP as its weight function � (metric) to assign weights to the nodes. That is,

�′ ∝ 1

Packet Delivery Probabili t y
(9.26)

The weight function � used here can be defined as � [u] 	 � [v]⇒ � [u] ≤ � [v],
which means a lower weight denotes a higher priority. The algorithm to obtain the
candidate tree is shown in Algorithm 2.

The procedure starts from the leaf nodes and ends at the root node. Let T denote
the full path tree and T .depth be the depth of the full path tree T . Here, T at height
returns the set of all the node in level = height and the source or root node (v0)
is at level 0. The weight of the leaf nodes will have the lowest weights as they are
the destination nodes themselves. Let us also denote M(v) as the candidate tree or
a candidate subtree rooted at a node v. The symbol ⊕ is defined as an operator
that merges two subtrees to create a new one. The algorithm iteratively adds the
child nodes to the new tree which are logically closer to the destination than their
parents. The line � [u] 	 � [v] ensures that this child node has a logical distance to
the destination than its parent.

9.5.1.2 Selection of Forwarder List

Once the candidate tree containing the candidate nodes is prepared, the protocol
selects the potential forwarders to build the forwarder list to participate in packet for-
warding. For this purpose the candidate tree is pruned further to get a more simplified
tree containing only the forwarder nodes. Previously as we discussed that if adjacent
priority forwarders cannot listen to one another’s transmission then the situation can
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Algorithm 2 Algorithm to Prepare Candidate tree
Input: full path tree T
Output: M(v0)

1: height ← T .depth − 1; R← φ

2: //Initialize the leaf nodes
3: for all node in T do
4: if node is lea f then
5: �[node] ← 1
6: else
7: �[node] ← ∞
8: end if
9: end for
10: //Starting from bottom recursively assign weight to each node
11: while height ! = 0 do
12: for all node v in (T at height) do
13: //Compute the weight of each node
14: � [v]← minN (v){� [u]+ �(v, u)}
15: //Nodes with weight less than its parent node are selected as candidate node
16: for all node u in (N (v)) do
17: if � [u] 	 � [v] then
18: M(v)← M(v)⊕ M(u)

19: end if
20: end for
21: end for
22: height = height − 1
23: end while
24: M(v0)← M(v)

increase the number of retransmissions, the main aim of selection procedure is to
select the forwarders such that there is at least one path which includes all of the
selected forwarders.

In PBFS, the nodes that lie in the shortest path to the destination are at first
selected as forwarders. These selected nodes are called as primary forwarders. The
set of primary forwarders is the minimum number of forwarders required to route
packets to the destination. However, the main goal of this protocol is to select some
additional nodes as brook (backup) forwarders. The brook forwarders can overhear
the communication between the primary forwarders and any packet missed by a pri-
mary forwarder will be immediately retransmitted by the brook forwarders, thereby
reducing the re-transmission time. Speaking in terms of the candidate tree, it means
at each hop there must be exactly one primary forwarder and one or more brook
forwarders. The number of brook forwarders to be selected per hop depends upon
the improvement they offer in term of weight for the current primary and its parent
node duo. The rule used by PBFS to select the brook forwarders is: a candidate
node between two primary forwarders has higher chances to be selected as a brook
forwarder if the product of weights of links from the candidate to both the primary
forwarders is lower. To follow the rule the algorithm performs the following task. Let
vp be a parent node that selects vi as it’s next primary forwarder. We want to select
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Algorithm 3 Procedure for Forward List Selection
Input: M(v0) //Candidate-tree
Output: F(v0)

1: v← v0
2: fwdList← {v}
3: while v! = d do
4: // Select a primary forwarder at each hop
5: T empList ← φ ; primar y ←∞
6: for all node u in (N (v)) do
7: if �[u] 	 �[primar y] then
8: M(primar y)] ← M(u)

9: end if
10: end for
11: F(v)← M(v)⊕ M(primar y)

12: fwdList← { f wd List ∪ primar y}
13: // Select brook forwarders at same level
14: �[M(primar y)] = φ

15: for all node in (N (v)) do
16: if � [F(v)⊕ M(node)] 	 � [F(v)] then
17: T empList ← {T empList ∪ node}
18: end if
19: end for
20: //re-order TempList
21: sort(T empList)
22: for all brook in T empList do
23: if (� [F(v)]− � [F(v)⊕ M(brook)]) > T hresh then
24: F(v)← F(v)⊕ M(brook)

25: fwdList← {fwdList ∪ brook}
26: end if
27: end for
28: v← primar y
29: height ← height − 1
30: end while
31: F(v0)← M(v0)

a brook forwarder (v j ) (v j must also be a child of vp) such that delivery of packets
to node vi is ensured, i.e., we want to maximize the PDP to vi through v j . Let the

delivery probability of the links vp → vi , vp → v j and v j → vi be ai
p, a j

p and ai
j ,

respectively. For a certain v j the probability of successfully delivering a packet to
node vi [15] will become

Pv j

(
vp, vi

) = 1− (1− ai
p)(1− a j

pai
j ) (9.27)

where Pv j (vp, vi ) is the delivery probability from vp to vi through the candidate node
v j .

Algorithm 3 shows the procedure for forwarder list selection. Let us denote the
final tree after selection as F(v) where node v is the root node. The procedure starts
with the root node and iteratively selects the primary and the brook forwarders from
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each level. It first selects the root node as the first primary forwarder. The procedure
then, from each level it selects, as the primary forwarder of that level, the child node
of the previous level primary forwarder having the minimum weight. Next, to select
the brooks, the method adds a sibling of this presently selected primary forwarder
as brook if it offers improvement in delivery ratio as shown in Eq. 9.27 by atleast a
T hresh amount.

9.5.1.3 Comparison and Validation Of Mathematical Models

In this section we again compare the DTMC model with our proposed binomial
model. We implemented PBFS in Inetmanet framework of OMNeT++. In the same
scenario of 20 nodes scattered over an open arena of 1500 by 1500 m2 as assumed
in the previous results we simulate our protocol PBFS and we use these simula-
tion results to validate the mathematical models. Here too we consider log normal
shadowing path loss model and assume that the nodes are stationary over time.

We repeat the experiments for different batch sizes and forwarder sets for dif-
ferent source-destination node pair. For each run the total number of transmissions
are observed which are to be used for validation of mathematical model. From the
simulation environments the packet delivery ratios between all pairs of nodes and
the selected forwarders list are recorded which act as the inputs for computations of
the mathematical models. As in the simulations for the previous results we assume
that there are no background traffics in all the scenarios and there is no internode
interferences in case of mathematical models. These assumptions, although not very
practical, are essential for the simulations of the mathematical models as they are
not able to incorporate those factors.

Figure 9.8 shows the results of our experiments in two different scenarios and
forwarders lists with different batch sizes. In Fig. 9.8a we observe that the simulation
result shows increment in number of transmissions as the batch size increases with a
rate higher than the rates as noted in the results for mathematical models, although the
pattern of increment is quite similar. Figure 9.8b shows results of a different scenario
where it can be examined that all the three results are very much likely. However, the
simulation results show a higher number of transmissions that are needed to deliver
packets than that predicted by the mathematical models.

The results of the simulation may drift from the mathematical models for various
reasons, specially the factors of the environments that cannot be captured by the
mathematical models. As the possibility of interference among the nodes increase
with the increment of the number of broadcast packets in the network [18] the sim-
ulation results for bigger batch sizes may differ more from the mathematical results.
Moreover, these mathematical model assumes that the wireless channel is bidirec-
tional and the delivery ratios in both the directions are equal. This assumption may
not be true for simulations and cause differences in the results.
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Fig. 9.8 Expected number
of transmissions for different
number of batch sizes and
different forwarders lists for
PBFS

9.5.2 Comparison Of ExOR and PBFS

As we validate the mathematical models with the simulation results, it can be seen
that the binomial model produces better approximations of the scenarios than the
Markov model which claims to produce good results. In this section, we use the
binomial model to study and compare both the protocols ExOR and PBFS. We first
take a network topology where 50 stationary nodes are scattered over a 1000 by
1000 m2 square arena. We assume that all the nodes in the network have knowledge
of the packet delivery ratios between each pair of nodes. We also assume that there
are no background traffic in the networks and no interferences among the nodes.
Next, we apply the algorithms as described in Sect. 9.4 to derive the candidate sets of
different source-destination pairs for both the protocols. These generated candidate
lists and the delivery ratios are then used as input to the binomial model to finally
compute the results in term of expected number of transmissions.

The results are shown in Fig. 9.9 and 9.10. Where Fig. 9.9 compares the two proto-
cols in terms of expected number of retransmissions for different source-destination
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Fig. 9.9 Expected number of transmissions for different forwarders lists

Fig. 9.10 Number of selected forwarders for different forwarders lists

pairs, Fig. 9.10 compares the number of forwarders selected by ExOR and PBFS for
the same source-destination pairs. From the Fig. 9.9 we can see that sets 1 and 4 have
the similar results that indicate about 10–20 % improvement in PBFS over ExOR
whereas, in set 5 we can see PBFS gives around 50 % improvement as compared to
the other protocol. Sets 2 and 3 shows results of the forwarder sets where there is not
much differences between the two. The set 2 is a special case where both the proto-
cols select the same forwarders list and as a result they produce the same number of
retransmissions as can be seen in Fig. 9.9. From Fig. 9.10 we can see that the number
of forwarders selected in ExOR is also generally higher than the number of selected
forwarders by PBFS. In set 2, as stated before, has the same set of forwarders for
both PBFS and ExOR.
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The main ground of performance improvement in PBFS is mainly due to the for-
warder set selection. As ExOR simply selects the set of forwarders by just running a
simulation with the full set of candidates and select those that participate in packet
forwarding with a acceptable number of packet forwards, there are chances that the
protocol select nodes from different path that are mutually divergent. Hence, the
selected forwarder set may give rise to the numbers of duplicated packets generated
in the network as discussed in Sect. 9.4.1.1. On the other side, PBFS ensures that the
a forwarder is in the communication range of the next higher and lower priority for-
warders. This choice of selection improves the chances of successful propagation of
the acknowledgments to the lower priority forwarders reducing the expected number
of duplicate packet transmissions.

9.6 Problems and Challenges in Modeling OR Protocols

Although packet transmission is a key performance metric of OR protocols, there
are several other performance metrics that need to modeled and face several chal-
lenges. The performance of an opportunistic routing protocol will depend on the
connectivity between forwarders. Modeling contacts will depend on the mobility
pattern of the nodes. Connectivity models will also depend on the underlying radio
properties of the concerned nodes. Identifying a candidate set that can be mapped to
a number of network scenarios is a key research concern. Conserving energy is one
of the key goals for mobile nodes. Thus another interesting challenge is to model the
energy consumption of an OR protocol. Energy consumption in routing protocols
occur mainly during route discovery and route maintenance. In reactive protocols
route discovery will be a major factor whereas for proactive protocols it will be route
maintenance. Energy consumption during data transfer will be more or less similar
in both the cases since data is forwarded through a single path whereas in OR proto-
cols data transfer will consume significant energy since the data is forwarded along
multiple paths. The challenge will be to minimize energy consumption by limiting
the forwarders but this will conflict with the main goal of OR protocols which is to
minimize transmission by choosing a large number of forwarders. A third challenge
will be to model the buffer requirement of OR protocols.

9.7 Chapter Summary

Performance modeling of opportunistic routing protocols is an essential part of
research since the testing of new protocols is heavily dependent on simulation-based
studies. Modeling complements the experimental results and enables a researcher to
understand the intricacies and deficiencies of the system. In this chapter, we described
the performance models available in literature. We found that these models assumed
the protocol to be ideal in the sense that there were no duplicate packet transmis-
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sions. Thus the empirical results did not agree with the analytical result. Our analysis
indicated that duplicate packet transmissions can occur if a lower priority forwarder
cannot overhear the transmission of its following higher priority forwarder. A new
mathematical model based on binomial distribution was introduced that accounts
for such duplicate transmission. Based on the finding of our study, we proposed a
opportunistic routing protocol where all consecutive forwarders are in the transmis-
sion range of one another. Empirical as well as analytical results show that such an
approach lowers duplicate transmissions and as a results minimizes the total packet
transmission. Finally, the chapter address the problems and challenges in modeling
ad hoc opportunistic routing protocols.
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Chapter 10
Reliable Transport in Delay Tolerant Networks

Arshad Ali, Manoj Panda, Lucile Sassatelli, Tijani Chahed and Eitan Altman

Abstract In this paper, we provide a holistic picture of the research efforts towards
the design and development of transport protocols for DTN environments. In the
first part, we provide an exhaustive and insightful survey of the literature on transport
protocols and proposals aimed at DTNs. In the second part, we describe a new reliable
transport protocol based on coding. Our proposed protocol is targeted at terrestrial
DTN environments consisting of a large number of highly mobile nodes with random
mobility. The key idea behind our proposal is that the average dynamics under such
a network setting can be captured by a fluid-limit model and the protocol parameters
can be optimized based on the fluid-limit model. Through simplified versions of our
proposal, we guide the readers in a step-by-step manner through the intricacies of
obtaining deterministic fluid-limit models for networks where the dynamics can be
stochastically modeled by a continuous time Markov chain with a large state space.
We also provide the relevant background material so as to help the readers clearly
understand the methodology and enable him/her to apply the technique to their own
research problems.
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10.1 Introdcution

Delay Tolerant Networks (DTNs) are a class of networks characterized by inter-
mittent connectivity and/or large transfer delays. In a DTN, at any given time, no
contemporaneous end-to-end path may ever exist [16]. Examples of DTNs include
sparse Mobile Ad hoc NETworks (MANETs). If the spatial density of mobile nodes
in a MANET is low, then an end-to-end path between a source and a destination
almost never exists, and two mobile nodes can communicate only when they come
within the radio range of each other.

Apart from sparse MANETs, other examples of DTNs include sparse Vehicular
Ad hoc NETworks (VANETs) [74], Inter-Planetary Networks (IPNs) [17], Pocket
Switched Networks (PSNs) [45], Airborne Networks (ANs) [50], Mobile Social
Networks (MSNs) [52] and UnderWater Networks (UWNs) [90]. IPNs are the deep-
space application of DTNs. Terrestrial applications of DTNs include UWNs, PSNs,
VANETs, ANs and networks for developing regions [73].

There can be several reasons for intermittent connectivity such as limited wireless
radio range, sparsity of mobile nodes, limited energy resources, attack, and noise [47].
The large delays could be due to large propagation delays (as in deep-space DTNs)
or due to intermittent connectivity itself.

Due to intermittent connectivity, the nodes adopt the Store-Carry-and-Forward
paradigm of routing where a source has to depend on the mobility of other nodes,
which act as “relays”, and data packets and ACKnowledgements (ACKs) get trans-
ferred between a source and a destination through one or more relays. Since,
nodes exploit the opportunities of contacts with other nodes in order to forward
their information, such forwarding strategy is sometimes also called “opportunistic
routing” [12].

This paper is concerned with reliable transport in DTNs under opportunistic rout-
ing. The paper consists of two parts. The first part provides a survey of the transport
layer issues (Sect. 10.2) and the existing transport protocols aimed at DTN environ-
ments (Sect. 10.3). The second part describes a class of reliable transport protocols
developed by the authors (Sects. 10.4 and 10.5).

In the first part, we begin by summarizing the main issues that need to be addressed
when designing protocols for DTN environments (Sect. 10.2). Then, we explain why
traditional transport protocols like TCP, which has been developed for use in a wired
Internet, are unsuitable in wireless networks, in general, and in DTNs, in particular
(Sect. 10.3.1). The rest of the first part is devoted to an exhaustive and insightful
survey of the existing transport protocols designed for DTNs. In particular, we divide
the discussion into: (i) protocols that aim at deep-space DTNs (Sect. 10.3.2), (ii)
protocols that aim at terrestrial DTNs (Sect. 10.3.3), and (iii) protocols that make use
of coding to provide a probabilistic form of reliability with improved performance
(Sect. 10.3.4).
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In the second part, we describe a class of reliable transport protocols developed by
us [5]. The proposed protocols are targeted at terrestrial environments consisting of a
large number of highly mobile nodes with random mobility. The key idea behind our
proposal is that the average dynamics under such a network setting can be captured
by a fluid-limit model and the protocol parameters can be optimized based on the
fluid-limit model. Our main proposal appeared in [5] and is described in Sect. 10.4.
Analytical modeling and performance optimization of the network dynamics under
our proposal is provided in Sects. 10.5.3 and 10.5.4, respectively. However, from
a pedagogic point of view, we explain the method of deriving fluid-limit models
through simplified versions of our main proposal (Sects. 10.5.1 and 10.5.2) along with
the background on fluid-limit models (Appendices A and B) and formal derivation
of the fluid-limit in the simplest case (Appendix C). The material in Sects. 10.5.1 and
10.5.2, and that in Appedices A, B, and C is entirely new, and has been written for
the sole purpose of guiding the authors through the intricacies of deriving fluid-limit
models. We also provide numerical results to validate our fluid-limit models and
discuss the performance of our optimization procedures (Sect. 10.5.4).

10.2 Transport Layer Issues in Delay Tolerant Networks

DTNs can be divided into two main categories, namely, deep-space and terrestrial.
The development of an efficient transport protocol for deep-space IPNs has been a
major challenge to the research community. The deep-space networking paradigm
poses some significant challenges such as:

• Long propagation time: This issue arises from long distances by which planets
are separated, and poses critical challenges in the designing of suitable protocols.
Depending on the orbital location of the planets, the end-to-end round trip time
experienced in IPNs can range from minutes (Earth to Mars networks) to even
hours (Earth-Jupiter networks) [2, 24].
• High channel error rates: The deep-space links usually have very high bit errors

rates [24].
• Bandwidth asymmetry: The issue of high channel error rates is associated with

high asymmetry in forward and return link bandwidth. The ratio of bandwidth
of forward to reverse channels is typically on the order of 1000 : 1 in space
missions [24].
• Intermittent connectivity: Networks involving Mars orbiters and landers and

Earth stations not only encounter extremely high latency links but also the devices
are not contactable for extended durations [37]. For example, almost no effective
communication occurs for a number of weeks during the regular periods when Mars
is near the Sun. A very common, though less extended, disruption occurs due to
rain at an earth station [4]. This disruption can hinder scheduled communications
[39] that may lead to the need for re-transmissions. Such re-transmissions may face
huge wait time, i.e., until the next contact opportunity, which could be hours later.
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The challenging characteristics of terrestrial DTNs have attracted the attention
of the networking research community in the recent past, mainly due to a plethora
of potential applications such as wildlife tracking and monitoring [51], connectivity
in undeveloped regions [73], vehicular networks [53], mobile social networks [52]
and pocket switched networks [45]. Intermittent connectivity, short contact duration,
high mobility, unknown mobility patterns, energy and storage exhaustion are just a
few of the potential issues that may be faced in a terrestrial DTN environment.

A reliable transport protocol deals with some fundamental issues, namely, delivery
guarantee and confirmation, connection state management [79], congestion and flow
control. Delivery guarantee through ACKs might incur excessive additional delay
in DTNs due to bandwidth asymmetry. Use of “smart” ACK mechanisms such as
Selective ACKs (SACKs) and/or Selective Negative ACKs (SNACKs) might be
necessary. Long propagation delays combined with high bit error rates could pose
serious problems in adjusting the sending rate (flow control) to quickly fill the bit-
pipe and respond quickly to losses. Unlike wired networks where congestion occurs
mainly due to randomness in traffic pattern, congestion in DTNs can occur due to
unavailability of links for prolonged durations and/or frequent link failures and short
contact durations/UP times. Unlike wired networks where losses mainly occur due
to congestion, losses in DTNs could be due to high bit error rates and/or frequent link
failures. In wired networks, the transport layer protocol usually aborts the connection
due to disruption and Internet congestion control rules hold for intermediate routers.
In DTNs, (i) connection may be kept alive despite disruption, and (ii) congestion
control rules are reformulated as storage congestion control at DTN nodes.

10.3 Survey of Transport Protocols in DTNs

Much of the existing literature on DTNs focuses on the routing aspect and relatively
fewer pieces of work deal with transport aspect. Fall and McCanne [30] discuss
some important issues related to transport performance not specific to DTNs. The
Delay Tolerant Network Research Group (DTNRG) [47] of the Internet Research
Task Force (IRTF) has investigated security and transport layer issues, mostly in the
direction of deep-space communications [34, 35, 71, 78, 80, 81]. The main focus
of the DTNRG is on the Interplanetary DTN environment. Routing or transport
layer issues for terrestrial DTNs have not received much attention from the DTNRG
so far.

The remainder of this section is structured as follows. First, we explain why
traditional transport protocols are not suitable for use in DTNs. In the next two
sections, we survey the literature on transport protocols designed for DTNs, which
can be classified into: (a) deep space, and (b) terrestrial. Then, we discuss some
proposals that use coding to enhance reliability.
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10.3.1 Unsuitability of Traditional Transport Protocols in DTNs

The User Datagram Protocol (UDP) [75] and the Transmission Control Protocol
(TCP) [76] are the most widely used transport protocols in the Internet today. The
former provides a connectionless service and it lacks delivery guarantee whereas
the latter provides a connection-oriented service and ensures reliable data delivery
with delivery confirmation. By far, TCP is the de facto standard for reliable data
transmission.

In reliable data transfer, the data source wishes to ensure that all the information
it sends arrives correctly and “in order” at the destination. In TCP, data packets are
given unique sequence numbers so that the destination can detect which packet(s)
is/are missing. To achieve reliability, the destination sends acknowledgements back
to the source for each packet (or for each other packet, in case of delayed ACKs)
received without errors. A packet i is considered to be lost if either it is not acknowl-
edged within some time period, T0, or if the ACKs for three packets sent more
recently than packet i arrive at the source before the ACK for packet i (so called
triple duplicate ACKs which triggers fast retransmission). In addition to this, TCP
implements a flow/congestion control mechanism wherein packets are sent within
a so called congestion window, whose size increases with the receipt of ACKs and
decreases after a time-out or in case of triple duplicate ACKs.

TCP generally performs well in networks made up of links with low bit error rates.
In networks with high bit error rates, such as those consisting of wireless links and
mobile hosts, many of the assumptions made by TCP are violated, which results in
end-to-end performance degradation in such networks. For example, TCP assumes
that packet loss occurs due to network congestion and TCP adapts well to network
congestion. However, it misinterprets packet losses due to corruption by interference
and noise as being due to congestion. TCP’s congestion avoidance mechanism can
only make things worse in such situations. Moreover, TCP requires at least one stable
path between the source and the destination to establish the connection used in data
delivery. However, such a path may not exist in wireless networks. A detailed account
of the limitations of TCP in wireless networks can be found in [63].

A solution to the problems mentioned above has been provided in [10] where the
authors suggest to “signal” losses due to packet corruption (rather than congestion)
from the link layer to the transport layer. Balakrishnan et al. [9] proposed a “snoop-
TCP” protocol to improve TCP performance in wireless networks. Mahmoodi et al.
[64] proposed a TCP-aware dynamic Automatic Repeat-reQuest (ARQ) algorithm,
which is a cross-layer design that improves TCP’s performance in wireless networks
with link layer adaptation.

In addition to high bit error rates, MANETs might also suffer from link failures.
TCP turns out to be very inefficient for reliable transport in MANETs, because it
misinterprets losses due to link failures as losses due to congestion [44]. This is even
worse in the case of DTNs which suffer from frequent and prolonged link failures
[80]. Indeed, DTNs are usually sparse and the lack of connectivity between the
source and the destination is common. Most of the time, it is impossible to establish
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a data connection and to confirm delivery [101]. Therefore, TCP is not functional in
DTNs [31].

The performance of TCP depends upon the product of the transfer rate and the
round-trip delay called the bandwidth-delay product [48]. High propagation delay,
especially of satellite links [8], makes the arrival of ACKs slow and a long time
is required for the transmission window to grow. TCP’s closed loop transmission
approach is proven to be not sufficient to tackle with propagation delays on the order
of minutes, i.e., feedback comes back at the sender when the information included
in the ACK(s) may already be useless. In other words, it is possible that actual
congestion event happens several minutes before triggering of congestion control
and recovery mechanisms by TCP’s triple duplicate ACKs. Thus, TCP performance
degrades under large bandwidth-delay product. Moreover, it is quite well known that
TCP misinterprets losses due to link errors as losses due to congestion. The problem
of improving TCP over satellite has been widely explored [6, 11, 38].

10.3.2 Transport Proposals for Deep-Space Communication

Space Internet or space Internetworking is to enable space communication using
Internet-type protocols and the Internet in the deep-space environment is generally
termed as Interplanetary Internet [3]. deep-space environment entails huge delays
even in the presence of connectivity. The majority of the architectural designs and
works, mainly [2, 19, 32, 36, 71, 81, 82, 86, 100], address deep-space communi-
cation.

The Transport Protocol for InterPlanetary Internet (TP-Planet) [2] is one of the
early proposals for reliable data transmission over single deep-space links. Its main
functionality is to probe congestion detection and control mechanism which deals
with congestion losses. It uses a blackout state procedure to cope with blackouts and
also makes use of delayed Selective ACK strategy to handle bandwidth asymmetry. To
be more precise, assuming the presence of IP infrastructure in space, it has deployed
rate-based Additive Increase Multiplicative Decrease (AIMD) congestion control.
AIMD operation depends on the decision of the congestion detection mechanism. TP-
Planet adapts AIMD parameters in order to compensate the throughput degradation
due to propagation delay. The TP-Planet protocol has issued two new algorithms
namely (i) the initial state and (ii) the steady state. The initial state algorithm can
occupy the bandwidth of the links in a very fast and controlled manner. It helps in
avoiding throughput degradation which occurs due to inefficient connection starting
behavior. The steady state algorithm contains four states: (i) hold or monitoring rate
(ii) increase or accelerating rate, (iii) decrease or slowing rate and (iv) blackout or
interrupt state. At the start of the steady state where there is no change in transmission
rate, the source goes to hold rate state. The TP-Planet deploys a new congestion
control scheme during steady state operation which helps in deciding transitions
between the states in the steady state. Hence, it can increase, decrease or hold data
transmission rate according to the current state. On the intermittent connection, the
steady state algorithm has introduced the program of interrupt. TP-Planet has brought
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in the time-delay option of SACK to deal with asymmetric bandwidth. The TP-Planet
is an end-to-end connection, but the original node and the destination node may not
exist in the end-to-end connection in the deep-space communication networks.

The RCP-Planet protocol [32] is an unreliable version of TP-Planet [2] proposed
by the same authors. It employs a rate control mechanism which copes with link
congestion and error rate as well as a packet-level Forward Error Correction (FEC).
It deploys a blackout state procedure and FEC block-level ACKs in order to handle
bandwidth asymmetry. Delivery of real-time application data to the ground or to the
satellite, spacecraft etc is the main objective of RCP-Planet.

The Bundle Protocol (BP) [86] proposed by DTNRG [47] borrows from the
concept of email protocol and describes the end-to-end exchange of messages called
“bundles” in DTNs. The BP is proposed on top of the transport layer for deep space
communication. The basic idea is to operate in store and forward mode. A bundle
node consists of (i) a bundle protocol agent, (ii) a set of convergence layer adapters,
and (iii) an application agent. The application agent makes a transmission request
to initiate a bundle transmission. Selecting appropriate convergence layer adapters
after the establishment of endpoints, an outbound bundle is created according to the
request parameters. Then, this bundle is sent to all active nodes currently associated
with the specified endpoint. A bundle receipt acknowledgement request can be made
for each transmission. The BP agent performs bundle forwarding. It sends a bundle to
all nodes currently associated with a specified endpoint which could be either (i) final
destination endpoint or (ii) other intermediate endpoints with the ability to forward the
bundle to the destination. Convergence layer adapters must notify the bundle protocol
agent about the completion of the transfer. The custody transfer, a mechanism which
ensures the storage/custody of a bundle copy in the forwarding node until the release
of the custody, can be requested for the transaction of each bundle. Its has the ability to
deal with intermittent connectivity through custody-based message transfers in store-
and-forward mode and takes advantage of scheduled, predictive and opportunistic
connectivity [94]. It addresses high BER by dividing the larger end-to-end path into
smaller hop-by-hop transfer. The BP specifies a framework rather than a concrete
protocol implementation. Besides, the current BP works only for the content whose
size is already known before the transmission. The size of bundle may sometime
increase considerably. As per [72], in case of disruptions or node failures, BP cannot
assure application reliability due to the lack of an end-to-end functionality and thus
does not really provide an end-to-end service as claimed in the Request For Comments
(RFC) 5050 [86]. Wood et al. [99] highlights a set of issues and limitations of BP. In
particular, reliability in BP’s custody transfer function is prevented due to the lack
of an error detection approach (e.g., checksum) specification [99].

Reliability through custody transfer in bundle layer protocol is briefly addressed
in [29]. A custodian takes the responsibility of reliable delivery of the bundle to the
next custodian till bundle is delivered to the destination.

The Space Communication Protocol Standards-Transport Protocol (SCPS-TP)
[36] for space communications was proposed by the Consultative Committee for
Space Data Systems (CCSDS). This protocol adopts major TCP functionalities and
extends them in order to deal with some of the unique characteristics of deep-space
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links. This protocol has two modes of operations: (i) TCP-Vegas [13] type Van
Jacobson congestion control mode and (ii) an open loop rate control. It operates
in one of the two mentioned modes during congestion indications. By choosing the
mechanism of the TCP-Vegas congestion control, it can adjust the window according
to change of Round Trip Time (RTT). TCP-Vegas is able to monitor effectively
the status of usage of network, which has been widely employed in the network of
satellite for its better fairness and effectiveness. To address the limited bandwidth and
to provide more efficient loss recovery, SCPS-TP makes use of header compression
and Selective Negative ACKnowledgement (SNACK) options. Its open loop rate
control mode also makes use of SNACKs instead of usual ACKs. The SCPS-TP can
judge status of links weather broken or not by monitoring signal strength between
the spacecraft and earth-based station. When the signal strength is lower than a
threshold, the sender sends Internet Control Message Protocol (ICMP) to all the
receiving stations till the links become normal again. Then in order to maintain the
communication, it continues to send ICMP messages to readjust the rate of sending.
To deal with bandwidth’s asymmetry problem, the SCPS-TP adopts the time-delayed
ACK approach.

The CCSDS File Delivery Protocol(CFDP) [19] has the capability to transfer files
to and from a spacecraft’s data storage. It is mainly an application layer protocol,
but includes functionalities of transport layer too. The core procedures of CFDP
provide file copy services over a single link, i.e., its operation is to copy files from a
source storage medium to a target storage medium. It can offer both unreliable and
reliable (based on SNACKs) services. In the absence of direct connectivity between
source and destination nodes, the protocol introduces extended procedures capable of
performing multiple file copy operations across each link of the path to the final des-
tination. CFDP does not support route adaptation inherently, therefore, the complete
autonomous hand-over operations like ground station hand-over are established by
the system functions external to CFDP. CFDP includes four modes (deferred, imme-
diate, prompted and asynchronous) for sending negative ACKs. It also makes use of
positive ACKs to ensure the receipt of critical PDUs. The extended mode of opera-
tion of CFDP refers to more complicated situations, and provides store-and-forward
feature across a network having multiple links with disparate availability. Current
store-and-forward approach of CFDP requires that all parts of a file follow the same
path from a source to a destination. It appears to be unsuitable with increased commu-
nication complexity like dynamic routing or file distribution through multiple relay
points in parallel. A solution currently under [72] investigation is the integration of
CFDP with BP [86].

For dedicated networks like deep-space with very high RTTs, the Licklider Trans-
mission Protocol (LTP) [81] offers reliable transfers based on retransmission over
single-hop connections. It inherits major design ideas from CFDP [19]. To support
BP over long and/or frequent intermittent links, it serves as a DTN convergence layer
protocol which is its major design purpose, though can be used in other contexts.
Such links might be encountered in interplanetary network setting. LTP’s standard
use case is a single hop, deep-space link such as between a remote spacecraft and
an earth station. It does not consider typical TCP issues such as flow and congestion
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control in shared networks. Thus, before triggering communication, it makes use
of pre-defined parameters like window size in its current implementation. In a typ-
ically very high delay point-to-point environment operating over single links, LTP
handles delay tolerance and disconnection issues. LTP data flows are unidirectional
and do not perform any handshakes, flow or congestion control as compared to TCP
[84]. LTP supports both reliable and unreliable data transmission. Since LTP is a
point-to-point protocol, there are no routing or congestion issues to consider for LTP
itself. Bytes are simply transferred between two peers without any consideration of
intermediate peers. LTP can transfer unnamed data blocks and brings partial relia-
bility by dividing each block into two parts, (i) reliable “red” part and (ii) unreliable
“green” part. ACKs are sent only when explicit solicitations are encountered for
checkpoints (reception reports) in the sequence of incoming data segments of the
block’s red part. It still allows deferred transmission in case the communication link
is not available. LTP runs just above the link layer and may also be useful for some
terrestrial applications like sensor networks [67].

Farrell and Cahill [33] proposed a transport protocol called LTP-T (a variant of
LTP [81]) which targets deep-space applications. LTP-T uses the notion of custody
transfer. Each LTP-T entity must accept custody for all successfully received blocks.
Custody is thus passed from host to host until the final destination is reached. This
can minimize end-to-end data delivery time, though the requirement of accepting
custody for all received blocks can also lead to storage exhaustion problems. The
protocol supports delay-tolerant transport and congestion notification. Reliability and
related issues become more complex as compared to LTP since LTP-T is designed for
multi-hop environment. Basically, LTP-T operates like a sequence of independent
LTP sessions (one for each session) when no error occurs. In the presence of segment
loss or corruption, successfully received segments are forwarded to the next node
while error recovery is started for the others. This de-synchronization of the initial
segment sequence brings in proper checkpoint re-scheduling. However, LTP-T is
only defined in a generic way, and further details of how it would operate in reality
are not known.

The Deep-Space Transport Protocol (DS-TP) [71] addresses efficient and reliable
communication in deep-space. It favors missions with small connectivity time due
to its ability to complete file transfer faster than conventional protocols like TCP.
DS-TP adopts (i) open loop approach to deal with huge propagation delays, (ii)
SNACKs (a common approach) to deal with bandwidth asymmetries in satellite and
space communications, which are able to signal for multiple holes at the receiver’s
buffer in contrast to simple Negative ACKnowledgement (NACK), and (iii) fixed-
rate based transmissions to allow for high link utilization without forcing increase
in the transmission rate that ultimately leads to congestion losses. DS-TP focuses
on the optimization of Double Automatic Retransmission (DAR), a retransmission
approach of the transport protocol, to deal either with high bit error rates or blackouts
and to provide proactive protection against link errors. DAR allows for fast and
efficient “hole-filling” at receiver’s buffer. The level of redundancy introduced by
DS-TP affects both the storage space requirement of intermediate DTN nodes and
the end-to-end delivery delay of data to its destination.
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The Saratoga protocol [100] developed by [83] is a file transfer and content dissem-
ination protocol. It was originally developed with the purpose to transfer large files
from small low-Earth-orbit satellites, but is useful for many other situations including
ad-hoc peer-to-peer communications and DTNs. Its intended use is for moving files
or streaming data between peers with intermittent connectivity. Saratoga is capable of
reliably transferring very large amount of data under adverse conditions. It provides
an IP-based convergence layer in DTNs to exchange bundles between peer nodes,
supporting store-and-forward of bundles. The store-and-forward delivery approach
relies on reliable hop-by-hop transfers of files. Saratoga supports retransmission
requests of missing segments, uncorrelated with the data sending process, and con-
tains SNACKs in order to provide reliable retransmission of data. Based on sched-
uled connections, Saratoga also supports an optimistic data transfer mode, where the
source, immediately after initiating a communication session, starts data transmis-
sion without waiting for an acknowledgement. There are at least two feasible options
to transfer a larger file which cannot be transferred by Saratoga during a time-limited
contact. These are: (1) proactive fragmentation that can be used by the application to
create multiple smaller-sized files, enabling Saratoga to transfer some of these smaller
files completely during a contact, and (2) use of HOLESTOFILL packet to avoid
file fragmentation. The receiver can retain a partially-transferred file and request
transfer of the unreceived parts during a later contact by using HOLESTOFILL
packet in order to make clear that how much of the file has been successfully received
and where transfer should be resumed from. The best case of Saratoga requires just
two acknowledgements: one for session establishment and one after successful data
receipt. Saratoga also supports an optimistic transfer mode which can be used in
situations involving well known communicating parties and scheduled transactions.
Generally, it can be stated that, although Saratoga may not always work so reliable,
it is more flexible than TCP. It can be adapted to different communication scenar-
ios, providing storage and forwarding of bundles. It provides efficient means for
data transfer, minimizing overheads and maximizing throughput through the best
exploitations of available resources.

The Delay-Tolerant Transport Protocol (DTTP) [82] was proposed to increase
reliability and efficiency (in terms of resource utilization) in DTNs. To increase effi-
ciency of space data transfer, the authors claim to introduce dynamic characteristics
therein. For the same DTTP session, through potential multiple paths, it offers multi-
hop data transfer services. Practically, it relies jointly on an open-loop model and
a closed-loop system for transmission scheduling and administration respectively.
DTTP provides both reliable and unreliable communication with trade-off between
reliability and end-to-end delivery delay. To provide reliable communication, DTTP
agents run on every node along multi-hop paths, and reliability is offered separately
on each link of the path. In order to ensure complete transfer of data, it supports
cumulative and selective ACKs used collaboratively in its ACK packets. Its custody
transfer approach transfers reliable transfer responsibility from one node to the next
on the path till final destination. Full reliability requires extensive retransmissions,
which obviously extends overall transfer time.
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10.3.3 Transport Proposals for Terrestrial DTNs

Terrestrial DTNs entail Internet like communication in terms of delays once the
connectivity is there. Now, we detail a few proposals for terrestrial DTN environments
[43, 70, 85, 87, 88].

The main function of the Persistent Connection Management Protocol (PCMP)
[70] is to keep the TCP connection alive during disconnections in DTN environments
like Drive-Thru. The idea of Drive-Thru Internet is to provide hot spots along the road
within a city, on a highway, or even on high-speed freeways such as autobahns [69].
The approach of PCMP is similar to Snoop-TCP [9]. Important aspects related to
data transfers within connectivity islands in Drive-Thru environments are addressed
by PCMP. The connectivity of a car entering a road based WLAN is split into the
entry, production and exit phases. In case the transfer does not complete during the
production phase, then this issue is handled by keeping the state of the connection
alive till the arrival of the car to the next connectivity island. The authors in their
study [70], through real road experiment, claim transfer of big amounts of data even
for high speed car. PCMP assumes that the next connectivity island for a car moving
on a highway is known in advance opposed to real, wide-deployment cases where
the movement of cars is normally arbitrary.

Schutz et al. [85] measure the behavior of Internet communication across a dynam-
ically changing, intermittently connected path through experiments. Through analy-
sis of experimental results, they observe that the address changes, transport-layer
timeout and retransmission behavior (characteristics of intermittent connectivity) are
the main limiting factors. On the basis of these results, they propose enhancement
protocol by combing the Host Identity Protocol (HIP) [68] with the TCP User Time-
out Option [25] and the TCP Retransmission Trigger [26]. Their enhanced protocol
can avoid connection aborts due to disconnection periods, utilize more efficiently
connectivity periods and avoid connection aborts due to IP address change by using
TCP User Timeout Option, TCP Retransmission Trigger and HIP, respectively.

Harras and Almeroth in [43] elaborate on acknowledgement approaches for
Mobile DTN (MDTN) environment. The scenario considered is as follows: a source
node forwards a message to a destination node through relay nodes. The work consid-
ers four different acknowledgment strategies. Trade-offs between delivery reliability,
queuing time and delivery ratio are investigated based on the acknowledgment strate-
gies. The acknowledgment strategies are:

• In the Hop-by-hop approach, each relay node takes responsibility of custody trans-
fer. Each relay, upon receiving the message successfully, sends back an ACK.
ACKs are send along every hop in the path. The source as well as the relay nodes
try to infect as many nodes as possible. The source assumes that the message will
eventually reach the destination due to provision of enough time and mobility of
nodes. Thus, hop-by-hop ensures some level of reliability, but it does not ensure
end-to-end reliability.
• Next, in the active receipt approach, the destination generates an ACK (receipt)

after receiving the message. The generated ACK actively flows back to the infected
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nodes in order to cure them. Actually, nodes treat this ACK as a new message
needed to be forwarded.
• To overcome the cost related to active receipt, the destination node sends a kill

message (implicit/passive receipt) which travels back to the source. Relays car-
rying the kill message do not forward it, they simply wait for the active infected
node to come in their communication range and they stop them sending the source
message further.
• The network-bridged approach uses alternative technologies, like cellular network,

in order to acknowledge the message receipt. It could make use of the cellular net-
work, exploiting its availability, as an alternative path for communication, as the
same could be used to transfer small control information due to its bandwidth lim-
itations of transferring large amount of data. Thus, the cellular network functions
as a bridge between MDTN nodes. This approach adds complexity of bridging
the DTMN network with cellular network, the availability of the same cannot be
guaranteed in a DTN setup.

Approaches to avoid storage congestion in DTNs are investigated by Seligman
et al. [87, 88]. When a node becomes congested, it forwards some fraction of its
stored messages to other nodes who take custody responsibility. Its storage routing
can utilize an extended push-pull concept of custody transfer. Such forwarding de-
congests the node and makes it available to serve incoming traffic. The algorithm
consists of two parts. In the first part, a node selects a message from the stored mes-
sages in order to forward the same. Then, it selects a node in its k-hop neighborhood
to whom the message is to be forwarded. These works conclude that huge storage
capacity might be required in order to achieve delivery reliability. Delivery delay
may be increased potentially due to message circulation, i.e., data is exchanged
between neighbor nodes and not forwarded towards its ultimate destination node.
Buffer management issues in DTNs are also discussed by Krifa et al. [54, 55].

Bulut et al. [14] propose a multiperiod spraying approach for routing in DTNs and
try to optimize the dissemination efficiency. The goal of the algorithm is to minimize
the number of copies used while delivering a predefined percentage of all messages
by a predefined delivery deadline. A time-dependent copying scheme is introduced
for making copying decisions. This scheme actually considers the time remaining to
the given delivery deadline. The algorithm partitions time from message creation to
the predefined deadline into several variable-length periods consisting of a message
spraying phase followed by a wait phase for message delivery. To switch from one
period to another , they assume some “feedback”. However, the method of obtaining
the feedback is not defined.

10.3.4 Proposals Based on Coding

Protocols based on rateless codes are appealing alternatives to TCP in a future Inter-
net, in general, and in DTNs, in particular [7]. Assume that a file consisting of
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K packets is to be transferred from a source to a destination. Protocols based on
rateless codes allow the source and/or the relays to keep on sending newly generated
packets, called Random Linear Combinations (RLCs), which are combinations of
randomly selected packets that the nodes already have. The loss of an RLC can be
compensated by another RLC, whereas without coding, the loss of a packet has to
be compensated by retransmitting the same packet. With coding, the only thing that
matters for the destination is to meet a certain number of Degrees of Freedom (DoFs)
corresponding to the number of linear independent RLCs it has to receive in order
to be able to decode the file, and not the receipt of specific packets.

For low-complexity rateless codes, such as Fountain and Raptor codes [60, 89],
if the number K ′ of coded packets received at the destination is a little more than the
initial number of information packets K , then with high probability, the destination
can reconstruct the whole file. This success probability can be set as high as desired
by properly choosing K ′. For Random coding, or random linear network coding [62],
K ′ can be equal to K to get high success probability, but the encoding and decoding
complexities are, in this case, maximum.

Wang et al. [95] combined erasure coding with two-hop-relay [41], which splits
and encodes the message into a set of smaller size blocks. Upon receiving a portion
of these encoded blocks, the original message is reconstructed by the receiver. A
hybrid routing approach provided in [20] is enhanced version of [95]. The approach
in [20] generates a copy of each encoded block, performing transmission for both
of them at each contact opportunity. The transfer of original block is similar to [95].
However, aggressive forwarding is used to transmit its copy during the remaining
encounter duration soon after the first block is sent out. The use of a smaller coding
rate provides the opportunity to split the message into many encoded blocks of
smaller size. Though, reliable delivery is promoted in this way but more redundancy
would be generated. On the other hand, a higher coding rate might not be sufficient
for delivery. Inspired by this consideration, a proposal to adopt rateless codes instead
of adopting to erasure coding is provided by Vellambi et al. [93].

For opportunistic networks, Lin et al. [58] demonstrated the performance of epi-
demic routing using network coding in comparison to the use of replication. Through
simulations they showed that under bandwidth constraint, smaller block delivery
delay can be achieved by using random linear coding than non- network coded
packet forwarding. If buffer space within DTN nodes is limited, then they observe
further improvement in delivery delay as compared to an uncoded dissemination.

Zhang et al. [102] investigated the use of random linear coding under epidemic
routing for unicast applications in mobile DTNs. When bandwidth is constrained and
packets are destined for the same destination from the same source, random linear
coding over non-coded packets achieves smaller delay. This benefit further increases
with limiting the buffer space in DTNs. With relatively loaded network, random
linear coding achieves improvement over non-coding scheme only by appropriately
controlling the spreading of information. Further, they observed that the benefit
achieved by random linear coding for the multiple sources-single destinations case
is smaller than for the single source-single destination case. They claimed that if
there is a single block of packets in the network, for the single source/multiple
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sources-single destination, random linear coding achieves the minimum delay with
high probability.

Bulut et al. [15], present multiperiod spraying algorithm for routing in DTNs.
Erasure coding based technique is used to route message in order to ensure reliability
against failures and increase the success rate of delivery. Their proposed scheme
divides the original message into blocks which are individually transmitted. The
destination decodes the original message by receiving only subset of original message
or fewer blocks. Erasure based coding increases the chances of recovery of original
message even if transmission failures occur. They address several cost reduction
schemes maintaining the delivery rate and delay objectives. The number of periods
is pre-decided. Other erasure coding based routing proposals are [95] and [96].

The authors in [57] combined network coding with epidemic routing [92] to attain
a lower overhead ratio specially for dissemination of large number of messages.

Lin et al. [59] proposed E-NCP, an efficient protocol for DTNs. They combine
network coding with binary spray-and-wait so as to control the number of trans-
missions significantly. Though, the reduction comes at the cost of slight increase in
data transmission delay. However, using network coding makes the pre-determined
maximum number of transmissions be more efficient for the delivery delay.

Jain et al. [49] considered the problem of routing in a DTN in the presence of
path failures. They tried to address issues like how the copies should be distributed,
or how many of them amongst the available paths. They presented a theoretical
approach to determine set of paths to be used, with known and independent path
failure probabilities. They formulated DTN routing as a resource allocation problem,
with reliability as the goal.

Chen et al. [21] present a hybrid algorithm which integrates erasure coding with
encounter prediction. They present message scheduling algorithms that enhance data
delivery capabilities of the hybrid erasure coding scheme for file transfers. They pro-
pose a content-centric framework to facilitate data dissemination for video transfers
and web surfing applications. Their proposed framework combines layered coding
and multiple descriptions coding. The authors claim that their proposed schemes can
achieve a much better latency performance for file transfers. CFP algorithm presented
by Die et al. [23] is an optimal probabilistic forwarding scheme using fountain code
to encode message and provide the forwarding rule. They model the probabilistic
forwarding problem as an optimal stopping problem.

In [22], a coding-based forwarding protocol called vCF is proposed for vehicular
ad hoc networks with scheduled routes such as bus systems. In vCF, each message is
fragmented into a set of blocks. The blocks are encoded via linear network coding.
Each node, upon seeing a contact opportunity schedules coded blocks to transmit,
and drops the blocks when there is buffer overflow.

Widmer and Le Boudec [98] propose a communication algorithm based on net-
work coding. Their proposed algorithm reduces the overhead of probabilistic routing
algorithms. The authors claim through simulations that their algorithm achieves the
reliability and robustness of flooding at a small fraction of the overhead. According
to [18], the work in [98] is regarded as a hybrid of Gossip routing [42] and Epidemic
routing [92].
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A forwarding strategy called HubCode is proposed in [1]. Hubcode replicates
the message only to the nodes deemed as being hub in the social based underlying
topology of the DTN. The hubs use random linear network coding to encode multiple
messages which are addressed to the same destination. Message are delivered to the
destinations by using the hubs as relays. An extra exchange overhead occurs during
the exchange of coefficient matrix required to check the linear independence.

10.4 A New Reliable Transport Protocol Based on Random
Linear Coding

From the survey provided in the previous section, we find that protocols for traditional
wired and wireless networks are unsuitable for DTNs. Existing solutions in MANETs
rely on cross-layer signaling between the transport and lower layers so as to inform
the former about route failures [9, 10, 64]. This strategy cannot be used in DTNs
as only opportunistic routing can be performed. This motivates the development of
new approaches to transport in DTNs. Most of the existing transport protocols for
DTNs have been proposed primarily for deep-space communication. Also, Fall and
Farrell [28] have reported that the preliminary architecture by the DTNRG meant
for deep-space communication would fit poorly into terrestrial DTNs due to lack of
design flexibility. Therefore, we focused on designing an efficient reliable transport
protocol targeted mainly for terrestrial DTNs [5].

Our proposed protocol is targeted at terrestrial DTN environments consisting of a
large number of highly mobile nodes with random mobility. The key idea behind our
proposal is that the average dynamics under such a network setting can be captured
by a fluid-limit model and the protocol parameters can be optimized based on the
fluid-limit model. In the absence of feedback from the destination, the source cannot
know for sure how many packets, be they coded or not, made it successfully to the
destination, and hence, only a “probabilistic” form of reliability can be obtained; the
source can only ensure a certain probability of successful delivery of packets to the
destination. Use of end-to-end ACKs is essential to ensure that (coded or uncoded)
packets have indeed reached the destination and bring in the “deterministic” form of
reliability. Thus, our proposal makes use of both coding and ACKs. Coding improves
the probability of successful delivery within given time budgets and ACKs provide
the deterministic form of reliability.

We study a scheme in which transmission is organized in cycles. During one
cycle, the source sends a given number of Random Linear Combinations (RLCs)
corresponding to the number of Degrees of Freedoms (DoFs) still missing at the
destination, in a back to back manner, without waiting for any feedback. Each RLC
received at the destination triggers the sending back of a corresponding ACK, indi-
cating to the source the new number of DoFs still missing at the destination. The cycle
ends at the end of a time-out period, at which time, all RLCs are dropped in the relays.
The process is repeated until the completion of the transmission of the whole file.

The remainder of this section is devoted to describing our proposal in detail.
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10.4.1 Network Setting

To better explain our proposal, we focus on the transfer of packets from a single source
to a single destination corresponding to a single flow. The network consists of N0 + 2
mobile nodes. There is one source node, one destination node, and the remaining
N0 nodes act as relays for the considered flow. The source sends packets to the
destination and the destination sends back ACKs confirming successful reception of
the packets. Two nodes are said to “meet” when they come within the communication
range of each other.

We assume that the relays have buffer capacity to store at most one packet or one
ACK at any point in time. In reality, a relay could store multiple packets and ACKs.
However, there would also be several other competing flows to share the buffer space
at the relays. Thus, our assumption of buffer capacity of one packet or ACK can be
viewed as saying that the buffer capacity of a relay is limited to one packet or ACK
per flow.

To make room for other packets and ACKs of the same flow and/or packets and
ACKs of other flows, a packet (of the flow under consideration) is retained in a relay
buffer only for a duration τe, called the buffer expiry time-out, and then dropped.
However, we assume that ACKs are never dropped to make room for other pack-
ets or ACKs, since ACKs are much smaller than packets and they contain valuable
information. The duration τe depends on several factors such as the number of simul-
taneous flows, the buffer capacity at the relays etc. We view the buffer expiry time-out
τe as a constraint imposed by such external factors, and for our purpose, we assume
that τe is a given network parameter.

10.4.2 The Proposal

The objective is to transfer a file consisting of M information packets from the source
to the destination in a reliable manner. To that end, we propose a variant of the packet
transfer mechanism introduced in [61] by adapting to the DTN setting as follows.

Upon meeting with relays, the source generates new Random Linear Combina-
tions (RLCs) of the M information packets, over a Galois field Fq . The relay nodes
do not perform further coding. Due to the opportunistic nature of communication in
DTNs, packets and ACKs are replicated as in epidemic routing [91] in which each
mobile keeps forwarding a copy of its packet (or ACK) to the other mobiles it meets,
which also spread the packet (or the ACK) in that way. The details of packet and
ACK replications is provided in Sect. 10.4.4.

To recover the M information packets, the destination needs to receive M Degrees
of Freedom (DoFs), i.e., the rank of the matrix formed by the random coefficients of
the received RLCs must be equal to M . With coding, the objective of the destination
is to meet M DoFs by accumulating any M linearly independent RLCs, and not the
reception of specific information packets. Accordingly, as in [61], the ACKs in our
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scheme indicate the number of DoFs missing at the destination, and not the receipt of
specific information packets. The ACKs generated by the destination and received at
the source provide the source with the necessary information to evaluate the progress
of the transfer.

To ensure reliability in the presence of packet drops due to buffer expiry time-
out, our scheme: (1) evaluates the progress of the transfer at appropriate intervals
using the feedback information provided by the ACKs, and then (2) takes corrective
actions accounting for the feedback information provided by the ACKs. Thus, the
M information packets are transferred from the source to the destination in a reliable
manner over multiple cycles.

For coding to help increase the throughput, it is necessary to send the RLCs faster
than the ACKs come back. Hence, it is necessary to optimize the number of RLCs
to be sent before considering an ACK, so as to maximize the throughput. Also, there
could only be M different types of ACKs corresponding to the M missing DoFs, but
the number of different RLCs could be much larger. Hence, there is no one-to-one
correspondence between the ACKs and the RLCs, and the ACKs cannot override/kill
the RLCs. Therefore, the ACKs have to compete with the RLCs for getting access
to relay buffers. Since the relay buffers can be occupied to a significant degree by
RLCs, by the time ACKs are generated, it is necessary to stop the spreading of RLCs
and let the ACKs propagate back to the source. In view of the above arguments, we
propose to optimize the number of RLCs to be sent, Mi , and two timers, namely, the
spreading time, τi,S and the waiting time, τi,W , depending on the missing DoF, i , at
the beginning of each cycle. Note that the missing DoF, i , is from the point of view
of the source indicated by the ACKs, which might be different from the actual DoF
at the destination.

Our objective is to minimize the mean transfer time of the whole file, i.e., the time
until receiving an ACK indicating 0 missing DoFs. The optimization is performed
over the parameters {Mi , τi,S, τi,W }, i = 1, . . . , M . Although we do not focus on
this point in this work, it is worth noting that the parameters Mi , τi,S and τi,W can
also be used to trade between delay and energy.

10.4.3 The Algorithm

Our scheme is detailed as follows:

• Initialization: i ←− M .
• While i > 0,

– A new cycle begins with i missing DoFs (as viewed by the source). The source
sends Mi RLCs back to back, where Mi is a function of i . Each time an empty
relay meets the source, the source gives a new RLC to the relay until Mi RLCs
have been sent.

– Each RLC is spread for a duration τi,S , called the spreading time, according to
the replication scheme described in Sect. 10.4.4.
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– Each time a relay meets the destination, the destination sends an ACK informing
the source how many DoFs are still needed to recover the M information packets.
(The ACK generation and replication scheme is detailed in Sect. 10.4.4.)

– After emitting the Mi -th RLC, the source waits for a duration τi,S to let the
Mi -th RLC spread in the network, and then waits further for a duration τi,W ,
called the waiting time. The purpose of the waiting time is to allow the ACKs
to reach the source.

– Replication of the RLCs stops during the ACK-wait phase. However, replication
of the ACKs continues throughout the cycle. A copy of an RLC is retained in a
relay buffer only for a duration τe, whereas a copy of an ACK is retained in the
relay buffer throughout the cycle.

– The cycle lasts for a total duration

τi := tMi + τi,S + τi,W ,

where tMi denotes the time at which the Mi -th RLC is sent by the source.
– At the end of the cycle: (i) all the relays drop the copy of the RLC or ACK they

have, and (ii) the source considers the minimum of the missing DoFs indicated
by all the ACKs it has received during the cycle. Let the minimum of the missing
DoFs indicated by the ACKs be j .

• Update: i ←− j .
• End While.

10.4.4 RLC and ACK Replication

For the sake of brevity, we call a cycle, which begins with i missing DoFs, an i-cycle.
For example, the first cycle begins with M missing DoFs, i.e., the first cycle is an
M-cycle. In a i-cycle, the source sends Mi RLCs back to back. Each time an empty
relay meets the source, the source gives a new RLC to the relay until Mi RLCs have
been sent in the current i-cycle. Each of the Mi RLCs is spread by the source only
once. The source makes use of the first Mi transmission opportunities to send Mi

different RLCs.
In any i-cycle, we index the RLCs by k, k = 1, 2, . . . , Mi , and index the ACKs

by l, l = 0, 1, . . . , i − 1. Note that, ACKl contains the information that the
destination still needs l DoFs to recover the M information packets. Let tk denote
the time at which RLC k is sent by the source. When a relay with a copy of RLC k
meets with an empty relay during (tk, tk + τi,S], the empty relay gets a copy of RLC
k. Thus, each RLC, after being sent by the source, is spread for a duration τi,S , after
which it is not replicated any more. Furthermore, a copy of an RLC is retained in a
relay buffer only for a buffer time-out period of duration τe. An empty relay, which
had an RLC (or an ACK) earlier but dropped the RLC (or the ACK) due to buffer
time-out or cycle time-out, is also allowed to receive, carry and spread another RLC
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(or even the same RLC) or ACK subsequently, i.e., we allow re-infection. This is
desirable from the point of view of implementation, since the relays do not have to
remember the history of the RLCs and the ACKs they have already carried. When
two nodes, which have different RLCs, meet, then there is no exchange.

When the destination receives an RLC, it updates the missing DoFs, generates
an ACK indicating the missing DoF, and the RLC in the relay gets replaced with
the latest ACK. When the destination is in a state with l missing DoFs, l =
0, 1, . . . , i − 1, it gives ACK l to all the relays it meets, be they empty or not,
except to those who already have ACK l. Note that, upon meeting an empty relay,
the destination does not generate an ACK if it is in a state with i missing DoFs, i.e.,
if it has not received any useful RLC in the current i-cycle. When a relay with ACK
l meets an empty relay, the empty relay gets a copy of ACK l. When a relay with
ACK l meets another relay with ACK l ′, l ′ > l, then ACK l ′ is replaced by ACK l,
since an ACK indicating a smaller number of missing DoFs provides more recent
and more accurate information to the source. ACK 0 also replaces the RLCs, since
ACK 0 indicates complete reception of the file and no more RLCs are required to
reach the destination. Replication of the RLCs occur only during the RLC-spread
phase, whereas replication of the ACKs continues throughout the cycle.

At the end of each cycle, the relays drop the copy of the RLC or ACK they have.
This choice is to maintain the stability of the network as follows. Dropping the RLCs
at the end of each cycle makes room for the RLCs and the ACKs of the same flow
in subsequent cycles as well as for other flows. More importantly, the relays would
not know when the transfer is complete. Thus, if the RLCs and the ACKs are not
dropped at the end of each cycle, they would remain in the network, unnecessarily,
for a very long time. The RLCs would ultimately be dropped due to buffer expiry,
but the ACKs will not. Due to these practical considerations, we propose to drop the
RLCs and the ACKs from the relay buffers at the end of each cycle.

10.4.5 Implementation Issues

The nodes can implement our reliable transport scheme without being time synchro-
nous. First, the source and the destination must agree on the values of the number of
information packets, M , and the coding field size, q, by a handshaking mechanism.
This is similar to the “connection set-up” phase of TCP in which basic variables are
exchanged and agreed upon. The cycle time-out τi and the spreading time τi,S are
included in each RLC generated by the source, and are kept, as is, in every copy of
the RLC. The buffer expiry time-out τe is generated afresh by each relay at the time
of receiving a copy of the RLC, since τe is local to each relay. An RLC is spread for a
duration τi,S , and is dropped from the relay buffer at the earliest of the time-outs τi and
τe. Since the destination generates ACKs only after receiving an RLC in the current
cycle, the cycle time-out τi is copied into the destination’s buffer and subsequently
included in the ACKs as well. A final “connection release” mechanism is required
in which the source informs the destination to clear all the variables corresponding
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to the flow under consideration. In the remainder of the work, we shall not discuss
the connection set-up and release mechanisms any further.

10.5 Analytical Modeling and Performance Optimization

To optimize the parameters {Mi , τi,S, τi,W }, i = 1, . . . , M , we first obtain an analyt-
ical model for the average network dynamics. Our model is based on the fluid-limit
approach. A brief background on fluid-limit models has been provided in Appen-
dices A and B. As explained in Appendices A and B, we consider a sequence of
networks indexed by the number of relays, N , in the network. Our specific network
has N = N0 nodes, and hence, it would represent the N0-th network in the sequence
of networks we shall consider. We scale the number of sources and destinations as
well as the pairwise meeting rates appropriately in the sequence of networks, let N
to infinity in a certain sense, and obtain a fluid-limit model. The fluid-limit model
provides the average network dynamics in terms of deterministic Ordinary Differ-
ential Equations (ODEs), which we apply to an optimization procedure and obtain
optimal settings for the parameters {Mi , τi,S, τi,W }, i = 1, . . . , M .

Before proceeding to obtain the fluid-limit model for the network dynamics under
our proposed scheme, we first explain the methodology of obtaining fluid-limit mod-
els by considering a simpler scheme which involves neither coding nor buffer expiry.
We begin by considering the transfer of a single packet in Sect. 10.5.1, and then
generalize to the case of M packets in Sect. 10.5.2. Then, we obtain the fluid-limit
model under our proposed scheme in Sect. 10.5.3. Finally, we describe our optimal
procedure and discuss its performance in Sect. 10.5.4.

We assume that the successive inter-meeting times between any two specific
relays, say i and j , j �= i , are i.i.d. exponential random variables with parameter βr .
We assume that the successive inter-meeting times between the source (resp. the des-
tination) and any specific relay are i.i.d. exponential random variables with parameter
βs (resp. βd ). We ignore the possibility that the destination may receive the packet
directly from the source, which might occur in DTNs with negligible probability. Our
assumption of i.i.d. exponential inter-meeting times is motivated by the works [40,
46, 103], in which the authors show via simulations that, for “random walk” and “ran-
dom direction” mobility models, the assumption of i.i.d. exponential inter-meeting
times provides extremely accurate approximations for actual inter-meeting times.

10.5.1 Single Packet Transfer Without Coding and Buffer Expiry

Suppose that the source wishes to transfer a single packet to the destination through
the N0 relays. Consider a cyclic scheme with a constant timeout period T > 0. At
instants 0, T, 2T, 3T, . . ., the source begins spreading a new packet if the previous
cycle was successful, i.e., if the source receives the ACK within T , or repeats the
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same packet otherwise. At the end of each cycle, all the nodes drop the copy of the
packet or ACK they have. This choice of dropping at the end of the cycle is important
since the relay nodes might not know if the source has indeed received the ACK.
Consider the following replication method.

Packet Replication: When relay i , which is empty (i.e., relay i has neither a copy
of the packet nor a copy of the ACK), meets with the source, relay i gets a copy of
the packet. When relay j , which is empty, meets with another relay k, j �= k, which
has a copy of the packet, relay j gets a copy of the packet. When a relay, which has
a copy of the packet, meets with the destination, the destination receives the packet.

ACK Replication: The destination sends an ACK for every received packet. The
destination replaces the copy of the packet at the relay, which brings the packet to
the destination, by an ACK. When relay i , which has a copy of the ACK, meets with
another relay j , which is empty, relay j gets a copy of the ACK. When relay i , which
has a copy of the ACK, meets with another relay j , which has a copy of the packet,
the packet in relay j is replaced by the ACK. When a relay, which has a copy of the
ACK meets with the source, the source receives the ACK.

Analytical Modeling: Consider a sequence of networks indexed by N , where the
indexed N represents the number of relays in the N -th network. Let n(N )

s and n(N )
d

denote the number of sources and destinations, respectively, in the N -th network. Our
specific network contains N = N0 relays with n(N0)

s = 1, n(N0)
d = 1. Each source

(resp. destination) in the N -th network meets with a relay at rate β
(N )
s (resp. β

(N )
d ),

and every pair of relays meet at rate β
(N )
r . Since, the network “resets” at the end of

each cycle, we can model the evolution of the network in each cycle independent
of other cycle. Thus, we can reset time to zero at the beginning of each cycle. Let
X (N )(t) denote the number of relays that have a copy of the packet at time t . Let
Y (N )(t), denote the number of relays that have a copy of the ACK at time t . The
superscript N emphasizes the fact that the evolution of X (N )(t) and Y (N )(t) depends
on the total number of relays, N , in the network. Under our mobility and packet
replication models, {(X (N )(t), Y (N )(t)), t ≥ 0} is a Markov chain.

Our aim is to study the transient behavior of the above chain. When the number
of relays, N , is small enough, a numerical approach is possible [46]. However, when
N is large, say N ≥ 100, an explicit characterization of the transient behavior is
difficult due to the presence of non-linear and non-homogeneous transition rates. To
obtain numerical results and gain insights when N is large, we analyze the network
in the limit, as N →∞. To that end, as N →∞, we must have that [103].

1. The pairwise meeting rates β
(N )
r , β

(N )
s and β

(N )
d scale down with N such that

the quantities λr := Nβ
(N )
r , λs := Nβ

(N )
s , and λd := Nβ

(N )
d , remain constant,

independent of N ,
2. The number of sources n(N )

s and the number of destinations n(N )
d scale up with N

such that the ratios s := n(N )
s /N and d := n(N )

d /N remain constant, independent
of N , and
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3. The initial values X (N )(0) and Y (N )(0) scale up with N such that the ratios

x(0) := X (N )(0)
N and y(0) := Y (N )(0)

N remain constant, independent of N , in each
of the networks in the sequence of networks indexed by N .

The above fluid-limit scaling amounts to increasing the number of sources, desti-
nations and relays to infinity by increasing the area of the network, but keeping their
densities (in number per unit area) constant [103]. The number of sources, n(N )

s , and
the number of destinations, n(N )

d , are both equal to 1 in our specific network; they,

however, must scale up with N , as N →∞, so that the ratios n(N )
s /N and n(N )

d /N
remain equal to their corresponding values in our specific network. Similarly, for the
meeting rates. In summary, we set

s = n(N )
s

N
= 1

N0
, d = n(N )

d

N
= 1

N0
, and

λr = Nβ(N )
r = N0βr , λs = Nβ(N )

s = N0βs, λd = Nβ
(N )
d = N0βd .

Applying Theorem 1 (see Appendix B), we observe that, for large N0, E
(
X (N0)(t)

)

and E
(
Y (N0)(t)

)
are well-approximated by N0x(t) and N0 y(t), respectively, where

x(t) and y(t) are the unique solution of the Ordinary Differential Equations (ODEs),
∀t , 0 < t <∞,

dx(t)

dt
=(sλs + λr x(t))(1− x(t)− y(t))− λr x(t)y(t)− dλd x(t)

dy(t)

dt
=dλd x(t)+ λr y(t)(1− x(t)− y(t))+ λr x(t)y(t) (10.1)

with initial conditions x(0) = limN→∞ X (N )(0)
N = 0 and y(0) = limN→∞

Y (N )(0)
N = 0. A formal derivation of (10.1) can be found in Appendix C. Note

that E
(
X (N0)(t)

)
and E

(
Y (N0)(t)

)
represent the expected values of the number of

relays having a copy of the packet and the number of relays having a copy of the
ACK, respectively, at time t in our specific network.

Delay Distributions: Let PX (t) denote the probability that the destination has
received the packet by time t , and let PY (t) denote the probability that the source has
received the ACK by time t . For large N0, the Cumulative Distribution Functions
(CDFs) PX (t) and PY (t) are well-approximated by the unique solution of the ODEs,
∀t , 0 < t <∞, (see [5, 7])

d PX (t)

dt
= λd x(t)(1− PX (t))

d PY (t)

dt
= λs y(t)(1− PY (t)) (10.2)



10 Reliable Transport in Delay Tolerant Networks 273

with initial conditions PX (0) = 0 and PY (0) = 0, where x(t) and y(t) are obtained
by solving Eq. (10.1).

Performance Optimization: Since, the network “resets” at the end of each cycle,
the network dynamics in each cycle can be modeled by Eqs. (10.1) and (10.2). The
rate, θY (T ), at which packets are reliably transferred (with the source receiving back
the ACK) under the cyclic scheme with timeout (or cycle duration) T is given by

θY (T ) := PY (T )

T
. (10.3)

Note that θY (T ) can be interpreted as the throughput in packets/time and its inverse
can be interpreted as the mean delay to transfer a single packet. The objective is to
find the optimal cycle duration T , T > 0, to maximize θY (T ), which is equivalent
to minimization of the mean transfer delay of a single packet.

10.5.2 Transfer of M Packets Without Coding and Buffer Expiry

Suppose now that the source wishes to send M packets to the destination through the
N0 relays. Let the packets be indexed by k, k = 1, 2, . . . , M . The destination sends
an ACK of type k for every received packet of type k.

Packet Replication: The source spreads each of the M packets with equal prob-
ability. When relay i , which is empty, meets with the source, relay i gets a copy of
packet k, k = 1, 2, . . . , M , with probability 1/M . When relay i , which is empty,
meets with another relay j , j �= i , which has a copy of packet k, relay i gets a copy
of packet k. When a relay, which has a copy of packet k, meets with the destination,
the destination receives packet k.

ACK Replication: The relay which brings a copy of packet k to the destination
replaces its copy of packet k by ACK k. When relay i , which has a copy of ACK
k, meets with another relay j , which has a copy of packet k, packet k in relay j is
replaced by ACK k. When relay i , which has a copy of ACK k, meets with another
relay j , which is empty, relay j gets a copy of ACK k. When a relay, which has a
copy of ACK k meets with the source, the source receives ACK k.

Analytical Model: We consider a sequence of networks indexed by the number of
relays, N , as before. The number of sources and destinations, and the meeting rates
are defined as before. Let X (N )

k (t) denote the number of relays that have a copy of

packet k at time t . Let Y (N )
k (t) denote the number of relays that have a copy of ACK

k at time t . By similar arguments as before, applying Theorem 1 (see Appendix B),

we observe that, for large N0, ∀k, k = 1, 2, . . . , M , E
(

X (N0)
k (t)

)
and E

(
Y (N0)

k (t)
)

are well-approximated by N0xk(t) and N0 yk(t), respectively, where xk(t) and yk(t)
are obtained as the unique solution of the ODEs, ∀t , 0 < t <∞,
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dxk(t)

dt
=

(

sλs

(
1

M

)

+ λr xk(t)

)

(1− x(t)− y(t))− λr xk(t)yk(t)− dλd xk(t)

dyk(t)

dt
= dλd xk(t)+ λr xk(t)yk(t)+ λr yk(t)(1− x(t)− y(t)) (10.4)

with initial conditions xk(0) = limN→∞
X (N )

k (0)

N = 0 and yk(0) = limN→∞
Y (N )

k (0)

N

= 0, and where x(t) :=∑M
k=1 xk and y(t) :=∑M

k=1 yk .

Delay Distributions: Let, ∀k, k = 1, 2, . . . , M , PXk (t) denote the CDF of the
delay random variable of packet k and let PYk (t) denote the CDF of the delay random
variable of ACK k. As before, for large N0,∀k, k = 1, 2 . . . , M , the CDFs PXk (t) and
PYk (t) are well-approximated by the unique solutions of the ODEs, ∀t , 0 < t <∞,

d PXk (t)

dt
= λd xk(t)(1− PXk (t))

d PYk (t)

dt
= λs yk(t)(1− PYk (t)) (10.5)

with initial conditions PXk (0) = 0 and PYk (0) = 0, where xk(t) and yk(t) are
obtained by solving Eq. (10.4).

Performance Optimization: The performance metric, θ
(M)
Y (T ), in this case, is

the success rate of receiving ACKs for all the M packets within the timeout T , and
is given by

θ
(M)
Y (T ) =

∏M
i=1 PYi (T )

T
. (10.6)

Again, the objective is to find the optimal cycle duration T , T > 0, to maximize
θ

(M)
Y (T ), which is equivalent to minimization of the mean transfer delay of M packets.

10.5.3 Reliable Transport with Coding at Source and Buffer Expiry

We now apply the methodology described earlier to obtain the fluid-limit model
pertaining to our proposed scheme. The material in this section is from [5].

Modeling the Network Dynamics During One Cycle: We model the dynamics
of an i-cycle to study the spreading of the Mi RLCs and the i ACKs. We can model
the network dynamics of any i-cycle independent of the earlier cycles, since the
relays drop the copy of the RLC or ACK they have at the end of each cycle. Thus, we
reset the time variable t to zero in the beginning of each cycle and study the network
dynamics in an i- cycle for t ∈ [0, τi ].

As before, we consider a sequence of networks indexed by the number of relays,
N . Let X (N )

k (t), k = 1, 2, . . . , Mi , denote the number of relays that have a copy of

RLC k at time t . Let Y (N )
l (t), l = 0, 1, . . . , i − 1, denote the number of relays that
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have a copy of ACK l at time t . Let PXk (t) denote the probability that the destination
has received RLC k by time t , and let PYl (t) denote the probability that the source has

received ACK l by time t . Let Q(i)
l (t) denote the probability that the destination has

received i− l DoFs in the current i-cycle by time t . Note that, Q(i)
l (t) also represents

the probability that the number of missing DoFs at the destination at time t is l.
Assuming that the reception of any RLC decreases the number of missing DoFs at
the destination by one, Q(i)

l (t) is given by

Q(i)
l (t) =

∑

E⊂{1,...,Mi } : |E |=i−l

∏

m∈E

PXm (t)
∏

m′∈{1,...,Mi }\E
(1− PXm′ (t)). (10.7)

In reality, reception of any RLC will not decrease the missing DoF by one, and
hence, Eq. (10.7) is an approximation. Note, however, that in the simulations, we
actually check if a received RLC indeed decreases the missing DoFs.

Applying Theorem 1 (see Appendix B), we observe that, for large N0, ∀k, k =
1, 2, . . . , Mi , ∀l, l = 0, 1, . . . , i−1, the expectations E

(
X (N0)

k (t)
)

and E
(

Y (N0)
l (t)

)

are well-approximated by N0xk(t) and N0 yl(t), respectively, where xk(t) and yl(t),
are the unique solution of the ODEs

dxk(t)

dt
=

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

0 for 0 ≤ t ≤ k−1
λs

,

(sλs + λr xk(t))(1− x(t)− y(t))− dλd xk(t)− βexk(t)− λr xk(t)y0(t)
for k−1

λs
< t ≤ k

λs
,

λr xk(t)(1− x(t)− y(t))− dλd xk(t)− βexk(t)− λr xk(t)y0(t)
for k

λs
< t ≤ k

λs
+ τi,S,

−dλd xk(t)− βexk(t)− λr xk(t)y0(t)
for k

λs
+ τi,S < t ≤ τi .

dyl(t)

dt
= λr yl(t)(1− x(t)− y(t))+ dλd Q(i)

l (t)(1− yl(t))+ λr yl(t)
∑

m>l

ym(t)

− λr yl(t)
∑

m<l

ym(t)+ 1{l=0}λr yl(t)x(t), for 0 < t ≤ τi , (10.8)

with initial conditions, ∀k = 1, 2, . . . , Mi , xk(0) = 0, and ∀l = 0, 1, . . . , i − 1,

yl(0) = 0, where λ = Nβ, x(t) := ∑Mi
k=1 xk and y(t) := ∑i

l=1 yl . A detailed
explanation of Eq. (10.8) can be found in [5].

It remains to obtain the PXk (t)’s and the PYl (t)’s, which denote the probability
that the destination has received RLC k and ACK l, respectively, by time t . As
before, for large N0, the CDFs PXk (t), k = 1, 2, . . . , Mi , and the CDFs PYl (t),
l = 0, 1, . . . , i − 1, are well-approximated by the unique solution of the ODEs, ∀t ,



276 A. Ali et al.

0 < t < ∞, given by (10.5) with initial conditions PXk (0) = 0 and PYl (0) = 0,
where xk(t) and yl(t) are obtained by solving Eq. (10.8).

Combining the Cycles Together: We now proceed with the description of the
sequence of cycles. Let �n denote the number of DoFs missing at the destination
in the beginning of the nth cycle. It is easy to see that, {�n, n ≥ 1} is a Markov
chain with state space {0, 1, 2, . . . , M}. The Markov chain {�n, n ≥ 1} begins with
�1 = M , and gets absorbed in state 0. Let Pi j denote the transition probability from
state i to state j .

As in [61], the transition probabilities can be expressed in terms of the erasure
probabilities as seen by the source. In our context, given that a cycle begins with
i missing DoFs (from the point of view of the source), the erasure probabilities
correspond to (1− PYl (τi )), l = 0, 1, 2, . . . , i−1, i.e., the probability that the source
has not received ACK l by the end of the i-cycle. Thus, the transition probabilities
Pi j , j = 0, 1, . . . , i − 1, are given by

Pi j = PY j (τi )

j−1∏

l=0

(1− PYl (τi )), (10.9)

and

Pii = 1−
i−1∑

j=0

Pi j .

Let Ti , i = 1, 2, . . . , M , denote the expected time to reach the state with 0 missing
DoFs, starting from the beginning of an i-cycle. Clearly, TM represents the expected
completion time for the transfer of the whole file. By a renewal argument, we obtain,
∀i , i = 1, 2, . . . , M ,

Ti = τi +
i∑

j=1

Pi j Tj , (10.10)

which, in matrix form, can be written as

T = τ + PT = (I − P)−1τ (10.11)

where T = (T1, T2, . . . , TM )′, τ = (τ1, τ2, . . . , τM )′,

P =

⎡

⎢
⎢
⎢
⎣

P11 0 0 . . . 0
P21 P22 0 . . . 0
...

...
...

. . .
...

PM1 PM2 PM3 . . . PM M

⎤

⎥
⎥
⎥
⎦

,

I denotes the identity matrix (of appropriate dimension) and ‘′’ represents the trans-
pose.
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Remark 10.1 The matrix P is obtained by deleting the row and the column cor-
responding to state 0 in the transition probability matrix of the Markov chain
{�n, n ≥ 1}. Hence, P is a sub-stochastic matrix and I–P is invertible.

10.5.4 Optimization Procedure

Recall that our objective is to minimize the mean time to transfer the complete file,
i.e., the time until receiving an ACK indicating 0 missing DoFs. For M packets, we
need to minimize TM over the parameters {Mi , τi,S, τi,W }, i = 1, . . . , M . We now
briefly describe the optimization procedure.

It can be seen from Eqs. (10.10) or (10.11) that the optimization can be recursive.
Indeed, we have

Ti =
τi +∑i−1

j=1 Pi j Tj

1− Pii
.

Since Ti , i = 2, . . . , M , depends only on j = 1, . . . , i − 1, we can perform a
three-dimensional optimization (over the parameters {Mi , τi,S, τi,W }) at each step
i , starting at i = 1, and then substituting Tj , for j = 1, . . . , i − 1, by the values
obtained in the previous steps as

min(Ti ) =
τi +∑i−1

j=1 Pi j min(Tj )

1− Pii
.

We thereby obtain the optimal values of {Mi , τi,S, τi,W }, i = 1, . . . , M , in a recur-
sive manner. For each step i , the three-dimensional optimization of the parameters
{Mi , τi,S, τi,W } pertains to the class of nonlinear optimization problems. Many gen-
eral algorithms for solving such problems have been developed. We experimented
with an algorithm called Differential Evolution (DE) [77]. DE is a robust optimizer
for multivariate functions. We do not describe DE here, but only say that this algo-
rithm is in part a hill climbing algorithm and in part a genetic algorithm.

The above optimization procedure does not have to be performed at the source
node, but is rather performed offline, and the resulting optimal parameters for each
possible i-cycle, i = 1, 2, . . . , M , are stored in memory at the source node, so as to
be used as needed.

In Fig. 10.1 we compare the mean file transfer time from simulations under the
optimal settings with the file transfer time provided by the optimal procedure. It can be
observed that the mean file transfer times from simulations, under the optimal settings
of the parameters Mi , τi,S and τi,W , are in excellent agreement with the optimal mean
file transfer times. This validates our overall procedure of minimization of mean file
transfer time based on our fluid-limit model. In Fig. 10.1, we also plot the mean cycle
time, τM , staring with M missing DoFs. It can be seen that τM is close to the mean
transfer time, TM , which might involve multiple cycles. The closeness of TM and τM
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Fig. 10.1 Optimal values of the file transfer time TM and comparison with simulation

suggests that our optimal settings of the parameters Mi , τi,S and τi,W are such that
the transfer is mostly complete in just one cycle with high probability.

10.6 Conclusion

In this paper, we provide a holistic picture of the research efforts that have been carried
out towards designing and developing transport protocols for DTN environments.
Beginning with a summary of transport layer issues, we move on to explain why
traditional transport protocols designed for a wired Internet cannot perform well in
DTN environments. We then provided an exhaustive and insightful survey of the
literature on transport protocols and proposals aimed at DTNs. In the second half
of the paper, we described a new reliable transport protocol based on coding. Our
proposed protocol is targeted at terrestrial DTN environments consisting of a large
number of highly mobile nodes with random mobility. The key idea behind our
proposal is that the average dynamics under such a network setting can be captured
by a fluid-limit model and the protocol parameters can be optimized based on the
fluid-limit model. Through simplified versions of our proposal, we guide the readers
in a step-by-step manner through the intricacies of obtaining deterministic fluid-
limit models for networks where the dynamics can be stochastically modeled by a
continuous time Markov chain with a large state space. We also provide the relevant
background material and the formal derivation of the fluid-limit model in the simplest
case so as to help the readers clearly understand the methodology and enable him/her
to apply the technique to their own research problems.

Several extensions to our proposal are worth pursuing. Handling the competition
between several flows with relay buffers carrying multiple packets and ACKs appears
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to be the next step. Allowing coding and congestion control at the relays appears to be
a challenging extension. The trade-off between delivery delay and energy is another
important problem yet to be addressed.

Appendix A: Fluid-Limits and Fluid Approximations

In this appendix, we provide a brief background on fluid limits and fluid approxima-
tions. Please refer to [27, 56, 65, 66] and [97] for more details.

Intuitively speaking, a fluid-limit is a limit of a sequence of stochastic processes.
The fluid approximation provides the first-order deterministic approximation to a
stochastic process, and represents its average behavior.

Consider a sequence {Z (n)(t), t ≥ 0}, n = 1, 2, . . . , of stochastic processes. The
index n represents some quantity which is scaled up to infinity in order to study the
sequence of processes at the limit, as n ↑ ∞. For queuing systems, n might represent
“the number of servers” (as in infinite server approximations) or “a multiplying factor
of one or more transition rates” (as in heavy-traffic approximations) or some other
quantity w.r.t. which the scaling is performed. In our context of a mobile network,
n might represent the number of mobile nodes. For a chemical reaction, n might
represent the number of molecules and so on.

Recall that the Strong Law of Large Numbers (SLLN) (resp. Weak Law of Large
Numbers (WLLN)) says that, under suitable conditions, the average of n random vari-
ables with a common mean μ, converges almost surely (resp. in probability) to μ, as
n ↑ ∞. Consider the SLLN (or WLLN) type rescaling z(n)(t) := Z (n)(t)/n. Under
certain conditions, as n ↑ ∞, the sequence of rescaled processes {z(n)(t), t ≥ 0},
n = 1, 2, . . . , converges almost surely (or sometimes in probability) to a determin-
istic process {z(t), t ≥ 0} (see, for example, Theorem 4.1 of [66]). Then, the limit
{z(t), t ≥ 0} is called the fluid limit associated with the sequence {Z (n)(t), t ≥ 0},
n = 1, 2, . . . , and the approximation

Z (n)(t) ≈ nz(t) , ∀t ≥ 0 , (10.12)

is called the fluid approximation for the nth system.

Appendix B: Density-Dependent Markov Chains

In this appendix, we recall a known fluid-limit result for the so-called density depen-
dent Markov chains. First, we fix some notation. The set of integers (resp. real
numbers) is denoted by Z (resp. R). The space of d-dimensional vectors with integer
(resp. real) components is denoted by Z

d (resp. R
d ). The absolute value of a scalar

b is denoted by |b|. The norm of a vector z is denoted by ‖z‖. The transpose of a
vector z (resp. a matrix G) is denoted by zT (resp. GT ).
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Consider a one-parameter family of continuous time Markov chains {Z (N )(t),
t ≥ 0}, indexed by N = 1, 2, . . . , where {Z (N )(t)} has state space S(N ) ⊂ Z

d and
transition rate matrix Q(N ) = [q(N )(Z , Z ′)], Z , Z ′ ∈ S(N ).

Definition 10.1 (Density Dependent Markov Chains [27, 56]) The family of
Markov chains {Z (N )(t), t ≥ 0}, N = 1, 2, . . . , is called density-dependent if there
exist a subset R of R

d and continuous functions fl , l ∈ Z
d , with fl : R→ R, such

that

q(N )(Z , Z + l) = N fl

(
Z

N

)

, l �= 0.

In practice, instead of considering all possible l ∈ Z
d , one only needs to consider

the much smaller set

L = {l ∈ Z
d : l �= 0, q(N )(Z , Z + l) �= 0 for some Z ∈ S(N )},

whose elements correspond to (actual) transitions of positive rate. For all l /∈ L, one
can set fl identically equal to zero. Henceforth, we only consider transitions with
positive rates and denote the total number of such transitions by |L|.

Define the drift function F(·) by

F(w) :=
∑

l

l fl(w), w ∈ R. (10.13)

Note that
F(w) = (F1(w), . . . , Fd(w))T

is a d-dimensional column vector of functions, because l is a d-dimensional column
vector. Defining the density process {z(N )(·)} by

z(N )(t) = Z (N )(t)

N
,

we recall the Functional Strong Law of Large Numbers (FSLLN) for density-
dependent Markov chains (see [Chap. 11, Theorem 2.1][27]).

Theorem 10.1 (Kurtz [27]) Suppose that for each compact set K ⊂ R,

∑

l

‖l‖ sup
w∈K

fl(w) <∞,

and there exists MK > 0 such that

‖F(w)− F(w′)‖ ≤ MK ‖w − w′‖, ∀w,w′ ∈ K .

Suppose also that

http://dx.doi.org/10.1007/978-1-4614-3514-3 _11
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lim
N→∞ z(N )(0) = z0,

and z(·) satisfies

z(t) = z0 +
∫ t

0
F(z(u))du, t ≥ 0. (10.14)

Then, for every t , 0 ≤ t <∞,

lim
N→∞ sup

0≤s≤t
‖z(N )(s)− z(s)| = 0,

almost surely.

Remark 10.2 Theorem 1 says that, when the drift function F(·) is uniformly bounded
and Lipschitz continuous over compact subsets of R, then, as N →∞, the density
process {z(N )} converges uniformly over compact subsets (u.o.c.) to a deterministic
function z(·), almost surely (a.s.).

Appendix C: Derivation of Eq. (10.1)

In this appendix, we provide justifications for the ODE models which we have used
as approximations for modeling the network dynamics when the number of relays
N is large. We formally derive only Eq. (10.1). Derivation of fluid-limit models is
similar for the other cases.

In the case of single packet transfer without buffer expiry, the positive transition
rates of the Markov chain {(X (N )(t), Y (N )(t)), t ≥ 0} out of the state (X, Y ) are
given by

(
X
Y

)

−→
(

X + 1
Y

)

at rate
(
β(N )

s n(N )
s + β(N )

r X
)

(N − X − Y )

(
X
Y

)

−→
(

X
Y + 1

)

at rate β(N )
r Y (N − X − Y )

(
X
Y

)

−→
(

X − 1
Y + 1

)

at rate β
(N )
d n(N )

d X + β(N )
r XY

Writing Z = (X, Y ), the positive transition rates out of the state (X, Y ) of the
Markov chain {(X (N )(t), Y (N )(t)), t ≥ 0} can be written in the density-dependent
form N fl

( Z
N

)
given by (see Appendix B for a meaning of the density-dependent

form)
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N fl

(
Z

N

)

=

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

N

((

(Nβ(N )
s )

(
n(N )

s

N

)

+ (Nβ(N )
r )

(
X

N

)) (

1− X

N
− Y

N

))

for l = (1, 0)T ,

N

(

(Nβ(N )
r )

(
Y

N

) (

1− X

N
− Y

N

))

, for l = (0, 1)T ,

N

(

(Nβ
(N )
d )

(
n(N )

d

N

) (
X

N

)

+ (Nβ(N )
r )

(
X

N

)(
Y

N

))

,

for l = (−1, 1)T ,

provided that λr := Nβ
(N )
r , λs := Nβ

(N )
s , λd := Nβ

(N )
d , s := n(N )

s /N and

d := n(N )
d /N are constants, independent of N (which we assume, as in [103]). Let

z = (x, y). Defining fl(z) = fl(x, y) and F(z) = F(x, y) by

fl(x, y) =
⎧
⎨

⎩

(sλs + λr x)(1− x − y), l = (1, 0)T ,

λr y(1− x − y), l = (0, 1)T ,

dλd x + λr xy, l = (−1, 1)T ,

and

F(x, y) =
∑

l

l f (x, y, w) =
[

(sλs + λr x)(1− x − y)− λr xy − dλd x
dλd x + λr y(1− x − y)+ λr xy

]

,

respectively, and applying Theorem 1 (see Appendix B), we observe that, as

N → ∞, the rescaled process
{(

X (N )(t)
N ,

Y (N )(t)
N

)
, t ≥ 0

}
converges almost surely

to the unique solution of the ODE

dz(t)

dt
= F(z(t)),

i.e., to the unique solutions x(t) and y(t) of the ODEs given by Eq. (10.1), with

initial conditions x(0) := lim
N→∞

X (0)

N
= 0 and y(0) := lim

N→∞
Y (0)

N
= 0.
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Chapter 11
Opportunistic Routing in Wireless Mesh
Networks

Amir Darehshoorzadeh, Llorenç Cerdà-Alabern and Vicent Pla

Abstract Opportunistic Routing (OR) has been proposed as a way to increase the
performance of wireless networks by exploiting its broadcast nature. In OR, instead
of pre-selecting a single specific node to be the next-hop as a forwarder for a packet,
multiple nodes can potentially be selected as the next-hop forwarder. Thus the source
can use multiple potential paths to deliver the packets to the destination. More spe-
cially, when the current node transmits a packet, all the candidates that receive the
packet successfully will coordinate with each other to determine which one would
actually forward the packet according to some criteria, while the other nodes will
simply discard the packet. In this chapter, we survey the state of the art in OR, then
focus on the candidates selection algorithms and carry out a comparative performance
evaluation of the most relevant proposals appeared in the literature.

Keywords Opportunistic routing · Candidate selection algorithms · Performance
modeling

11.1 Introduction

In recent years, Multi-hop Wireless Networks (MWNs) have already become very
popular and are receiving an increasing amount of attention by the research commu-
nity. Compared to wired networks, routing in MWNs is specially challenging because
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of two fundamental differences. The first one is the heterogeneous characteristics of
the wireless links: due to the strong dependency of radio transmission impediments
between the nodes with their distance and the environmental elements influencing
the radio waves propagation. As a consequence, packet delivery probabilities may
be significantly different for every link of a MWN. The second one is the broadcast
nature of wireless transmissions: unlike wired networks, where links are typically
point to point, when a node transmits a packet in a wireless network, this can simul-
taneously be received by several neighboring nodes.

Traditional routing protocols proposed for wireless networks perform best path
routing, i.e., preselect one fixed route before transmissions starts. Each node in a
route uses a fixed neighbor to forward to. This way, in the routing table of every node
participating in the routing between a source and a destination, there is a forward-
ing entry which points to a neighbor (referred to as next-hop), over which packets
addressed to the destination will be sent. Note that once all next-hops have been
chosen, all packets between a source and destination follow the same path. This
motivates the name of uni-path routing for such type of protocols. These approaches
borrowed from the routing protocols for wire-line networks, and do not adapt well
to the dynamic wireless environment where transmission failures occur frequently.

Opportunistic Routing, also referred to as diversity forwarding [25], cooperative
forwarding [18] or any-path routing [16], is being investigated to increase the perfor-
mance of MWNs by taking advantage of its broadcast nature. In OR, in contrast to
traditional routing, instead of preselecting a single specific node to be the next-hop
as a forwarder for a packet, an ordered set of nodes (referred to as candidates) is
selected as the potential next-hop forwarders. We shall refer to the ordered set of
candidate of a node as its Canditates Set (CS). Thus, the source can use multiple
potential paths to deliver the packets to the destination. More specifically, when the
current node transmits a packet, all the candidates that successfully receive it will
coordinate with each other to determine which one will actually forward it, while
the others will simply discard the packet.

For a better understanding of the inherent benefits associated to Opportunistic
Routing, consider the example shown in Fig. 11.1 (the example has been taken
from [5]). It presents the possibility that one transmission may reach a node which
is closer to the destination than the particular next-hop in traditional routing.

Assume that S is the source and D is the destination and the packet transmissions
in each link are Bernoulli with the delivery probabilities a specified over the links. If

90%
S A B D

90% 90%

30%

10%

Fig. 11.1 An example of opportunistic routing
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Fig. 11.2 An illustration of
virtual link in opportunistic
routing
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a packet sent by S is correctly received by B but node A, it has to be retransmitted by
S until it reaches the designated next-hop A. Another situation that might happen is
that a packet sent by S is correctly received by both nodes A and B. Although node
B is closer to the destination than node A, it is not allowed to forward the packet.
In contrast to the traditional routing, OR takes advantage of any these situations to
maximize the packet progress toward the destination. An OR protocol can use {D,
B, A} as the candidates (D is the highest priority candidate, and A the least one) to
forward the packet. If both nodes A and B receive the packet but not D, since node
B has more priority than A (it is closer to the destination), then it will forward the
packet while node A will simply discard it.

Another benefit of Opportunistic Routing is that it increases the reliability of
transmissions by combining weak physical links into one strong virtual link. In other
words, it acts like OR has additional backup links and the possibility of transmission
failure is reduced [19]. As shown in Fig. 11.2, the sender has a low delivery probability
to all its neighbors, while they have a perfect link to the destination. Under a traditional
routing protocol, we have to pick one of the five intermediate nodes as the relay
node. Thus, altogether we need 5 transmissions on average to send a packet from the
source to the relay node and 1 transmissions from the relay node to the destination. In
comparison, under OR, we can select the five intermediate nodes as the candidates.
The combined link has a success rate of (1 − (1 − 0.2)5) ≈ 0.67. Therefore, on
average only 1/0.67 = 1.48 transmissions are required to deliver a packet to at least
one of the five candidates, and another transmission is required for a candidate to
forward the packet to the destination, so on average it takes only 2.48 transmissions
to deliver a packet to the destination.

11.2 Issues in Opportunistic Routing

Three main issues arise in the design of OR protocols:

• Candidate selection. All nodes in the network must run an algorithm for selecting
and sorting the set of neighboring nodes (candidates) that can better help in the
forwarding process to a given destination. We shall refer to this algorithm as
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candidate selection. The aim of candidate selection algorithms is to minimize the
expected number of transmissions from the source to the destination. In Sect. 11.5
some noteworthy candidate selection algorithms are described.
• Opportunistic Routing metric. In order to accurately select and prioritize the CSs,

Opportunistic Routing algorithms require a metric. First Opportunistic Routing
algorithms were based on simple metrics inherited from traditional unicast routing,
as those used by Shortest Path First (SPF) algorithms. However, some researchers
realized that more accurate metrics were required in OR. Different metrics in
Opportunistic Routing are discussed in detail in Sect. 11.3.
• Candidate coordination. It is the mechanism used by the candidates to discover

which one has the highest priority that has received, and thus, must forward, the
packet. Coordination requires signaling among the nodes, and imperfect coor-
dination may cause duplicate transmission of packets. Different approaches of
candidate coordination are presented in Sect. 11.4.

11.2.1 Research Directions in Opportunistic Routing

In this section we give an overview of the main research contributions in Oppor-
tunistic Routing. Table 11.1 shows some of the OR research contributions found in
the literature that will be described in the following sections. The meaning of the
columns is the following:

• Protocol: Here there is the name of the protocol coined by the authors, or NA if
no name was given. The corresponding reference is also provided here.
• Year: Year of publication.
• Type: Method to obtain the numerical results presented in the paper. We use the

keys: S, for simulation; A, for analytical; and E, for Experimental.
• Topic: Main topic of the paper.
• Metric: Metric used by the candidate selection algorithm (see Sect. 11.3).
• Coord.: Coordination method used in the paper (see Sect. 11.4). The table shows

NA in those papers where a perfect coordination is assumed without relying in any
specific type of coordination.
• Cand. Sel.: Information used by the candidate selection algorithm (see Sect. 11.5):

Topology when it is related with the topological graph of the network, and Location
when it uses the geographical position of the nodes.

Entries in Table 11.1 are sorted in chronological order. The table shows the increas-
ing interest that has emerged related with OR in the last decade.

Most of the research in Opportunistic Routing is related with the issues described
in Sect. 11.2, but there are other areas of OR that have been investigated as well. We
have identified the following as the main topics on research in Opportunistic Routing:

• Metrics, Sect. 11.3.
• Candidate coordination, Sect. 11.4.
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Table 11.1 Classification of research works in opportunistic routing protocol

Protocol Year Type Topic Metric Coord. Cand. Sel.

SDF [26] 2001 S Candidate coordination ETX Ack Topology
GeRaF [53] 2003 A/S Candidate coordination Geo. RTS-CTS Location
ExOR ver-1 [4] 2004 S Candidate selection ETX Ack Topology
ExOR ver-2 [5] 2005 E Candidate coordination ETX Timer Topology
NA [38] 2005 A/S Sensor networks Geo. RTS-CTS Location
COPE [21, 22] 2005 E Network coding ETX Net. coding Topology
OAPF [52] 2006 S Candidate selection ETX/EAX Ack Topology
LCOR [15, 17] 2007 S Candidate selection EAX NA Topology
MORE [10] 2007 E Network coding ETX Net. coding Topology
GOR [50] 2007 S Candidate selection Geo. Timer Location
NA [35] 2008 A Analytical Geo. NA Location
NA [3] 2008 A/S Analytical Geo. NA Location
NA [18] 2008 E Candidate selection ETX Ack Topology
CORE [45, 46] 2008 S Network coding Geo. Timer Location
MTS [31] 2009 S Candidate selection EAX Timer Topology
POR [47] 2009 S Candidate selection Geo. Timer Location
SOAR [37] 2009 S/E Candidate selection ETX Timer Topology
Pacifier [23] 2009 S Multicast ETX Net. coding Topology
NA [8] 2010 A Analytical EAX NA Location
MSTOR [30] 2010 S Multicast EAX/ETX Ack Topology
MORP [11] 2011 S Multicast ETX Ack Topology
NA [13] 2011 A Analytical/cand. selec. ETX/EAX NA Topology

NA in the column Coord.: Perfect coordination

• Candidate selection algorithms, Sect. 11.5.
• Network Coding (NC), Sect. 11.6.
• Geographic Opportunistic Routing, Sect. 11.7.
• Multicast Opportunistic Routing, Sect. 11.8.
• Sensor networks.

Although many of the OR proposals can be adapted for sensors networks, there
are some contributions that specifically study Opportunistic Routing in this context.
As an example, we have included [38] in Table 11.1. In this paper the authors take
into consideration how OR can be exploited when there are the characteristic power
down periods that occur in sensor networks. Due to the limited number of works
in this specific area, we do not analyze this topic further. The rest of topics will be
addressed in the next sections as indicated above.

11.2.2 Motivation

In a wireless network, when a packet is unicast to a specific next-hop node of the
sender at the network layer, all the neighboring nodes of the sender may be able to
overhear the packet at the physical layer. It is possible that some of the neighbors
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may have received the packet correctly while the designated next-hop node did
not. Opportunistic Routing has been proposed as a way to take the advantages of
the spacial diversity and broadcast nature of wireless communications by selecting
multiple nodes as the candidates for forwarding the traffic.

As mentioned in Sect. 11.2, the performance of Opportunistic Routing depends
on different key issues. One of the important issues of Opportunistic Routing is
candidate selection and relay priority assignment. All nodes in the network must
run an algorithm for selecting and sorting the set of neighboring nodes (candidates)
that can better help in the forwarding process to a given destination. Candidate
coordination is another key issues in Opportunistic Routing, i.e. the mechanism used
by the candidates to discover which is the highest priority candidate that has received,
and thus, must forward, the packet.

This chapter carries out a comprehensive study on the state of the art in OR with
emphasis on the candidates selection algorithms. In [19] authors surveyed Oppor-
tunistic Routing issues with emphasis on the candidate coordination algorithms. We
also provide a Discrete Time Markov Chain(DTMC) to assess the improvement that
may be achieved using Opportunistic Routing. We use the proposed model to carry
out a comparative performance evaluation of the most relevant candidate selection
algorithms in the literature.

After the sections explaining the work in the research areas listed in Sect. 11.2.1,
we continue the chapter by describing analytical models of OR in Sect. 11.9. In
Sect. 11.10 we presented some numerical results that illustrate the performance
achieved with some relevant candidate selection algorithms described in Sect. 11.5.
Finally, some concluding remarks and some suggestions for future research direc-
tions are given in Sect. 11.11.

11.3 Routing Metrics

The general aim of OR is to minimize the expected number of transmission required
to carry a packet from the source to the destination. If the number of transmissions
is reduced, the end-to-end delay, its variations, and the energy consumed will be
reduced. The set of candidates which each node uses and their priority order have a
significant impact on the performance that OR can achieve. Therefore, using a good
metric to select and order the candidates is a key factor in designing an OR protocol.

Candidates in Opportunistic Routing can be prioritized based on hop count [20,
42, 49], geographic-distance [51, 53] (Geo-Distance), Expected Transmission Count
(ETX) [14], Expected Any-Path Transmission (EAX) [52] and so on. Utilization
of hop count, ETX or EAX needs an underlying routing protocol (either reactive
or proactive) to gather such information. Geo-Distance requires the availability of
location information of nodes. The accuracy of a metric depends on the proper
measurement of link quality and timely dissemination of such information [33, 39].
Below, we describe the two usual metrics ETX and EAX that have been widely used
in the literature.
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Expected Transmission Count (ETX) [14]: is the average number of
transmissions required to reliably send a packet across a link or route including
retransmissions. The ETX of a single path route is the sum of the ETX for each link
in the route. With the assumption of the packet transmission between nodes i and j
as Bernoulli trials with delivery probability pi j , the Expected Transmission Count
of the link is:

ETX(i, j) = 1

pi j
(11.1)

In Opportunistic Routing, however, it is necessary to consider the fact that there are
some candidates which can receive the packet, thus, a packet may travel along any
of the potential paths. Authors in [15, 31] have shown that using ETX may give
suboptimal selection of candidates and in [34] it was shown that OR in combination
with ETX could degrade the performance of the network. Because of that Zhong
et al. [52] proposed another metric that has been widely adopted in Opportunistic
Routing.

Expected Any-Path Transmission (EAX) [52]: is an extension of ETX and can
capture the expected number of transmissions taking into account the multiple paths
that can be used under OR. Several methods to compute EAX have been proposed by
other authors [9, 15, 31]. In Sect. 11.10.1 we present a model for OR that can be used
to calculate the expected number of transmissions from source to the destination.

The following simple example illustrates the meaning of Expected Any-Path
Transmission (EAX). Consider the network topology and the Canditates Set (CS) of
each node in Fig. 11.3. Node 1 is the source and node 3 is the destination. Assume
that packet transmissions in each link are Bernoulli with the delivery probabilities
from node i to node j , qi j , indicated in the figure. Note that in the Canditates Set
(CS) of node 1, node 3 has higher priority than node 2. Note also that node 2 has
only one candidate (the destination). Therefore, upon being the next forwarder, node
2 would behave as in traditional routing. We now compute the expected number
of transmissions from node 1 to the destination using Opportunistic Routing. We
can write: E1 = 1 +∑3

i=1 pi Ei , where pi is the probability of node i being the
next forwarder (or the destination), and Ei is the expected number of transmis-
sions from node i to the destination (note that E3 = 0). Grouping terms we have
E1 = (1+ p2× E2)/(p2+ p3) = (1+ (1−q13) q12×1/q23)/((1−q13) q12+q13).

Substituting we get E1 ≈ 2.15. Using ETX, the shortest path would yield E ET X
1 =

2/0.7 = 2.86. Thus, although Expected Transmission Count (ETX) is much sim-
ple to compute than Expected Any-Path Transmission (EAX), it does not accurately
compute the expected number of transmissions under Opportunistic Routing (OR).

Fig. 11.3 Illustration of the
EAX metric 1 3

2

q13 = 0.3
source destination

q12 = 0.7 q23 = 0.7

Network topology.
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11.4 Candidate Coordination Methods

One of the important issues of OR is the candidate coordination, i.e., the mech-
anism used by the candidates to discover which is the highest priority candidate
that has received, and thus, must forward, the packet. It requires signaling between
the nodes, and imperfect coordination may cause duplicate transmission of packets.
A good coordination approach should select the best candidate without duplicate
transmissions while using the smallest time or control overhead.

With perfect coordination among candidates, the larger is the number of can-
didates the lower is the expected number of transmissions from the source to the
destination. However, increasing the number of candidates increases also the coor-
dination overhead. Therefore, in practice, the maximum number of candidates that
can be used is limited. This fact has often been neglected in candidate selection algo-
rithms proposed in the literature. Perfect coordination and no signaling overhead has
been assumed and the algorithms have been designed to select all possible candidates
to reduce the expected number of transmissions.

Existing coordination approaches are divided into three main categories based on
the mechanism used: acknowledgment-based (ACK-based), timer-based, Network
Coding (NC) and Request-To-Send (RTS)-Clear-To-Send (CTS) Coordination. In
the following sections we briefly describe these approaches.

11.4.1 Acknowledgment-Based Coordination

It is one of the first methods that was proposed for candidate coordination. Upon
receiving a data packet, candidates send back a short acknowledgment (ACK) in
decreasing order of candidate priority.

This method was first proposed in [25] as the coordination mechanism for the
Selection Diversity Forwarding (SDF) protocol. In SDF coordination is achieved
by means of a four-way-handshaking: the candidates receiving the data packet send
back an acknowledgment to the sender. Based on the acknowledgments, the sender
sends a forwarding order to the best candidate, which is also acknowledged.

A similar approach is used in Extremely Opportunistic Routing (ExOR) [4], which
uses a modified version of the 802.11 MAC. It reserves multiple slots of time for the
receiving nodes to return acknowledgments. Instead of only indicating that the packet
was successfully received, each ACK contains the ID of the highest priority successful
recipient known to the ACKs sender. All the candidates listen to all ACK slots before
deciding whether to forward, in case a low-priority candidates ACK reports a high-
priority candidate ID and whose ACK was not correctly received. Including the
ID of the sender of the highest-priority ACK heard so far helps suppress duplicate
forwarding. This strategy requires that candidates be neighbors of each other such
that the transmission of an ACK can be overheard by all of them.
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Fig. 11.4 Acknowledgment-based coordination using a modified 802.11 MAC

As an example of the ACK-based coordination, consider a network with source
S and destination D. Assume that the CS of S is {A, B, C} (A has the highest
priority and C has the lowest). Suppose that all candidates receive a transmission
from source. Figure 11.4 shows ACK-based coordination method for this example.
All candidates transmit acknowledgments in decreasing order of candidate priority:
the first acknowledgment slot belongs to node A, the second slot belongs to node B
and the third slot is dedicated to C . In Fig. 11.4 we suppose that the acknowledgment
from A does not receive by B, but node C does hear the A’s ACK (see Fig. 11.4).
Suppose further that node B hears node C’s ACK. If ACKs did not contain IDs,
node B would forward the packet, since to its knowledge it is the highest priority
recipient. The fact that node C’s ACK contains node A’s ID indirectly notifies B that
node A did receive the packet. Once node A has successfully determined itself as
the responsible node, it forwards the packet.

11.4.2 Timer-Based Coordination

In this method, all candidate which are included in the packet are ordered based on
a metric. After a data packet is broadcasted, candidate will respond in order, i.e.,
i th candidate will respond at the i th time slot. A candidate forwards data packet
at its turn only when it does not hear other candidates that forward the packet.
Thus, when a candidate forwards a data packet, it means that all other higher priority
candidates failed to receive the data packet. In another word, forwarding a data packet
by a candidate will prevent the lower priority ones to forward it. In the example of
Fig. 11.1, assume that {B, A} is the CS of source S to reach destination D (B is the
better candidate and given the higher priority). After receiving the packet sent by S,
candidate B forwards the packet in the first time slot, while A schedules to transmit
in the second time slot. If A is in the range of B, overhearing the data packet sent
from B by A means that a higher priority candidate received the packet and has
forwarded it, thus A simply discard the packet.

This approach is simple and easy to implement and no control packet is required.
The overhead of the timer-based coordination is candidate waiting time. The main
drawback of this solution is duplicate transmission because of not all candidates are
guaranteed to overhear the forwarding from the selected candidate [19].
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Fig. 11.5 NC coordination
approach [33]
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11.4.3 Network Coding Coordination

Another approaches to prevent duplicate transmission is combining OR with NC [2]
which provides an elegant method for candidate coordination [6, 10, 45]. The basic
principle behind combining NC with Opportunistic Routing is that forwarders can
combine the packets to be transmitted so as to deliver multiple data packets through
a single transmission. When transmitting packets from source to a destination, a flow
is divided into batches which contain several native packets (original packets without
coding). The source broadcasts random linear combinations of native packets, and
candidates forward the linear combinations of received coded packets. When the
destination has enough linearly independent coded packet, then it can decode them
to reconstruct the set of initial packets.

In order to better clarify the advantage of combining NC with Opportunistic
Routing, consider the example in Fig. 11.5. Assume that source S transmits two
packets a and b using CS {C1, C2}. Assume that C2 receives both packets but C1
receives only one of them (see Fig. 11.5). Node C1 transmits first because it is closer
than C2 to the destination. Node C2 has the following three choices: forwarding a,
b, or both a and b. In the NC, node C2 can forward a coded packet a ⊕ b. When D
receives transmitted packets from C1 and C2, it can decode and restore the original
packets. It performs an XOR operation on the two received packets: a⊕ b⊕ b = a.
Thus, no duplicate transmission occurs at D.

However, using NC with OR may lead to a high number of potential forwarders
sending coded packets, and thus, resulting in redundant transmissions. There exists
a trade-off between transmitting a sufficient number of coded packets to guarantee
that the destination has enough coded packets to reconstruct the native packets, and
avoiding to inject the network with unnecessary packets [6].

11.4.4 RTS-CTS Coordination

Some other mechanisms like [20, 53] use explicit control packet(s) exchanged imme-
diately before sending a data packet. In this approach the sender multicasts the RTS
to the its CS (it is actually a broadcast control packet). The RTS contains all the
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Fig. 11.6 RTS-CTS coordination approach

candidates addresses which are ordered according to a metric. When an intended
candidate receives the RTS packet, it responds by a CTS. These CTS transmissions
are sent in decreasing order of candidate priority: the first candidate in priority trans-
mits the CTS after a Short Interframe Space (SIFS), the second one after 2× SIFS,
and so on. When the sender receives a CTS, it transmits the DATA packet to the
sender of this CTS (which would be the highest priority candidate that responded)
after a SIFS interval. This ensures that other lower priority candidates hear the
DATA before they send CTS and suppress any further CTS transmission. All such
receivers then set their Network Allocation Vector (NAV) until the end of ACK period.
This mechanism is guaranteed to have a single winner and it can avoid duplicate
transmissions.

Figure 11.6 shows an example of RTS-CTS coordination. Assume that there are
three candidates A, B and C to reach the destination (A the highest priority candidate
and C the least one). After receiving RTS by candidates they send the CTS packet
in order of their priorities. Here we assume that the first CTS which belong to A was
not received, but the second one was received. When the sender S receives the first
CTS from B, it sends the data packet to it, therefore the highest priority candidate
whose its CTS is received by the source will forward the data packet.

11.5 Candidate Selection Algorithms

Another important component of OR is candidate selection, which is similar to build-
ing routing tables in traditional routing. Selection of good candidates can affect the
performance of the network. According to the amount of information that is needed
to select and prioritize the candidates, candidate selection algorithms can be divided
into two categories: Location-based and Topology-based selection. In location-based
selection [53], each node maintains a limited state information and independently
determines its own CS along the path to the intended destination. Topology-based
selections [4, 5] find the CSs according to the global topology information of the net-
work. Therefore, a node requires to maintain network state information, for example,
the network topology, state information on each link, and flow-related information
(e.g., path and data rate), what can run into a scalability problem. In general, topology-
based strategy outperforms location-based strategy, since the former can optimize
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the selection of a CSs with more network state information gathered. However, the
location-based strategy might be easier to implement, requires less signaling and
scales better than topology-based [33]. The authors in [28] proposed a new routing
paradigm, plasma, for wireless multihop networks. In plasma routing the choice of
the path and gateway for each packet is not made beforehand by the source node,
but rather on-the-fly by the mesh routers as the packet traverses the network. In their
work, a distributed routing algorithm to jointly optimize the transmission rate and
the set of gateways are proposed. They also proposed a load balancing technique to
disperse the network traffic among multiple gateways.

In this section, we describe four different candidate selection algorithms that have
been proposed in the literature. They range from non-optimum, but simple, to opti-
mum, but with a high computational cost. These algorithms are: Extremely Oppor-
tunistic Routing (ExOR) [4]; Opportunistic Any-Path Forwarding (OAPF) [52];
Least-Cost Opportunistic Routing (LCOR) [15, 17]; and Minimum Transmission
Selection (MTS) [31].

ExOR is one of the firsts and most referenced Opportunistic Routing protocols, it
is based on ETX and is simple to implement. OAPF has an intermediate complexity:
it uses the EAX metric but it does not guarantee to yield the optimal sets of candidates
(i.e. the CSs that minimize the expected number of transmissions). Finally, we have
chosen LCOR and MTS which select the optimal sets of candidates.

Here we introduce some notations that we use throughout this section:

• ncand is the maximum number of candidates per node.
• ET X (v, d) is the uni-path ETX between the two nodes v and d.
• E AX (Cv,d , v, d) is the EAX between node v and d by using Cv,d as the CS of v

to reach node d.
• N (v) is the set of all neighbors of node v.
• |S| is the cardinality of the set S.

In the following sections we describe each algorithm with more details. For the
sake of being precise, we shall give a pseudo-code for each algorithm.

To show the differences between ExOR, OAPF, LCOR and MTS, we use a simple
example shown in Fig. 11.7. In this example node S is the source; D is the destination;
the number on each link indicates its packet delivery probability (symmetric) and
the maximum number of candidates for each node is set to 2 (ncand=2). The ETX
using uni-path routing from each node to the destination D is shown in Table 11.2.

Fig. 11.7 An example of
Candidate selection
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11.5.1 Extremely Opportunistic Routing

Biswas and Morris proposed ExOR [4], one of the firsts and most referenced OR
protocols. The selection of candidates is based on the ETX metric. The basic idea of
ExOR is running the Shortest Path First (SPF) with weight = 1/qi j , where qi j is
the delivery probability of the link between the two nodes i and j (i.e. the weights
are the ETXs of the links).

The algorithm for selection of candidates in ExOR is shown in Algorithm 1. Every
node s except the destination d runs this algorithm. The first node after s in the shortest
path is selected as candidate (cand) if its ETX to the destination (ETX(cand, d))
is less than ETX(s, d). Then the link between s and cand is removed, and this
process is repeated until no more paths to d are available, or the maximum number
of candidates is reached (|Cs,d | = ncand). Finally, ETX(cand, d) (or 0 if the cand
is the destination) is used to sort the CS.

Assume that node S in Fig. 11.7 want to find its CS using ExOR. According to
ExOR’s algorithm (see Algorithm 1), node S finds the SPF to D which is S-A-D
with ETX = 3.99 (see Table 11.2). Therefore, node A is the first candidate for node
S. Then, edge S-A is removed from the topology and SPF is run again. The new
shortest path from S to D is S-B-D with ETX = 4.40 and B is selected as the next
candidate. Finally, the ETX of each candidate to the destination d is used to sort
the CS. The final candidates set of node S is CS,D = {A, B}. ExOR uses ETX to
estimate the closeness to the destination but, this metric does not account for the fact
that packets are delivered by the candidates under opportunistic forwarding.

There is a second version of ExOR [5] proposed in 2005. To cope with the acknowl-
edgment and the coordination issue, ExOR adopts batch transmission; 10–100

Algorithm 1: Candidate.selection.ExOR(s, d, ncand).
1 Gtmp← temporal copy of the network topology
2 cost (s)← ET X (s, d) in Gtmp
3 Cs,d ← ∅
4 while |Cs,d | < ncand & (s, d) connected in Gtmp do
5 cand ← first node after s in the S P F(s, d) in Gtmp
6 if cand == d then
7 Cs,d ← Cs,d ∪ {d}
8 cost (cand)← 0
9 else

10 cost (cand)← ET X (cand, d) in Gtmp
11 if cost (cand) < cost (s) then
12 Cs,d ← Cs,d ∪ {cand}
13 end
14 end
15 Gtmp ← delete edge(s, cand) in Gtmp

16 end
17 Cs,d ← Cs,d ordered by cost
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Table 11.2 Expected number
of transmissions of each node
to D in Fig. 11.7

Node ETX(Node,D)

S 3.99
A 2.5
B 3.22
D 0

packets are collected in a batch to transfer and the next batch starts only when
the current batch has completed. For each packet of the same batch, the source node
selects a CS, which are prioritized by closeness to the destination. The closeness
property of a node is evaluated employing the ETX metric.

Each packet has a batch map. For each packet in the batch, this map indicates
the highest-priority node known to have received a copy of that packet. Then, as the
packet progresses towards the destination the batch map contained in the packet is
used to update the local batch maps stored in the receiving nodes. A forwarder is
allowed to broadcast only received packets that its local batch map indicates have not
been forwarded by any other higher priority node. Therefore, the coordination is done
using timer-based coordination (see Sect. 11.4.2). The evaluation was performed on
Roofnet [1], an outdoor roof-top 802.11b network. This version of ExOR guarantees
to transmit 90 % of a batch using opportunistic forwarding, while the remaining
packets are sent with traditional unicast routing.

Simple Opportunistic Adaptive Routing (SOAR) [37] has been proposed after
ExOR. In order to leverage path diversity while avoiding duplicate transmissions,
SOAR relaxes the actual route that data traverses to be along or near the default
path but constrains the nodes involved in routing a packet to be near the default
path. Moreover, this forwarding node selection also simplifies coordination since all
the nodes involved are close to nodes on the default path and can hear each other
with a reasonably high probability. It selects the shortest path between source and
destination using ETX, and the nodes near to the shortest path can act as the CS.
SOAR uses timer-based approach for candidate coordination.

11.5.2 Opportunistic Any-Path Forwarding

OAPF [52] is an Opportunistic Routing protocol which is based on ETX and EAX.
The pseudo-code of OAPF is shown in Algorithm 2.

In OAPF the selection of candidates can be performed as follows at a node s for
a specific destination d. First, a set of initial candidates Ĉs,d is determined based on
the best path ETX. A neighbor v is included in the initial CS (Ĉs,d ) only if ETX(v, d)
< ETX(s, d). Then, a subset of Ĉs,d is selected as the actual Canditates Set, Cs,d .
Note that, all nodes in the initial CS must select their CSs before s.

After initiating the CS, s selects the best candidate among the nodes in its initial
Canditates Set. Here, the best candidate is the one that reduces the most the expected
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Algorithm 2: Candidate.selection.OAPF(s, d, ncand).
1 Cs,d ← ∅
2 Ĉs,d ← ∅; m p ←∞
3 if s == d then
4 cost (s)← 0
5 return
6 end
7 forall the v ∈ N (s) do
8 if ET X (v, d) < ET X (s, d) then
9 Ĉs,d ← Ĉs,d ∪ {v}

10 end
11 end
12 while |Cs,d | < ncand // search for the best candidate
13 do
14 cand ← arg min

c∈Ĉs,d

E AX (Cs,d ∪ {c}, s, d)

15 mc ← E AX (Cs,d ∪ {cand}, s, d)

16 if mc < m p then
17 Cs,d ← Cs,d ∪ {cand}
18 Ĉs,d ← Ĉs,d \ {cand}
19 m p ← mc

20 else
21 cost (s)← m p
22 break
23 end
24 end
25 Cs,d ← Cs,d ordered by cost

number of transmissions from s to the destination (line 14). Node s adds the best
candidate to its actual Canditates Set (Cs,d ) and removes it from its initial set. Note
that to find the best candidate in each iteration, candidates should be ordered accord-
ing to their EAX. It tries again to find the best node from its new initial Canditates
Set. This process is repeated until there is not any other suitable node to be included
in the CS of s, or the number of candidates in the Cs,d reaches the maximum number
of candidates (ncand). Finally, the CS is ordered by EAX of each candidate.

Now assume that node S in Fig. 11.7 wants to find its CS using OAPF. First,
it creates its initial Canditates Set ĈS,D . Since the ETX of all its neighbors (A, B
and D) to the destination D is less than ETX(S,D) (see Table 11.2) then, the initial
Canditates Set of S is ĈS,D = {A, B, D}. Note that, all nodes in the initial Canditates
Set must select their CSs before S. In Table 11.3 we summarize the Canditates Set
and related expected number of transmissions for node A and B.

Table 11.3 Candidates set of
A and B in Fig. 11.7 using
OAPF

Node Candidates set EAX

A {D} 2.5
B {D, A} 2.79
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Table 11.4 OAPF Operation

Iteration Selection

1 E AX ({A}, S, D)=3.99, E AX ({B}, S, D) = 3.97, E AX ({D}, S, D)=6.66
2 E AX ({A, B}, S, D)= 3.64, E AX ({D, B}, S, D) = 3.46

Table 11.4 shows the process of selecting candidates for the source S using OAPF.
In the first iteration source selects B as its candidate. Because B is the one that reduces
the expected number of transmissions from S to D the most. Then, node B is removed
from initial Canditates Set. The CS of S in the first iteration would be CS,D = {B}.
In the section iteration of while-loop in Algorithm 2 (line 12–24), source looks for
the second candidate from the remaining potential candidates in ĈS,D = {A, D}. As
we can see in Table 11.4, the second candidates that reduces the expected number
of transmissions from S to D the most is D. Therefore the final CS for source using
OAPF is CS,D = {D, B} with EAX equal to 3.46.

11.5.3 Least-Cost Opportunistic Routing

The goal of this algorithm is to find the optimal CSs. Recall that the optimal CSs
are the sets that minimize the expected number of transmissions from the source to
the destination. LCOR [15] uses EAX as the metric to select candidates as shown in
Algorithm 3. It works similar to the classical distributed Bellman-Ford algorithm.

Algorithm 3: Candidate.selection.LCOR(s, d, ncand).
1 forall the v in the network \{d} do
2 costcurr (v)←∞; costprev(v)←∞
3 end
4 costcurr (d)← 0
5 repeat
6 flag← TRUE
7 forall the v in the network \{d}// search for the best CS
8 do
9 Cv,d ← arg min

S∈2|N (v)|,0<|S|≤ncand
E AX (S, v, d)

10 costcurr (v)← E AX (Cv,d , v, d)

11 end
12 forall the v in the network \{d} do
13 if costcurr (v) 
= costprev(v) then
14 costprev(v)← costcurr (v)
15 flag← FALSE
16 end
17 end
18 until flag == TRUE
19 Cs,d ← Cs,d ordered by costcurr
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The algorithm proceeds iteratively and at each iteration an exhaustive search over
all possible CSs is carried out. It starts by initializing the cost (EAX) of each node
v to reach the destination d (lines 1–4). Since in the initializing phase the CSs for
all nodes are empty, the cost to reach the destination for all nodes is equal to ∞
(costcurr (v) ← ∞). Note that the cost for the destination d is always equal to 0
(costcurr (d)← 0).

To find the optimal Canditates Sets in each iteration, and for every node v except
the destination, the algorithm runs an exhaustive search over all possible subsets of
N (v) with cardinality not exceeding ncand (line 9). The algorithm terminates when
the cost to reach the destination does not change for all nodes in two consecutive
iterations (lines 12–17).

In each iteration the algorithm checks for all the nodes but the destination, all
subsets of their neighbors with cardinality ≤ ncand . Therefore, for dense networks
the computational cost of the algorithm increases extremely fast due to the combi-
natorial explosion of the exhaustive search of line 9. In Sect. 11.10.5.4, we will carry
out an experimental evaluation of the computational time.

Applying LCOR on the topology in Fig. 11.7 yields as a result CS,D = {D, A}
with the expected number of transmissions equal to 3.36.

11.5.4 Minimum Transmission Selection

MTS [31, 48] is another algorithm which selects the optimal CSs for any node to a
given destination d that minimizes the total expected number of transmissions. Like
LCOR, this algorithm proceeds iteratively and uses EAX as the metric for selecting
the CSs.

The general idea of MTS consists of moving from the nodes closest to the desti-
nation d (in terms of the EAX) backwards to the source. Note that, the closest node
to the destination has the least EAX. MTS uses the following principle: if u and
v are neighbors and E AX (Cu,d , u, d) < E AX (Cv,d , v, d), then adding u and its
candidates to the CS of node v will reduce the expected number of transmissions
from v to d, i.e. E AX (Cv,d ∪ {u} ∪ Cu,d , v, d) < E AX (Cv,d , v, d).

Given a general wireless topology, for a given destination d initially let S be
the set of all nodes except d. The MTS algorithm for computing the optimal CS
from any source node v ∈ S to d is described in pseudo-code in Algorithm 4. The
algorithm starts by initializing the cost (EAX) of each node v to reach the destination
d (lines 2–10 in Algorithm 4). If d is one of the neighbors of v, then v adds the
destination to its CS and the cost to reach the destination (cost (v)) is set to 1

qvd
,

where qvd is the delivery probability of link between the two nodes v and d (note

that E AX (Cv,d , v, d) = 1
qvd

when Cv,d = {d}).
At each subsequent iteration while S is not empty the algorithm looks for the node

minnode with minimum cost in terms of the expected number of transmissions to the
destination (line 11). The neighbors of minnode, N (minnode), add minnode and
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Algorithm 4: Candidate.selection.MTS(S, d,ncand).
Data: S is the set of all nodes except d.

1 cost (d)← 0
2 forall the v ∈ S do
3 if v ∈ N (d) then
4 cost (v)← 1

qvd

5 Cv,d ← d
6 else
7 Cv,d ← ∅
8 cost (v)←∞
9 end

10 end
11 while S is not empty do
12 minnode← arg minv cost (v)
13 S← S \ {minnode}
14 forall the v ∈ N(minnode) do
15 Cv,d ← merge(Cv,d , minnode, Cminnode,d )

16 cost (v)← E AX (Cv,d , v, d)

17 end
18 end
19 S← all nodes in the network \{d} ordered by cost
20 forall the v ∈ S do
21 Cv,d ← arg min

T∈Cv,d ,|T |≤ncand
E AX (T, v, d)

22 end

its candidates to their CS and minnode is removed from S. This process is done by
means of the function merge, which combines both CSs and order them in increasing
order of their cost (EAX). Note that proceeding this way, MTS finishes in N − 1
iterations, where N is the number of nodes in the network.

In the description of MTS given above, the optimal CSs for all the nodes in
the network are computed assuming there is not any limitation in the number of
candidates, as proposed in the original version of this algorithm.

In order to limit the maximum number of candidates, maintaining the optimality of
the algorithm, we have added the lines 19–22. Here the nodes are visited in increasing
order of their cost, and an exhaustive search is done over all subsets of the CSs with
cardinality ≤ ncand . Since MTS first find the optimal CSs in the case of infinite
candidates (i.e. all possible nodes can be selected as candidates), and then we look
for the best subset of CSs with at most ncand elements, the final Canditates Sets will
be the optimal Canditates Sets.

Like the previous algorithms, we apply MTS in the example of Fig. 11.7 to find
the CSs. According to MTS algorithm S = {S, A, B}. The cost of nodes S, A and
B to the destination D is 1

0.15 , 1
0.4 and 1

0.31 , respectively. The result of each iteration
of the MTS algorithm is shown in Table 11.5, where the first item in each cell is
the current best CS for the corresponding node, and the second item is the current
smallest expected number transmissions using that set. In the first iteration since the
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Table 11.5 Candidates Set
selection for the Fig. 11.7
using MTS

Iteration S A B

1 {D, A}, 3.36 – {D, A}, 2.79
2 {D, A, B}, 3.22 – –

Table 11.6 Candidates set
and EAX of each node in
Fig. 11.7 using different
algorithms

Node ExOR OAPF LCOR or MTS

S {A, B}, 3.64 {D, B}, 3.46 {D, A}, 3.36
A {D}, 2.50 {D}, 2.50 {D}, 2.50
B {D, A}, 2.79 {D, A}, 2.79 {D, A}, 2.79

EAX of A is the minimum (E AX ({D}, A, D) = 2.5), it removes from S. Then,
MTS adds A and its candidates (CA,D = {D}) to the CSs of all neighbors of A, i.e.,
nodes S and B (see iteration 1 in Table 11.5). Note that in each iteration the EAX
of each node is updated according to the new CS. In the second iteration the node
with the minimum EAX is B (E AX ({D, A}, B, D) = 2.79); it is removed from S

and B are added to the CSs of all neighbors of B which are still in S, i.e., node S.
Now, each node has a set of candidates to reach D. Note that, until this step there
is not any limitation on the number of candidates. Doing an excursive search with
constraint ncand = 2 over the sets which are found by the original version of MTS
results in the optimum CS with length at most equal to 2.

We summarize the CSs and EAX of each node in Fig. 11.7 using different algo-
rithms under study in Table 11.6. The first item in each cell is the CS for the corre-
sponding node, and the second item is the EAX of the corresponding node using the
said set. As we can see in Table 11.6 the algorithms that use EAX to select CSs have
better expected number of transmissions than ExOR which uses ETX for selection
of candidates.

11.6 Network Coding Opportunistic Routing

Mac-independent Opportunistic Routing & Encoding (MORE) [10] is an OR protocol
that can be used in both unicast and multicast scenarios. It deploys the advantages
of NC to improve performance of OR in wireless multicast networks. Duplicate
transmissions are avoided by randomly mixing packets before forwarding. The sender
creates a linear combinations of packets and broadcasts the resulting packet after
adding a MORE header containing the CS. Each receiving node discards the packet
if it is not linearly independent from the other packets received before, or if its ID
does not appear in the candidates list. Otherwise, it linearly combines the received
coded packets and rebroadcasts the new packet.

COPE [21, 22] is a practical NC mechanism for supporting efficient unicast
communication in a wireless mesh network. It employs opportunistic listening to
enable each node to learn local state information and encoded packet broadcasting to
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improve the network throughput. It exploits the shared nature of the wireless medium
which broadcasts each packet in a small neighborhood around its path. Each node
stores the overheard packets for a short time [21]. It also tells its neighbors which
packets it has heard by annotating the packets it sends. When a node transmits a
packet, it uses its knowledge of what its neighbors have heard to perform opportunistic
coding; the node XORs multiple packets and transmits them as a single packet if each
intended next-hop has enough information to decode the encoded packet. Motivated
by COPE, several other coding-aware routing mechanisms have been proposed [29,
44], which are aimed at improving the network throughput by combining routing
with inter-flow NC.

Coding-aware Opportunistic Routing mechanism & Encoding (CORE) [45, 46] is
a coding-aware OR mechanism that combines Opportunistic Routing and localized
inter-flow NC for improving the throughput performance of a MWN. Through OR,
CORE allows the next-hop node with the most coding gain to continue the packet
forwarding. Through localized NC, CORE attempts to maximize the number of
packets that can be carried in a single transmission. When a node has a packet to
send, it simply broadcasts the packet, possibly encoded with other packet(s), which
may be received by some of the candidates in its CS. The candidates receiving the
packet collaborate to select the best candidate among them in a localized manner,
which is the one with the most coding opportunities. This forwarding process is
repeated until the packet reaches its intended destination. In CORE, geo-distance
metric and timer-based coordination have been used to select and coordinate the
candidates, respectively.

11.7 Geographic Opportunistic Routing

Geographic Random Forwarding (GeRaF) [53] is a forwarding protocol which selects
a set of candidates and prioritizes them using geographical location information. Only
those neighboring nodes closer to the destination than the sender can be candidates.
The priority of selected candidates is based on their geo-distances to the destination.
The CS and prioritization can easily be implemented via an RTS-CTS dialog at the
MAC layer, which also ensures that a single forwarder can be chosen.

Geographic Opportunistic Routing (GOR) [50] is used in geographic routing
scenarios and adopts timer-based coordination with local candidates order. Authors
showed that giving the nodes closer to the destination higher priority is not always
the optimal way to achieve the best throughput. They proposed a local metric named
Expected One-hop Throughput (EOT) to characterize the local behavior of GOR
in terms of bit-meter advancement per second. Based on EOT, which considers the
coordination overhead, they proposed a candidate selection scheme.

Yang et al. [47] proposed a protocol called Position based Opportunistic Routing
(POR). In POR, when a source wants to send data packet to the destination, it finds its
CS according to the distance between its neighbors and the destination. The neighbor
which the nearest to the destination will have the highest priority. They fixed the



11 Opportunistic Routing in Wireless Mesh Networks 309

maximum number of candidates in each node to 5. When a candidate receives a
packet, it checks its position in the CS and waits for some time slots to forward the
packet. If it hears the same packet being sent by the other nodes, it will simply discard
the packet.

We defined a new metric for candidate selection based on the expected distance
progress of sending a packet under Opportunistic Routing in [12]. By using this
metric we proposed a hop-by-hop candidate selection and prioritization algorithm
that we call Distance Progress Opportunistic Routing (DPOR). In contrast to other
algorithms, in DPOR each node selects its candidates set independently, without
considering the other nodes’ candidates sets. DPOR only relies on the neighbors’
geographic position of forwarder and the links delivery probability between for-
warder and its neighbors.

11.8 Multicast Opportunistic Routing

Multicast is an important communications paradigm in wireless networks. The avail-
ability of multiple destinations can make the selection of CSs and the coordination
between candidates complicated. There are few works that have tried made to adapt
OR for multicast scenarios.

In [23] the source first creates the shortest path tree to reach all destinations based
on the ETX of each link. Then the nodes not only receive packets from their father in
the tree, but also can overhear packets from its sibling nodes. It uses random linear
NC to improve multicast efficiency and simplify node coordination.

The authors in [41] used a Steiner tree based on ETX and data packets were
forwarded through the links using OR. Their protocol constrains the nodes involved
in routing a packet to be near the default multicast tree. The average EAX of each
candidate to reach a sub-group of destinations is used as the cost of reaching to
multiple destinations.

In a recent work, Le and Liu [30] propose Minimum Steiner Tree with Oppor-
tunistic Routing (MSTOR) which is an overlay multicast to adapt OR in wireless
network. They construct a minimum overlay Steiner tree, and map it into unicast
OR relay path connecting the source with all destinations. Their protocol does not
exploit opportunistic receptions across different links in that tree. They employed
unicast OR on each link of the tree.

In [11], we propose a new multicast routing protocol based on OR named
Multicast Opportunistic Routing Protocol (MORP0. It opportunistically employs
a set of forwarders to send a packet toward all destinations. MORP uses a three-
way-handshaking where the sending node selects the candidates and towards which
destinations they have to forward the packet. The basic idea of MORP is to form a
CS to reach the destinations and based on the candidates which successfully receive
the packet, selects a set of candidates as the forwarders to reach all destinations. Each
forwarder is responsible for sending the packet to a subset of destinations. Indeed,
based on the candidates that successfully receive the packet in each transmission,
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MORP builds a multicast tree on the fly using OR and forwards the packet through
the tree.

11.9 Analytical Models of Opportunistic Routing

There are some papers which propose analytical models to study the performance of
OR. Baccelli et al. [3] used simulations to show that Opportunistic Routing proto-
cols significantly improve the performance of MWNs compared to the shortest path
routing algorithms, and elaborated a mathematical framework to prove some of the
observations obtained by the simulations.

In [35] an analytical approach for studying OR in wireless multi-hop networks
have been proposed. They used lognormal shadowing and Rayleigh fading models
for packet reception. In their model they assume that the nodes are uniformly dis-
tributed over the plane. The authors did not consider any specific candidate selection
algorithm, but simply compute the expected progress of the packet transmissions
based on the probability of any node in the progressing region successfully receives
the packet.

Zubow et al. in [24] claimed that shadow fading losses for spatially close can-
didates are not independent from each other, unlike commonly assumed. They pre-
sented measurements obtained from an indoor testbed and concluded that correlations
can not be neglected if nodes are separated by less than 2 m. The authors of [43] pro-
posed an utility-based model for OR and claimed that for the optimal solution it
is necessary to search all loop-free routes from the source to the destination. They
proposed both optimal and heuristic solutions for selecting the candidates according
to their utility function. In [34] an algebraic approach is applied to study the interac-
tion of OR routing algorithms and routing metrics. They showed that Opportunistic
Routing in combination with ETX could degrade the performance of network.

In [9] we proposed a Markov model to assess the improvement that may be
achieved using OR. This model is the basis of the analytic approach described in
Sect. 11.10.1. At the same time, Li and Zhang published an analytical framework
to estimate the transmission costs of packet forwarding in wireless networks [32].
Both approaches are similar in their formulation, although differ in the way the
model is solved: our model leads to a discrete phase-type distribution, while in [32]
transmission costs are computed using spectral graph theory. In [8] we have derived
the equations that yield the distances of the candidates in OR such that the per
transmission progress towards the destination is maximized. There, we have proposed
a lower bound to the expected number of transmissions needed to send a packet
using OR.

In [7], the issue of optimal CS selection in the OR has been addressed. They
provide an analytical framework to model the problem of selecting the optimal CS for
both the constrained and unconstrained CS selection. They proposed two algorithms
for optimal CS selection, one for the constrained and one for the unconstrained case.
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Fig. 11.8 Linear network topology

11.10 Performance Evaluation

In this section we propose a simple Markov chain model to study the performance
of the candidate selection algorithms described in Sect. 11.5. Our model can be used
to compute the probability distribution and moments of the number of transmissions
needed to send a packet from the source to the destination in a variety of scenarios. For
each node, the ordered list of candidates and the delivery probability to each of them
are inputs to our model. Hence, our model does not require any specific assumptions
about the network topology nor the mechanism for selection and prioritization of
candidates.

11.10.1 Markov Model

We will consider one tagged connection. Each node has a set of candidates that can
opportunistically route the packets towards the destination. In order to simplify the
explanation of our model, we will first describe a simple scenario, and then we will
generalize it.

Consider a linear network topology of N nodes equally spaced a distance
x = D/(N − 1), being D the distance between the source s and the destination
d of the tagged connection (see Fig. 11.8).

Let p(x) be the probability of successfully delivering a packet to node located
at a distance x . The nodes retransmit the packets until successful delivery. With the
assumption of independent delivery probabilities, and the nodes always routing the
packets to their closest neighbor, the average number of transmissions Nt in uni-path
routing is given by:

Nt = N − 1

p(x)
. (11.2)

Assume now that OR is used with a list of 2 candidates. That is, we assume that
upon transmission, if any of the next 2 neighbors toward the destination receive the
packet, the closest node to the destination opportunistically becomes the next-hop
towards the destination. We can model this routing by means of the absorbing DTMC
depicted in Fig. 11.9. The transition probabilities are given by:
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Fig. 11.9 Opportunistic Routing model with 2 candidates

p1 = p(2 x)

p2 = p(x) (1− p1)

p3 = 1− (p1 + p2) (11.3)

p′1 = p(x)

p′3 = 1− p′1.

The DTMC models the progress of a packet from source to destination. The initial
state is 1 and a transition occurs at each transmission shot. When the DTMC is in
state i it represents that the packet has progressed up to node i . Eventually the packet
reaches its destination when the DTMC is absorbed at state N .

A similar DTMC can be easily derived for 3 candidates and so on, until all possible
nodes are candidates (we shall refer to this case as infinite candidates). Furthermore,
the model can be readily extended to an arbitrary network. The only ingredients
needed to build the transition probability matrix are the CSs involved in the routing
from s to d, and the delivery probabilities to reach them. Notice that these CSs are:
the candidates of node s towards d, the candidates of these candidates towards d,
and so on until d (whose CS is the empty set). A detailed description of the process
to build to build the transition probability matrix is given next.

We will utilize graph theory notation for the sake of being concise. Let G = (V, E)

be the graph of the network. The vertex s is the source and d is the destination of
the tagged connection (s, d ∈ V ). Note that we will use node/vertex and link/edge
interchangeably. Let p(i, j) > 0 the delivery probability of the edge between the
pair of vertices i , j . Let Ci,d = {ci (1), ci (2), · · · ci (ni )}, Ci,d ⊆ V the ordered set of
candidates of vertex i (ci (1) is the best candidate to reach d and ci (ni ) is the worst).
As before, each vertex of the graph is a state of the DTMC, being d the absorbing
state. The transition probabilities pi j 
= 0 are given by:

pi j = p(i, j), i 
= d, j = ci (1) (11.4)

pi j = p(i, j)
k−1∏

l=1

(1− p(i, ci (l))), i 
= d, j = ci (k), k = 2, · · · , ni

(11.5)
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pii = 1−
∑

l∈Ci,d

pil =
ni∏

l=1

(1− p(i, ci (l))), i 
= d (11.6)

pii = 1, i = d . (11.7)

Note that the two expressions given for pii in Eq. (11.6) follow from the stochastic
nature of the transition matrix (the first one), and because pii is the probability that
none of the candidates (Ci,d ) receives the packet (the second one).

Without loss of generality, we can number the nodes such that the source and
the destination are respectively 1 and N , and for any node i , its candidates satisfy:
ci > i ∀ci ∈ Ci,d . Note that, neglecting self-transitions, the former condition
implies that the graph is loop free. This condition holds assuming that the candidate
selection algorithm uses some kind of strict order, i.e., for a node j to be included into
the set of candidates of i it must be strictly closer to the destination than i . Hence,
a loop i = j0 → j1 → j2 → · · · → jn = i (by transitivity) would imply that i is
strictly closer to the destination than i , which is a contradiction. This is an obvious
assumption for a well designed candidate selection algorithm. Otherwise, a node i
would choose as candidate a node having a larger cost to reach the destination than
the node i itself. With these assumptions, the transition matrix of the resulting chain
has the triangular form:

P =

⎡

⎢
⎢
⎢
⎢
⎢
⎣

p11 p12 p13 · · · p1N

0 p22 p23 · · · p2N

0 0 p33 · · · p3N
...

. . .
...

0 0 0 · · · 1

⎤

⎥
⎥
⎥
⎥
⎥
⎦

=
[

T t
0 1

]

. (11.8)

where T governs the transmissions before reaching the destination, and t = [p1N

p2N · · · pN−1N ]T are the probabilities to reach the destination in one transmission
from the nodes 1, · · · , N − 1.

Let X1 be the random variable equal to the number of transitions from the source
(node 1) until absorption. Note that in our model this is the number of transmissions
since the source first transmits the packet, until it is received by the destination.
The DTMC obtained in our model represents a discrete phase-type distribution [27].
Thus, the point probabilities and factorial moments of X1 are given by:

P {X1 = n} = τ Tn−1 t, n ≥ 1 (11.9)

E[X1(X1 − 1) · · · (X1 − k + 1)] = n! τ (I− T)−n Tn−1 1 (11.10)

where we define τ = [
1 0 · · · 0]T and 1 a column vector of 1s. Note that T, and

thus also I − T, are triangular matrices, which simplifies the computation of their
inverses.
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11.10.2 Expected Number of Transmissions

If we are only interested on the expected number of transmissions, we can derive a
recursive equation as follows. Let Xi (i 
= d) be the random variable equal to the
number of transitions from the state i until absorption. Clearly:

e[Xi ] = 1+
∑

j∈Ci,d

pi j e[X j ] = 1+ pii e[Xi ] +
ni∑

l=1

pil e[Xl ]

grouping e[Xi ] we get:

e[Xi ] = 1+∑ni
l=1 pil e[Xl ]

1− pii
, i 
= d . (11.11)

Taking e[Xd ] = 0, the Eq. (11.11) can be used to compute the expected number of
transmissions needed to send a packet from the source s to the destination d by using
Cs,d as the CS of s to reach node d. Note that the loop free property of the chain
guarantees that the recursive Eq. (11.11) is finite.

Equation (11.11) has been obtained by other methods in [16] and [52], where it
is referred to as least cost Any-Path and Expected Any-Path Transmissions (EAX)
respectively. As explained in Sect. 11.5, some candidate selection algorithms for OR
use the ETX metric. Although ETX is much simple to compute than EAX, it does
not accurately compute the expected number of transmissions under Opportunistic
Routing.

11.10.3 Propagation Model

In order to assess the delivery probabilities we will assume that the channel impedi-
ments are characterized by a shadowing propagation model: the power received at a
distance x is given by:

Pr (x)|d B = 10 log10

(
Pt Gt Gr λ2

L (4 π)2 xβ

)

+ Xd B (11.12)

where Pt is the transmitted power, Gt and Gr are the transmission and reception
antenna gains respectively, L is a system loss, λ is the signal wavelength (c/ f , with
c = 3× 108 m/s), β is a path-loss exponent and Xd B is a Gaussian random variable
with zero mean and standard deviation σd B .

Packets are correctly delivered if the received power is greater than or equal
to RXThresh. Note that we shall not consider collisions in our model. Thus, the
delivery probability at a distance x (p(x)) is given by:
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Table 11.7 Default values in
ns-2 for the shadowing
propagation model

Parameter Value

Pt 0.28183815 W
RXThresh 3.652× 10−10 W
Gt , Gr , L 1
f 914 MHz

Fig. 11.10 Delivery proba-
bility versus distance for a
path loss exponent β = 2, 7
and standard deviation
σd B = 6 dBs
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p(x) = Prob(Pr (x)|d B ≥ 10 log10(RXThresh)) =

Q

(
1

σd B
10 log10

(
RXThresh L (4 π)2 xβ

Pt Gt Gr λ2

))

(11.13)

where Q(z) = 1√
2 π

∫∞
z e−y2/2dy.

We have set the model parameters to the default values used by the network
simulator (ns-2) [40], given in Table 11.7. We shall use these values in the numerical
results presented in Sect. 11.10. With these parameters the link delivery probability
is approximately 40 % at the distance of 150 m (Fig. 11.10).

11.10.4 Evaluation Methodology

We shall use the notation ExOR(n) to refer to ExOR with ncand = n, and similarly
for the other algorithms under study (see the legend of Fig. 11.11, 11.12, 11.13, 11.14,
11.15, 11.16, 11.17, 11.18, and 11.19).

We have proceed as follows:

• First the network topology is set up randomly placing the nodes in a square field
with diagonal D = 300 m, except the source and the destination which are placed
at the end points of one of the diagonals. We consider scenarios with different
number of nodes (10 ≤ N ≤ 50).
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• The shadowing propagation model described in Sect. 11.10.3 is used to assess the
delivery probabilities of the links (qi j in the model described in Sect. 11.10.1).
We have assumed that a link between any two nodes exists only if the delivery
probability between them is greater (or equal) than min.dp = 0.1.
• We assume that the topology and delivery probabilities are known by all nodes,

and for each of them it is used one of the algorithms described in Sect. 11.5 to
compute the CSs for the given destination.
• Finally, we use the DTMC model described in Sect. 11.10.1 to compute the fol-

lowing performance measures: expected number of transmissions, variance of the
expected number transmissions, probability of the number of transmissions.

We have done this evaluation using the R numerical tool [36]. Each point in the
plots is an average over 100 runs with different random node positions. We have
used this methodology for each of the algorithms described in Sect. 11.10.1, and for
a different maximum number of candidates: ncand = 2, 3, 4, 5,∞. Recall that we
refer as ncand = ∞ to the case when there is no limit on the maximum number of
candidates and all possible nodes can be selected as candidates.

As an estimation of the computational cost of the algorithms, we have measured
the execution time it takes to compute the CSs in each scenario. These times have
been obtained running the algorithms on a computer with an Intel Xeon Dual-Core
2 2.33 GHz, FSB 1333 MHz, with 4 MB cache and 12 GB of memory.

11.10.5 Numerical Results

11.10.5.1 Expected Number of Transmissions

First, we examine in detail the case with at most 3 candidates for each node
(ncand = 3), as shown in Fig. 11.11. For the sake of comparison, we have included
the scenarios using uni-path routing and also the optimal candidate selection algo-
rithm in the case ncand = ∞ (we shall refer to it as Opt(∞)). Note that uni-path
routing is equivalent to use ncand = 1 in any of the OR algorithms under study. The
curves have been obtained varying the number of nodes, but maintaining the distance
D = 300 m between the source and the destination, thus, increasing the density of
the network.

As a first observation in Fig. 11.11, we can see that using any OR algorithm out-
performs the traditional uni-path routing. Regarding the optimal algorithms, LCOR
and MTS, we have validated that they choose exactly the same CSs, and thus, the
curves are the same. Additionally, for ncand = ∞ the expected number of transmis-
sions for LCOR and MTS are the same, so we show only one of the curves obtained
with LCOR(∞) and MTS(∞) (indicated as Opt(∞)).

We can see that the expected number of transmissions obtained with OAPF is only
slightly larger than those obtained with the optimal algorithms. Finally, we observe
that the expected number of transmissions required by ExOR is significantly larger
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Fig. 11.11 Expected number of transmissions in the case ncand = 3

than any other OR algorithms. The reasons that motivate this inferior performance
of ExOR are the following: recall that ExOR is a simple algorithm that uses ETX
as the metric for selecting candidates. It looks for the candidates running SPF after
removing the links to the nodes that have already been selected as candidates. By
doing this, the candidates tend to be chosen close to each other. In [8] we have
investigated the optimal position of the candidates and we have shown that they
are not clustered, but distributed over distances that approximate to the destination.
Therefore, we conclude that ExOR does a coarse selection of the CS. On the other
hand, recall that OAPF incrementally adds the nodes to the CS that are most effective
at reducing the EAX. Although this does not guarantee choosing the optimal CSs, we
can see from the Fig. 11.11 that the results are very close to the optimal algorithm.

Regarding the scenario with ncand = ∞, Fig. 11.11 shows that it achieves a
noticeable reduction of the expected number of transmissions compared to the sce-
nario with ncand = 3. However, as shown in Fig. 11.12, this is at cost of using a large
number of candidates. Note that implementing an OR protocol with a high number
of candidates is difficult, and possibly will introduce large signaling overhead and
duplicate transmissions. Therefore, the differences obtained with ncand = 3 and
ncand = ∞ in a real scenario, are likely to be much smaller than those shown in
Fig. 11.11.

For other scenarios we have obtained similar results. For instance, Figs. 11.13
and 11.14 have been obtained, respectively, maintaining the total number of nodes
equal to N = 10 and N = 50 (thus, representing a low and high density network),
and varying the maximum number of candidates to: ncand = 1, 2, · · · , 5 and∞.
Note that ncand = 1 is equivalent to uni-path routing, thus, the expected number of
transmissions obtained for ncand = 1 is the same for all algorithms.
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Fig. 11.12 Mean number of candidates in the case ncand = ∞
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Fig. 11.13 Expected number of transmissions for the random topology with N = 10 nodes varying
the maximum number of candidates

In the case of ncand = ∞ all algorithms have almost the same expected number
of transmissions. This comes from the fact that in this case there is not any limitation
on the maximum number of candidates. Therefore, all nodes which are closer to the
destination than the source can be selected as candidates, and all of the algorithms
have almost the same CSs. Note that since ExOR uses ETX as the metric to select
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Fig. 11.14 Expected number of transmissions for the random topology with N = 50 nodes varying
maximum the number of candidates

candidates, the order of candidates may be different compared with the CSs in the
other algorithms. Because of that the expected number of transmissions in the case
of ExOR with ncand = ∞ has a very small difference compared with the other
algorithms (not noticeable in the graphs).

By comparing Figs. 11.13 and 11.14 we can see that the difference between ExOR
and the other algorithms is higher in a dense network (N = 50). This comes from
the fact that in a dense network there is a larger number of possible choices of
the CSs. Thus, limiting the maximum number of candidates makes the selection of
the candidates sets more critical. However, we can see that the difference between
OAPF and the optimal algorithms is kept small even in a dense network. We can see
that increasing maximum number of candidates (ncand) from 1 to 2 results in an
important gain in all cases and increasing ncand from 5 to∞ is more important in
the dense topology.

11.10.5.2 Variance of Expected Number of Transmissions

One of the metrics which can also be calculated with our model is the variance
of expected number of transmissions from source to the destination. Figures 11.15
and 11.16 show the variance of expected number of transmissions for a low (N = 10)
and high (N = 50) density network, respectively. Since with one candidate all
algorithms have the same result as uni-path routing the variances of the expected
number of transmissions for ncand = 1 are the same.

Figures 11.15 and 11.16 show that using OR the variance of the expected number
of transmissions is significantly reduced compared with uni-path routing. It is also
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Fig. 11.15 Variance of the expected number of transmissions for the random topology with N = 10
nodes varying the maximum number of candidates
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Fig. 11.16 Variance of the expected number of transmissions for the random topology with N = 50
nodes varying the maximum number of candidates

observed that while the variance decreases with the value of ncand, just a small of
value (typically 2 or 3 candidates per node) is enough to attain a significant part of the
potential reduction. This effect is even more noticeable when the candidate selection
algorithm employed is ExOR. Furthermore, while ExOR is the algorithm that yields
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the highest mean number of transmissions, as it was shown above, it achieves the
lowest variance.

The reduction of variance of the expected number of transmissions, compared
with uni-path routing, has two important benefits. Firstly, the variability of the trans-
mission delays may be significantly reduced using OR. Secondly, this fact indicates
that the number of retransmissions of a packet by the same node may be also reduced
using OR. This may also contribute on the reduction of the transmission delay vari-
ability, due to the back-off algorithm used at the MAC layer.

11.10.5.3 Probability Distribution of the Number of Transmissions

For having a more detailed comparison, we have included the probability distribution
of the number of transmissions for ncand = 1, 3 and∞ for a small number of nodes
N = 10 and a large one N = 50, in Figs. 11.17 and 11.18, respectively.

The probability curves for the ncand = 1 case (uni-path routing) in both
Figs. 11.17 and 11.18 are almost the same. These figures show that for N = 10
in the uni-path routing, about 14 % of packets reach the destination with 3 trans-
missions, while about 40 % of packets need 6 or more transmissions. In Figs. 11.17
and 11.18 we can see that, by using OR algorithms, the number of transmissions
needed to reach the destination is significantly reduced with respect to the uni-path
routing approach. The curves for all algorithms except ExOR are almost the same.
In a low density network (N = 10), using the optimal candidate selection algorithms
(LCOR or MTS) in the ncand = 3 case, 18 and 37 % of packets reach the destina-
tion with 2 and 3 transmissions, respectively, while using ExOR only about 5 % of
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Fig. 11.17 Probability of the number of transmissions for the random topology with N = 10 nodes
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Fig. 11.18 Probability of the number of transmissions for the random topology with N = 50 nodes

packets reach the destination with 2 transmissions. In the network with more nodes
(N = 50), LCOR, MTS and even OAPF can select the candidates which are close
to the destination. Therefore as we can see in Fig. 11.18 by using these algorithms
with ncand = 3 about 20 and 50 % of packets reach the destination with 2 and 3
transmissions, respectively.

By comparing the Figs. 11.17 and 11.18 we can see that the probabilities change
significantly for the ncand = ∞ case. For instance, in Fig. 11.18 about 50 % of
packets reach the destination only with 2 transmissions, while in the low dense
network (N = 10) only 25 % of packets reach the destination with 2 transmissions.
Looking at Fig. 11.12 we can see that, the ncand = ∞ case uses 25 candidates in
a dense network (N = 50). With such a large number of candidates it is likely that
some candidate close to the destination will receive the packet, thus, allowing the
delivery to the destination with only two transmissions.

11.10.5.4 Execution Time

In this section we estimate the computational cost of the algorithms under study
by measuring the execution time it takes to compute the CSs towards the destination
necessary to solve the DTMC model described in Sect. 11.10.1. Recall that these CSs
are: the candidates of the source s towards the destination d, the candidates of these
candidates towards d, and so on until d (whose candidates is the empty set). Notice
that for ExOR this requires calling Algorithm 1 for the source s, for its candidates, the
candidates of these candidates, and so on until d. For the other algorithms, computing
the CSs of the source requires the computation of all the necessary CSs. This comes



11 Opportunistic Routing in Wireless Mesh Networks 323

3.1 3.2 3.3 3.4 3.5 3.6 3.7 3.8 3.9 4

0.05
0.1

1

10

100

500

5000
12000

ExOR(3)
OAPF(3)
MTS(3)
LCOR(3)

D=300m, =2.7, σdB=6, min.dp =0.1

Expected number of transmissions

E
xe

cu
tio

n 
tim

e 
in

 lo
g 

sc
al

e 
(s

ec
on

d)

N=10

N=10

15

20
25

30
35
40

45
50

50

50

50
N=10
N=10

Fig. 11.19 Expected number of transmissions and execution time of all algorithms

from the fact that the other algorithms are based on the EAX metric, which requires
the CSs. Therefore, for the algorithms OAPF, LCOR and MTS, the execution time
is the time it takes calling only once the Algorithms 2, 3 and 4, respectively.

Figure 11.19 shows the expected number of transmissions versus the execution
time in logarithmic scale. We have selected ncand = 3 as a sample case for our
study. So, the points in Fig. 11.19 have been obtained by averaging over the 100 runs
of the corresponding points in Fig. 11.11. The values next to the points represent the
number of nodes of the network N .

We can see that for all the algorithms, the larger is the number of nodes the lower
is the expected number of transmissions and the higher is the execution time. As
expected, the fastest algorithm is ExOR whereas LCOR is the slowest. For instance,
when the number of nodes in the network is 50, LCOR needs about 3.3 h to fin-
ish. Obviously, with a maximum number of candidates larger than 3 the execution
time will be much longer. OAPF lies between the exhaustive search of the optimal
algorithms and the simplicity of ExOR, and thus, has an execution time that falls
in between these algorithms, e.g. 0.6–47 s for the low and high density networks,
respectively.

MTS and LCOR have the same expected number of transmissions while the
execution time of MTS is much lower than LCOR. For instance in the high density
network (N = 50) MTS needs about 40 min to finish while LCOR needs about 3.3 h.
Recall that MTS(3) first looks for the optimal candidates sets without limiting the
maximum number of candidates, and then the candidates sets are pruned to at most
3 elements. Therefore, the searching space for finding the optimal sets in MTS(3) is
less than LCOR(3), which examines all the subsets of the neighbors of the nodes.

By comparing the two optimal algorithms that have been proposed in the litera-
ture, we can conclude that MTS outperforms LCOR in terms of the execution time.
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Additionally, it is possible to obtain candidate selection algorithms, as OAPF, that
have a performance close to the optimal algorithms with a much lower execution
time. With simple algorithms as ExOR, the performance may be significantly poorer
than the optimal.

11.11 Conclusions and Future Research Directions

11.11.1 Conclusions

In this chapter we have described the meaning of OR that has been introduced as a
way of using the broadcast nature of MWNs. We have classified different research
areas in OR: routing metrics, candidate section, candidate coordination, geographic
OR and multicast OR. Then, we have surveyed the main research contributions in
each category.

The two usual metrics that used in the literature of OR, ETX and EAX, have
been discussed in detailed. Although ETX is simpler to compute than EAX, it does
not accurately compute the expected number of transmissions under OR. The other
important issue of OR is the candidate selection. We have described in detail four dif-
ferent candidate selection algorithms that have been proposed in the literature. They
range from non-optimum, but simple, to optimum, but with a high computational
cost. Regarding the different candidate coordination approaches we have described
the four most used methods of coordination in OR: acknowledgment-based, timer-
based, NC and RTS-CTS; and have explained the advantages and disadvantages of
each approach.

Applying the OR paradigm to multicast routing is another new research direction.
The availability of multiple destinations can make the selection of CS and coordi-
nation among them complicated. There are few works that have tried to adapt OR
to multicast settings. We have briefly describe different protocols that apply OR to
multicast routing. Most of them first create the shortest path tree to the destinations
and then send the packet through the tree using OR.

After the general overview and introduction of OR we have focused on its per-
formance analysis. First, we have surveyed the existing performance studies that are
based on analytical models. Then, we have introduced our own contribution, a DTMC
model to analyze the performance gain that may be achieved by using OR. In our
model the nodes are represented by the states of the Discrete Time Markov Chain,
and the state transitions model how the packet progresses through the network. The
only ingredients needed to build the transition probability matrix are the candidates
of each node, and the delivery probabilities to reach them. As a consequence, the
proposed model can be applied independently of the candidate selection algorithm
that is employed. The model leads to a discrete phase-type representation for the
distribution of the number of transmissions that are needed to reach the destination
node. An important advantage of the phase-type representation is that there exist
simple and closed-form expressions for its distribution and moments.
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We have applied our model to compare four relevant algorithms that have been
described in the candidate selection section. We have compared different scenarios in
terms of the expected, the variance and the probability of the number transmissions
needed to send a packet from source to the destination. The algorithms have also been
compared from the perspective of the execution time which is needed to construct
the CSs.

Our numerical results have shown that using any OR algorithm outperforms the
traditional uni-path routing. Furthermore, if the maximum number of candidates is
not limited, all of the algorithms obtain almost the same expected number of trans-
missions. Such assumption is not realistic since the algorithms may choose a large
number of candidates, which will introduce large signaling overhead and probably
duplicate transmissions. When the maximum number of candidates is limited, our
results have shown that the expected number of transmissions required by ExOR is
larger than that of the other OR algorithms. This is because of the coarse selection
of the CSs of ExOR, which relies on ETX. On the other hand, the performance
obtained with OAPF has proven to be very close to the optimal algorithms. We have
also observed that the variance of the number of transmissions can be substantially
reduced by using OR. This result is specially important in networks with real-time
requirements.

Regarding the execution times, the fact that ExOR is based on ETX makes this
algorithm much faster than the others. For the optimum algorithms, we have observed
that MTS outperforms LCOR. However, both algorithms require extremely large
execution times to compute the CSs in a dense network (on the order of hours in a
modern PC). On the other hand, OAPF is able to run the candidate selection with
execution times orders of magnitude lower than the optimum algorithms (on the order
of minutes) while its performance in terms of the expected number of transmissions
was very close to the optimum algorithms. Therefore, we conclude that a fast and
simple OR candidate selection algorithm such as OAPF may be preferable in dynamic
networks, where the CSs are likely to be updated frequently.

11.11.2 Future Research Directions

To design an OR protocol two main issues should be considered: candidate selection
and coordination. An efficient candidate selection algorithm selects a set of appro-
priate forwarders as the Canditates Set and gives the priority to each of them within
a reasonable amount of time. To provide fast and efficient candidate selection algo-
rithms with few topology information, more research in the candidate selection issue
is needed.

Candidate coordination is another important issue in the design of Opportunis-
tic Routing protocol which receives less attention than the candidate selection in
the literature. Imperfect candidate coordination may cause duplicate transmissions
which increases the control overhead and reduces the efficiency of the OR proto-
col. Candidate coordination requires reliable signaling among the nodes. A practical
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implementation of the candidate coordination algorithm needs to consider existing
technologies. It can be implemented at the link or network layer. However a link layer
implementation permits the design of an efficient signaling protocol. To implement
an OR protocol in the link layer, the MAC layer IEEE 802.11 standard should be
modified. Therefore, it needs more investigation to design a practical as well as an
efficient candidate coordination mechanism.

Opportunistic Routing is usually investigated for wireless mesh networks where
nodes do not have mobility. When dealing with mobile networks such as Ad-Hoc,
Sensor networks and Vehicular Ad Hoc Network (VANET), OR is leading to include
the mobility properties of these kind of networks. In the presence of mobility using
an efficient and fast candidate selection algorithm is unavoidable.

Multicast is an important communications paradigm in wireless networks. Using
OR for multicast delivery can improve the performance of multicast protocols. Fur-
thermore, using OR approach for broadcasting a packet to all nodes in the networks
can be another research direction.

The choice of metric has great impact on the performance of an OR protocol.
Most of the works in the literature mainly focused on using ETX and EAX as pri-
mary metrics. Investigating the error of link delivery probability and its impact on
the OR performance in different types of networks can be another research direc-
tion. Another potential direction for research is the routing metrics with various
performance objectives, such as minimizing delay or maximizing energy efficiency.

Opportunistic Routing in multi-channel multi-radio networks can be an interesting
research direction. It is interesting to investigate distributed algorithms to solve the
channel assignment and candidate selection issues. In this issue, a sender may have
different Canditates Sets on different channels.

Finally, security is another major concern in multihop wireless networks. It will
be valuable to design secure OR protocols and integrate them into existing security
framework to provide more robust and more secure information delivery service.
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Glossary

COPE Name used to identify the OR scheme using Network Coding proposed
in [21]

CORE Coding-aware Opportunistic Routing mechanism & Encoding
CS Candidates Set

CTS Clear-To-Send
DPOR Distance Progress Opportunistic Routing
DTMC Discrete Time Markov Chain

EAX Expected Any-Path Transmission
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EOT Expected One-hop Throughput
ETX Expected Transmission Count

ExOR Extremely Opportunistic Routing
GeRaF Geographic Random Forwarding

GOR Geographic Opportunistic Routing
LCOR Least-Cost Opportunistic Routing

NAV Network Allocation Vector
NC Network Coding

MORE MAC-independent Opportunistic Routing & Encoding
MORP Multicast Opportunistic Routing Protocol

MSTOR Minimum Steiner Tree with Opportunistic Routing
MTS Minimum Transmission Selection

OAPF Opportunistic Any-Path Forwarding
OR Opportunistic Routing

POR Position based Opportunistic Routing
RTS Request-To-Send
SDF Selection Diversity Forwarding
SIFS Short Interframe Space

SOAR Simple Opportunistic Adaptive Routing
SPF Shortest Path First

VANET Vehicular Ad Hoc Network
MWN Multi-hop Wireless Network
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Chapter 12
Social-Based Routing Protocols
in Opportunistic Networks

Ying Zhu and Yu Wang

Abstract Routing in opportunistic networks is very challenging as it must handle
network partitions, long delays, and dynamic topology. Recently, the consideration
of social characteristics of mobile nodes provides a new angle of view in the design
of opportunistic routing protocols. In many opportunistic networks, a multitude of
mobile devices are used and carried by people, whose behaviors are better described
by social models. This opens the new possibilities of social-based routing, in which
the knowledge of social characteristics of mobile users is used for making better
opportunistic forwarding decision. In this book chapter, we briefly introduce several
social properties (such as community, centrality, similarity, and friendship) which
could be used for relay selection, and provide a broad survey of recent social-based
opportunistic routing approaches.

12.1 Introduction

Opportunistic networks (Oppnets) [1–5] have recently drawn much attention from
networking researchers due to the wide applications of these networks in challeng-
ing environments, such as intelligent transportation systems, mobile social networks,
pocket switched networks, space communications, military operations, and mobile
sensor networks. Intermittent connectivity in opportunistic networks results in the
lack of instantaneous end-to-end paths, large transmission delay, and unstable net-
work topology. These characteristics make the classical ad hoc routing protocols
[6–8] not being applicable for opportunistic networks, since these protocols rely on
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establishment of a complete end-to-end route from the source to the destination.
On the other hand, wireless devices come into contact with each other opportunisti-
cally in opportunistic networks, which provides great opportunities to communicate
wirelessly and exchange information.

Many new routing schemes [9–22] have been proposed for opportunistic net-
works or delay tolerant networks (DTNs). Most of them belong to three categories:
message-ferry-based, opportunity-based, and prediction-based. In message-ferry-
based methods [10–13], systems usually employ extra mobile nodes as ferries for
message delivery. The trajectory of these ferries is controlled to improve delivery
performance with store-and-carry. However, controlling these nodes leads to extra
cost and overhead. In opportunity-based schemes [5, 14, 15], nodes forward mes-
sages randomly hop-by-hop with the expectation of eventual delivery, but with no
guarantees. Generally, messages are exchanged only when two nodes meet at the
same place, and multiple copies of the same message are flooded in the network to
increase the chance of delivery. Predication-based routing protocols [16–22] make
relay selection by estimating metrics relative to successful delivery, such as delivery
probability or expected delay based on a history of observations. For more detail
about opportunistic routing or predication-based DTN routing, please refer to other
chapters in this book.

All of these opportunistic or DTN routing methods share a similar paradigm, the
store and forward fashion. If there is no connection available at a particular time, a
node can store and carry the data until it encounters other nodes. When the node has
such a forwarding opportunity, all encountered nodes could be the candidates to relay
the data. Thus, relaying selection and forwarding decision need to be made by the
current node based on certain routing strategy. Various opportunistic or DTN routing
approaches adopt different strategies based on various metrics most of which are
estimated from the network’s mobility pattern and encounter history. Examples of
such metrics include estimated delivery probability to the destination node, expected
delay, current network congestion level, or available network resources (such as
bandwidth, storage, and energy). However, the unpredictable mobility and restricted
resource in opportunistic networks significantly obstruct us from designing an ideal
forwarding mechanism.

Lately, the consideration of social characteristics provides a new angle of view
in the design of Oppnet routing protocols. In most Oppnet applications (mobile
social networks [23–27] and pocket switched networks [28]), a multitude of mobile
devices are used and carried by people, whose behaviors are better described by
social models. This opens new possibilities of social-based routing for opportunistic
networks, in which the knowledge of the social characteristics of mobile users are
used to make better forwarding decisions. Note that social relations and behaviors
among mobile users are usually long-term characteristics and less volatile than node
mobility. Based on this observation and taking the recent advances in social network
analysis, several social-based routing methods [29–35] have been proposed recently
to exploit the various social characteristics in Oppnets or DTNs (such as community
and centrality) to assist the relay selections.
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In this chapter, we introduce the utilizations of social characteristics in the design
of social-based routing protocols for opportunistic networks. The rest of the chapter
is organized as follows. We first present several social properties, which can be
extracted and used for opportunistic networks. Then, we review the current social-
based approaches for routing in opportunistic networks. Finally, we conclude with a
short summary and some discussions on the potential directions for future research.

12.2 Social Properties in Opportunistic Networks

We first introduce some social analysis methods and social properties related to
social-based Oppnet/DTN routing. Many of these social properties have been studied
in social network analysis.

12.2.1 Social Graph and Contact Graph

The most popular way to study the social relations among people and extract their
social properties is building a social graph (also called social network). A social
graph is a global mapping of everybody and how they are related. Such a graph
is an abstract graph where vertices represent individual people and edges describe
social ties between individual people. Social ties can be expressed in many forms.
For example, different types of social ties may describe different social relationships
among people such as friends, family members, and co-workers. Social graphs have
been widely used in many applications, such as analysis of online social networks
[36] or terrorist networks [37]. With a social graph, a variety of social metrics (e.g.,
communality, centrality, and similarity) can be easily calculated or estimated, and
these metrics can be then used by social-based approaches. Therefore, it is crucial to
obtain social graphs for social-based approaches.

A social graph is an intuitive source for many social metrics such as community
and friendship. Unfortunately, it is not always available (due to either privacy or
security reasons) or hard to be obtained via disclosed social data. However, with new
networking technologies, we can study relationships among people by observing
their interactions and behaviors over wireless networks. Building a contact graph is
a common way to study the interactions among people in a network, and thus analyze
their relationships and estimate the social metrics among them. In opportunistic
networks, each possible packet forwarding happens when two mobile nodes are in
contact (i.e., within transmission range of each other). By recording contacts seen
in the past, a contact graph can be generated where each vertex denotes a mobile
node (device or person who carries the device) and each edge represents one or
more past meetings between two nodes. An edge in this contact graph conveys the
information that two nodes encountered each other in the past. Thus the existence of
an edge intends to have predictive capacity for future contacts. A contact graph can
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(a) (c)(b)

Fig. 12.1 Illustration of three different contact graphs constructed from the contact history in an
opportunistic network using different aggregation periods

be constructed separately for each single time slot in the past, or it can be constructed
to record the encounters in a specific period of time by assigning a set of parameters
to each edge to record the time, the frequency, and the duration of these encounters.
From the observation that people with close relationships such as friends, family
members, etc., tend to meet more often, more regular, and with longer duration, we
can extract nodes’ relationships from the recorded contact graph for the opportunistic
network, estimate their social metrics, and use such information to choose relays with
higher probabilities of successful forwarding.

How to detect people’s relationships and create the relative social graph from the
recorded contact graph may affect estimation accuracy and the efficiency of social-
based approaches. Most of the current social-based routing algorithms [28, 30, 31]
directly treat the aggregated contact graph (merging the contact graphs of several
time slots into one graph) as the social graph of all entities in the network, and uses
this graph to generate social metrics for forwarding selection. This strategy is based
on the observation that although the contact graph reflects the encounter history while
the social graph reflects the social relations among people, the aggregated contact
graph (the sum of contact graph over time), and the social graph are statistically
similar. However, Hossmann et al. [38, 39] showed that the performance of these
algorithms heavily depends on the way the graph is constructed out of observed
contacts (i.e., contact aggregation) and proposed a method to select an appropriate
aggregation period for contact aggregation. For example, in Fig. 12.1, three different
contact graphs are generated from the same observed contact history with different
aggregation durations. Figure 12.1a shows a disconnected contact graph which may
be too sparse to detect any useful social structure, while Fig. 12.1c shows an almost
complete graph which is too dense and thus useless. Figure 12.1b is a more appro-
priate aggregated contact graph, where three communities can be clearly detected.
After building the aggregated contact graph, different social metrics can be obtained.
For example, Hui et al. [40–43] proposed several community detection approaches
(simple, k-clique, modularity, etc.) with great potential to detect both static and tem-
poral communities. Bulut and Szymanski [34] introduced a method of detecting the
quality of friendship by calculating the social pressure metric (SPM) from contact
graphs.
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(a) (b)

Fig. 12.2 Illustration of community structures in contact/social graphs: a non-overlapping com-
munities; b overlapping communities

12.2.2 Community

Community is an important concept in ecology and sociology [44–46]. In ecology, a
community is an assemblage of two or more populations of different species occu-
pying the same geographical area. In sociology, community is usually defined as a
group of interacting people living in a common location. Community ecologists and
sociologists study the interactions between species/people in communities at many
spatial and temporal scales [44–48]. It has been shown that a member of a given
community is more likely to interact with another member of the same community
than with a randomly chosen member of the population [48]. Therefore, communities
naturally reflect social relationship among people. Figure 12.2 illustrates examples
of two types of community structures in social graphs.

Since wireless devices are usually carried by people, it is natural to extend the con-
cept of social community into opportunistic networks to explore interactions among
wireless devices. It is believed that devices within the same community have higher
chances to encounter each other. Therefore, the knowledge of community struc-
tures could help a routing protocol to choose better forwarding relays for particular
destinations, and hence improve the chance of delivery. Many proposed community
detection algorithms [40–43, 49–55] are available for identifying social communities
from the contact graph of opportunistic networks. Some common detection methods
for communities are summarized as follows.

Minimum-cut method [49]: The minimum-cut method divides the social graph
or the network into a predetermined number of components such that the number
of edges between components is minimized.

Hierarchical clustering: The hierarchical clustering method uses the concept of
similarity to detect communities. The similarity metric aims to measure the degree
of similarity (usually topological) between node pairs. Common calculation meth-
ods include the cosine similarity, the Jaccard similarity coefficient, and the Ham-
ming distance between rows of the adjacency matrix of the network. A common
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community detection strategy is: all nodes within a community have similarity
greater than a given threshold.

Girvan-Newman algorithm [50]: Girvan and Newman proposed a community
detection method using a graph-theoretic metric, betweenness (we will introduce
later), to identify the bridge edges among communities in the network. By remov-
ing these bridge edges, the communities can be easily detected.

Modularity maximization [47, 51, 52]: The modularity maximization method
detects communities by searching over all possible network divisions to find the
one with particularly high modularity. Modularity is defined as a benefit function,
which measures the quality of a particular division. Optimization methods (such
as greedy algorithms or simulated annealing) are often used because exhaustive
search over all possible division is usually too expensive.

The Louvain method [53]: The Louvain method is a greedy optimization method
with two phases. It first looks for small communities by locally optimizing modu-
larity, it then aggregates nodes in the same community, and builds a new network
whose nodes are the communities. These two steps are repeated iteratively until
a maximum modularity is achieved.

Clique-based methods [54]: In a graph, a clique is a subgraph in which every node
is connected to every other node in the subgraph. Since a clique is the most tightly
connected structure, there are many community detection approaches based on
the detection of cliques in a graph. As a node can belong to multiple cliques, these
methods may lead to overlapping community structures.

12.2.3 Centrality

In graph theory and network analysis, centrality is a quantitative measure of the
topological importance of a vertex within the graph. A central node, typically, has
a stronger capability of connecting other nodes in the graph. In a social graph, the
centrality of a node describes the social importance of its represented person in the
social network. In opportunistic networks, the sociological centrality metrics [56]
can also be used for relay selections (nodes with high centralities are always good
candidates of relay nodes).

There are several ways to define centrality in a graph. Three common central-
ity measures are degree centrality, betweenness centrality, and closeness centrality
[57–59]. Degree centrality is the simplest centrality measure which is defined as the
number of links (i.e., direct contacts) incident upon a given node. For example, in
Fig. 12.3a, the degree centralities of node a and node b are 3 and 4 respectively while
those of the other nodes are 1. A node with a high degree centrality is a popular
node with a large number of possible contacts, and thus it is a good candidate of a
message forwarder for others (i.e., a hub for information exchange among its neigh-
borhood). Betweenness centrality measures the number of shortest paths passing via
certain given node. It is a more useful measure of the load placed on the given node
in a network as well as the node’s importance to the network than just connectivity.
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(a) (b)

Fig. 12.3 Illustration of centrality and similarity measurements over simple social graphs: a three
centrality measures; b similarity measurement

For example, the betweenness centralities of a and b in Fig. 12.3a are 18 and 24
(9 and 12 if do not consider the direction of paths), respectively. But for the other
nodes, their betweenness centralities are 0 since they are not on any shortest paths.
The betweenness centrality can also be normalized between 0 and 1 by dividing the
number of all possible paths. Nodes that occur on many shortest paths between other
nodes have higher betweenness than those that do not. A node with high between-
ness centrality can control or facilitate many connections between other nodes, thus
it is ideal for a bridge node during message exchange. The closeness centrality of a
node is defined as an inverse of its average shortest distance to all other nodes in the
graph. If a node is near to the center of the graph, it has higher closeness centrality
and is good for quickly spreading messages over the network. For the example in
Fig. 12.3a, the closeness centrality of node a is 2/3 since its average shortest distance
to all others is 1.5. The closeness centralities of b, c/d/e, and f /g are 3/4, 6/13, and
3/7, respectively.

12.2.4 Similarity

Similarity [30] is a measurement of the degree of separation. It can be measured as the
number of common neighbors between individuals in social networks. For example,
in Fig. 12.3b, the similarity between a and c is 1, while that between c and e is 3.
Sociologists have long known that there is a higher probability of two people being
acquainted if they have one or more other acquaintances in common. In a network,
the probability of two nodes being connected by a link is higher when they have a
common neighbor. When the neighbors of nodes are unlikely to be in contact with
each other, diffusion can be expected to take a longer time. In addition, there are
other ways to define the similarity beyond common neighbors, such as similarity on
user interests [60] and similarity on user locations [61].
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12.2.5 Friendship

Friendship is another concept in sociology, which describes close personal relation-
ships. In opportunistic networks, friendship can be defined between a pair of nodes.
On the one hand, to be considered as friends of each other, two nodes need to have
long-lasting and regular contacts. On the other hand, friends usually share more
common interests as in the real world. In sociology, it has been shown that individ-
uals often befriend others who have similar interests, perform similar actions, and
frequently meet with each other [62]. This observation is called homophily phenom-
enon. Therefore, the friendship in opportunistic networks can be roughly determined
by using either contact history between two nodes [34] or common interests/contents
claimed by two nodes [33].

12.3 Social-Based Routing for Opportunistic Networks

In this section, we introduce several social-based routing methods for opportunistic
networks that take advantage of less volatile social characteristics.

12.3.1 Label Routing

Hui and Crowcroft [29] introduced a routing method (called as label routing hereafter)
based on community labels in Pocket Switched Networks (PSNs). A PSN [28] is
a type of opportunistic networks where mobile devices are carried by people and
communicate with each other when people meet. To reduce the amount of traffic
created by forwarding messages in PSNs, the proposed routing method uses a labeling
strategy to select forwarding relay. Since people in the same community are likely to
meet regularly, they are appropriate forwarders for messages destined to the members
of their community. In their solution, Hui and Crowcroft assumed that each node has
a small label telling others about its affiliation/group (i.e., its social community), just
like name badges used in a conference. Based on the labels, label routing chooses to
forward messages to destinations directly or to next-hop nodes, which belong to the
same group (label) with the destinations.

Label routing takes the advantage of the knowledge of social community. It
assumes that people from the same community tend to meet more often than
people from different communities, and hence can be good forwarders to relay
messages destined to the other members in the same community (with the same
label). Label routing requires very little information about each individual (only
its group/affiliation). This is easy to implement in PSN applications, by tapping a
mobile device and writing down the affiliation of the owner. In other words, the
community (or group) information relies on user inputs in label routing. However,
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user-defined communities may not always reflect the position/contact relationship
among nodes. For example, two nodes in the same community may be physically far
away and could never meet with each other. In this scenario, using one node to be
the forwarder for the other may not be a good choice. In addition, in label routing,
the message forwarding from the source to the destination is purely via the members
within the same community of the destination. This may significantly increase the
delay or even fail to deliver the message. For instance, message delivery will fail
when the source does not meet any member from the destination’s community, even
though there are possible relay nodes from other communities. Recently, there are
new social-based routing methods using multiple social labels [63] or multi-level
social group information [64] to enhance the chances of delivery.

12.3.2 SimBet Routing

Daly and Haahr [30] proposed a social-based routing protocol (called SimBet routing
hereafter) which uses betweenness centrality and similarity metrics to identify some
“bridge” nodes (with high values of these metrics) in networks. To avoid exchanging
information about the entire network topology, they only estimated the betweenness
centrality Betn for each node n in its local neighborhood. For similarity metric,
they considered the similarity Simn(d), the number of common neighbors, of the
current node n with the destination node d. Both the social metrics are maintained
and updated dynamically in opportunistic networks. Therefore, the proposed Sim-
Bet routing makes forwarding decision by considering not only the pre-estimated
betweenness centrality metric but also the locally determined social similarity. Nodes
with high betweenness centralities are those nodes that can act as bridges in their
neighborhood, while nodes with high similarities with the destination are more likely
to find a common neighbor with the destination that can act as the forwarder.

In SimBet routing, when a node n meets another node m and holds a message
with destination d, n calculates its relative betweenness utility and similarity utility
to node m as follows:

SimUtiln = Simn(d)

Simn(d)+ Simm(d)
; BetUtiln = Betn

Betn + Betm
. (12.1)

Then node n can compute its SimBet utility, which is a weighted combination of
betweenness utility and similarity utility:

Sim BetUtiln(d) = αSimUtiln(d)+ (1− α)BetUtiln . (12.2)

Here, α is a tunable parameter that can adjust the relative importance of the
two utilities. For the message with d as its destination, if Sim BetUtilm(d) >

Sim BetUtiln(d), node n forwards the message to node m. Otherwise, it contin-
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Fig. 12.4 Illustration of problems of the SimBet routing

ues to hold the message. Via possible multi-hop relays, the message may eventually
reach d.

In summary, SimBet routing uses two social metrics (centrality and similarity) to
estimate or predict the probability that potential relay nodes may meet the destination.
It is obvious that both metrics are effective at identifying suitable relays in different
scenarios respectively. Take an example graph, as shown in Fig. 12.4, where a few
low-degree bridges (i.e., a, b, and c) connect two well-connected components C1 and
C2. Assume that node u wants to send a message to node v. When node u encounters
node a, it compares its SimBet utility with that of node a’s. Both u and a have zero
similarity to v, but u’s global betweenness centrality is less than a’s since a sits on
more of the shortest paths. Thus, u will transfer the message to a based on SimBet
routing. In this case, centrality metric helps to pick the better relay node. On the
contrary, if node a wants to send a message to v and it encounters node b, similarity
metric will play a role since the global betweenness centralities of a and b are the
same. Therefore, a has a smaller similarity (zero common neighbor) to v than b has
(one common neighbor with v). Therefore, combining multiple social metrics may
make the social-based protocol more effective in broad situations. However, due to
the uncertainty of future encounters and underlying social graph, it is still possible
that the node with high SimBet utility fails to deliver the message to the destination.

To avoid global information exchanges, SimBet routing provides a distributed
method to calculate social metrics locally, which is desirable in a mobile envi-
ronment. However, estimating centrality-based solely on local information may
lead to inaccurate “bridge” identification. For instance, in the example shown in
Fig. 12.4, it is assumed that u wants to send a message to v. When u encounters
node a, based on the two-hop information, u’s local betweenness Betu is much
larger than a’s Beta . Since both u and a have zero similarities to v, the overall
Sim BetUtilu(v) > Sim BetUtila(v). Then, node u will not pass this message to
node a, and thus miss the opportunity to deliver the message. Nonetheless, consider-
ing global betweenness, each of the nodes of a, b, and c has highest betweenness in
the entire network (since they form the only path connecting components C1 and C2),
and can then be correctly identified. A possible way to increase the chance of correct
"bridge" identification is using larger neighborhood information, although this may
increase communication cost. Similarly, to increase the chance of delivery, multiple
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Fig. 12.5 An illustration of
the Bubble Rap Forwarding
from source s to destination

relay nodes could be used. The trade-off is always between delivery performance
and communication cost.

12.3.3 Bubble Rap Forwarding

The forwarding strategy, Bubble Rap Forwarding, proposed by Hui et al. [31], also
relied on two social characteristics (community and centrality). They assumed that
each node belongs to at least one community and its node centrality (either between-
ness or degree centrality) in the community describes the popularity of the node
within this community. Each node has a global centrality across the whole network
(or called global community), and a local centrality within its local community. A
node may also belong to multiple communities and hence have multiple local cen-
tralities. Taking advantages of these social characteristics, Bubble Rap Forwarding
basically includes two phases: a bubble-up phase based on global centrality and a
bubble-up phase based on local centrality. In both phases, the bubble-up forward-
ing strategy is utilized to forward messages to nodes which are more popular than
the current node (i.e., with higher centrality). When a node s has a message with
destination of d, it first bubbles the message up based on the global centrality, until
the message reaches a node which is in the same local community Cd as the desti-
nation d. This procedure is shown as dashed arrows in Fig. 12.5. After the message
reaches d’s community at node u, Bubble Rap Forwarding switches to the second
phase which uses members of Cd as relays. This forwarding strategy continues to
bubble up the message through the local community based on local centrality until
the destination is reached. This later procedure is shown as solid arrows in Fig. 12.5.
In order to reduce cost, it is also required that whenever a message is delivered to the
community, the original carrier delete this message from its buffer to prevent further
dissemination.
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Bubble Rap Forwarding uses the concept of community in addition to node cen-
trality to help with the forwarding decision. The introduction of local centrality inside
a community is more beneficial than local centrality around local neighborhood (i.e.,
k-hop) [30]. The bubble-up operations allow fast transfer of a message toward the
destination or its community. However, such a strategy may fail when the destination
belongs only to the communities whose members are all with low global centrality
values. In this case, the bubble-up process in the first phase of Bubble Rap Forwarding
cannot find the relay node which is in the same local community as the destination
node. A possible solution for this problem to have a timeout timer for bubble-up
process and exchange to other backup strategy for data delivery after timeout.

In addition, it is interesting to study how to handle hierarchical communities where
the destination d may belong to multiple overlapping communities. In that scenario,
when the current encountering node u shares multiple communities with d, one of
d’s local communities need to be picked to bubble-up. A simple solution is picking
the local community with which d has the highest centrality.

12.3.4 Social-Based Multicasting

All of the social-based routing methods discussed above are unicast routing pro-
tocols. Social-based approaches can be applied to multicast routing protocols for
Oppnets/DTNs as well. Recently, Gao et al. have [32] proposed a set of multicast
routing methods, which use both centrality metric and community for relay selection.

Instead of using traditional centrality metrics such as betweenness, Gao et al.
introduced a new metric (called cumulative contact probability) based on the Poisson
modeling of social networks. Betweenness is purely defined based on the topology
of the contact graph, and may not be sufficient to represent the probabilities for a
node to contact others. Thus, a weighted social network model is used to differentiate
the contact frequencies of different node pairs. In such model, the contact process
of each node pair (i , j) is formulated as a Possion process with an average contact
rate of λi, j . Then the cumulative contact probability of node i can be defined as
Ci = 1− 1

N−1

∑N
j=1, j �=i e−λi j T . Here, N is the total number of nodes in the network,

and T is the total time period. This centrality metric (or its variation) is used in the
proposed multicast methods to select a relay node with higher centrality.

In [32], two multicast problems are considered: single-data multicast and multiple-
data multicast, whose goals are to deliver a data item or a set of data items to a set
of destinations within the time constraint T . The additional optimization objective
is to minimize the number of relays used to achieve the average delivery ratio p.

For single-data multicast, the authors assumed the destinations are uniformly
distributed, and thus they tried to ensure that all nodes are contacted by the data
source or its selected relays within T . Based on cumulative contact probabilities
(i.e., centrality) of nodes, a minimal number of relay nodes are selected among the
contacted neighbors of data source to guarantee the average delivery ratio is larger
than p. This selection problem can be solved as a unified knapsack problem. The
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Fig. 12.6 MDM data for-
warding process (Relays R1,
R2, and R3 are selected by S)

centrality metric is also refined for the case where the data source does not meet its
contacted neighbors.

For multi-data multicast, the authors proposed a community-based approach
which only requires nodes to maintain the probabilities of forwarding each data
item to other nodes in the same community. When the destinations are in other com-
munities, data forwarding is conduced through some gateway nodes which belong
to multiple communities. The data source selects relays among its contacted neigh-
bors based on the local centrality metric, and places appropriate data items on each
relay. They used a two-stage relay selection scheme, where both data item selection
and relay selection are modeled as knapsack problems. Their method can ensure
that the average delivery probability is larger than p. Figure 12.6 illustrates such a
process. Source node S needs to multicast three data items d1,d2,d3 to destination
sets {D1},{D2, D3}, {D4, D5} respectively. The relay and data item selections are
shown in the figure. Destinations D1 and D2 are in the same community with relay
R2, so R2 forwards d1 and d2 to the destinations according to its local destination-
awareness about D1 and D2. For destination D3, D4, and D5, because they belong
to other communities, data forwarding goes through the “gateway” nodes G1 and
G2, which belong to multiple communities.

In summary, the solutions proposed in [32] provide new multicast strategies for
Oppnet/DTNs based on the new centrality metric and community concept. The cumu-
lative contact probability based on the Poisson modeling of social networks represents
more accurate measurement of the probabilities for a node to contact other nodes. But
this new model increases computational complexity as well. The authors addressed
the optimization problem to minimize the number of relay nodes while satisfying
the required delivery ratio and time constraint.

12.3.5 Homophily Based Data Diffusion

Zhang and Zhao [33] proposed a data diffusion scheme based on the “homophily”
phenomenon in social networks. Here, data diffusion aims to deliver data to all nodes
in the network, data may not be completely delivered from one node to another during
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a contact between them, since the contact time is too short to transmit the data or the
buffer available at the receiving node is insufficient to hold the data. Therefore, in
the design of data diffusion protocol, not only the contact probability between nodes
but also the data propagation orders (which data should be propagated first) affect
the diffusion speed and data access delay.

To choose an appropriate relay node to diffuse and an appropriate data item to
buffer, Zhang et al. introduced a method using the friendship among nodes and the
“homophily” phenomenon. The “homophily” phenomenon describes the trend in
the real word that friends usually share more common interests than strangers. By
applying the same idea from “homophily” phenomenon, their proposed data diffusion
strategy diffuses the most similar data items between friends, and diffuses the most
different data items between strangers. If a node meets a new contact who is a friend,
it first diffuses the most similar data items of their common interests to its friend first
until the contact time is over. If the new contact is a stranger, it starts from the data
item most different from their common interest. By theoretical analysis, Zhang et
al. showed that this data diffusion scheme achieves better diffusion speed and data
access delay than the other three possible schemes (including diffusing the most
similar data to any encounter, diffusing the most different data to any encounter, and
diffusing the most different data between friends and the most similar data between
strangers).

This proposed method provides a new angle to social-based approaches. It con-
siders the need for managing data propagation orders which is an important aspect
of design issues in opportunistic networks. With the same amount of communica-
tion opportunity and duration, more useful information can be transmitted under this
proposed method. In addition, the proposed method is not conflicted with other Opp-
net/DTN routing protocols. It can be used together with other Oppnet/DTN routing
protocols to make better relay decisions with efficient data propagation orders. In the
proposed method, social friendship is the only metric used to predict the encounter’s
needs of information and friendship is user defined. However, user defined friend-
ship is not always available. Therefore, it is another challenging direction need to
be further explored regarding how to efficiently detect the friendship in dynamic
Oppnets.

12.3.6 Friendship-Based Routing

Bulut and Szymanski [34] also used friendship to aid the delivery of packets in DTNs.
They introduced a new metric, social pressures metric (SPM), to accurately detect
the quality of friendship. Different from [33], where friendship is defined by users
based on their social relationships, this approach considered friends as nodes which
contact each other frequently and have long-lasting and regular contacts. Therefore,
the social pressures metric between nodes i and j can be estimated from the encounter
histories of these nodes (recorded by the nodes) as:
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SPMi, j =
∫ T

t=0 f (t)dt

T
, (12.3)

where f (t) denotes the remaining time to the first encounter of these nodes after
time t and T is the total time period. SPM describes the average forwarding delay
if node i has a message destined to j at each time unit. Then, the link quality wi, j

between each pair of nodes, (i, j), is defined as wi, j = 1
S P Mi, j

. The authors assumed
that the bigger value of wi, j represents the closer friendship between i and j . Using
the value of wi, j , each node can construct its friendship community for each period
T as a set of nodes whose link quality with itself is larger than a threshold. When a
node i , having a message destined to d, meets with node j , it forwards the message
to j if and only if (1) j and d are in the same friendship community (in the current
period) and (2) j is a stronger friend of d than i .

In summary, this friendship-based routing method uses the node contact informa-
tion in each period to calculate the friendship metric (i.e., SPM), and constructs the
friendship community. These social metrics can indeed help with making smarter for-
warding decisions. However, the calculation of these metrics needs the whole contact
information during each period, which may not be realistic in most DTNs/Oppnets.
To obtain f (t) in the current period, node i needs to know the time of its first
encounter to node j after time t in this period, which is an event in future. Therefore,
either the values in contact history from previous periods are used for this calculation
at the current period or the estimated future contacts in this period are available for
this calculation. This is clearly a drawback of this proposed method. In addition,
this friendship-based routing uses a similar forwarding scheme to label routing [29],
which may lead to the same problem. If the source node fails to meet with any node in
the same friendship community with the destination node, the delivery fails. There-
fore, more felicitous forwarding strategies should be studied for this friendship-based
routing.

Although the friendship-based method [34] and homophily-based method [33]
both use friendship metrics for delivery data in Oppnet/DTNs, they are designed for
different purposes. In [33] the friendship measurement is used to select which data
items to diffuse, while in [34] the friendship metric is used to detect communities and
select which relay nodes to forward. Therefore, different social metrics or various
calculation methods need to be designed for specific design purposes. There is no
universal solution for all applications.

12.3.7 Social-Aware and Stateless Routing

In [60] Mei et al. took advantage of the observation that people with similar interests
tend to meet more often, to propose a social-aware and stateless routing (SANE)
for pocket switched networks. This routing strategy characterizes an individual
u by its interest profile, which is a k-dimensional vector Iu . To express the inter-
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est similarity between two individuals u and v, the cosine similarity is defined as,
�(Iu, Iv) = cos(∠Iu Iv) = Iu Iv‖Iu‖‖Iv‖ . It quantitatively measures “homophily”, the

degree of interest similarity, with higher value of �(Iu, Iv) corresponding to higher
“homophily” degree.

In SANE, a message should be forwarded to individuals whose interest profiles
closely resemble that of the destination.They assume that the interest profile of a
message m is the interest profile of its destination; the node is allowed to forward to
other relays no more than N times. Thus, a message m will be relayed to a node u
only if the cosine similarity of the interest profile between message m and node u
is higher than a given threshold ρ and the message has been forwarded to no more
than N nodes.

One of the advantages of this method is that each node only needs to maintain
the interest profile without extra storage. The cost of maintaining and updating this
social metric is also relevantly easy. These advantages improve the scalability of
this routing method. The cost of the message delivery Cm can be controlled by the
setting of threshold ρ and the number of copies N . Cm will increase proportional to
N . And as the threshold ρ decreases, both the delivery success probability and Cm

will increase, meanwhile the delivery delay will decrease.

12.3.8 User-Centric Data Dissemination

Gao and Cao [65] proposed a user-centric data dissemination approach which aims to
maximizes the cost-effectiveness while satisfying the user interests. In order to select
relays which have better capability of disseminating data to interesters, they create
their own concept of centrality value. Different from the concept of centrality used
in [30–32], centrality value considers both social contact patterns and user interests
simultaneously.

The interest profile of a node i is defined as a M × 1 probability vector Pi =
[pi1, . . . , pi M ]T , where pi j indicates the user probability to be interested in the j-th
keyword. Similarly, a data item is also described by M keywords k1, . . . , kn ∈ K
and weights wki indicates the importance of keyword ki in describing the data. Thus
the intertest probability of node i in data D is pi = PT

i D = ∑M
j=1 wki pi,k j . The

centrality value of a node i for the data item dk at time t � Tk is defined as

C (k)
i (t) =

∑

j∈Ni

p(k)
j Ci j (Tk − t). (12.4)

Here, Tk is the time constraint of data dk , t is the current time, Ni is the set of nodes
whose information is maintained by node i , and Ci j (Tk − t) is the probability that

node i can forward data dk to node j within time Tk−t . C (k)
i (t) indicates the expected

number of interesters (nodes interested in the data item dk) that node i can encounter
during the remaining time Tk − t of data dissemination. Here, node i maintains
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Fig. 12.7 Scope of network
information maintained by
node i

the network information including the contact patterns and interest profiles of all
the nodes in Ni . The calculation of Ci j (Tk − t) depends on the scope of information
maintained by i . Figure 12.7 illustrates various scopes of network information, where
Nr

i is the r-hop neighborhood of node i on the contact graph. If the calculation of
Ci j (Tk − t) exploits N 1

i , only the local network knowledge is considered and the
local centrality values are obtained. If the calculation of Ci j (Tk − t) exploits Nr

i , the
r-hop centrality values are obtained.

After getting the centrality values, their relay selection makes sure that a new relay
always has better capability of disseminating data to interesters than the existing
relays based on this newly defined time-varying centrality. A node i is selected as
the relay by another relay j for data dk at time t only if selecting i increases the

cost-effectiveness ratio
N k

I (t)

N k
R(t)

estimated at j . That is,
N k

I (t)+C(k)
i (t)

N k
R(t)+1

� N k
I (t)

N k
R(t)

, which is

equal to C (k)
i (t)� N k

I (t)

N k
R(t)

. Here N k
R(t) is the number of selected relays for data dk at

time t , N k
I (t) is the estimation at time t on the number of interesters that will receive

dk by time Tk .
This strategy considers social contact patterns with user interests. With the consid-

eration of multiple elements, it may lead to more accurate estimation of forwarding
probability.

12.3.9 Sociability-Based Routing

In [66], Fabbri and Verdone proposed a sociability-based DTN routing, which is
based on the idea that nodes with high degrees of sociability (frequently encountering
many different nodes) are good forwarding candidates. They defined the sociability
indicator metric to evaluate the forwarding ability of a node. This metric quantifies
the social behavior of a node by counting its encounters with all the other nodes in
the network over a period T and is therefore a time-varying parameter. The routing
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Table 12.1 Comparisons of social-based routing protocols for opportunistic networks

Routing protocols Community Centrality Similarity Friendship Interest

Label [29]
√

SimBet [30]
√ √

Bubble rap [31]
√ √

Social-based muticasting [32]
√ √

Homophily-based data diffusion [33]
√ √

Friendship-based routing [34]
√ √

SANE [60]
√ √

User-centric data dissemination [65]
√ √

Sociability-based routing [66]
√

strategy forwards packets to the most sociable nodes only. It is worth to notice that the
strategy also considers both first hop-based sociability and k-th hop-based sociability.
For k-th hop-based sociability, the highly sociable neighbors are considered during
the calculation of a user’s sociability.

12.4 Summary

In this chapter, we introduce different social characteristics of mobile nodes in oppor-
tunistic networks and current social-based routing protocols which use these social
characteristics to assist packet forwarding. Table 12.1 summarizes the social char-
acteristics used by these routing protocols. From the analysis and comparison of
these methods, we can conclude that social-based approaches are more promising
than pure opportunity-based routing protocols for opportunistic networks since these
social-based approaches take advantages of relatively stable characteristics (social
properties) efficiently to predict and deal with the dynamics of opportunistic net-
works. Nonetheless, none of these approaches can guarantee the perfect routing
performance (such as delivery guarantee or minimum delay). The prediction always
has certain probability to fail in some cases. Besides, the performance of a routing
protocol in opportunistic networks depends heavily on the mobility model, environ-
ment, node density, social structure, and many other facts. Therefore, a universal
routing solution for all Oppnet application scenarios is extremely hard. In other
words, for certain Oppnet applications, we need to design specific routing protocols
and mobility/social models to fulfill the requirements.

Although social-based routing in opportunistic networks has lately received much
attention in the wireless network community as a relatively new area, there are still
quite a few challenges left. For instance:

• How to explore new social characteristics? It is interesting to see whether there are
other more realistic and accurate social characteristics beyond community, cen-
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trality, and friendship, which can be used to further improve routing performance
in Oppnets (even if it would be more complex).
• How to use multiple social characteristics efficiently? Most of the current social-

based approaches use only simple definitions of one or two social characteristics
(such as k-clique for community, node degree for centrality, contact frequency for
friendship). Is it possible to improve the Oppnet routing performance by using
more social characteristics together? Is there any trade-off?
• How to model and extract accurate social characteristics in dynamic opportunistic

networks? Social-based approaches significantly rely on accurate modeling of the
social characteristics used by them. However, due to the lack of continuous con-
nectivity and time-varying topology, it is hard to accurately estimate certain social
characteristics without global or future information even with simple definitions.
• What if the social relationships do not reflect the real contact opportunity?

Although in most cases strong social relation indicates high contact probabil-
ity, there are some exceptions. How to figure out such exceptions to avoid
wrong routing decisions in social-based approaches? How to combine social-based
approaches with other types of opportunistic routing or DTN routing to achieve
better performance over wider scenarios?

Recently, researchers have tended to improve Oppnet routing by exploring state-
less social characteristics [60], combining multiple social characteristics and using
other information as the complement of social-based metrics. Finally, we also believe
that social-based approaches will be applied to wider research topics in communi-
cation networks far beyond routing protocols in opportunistic networks.
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Abstract Opportunistic Networks (OppNets) remain one of the most researched
extensions of Mobile Ad hoc Networks (MANETs) in the present times. Although
characterized by sparse connectivity and indefinite paths, OppNets are highly scalable
and flexible. They are quite different from the traditional MANETs as there is never
a fixed path between the source and the destination, while in MANETs first a path is
established between the sender and the receiver and then the message transfer takes
place. They are considered as the subclass of Delay Tolerant Networks (DTN) as they
support various features of DTNs. The delivery of message is reliant on hop-to-hop
distribution through the network. A varying number of routing schemes have been
proposed in the literature that cater to the efficient delivery of messages for various
scenarios, movement models, and infrastructure. In this chapter, we present the recent
related work focusing on the already existing routing protocols of infrastructure-less
OppNets for various scenarios along with their relative advantages and disadvantages.
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PRoPHET · PRoPHET+ · HiBOp · Content encounter probability-based message
forwarding (CEMPF) · Robust proactive routing protocol · Repository-based for-
warding protocol · MaxProp · Context-aware routing (CAR) · Meetings and visits
(MV), Network coding

13.1 Introduction

The ubiquitous and ever-spreading nature of wireless and mobile technologies has
made connectivity a daunting problem that requires an immediate solution. Sparse
network density and highly mobile node behavior further complicates the matter. An
opportunistic network [25] is a suitable solution for the aforementioned scenarios.
It is one of the most interesting and recent evolutions of Mobile Ad hoc Networks.
They utilize hop-by-hop distribution of messages to deliver it to the destination. The
traditional routing algorithms used for MANETs and the Internet are not applicable
here as they first establish a path between the source and the destination before the
actual message transfer, which is not possible in case of OppNets [37, 7].

OppNets are enabled to deliver messages even when there is no connected path
between the source and the destination. There is no previous knowledge of a suitable
path or appropriate next node. The message is transferred from one node to another
assuming that it will take the message near to the destination and eventually deliver
it to the destination. As mentioned earlier, unlike in MANETs, high mobility and
frequent disconnections are considered as norms. These characteristics are utilized
for better dissemination of messages through the network. The protocols designed
for such kind of networks utilize the opportune meetings between the nodes to deliver
the messages to the destinations. Various parameters are used by various protocols
to judge the suitability of a node to carry forward a particular message [8, 9, 23, 26,
30, 35, 47, 48, 50]. It utilizes whatever resources it has at its dispense to choose a
node that can carry the message further closer to the destination [11, 16].

One key characteristic of opportunistic networks is that they are essentially delay
tolerant in nature as they can handle large delays in message delivery from the source
to the destination. OppNets share similar routing algorithms as used in Delay Tolerant
Networks [13, 49]. They exhibit a store-carry and forward approach. If a suitable node
is not found, the node simply stores the message and carries it through the network
until a better node or destination is found [11]. Opportunistic network solves the
problem of disrupted and sparse connectivity using the hop-by-hop approach.

The routing protocols in OppNets are divided into two categories, namely, the
infrastructure-based and the infrastructure-less protocols [34].

(a) Infrastructure-based protocols: These protocols make use of some form of
infrastructure to opportunistically forward messages. Base stations and access
points are often involved in the routing and forwarding of the messages.

(b) Infrastructure-less protocols: These protocols are best suited for the flat ad hoc
networks. They only make use of the mobility of the nodes and the contact
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opportunity between them in order to route the messages. They make no previous
assumptions about the network topology and all the nodes behave the same in
the network and are given the same priority.

In this chapter, we will focus only on the infrastructure-less routing protocols for
OppNets. The rest of the chapter is organized as follows. In Sect. 13.2, the related
work in the area of routing protocols for infrastructure-less OppNets is presented with
the help of examples. This is followed by a tabular comparison of the protocols based
upon some common parameters. In Sect. 13.3, we enlist our conclusive remarks on
the chapter.

13.2 Background and Related Work

In this section, we present a brief overview of the significant concepts on routing
protocols for infrastructure-less Oppnets, namely, Direct Transmission [40], First
Contact [18], Epidemic Routing [45], Spray and Wait [41], Spray and Focus [42],
Adaptive Spray and Wait [29], PRoPHET [27], PRoPHET+ [17], HiBOp [2], Content
Encounter probability-based message forwarding (CEMPF) [28], Robust Proactive
Routing Protocol [21], Repository-Based Forwarding Protocol [15], MaxProp [3],
Context-aware routing (CAR) [32], Meetings and Visits (MV) [4], Network Coding
[46], along with their relative advantages and disadvantages.

13.2.1 Direct Transmission

In this protocol [40], the source node does not forward the message to the intermediate
nodes, but stores it in the buffer until it comes into direct contact with the destination
node. On encountering the destination node, the message is directly given to the
destination. It is the simplest imaginable routing algorithm. Direct transmission is
essentially a single-copy scheme.

Advantages

1. This protocol utilizes minimum network resources, and cannot suffer from the
problems of network clogging.

2. The protocol is very simple and fairly easy to deploy.

Disadvantages

1. It is likely to suffer from heavy delays as source node may not encounter the
destination node for longer periods of times.

2. If a node failure occurs, the message can be lost since there is only one copy
available in the network.



356 S. K. Dhurandher et al.

1

6

3

8

4

9

10

12

2

5

117

1

3

6
8

4

9

10

12

2

5

11

71
2

3

7

6
8

4

9

105

11

12

(a) (b)

(c)

Fig. 13.1 Example simulation of direct transmission

Consider an example network scenario consisting of 12 nodes numbered from 1 to
12. Due to the mobility of nodes their position changes with time. Three different
snapshots of the network with different configuration of nodes at three different times
are shown in Fig. 13.1a–c respectively. The nodes which are in radio range of each
other are shown connected by a line.

Figure 13.1 shows a simulation of a test run of direct transmission protocol. The
message starts at node 1. Node 1 encounters several different nodes but delivers the
message only to node 6 which is the destination as shown in Fig. 13.1c.

13.2.2 First Contact

First Contact [18] is a routing scheme that does not predict, utilize, or assume any
properties of the network or the nodes. The carrier node forwards the message to any
node that comes into contact with it. If no node is in its range, it stores the message
and waits until a node becomes available. The protocol is rife with heavy delays and
message dropping.
Consider the same example network scenario mentioned above:

Advantages

1. It does not make any assumptions about the network and thus can be implemented
easily.

2. This scheme can be used for multicast messages.
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Fig. 13.2 Example simulation of first contact

Disadvantages

1. The scheme can lead to huge message delivery delays.
2. Indiscriminate spreading of messaging can lead to network clogging as well as

packet dropping which is highly unacceptable.

Consider the same example network scenario mentioned above:
In Fig. 13.2, it can be observed that the message is passed on to the node that is

encountered first by the message carrier. The message originates at node 1 (shown
in Fig. 13.2a). Node 3 is the one that is encountered first; hence the message is
transferred to it. A similar process is done in Fig. 13.2b, c.

13.2.3 Epidemic Routing

This protocol [45] makes minimal assumptions about the network and is guaranteed
to deliver the message to the destination. The protocol aims to distribute messages to
other nodes within connected portions of the network. These nodes then come into
contact with another portion of the network and the message spreads like a disease
(epidemic). Such a message transmission results in high probability of message
delivery.

Multiple copies of the message are created in the network simultaneously. The
only requirement for the protocol is a pair-wise connectivity for the eventual delivery
of the message. Every message in the network has a unique message ID. Each node
maintains a Summary Vector (SV) of the messages it produces and buffers on behalf
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of other nodes. An anti-entropy session is started by the initiating node (the one with
the smaller identifier) which then shares its SV with other nodes. The SV of the first
node is logically ANDed with negation of the SV of the second node. The difference
in the message sets is found between the two nodes, and the nodes exchange those
messages with each other which they do not have with them. The receiving node has
the authority and the autonomy to decide whether it wishes to accept a message or not.

In classic epidemic routing, each message is associated with a unique message
identifier, a hop count, and an optional Acknowledgment (ACK) request. The mes-
sage identifier is a unique 32-bit number. This identifier is a concatenation of the host’s
ID and a locally generated message ID (16 bits each). The hop count in a message
limits the maximum number of opportunistic exchanges that can take place for it. It
is similar to the Time-to-live (TTL) field in the IP packets. Larger hop counts spread
the message more in the network and smaller hop counts do the opposite. A hop
count of one delivers the message directly to the destination only. Larger hop counts
reduce the average delivery time, but also result in more resource consumption.

The protocol reduces the aggregate system resources consumed by limiting the
number of hops of every message and the buffer space at every node in the net-
work. Each node sets a maximum message buffer limit, thus limiting the number
of messages that can be saved at any instance. Various policies can be implemented
such as First-in-first-out (FIFO), priority ordering, etc., to implement the memory
management.

Advantages

1. The protocol makes minimum assumptions about the network topology and it is
fairly easy to deploy and understand.

2. Of all the opportunistic network protocols, epidemic has the least overhead in
terms of calculations for determining the next hop.

3. The message delivery probability is very high in this protocol.

Disadvantages

1. The memory and resource consumption is very high in this protocol, as the mes-
sage is passed to all the nodes indiscriminately.

2. A considerable amount of computation occurs at every node before exchanging
the messages even in the case of nodes that might have the same messages. Hence,
some amount of memory is wasted.

3. Even when a message is received at the destination, some nodes still continue
passing on the messages, which wastes resources.

Consider the same example network scenario mentioned above:
Figure 13.3 shows a simulation for the epidemic routing. Node 1 which is the

originator of the message delivers the message to every other node it encounters and
finally reaches to node 10 which is the destination node as shown in Fig. 13.3c. It
can be noted that the nodes already carrying the message, do not get a second copy
of the message.
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Fig. 13.3 Example Simulation of epidemic routing

13.2.4 Spray and Wait

This protocol [41] is an extension of the epidemic routing protocol. It aims to reduce
the overhead of flooding which often causes network congestions and indiscriminate
usage of the network resources. One way of doing so is to only forward a copy
with some probability. The probability is the utility of every node based on the timer
indicating the time elapsed since the two nodes last encountered the node maintaining
the record. These are indirectly the relative node locations.

There are two phases in the forwarding process—Spray phase and Wait phase as
mentioned in [41].

Spray phase—Every message generated is spread randomly to L relay nodes, i.e.,
L copies of message are created.

Wait phase—If the destination is not found in spray phase, the nodes then wait
for direct transmission.

When enough copies have been spread to guarantee that the message will be
delivered, direct transmission is then started. The protocol is a tradeoff between
single and multi-copy message schemes [41]. The protocol combines the speed of
epidemic routing with the simplicity of direct transmission. However, the definition
above does not specify any value for L . Several heuristics may be applied to arrive
at a suitable value for efficient delivery of the message. It is to be noted however that
a smaller value of L makes the protocol similar to direct contact and a larger value
of L makes it similar to the flooding. Hence an optimum value must be selected to
minimize delay and resource consumption and maximize the probability of delivery.

Binary Spray and Wait—It is a variation of the spray and wait protocol. The source
starts initially with L copies of the message. The source or any relay node that has
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n > 1 message copies hands over �n/2� copies to any other node (without message
copy) in the network and keeps the remaining copies �n/2� with itself. When only
one copy is left, the relay node waits until it encounters the destination. Under the
assumption that the node mobility is independent and identically distributed, this has
been the most optimum method to route the messages.

Advantages

1. The protocol reduces the memory inefficiencies of epidemic routing by limiting
the amount of flooding caused in the network.

Disadvantages

1. Although L is chosen to limit flooding, the protocol still suffers from delays and
resource consumption issues.

2. The message delivery probability depends highly on the value of L chosen, which
is assumed on the basis of the network parameters.

Consider the same example network scenario as mentioned above.
Figure 13.4 shows the simulation of binary Spray and Wait for L = 5. In Fig. 13.4a,

node 1 (which is the sender node) passes on the message to only two nodes (node 2
and node 3). It is still left with two more copies which are distributed in Fig. 13.4b,
c. Node 2 and node 3 each get only two copies of the message.
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Fig. 13.4 Example simulation of binary spray and wait
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13.2.5 Spray and Focus

This protocol [42] overcomes the shortcomings of simple spraying algorithms and
is better than the flooding algorithms. Spraying schemes must have high mobility in
order to perform well in any given network. In spray and wait, the message copies are
spread quickly to the node’s immediate neighborhood but very few of those nodes
carrying a copy ever see the destination node. This problem is solved by using a
better single-copy scheme. The scheme again has two phases:

Spray phase—When a new message is generated at the source node, it creates L
forwarding tokens for this message. A node which has the forwarding tokens can
forward the additional copy of the message to the other nodes. Each node maintains
a summary vector of all the messages it carries. When two nodes meet, these vectors
are exchanged. When a node meets another node with no message copy, the first node
copies the message to the second node along with n/2 forwarding tokens. When a
node has only one forwarding token, then it forwards the message according to the
Focus phase.

Focus phase—Unlike spray and wait, where in the wait phase the forwarding was
done using direct transmission, the forwarding here is done based on some criterion.
These decisions are based on a set of timers that record the time since the two nodes
last saw each other. Node i maintains a timer Ti ( j) for every other node j , which
records time elapsed since the two nodes last saw each other. When a node encounters
the other, their timers are set to zero and increased with every clock tick.

Here, [42] the authors consider Tm(D) to be the expected time a node takes to
move a distance D under a given mobility model. Then if node a encounters a node
b at a distance Dab, then according to [42]

set Ti ( j) = Tj (i) = 0 and, (13.1)

If Tb( j) < Ta( j)− Tm(Dab) then,

set Ta( j) = Tb( j)+ Tm(Dab) (13.2)

These timers are used as utility functions and a node having a higher value of the
utility function is handed over the message in the Focus phase.

Advantages

1. Owing to refined selection criterion, the protocol has higher message delivery
rates.

2. Fewer copies are spread into the network as compared to the spray and wait
protocol.

Disadvantages

1. The protocol suffers from a larger overhead of resource consumption.
2. Protocol suffers in case of sparse networks as the time taken by nodes to meet

will be greater and there will be fewer opportunities to forward the data.



362 S. K. Dhurandher et al.

13.2.6 Adaptive Fuzzy Spray and Wait

This protocol [29] has been proposed as an improvement over the popular spray-
based routing schemes. It smartly integrates the overheads and buffer management
policies into an adaptive protocol that includes local network parameters estimation.
The protocol has a clear distinction between forwarding and dissemination strategies.
While forwarding attempts to deliver only one copy to the best node amongst the
neighbors, dissemination attempts to deliver message by diffusing it through the
entire network.

The routing scheme utilizes the various advantages of spraying approach like
their utility over flat ad hoc networks, less overhead of complexity, and processing
decisions. The algorithm can be summarized in the following few steps:

1. The node on encountering other nodes divides the values of L by 2 and updates
it in the message before passing it on.

2. The node passes on all the copies to the nodes it encounters except the last copy
which is passed on as direct transmission.

3. The messages in the buffer are sorted by a priority decided by a Fuzzy decision
making function.

4. When the buffer is full, the messages are dropped according to the priority level,
i.e., the oldest first.

The prioritization of the messages in the buffer is done to ensure that the messages
that have been spread more in the network have less priority and to ensure that
more messages get transmitted in the short contact by giving less priority to large
messages. Forward Transmission Count and Message Size are two indicators that
help in determining the prioritization quantity. The dropping policy used for the
algorithm is random instead of drop least priority scheme so that it remains fair to
all the messages.

Advantages

1. The scheme has better delivery performance than simple spray-based techniques.
2. Appropriate and fair buffer management schemes used in this protocol avoid the

clogging of the network.

Disadvantages

1. Large messages might get delayed if there are a higher number of small messages.
2. If all the messages are of approximately the same size and a constant indicator of

size is used, the size of message becomes irrelevant to priority.

13.2.7 PRoPHET

Probabilistic Routing Protocol using History of Encounters and Transitivity
(PRoPHET) [27] assumes that instead of moving randomly the nodes in a network
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move in a predictable fashion wherein patterns are likely to repeat themselves. This
information can be used to improve the routing performance. Each node before
sending a message, calculates a probabilistic metric called Delivery Predictability
for each known destination in the form of vectors. This Delivery Predictability is
assumed to be P(a, b) ∈ {0, 1}, i.e., the probability of every node a to meet any other
node b in the network. When two nodes meet, they exchange and update their Deliv-
ery Predictability vectors. Based on these vectors, messages are exchanged between
the nodes.

The calculation of delivery predictabilities is done with the help of three equations
as given in [27]:

P(a, b) = P(a, b)old + (1− P(a, b)old)× Pinit (13.3)

Equation 13.3 updates the Delivery Predictability whenever a node is encountered
so that nodes that are encountered more often have a higher probability, where Pinit

is the predictability initialization constant.
If a pair of nodes does not encounter each other for a while the probability must

be reduced and this is called aging. This reduction is done according to Eq. 13.4

P(a, b) = P(a, b)old × gk (13.4)

Here k is the number of time units that have elapsed since the last time the metric
was aged and g is the aging constant that lies between 0 and 1.

The Delivery Predictability has a transitive property based on the observation that
if node a frequently encounters node b and node b encounters node c, then node b
is a good forwarder for node a’s messages to node c. This transitivity is updated
according to Eq. 13.5

P(a, c) = P(a, c)old + (1− P(a, c)old)× P(a, b)× P(b, c)× V, (13.5)

where V is the scaling constant that decides the impact of transitivity on Delivery
Predictability.

When two nodes meet, a message is transferred to the other node if the Delivery
Predictability of the destination of the message is higher at the other node, otherwise
it is kept with the current node.

Advantages

1. Simulation results of this protocol show that it has less message exchanges, less
communication overhead, less delay, and higher delivery success rate as compared
to the epidemic routing.

2. The protocol is highly suited to human mobility scenarios.

Disadvantages

1. Resource consumption occurs in terms of calculations occurring at each node.
2. Memory is needed to store the probability tables generated by the protocol.
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3. Packets may be dropped consistently when forwarded to a few concentrated nodes
due to FIFO queueing nature of PRoPHET.

13.2.8 PRoPHET + (An Adaptive PRoPHET-Based Routing
Protocol)

The following protocol [17] is an extension of the PRoPHET protocol that uses only
delivery predictabilities of the nodes to decide the next best carrier for the message.
This scheme uses several other parameters such as Buffer, Power, Bandwidth, Loca-
tion, and Popularity into consideration to reduce the packet loss and transmission
delay while choosing the best next hop among various nodes.

The nodes are assumed to participate in routing without any malicious behav-
ior. The different parameters are assigned certain weight and these values are then
normalized to bring final value between 0 and 1. A brief discussion of the various
parameters given in [17] is as follows:

1. Buffer parameter: All nodes define a threshold Bthres value which is computed
as Btotal − Bsel f . Here Btotal is the total buffer size of the node and Bsel f is the
amount of storage necessary for self-generated data. The sender node asks for
Bthres to the neighboring node and then calculates the VB which is the value of
buffer parameter, by dividing the remaining buffer size minus the packet size of
sender node over Bthres .

2. Power parameter: Data loss due to node failure or power failure at node is
reduced using this parameter. To calculate VP , i.e., the power parameter’s value
for rechargeable nodes, the following formula defined in [17] is used:

(Premain − Preceive − Psend − Pthreshold)/Ptotal (13.6)

where Premain is the remaining power, Preceive is the power required to receive
a packet, Psend is the power required to send a packet, and Ptotal is the total
power of the device.

3. Bandwidth parameter: In order to reduce the chances of unsuccessful packet deliv-
ery due to short contact periods between nodes, a faster bandwidth is required.
This is of utmost need in faster mobility networks. In order to determine the band-
width parameter’s value of a node (VA), the sender node sends data to its neighbors
at maximum transmission rate. The neighbors then use their own maximum trans-
mission rate divided by sender’s maximum transmission rate to calculate VA.

4. Popularity parameter: This parameter is used in order to eliminate those nodes
that usually carry a significant portion of the total data over the network. If such
nodes fail, that data may be lost forever. Hence, such nodes must be avoided. The
popularity parameter value (VO) is defined as Nt/Mt , where Nt is the number of
transmissions the node has performed in a certain amount of time and Mt is the
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maximum number of transmissions the node can perform in that same amount of
time.

To calculate the deliverability value (VD) of any node, a weight for each parameter
value is assigned. The VD value is calculated by the equation [17]:

VD =WB(VB)+WP(VP)+WA(VA)+WO(VO)+WR(VR) (13.7)

where VR represents the predictability value from PRoPHET, and WB , WP , WA,
WO , and WR are weights for buffer, power, bandwidth, popularity, and predictability
value respectively.

Advantages

1. Packet dropping and loss are significantly reduced as compared to PRoPHET by
monitoring the power and popularity of the node.

2. The protocol takes into account several parameters other than delivery predictabil-
ity which strengthens the best node probability.

Disadvantages

1. Too many calculations need to be done at each node.
2. Uncooperative nodes can cause a problem for the sender.

13.2.9 History-Based Routing Protocol (HiBOp)

The History-Based Routing Protocol for Opportunistic Networks (HiBOp) [2] aims
at effectively utilizing the context information of the node in order to decrease the
overhead of flooding. The Current Context (CC) of a user is a snapshot of the local
environment of the user (e.g., name, residential address, working address phone,
date of birth, etc.). It is stored in the form of Identity Tables (ITs).The user has
complete autonomy on the information shared in the ITs. Nodes exchange ITs during
neighbor discovery phase and build a CC for themselves using their neighbors ITs.
New nodes exchange complete ITs, whereas stable nodes that have been around for
a few ‘Signaling Interval’ (constant time period) exchange only their Node Identity
(NIDs), which is a hash of the ITs.

Every node also stores a History table that stores values from the ITs seen by the
node in the past. Every value has a Continuity Probability (Pc), Heterogeneity (H)
and Redundancy (R) counters associated with them. To update the History table an
intermediate Repository table is created which appends data to it at every Flushing
Interval. Therefore, the Continuity Counter stores how many times that attribute has
been seen in the Current Context during a Flushing Interval. Heterogeneity counter
indicates how many different ITs carry the same attribute and the Redundancy counter
indicates the number of times the attribute occurs in the same IT.



366 S. K. Dhurandher et al.

The forwarding process in HiBOp is made of three phases [2]:

1. Emission Phase: HiBOp injects the message into the network through flooding
to an appropriate number of nodes by creating message replicas for reliability.
The number of neighbors (K ) to which the message is forwarded by the sender
is calculated using a formula that takes into account the probability of delivering
the message to the destination. The value of K should be minimized in order to
minimize the joint loss probability below a certain threshold.

2. Forwarding Phase: It uses the node’s mobility and contacts to take the message
closer to the destination. It uses two quantities to determine the next best node
which is described below:

a. The forwarding of message to a certain node during its journey in the network
is determined by the match between the sender information and the context
information of the nodes. Matches are assigned certain weights representing
the precision with which that attribute (belonging to a class) can identify the
destination. The weights assigned to those classes are determined by using a
function [2]:

Wi+1 =Wi + ri × B (13.8)

where B is weight increase parameter and ri is the maximum redundancy at
the i th class.

b. Delivery predictability of a node is also taken into account before passing on
the message. At each node the delivery probability is calculated using node
IT, its CC and its History table.

3. Delivery Phase: When an intermediate node finds the destination, the message is
delivered to it and the process stops.

Advantages

1. This protocol stores the largest amount of context information among all context
based protocols, so it can fully exploit the advantages of context information.

2. The protocol is very suitable for human mobility models [6, 14, 19, 24, 39] that
generally follow a particular pattern.

3. The protocol reduces network clogging by drastically limiting the number of
copies spread in the network.

Disadvantages

1. The IT, CC, History table, and Repository table require a large amount of memory
space on every node.

2. The calculations done every time at every node can significantly reduce the amount
of time left for message exchange.
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13.2.10 Content Encounter Probability-Based Message
Forwarding in Opportunistic Networks (CEPMF)

This protocol [28] uses the content of the messages to relay and deliver them to
their destination. The node that generates the messages is called the publisher and
the node that wants a message similar in content to the message being sent is called
subscriber. This solves the problem where the address of the recipients is not known.
If subscribers demand a message of a particular type of content, they spray the
network with their interests all over the network in the form of predicates (i.e. a
description of the content the subscribers wants). Every node in the network maintains
predicate-utility tables for predicates they might have received during their journey.
The utilities indicate the priority of the message type to be relayed first.

The entire protocol can be divided into two steps:
1. Predicate propagation: The subscriber spreads its interests into the network by
spraying predicates. These are essentially “logical disjunction of conjunctions of
elementary constraints over the values of individual attributes” [28]. The Spray and
Wait scheme is used for sending the predicates. Subscriber generates L copies and
hands over L/2 copies to first node it encounters. If only one copy is left, it starts the
Wait step. In order to simulate a predictable movement and spraying each predicate,
the encounter probability ep ∈ (0, 1) is used. It calculates the ep between predicate
relays and predicate senders [28].
Spray Phase: Each predicate is given an initial ep .This value is stored in the ep-table.
Wait Phase: If node carrying predicate with value ep does not meet the node that has
the same predicate, then the value of ep is decreased exponentially using the formula
[28].

epnew = epold × e−(t−t0) (13.9)

where epnew and epold are new and old values of ep, t0 is the last moment that
predicate encounters with a same content request, and t is the current time.

If a node encounters another node that has content requirements as the predicate
it carries, the value of ep is increased using the formula [28].

epnew = epold(1− epold)× epinit (13.10)

where epinit is the initial value of ep.
There might be cases where contents carried by different nodes may have some

common predicates. In such a case the predicates are merged to increase buffer
management.
2. Message Forwarding: Each node has a table carrying the message and is tagged
to its ep value. At source node the value is zero. When a node transfers message to
a node carrying the message’s ep value in its table, the acknowledgment tells the
source to stop sending until it is out of its range. In case of relay nodes, the message
is transferred if a node has predicate value greater than the value in its own table. In
this case an acknowledgment is sent and the time-to-live is reduced to half. In this



368 S. K. Dhurandher et al.

scheme, when the subscriber receives the message the relay nodes do not delete it
because it is believed that there may be other nodes in need of it. Thus, it can be
concluded that there is no single destination.

Advantages

1. The protocol can be safely used for multicast messaging situations.
2. It does not rely on the geographic location of the nodes and thus can be used in

cases where GPS is not enabled.

Disadvantages

1. A node may still receive a particular message which it does not want, if its demands
are partially similar to the predicates of the message.

2. There might be high privacy and risk issues associated with the content trans-
parency.

Consider the same example network scenario as mentioned above. Here, predicate D
is the predictability of the node for destination node (in this case node 10). A message
that matches predicate D is relayed. The source has a value of zero. In Fig. 13.5a since
node 3 has a value of 0.93, it is exchanged. In Fig. 13.5b node 4 has a value of 0.95,
so it is again exchanged. However, in the last Fig. 13.5c node 5 has a value of 0.85
which is less than 0.95 and hence is not exchanged.

13.2.11 Robust Proactive Routing Protocol

This protocol [21] has been proposed as a proactive scheme to deliver messages
in the highly disconnected scenarios present in OppNets. It is an adaptive protocol
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that uses the contact opportunity between the nodes to determine the neighborhood
information for each node and use that to deliver the messages. It is assumed that
the nodes move in a predicable fashion and have the capability to recognize their
surroundings. The basic principle is that a node can determine the predictability
information and connectedness information using past history. The nodes do not
forward data randomly, instead they have a well-studied and selected next hop node.

The nodes maintain information about future and past contacts in a connectivity
table. This table is exchanged with every node in a connectivity summary vector
format. When a node receives this vector from its neighbor, it compares it with its own
summary vector and updates accordingly. This ensures that the table is completely
up-to-date about the best forwarders for a packet. Nodes often change the structure
of the table to include information for more than two nodes (relay nodes) for a single
destination. Thus, a node has a variable choice when selecting a node for forwarding
the message and can choose best node/nodes suited to the situation (Table 13.1).

Advantages

1. The following protocol is suited to Human mobility models since it can show
better results for predictable movement.

2. It reduces the overhead of flooding by limiting the next hop for node and only
selects the best candidate.

Disadvantages

1. There is considerable overhead in exchanging and storing tables at each node.

The example structure of the connectivity table used in this protocol is given below:

13.2.12 Repository-Based Forwarding Protocol (RFP)

This protocol [15] makes distinction between the types of nodes in the network and
uses them to deliver the message to its destination. It argues that assuming all nodes
to be Mobile Nodes is not correct in a model where nodes move in a predictable
fashion (Human mobility model). Some nodes are likely to be in a place more often
than others. Hence, commonly visited and shared locations are assigned to be Fixed
Nodes. These are installed in the most frequently visited places and are different
from the access points [15]. An acknowledgment mechanism is used so that the
buffer space can be conserved in the Fixed Nodes.

The Mobile Nodes are characterized by the mobility pattern which in turn has
a strong impact on their performance. Each node has a character table (CT) that
defines the node’s home location, communication range, ID, and type. Every node
maintains a buffer of its messages. The message packet is made of two parts:

1. The payload containing the content of the message.
2. The header which is made of five fields, namely Source ID, Target ID, Message

ID, Current node ID, and Status flag indicating whether the message can be tsend,
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Table 13.1 Example connectivity table as shown in [21]

Destination First choice Connection establishment Connection Predictability
node no. (node no’s) time end time value (%)

1 4 T1s T1e 70
2 3 T2s T2e 50
4 4 T3s T3e 90
9 9 T4s T4e 50

waiting, delivered, or received. The tsend status indicates a new message waiting
to be sent, waiting indicates a new message waiting to be collected, and the
delivered status indicates that the message has been delivered to the destination.

When a node meets another node, they exchange their CT tables that describe their
characteristics. Depending on the type, one of the nodes initiates the forwarding
process. The forwarding process is further divided into two parts:

(1) Message Dispatch: Node initiating communication sends all messages as type
tsend either directly (to the target node itself) or indirectly (i.e. through a Fixed
Node which eventually forwards it).

(2) Message Collect: Node collects all the messages that have the target_ID set as
the node itself. The status flag is checked to prevent from the same message
being collected again.

The detailed algorithm used in both the phases can be referred from [15].

Advantages

1. Fixed nodes can decrease the delivery delays considerably.

Disadvantages

1. If fixed nodes fail, the entire network will be brought down.

13.2.13 MaxProp

This protocol [3] assumes that it has no prior knowledge about the network connec-
tivity and uses the local information and opportune movement to select the next best
hop for the message delivery. It uses several other mechanisms in order to increase
the delivery rate. The protocol can be divided into three main components that are
listed below:
1. Estimating Delivery Likelihood: The protocol aims to find the optimal delivery
paths by constructing a directed graph of nodes which are connected by edges [3].
A variation of Dijkstra’s algorithm is used to determine the shortest path out of
available paths at any given point of time. Every node i keeps the probability of
meeting with its peer j denoted by f i

j . Initially, this value is 1/(|s| − 1) where s
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is the total number of nodes. When i encounters j again, this value is incremented
by 1 and all the values are then re-normalized. These values are exchanged between
two nodes at every meeting. A local node cost is calculated for each path to the
destination using n nodes in between with the formula given in [3].

c(i, i+ 1, . . ., d) =
∑d−1

x=i
[1− (f x

x+1)] (13.11)

The cost for a destination is the path’s cost which is lowest amongst all. The
packets are ranked with some priority among them. The highest priority packets are
transmitted first, and the packets with lowest priority are deleted subsequently. If two
packets have the same priority, then the packet with fewer hops is transferred first.
2. Complementary Mechanisms: This step describes the priority order in which mes-
sages are exchanged when two nodes discover each other. These orders are listed
below:

(a) First, all messages concerning the neighbor node are transferred.
(b) Second, routing information is exchanged.
(c) Third, acknowledgments are transferred.
(d) Fourth, packets that are new or have not propagated enough in the network are

given priority and passed on next. For this purpose, the buffer is split into two
parts with packets having hop count below t hops on the one side and with more
on the other side.

(e) Fifth, the remaining untransmitted packets are exchanged.

3. Managing Buffer: The protocol states that there is a difference between managing
limited storage and limited transmission in that the packets sent once can be sent
again [3]. The three reasons for which the packets might be dropped by a node from
its buffer are that it might have been delivered, absence of sufficient bandwidth, or
no copy has been delivered.

Advantages

1. MaxProp uses Dijkstra’s algorithm to ensure that the lowest cost path is chosen
so as to decreases the delivery latency.

2. Proper buffer management schemes lead to a lowered rate of packet dropping.

Disadvantages

1. The overhead of table exchange can decrease the effective time for message
exchange.

2. The protocol is not suited for sparse networks, as it will not give a proper connected
graph and thus will not satisfy the protocol criteria.
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13.2.14 Context-Aware Routing (CAR)

In this protocol [32], the nodes are assumed to rely on their ‘logical connectivity
information’ with other nodes. They are not aware about the location of the nodes,
which are the recipients of the messages they are carrying with them. Proactive
protocol, such as DSDV [36], is used to deliver the messages if the recipient node
belongs in the same cloud. Otherwise, the relay nodes are chosen in such a manner
that they present the highest delivery probabilities. These probabilities are calculated
locally at every node from the context information. The Context is defined as attributes
of a node that can help to make the delivery mechanism more efficient. When two
hosts meet they not only exchange these probabilities but also the DSDV information.

One key feature of this protocol is that it does not use the available Context of
a node as it is, instead it predicts the future values so as to make the information
more ‘realistic’ [32].The process of prediction and evaluation of context can be
summarized in a few steps.

1. Calculation of self-delivery probabilities: This essentially consists of predicting
the future values of attributes that make up a node’s context. Kalman filters [20]
-based estimation is used for this process. This helps in reducing the overhead of
updating tables at every meeting and the values can be predicted now. From the
history of values a prediction model is derived which is represented by a set of
vectors.

2. Table: Every node stores a table of the best next hop and the delivery probability
for all the known destinations. It is important to note that only one row corresponds
to every destination.

3. Local prediction of delivery probabilities at intervals: Prediction process starts
during temporary disconnections and is carried out until there is a guarantee for
certain accuracy. Furthermore, updating other nodes is only done if the node
evaluates and realizes that the sampled context information values are accurate.

The context information is represented as a set of attributes (X1, X2, . . . Xn).
The idea is to maximize every attribute and figure out a Utility function represented
by U(x1, x2, . . . xn). A weight w is assigned with every attribute and the resulting
function arrived is [32]:

maximize{ f (U (xi )) =
∑n

i=1
wiUi (xi )} (13.12)

The weights are themselves made adjustable and dynamic using adaptive weights
ai . Thus the function becomes [32]:

maximize{ f (U (xi )) =
∑n

i=1
ai (xi )wiUi (xi )} (13.13)

The ai(xi) is a composite value. It is made of three essential parameters, namely
[32]:
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a. The range of parameters.
b. The predictability of the context information.
c. The availability of context information.

ai (xi ) = arange(xi )× apredictabili t y(xi )× aavailabili t y(xi ) (13.14)

4. If new message recipient: If a node encounters a message whose recipient does
not feature in its table, the message is passed on to the most mobile node in the
cloud so as to ensure that it reaches its destination.

5. Message exchange: The message is passed on to a node on meeting, which has
higher probability of delivering the message.

Advantages

1. The protocol is uninfluenced by the unavailability of GPS.
2. The proactive approach highly reduces the overhead of prediction calculation and

can deliver message faster if dense networks are present.

Disadvantages

1. The overhead of table exchange, updating, and maintenance can severely reduce
the performance.

2. In the absence of a proper buffer management scheme, the messages may be lost.

13.2.15 Meetings and Visits (MV)

This routing protocol [4] uses the same pair-wise message exchange principle as
Epidemic Routing, but improves on the method used to determine which messages
to transmit. Instead of flooding its neighbors, each node uses observation data on
the meetings between nodes and visits to locations (hence the name MV) to compute
a delivery probability for every other node in the network. The past frequencies
are used to rank each message in a peer’s buffer according to the likelihood of
delivering a message through a path of meetings and locations. It uses the node’s
motion patterns to increase the efficiency of message delivery. When two nodes
meet, the summary vectors contain not only the message identifiers but also the
computed delivery probability. Nodes compare their own and their pair’s values, and
only request messages for which their probability is higher. These messages are then
erased from the source node, preventing message duplication.

Advantages

1. The protocol is highly suited to human mobility scenarios as mobility patterns of
nodes are stored for routing of the messages.

2. It uses the techniques from robotic control to obtain high-quality approximations
for the optimal solution.
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3. It also limits the number of hops that are required, by calculating an estimation
of delivery likelihood assuming an infinite buffer at each peer.

Disadvantages

1. As it uses First-in-first-out (FIFO) for buffer management at nodes, packets may
get dropped consistently when forwarded to a concentrated node having a limited
amount of buffer space.

2. Considerable overhead occurs in storing the mobility pattern of nodes at regular
time intervals.

13.2.16 Network Coding

This protocol presents [46] an approach in which a message is encoded into another
format before transmission. Additional information is embedded within the coded
blocks such that the original message can be successfully reconstructed with only
a certain number of the coded blocks. The intermediate nodes not only forward
but can also combine packets using a given invertible function before forwarding
to limit the message flooding. At the receiver side, as compared to the replication-
based schemes which rely on successful delivery of each individual data block, this
scheme considers the successful delivery of a block only when the necessary number
of blocks is received to reconstruct the original data. These blocks can be just a small
portion of the total number of blocks transmitted. As an example, in a communication
involving two nodes (A and B) and an intermediate node C , in which node A sends
a message x and node B sends a message y, node C can combine them into a single
message w = x ⊕ y, which it then broadcasts to both nodes. Thus node C, rather
than sending two different packets for “x” and “y”, respectively, broadcasts a single
packet containing “x” or “y”. Each node, when receiving message w can decode it
using its own sent message to recover the other, halving node C’s transmission needs.
Network coding-based routing outperforms flooding, as it is able to deliver the same
information with a fewer number of messages injected into the network.

Advantages

1. This scheme is more robust against packet losses than replication-based schemes
when network connectivity is extremely poor, as it considers the successful deliv-
ery of a block only when the necessary number of blocks is received to reconstruct
the original data.

2. The number of transmissions is reduced in this approach, and consequently the
packet delivery ratio is much higher than the probabilistic forwarding both in
dense mobile networks and sparse networks.

Disadvantages

1. When the network is well connected, this scheme is less efficient due to additional
information embedded in the code blocks.
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2. This method leads to additional processing power and memory requirements due
to the encoding and decoding process.

Table 13.2 presents a comparison of the various routing protocols with respect to
certain parameters.

13.3 Conclusion

In this chapter, we have given a brief outline of a number of routing protocols for
infrastructure-less OppNets. These protocols have been analyzed and compared on
the basis of their advantages and disadvantages with respect to a variety of parameters.
While this chapter has not covered all the routing protocols, it attempts to provide an
overview of the research techniques in this area by investigating a few key protocols.
This study leads to the identification of some critical and explicit characteristics of
each protocol along with their areas of application. A tabular comparison has also
been provided based upon certain parameters related to all the protocols. A few
main concerns that are reflected in almost all protocols are delivery latency, packet
dropping and packet loss, memory management, computation, and storage overhead.
The discussed protocols in this chapter implement different techniques to abate the
inefficiencies caused due to these factors.
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Chapter 14
Incentive-Aware Opportunistic Network
Routing

Greg Bigwood and Tristan Henderson

Abstract Opportunistic networking relies on cooperation between nodes to perform
efficiently. Opportunistic routing protocols depend on nodes forwarding messages
for each other, as otherwise the only delivery mechanism would be for the creator of a
message to encounter the message destination node and deliver the message directly.
Cooperative forwarding, however, incurs a cost to the forwarding nodes, both in
terms of energy and storage, as nodes need to dedicate resources to forwarding. Due
to these costs, nodes may wish to avoid the costs associated with participation in
an opportunistic network, by not forwarding messages for other nodes. We discuss
several attacks on opportunistic routing, and in particular, focus on selfishness of
nodes. We discuss incentive mechanisms for opportunistic routing, before concluding
with a discussion of some of the outstanding challenges in this area.

14.1 The Need for Incentives in Opportunistic Network
Routing

An opportunistic network is a network in which there are nonstatic forwarding paths,
frequent disconnections and where connections between nodes do not follow a pre-
dictable schedule. It may be the case that the source and destination of a message
are never in the same network partition, or that they never simultaneously have their
network connections enabled. In other words, an opportunistic network is a most
challenged environment, where nodes are forced to opportunistically use any avail-
able communication mechanism in order to forward and route information.
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Opportunistic networks can be distinguished from other challenged networks,
such as Delay-Tolerant Networks (DTNs), by the unpredictable and varied envi-
ronment. For example, consider a DTN of Wi-Fi-enabled buses. The buses follow a
predictable schedule. DTN routing protocols can therefore build a somewhat reliable
encounter schedule and use this information to drive routing decisions. Contrast the
Bus DTN with an opportunistic network of Bluetooth-enabled smartphones carried
by commuters going about their daily lives. When these smartphones are in the range
of one another, it may be possible for the devices to exchange messages. Encoun-
ters between commuters do not follow a schedule. Encounter patterns may emerge,
but the lack of expected scheduled encounters necessitates a different approach to
routing, and a different set of considerations as to what may affect the encounter
patterns.

Opportunistic networking necessarily relies on cooperation between nodes, that is,
the users participating in the network, to perform efficiently. Opportunistic routing
protocols depend on nodes forwarding messages for each other, as otherwise the
only delivery mechanism would be for the creator of a message to encounter the
message destination node and deliver the message directly. Cooperative forwarding,
however, incurs a cost to the forwarding nodes, both in terms of energy (battery
power) and storage (the space required to store forwarded messages). Both of these
are a constrained resource in mobile devices such as those used in opportunistic
networks.

Due to the battery and storages costs of participating in an opportunistic network,
nodes may wish to avoid these costs, by not forwarding messages for other nodes.
We call this behaviour selfishness. Nodes behaving selfishly attempt to avoid costs
to themselves, at the expense of the performance the other nodes receive from the
network. When a node is behaving selfishly, it will not forward a message to another
node at any time.

Figure 14.1 shows the results of an opportunistic network simulation where nodes
act selfishly. In this trace-driven simulation, using the Reality Mining mobile phone
dataset [7], nodes create and forward messages according to the Epidemic routing
protocol [38]. We performed runs with differing numbers of selfish nodes. We see, that
as the percentage of selfish nodes is increased, the performance of the network, i.e.,
the number of messages delivered, decreases rapidly as the percentage of selfish nodes
increases. If we can detect and discourage selfish behaviour, it might be possible to
achieve the same performance as if no nodes are selfish, even if all the nodes have a
propensity for selfish behaviour.

How can we create the correct incentives for nodes to cooperate? Incentives,
reputation and trust have been extensively studied in Wireless Mesh Networks [30],
Peer-to-Peer Networks [26], Mobile Ad Hoc Networks [11] (MANETs) and more
recently, in DTNs [16].

Huang et al. discuss the drawbacks of mobile DTN systems and state “without
sufficient nodes cooperating to provide relaying functions a MANET cannot function
properly” [11]. They go onto discuss the different drawbacks with various types of
incentive systems for user co-operation. They find that in the early stage of a tech-
nology’s development it is not necessary for the system to incentivise co-operation.
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Fig. 14.1 Simulation of an opportunistic network application using Epidemic routing and the
Reality Mining mobile phone dataset. Indirect delivery ratio is defined as the number of messages
delivered that were not passed directly from the source to the destination, divided by the number of
unique messages. As the proportion of selfish nodes in the network increases, network performance
in terms of delivery ratio decreases. Selfish nodes do not pass messages that originate from nodes
other than themselves. Error bars are included, but are too small to be seen

They do, however, state that this may be a problem in the future if the technology is
to be used in a mainstream market. Thus, we look at attacks on opportunistic routing,
incentives mechanisms and future challenges.

14.1.1 Attacks on Opportunistic Routing

We can view incentivising participation in the scope of malicious/selfish behaviour,
as attacks and a lack of incentive for participation can both lead to reduced network
performance. We now discuss attacks on opportunistic networks, as we cannot con-
sider the improvements these networks can provide, without considering whether
opportunistic networks are capable of providing those improvements in the face of
a malicious attacker’s behaviour.

14.1.1.1 Manipulation of Routes

Nodes may try and alter the speed at which they perform periodic control processes,
for example increasing the route update frequency. This may affect the weighting of
reports for example, or cause increased energy consumption [4].



386 G. Bigwood and T. Henderson

Nodes may alter the intended path of a message by forwarding it to a node that
was not on the intended path [4]. This can be an attempt to decrease the chance of
a message arriving at the destination. This is also a way for an attacker to cause a
node to have to do more than its fair share of forwarding, or reduce the demand on
the malicious node.

14.1.1.2 Selective Maliciousness

Nodes may try to beat any reputation mechanism by only being selectively malicious.
Either in the time dimension (by altering at which times they are malicious) or the
node dimension (by only being malicious to certain nodes) [36].

By performing attacks on only a subset of the nodes (or for a short period of time),
the attacker may avoid detection, while still gaining some return from its malicious
behaviour.

14.1.1.3 Selfishness

If users behave selfishly, it harms the network as the nodes’ messages may not get
through. If all nodes behave selfishly, the only way to deliver messages would be
via direct delivery. The users’ economically rational desire to preserve their battery
power affects this selfishness.

The vulnerability of opportunistic networks to selfishness is discussed in [14].
Karaliopoulos finds that DTNs are vulnerable to selfishness, and produces a metric
for assessing the vulnerability, called the “deceleration factor”. Panagakis et al. [27]
also show that the opportunistic routing protocols can be susceptible to selfishness,
in particular Epidemic [38] and Spray-and-Wait [34, 35] (both of which are highly
cited protocols).

Keränen et al. find that once around 30 % of the nodes in the network are selfish,
the performance of the routing protocols degrade [15]. Shevade et al. find that the
performance of the network can drop to as low as 20 % if nodes are selfish [32]. Thus,
we see that we should focus on incentivising user participation alongside protecting
against attacks on the network, that a focus on the incentives for participation in
opportunistic routing is needed.

Xu et al. [39] look at the different distributions of altruism for opportunistic
sharing. They find that nodes with lots of contacts cannot maintain a uniform altruism
to all connections due to resource constraints. They find that the “important” nodes
should be favoured, as they are responsible for maintaining the short diameter of the
network. This fits with the view of certain nodes in the network (hubs) having more
influence over the transmission paths of messages than the average node. Solis et al.
describe a mechanism that uses classification for the nodes to prioritise the traffic of
nodes that contribute towards routing [33].
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It may also be the case that nodes are selfish to the point where they do not forward
messages on behalf of other nodes, but will pass messages to the destination if they
meet them. This may be acceptable, depending on the routing protocol in use.

14.2 Incentivising Participation

We have seen in Sect. 14.1.1 that there are several attacks against opportunistic
network routing. We now focus on incentivising nodes to participate in routing.
Burgess et al., however [5], show that opportunistic networks are robust to many
attacks, without even having to use authentication. They find that because the rout-
ing protocols frequently use a lot of message replication, opportunistic networks
perform well in the face of attacks. We should, therefore consider selfishness as
more of a threat than malicious attacks.

We also need to consider the incentives that users have to participate in a rout-
ing protocol at all. It would be rational for nodes to forward their own messages
at all possible opportunities and to expect other nodes to forward all of their mes-
sages, whilst they themselves do not forward messages on behalf of any other nodes.
While rational, this behaviour is selfish, to avoid costs, or to reduce congestion due
to other nodes traffic, so that the selfish node’s messages have an increased likeli-
hood of reaching the destination. Sun et al. develop a trust measure for distributed
networks [36], and argue that a trust measure is necessary to facilitate cooperation.

When Resta et al. look at node cooperation [29], they find that even a small
number of nodes co-operating leads to significant improvements over the case where
all nodes are selfish. If we can incentivise a small proportion of nodes to participate
it could lead to increased routing performance. We need to decide, however, how to
incentivise this participation.

To incentivise nodes to participate in forwarding, we can create an undesirable
consequence for not following the routing protocol, or we can encourage participatory
nodes through rewards. Opportunistic networks are mobile and ad hoc. The incentive
mechanism thus needs to operate in a distributed fashion. For nodes to know whether
or not a particular node is malicious or altruistic, we need to provide a common scale
that nodes can be compared against. To do this, we can incorporate the concept of a
computable reputation score for nodes, thus enabling the nodes to punish or reward
nodes for their behaviour.

Many different mechanisms exist to create incentives to discourage selfish-
ness [21]: from bartering (a direct exchange of services), to currency (behaviour
that benefits other users earns measurable credits exchangeable for services). In the
middle of this spectrum lies asynchronous bilateral trading: nodes perform actions
to benefit one another, but not necessarily at the same point in time.

To combat selfishness, we must first detect it. Several approaches use “watchdog”
mechanisms [1, 4, 10, 23–25], where a third node oversees a message exchange
between two nodes to verify its authenticity. Such an approach, however, is inap-
propriate for opportunistic networks, as routes are rarely static and the inter-contact
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times are large; neighbours are not consistently available to monitor the behaviour
of one another.

For a disconnected opportunistic network, it is therefore necessary to rely on the
encounters between nodes as the only way to exchange data and incentive mechanism
control traffic. The most common detection approach for opportunistic networks is
for all nodes to monitor their own encounters, and to exchange their opinions of
other nodes when they interact. Nodes then use these collated opinion data to make
decisions about the trustworthiness of individual nodes. Liu and Issarny [20] describe
a recommendation model, which is used to allow nodes to share their opinion of nodes
so that malicious behaviour can be detected.

Liu et al. argue in favour of using reputation of recommendations as well as
reputation of service provided by nodes [20]. They discuss how to force nodes to
reveal the control information and reputation information.

Many mechanisms incentivise participation by encouraging the other nodes not
to forward the selfish node’s messages [1, 5, 10, 21, 22, 24, 25, 32]. Either selfish
nodes do not have access to credits, or other nodes do not forward their messages
because their reputation is below a certain threshold.

Yu et al. reputation system for peer-to-peer (P2P) networks has nodes build opin-
ions of other nodes by analysing the quality of service (QoS) that they receive from
these nodes [41]. They also use a measure of credibility for the nodes in the network.
We refer to this protocol as YSS.

YSS includes a rating-discovery algorithm that maintains consistency of ratings
across the network. P2P networks, however, have different properties to opportunistic
networks. Even though there is potentially high churn in peer-to-peer networks, it is
generally assumed that direct connectivity between any two nodes in the peer-to-peer
network is possible, which is unlikely to be true in an opportunistic network. In
opportunistic networks, it is harder for nodes to establish the opinion of nodes, as
they cannot connect to arbitrary nodes to request reputation information.

To verify the reputation information, we must be able to prove that the reputation
is based on experiences—how can we prove that messages were exchanged, or that
encounters occurred? One way to validate encounters is to use encounter tickets [16],
a cryptographic mechanism that nodes can use to prove encounters and message
exchanges took place. When two nodes meet they create a data item containing the
timestamp of the encounter, known as an encounter ticket. Assuming the nodes are
using PKI, both nodes sign the ticket with their private keys. This provides non-
repudiation for encounters. Encounter tickets allow nodes to build up a history of
message exchanges to use to construct an opinion of other nodes. Nodes can exchange
encounter tickets and opinions during encounters.

SMART is a credit-based multilayer incentive mechanism for DTN [42]. SMART
uses provable exchanges and layered coins. This protocol requires the nodes to con-
nect to a trusted authority for credit checks for nodes to send messages. Lu et al. also
use an encounter-ticket-based incentive mechanism [22], but this requires a trusted
authority (an out-of-band oracle), which makes it inappropriate for opportunistic
networks. Li et al. propose RADON [17], which uses an interaction history-based
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approach, combined with watchdog nodes. RADON floods control messages to the
network, potentially consuming lots of nodes’ resources.

Any incentive protocol that relies on trust and reputation needs initial reputation
values for the nodes [32]. Self-Reported Social Networks (SRSNs) provide infor-
mation that is available before network startup. Social community information has
been used to thwart node capture attacks [6], perhaps we can use SRSN information
to bootstrap the incentive mechanism?

Taking advantage of existing social-network information may a help routing pro-
tocols and incentive mechanisms meet the demands users have for the ability to be
selfish, while mitigating the damage this selfishness causes.

The SSAR protocol [19] treats opportunistic forwarding as a multiple knapsack
problem. SSAR considers the demands of performance and selfishness, and priori-
tises packets from those nodes that have strong social ties to forwarding nodes. These
social tie data are input by the user, and represent an SRSN.

The RELICS protocol [37] encourages cooperation through ranking. Nodes esti-
mate the likelihood of message delivery for each of the nodes they encounter, and
use this to rank nodes. A node’s rank is improved by being on the forwarding path
of successful delivery. Open message delivery a “delivery receipt” is generated,
which is passed back to the sender of the message, to notify the sender of deliv-
ery. Nodes adjust their energy expenditure to meet a desired delivery ratio threshold
(decided a priori). By expending more energy (forwarding more messages), nodes
can hope to deliver more messages, increasing their rank with other nodes. Similarly,
if their delivery ratio is above the threshold, nodes drop their energy expenditure.
The RELICS protocol requires nodes to flood control messages to the network. It
may be the case that not all of the nodes receive the control messages, and potentially
there is a large energy overhead for control messages.

We can see in Table 14.1 several incentive mechanisms for incentive-aware
routing, and the attack to which they are tailored to mitigate.

14.2.1 Attacks Against Incentive Mechanisms

Now that we have considered several attacks against routing mechanisms, and dis-
cussed incentive mechanisms, we consider attacks against incentive mechanisms.

Table 14.1 Incentive mechanisms: threats and incentives

Mechanism Threat Defence/Incentive

YSS [41] Selfishness Qos based credibility and ranking
RELICS [37] Selfishness Delivery receipts and limited energy expenditure
SMART [42] Selfishness Provable exchanges and layered coins
RADON [17] Tailgating Watchdog nodes and interaction prediction
MobiRate [28] Defamation Tamperevident tables
SSAR [19] Selfishness SRSN information
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By considering the ways in which the incentive mechanisms are vulnerable, we can
design incentive mechanism against these attacks.

14.2.1.1 Exploiting Friendship Mechanisms

Incentive mechanisms that use the concept of friendship or node pairing must take
care not to incentivise nodes to accept all other nodes as friends or accept no nodes
as friends. This can occur if the incentive mechanism hands out extra credits to
nodes that are “friends” with the individual paying the credit charge, or perhaps by
increasing the payout to individuals who are not friends with the node charged for
sending the message.

14.2.1.2 Increasing Trust Through Epidemic Behaviour

It may be possible for a node to improve its score by ignoring the routing protocol and
flooding messages on all network paths. This would increase the offending node’s
standing in other nodes’ eyes as they are being helpful. If all nodes took this approach,
however, the network would experience reduced delivery ratios due to flooding the
network (a tragedy of the commons). This attack is still economically rational [19],
as a node could decide to be selfish when it needs to be (when experiencing low
energy), yet can gain significant trust/reputation by forwarding when it has a large
amount of energy, e.g., when charging.

14.2.1.3 Tailgating

Nodes can follow another node, to create the appearance of a social connection or
to collect records of encounters. In some systems, nodes use encounter records as
a form of credit [5, 17, 18]. If the attacker can increase the amount of time that
it spends with a node, then the other nodes in the network may give the attacker
messages for the intended victim of tailgating. The attacker may then refuse to
deliver these messages to the victim node, effectively cutting it off from the network.
This attack can normally be solved outside of the incentive mechanism. The victim of
the tailgating attack may be able to take legal action against the attacker for stalking.

14.2.1.4 Manipulation of Control Traffic

In this attack, nodes may refuse to submit their credits or not exchange control infor-
mation [4, 9, 20, 42]. This behaviour makes it harder for the reputation mechanism
to detect the selfishness, as there is less information to rely upon. Nodes may also
try to offer routes that do not exist, by advertising that they are on the optimum for-
warding path [4, 5, 41]. Many incentive mechanisms assign a high reputation value
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to a node that is doing a large share of forwarding. By reporting to be doing a higher
share of forwarding than they are, the attacker can increase its reputation, as well as
potentially avoiding its share of required message forwarding.

Nodes may create false acknowledgments of messages arriving at the destina-
tion [5]. This can be an attempt to avoid nodes asking the attacker to forward messages
by causing other nodes to drop the messages that they may be holding.

Nodes may choose to create fake error messages, by claiming that a message was
corrupt [4]. This would allow them to avoid having to forward any more copies of
the message that they have been given.

14.2.1.5 Defamation

Nodes may choose to create false reputation claims about nodes, e.g., claiming that
a node is malicious when it is not [12, 20, 22, 36, 41, 42]. This type of attack allows
the attacker to potentially increase its own probability of nodes giving it a message in
the future, and therefore gain credits. This would allow the attacker to intercept more
messages. The MobiRate [28] ratings enforcement mechanism uses tamperevident
tables and control traffic exchange to ensure ratings returned are accurate and finds
reputable nodes.

14.2.1.6 Exploiting Detection Algorithms

In a credit-based system nodes must perform actions (altruistic behaviour) that they
use to accrue credits, which they exchange for ability to forward messages [42].
If nodes can purchase more credits for the system, then they can afford to be more
selfish: behaviour that does not benefit the network. If nodes all purchase more credits
instead of following the routing protocol, then we are left with the same results as if
there were no incentive mechanism at all. The cost of credits should therefore be set
appropriately high. We must place limits on the number of credits that are needed
to prevent credit explosion. Kangasharju et al. use this approach for opportunistic
networks [13].

A further problem for credit-based mechanisms is that the system must not incen-
tivise nodes to hoard credits. Especially if credits can be purchased, rather than earned
through self-less actions.

If the incentive mechanism incentivises nodes to behave in a network it is possible
that the nodes may start to behave selfishly again if they can avoid detection for a
period of time. It may also be possible in mechanisms without credits, that nodes only
stop being selfish while they are detected as being selfish, and then resort to being
selfish again once they are no longer considered selfish. There may be a window in
which nodes that are being selfish are not detected as such. We need to look at how
well mechanisms detect the selfishness, as this detection-delay exploit may be quite
large.
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Table 14.2 Opportunistic routing and incentive mechanism threats and mitigations

Attack Defence

Selfishness An incentive mechanism
Traffic deviation Watchdog nodes
Fake routes Permit (within reason)
Fake error messages Reputation mechanism
Increase route update frequency Encounter tickets
Silent route change Not applicable; no static routes
Collusion Remove distributed mechanisms
Tailgating No practical defence; solve out-of-band
Adding/removing nodes on path PKI
Defamation Encounter tickets
Submission refusal Detect through reputation mechanism
Sybil attacks Self-reported social networks
Trying to live in the grace period Better detection mechanisms

Incentive mechanisms in which nodes gain reputation/trust by being on the deliv-
ery path, may encourage nodes to drop older messages. Nodes would be incentivised
to drop messages that offer them a minimal chance of reputation improvement. This
reduces network performance because less messages get through to the destination.

14.2.1.7 Collusion

Nodes may collude and work together to perform attacks [20, 41]. Rather than being
an attack itself, this is a way for nodes to modify an attack strategy. Collusion adds
another level of consideration for distributed reputation and incentive mechanisms
designers to consider. For example, if nodes can pollute the reputation mechanism
with false reputation reports, it may make accurately detecting malicious behaviour
difficult.

14.2.1.8 Sybil Attacks

Malicious attackers may create several fake identities to mask their behaviour or
alter the outcome of any reputation mechanism or routing decisions [36, 41]. This
allows the attacker to use a new identity in the network if the reputation mechanism
detects their previous malicious behaviour. In a sybil attack, the attacker uses multiple
identities to increase the reputation of the attacker’s main identity, in the same way
as multiple nodes in collusion would.

We can see a summary of attacks on opportunistic routing, and incentive mech-
anisms in Table 14.2. Not all of the attacks discussed are a relevant threat to all
opportunistic networks, as not all opportunistic networks rely on the same routing
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or incentive mechanisms. While many of the attacks can be prevented with adequate
security protocols, however, it is important that the network can provide the intended
service to users. If users are not incentivised to follow the routing protocols, nodes
will not follow the routing protocols, thus, research into prevention of attacks against
the routing protocols would be irrelevant. We believe, therefore, that incentivising
participation and avoiding selfishness as the most important of the challenges facing
opportunistic routing.

14.3 Incentive Mechanisms for Opportunistic Networks

In Sect. 14.2, we have seen the need for incentive mechanisms. Most of the incentive
mechanisms discussed, were not specifically for opportunistic networks. Opportunis-
tic networks, however, have some unique properties that we should consider.

First, incentive mechanisms must operate as soon as the network begins. Routing
mechanisms may have warm up periods in which they are not effective, so we are
faced with the challenge of how to ensure the incentive mechanisms works effectively.

Second, because opportunistic networks are designed to operate in geographical
areas without infrastructure connectivity, we are unable to use out of band connec-
tions to infrastructure elements such as oracles. Centralised points of failure such as
oracles and infrastructure connections also clash with the distributed architecture of
opportunistic networks.

Third, there are power and networking constraints in opportunistic networks that
are not found in other networks such as peer-to-peer networks. We must, therefore,
conserve each node’s battery and storage. Incentive mechanisms that require frequent
control plane messages, for example delivery receipts routed back to the message
source, may be inappropriate for opportunistic networks. All data, including control
plane messages, must be forwarded opportunistically. This requirement may decrease
the performance of MANET-based incentive mechanisms that rely on connected end-
to-end paths for control plane messages.

Fourth, opportunistic networks may do not share a similar concept of Quality of
Service with networks such as peer-to-peer networks. In a peer-to-peer network, for
example, we may use upload speed and upload to download ratio as measures of
QoS that a node provides to the network. In an opportunistic network, we cannot use
these as measures.

One incentive mechanisms that aims to address these issues is IRONMAN [3].
IRONMAN uses pre-existing social network information to bootstrap trust rela-
tionships. By making use of existing information, from outside the network itself,
IRONMAN does not require an oracle, infrastructure network, watchdog nodes nor
flooded delivery receipts.

By viewing the members of a node’s SRSN that are also members of the oppor-
tunistic network as more trustworthy, we can exploit this implicit trust relationships
provided by the opportunistic network users. Detecting selfish behaviour quickly
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Fig. 14.2 Nodes keep a history of their encounters and message exchanges. When nodes meet they
exchange histories to detect selfishness

reduces the amount of transmissions to (and due to) selfish nodes, which reduces
energy wasted.

When using the IRONMAN protocol, nodes keep encounter histories, that they
use to confirm delivery of a message when encountering the destination. We can see
an example of encounter histories used for detection in Fig. 14.2.

To compare the performance of the incentive mechanisms, we must decide on
appropriate metrics. We consider the negative impact of selfishness on the network
using the following metrics:

1. Detection Time. The time that it takes a mechanism to correctly detect selfish
behaviour in a node. This is the average time between a node choosing to behave
selfishly, and the time that a node is detected as selfish. A mechanism with a low
detection time will minimise the impact selfish behaviour has on the network.

2. Detection Accuracy. The proportion of selfish nodes that were correctly detected
as selfish by a mechanism. An ideal mechanism will have a low Detection Time
and a high Detection Accuracy.
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Fig. 14.3 A simulation of Epidemic routing over the reality Reality Mining trace. We compare
the selfishness cost when two proportions of nodes behave selfishly. Nodes have a finite buffer,
energy and message TTL. IRONMAN greatly outperforms the other mechanisms, with both YSS
mechanisms performing similarly, followed by RELICS

3. Selfishness Cost. The proportion of forwarded messages (medium accesses) that
were generated as a result of a node creating a message while it was selfish. In
some respects this can be seen as the “goodput” of a network with selfish nodes;
a mechanism with a low Selfishness Cost is effectively maximising the use of the
network by cooperative nodes.

Using these metrics, we can compare the performance of several incentive mech-
anisms under simulation. In Fig. 14.3, we see the relative selfishness cost in a sim-
ulation of: no incentive mechanism, YSS, RELICS and IRONMAN. We see that all
schemes outperform no incentive mechanism when all nodes are selfish, and that
IRONMAN successfully incentives nodes to share information [3].

By bootstrapping the trust mechanism using SRSNs and using encounter histories
to confirm delivery of messages, IRONMAN out-performs existing mechanisms
without requiring an oracle or infrastructure network, nor delivery receipts. This
shows that incentive mechanisms designed for opportunistic routing are useful, and
motivates future work in this area.

14.4 Challenges for Incentive Aware Routing

We have discussed several effective incentive mechanisms for opportunistic net-
works. There are, however, many challenges and many avenues for future research
in the area. We can group these challenges as follows:
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14.4.1 User Behaviour

There are several questions related to user behaviour related to incentives to partic-
ipate in opportunistic routing. In particular, how do we handle malicious behaviour
of certain nodes? We must be able to incentivise against selfishness, while also pro-
tecting the network against malicious behaviour.

It may be the case that nodes behave altruistically, and in accordance with the rout-
ing protocol in use, but in certain circumstances still behave selfishly. One example
may be when a user’s battery is running low, they do not route messages for other
nodes. Incentive mechanisms need to consider human factors such as this.

How can nodes corroborate information, especially with regards to message tim-
ings? Because opportunistic network nodes work in a disconnected environment,
converging on accurate message timestamps is a difficult challenge. Creating proto-
cols that rely on alternative methods of verifying meetings and interactions, such as
encounter tickets, may be provide an alternative to reliable, accurate event timings.

14.4.2 Using Social Network Information

We have seen that using social network information can improve incentive mecha-
nisms for opportunist routing. Perhaps, we can classify users based on their social
network information [2]? These classifications may help in routing and incentive
mechanisms.

As opportunistic routing patterns may be similar to human social network patterns,
opportunistic network researchers may find that some of the issues that arrive in this
area have been addressed outside of the field of networking. In particular, the field of
social-science and sociology could provide some useful new partnerships for cross-
discipline work.

14.4.3 Cross-Layer Information Use

Many opportunistic network applications might themselves involve social networks,
for instance, mobile social networks, crowdsourcing, or participatory sensing. Might
it be useful to expose trust relationships from the routing layer to the application
layer, or vice versa?

Perhaps, we could use application layer detection of misbehaving nodes, such as
anomalous crowdsourced data, to inform routing decisions? Such further study will
require both routing protocol development and application deployment.
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14.4.4 Modelling Social Network Behaviour

Several of the incentive mechanisms discussed assume that members of the same
social network will be more likely to trust each other. But if behaviour is contagious
across a social network, as proposed by Fowler and Christakis [8], then perhaps selfish
behaviour might also propagate, leading to new incentive challenges. Predicting
user location [31] and interaction is a hot topic for both opportunistic and pervasive
networks.

14.4.5 Academic Challenges

Conducting research in the area of Opportunistic Networks frequently involves the
collection and analysis of large datasets that potentially contains participants sensitive
personal data. Such data can include locations visited, social network and interaction
patterns and phone call logs.

We must take care when analysing and distributing these data that we treat this
personal information ethically and in accordance with applicable laws and data pro-
tection guidelines.

Collecting a dataset of a large size can, therefore, be a daunting, expensive and
difficult procedure. Researchers can, and should, share data with the community,
thus enabling corroboration of results and future work in the area. Sites such as the
wireless data archive CRAWDAD [40] try to address this problem by providing a
data repository for data traces with links to the associated papers. Currently, a lack
of availability of a data trace from a large-scale deployment means that thorough
evaluation of opportunistic networking remains a challenge.

14.4.6 Metrics for Analysing Incentive Mechanisms

There does not seem to be consensus on how best to compare and analyse the incen-
tive mechanisms for opportunistic networks. Simulations work well for analysing
encounter patterns, but incentive mechanisms may cause users to alter their behav-
iour, making these simulations complex. There is currently no standard simulator to
use for incentive mechanisms and opportunistic routing.

User data traces would go some way to address this problem, but user behaviour
would likely be specific to the analysed protocols. At the moment, however, there is
currently no large-scale opportunistic network in deployment (neither in the academic
nor commercial sectors).

Furthermore, what does a “fair” forwarding distribution look like? Should users
be allowed some degree of selfishness? Answers to these questions will largely be
deployment specific. Perhaps, opportunistic routing algorithms and the associated
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incentive mechanisms need to be able to be tuned for each deployment? How would
an opportunistic network with heterogeneous routing protocols and incentive mech-
anisms work?

14.5 Conclusion

Incentives mechanisms for participating in opportunistic routing will be vital for any
opportunistic networking deployment where users bare the costs of routing messages.
Without an incentive mechanism, rational user selfishness will greatly reduce network
throughput.

We have seen that requirements for incentive mechanisms in opportunistic net-
works differ from seemingly similar mobile networks such as MANETs and DTNs.
Several recent incentive mechanisms designed for opportunistic networks focus on
utilising data gathered from the users about their encounter patterns, so called self-
reported social networks.

The requirements of opportunistic networks of incentive mechanisms leads to
a set of unique challenges, many which have not been investigated. Solving these
problems may lead to a greater understanding of opportunistic networks in general,
and to interesting cross-discipline advances in the fields of sociology and psychology.
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