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Single- or dual-point fault based cut set
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Cut set counter for 
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C l l C

12 C1
12s

Example

2

C l
i{s/d} �= Cg

j{s/d} ∀ i �= j ∧ l �= g,

C l
is ∩ Cg

jd
= ∅ ∀ i, j, l, g.

l g i j

Result:
cut sets
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Result layer / layer 1

Layer 2

Layer 3

Layer 4

External

Faulty part of the system

8

λl
i

i l
TM

P (C l
is) = 1− e−λl

i·TM ≈ λl
i · TM .

λ1 λ2

p

p = 2 · λ1 · λ2 · (TM · TSS − 1

2
· T 2

SS),
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Diagnostic coverage
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|C l
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8 F
P (C l)

F =
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P (C l).
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DC =
λdd

λdd + λdu

.

λdd λdu

Calculation
process

λdu DC

λdu
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79

www.TechnicalBooksPDF.com



Fields of
application

Contributions

80

www.TechnicalBooksPDF.com



81

www.TechnicalBooksPDF.com



Outlook

82

www.TechnicalBooksPDF.com



www.TechnicalBooksPDF.com



7

“Zebra
tactics” for
MOBILE

� Springer International Publishing Switzerland 2015
P.J. Bergmiller, Towards Functional Safety in Drive-by-Wire Vehicles,
DOI 10.1007/978-3-319-17485-3_7

85

www.TechnicalBooksPDF.com



86

www.TechnicalBooksPDF.com



Requirements

Solution
strategy→ →

→
→

→

87

www.TechnicalBooksPDF.com



→

→
→

→

Core
contributions

(1) System
structures

88

www.TechnicalBooksPDF.com



(2) Deriving
symptoms

1970

(3)
Determining
actions

89

www.TechnicalBooksPDF.com



Cause-
symptom

correlation

Fuzzy Logic

1960

Bayesian
Networks

90

www.TechnicalBooksPDF.com



Neural
Networks

1943 1980

91

www.TechnicalBooksPDF.com



(4) Relating
PFDH →

→

< 4
→

→ →

�

S Ns

�

92

www.TechnicalBooksPDF.com



Controller

Signal
group

Input
signals

Symptom 1

1

Action
derivation

unit

Action
Symptom 2

Symptom S

Signal
group

2

Signal
group

S

N
1

21

11

Input
signals

N
2

22

12

Input
signals

N
S

2S

1S

.
.
.

.
.
.

.
.
.

Monitoring
unit

1 32 3

1

2

S

p

p

p

N
1

21

11

N
2

22

12

N
S

2S

1S

.
.
.

.
.
.

.
.
.

�

93

www.TechnicalBooksPDF.com



ps

ps = max

(∑n=Ns

n=1 (hs,n · psn)∑n=Ns

n=1 (hs,n)
, Es

)
, s ∈ {1..S}, n ∈ {1..Ns}, hs,n ∈ R

+,

hsn n s
Ns psn n Es

(A) - Error
perpetrator

s ps

Ps( s ∩ s ) =

ps · Ps( s | s ).

Ps( s s )

0.5

Ps( s ∩
s ) s

s

(B) - Signal
group error
probability

vectors

�e S

(C) - Cause
identification
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cr

�c = (c1, .., cR)
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cr =

∑s=S
s=1 cer,s · es∑s=S

s=1 cer,s
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(D) - Action
derivation

�c

G R
acg,r g r

ag

ag =
r=R∏
r=1

(acg,r · cr + (1− cr)).

(1 − cr)
g (acg,r · cr)

�a = (a1, .., aG)
T

(E) - Action
weighting
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No fault
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Weighted costs

Vehicle operable

after application of 

an action

ug
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wg

wg =
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maxg(
∑r=R

r=1 acg,r · (1− cr))
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ug

ug = wg ·
r=R∏
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(1− cr).

ug �u �a �u
�v = �a− �u g

vg

(F) - Time
dependency

g
g

96



�c (th)
th

�c (th) �c
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�c(th) �c h
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�c (th)
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− = �0

�c (th)

97



Secondary

node

Sensor data

Actuator

commands
Primary

node

FlexRay A

User inputs

(gas + steering),

sensor information

FlexRay B

Output

units

Input
units

Output
unitsInput

units

Input

units

98



n
psn = 0 psn = 1
4

2 10

Internal
health
monitoring

99



CANAFail
IntSysTim

DevSW X X X

O O O

X X O

X O O

O O O

O X O

FrequMon
PropMon

DelayMon ...
...
...

D
e
l

P
ro

p

L
im

it

...

...

...

CEof SN

CEof PN

...

...

......

...

...

D
e
l

P
ro

p

L
im

it
Power off
SW reset
No action 0 0 0

1 1 1

0.2 0.8 0.1

ACof PN

...

...

...

D
e
v
S

W

In
tS

y
s
T

im

C
A

N
A

F
a
il

0 0 0

0.8 0.8 0.8

0.5 0.5 0.5

HW reset
SW reset
No action ...

...

...

D
e
l

P
ro

p

L
im

it

...

...

...
AC

2 10

Matrices

100



250

101



10% 33%

pdel 33% 100% 33% 0% 100% 0%
pprop 0% 0% 33% 33% 0% 66%

t1
t2
t3
t4

pdel/pprop

→

→

→

→

→

p1 p2 p3 0 0.10

102



1 2 3 4 5 6 7 8 9 10
0

0.5

1
Probability values
            0 OR 0.10

Cycle

A
ct

io
n 

pr
ob

ab
ili

ty

1 2 3 4 5 6 7 8 9 10
0

0.5

1
Probability values
            0 OR 0.30

Cycle

A
ct

io
n 

pr
ob

ab
ili

ty

1 2 3 4 5 6 7 8 9 10
0

0.5

1
Probability values
            0 OR 0.60

Cycle

A
ct

io
n 

pr
ob

ab
ili

ty

1 2 3 4 5 6 7 8 9 10
0

0.5

1
Probability values
            0 OR 0.90

Cycle

A
ct

io
n 

pr
ob

ab
ili

ty

SN&PN NoAction
SN SW−Reset
SN HW−Reset
SN PowerOff
PN SW−Reset
PN PowerOff

p1 p2 p3

(0, 0, 0)

4

Discussion
of simulation
results

103



4

0

104



0 0.5 1
0

0.5

1

Probability input

A
ct

io
n 

pr
ob

ab
ili

ty Cycle #1

0 0.5 1
0

0.5

1

Probability input

A
ct

io
n 

pr
ob

ab
ili

ty Cycle #2

SN & PN NoAction
SN SW−Reset
SN HW−Reset
SN PowerOff
PN SW−Reset
PN PowerOff

PFDH and
Bayesian
Networks

147

105



CS1,1 CP1,1
CS1,2 CP1,2

CSR,G CPT,Z

CS1,1 AS1,1
AS1,2

CP1,1 AP1,1
AP1,2CS1,2

CM1,G

CP1,2
CM1,G

SG

1
...

...
ASG

SN1

ASG

SN2

ASG

SNN

SG2 SGN

...
ASG

PN1

ASG

PN2

ASG

PNN

SG1

CoF

SN1

CoF

SNR
...

CoF

PN1

CoF

PNT
...

AS1,1
AS1,2

AS1,G ASR,GCS1,G ...

AP1,1
AP1,2

AP1,Z APT,ZCP1,Z ...

ASr,g / APt,z : 

CSr,g / CPt,z : 

CoF SN/PNr,t : 

ASG SN/PNr,t:

SGn: 

efficiency of action g/z to address r/t -th cause on the 
secondary/primary node

costs generated by action g/z on cause r/t on the 
secondary/primary node

r/t-th cause of failure on the monitoring/development node

signal group failure rate associated to the 
secondary/primary node

probability of failure detected by signal group n

SN

PN

25%
97%

3%

106



107



108



Increase
benefits,
reduce costs

109



Model-
following
controller

Controller
onboard

MAX

1 5

100%

110



0 5 10 15 20 25 30 35 40 45 50
−1

0

1

2

3

4

5

Time  (s)

A
cc

el
er

at
io

n 
(m

/s
²)

, s
pe

ed
 (

m
/s

) Measured acceleration
Reference acceleration
Measured speed
Reference speed

Failure com-
pensation

111



0 5 10 15 20 25 30 35 40 45 50
−3

−2

−1

0

1

2

Time (s)

Y
aw

 r
at

e 
(r

ad
/s

),
 s

id
e 

sl
ip

 a
ng

le
 (

ra
d)

Measured yaw rate
Reference yaw rate
Measured side slip angle
Reference side slip angle

Conclusion

112



113



8

Strategic
mechanisms
for MOBILE

� Springer International Publishing Switzerland 2015
P.J. Bergmiller, Towards Functional Safety in Drive-by-Wire Vehicles,
DOI 10.1007/978-3-319-17485-3_8

115



Limitations
of the

current
approaches

116



Requirements

Solution
strategy

117



Critical wear level

P
ro

p
o

rt
io

n
a

l 
w

e
a

r

Comp. 1 Comp. 2 Comp. 3 Comp. 4

without optimization

with optimization 

(overall wear 

reduction)

with optimization 

(wear balancing)

1

2

3

118



Need for
coordination

Modeling
components

Impact
factors on
tire wear

119



Δm = f1 ·W f2 .
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FL FT

Ω · R
α ω · r
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