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| ntroduction

Ever since software devel opment became an engineering discipline, software devel opment teams everywherein the
world have faced similar development and deployment problems. Among other things, developerstoday are
concerned about:

Reusing code that has been tested and used in other applications

Deveoping flexible gpplications that can be customized to the users needs, but not at the expense of
overburdening the development team

Addressing anomdies and add features after the application has been shipped, while avoiding acomplete
rewrite of the application

Improving application development time by leveraging againgt software code developed by third party
software vendors

Developing distributed and non-distributed applicationsin asmilar manner

All of these challenges and many more are addressed by a single technology: the Microsoft Component Object
Modéd, better known as COM. COM is aframework for devel oping software components, smal binary
executables, that provide services to applications and other components.

Theincredible explosion of the Internet has caused arevolution in the way information hasto be made available to
the users. In devel oping enterprise systems, the traditiond client/server moded has been replaced with athree-tier
programming mode!, enhanced for Internet applications. Developing such enterprise systemsisatime- and
resource-consuming affair, asthe system has to meet extra enterprise-level requirements such as scaahility,
robustness, security, transaction support, etc.

COM+ isan advanced run-time environment that provides services to meet many of the above-mentioned
enterprise-level requirements. It isan integral part of the Windows 2000 Operating System. Developers can leverage
the services provided by COM+, instead of building the services themsdlves.

This book focuses on understanding the COM + architecture from a devel oper? perspective and building COM +
applications using Microsoft Visua C++ and the Active Template Library (ATL).



COM+ isnot aradica departure from COM?2t isjust the next stage in the evolution of the COM programming
modd. Asamatter of fact, it isvery difficult to determine where COM ends and where COM+ begins. In order to
understand the COM+ architecture and the services provided by COM+, it is necessary to understand the
fundamenta component modd at the heart of COM+. To thisend, the book isdivided in two parts. Thefirst part
builds the foundation that is COM and the second part explains the services provided by COM+ version 1.0.

NEXT >
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About This Book

The purpose of writing this book istwofold. To help you:

1.

Understand the COM/COM+ architecture, and

Explore the services provided by COM+ 1.0.

In order to achieve the stated goals, | have presented the material from a devel oper? perspective. | haveillustrated
the key concepts by writing some simple applications using Microsoft Visua C++ 6.0, Platform SDK (January
2000), and ATL 3.0. Thisbook provides enough C++ code and tools to enable the readers to be more productive
and to carry out further research.

Aswe progress through unfolding the COM+ architecture and services, | first present one or more
software-engineering problems at hand, and then discuss the solution that COM + has to offer. Whenever applicable,
code snippets are provided to illustrate and explain the concepts.

In an attempt to focus on COM+ 1.0 architecture and services, | have refrained from including materid that is not of
any practical importance. Consequently, | do not discuss the origin and history of COM, or even Microsoft
Transaction Server (MTS), aprecursor to COM+ 1.0. However, whenever possible, | have touched upon the new
sarvicesthat are being planned for the future release of COM+ (COM+ 1.X).

Throughout the book, | have identified important points and tips for effec-tive COM+ programming. The pad and
pencil icon marksthe important notes:

Thelight bulb icon flagsthetip:
i ’

)
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Choice of Language

COM+ isaspecification. As such, it islanguage independent. However, most COM-based components are
currently written in C++. Thisbook uses C++ for dmost al the server-sde code. Client-sde usageisshown in C++,

VB, or in any other language that is appropriate for the given Stuation.

<BACK NEXT >
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Prerequisites
The most important prerequisite for thisbook isyour willingnessto learn.

The book iswritten for intermediate to advanced devel opers. It is assumed that the readers have aworking
knowledge of thefollowing:

Windows 2000 Operating System
C++ programming language
VB programming language
C++ templates. In particular, familiarity with C++ Standard Template Library (STL) ishelpful
Developing programs using Win32 API
Windows 2000 security model
Strictly speaking, many of these assumptions can be relaxed. For example, knowledge of Win32 API or C++

templatesis helpful but not mandatory. Aswe go through devel oping sample code, | am confident readers will
automatically pick up the missing informetion.
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Sample Code

All the examples provided in the book are concise and complete. For brevity, | sometimes show only the relevant
code snippet in the book. However, complete source code is available on the companion CD. All the examplesand
tools have been compiled under Visual C++ 6.0 SP3 and Platform SDK (January 2000), and have been tested with
the release version of Windows 2000 OS.
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Refer ences

This book frequently refersto other books, Microsoft? Knowledge Base articles, articles from various journas, and
from Microsoft? Developers Network (MSDN) Library. All the references for aparticular chapter are listed at the
end of the chapter. Each referenceisindexed by akeyword that uses a combination of author? last name and year
the reference was published. For example, Don Box? book Essential COM, which was published in 1998, is
indexed as[Box-98]. In the book, each time | haveto refer to an article, | use the keyword index of the reference.
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Chapter Organization

The book is divided into two parts. Thefirst part, The Foundation, consists of three chapters. It explainsthe
fundamentas of Component Object Modd and shows how to design and devel op COM-based applications. Each
chapter builds on the knowledge from the previous chapter.

The second part, The Extension, focuses on COM+ architecture and services provided by COM+ 1.0. Each
chapter focuses on a specific aspect of COM+. These chapters arelargely independent of each other. Chapter 5,
however, explains the COM+ programming model, and should be read before looking into any other COM+ chapter.
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Companion CD

The companion CD containsthefollowing:
1.

The source code for the C++ utility classes and tools devel oped in the book.

The entire source code for dl the examples arranged by chapters.

More information about the contents of the CD can be found in the read-mefile on the CD.

<BACK NEXT >
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Chapter 1. The Component Model

Congtant innovations in computing technology have made awhole host of powerful and sophisticated applications
availableto users. The sophistication of the applications may include such things asfancy user interfaces or updating a
single database or, in amore complex case, different parts of an gpplication communicating with each other across
the network, even across different hardware and operating system platforms, and perhaps updating multiple
databases. Such sophidtication, however, has brought with it many problemsfor the developers and software
vendors. Developing, maintaining, and revising such large and complex softwareisnot only difficult, but isalso
time-consuming. As such, developers are constantly looking for methodol ogies to hel p them reduce the size of the
project by reusing existing code or buying third party modulesthat can easily be integrated into their own. Moreover,
the methodol ogy should allow them to extend this reusable code without bresking the existing consumers of the code.

Over the years, anumber of paradigms and programming methodol ogies have been offered to help developers and
software vendors devel op reusable and extensible code. One such paradigm, object-oriented programming, has
been received favorably by the software community. Under this paradigm, certain sets of related features are
grouped inasingle unit caled an object. This createsalayer of aostraction that smplifies many programming tasks
and provides exteng bility to the object.

As an object-oriented programming language, C++ has enjoyed alarge community of followers. The language?
support for object-oriented programming principles such as encapsulation (the hiding of an object? implementation
details) and inheritance (the ability to reuse existing objectsin the creation of new, more specialized objects) has
resulted in an emergence of a marketplace for third party C++ classlibraries.

Despite the object-orientation of C++, there are afair number of obstaclesin building reusable classlibraries. Many
of these obstacles sem from the way a C++ compiler implements some specific features of the language, making it
difficult to link the classlibraries across various compilers. In this chapter, welook at the technica issuesin
developing C++ classes as reusable components. Using the interaction between e ectronic components as a concrete
example, | will present programming techniques that address each of the key technical issues. Ultimately, | will show
that by following two programming paradigms, we could devel op reusable and extensible software components. The
two programming paradigms, dynamic linking and binary encapsulation, form the foundation of the Component
Object Model (COM).

<BACK NEXT >
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Component Reusability

It?late in the afternoon on Friday. No meetings were scheduled today, so you?e spent most of your time
implementing avery creetive agorithm that will be incorporated in the forthcoming release of the product. Everything
is coming together very well and the project is on schedule for delivery7hisistoo good to be true. Y ou earned your
pay and then some, especidly considering your brutal effort over the past month. Thisweekend isgoingto bea
welcomerdief. Asyou St back with ablank stare at the screen, lost in thoughts about your plans for the weekend,
the project manager walksinto your office and asks, 7ave, can we add support for browsing aweb page within our
application??Y ou take a deep breath and ook at the ceiling as you focus on the problem and gtart thinking. We will
need to do some low-level socket programming to connect to a web site. We will need to parse the HTML
document and display user interface components such as buttons, edit boxes, etc. Asif thisis not enough, we
will also need to deal with embedded scripts in the HTML document. How about dealing with firewalls and
proxy servers? To top it off, keeping up with browsing technology is not easy. From HTML to DHTML to
XML and XS, thereis no end to it. Soyou reply, 7hisisalot of work and certainly not something we will be
good at. Given the amount of resources and the deadlineswe have, | think we will be better off not implementing this
feature.?Y our manager consders thisto be an unsatisfactory solution and is disappointed with your response. Y ou
are exhausted and fed guilty about having to upset your manager, but then what choices do you have? After dl, you
are aware of the conseguences of feature creep. Are there any dternatives?

You st back at your desk and start thinking. Companies such as Netscape (now owned by AOL) and Microsoft
have already devel oped the technology for browsing the web. And they continue to maintain and upgrade it.
Why can? | leverage their work in a way that is transparent to the user? Why can? we all live together

happily?

This very thought iswhat COM is built on (well, except for the last part, which requires aforce more powerful than
COM). The ahility to reuse one or more software components so that al the components integrate seamlesdy and
don? break when any individua component is upgraded is where the component model began.

Reusability of componentsis not anew concept. Hardware equipment has supported this notion for along time. For
example, | recently put together ahome entertainment system. | bought a Sony amplifier/receiver, aGE TV, Energy
speakers, aPioneer DVD player, and aJvVC DSSreceiver. | hooked variousinputs and outputs of al these
components together and turned the system on. Voilal My TV was showing a channel received through the DSS
recelver and the speakers were playing sound using Dolby surround sound technology. Through the supplied remote,
| could conveniently switch between the satdllite channd and the DVD player.

My home system operates as a Single unit despite various hardware components from different manufacturers, each
of which had little ideawhat the other componentsreally did or what kind of interna circuitry the other components
used. How was this possible? Was this magic?

Magic or not, it worked for hardware. Could we make it work for software?
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Traditional Software Reusability

Theorigina problem of adding web-browsing functionaity to an application can be addressed in the following two

ways

Obtain the compl ete source code for web-browsing from athird-party software vendor, compile and link the
source code, and create the application executable. Thistechnique, however, isnot that prevaent, as most
software vendors do not wish to share their source code.

Obtain precompiled code in the form of agtaticaly linkable library. The vendor supplies two pieces of
information, a C++ header file (WebBrowser.h, for example) that contains the web-browsing class definition,
and adatic link library (WebBrowser.lib). Y ou include the header file in your application? source code,
compile the source code, then link the code with the Static library to create the application? executable.

In either case, the programming logic from the software vendor has been absorbed. The header filesand the library
filesare no longer needed to run the application.

There are severd problems associated with such traditiona gpproachesto software reusability, including the following:

Let? say the software vendor found a defect in itsimplementation after you have shipped your application.
The vendor isvery cooperative and provides you with an updated library and the corresponding C++ header
file. However, thereis no way for you to field-replace the web-browser implementation by itsdlf. You are
forced to recompile your source code with the new header file, relink your code with the new library, and
ship the new gpplication(s) to the user. Ever bought a TV-V CR combo unit? Each time something breaks
downinthe VCR, you haveto takethe TV dong with it to the repair shop. Do you fed the pain?

Assume that the web-browser library occupies 50MB worth of space in your application? executable
image, and that your software suite congsts of four applications, each gpplication linked with thislibrary.

Now you end up taking awhopping 200MB of hard disk space on the enduser box for what is essentidly the
same piece of code. Worse yet, when the user runsall the gpplications s multaneoudy, the same piece of
code getsloaded into memory four times.

In order to overcome these problems, we need to take a closer look at the roles of the linker and the OS |oader.
However, before we go further, let me define our sample reference that we will usein this chapter.
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Refer ence Har dware Components

In order to relate the hardware component model to software, | will frequently refer to two hardware components?
TV and aVCR. Furthermore, | will smplify the example by considering only the video signd interaction between the
two components.

In order to obtain the video signa from the VCR, the video-output jack of the VCR needs to be connected to the
video-input jack of the TV, asshownin Figure 1.1.

Figure 1.1. ConnectingaVCR toa TV using Video Jacks.
VCR

(partial back panel)

B
©®©®

v
(partial back panel)

Brereo

Some advantages of keeping these two hardware components as separate units are obvious.a defect in VCR logic
requires only the VCR to befid d-replaced; the VCR can be upgraded without necessarily upgrading the TV; and
any brand VCR will work with any brand TV, aslong asthey have standard jacks for video input/outpuit.

I will now write aprogram to smulate the behavior of TV-VCR interconnection.

<BACK NEXT >




<BACK NEXT >

Simulation Program

In my simulation program, the VCR vendor has signed an agreement to provide aC++ class, CVcr, tothe TV
manufacturer. This class has a public method caled GetSigndVdue that, when invoked by the TV, will return the
magnitude of the current video signd. The maximum vaue of the sgnal was decided to be 40.

/Il File ver.h
cl ass CVcr

{
public:
Cvcr (voi d);
| ong Get Si gnal Val ue();

private:
| ong m | Cur Val ue;

b
In my implementation of thisclass, | will return avaue of five thefirg time thismethod is caled. On each subsequent
cdl, I will increment the vaue by ten. Theimplementation logic is shown in the following code:

/'l Fromvcr.cpp

Cver:: CVer ()

{
m_| Cur Val ue = 5;
}
I ong Cvcr: : Get Si gnal Val ue()
{

| ong | ReturnVal ue = m.| Cur Val ue;
m_| Cur Val ue += 10;
return | ReturnVal ue;
}
AsaVCR vendor, | present two filesto the TV manufacturer:

Header file ver.h that contains the definition of classCVer

Library filever.lib that contains the programming logic in object code format.

My TV smulation application will obtain and display the signd values 10 timesin aloop as shown here:

#i ncl ude "VCR. h"
#i ncl ude <i ostream h>

int main(int argc, char* argv[])



int i;
Cvcr vcr;
for(i=0; i<10; i++) {

I ong val = vcr. Get Si gnal Val ue();
cout << "Round: " << i << " - Value: " << val << endl

}

return O;

}

| will compilethis program code and link it with library ver.lib to creste the find executable?tv.exe.

cl ? tv.cpp
link tv.obj ver.lib

— ] The VCR implementation is providing aser vice, and the TV code is consuming the services

—4 provided by the VCR. In genera, the software component that provides aserviceisreferred
to asthe server and the software component that consumes the servicesisreferred to asthe
client.

Hereisthe output when | execute the smulation program:

Round: 0 - Value: 5
Round: 1 - Value: 15
Round: 2 - Value: 25
Round: 3 - Value: 35
Round: 4 - Value: 45
Round: 5 - Value: 55
Round: 6 - Value: 65
Round: 7 - Value: 75
Round: 8 - Value: 85
Round: 9 - Value: 95

Though the interaction between the TV and the VCR isworking as expected, my implementation had aflaw in that
the sgna vaue should not exceed 40. Although atrivid solution isrequired to correct the implementation, it istoo
late. The client code has been shipped to thousands of customers and recaling the product is not an option.

Isthere away to field-replace the fix?

Let? peek under the hood and see how an application (more precisaly, an application? executable) gets created
by the linker and loaded by the operating system.

<BACK NEXT >
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DynamicLink Library

Fear not. Microsoft has provided away of linking alibrary dynamically. Under Windows terminology, such alibrary
isreferred to as Dynamic Link Library (DLL). A DLL isan executable file that gets |oaded when an application that
usesthe DLL gets executed.

DL Ls can reduce memory and disk space requirements by sharing a single copy of common code and resources
among multiple gpplications. When more than one application usesthe same DL L, the operating system is smart
enough to share the DL L ? read-only executable code among all the applications.

DL Lsare compiled and linked independently of the applications that use them; they can be updated without requiring
applicationsto be recompiled or relinked.

If severa applicationswork together as a system and they dl share such common DLLS, the entire system can be
improved by replacing the common DL Lswith enhanced versions. A bug fix in one such DLL indirectly fixesthe bug
inal applicationsthat useit. Likewise, performance enhancements or new functiondity inthe DLL benefit al
gpplicationsthat usethe DLL.

Inorder for usto useaDLL ingtead of agatically linked library, we have to:

prevent the linker from complaining about unresolved external symbols, and

provide enough information to the loader so that it can load the appropriate DLL dynamicaly and resolve the
symbolsto their corresponding locationsin memory before executing the application

Using aspecid typeof library file caled the import library can satisfy both these requirements. Thisbinary file does
not contain any code; it contains al the references to the functions and other declarationsto satisfy the linker and to
help the loader resolve the symbols a run time.

When the gpplication object modules are linked with the import library, the linker now has no reason to complain
about unresolved externd symbols. It will create the find executable. When this executable is run, the loader
examinestheimagefor al the DLLsthat need to be loaded and triesto load them. The search path used by
Windowsto locatea DLL can befound in Visua C++ documentation [MSDN-00]. After loading each DLL, the
loader resolves dl the external symbols and patches the gpplication image with the actual procedure entry points.

Theloader will complainif:



the DLL could not be located, or

the procedure entry point for aparticular symbol could not belocated inthe DLL.

In ether case, the execution is aborted.

Tofacilitate locating asymbol inaDLL, the DLL hasto export al the symbolsthat need to be exposed. Oneway to
dothisistoligt al the symbolsthat need to be exported in afile caled the modul e definition file. For the VCR
code, we need to export two symbols?CVer::CVer and CVer::GetSignal Value. Keep in mind that we need to use
name-mangled versons of these symbols. Here? what the module definition file contains:

; File VCR DEF
LI BRARY  VCR DLL
EXPORTS
?Cet Si ghal Val ue@Vcr @GAAEI XZ
?2?0CVer GAAE@XZ
Let? compile and link the VCR code to createa DLL.

cl ? vecr.cpp
link -dll -def:vcr.def vcr. obj

In the above commands, option Al tellsthe linker to create aDLL file, and option -def tellsthe linker to use ver.def
module definition file (option -def). Thelinker generatestwo files of interest to us.

The dynamic link library (ver.dil), and

Animport library (ver.lib) that exposes the two above-mentioned symbols.

Let? compilethe TV code and link the object file with theimport library to create the fina application.

cl ? tv.cpp
link tv.obj ver.lib

When we run this newly created gpplication, the generated output is exactly the same as when it was amonolithic
application. The only differenceisthat the new executable took alittle longer to load, but nothing noticeable, asthe
loader had to resolve dl the symbols during run time.

We have now broken our origina executable into two components2v.exe and ver.dll. Both the components are
required to execute the application. However, we now have the ability to field-replace the DLL, thus enabling an
easy mechanism to fix abug or upgrade to an enhanced version. Misson accomplished!



All that remainsisto convince ourselvesthat field-replacing aDLL isfool proof.
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Fixing a Defect

Our customers bought the TV (tv.exe) and the VCR (ver.dil) and tarted using it. Meanwhile, the VCR vendor
redlizesthat the logic of generating the sgnd valuesis not quite correct. The signa being generated from the VCR
kept on increasing in magnitude with time, though the specificationsindicated that the upper limit of the magnitudeis
40. Thefix isto reset the output after every four rounds (5, 15, 25, 35, 5, 15, 25, 35, 5, 15, and so on). To keep
track of the current round, a private member variable needs to be added to the CVer class. Thisis okay, asour C++
knowledge on encapsulation tells us that changing private member variables and methods of a C++ class does not
require its usersto modify their code. The new class definition is shown below:

class Cvcr

{
publi c:
Cvcr (voi d);

| ong Get Si gnal Val ue();
private:

[ ong m_| Cur Val ue;
i nt m_nCur Count;

}1
Cver:: CVer ()
{
m_| Cur Val ue = 5;
m _nCur Count = O;
}
I ong Cvcr: : Get Si gnal Val ue()
{

m_nCur Count ++;

if (5 == mnCurCount ) {
m_| Cur Val ue = 5;
m nCur Count = 1,

}

| ong | ReturnVal ue = m.| Cur Val ue;
m_| Cur Val ue += 10;
return | ReturnVal ue;

}

Compile the code, create new ver.dll (version 2.0), and distribute it to our customers.

Following iswhat customers see when they turn onthe TV:

Round: 1 - Value: 5
Round: 3 - Value: 15
Round: 1 - Value: 5
Round: 3 - Value: 15
Round: 1 - Value: 5

What we expected to see was the output value cycling through 5, 15, 25, 35, 5, 15, and so on. Instead, what we



witnessed was that the output value just toggled between 5 and 15. Moreover, the TV program was supposed to
quit after 10 iterations. Instead, it went into an infinite loop.

In the hardware component scenario, being the e ectronic junkie that you are, you know that you have replaced the
VCR many times. Each time, once you connect the video input/output jacks, the TV received video sgndsjust fine.
So what went wrong in our Smulation program?

We will need to reexamine the hardware TV-V CR interconnection and see what we missed in our software
Imulaion.

<BACK NEXT >
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Separating I nterface from I mplementation

Looking at our VCR code, at first glance it appears that the public member functions of our CVcr class definition
form our Adeo?nterface specification. By changing the private specifications, we still honor the basic rule of C++
encgpsulation: Thou shdl not change the public specifications of aC++ class. Then why did our TV smulation
program break?

The reason isthat, the encapsulation mechanism that C++ supportsis semantic (in terms of public and private
members) and not binary. To understand this distinction, let? examine how the compiler produced the object code
for our TV program.

Whenthe TV code was compiled, the compiler used two pieces of information from the CVcr class definition:
1

Theinterface specifications. To ensurethat the TV program cals only the publicly available methods from the
CVcr class and that the parameters being passed to these methods match the specifications.

Theimplementation details: The compiler needsto know the binary sze of the class, that is, the amount of
memory occupied by an ingtance of the class. This helps the compiler alocate appropriate memory when
creating an instance of the class.

When we added the new variable to CVcr class, we changed itsSize. Thefirst verson of the class had asize of four
bytes. The second version of the class had a size of eight bytes. Aswe didn? recompile our TV program with the
second version of the class, the program continues to alocate just four bytes for the CVcr instance. However, the

V CR code was recompiled with the second version, and therefore expects a CV cr instance to occupy eight bytes.
When the VCR code writes to the memory location for the variable m_nCurCount, it ends up Ssomping on amemory
location that was being used by variablei inthe TV program. That explains the unexpected behavior.

Our modifications to the VCR code would have worked correctly had we ensured binary encapsulation, i.e., had we
modified only the implementation code without actudly adding any member variablesto the CVcr class.

Of course, | ddiberately modified the VCR code such that the resulting behavior was an infinite loop. In generd,
whenever binary encapsulation gets broken, the behavior is completely unpredictable. The application may hang,
crash right away, or the bug may stay dormant during the whole testing period and manifest itself when the customer
usesit for thefirs time,

To ensure binary encapsulation, an obvious solution isto separate interface specifications from the implementation
details. We can achieve this by breaking our original classinto two classes? interface class and an implementation
class. Theinterface class should only define the methods that a client isalowed to cdll; it should not reved any
implementation details. The implementation class contains the entire implementation specifics. Theideahereisthat the
binary layout of the interface classwill not change aswe add or remove member variables from the implementation



class. The clients do not need to know any details from the implementation class. This effectively hidesal the
implementation detailsfrom the client.

Once we define the interface class and the implementation class, we need away to traverse from the interface class
to theimplementation class. Defining an opague pointer as amember variablein theinterface class can do thetrick.
An opague pointer requiresjust aforward declaration of the classit is pointing to, not the full definition of the class.
Any method caled on the interface class will just turn around and invoke an appropriate method through the opaque
pointer. Thelogic isillugtrated in the following code snippet:

[/ Video.h?efinition of interface |Video

/!l Forward decl aration of CVcr class
class Cvcr;

class 1Video

{
publi c:
I Vi deo();
~| Vi deo() ;
| ong Get Si gnal Val ue();

private:
Cver* m pAct ual Vi deo;
H

/'l Video. cpp?npl enmentation of interface |Video
I Vi deo: : | Vi deo()

{

m pAct ual Vi deo = new CVcr;

}

I Vi deo: : ~I Vi deo()
{

del et e m pAct ual Vi deo;

}

| ong | Vi deo:: Get Si gnal Val ue()

{
return m pActual Vi deo- >Get Si gnal Val ue();

}

: File VCR DEF

; Need to export

; I'Video::1Video

; IVideo:: ~l Video

; |Video:: Get Si gnal Val ue

LI BRARY  VCR DLL

EXPORTS
?Cet Si gnal Val ue@ Vi deo @AEI XZ
??0I1 Vi deo @ARAE@XZ
??11 Vi deo @ARAE@XZ

— | , Wearereferring to our interface definition class as 1Video. By prefixing | to aclassname, we
—4 aejust setting up aconvention to represent an interface class.



With the IVideo/CV cr mechanism in place, the TV program will create an instance of 1Video classand useit, as
shown here:

#i ncl ude "Vi deo. h"
#i ncl ude <i ostream h>

int main(int argc, char* argv[])
{

int i;

| Vi deo vcr;

for(i=0; i<10; i++) {

| ong val = vcr. Get Si gnal Val ue();

cout << "Round: " << i << " - Value: " << val << endl
}
return O;

}

Aslong aswe do not change the definition of 1Video, our TV program will continue to work with any upgraded
verson of ver.dil. AsaVCR vendor, we should not have any problemsin guaranteeing the immutability for 1Video
class, aswe are not being held back from changing the implementation anytime later.

It seemslike our origind god of field-replacing a component without any adverse affect on the overal system has
been accomplished. By adding dynamic linking capability, we are ableto field-replaceaDLL. By separating interface
from implementation and ensuring that the binary layout of the interface will never change, we have removed any
adverse affect of fidd-replacing the DLL.

There are ill afew weaknessesin the technique that was used to associate the interface with its implementation.
These weaknesses are asfollows:

Compiler dependency: In order to use the interface class, al of the methods that the class exposes must be
exported. If you recall, these methods need to be exported as name-mangled symbols. The problem is, the
compiler vendors have not agreed upon a standard name-man-gling scheme. Each compiler vendor
implementsits own name-mangling scheme. Lack of aname-mangling standard forces usto use the same
compiler for each component.

Performance penaty: The call to each method incurs the cost of two function cals: one cdl to theinterface
and one nested call to the implementation.

Error prone: For alarge classlibrary with hundreds of methods, writing the forward call isnot only tedious,
but aso susceptible to human errors.

Let? begin by focusing on thefirst problem, compiler dependency. In order to ensure that the interface class
mechanism works across compiler boundaries, we need to limit the interface class definition to aspects of C++
language that are implemented uniformly across all C++ compilers. Let? identify such aspects of the C++ language.
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Common Aspects of C++ Language

The following aspects of the C++ language can be assumed to be implemented uniformly acrossal compilers. Many
of these aspects may require the use of conditionaly compiled type definitions, pragmas, or other compiler directives.

Run-time representation of basic datatypesis uniform: Basic datatypes such asint, char, float, double, etc.,
can be represented in the same way across al C++ compilers.

Run-time representation of composite datatype is uniform: Composite data types such as C-style structs can
be represented in the same way across al C++ compilers. Sometimes compiler pragmas may haveto be
used to pack the structsin the same way.

Argument passing order isuniform: All C++ compilers can be forced to pass function argumentsfor any
specific function in exactly the same order (l€ft to right, right to | eft).

Argument passing convention isuniform: All C++ compilers can be forced to pass function arguments by
vaue. Infact, thisisthe default behavior for dl the compilers.

Stack-maintenance respongbility is uniform: The responsibility of cleaning the stack, that is, popping the
arguments from the stack, can be conditionally specified for the called function or the calling function.

Case-trand ation convention: The linker can be forced to resolve symbolic references as case-sensitive or
case-insengtive.

No name mangling for C-Style functions: By declaring a C-Style function as extern "C", the compiler?
name-mangling mechanism for the specific function can be turned off.

Implementation of virtua function isuniform: On any given platform, the machine language code generated
when avirtud functioniscaledis equivalent for all compilers. Thisis perhapsthe most important assumption
made o far and needs further discussion. The next section discusses this aspect in detail.

Many of these aspects can be controlled by just one compiler directive. For example, al WIN32 APIs are defined
using the WINAPI preprocessor symbol. This symbol mapsto _stdcdl directive with the Microsoft compiler on the



Intdl platform. Table 1.1 summarizestheimplication of thisdirective.

Table?.1. Implementation of _stdcal Compiler Directive

Element I mplementation

Argument-passing order Right to left

Argument-passing convention By value, unless apointer or reference typeis passed
Stack-maintenance responsibility Called function pops its own arguments from the stack
Case-translation convention None

Let?look at how the compiler usesthe definition of a classin generating machine language code. Thiswill provide
someingght on how to achieve compiler independence using virtua functions.

<BACK NEXT >
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Virtual Methodsin C++ and Memory L ayout

When we define a C++ class, we are actudly informing the compiler to define the layout for ablock of memory. The
compiler takesinto account the features of the host platform while defining the memory layout. The following code
defines an interface class 1Foo that has two member variables, namely, m_nFirstVaue and m_nSecondVaue.
cl ass | Foo
{
public:

int _stdcall

Cet Fi rstVal ue();
int _stdcall

Cet SecondVal ue() ;
private:

i nt m.nFirstVal ue;
i nt m nSecondVal ue;
H

Figure 1.3 showsthe memory layout of thisclass. The hogt platform isan Intel machine running Windows 2000 OS.

Figure 1.3. Layout of class|Foo.

m_nFirstValue

m_nsSecondialue

Each ingtance of class |Foo should have enough memory alocated to hold thislayout. A pointer to an instance of
| Foo contains nothing but the starting address of this memory location.

The methods of the class, including the constructor and the destructor, did not contribute

towards the memory layout. Thisis because these methods were not declared as virtudl.
Introduction of even one virtua method to the class changes the memory layout, aswe will see
|ater.

Wewill now examine various cases deding with virtual methods and their implication on memory layouit.

Let? revise our class definition to use virtua methods as shown below:

class | Foo

{
public:
virtual int _stdcall GetX();
virtual int _stdcall GetY();
private:

}s

int mnFirstVal ue;
i nt m nSecondVal ue;



Almog dl production compilersimplement the run-time behavior of virtual member functionsusing virtua function
tablesor vtbls. A vtbl isan array of pointersthat point to the procedure entry address of each virtud functionina
specific class. The memory layout of the class defines an additiond entry that pointsto the vtbl for the class. This
entry iscalled vptr. Figure 1.4 shows the memory layout and vtbl for the class after its methods have been changed to
virtud.

Figure 1.4. Layout of class|Foo containing virtual methods.

vptr f— | 5Getx
m_nFirstValue EGetY
m_nSecondivalue

Consder now, for example, the case when a client that holds a pointer to |Foo calsthe method GetY as shown here:

voi d sub(I| Foo* pFoo)

{
pFoo- >Get Y() ;

}

In the case when the method being cdlled is non-virtua, the compiler generates the following machine language
ingructions. | have added my commentsfor illustration.

nov eax, DWORD PTR _pFoo$[ ebp]
push eax; push "this"
cal |l ?Cet Y@ Foo@aAGHXZ; | Foo:: GetY

When the method being caled isvirtua, the machine language indructions are:

nov eax, DWORD PTR _pFoo$[ ebp]

mov  ecx, DWORD PTR [ eax] ;load vptr in ecx

nov edx, DWORD PTR _pFoo$[ ebp]

push edx ; push "this"

call DWORD PTR [ ecx+4] ;call the method whose

address is stored in
second entry of vtbl.

Each entry in vtbl isfour byteslong on my host platform. Thefirst entry isat location [ecx+0], the second at [ecx+4],
and so on. The last machine language instruction shown above invokes amethod that is stored as the second entry in
our vtbl.



{
public:

virtual int _stdcall GetZ();
H

Thememory layout and the vtbl layout for class |Bar are depicted in Figure 1.6.

Figure 1.6. Layout of class|Bar.
vptr for IFoco and IBar I—)- LGetX
m_nFirstValue EGetY

m_nSecondvValue EGet?

If you compare the vtbl layout of class IBar with that of class IFoo (from Figure 1.4), you can see that the derived
class?ayout isjust abinary extension of the base class?ayout. Also note that the same vptr serves both the base and
the derived classes. We can further generdize thisasfollows:

= |, Inachain of derived classes, aslong as each classis derived from exactly one class, the vtbl
—4 of thederived classisasuperset of the base class. All the classesin the chain share the same

vptr.

Findly, consder the case of multiple inheritances, that is, when aclassis derived from more than one base class, as
shown here:

cl ass | Foo

{

public:
virtual int _stdcall GetX();
virtual int _stdcall GetY();

private:
i nt m.nFirstVal ue;
i nt m nSecondVal ue;

};

cl ass | Bar

{
public:
virtual int _stdcall GetZ();

};

class | FooBar: public | Foo , public IBar

{
public:
virtual int _stdcall GetA();

};

Thememory and the vtbl layout for class IFooBar isshownin Figure 1.7.

Figure1.7. Layout of class|FooBar.



vptr for IFoo and IFoocBar EGetX

m_nFirstValue &GetY

m_nSecondvValues EGeth

wvptr for IBar
h EGerZ

Figure 1.7 illustrates that in the case of multiple inheritance, severa vptr sare created in the memory layout of the
derived class.

Armed with the knowledge we have gained on vtbl implementation, et us see how we can come up with aschemeto
obtain compiler independence.

<BACK NEXT >
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| nterface as an Abstract Base Class

If you recdl, amgjor problem in achieving compiler independence was nonstandard name-mangling schemes used by
various compilers. However, aswas seen in the earlier section, if aclient calsavirtua method of aclass, the
generated machine language code for the client side does not refer to the method by its symbolic name. Insteed, it
uses the vtbl mechanism to invoke the method. Thus, if aclient cdls only the virtua methods, name manglingisno
longer anissue.

Once we opt for using the virtual methods mechanism, three new issues arise.

If the interface class contains data members, the placement of vptr in the memory layout is chosen by the vendor.
One vendor may wish to place it before the data members and the other after the data members. This problem can
eadly be avoided by not declaring any datamembersin the interface definition. Thisfits very wel with our notion of
hiding implementation details from the clients.

The second problem is related to multiple inheritance of an interface class. In this case, the memory layout of the class
will contain more than one vptr, as we have seen earlier. However, there is no agreed-upon standard in the ordering
of vptr s. We can overcome this problem by limiting the derivation to just one base class.

Thethird problem isrelated to the ordering of vtbl entries. The clientsde compiler hasto assumethat thefirst entry in
the vtbl isthe address of thefirst virtua function declared in the interface class, the second entry isthe address of the
second virtua function declared, and so on. However, with overloaded virtua functions, thisassumptionisnot vaid
acrossall compilers, aswe witnessed earlier. Therefore, overloaded function declarations should not be alowed in
theinterface class.

Furthermore, by defining the virtua functions as pure, we can indicate that the interface class defines only the
potentia to cal the methods, not their actua implementation.

In order to ensure that al compilers generate equivaent machine language code for client-sde method invocation for
an interface, the interface class definition should:

contain only pure virtua methods

not contain any overloaded virtuad methods

not contain any members variables



derive from at most one base class where the base class a so adheres to the same restrictions

By following these rulesfor defining interface classes, we can achieve our god of compiler independence for interface
classdefinition.

An interface class defined thisway is caled an abstract base class. The corresponding C++ implementation class
must derive from the interface class and override each of the pure virtual methods with meaningful implementation. As
we have seen earlier, the memory layout of such an implementation classisjust abinary superset of the interface class.

— |, Theflexibility lost by regtricting the interface definition to the abstract base class has not been

—4 much of aproblem. Also, cdling avirtud function resultsin just one more machine language
ingtruction and is negligible compared to the number of ingtructions atypica function executes.
However, the benefits obtained by defining an interface as abstract based classiswell worthit.

Thefollowing code shows the definition of the IVideo class redefined as an abstract base class and the
corresponding implementation of the CVer class.

// Video.h - Definition of interface |IVideo

cl ass 1Video

{
publi c:

virtual long _stdcall GetSignal Value() = 0;
b

/1 File ver.h
#i ncl ude "Vi deo. h"
class Cvcr : public |Video
{
publi c:
Cver (voi d);
Il ong _stdcall GetSignal Val ue();
private:

| ong m | Cur Val ue;
i nt m nCur Count;

};

Not only does this mechanism solve the compiler dependency problem, it aso solves some other weaknesses with
our old technique of using the opague pointers. If you recal, the old technique had two weaknesses:

Performance pendty: Each method call incursthe cost of two function calls?e cal to the interface, and one
nested call to the implementation.



Error prone: For alarge classlibrary with hundreds of methods, writing the forward call isnot only tedious,
but also susceptible to human errors.

Deriving the implementation class from the abstract base class addresses both of these weaknesses.

We now have anew problem, however. The C++ compiler will not let you ingtantiate an abstract base class. Only
concrete classes, such asthe implementation class, can be instantiated. However, revedling the implementation class
definition to the client would bypass the binary encapsulation of the interface class.

A reasonable technique for clientsto instantiate a base class object isto export agloba function from the DLL that
will return anew instance of the base class. Aslong asthisfunction is declared as extern ?? the client-side code will
not run into any name-mangling problem.

/1 Video.h
extern "C' 1Video* _stdcall CreateVcr();

/1 Ver.cpp (inplenmentation)
| Vi deo* _stdcall CreateVcr(void)

{

return new CVcr;

}

With this ?actorymechanism in place to create the needed instance, our TV client code will look like the following:

#i ncl ude "Vi deo. h"
#i ncl ude <i ostream h>

int main(int argc, char* argv[])
{ . .
int i;
| Vi deo* pVideo = CreateVcr();
for(i=0; i<10; i++) {
| ong val = pVi deo->Get Si gnal Val ue();

cout << "Round: " << i << " - Value: " << val << endl;
}
del et e pVi deo; /1l we are done with it
return O;

}

This code will aimost work, except for one subtle flaw?ote that “new or pVideo occursin the VCR executable,
and delete 2occursinthe TV executable. Asaresult, the destructor for class CVer is never invoked, and if the client
uses adifferent C++ compiler than the server, the result of memory deallocation in the client is unpredictable.

An obvious solution isto make the destructor virtua in the interface class. Unfortunately, the position of the virtua
destructor in the vtbl can vary from compiler to compiler.

A workable solution isto add an explicit Delete method to the interface class as another pure virtua function and let
the derived class ddete itself in the implementation of this method. The code snippet shown hereisthe revised
definition of interface IVideo class and itsimplementation class, CVcr.



/1 Video.h - Definition of interface |Video

class 1Video

{

public:

virtual long _stdcall GetSignal Value() = 0;
virtual void _stdcall Delete() = 0;

};
/Il File ver.h
#1 ncl ude "Vi deo. h"

class Cvcr : public |Video

{
public:
Cvcr (voi d);

Il ong _stdcall GetSignal Val ue();
void _stdcall Delete();
private:
| ong m | Cur Val ue;
i nt m nCur Count;

};

/1 File vcer.cpp
void Cvcr::Del ete()

{

delete this;

}

With this mechanism in place, the revised client code looks like the following:

int main(int argc, char* argv[])
{ . .
int i;
| Vi deo* pVideo = CreateVcr();
for(i=0; i<10; i++) {
| ong val = pVideo->Cet Si gnal Val ue();

cout << "Round: " << i << " - Value: " << val <<
endl ;

}

pVi deo- >Del et e() ;

return O;

}

In summary, by using an abstract base classfor defining the interface, adding Delete functionality as part of the
Interface specification, and using a ?actory?method to obtain the interface, we have finaly achieved compiler
independence,

Let? now consider how to achieve vendor independence, or, in other words, can we select aV CR from the vendor
of our choice?
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| Vi deo* Createl nstance(char* pszD|)

{

/1 Define a pointer to the prototype of CreateVcr function
typedef |Video* (_stdcall *CREATEVCRPROC) (void);

/1 Load the specified library
HI NSTANCE h = LoadLi brary(pszDI);

/1 Obtain the procedure entry point for CreateVcr
CREATEVCRPROC proc =
rei nterpret_cast <CREATEVCRPROC> ( Get ProcAddress(h, "CreateVcr"));

/] Execute "CreateVcr" indirectly
return (*proc)();

}

int main(int argc, char* argv[])
{ . .
int i;
| Vi deo* pVideo = Createlnstance("ver.dl|");
for(i=0; i<10; i++) {
I ong val = pVideo->CGet Si gnal Val ue();
cout << "Round: " << i << " - Value: " << val << endl;

}
pVi deo- >Del et e() ;

return O;

}

Now the client code can specify the DLL that it would use during run time. A more innovative and comprehensve
TV program would:

ask the user to specify the specific VCR DLL to use

ded gracefully if the requested VCR DLL isnot found (instead of just shutting down, it can still show local
broadcasts, for example)

not load VCR DLL until the user requeststo useit, thus conserving memory resources

unload the loaded DLL once the user isdone with it, thus recovering the alocated memory space

Not only have we achieved vendor independence, but we have a so made the program more robust and less
resource-consuming.

L et us see where we stand now. We have defined an interface so that it provides a binary encapsulation that is
neither compiler-specific nor vendor-specific. A client isbuilt based on this binary encapsulation. If the interface
definition is changed and the client code is not recompiled with the new definition, the binary encapsulation gets



broken. In this case, the behavior of the client is completely unpredictable, aswe saw in an earlier example.

Evenif just the semantics of the interface were changed without actudly changing the interface, (for example, by
returning avalue greater than 40 in our case) the client would still breek.

Aninterface, therefore, isabinary aswell as semantic contract that should stay immutable.

But what if we find that the interface the client isusing is not adequate, or we just wish to extend the functionality of
the interface?
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asshown inthefollowing class definition:

class CVcr : public IVideo, public |ISVideo
{

}

— |, Itwasour choice to support both the sgnasin our smulation program. Itisup to the VCR
—4 manufacturer to support just thelVideo signd, just the ISVideo signd, or both signals.

Also note that the restriction of using multiple inheritance was placed on the interface
definitions, not the implementation. The implementer isfree to use multiple inheritance, aswe
didin our case.

We now need to add the semantics of Zrobing?or asignal type. Let? define amethod, Probe, that takes astring
input to specify theinterface we are probing for. If the interface is found, the method will return the corresponding
interface pointer. The client code snippet shown hereillustrates the idea:

| Vi deo* pVideo = Createlnstance("ver.dl|");

| SVi deo* pSVi deo = pVi deo- >Pr obe("svi deo");
if (pSVideo !'= NULL) {

/1 use S-Video
el se {

/1 use Video signal

}

The code requires that function Createl nstance return the 1Video interface. Thiswould certainly not work with those
VCRsthat implement only the ISVideo interface.

If the prototype of Createl nstanceis changed to return the ISVideo interface, then it would become incompetible
with those VCRsimplementing just the I Video interface.

An easy way to solve this dilemmaisto define amore genera interface, |Genera, that doesn? really do much
except to provide the Zrobing?semantics for the other more meaningful interfaces such as1Video and 1SVideo.
Each VCR would then implement this generd interface and return a pointer to thisinterface when Createl nstanceis
cdled.

If dl other interfaces are derived from this generd interface, then every interface will automatically support the
semantics of probing. Also, asdl interfaces are required to support Delete semantics anyways, it makes agreet ded
of sense to move this method to the base class as well, as shown in the following code snippet:

cl ass | General

{

publi c:
virtual |General* _stdcall Probe(char* pszType) = O;
virtual void _stdcall Delete() = 0;

}s



class |Video : public | Ceneral

{
_.

class ISVideo : public | CGeneral
{

};...

extern "C'" | General* _stdcall CreateVCR();

Note that method Probe returns a pointer to the |Generd interface instead of a specific pointer to the IVideo or

ISVideo interfaces. A function can have only onereturn type; thisisa syntactic limitation of C language (or any other
language | can recall). The client code just hasto reinterpret the type depending on the specified pszType parameter.

/[l TV client code
int main(int argc, char* argv[])
{
| General * pVCR = Createlnstance("ver.dlI");

/1l Use S-Video if avail abl e
| General * pGeneral = pVCR->Probe("svideo");
if (NULL !'= pCeneral) {
| SVi deo* pSVideo = reinterpret_cast<l SVideo*>(pGeneral );
UseSVi deo( pSVi deo) ;
pSVi deo- >Del et e() ;
return O;

}

/1 S-Video not available. Try old "video" type
pGeneral = pVCR->Probe("video");
if (NULL !'= pCeneral) {
| Vi deo* pVideo = reinterpret_cast<I|Video*>(pGeneral);
UseVi deo( pVi deo) ;
pVi deo- >Del et e() ;
return O;

}

/1 Neither S-Video nor Video

cout << "This VCR does not have the signhals this TV supports" <<
endl ;

pVCR- >Del et e() ;

return 1;

}

Hereistherevised definition of our implementation class, CVcr.

class CVcr : public IVideo, public |ISVideo
{
publi c:
/1 1General interface
| General * _stdcall Probe(char* pszType);
void _stdcall Delete();

/1 1Video interface
Il ong _stdcall GetSignal Val ue();

/1 1SVideo interface
Il ong _stdcall GetSVideoSi gnal Val ue();



private:
/1 other menber variables and nethods not shown for brevity

};

Congder the implementation of CreateV CR code:

| General * _stdcall CreateVCR(Vvoid)
{

return static_cast<lVideo*>(new CVcr);

}

When returning the base interface | Genera, the implementation statically casts CVer ingtanceto 1Video. Thisis
because directly casting the instance to | Generd isambiguous, as | Video and 1SVideo are both derived from
|Generd. To help the compiler resolve the ambiguity, the implementation hasto pick ether IVideo or ISVideo. It
doesn? matter which one.

Had the interface | General been declared asavirtua base classfor both IVideo and ISVideo interfaces, the
ambiguity would have disappeared. However, using virtua base classes introduces compiler dependencies, asthis
C++ language feature has no standard implementation but many proprietary implementations.

Now consider the implementation of the Probe method:

| General * CVcr:: Probe(char* pszType)

{
| Gereral * p = NULL;

if (!'stricnp(pszType, "general ")) {
p = static_cast<IVideo*>(this);
}el se
if (!'stricnp(pszType, "video")) {
p = static_cast<IVideo*>(this);
}el se
if (!'stricnp(pszType, "svideo")) {
p = static_cast<I SVideo*>(this);

}

return p;

}

— |, Technicaly, our VCR implementation supports three interfaces, dthough there are only two
—4 meaningful interfacesfor TV users. Thethird interface, |Generd, does the magic of obtaining
any of the other interfaces, or, by extension, obtaining one interface from another interface.

The previous code appearsto be aclassic case of using the C++ language feature of run-time type information
(RTTI). Why did we not use RTTI ingtead of going through this extensive semantics of defining and using Probe ?
Because RTTI isyet another C++ language feature that is not com-piler-independent.

Hang in there. We are amost done. The next problem has to do with lifetime management of the VCR object.
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Managing the Lifetime of an Object

If yourecal our TV client code, the Delete method isbeing called a severd different places. The client code hasto
remember that there was only one object created (using function Createl nstance) and thus only one Delete hasto be
cdled, even though the code is dedling with multiple interfaces from the object. For our smple TV client code, thisis
not a tremendous bur-den. In more complex applications, keeping track of the number of objects created and
deleted is cumbersome, aswell as proneto errors. For example, consider the case when you have multiple copies of
interface pointers for the same object. Y ou use one copy, and thinking that you are done with the object, decide to
delete the object. Later on, when you try to use the other copy of theinterface, it would result in ng invalid
memory location, resulting in unexpected program behavior.

Thereisdso asemantic problem. The client should only dedl with interfaces. The notion of actud object instance and
its creation should be asinvisible to the client as possible. From aclient? point of view, it never creates an instance
of the object; it dways creates, or somehow obtains, an instance of the interface.

— ], Thisdigtinction between an object and an interface is very important. While deding with an

—4 interface, the client knowsthat there is some object behind thisinterface. There are perhaps
other interfaces that this object supports. However, the client never deals with the object
directly. It obtains one interface from another interface, if need be.

Idedlly, the client?logic should obtain an interface, useit, then deleteit. Thisisillustrated in Figure 1.8.

Figure 1.8. Client? use of an interface.
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Based on thislogic, the client code can be smplified to:



int main(int argc, char* argv[])

{
| General * pVCR = Createlnstance("ver.dl|");

bool bRetVal = UseSVi deol f Avai | abl e( pVCR) ;
if (false == bRetVal) {

bRet Val = UseVi deol f Avai | abl e( pVCR) ;
}

if (false == bRetVal) {
/1 Neither S-Video nor Video
cout << "This VCR does not have the signals we support”

<< endl ;

}

pVCR->Del ete(); // Done with pVCR

return O;
}
bool UseSVi deol f Avai | abl e(1l General * pVCR)
{

| General * pGeneral = pVCR->Probe("svideo");

if (NULL == pGeneral) {

return fal se;
}

| SVi deo* pSVideo = reinterpret_cast<l SVi deo*>(pGeneral ) ;
UseSVi deo( pSVi deo) ;

pSVi deo- >Del et e() ;

return true;

}

As seen, the lifetime management of the actual object has been pushed to the object implementation side. Now the
implementation hasto dedl with the outstanding copies of interfacesfor agiven object. A smple solutionisto
maintain areference count of the outstanding copies of interfaces, as shown here.

class CVcr : public IVideo, public |ISVideo

{
publi c:

publi c:
/1 A hel per function to increnment the reference count
voi d AddRef erence();

private:

| ong m | Ref Count ; /1 count of outstanding copies of interfaces

};

The reference count can beinitidized to avaue zero in the object construction, asfollows:

Cver:: CVer ()
{

m | Ref Count = O;
}

Method AddReference increments the reference count. Method Delete decrements the reference count. If the
reference count reaches zero, it implies there are no more outstanding references to the object. Asthe object isnot
needed anymore, it can be deleted, as shown below:



voi d Cvcr:: Del ete()

{
if ( (?_1RefCount) == 0) {
del ete this;
}
}

In this code, the statement delete this s the C++ equivaent of suicide. It islegd to do so, aslong as no other calls
are made on thisingtance that would involve using the memory layout of the instance.

Congder the locations where we need to increment the reference count. There are only two such entry points?uring
object creation and during asuccessful probe:

| General * Creat eVCR(voi d)
{
Cvcr* p = new Cvcr;
if (NULL == p)
return p;
p- >AddRef erence() ;

return static_cast<l| Vi deo*>(p);

}

| General * CVcr:: Probe(char* pszType)
{
| General * p = NULL;
if (!stricnp(pszType, "general ")) {
p = static_cast<IVideo*>(this);
lel se
if (!stricnp(pszType, "video")) {
p = static_cast<IVideo*>(this);
lel se
if (!stricnp(pszType, "svideo")) {
p = static_cast<ISVideo*>(this);

}

if (NULL !'= p) {
AddRef er ence();
}

return p;

}

With thismechanismin place, the TV dient will be ableto take the following stepsin sequence:

Obtain the |Generd interface pointer

Obtain the proper video interface pointer



Usethevideo interface

Deete the interface pointer

Ddetethe |Generd interface pointer

Thelast call to Delete will cause the actua object to get deleted.

By using asmple reference counting mechanism, we reduced the complexity of dealing with multiple interfaces of an
object.

Thereisjust one more case of reference counting we haven? dealt with: the case when the client itsalf makes a copy
of theinterface, asin the following code snippet:

| General * pVCR = Createl nstance("ver.dl|");
| General * pVCRCopy = pVCR;

UseVCR( pVCR) ;

pVCR- >Del et e() ;

UseVCR( pVCRCopy) ;

pVCRCopy- >Del et e() ;

Asfar asthe object code is concerned, there is only one outstanding reference. Thus, thefirst call to Delete will
delete the object. Thiswill result in adangling pointer for the second copy, causing unexpected behavior (most likely
acrash) whenthe client triesto useit.

The problem isthat the object code never knew that the reference count had to be incremented.

We can easily solve this problem by pushing the responsibility to the client to inform the object that the reference
count hasto be incremented. All we need to do is make AddReference available to the client by defining it as part of
theinterface. Asyou might have guessed, theinterface |Generd isan ided candidate to add this method to, as shown
here

cl ass | Gener al

{

publi c:
virtual |General* _stdcall Probe(char* pszType) = O;
virtual void _stdcall AddReference() = O;
virtual void _stdcall Delete() = 0;

};

Note that AddReferenceis declared as apure virtua method. Thisisin accordance with our rules of defining an
interface.



With this mechanismin place, the client code should berevised as.

| General * pVCR = Createlnstance("vcr.dlI");
| General * pVCRCopy = pVCR;

pVCRCopy- >AddRer er ence() ;

UseVCR( pVCR) ;

pVCR- >Del et e() ;

UseVCR( pVCRCopy) ;

pVCRCopy- >Del et e();

The dient? responsbility in deding with interface lifetime can be summarized in the following way:

If the client obtains an interface pointer from the server, it should cal Delete when done using the interface.

If the client makes acopy of theinterface pointer, it should call AddReference on the copy. It can then call
Deete when done using the copy. The client can call AddReference multiple times. However, for each
AddReference cdll, there should be a corresponding Delete call.

At this stage, we should be reasonably comfortable in dealing with multiple interfaces or multiple copies of an
interface pointer. However, the drawback of being an expert programmer is that our incessant obsession with
efficiency and perfection demands that we consder methods to optimize the code we devel op.
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Optimizations

In the previous section we saw that in order to use an interface, the client had to obtain the IGeneral pointer fird.
Once this pointer was obtained, the client had to call the method Probe to get an appropriate video interface pointer,
asshown here:

| General * pGeneral = Createlnstance("vcr.dl|");
| SVi deo* pSVideo = (1 SVideo*) pGeneral ->Probe("svideo");

Clearly, the operationsinvolve two round tripsto the client. Each round trip implies a performance pendlty. In our
case, the performance degradation is not that significant as both the client and the server are running on the same
machine and in the same process space. In the case where the server isrunning on afar away machine from the client
or on amachinethat is connected over adow line, each round trip may take consderable time.

In some cases, round trips cannot be avoided and you haveto live with it. But consider the case wherethe TV client
knows that it will support only the S-Video signd. For such acase, it would make agrest dedl of senseto combine
the above two operations into one and save one round trip, asillustrated below:

| SVi deo* pSVideo = (ISVideo*) Createlnstance("vcr.dll", "svideo");

If you recall, function Createl nstance invokes server function CreateV CR. We will need to extend CreateV CR to
take another parameter, a parameter smilar to the one that method Probe takes. As amatter of fact, CreateVCR
can just turn around and invoke Probe to get the appropriate interface pointer. The code is shown below:

| General * _stdcall CreateVCR(char* pszType)

{
Cvcr* pVer = new Cvcr,

| General * pGeneral = pVcr->Probe(pszType);
if (NULL == pCeneral) {

del ete pVvcer;
}

return pCeneral;

}

Thisisthe only coding change that is required on the server sde. On the client side, we will need to change
Createl nstance method to take the new parameter, pszType.

| General * Createlnstance(char* pszD |, char* pszType)

{
typedef |General* (_stdcall *CREATEVCRPRCC) (char* pszType);

HI NSTANCE h = LoadLi brary(pszDI);

CREATEVCRPROC proc = reinterpret_cast <CREATEVCRPROC>
(CGet ProcAddress(h, "CreateVCR'));

return (*proc) (pszType);

}

With these two changesin place, not only did we improve the performance, we aso smplified client-side logic:



int main(int argc, char* argv[])

{
| General * pGeneral = Createlnstance("ver.dl ", "svideo");
if (NULL == pCeneral) {
return 1;
}

UseSVi deo(rei nterpret_cast<l SVi deo*>(pGeneral ));
pCGeneral - >Del et e();
return O;

}
Moreover, the logic doesn? preclude the possibility that you really wish to obtain IGenerd interface and probe for a
specificinterface:

| General * pGeneral = Createl nstance("ver.dl ", "general");
| SVi deo* pSVideo = (I SVideo*) pGeneral ->Probe("svideo");

Good job! Your TV-VCR systemisnow in place. You can turn the TV on, St back, and enjoy the displayed video
sgnds

One day you come home, turnthe TV on, and to your surprise, thereis no display. What happened? Y ou have no
cue

<BACK NEXT >



<BACK NEXT >

Error Reporting

If you reexamine our VCR code, you will notice that although we handle failures gracefully, we haven? done agood
job of unequivocaly identifying the error conditions. For example, function CreateV CR returns NULL for two
cases?hen there is not enough memory to creste the VCR instance and when the requested pszType interface is not
found. How isthe TV code supposed to know what the real problem is?

Itisnot redly acoding problem. It isthe way we designed the interface; it doesn? have any provision for returning
error codes.

Let? do something about it.

Every interface method has a possibility of failing. A uniform mechanism for obtaining error status across al methods
will smplify client-sde code. However, an interface method can fail for anumber of reasons, such as.

The client ran out of memory while doing some memory alocations.

The argument passed to the method had ava ue that is not acceptable by the server.

In case of method Probe, the requested interface was not found.

There could be someinternd error in the server code that stopsit from further processing.

Let? mandate that every interface method return an integer indicating the status. To distinguish this specia integer
vaue from other integers, let? defineitstype as VRESULT (for Video result).

typedef int VRESULT,

L et? define some possible error codes:

#defi ne V_OUTOFVEMORY 1
#defi ne V_NO NTERFACE 2
#defi ne V_I NTERNALERROR 3

If amethod call doesn?fall, it should return an OK status:

#define V.OK 0



In order to check for success or failures, let? define a couple of macros:

#def i ne V_SUCCEEDED( P1) ((P1) == V_OK)
#define V_FAI LED(P1) ((P1) = V._OK)

Now, let? rework our interface definitions.

Most current method definitions already return avaue. Thisisthe 7ogica Ava ue that the client needs for its
processing. If we change the method definitionsto return the error atus, we will need to obtain the logical return
value as a parameter. For example, the old method prototype

virtual long _stdcall GCetSignal Value() = 0;

would be modified to

virtual VRESULT _stdcall GetSignal Val ue(long* pRetVal) = 0;

Thedient usage will need to change accordingly:

/1 Ad code
| ong val = pVideo->CGet Si gnal Val ue();

/'l New Code
| ong val ;
VRESULT vr = pVi deo->Get Si gnal Val ue( &val);
if (V_FAILED(vr)) {
ReportError(vr);
}

With the method definitions changed, the following is our new interface definition header file [1] :

[1] In case you are wondering why | chose ??style pointer as a parameter type instead of C++ style reference, semantically, there is no difference
between the two styles. | just picked one that COM interface definitions use, as we will see in the next chapter.

cl ass | Ceneral
{
publi c:
virtual VRESULT _stdcall Probe(char* pszType,
| General ** ppRetVal) = 0;
virtual void _stdcall AddReference() = O;
virtual void _stdcall Delete() = 0;

}

class IVideo : public | Ceneral
{
publi c:
virtual VRESULT _stdcall GetSignal Val ue(l ong* pRetVal) = 0;
H

class ISvideo : public I General
{
publi c:
virtual VRESULT _stdcall
CGet SVi deoSi gnal Val ue(l ong* pRetVal) = 0;



}s

extern "C'" VRESULT _stdcall CreateVCR(char* pszType,
| General ** ppRet Val);

= | , Methods AddReference and Delete do not return VRESUL T. These two methods deser ve

— pecid treatment. They do not do any complex processing. They do not even take any
parametersthat possibly could beinvalid. These two methods should never fall. If they do,
you redlly have abigger problem somewheredsein your logic.

The VCR code needs to change according to the new method definition.

The following code snippet shows the revised implementation:

VRESULT Cvcr:: Probe(char* pszType, |General ** ppRet Val)
{
*ppRet Val = NULL,;
if (!'stricnp(pszType, "general")) {
*ppRet Val = static_cast<lVideo*>(this);
}el se
if (!'stricnp(pszType, "video")) {
*ppRet Val = static_cast<lVideo*>(this);
}el se
if (!'stricnp(pszType, "svideo")) {
*ppRet Val = static_cast<l SVideo*>(this);
}

if (NULL !'= (*ppRetVal)) {
AddRef er ence() ;
return V_OK

}

return V_NO NTERFACE;

}

VRESULT _stdcall CreateVCR(char* pszType, |CGeneral ** ppRetVal)
{

*ppRet Val = NULL,;

Cvcr* pVecr = new Cvcr,
if (NULL == pVcr) {

return V_OUTOFMEMORY;
}

VRESULT vr = pVcr->Probe(pszType, ppRetVal);
if (V_FAILED(vr)) {

del ete pVcr;
}

return vr;

}

Our TV code can now do a better job of error reporting:

voi d ReportError (VRESULT vr)

{



char* pszError = NULL;
switch(vr) {
case V_QOUTOFMEMORY:

pszError = "Qut of nenory";
br eak;
case V_NO NTERFACE:
pszError = "No such interface supported”;
br eak;
case V_I NTERNALERRCR:
pszError = "Internal error. Contact the VCR vendor";
br eak;
def aul t:
pszError = "Unknown error";

}

cout << pszError << endl;

int main(int argc, char* argv[])

{
| General * pGeneral = NULL;
VRESULT vr = Createlnstance("vcr.dll", "svideo", &pCeneral);
if (V_FAILED(vr)) {
Report Error (vr);
return 1;

}

UseSVi deo(rei nterpret _cast<l SVideo*>(pGeneral ));
pCGeneral - >Del et e();
return O;

}

voi d UseSVi deo( | SVi deo* pSVi deo)

{
| ong val ;
VRESULT vr;
for(int i=0; i<10; i++) {
vr = pSVi deo- >CGet SVi deoSi gnal Val ue( &val ) ;
if (V_FAILED(vr)) {
Report Error (vr);
conti nue;
}
cout << "Round: " << i << " - Value: " << val << endl;
}
}

A small coding style changeisin order. In the main function above, acall to Createl nstance returns avalue of type
|Genera*, even though we are requesting an svideo interface pointer. Aswe know that the pointer returned
(pGenerd) isredly apointer to 1SVideo, we just reinterpret pGenerd to 1SVideo* later in the code. Instead, we
might aswell specify areturn vaue argument of type 1SVideo* as shown below. Y ou will seethis style of coding
used quite extensively in the COM programming community.

int main(int argc, char* argv[])
{
| SVi deo* pSVideo = NULL;
VRESULT vr = Createlnstance("vcr.dll", "svideo",
reinterpret_cast<l General **>(&SVi deo) ) ;
if (V_FAILED(vr)) {
ReportError(vr);
return 1;

}

UseSVi deo( pSVi deo) ;
pSVi deo- >Del et e() ;



return O;

}

Let? summarize what we have achieved so far.

Wetook amonolithic application and broke it into two components with adesire to fiel d-replace a buggy component
or to reuse athird-party component. In the processwe:

1.

separated interface from implementation

added mechanism to dynamically load a component

defined agenerd interface that formed the base of dl other interfaces

gave the server the responsibility of managing thelifetime of an object

gave the client the responsibility to cooperate with the server in managing the lifetime of the object

defined asmple reference counting mechanism in order to reduce the complexity of lifetime management

added some optimization on obtaining the initia interface pointer from the server

implemented an error-reporting mechanism

<BACK NEXT >




<BACK NEXT >

The Essence of COM

Bresking amonalithic binary fileinto separate software componentsthat are linked dynamically a execution time
givesustheability to:

reuse acomponent from athird-party vendor

field-replace a defective component

To assure that the communi cation among the software components does not break:

the communication interface has to be separated from the implementation details.

the interface class has to be defined based on certain rules such that it provides a binary encapsulation.

the interacting applications have certain respongbilitiesin managing the lifetime of the object.

The whole architecture and supporting infrastructure for building and using component software in arobust manner is
referred to as the Component Object Model or COM.

COM-based application development can be broken down into the following three steps:

Definetheinterface: A software vendor or agroup of vendors collectively declare the servicesthey intend to
provide by defining one or moreinterfaces. An interfaceis asemantically related set of methods grouped
together. It defines an immutable contract at the binary level between avendor and itsclients.

Implement the interface: A vendor that intends to provide the services of aspecific interface implementsthe
interfacein its application. Such an gpplication iscaled aCOM server. Sometimesit isloosely referred to as
acomponent.



Usetheinterface: The application that intends to use the service viathe interface is referred to asa COM

client.

The server program that implements the interface has certain responsbilities such as maintaining the reference count,
returning meaningful errors, and providing thread safety. We will examine thread-related issuesin alater chapter.

The client program that uses the interface has other respons bilities such as appropriately adding or releasing
references on the object, and examining the return status from every method call.

The interface definition rules that we have examined in this chapter achieved C++ compiler independence. Our
ultimate god isto achieve programming language independence as well as network transparency. The operating
system has to be extended to support these gods. The developers have to be provided with some standard
documentation and Application Programming Interfaces (APls) when devel oping COM-based applications. These
APIs appear intheform of the COM Software Development Kit (SDK), sometimes referred to asthe COM library.

The rules and responghilities of the client, the server, and the OS infrastructure are al documented by Microsoft in
COM Specifications [COM-95]. The COM Specifications contain the standard APIs supported by the COM
library, the standard suite of interfaces supported or used by software written ina COM environment, along with the
network protocols used by COM in support of distributed computing. These specifications are il in draft form, and

thus are subject to change.

COM isthe most widely used component software modd in the world. It provides the richest set of integrated
sarvices, the widest choice of easy-to-usetools, and the largest set of available applications. In addition, it providesa
viable market for reusable, off-the-shelf, client and server components. Table 1.2 summarizes some advantages of
COM by means of some comparative examples.

Table?.2. Advantages of Component Mode

Advantage

Hardware

Software

Field-replacement

A probleminthe VCR requiresthe VCR to
be replaced, not the TV.

A buggy component can be field-replaced
without rebuilding the application.

Choice of vendor

Choice of any brand of VCR aslong asit
supports ?ideo?or ?-Video?output.

Component from any vendor that matches
the specifications can be used.

Rapid application devel opment

A complete entertainment system can be
put together rather quickly using various
components.

An application can be snapped together
from various components.

Distributed computing

The VCR can be in the next room or in the
next building.

A component can be located on a different
machine.




Knowledge of component? internal
workings not required

The technology used to build the VCR is
irrelevant.

The C++ compiler used for the component
isirrelevant. In fact, a component can be
written in any programming language (as
we will seein the next chapter).

Maximizing productivity

The TV vendor can focus on improving
picture quality.

Application vendor can focus on what
they do the best and the third party
software vendors can focus on devel oping
the best code.

In the chaptersthat will follow, we will take an in-depth ook at the rules and responsibilities of developing COM
servers and COM client applications. We will examine the APIs provided by the COM library and therole of the
OSin facilitating the communication between various COM components.

<BACK NEXT >




<BACK NEXT >

Summary

Traditionaly, the reusability problem was solved by using software libraries, either written in-house or bought from a
third-party software vendor. In this chapter, we saw that this solution had many problems. We went through a series
of C++ programming techniques that could be used to solve the origina problem aswell as any new problem that
arose in the process. Ultimately, we observed that by following two programming paradigms, we could develop
reusable binary components that can evolve over time. The two programming paradigms, dynamic linking and binary
encapsulation, form the foundation of the Component Object Modd.
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Chapter 2. Designing I nterfaces

In the previous chapter we observed that in order to write a reusable component we need to separate the interface
from details of implementation. We dso learned that the first step in developinga COM component is defining the
interfaces the component intends to expose.

The interfaces in the previous chapter were defined as C++ classes. Thisletsthe vendor pick a C++ compiler of its
choice and letsthe client pick avendor of its choice. However, in defining the architecture for COM, the COM
committee had goals beyond C++ compiler independence and vendor independence. C++ language was not
adeguate to define an interface that would meet many of the goas. Therefore, COM specifies alanguage to define
interfaces. Thislanguageis cdled the Interface Definition Language (IDL).

In this chapter we examine severa goalsthat the COM committee wanted to achieve and their impact on the design
of IDL. We then examine various keywords and data types defined in the language and show their usage from a
programming perspective. The primary god of this chapter isto make the developersfed comfortable defining fairly
complex interfacesin IDL. A secondary god isto help the devel opers write correct code in using the interfaces.
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Why a New L anguage?

In the previous chapter we learned that separating interfaces from implementation provided aleve of indirection that
a) dlowed the vendor to change the implementation class without requiring the client to recompile, and b) allowed the
vendor to select a C++ compiler of hischoice.

Given that most components are written and will continue to be written in C++, at first thought it doesn? make
senseto use anew language for defining interfaces. Why must one go through the pain of mastering yet another

language?

The reason is the inadequacy of C++ language for some of the goals that COM wanted to achieve. Let? examine
these goalsin detail and see why some of these god's cannot be achieved if C++ isused asalanguage for defining
interfaces.

Programming L anguage | ndependence

Although C++ isan extremely useful programming language, there are other programming languages that are better
suited to the task at hand. It doesn? make sense to restrict the developersto just C++. After al, we took extra
steps to ensure that the client and the component do not know each other? implementation details. It seemslogica
that both of them should be able to use a programming language of their choice.

Logicd indeed! The question, then, is How can you define an interface that any programming language can
understand? If interfaces are defined in C++, we areforcing the clientsto work in C++.

One could possibly provide atool to trandate the C++ interface definition into every possible programming language.
Asthe binary sgnature of the C++ interface definition isjust asimple vptr/ivtbl (see Chapter 1), one could
conceivably do the trandation for alarge class of languages.

A mgor problem with thistechniqueisthat C (and C++ as an extension) isfraught with ambiguities. Consider, for
example, thefollowing C declaration:

| ong* pl Val ue;

Under C, thiscould refer to either apointer to asingle long, or the beginning of an array of longs.

Such an ambiguity, though very delightful to hardcore C developers, cannot be |eft unresolved if the declaration has
to be mapped to other languages.

Thereisyet another ambiguity. The above declaration, when used as amethod parameter, does not indicate if avalue
Isbeing passed asinput, or if thevalueisto befilled as output, or both.



Such ambiguities makeit lessidea for mapping C++-style interface definitions to other languages.

Remote Transparency

Besides gaining programming language independence, it would be nice to facilitate the communication between client
and servers, even when they do not share the same process space. At the same time, we should not overburden the
software devel opers with the detail s of data handling between the two processes. Both the processes can run either
on the same machine or, as a natural extension, on two different machines on the network. In order to achieve such
interprocess or location transparency, one may have to provide extrainformation to COM infrastructure. An
interface defined in C++ is not adequate enough to provide this additiona information.

Given these goasfor COM, the C++ language is not agood choice for defining interfaces. We need a different
language, alanguage that does not have the inadequacies of C++.

<BACK NEXT >
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| nter face Definition Language (IDL)

Basad on the understanding from the previous section, we can refine our requirements for the new language as
follows

to make C/C++ developersfed right at home

to provide extrainformation to resolve any C language ambiguities

to provide extrainformation that is needed to handle remote transparency

Note that the only reason we wish to use anew language isto define an interface. For this, we do not really need a
programming language?e need a declarative language. To achievethis, COM looked to Open Software
Foundation Distributed Computing Environment Remote Procedure Cal (OSF DCE RPC) IDL. COM IDL simply
added afew COM-specific extensonsto DCE IDL to support COM-compatible data types and the object-oriented
nature of COM such asinheritance, polymorphism, etc.

IDL inherited its syntax from the C/C++ languages. An IDL file primarily containsinterface definitionsusing C++
syntax. In fact, the language supports basic C/C++ data types, structures, enumerators, and even typedefs, thus
meaking it familiar to the large number of C, C++, and Java developers.

IDL Attributes

The 2xtrazinformation that could not directly be derived from C++-style definition, was provided by annotating it to
theinterface definition. These annotations are referred to as attributes. Attributes are applied to interfaces, each
method in the interface, each method parameter, structure definitions, enumeration definitions, and many other
definitions. Attributes precede a definition and are placed within brackets. More than one attribute is separated by
commas. Again, this style of attribute specification was picked up from DCE IDL. The following example shows our
C++ class definition of IVideo (from Chapter 1) transformed into IDL interface definition. For comparison, | have
shown the origind C++ dass definition aswell.

[/l C++ style definition

/1 1Video interface

class IVideo : public |ICenera

{

publi c:

/1 Obtain the signal value

virtual VRESULT _stdcall GetSignal Val ue(l ong* pRetVal) = 0;

};

/1 Corresponding IDL style definition



obj ect,

uui d( 318B4AD0- 06A7- 11d3- 9B58- 0080CBEL11F14),
hel pstring("lVideo Interface"),

poi nt er _def aul t (uni que)

]

interface |IVideo : | Unknown

[ hel pstring("Obtain the signal value")]
HRESULT Cet Si gnal Val ue([out, retval] |ong* pl RetVal);

};

Under IDL, an interface is defined using the keyword interface. An interface defined thisway uses our familiar vtbl
-based mechanism for invoking methods.

Just asa C++ classnameistypicaly prefixed witha C , the convention that the COM programming community has
adopted isto prefix theinterface namewith an 1.

In the above example, note that:

the interface definition 1Video has been annotated with attributes such as object, uuid, etc.

the method definition GetSignalVVa ue has been annotated with hel pstring attribute

the method parameter plRetVa has been annotated with attributes out and retval

How do these attributes help us solve our problems? Let? examine variousissues that the COM task force
consdered when defining the language, and see how these attributes can come in handy for facilitating some of these

gods.

<BACK NEXT >
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IDL Design Goals

While devel oping the COM infragtructure, the COM committee had many gods. Some of these goas had adirect
impact on thedesign of IDL.

Let?take alook at how these goals were addressed in the IDL.

Remote Transparency

One of the main goas of COM was to provide communi cation between the client and the server even when they
were running as two different processes, either on the same machine (localy) or on two different machines on the
network (remotely). A process, in the smplest term, is an executing application. It conssts of a private virtua
address space, code, data, and other operating system resources, such asfiles, pipes, etc. Two processes do not
share their address spaces. [1] In order for one process to pass data to another process, it requires writing low-level
communication code involving complex data-handling mechanism. The complexity increases when the processes are
running on separate machines on anetwork. The complexity increases further if the two machines are running
disparate operating systems. For example, one OS may treat integers as big-endian (the most significant byte stored
firgt) and the other aslittle-endian. In this case, the low-level communications code will have to handle
transformations between the two formats.

[1] Though there are ways to share a portion of memory between two processes, it is not relevant to this discussion.

While this complexity could be interesting architecturaly, few developers want to program low-level communications
code. COM dlleviated this pain from the software devel opers. The developers can focus on writing the code instead
of worrying whether the client and the server are in the same process (termed in-process) or in two different
processes (termed out-of-process). The COM infrastructure took care of handling communication detailsin the most
eficent manner.

Method Remoting

With astandard programming modd, when the cdler invokes amethod, the caller and the cdllee are typicadly inthe
same process space. In this case, the parameters to the method are placed on the stack. The callee readsthe
parameters from the stack and writes areturn value back to the stack before returning.

Under COM, however, the callee (the server) could be running in a different process space than the cdler (the
client), either on the same machine or on aremote machine. A valid memory location in the client? address space
may not have any meaning in the server? address space. Therefore, the client and the server cannot just
communicate directly usng the stack.

The communication problem could be solved if some piece of the client code could a) read dl the parameters from
the stack, and b) write them to aflat memory buffer so they can be transmitted to the server. On the server side,
some piece of the server would need to @) read this flattened parameter data, b) recreate the stack in the server
address space such that it isareplication of the original stack set by the cdler, ¢) invoke the actual cal on the server
side, d) pack the return values, and €) send it back to the client.



The process of seridizing parameters from the stack into aflat memory buffer is caled marshaling. The process of
reading the flattened parameter data and recreating the stack is called unmarshaling.

Deveopers, however, would like to focus on using interface pointers, and would rather not deal with marshaing and
unmarshaling. We need some mechanism that would make the marshaling process transparent to the devel opers. The
solution offered by COM isto intercept every method cdl a client makes and transfer the control into the server?
address space. For such method remoting to work, when the client requests an interface pointer, handing over the
real interface pointer would not work. A logica choice that COM made wasto provide a proxy interface pointer to
the client. This proxy pointer supportsal the methods of the real interface, except now it gives COM the ahility to
intercept every method cal on the interface and marshal the data

Note that the code implementing the proxy interface hasto be in-process with the client. Otherwise, you will need a
proxy to aproxy, and so on.

On the server sde, COM provides asimilar mechanism to unmarsha the data and pass the control to the actua
server method. The code that does thisisreferred to asthe stub. Just like the proxy, the stub has to be in-process
with the server implementation.

Marshding isanontrivia task, as parameters can be arbitrarily complex?hey can be pointersto arrays or pointers
to structures. Structures can, in turn, contain arbitrary pointers and many other data structures. In order to
successfully remote amethod call with such complex parameters, the marshaling code hasto traverse the entire
pointer hierarchy of all parameters and retrieve al the data so that it can be reinstated in the server? address space.
Clearly, writing marshaling code could easily defocus the devel opers from their main course of business.

Fortunately, COM provides away to generate the marshaing logic based on the interface definition. Marshaling
based on COM-generated logic isreferred to as standard marshding.

With standard marshding, the method parameters are represented in aflat data buffer usng awel-known data
format called network data representation (NDR). The dataformat is specified by DCE RPC. It takesinto
account platform and architecturd issues, and is very efficient in terms of performance.

By default, method remoting uses the COM Object RPC (ORPC) communication protocoal. [2] The flow of method
remotingisshownin Figure 2.1.

[2] ORPC islayered over MS-RPC, a DCE derivative.

Figure 2.1. Standard mar shaling.
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Figure 2.1 introduces a new term, context. Aswewill seein later chapters, marshaling is not just limited to process
boundaries, marshding is needed whenever an interface has to be intercepted. To clearly ddlineate when an interface
needs interception, COM defined the term context. A context is acollection of objectsthat share run-time
requirements. The run-time requirements that congtitute a context will become clearer as we go through the next few
chapters. Process boundary happens to be one such run-time requirement.

To generate the proxy/stub code that is needed for marshaling, each method parameter in an interface hasto have at
least one attribute that indicatesif the parameter is being used for input, output, or both. Thisis done by attributes
[in], [out], and [in, out], respectively. The following example showsther use:

void Divide([in] long nunmerator, [in] |ong denoni nator,
[out] long* quotient, [out] |ong* renminder);

The above function definition indicates that the function Divide takes two parameters asinput, the numerator and the
denominator , and fillstwo parameters, the quotient and the remainder, asreturn valuesto the caller.

Marshaling architecture is redly outside the scope of this book. Wewill cover it on aneed-to-know basis. Those
interested can read Al Major? book, COM IDL and Interface Design [Mg-99]. For the current discussion, it is
important to know that we may have to define many attributes, besides[in] and [out], to assist the IDL compiler to
generate efficient and, in some cases, necessary code.

Note that C++ does not provide any language constructs to specify the direction of method parameters.

Programming L anguage | ndependence

The software community aways has a need to automate frequently-used functiondities of any application. Earlier
versons of many commercia applications, such as Microsoft Excel and Microsoft Visua C++, had supported such
automation by defining macro languages specific to each gpplication. It was desired that amore general purpose,
easy-to-use language be used for automation. The ease of use of BASIC language spawned many development
environments such as Microsoft Visud Basic (VB) and Microsoft VBScript, agenerd purpose scripting language
that is used by applications such as Microsoft Internet Explorer and Microsoft Windows Scripting Host (WSH).
What was needed was an gpplication that desiresits functionality to be automated to somehow expose the
functiondity to other gpplications. Thiswas alofty god, consdering that the manipulator gpplication could be based
on aprogramming language different than the manipul atee application, and that the data typesin one language need
not necessarily map to a datatype in another language.



COM addressed this cross-language issue and provided away that makes it possible for one application to

mani pul ate objects implemented in another application, irrespective of the programming language used, or to
Xpose?objects so they can be manipulated. Thistechnology is referred to as automation (formaly known asOLE
automation).

An automation client isan application that can manipul ate exposed objects belonging to another application. An
automation client isaso called an automation controller.

An automation server, sometimes referred to as an automation component, is an application that exposes
programmabl e objects to other applications. The exposed objects are also called automation objects.

Based on COM support for automation, adew of new technologies caled Active (formerly called ActiveX)
technol ogies were born. Some examples are Active documents, ActiveX controls, and ActiveX scripting.

Although, theoreticdly, it is possibleto usea COM component in any programming language, the main languages of
interest in the programming community have been Visua Basic (VB), Java, and ActiveX scripting languages such as
VBScript and JScript.

Semantic Information

The binary form representation of the interface definition is sufficient to satisfy the development environment in terms
of checking the syntax and producing appropriate machine language code to make amethod cal. However, quite
often it is necessary to provide hel pful hintsto the developers on what the interface is about and whento use a
specific method. Under C++ language, thisis achieved by adding commentsin the heeder file.

Though C++-style comments can be specified in an IDL file, IDL supports aformd attribute caled helpstring that
can be used to describe an interface, the methods in the interface, and many other congtructs that we will cover later
in this chapter. Thefollowing text fragment taken from aMicrosoft-supplied IDL file for Web Event Browser
ActiveX control showsthe usage of the hel pstring attribute:

uui d( EAB22ACL1- 30C1- 11CF- A7EB- 0000CO5BAEOB) ,
hel pstring("Wb Browser interface"),

]
interface | WebBrowser : |Dispatch
{
[
i d(100),
hel pstring("Navigates to the previous itemin the history list."),
hel pcont ext (0x0000)

]
HRESULT GoBack();

[
id(101),
hel pstring("Navigates to the next itemin the history list."),
hel pcont ext (0x0000)

]
HRESULT CoForward();



[
i d(102),
hel pstring("Go hone/start page.")
hel pcont ext (0x0000)

]
HRESULT GoHome();

}

Notethat IDL will honor C/C++-style comments. However, such comments get stripped out when the IDL compiler
processesthe IDL file, aswe will seelater.

Standardized Calling Conventions

In the previous chapter we discovered that in order to ensure a smooth interoperability between two C++
components, certain aspects of C++ language have to be treated uniformly. For your convenience, some of the
Important aspects are listed once again:

Run-time representation of basic data types should be uniform
Run-time representation of composite data type should be uniform
Argument passing order should be uniform

Argument passing convention should be uniform
Stack-maintenance responsi bility should be uniform

Implementation of virtud functions should be uniform

These conditions hold true for the interface definitions aswell. After dl, an interface definition isnothing but a
decorated C++ class. However, COM goes astep further. It specifies the precise standards to follow in defining and
using theinterfaces.

In view of COM? ahility to interoperate between various architectures, platforms, and programming languages,
some of these standards deserve specia attention.

Return Value From a Function



Except in specid circumstances, nearly every interface member method (and amost dl COM API functions) returns
avaueof type HRESULT. HRESULT isa32-bit integer. Its structureisshown in Figure 2.2.

Figure2.2. Structureof HRESULT.
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The severity bit indicates the success or failure of the operation. The SDK header file definesthe bit as
SEVERITY_SUCCESS (vadue0) and SEVERITY_ERROR (vaue 1). The SDK aso defines two macros,
SUCCEEDED and FAILED, to check the HRESULT for thishit. The following code showstheir usage:

HRESULT hr = Some_COM API () ;
I f (SUCCEEDED( hr)) {
DoSonet hi ng() ;

}

i;‘.(FAI LED(hr)) {
Report Fail ure();
}

\'f

- n = There are many possible reasons for an interface method call or COM API cdlstofail, even
- . though the reasons are not evident sometimes. Therefore, always use SUCCEEDED or
FAILED macrosto check the return status of the interface method or COM AP call.

Asthere are many possible success and error codes, the SDK follows anaming convention for different codes. Any
codewithan E_init, either a the beginning or in the middle, impliesthat the function failed. Likewise, any namewith
anS_init, ether at the beginning or in the middle, implies the function succeeded. Some examples of error codes are
E OUTOFMEMORY and CO_E BAD_SERVER_NAME. Some examples of successcodesare S OK and
CO_S NOTALLINTERFACES.

The reserved hits are reserved for the future and are not currently used.

Thefacility code indicates which COM technology the HRESULT corresponds to, and the information code
describes the precise result within the facility. Table 2.1 shows some pre-defined facility codes.

Table?.1. Facility Codes

Code Facility

Ox000 FACILITY_NULL




Oox001 FACILITY_RPC

Oox002 FACILITY_DISPATCH
0x003 FACILITY_STORAGE
oxoo4 FACILITY_ITF

ox005 Not defined

ox006 Not defined

ox007 FACILITY_WIN32
0x008 FACILITY_WINDOWS
X009 FACILITY_SSP
OxC0A FACILITY_CONTROL
0x00B FACILITY_CERT
ox00C FACILITY_INTERNET
Ox00D FACILITY_MEDIASERVER
OxQ0E FACILITY_MSMQ
OxO0F FACILITY_SETUPAP

Mogt facility codes have a self-explanatory name and are well documented in SDK. For our current discussion,
FACILITY_NULL and FACILITY_ITF deserve specia attention.

Any HRESULT that isuniversa and isnot tied to aparticular technology belongsto FACILTY _NULL. Table2.2
shows some commonly seen HRESUL Tsfrom thisfacility.

Table?.2. Some Common HRESUL Ts From FACILITY NULL

HRESULT Description

S OK Function succeeded




S FALSE Function succeeded but semantically returns a boolean FALSE
E OUTOFMEMORY Function failed to alocate enough memory

E NOTIMPL Function not implemented

E_INVALIDARG One or more arguments are invalid

E FAIL Unspecified error

FACILITY_ITFisused to define interface-specific errors as well as user-defined errors. The SDK header files
define interface-specific HRESULT s up to the information code value of Ox1FF. However, adeveloper can use any
information code value above 0x200 to compose a custom HRESUL T. The SDK provides amacro cdled
MAKE_HRESULT to accomplish this. Itsusage is shown in the following code snippet:

const HRESULT MYDATA E_QUERYERRCR =
MAKE_HRESULT( SEVERI TY_ERROR, FACI LI TY_I TF, 0x200+1);

Note that the information code need only be unique within the context of a particular interface. Thus, one interface?
custom HRESULT s may overlap with another.

wi

- " = UseFACILITY_ITFand MAKE_HRESULT to define your own HRESULT. Useavaue
~ above 0x200 for the information code.

Most valid HRESULT s have atext-based human readabl e description stored in the system message table. Win32
APl FormatM essage can be used to obtain this description. The following code fragment shows how to obtain a
description for agiven HRESULT.

voi d DunpError (HRESULT hr)

{
LPTSTR pszErrorDesc = NULL;

DWORD dwCount = :: For nmat Message(
FORMAT MESSAGE_ALLOCATE_BUFFER |
FORMAT _MESSAGE_FROM _SYSTEM
NULL,
hr,
MAKELANG D( LANG NEUTRAL, SUBLANG DEFAULT),
reinterpret cast<LPTSTR>( &pszErrorDesc),

01
NULL) ;
if (0 == dwCount) {
cout << "Unknown HRESULT: " << hex << hr << endl;
return;

}

cout << pszErrorDesc << endl;



Local Free(pszErrorDesc);

}

= |, HRESULT sthat use FACILITY _ITF and have the information code above 0x200 are
=4 user-defined HRESULT sand obivioudy cannot be obtained from the system.

Visua C++ native support for COM definesaclass, _com_error, that makesit easy to obtain the error description.
Using this classfunction, DumpError, for example, can be redefined asfollows.

voi d DunpError2( HRESULT hr)
{

cout << comerror(hr).ErrorMssage() << endl;

}

Visud C++ shipswith autility called ERRLOOK.EXE that can also be used to look up the description of an
HRESULT.

ol ’

- " = To obtain the description for an HRESUL T-type variable while debugging an application,

- s gpecify hr asthe display option in the watch window (as shown below) for avariable
hMyResult.

hM/Resul t, hr
Stack Frame Setup

In order to produce a COM-compliant stack frame for any COM-related function call, the SDK definesamacro
caled STDMETHODCALLTY PE. Under Visud C++, thismacro expandsto _stdcall when targeting Win32
platforms. Theimplications of thiscompiler directive were explainedin Chapter 1 (Table 1.1).

Almogt dl COM AP functions and nearly every interface member method use this macro astheir cal type. The
following code example showsits usage:

HRESULT STDAPI CALLTYPE MyFi ctit ousConfunction();
The SDK definesall the COM APIsasexternd C functions (keyword extern "C") . The SDK aso definesamacro

for extern "C" asEXTERN_C. Infact, EXTERN_C HRESULT STDAPICALLTY PE isso commonly used for
COM functions that the SDK combines them under one macro?STDAPI.

#def i ne STDAPI EXTERN _C HRESULT STDAPI CALLTYPE

For Win32 compatibility, the SDK a so defines another macro, WINOLEAPI, that mapsto STDARPI.

#defi ne W NOLEAPI STDAPI



Thefollowing isan example of aCOM API caled Colnitidize that uses WINOLEAP!.

W NOLEAPI Colnitialize(LPVO D pvReserved);

For COM functions whose return types are something other than HRESULT, the SDK defines another macro,
STDAP!_(type), and itsWINOLEAPI equivaent, WINOLEAPI_(type).

#def i ne STDAPI _(type) EXTERN_C t ype STDAPI CALLTYPE
#defi ne W NOLEAPI _(type) STDAPI _(type)

Asan example, the prototype for afrequently used COM API, CoUnitidize, is shown below:

W NOLEAPI _(void) CoUninitialize(void);

Thisbasicaly expandsto:

extern "C'" void _stdcall CoUninitialize(void);

Interface methods are alittle different than COM API functionsin the sense that they are not EXTERN_C type and
that they all need to be marked asvirtud. To indicate afunction as an interface method, the SDK definesamacro
caled STDMETHOD that takes the method name as the parameter, as shown in the following example:

STDVETHOD( MyXYZMet hod) () ;

This statement expandsto:

virtual HRESULT STDVETHODCALLTYPE MyXYZMet hod();

Under Win32, this expandsto:

virtual HRESULT _stdcal |l MyXYzZMet hod();

The declaration used in the implementation of this method is dightly different than that of the prototype, as C++
requires that the keyword virtua be dropped in the implementation.

/1 method inplenented by a class CWd ass
HRESULT _stdcall CWd ass:: MyXYZMet hod()

{

}
For the devel opers?convenience, the SDK definesamacro caled STDMETHODIMP that can be used in the
implementation code, as shown below:

STDVETHODI MP CMWyCl ass: : MyXYZMet hod()
{

}

What about defining those interface methods whose return types are something other than HRESUL T? The SDK



defines avariation of the STDMETHOD macro that takes the return type as an extra parameter:

#defi ne STDVMETHOD (type, nethod) \
virtual type STDMETHODCALLTYPE net hod

Thefollowing code shows its usage for an interface method, AddRef:

STDVETHOD (ULONG, AddRef) () ;

Under Win32, this essentialy expandsto:

virtual ULONG _stdcall AddRef();

The developers can avail another macro, STDMETHODIMP_(type), for the implementation of the above method.
Thefollowing code snippet illugtrates its usage for implementing CMyClass:: AddRef:

STDVETHODI MP_(ULONG) CMyd ass: : AddRef ()
{

}

Table 2.3 summarizes the usage of these macros for declaring interface methods.

Table?.3. Macros For Declaring I nterface Methods

Return Type Method Definition or I mplementation Usage

HRESULT Definition STDMETHOD
Implementation STDMETHODIMP

Other than HRESULT Definition STDMETHOD _(type)
Implementation STDMETHODIMP_(type)

Memory M anagement

Congder the following C++-based caler/calee scenario. The callee implements amethod, GetLigt, that returnsan
array of numbers. The implementation allocates the appropriate amount of memory for this operation as shown below:

void CWI npl :: GetList(long** ppRetVal)
{

*ppRet Val = new | ong[ m nSi ze]; /1 allocate nmenory as a |l ong
/'l array of size mnSize

/1 fill the array

return;

}



Under this setup, when acaller invokes method GetLig, it isthe caller? responsibility to free the alocated memory.

| ong* aNunbers;
pl npl - >CGet Li st (&aNunbers) ;
/1 use aNunbers

delete [] aNunbers; /1 deallocate nmenory allocated by the callee

The above technique of memory alocation (by the callee) and dedllocation (by the caller) works fine under the
standard programming model. However, this same technique under COM has afew problems:

The semantics of new and delete are not standardized across various compilers and programming languages.
Consequently, the results of memory dedllocation in the client code are unpredictable.

A more chalenging problem arises when the client and the server are running as two different processes.
Separate processes do not share their address space with each other. Consequently, the memory allocated
using the operator new (or any of its variants such asmalloc, LocalAlloc, etc.) does not get reflected in the
client address space.

In order to make such memory allocation and deallocation work between the client and the server, there must be a
standard mechanism ble to both parties to deal with memory management, even across process'machine
boundaries. This mechanismis COM?task memory alocation service. All the COM components are required to
use this service whenever thereis aneed to exchange alocated memory between them.

The SDK providestwo APIs, CoTaskMemAlloc and CoTaskMemFree, to alocate and free memory, respectively.
The syntax for these functionsis shown below:

/1 Prototype
W NOLEAPI _(LPVA D) CoTaskMenmAl | oc( ULONG cb);
W NOLEAPI (VO D) CoTaskMentree(voi d* pv);

Using these APIs, the previous code for caller/calee can be redefined asfollows:

/1l Callee
void CWI npl :: GetList(long** ppRetVal)
{

*ppRet Val = reinterpret_cast<l ong*>

(CoTaskMenAl | oc(nSi ze * sizeof (1 ong));
/1 fill the array
return;

}

[l Caller

| ong* aNunbers;

pl mpl - >Cet Li st (&aNunber s) ;

/' use aNunbers

CoTaskMentr ee(aNunbers) ; /1 deallocate nenory all ocated by
/1 the callee



APIs CoTaskMemAlloc and CoTaskMemFree go through the COM task memory allocator, athread-safe
implementation of memory alocator implemented by COM.

| dentification

An interface class requires a human-readable name to identify it. This creates an interesting problem when two
different interfaces (possibly from different vendors) share the same interface name. Congder the following scenario:
two vendors decide to create a spell-checker component. Both vendors define their respective spell-checking
interfaces. Both interface definitions will probably be smilar in functiondity, but in dl likeihood the actud order of the
method definitions and perhaps the method signatures will be somewhat different. However, both vendors will most
likely use the samelogicd interface name, 1Spel|Check.

If the client uses such a name-based mechanism to obtain an interface, it has the potentia to accidentally connect to
the wrong component, thereby obtaining the vptr to the wrong interface. Thiswill inevitably result in an error or a
crash, even though the component had no bugs and worked as designed.

Different vendorsin different places develop components and interfaces at different times. Thereis no centra
authority that mediatesissuing aunique interface name among al the vendors. Under such circumstances, how can
one possibly guarantee a unique identification to each interface? COM? answer is GUID.

Globally Unique I dentifiers (GUIDs)
A GUID (pronounced goo-id) isa128-hit integer that is virtually guaranteed to be unique across space and time.
Thisinteger can be assigned to any element of COM that requires aunique identity. For each type of COM dement,

the GUID isreferred to by amore appropriate term. Table 2.4 shows some elements of COM that require unique
identification.

Table?4. COM Elements That Require GUIDs

Element Referred to as
Interface Interface ID (11D)

COM Class ClassID (CLSID)
Category Category ID (CATID)
Application Application ID (APPID)
Data Format Format ID (FMTID)

A GUID hasthefollowing data Structure:

typedef struct _GU D {
DWORD Dat al;



WORD Dat a2;

WORD Dat a3;

BYTE Dat a4[ 8] ;
} QU D

All other forms of GUIDs are just atypedef representation of this structure, as shown below:

typedef GQUID IID;
typedef GUI D CLSID;

The SDK providesamacro cdled DEFINE_GUID tofill this structure with values. The following example defines
the GUID for our interface, Ivideo:

DEFINE_GUI D(11D_I Video, 0x3e44bd0, Oxcdff, 0x11d2, Oxaf,
Ox6e, 0x0, O0x60, 0x8, 0x2, Oxfd, Oxbb);

Thisbasicdly mapsto:

extern "C'" const GUD IIDIVideo =
{ 0x3e44bd0, Oxcdff, 0x11d2,
{ Oxaf, Ox6e, 0x0, 0x60, 0x8, 0x2, O0xfd, Oxbb } };

A GUID can ds0 berepresented asastring in aformat dictated by the OSF DCE. The following example showsthe
string representation of our IVideo interface. Note that the curly braces and the hyphens are dl part of the standard.

{ 03E44BD0- CDFF- 11d2- AF6E- 00600802FDBB}

The SDK providesan AP called CoCreateGUID to generate a GUID. This APl employs an agorithm that
originated from OSF DCE. To guarantee uniqueness with avery high degree of certainty, the dgorithm uses, anong
other things, the current date/time and globally unique network card identifier. If the network card is not present, the
dgorithm gill synthesizesan identifier from ahighly varigble state of the machine.

Most development environments include an application called GUIDGEN.EXE that can be used to generate one or
more GUIDs and paste them in the source code.

Compiled Type Information

Entering interface information in an ASCII fileisvery convenient. Y ou can use your favorite text editor to edit the
IDL file. However, developing code using an IDL file asadirect sourceisnot practical. It requiresthat the IDL file
be parsed. Unfortunately, parsing is subject to interpretation. Each language may interpret the information in adightly
different way, which may cause the client-server interaction to break down.

Thereisaso amore fundamental issue. COM is supposed to be abinary standard for interoperatibility. The actua
interface should redlly be defined in terms of binary memory layouts and method calls, and not as atext file.

It makes sense to provide the interface information in abinary form?form that is free from any ambiguities or
misinterpretations and one that istruly interoperable in the context of multiple architectures and OS platforms.



Under COM, such abinary form of the interface definition iscalled a type library. A typelibrary isabinary file that
contains tokeni zed interface information, obtained directly from the source IDL file, in an efficiently parsed form. It

alows COM-aware environments to produce language mappings for the interfaces defined in the origind IDL file. It
isthe equivaent of aC++ header file, but for all COM-aware environments.

— | Strictly speaking, atype library isnot atrue representation of asource IDL file. Some
—4 information islost during trandation. Perhaps the COM task force will define a better binary

representation in the future. Currently, atypelibrary isthe only binary representation of a
source|DL file.

Any interface information that needs to be saved into the type library needsto be defined in asection caled library in

the IDL file. Aswith interfaces, thelibrary isuniqudy identified by aGUID, though inthiscase, it isreferred to asa
Library ID or LIBID.

Component | dentification

From the previous chapter we know that, under COM, clients deal only with interfaces. We aso know that once a

client has one interface pointer to an object, it could navigate through and get other appropriate interface pointers.
Two questions arise:

1.

How doesthe client uniquely identify acomponent in order to instantiate the object?

How doesthe client get the first interface pointer to the object?
The answer to the second question will be covered in chapter 3. Let? see how we can solve the first problem.

In order to hep aCOM client identify a component, an abstract term called COM class has been coined. A COM
class, or coclass, isanamed declaration that represents concrete instantiable type and the potentia list of interfacesit

exposes. Like interfaces, a COM class requires unique identification. Associating aGUID to the class does this,
thoughinthiscaseitisreferredto asaClassID, or CLSID.

<BACK NEXT >
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Processing IDL Files

We have cometo termsthat interfaces will be defined in alanguage cdlled IDL. Theinterface definitions and the
asociated information are saved in atext file, referred to asan IDL file. Thisfile generdly has an extension of .idl.
The question now is. What can we do with the IDL filein terms of devel oping the program code?

Let? look at the issues we need to address;

We need amechanism to check the syntax of the newly defined interfaces.

A vast mgjority of components are developed in C++ language. The C++ language compiler cannot interpret
IDL text, at least for now. We need to trandate the interfaces into C++ abstract base classesto help the
C++ compiler understand the interface syntax.

We need to generate the typelibrary info, if need be.

We need to extract the marshaing information from the interface definition and generate proxy/stub code.

The SDK provides an executable, called MIDL .EXE, to accomplish the above-mentioned tasks. This executable,
referred to asthe MIDL compiler, isthe primary consumer of an IDL file.

Typicdly, MIDL isexecuted asfollows:

M dl.exe ?icf inputfile.idl

The optional flagsfor MIDL are documented in the SDK. Flag ?cf causes MIDL to generate output that takes a
consderably smaller memory footprint, resulting in better performance for Windows NT 4.0 and Windows 2000 OS.

Upon execution, the MIDL compiler will:

perform a syntactic check on the input file, generating error messages and warnings, if necessary

generate severa output files. Figure 2.3 shows the generated output filesfor asample IDL file, Video.idl



Figure 2.3. Output filesfrom MIDL.
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Based on the functionality, the output files can be divided into three groups. C/C++ development files, typelibrary
files, and proxy-stub files.

C/C++ Development Files

Thesefiles contain C/C++ equivadent declarationsfor the interfaces and other congtructs defined inthe IDL file:

Video.h:?This header file contains C/C++ declarations for the interfaces and extended data types such as structures,
enumerations, etc. Any GUID used inthe IDL file (for interfaces, classes, libraries, etc.) isrepresented as an externd
variablein this header file. By convention, an interface ID isrepresented as1ID_<InterfaceName>, aclassID is
represented as CLSID_<ClassName>, and alibrary 1D isrepresented asLIBID_<LibraryName>. For our video
example, the defined variableslook like:

EXTERN C const 11D I1D_1Video;
EXTERN C const 11D |1 D_|I SVi deo;
EXTERN C const 11D LIBID VcrlLib;
EXTERN _C const CLSID CLSI D VCR

Video i.c:2Containsthe actud vaues of the GUID variables that were declared as extern in the header file. When
some piece of code refersto any GUID declared as EXTERN_C in the header file, the code has to be linked with
Video _i.obj (the compiler generated object filefor Video i.c) to resolve the symbols.

TypeLibrary Files

Thetypelibrary file typicaly has an extenson .tlb. For our video example, the outpuit fileis Video.tlb.

Thetypelibrary file has many uses, including the following:



VB can read the type library and make the interface information available within the devel opment
environment.

With some redtrictions that we will cover later, atypelibrary can aso be used for marshaing interfaces.

Visua C++ compiler provides native support to read the type library and generate code to smplify accessing
the defined interfaces.

The Visuad Basc development environment provides atool caled Object Browser that |ets
you view an object? type library information. Saving help stringsin the type library ensures
that such development environments get to display descriptive information about the interface
and its methods.

Proxy-Stub Files

Thesefiles contain code for creating aproxy-stub DLL. A proxy-stub DLL isitself aCOM server containing COM
objectsthat implement the marshding logic for the interfaces defined inthe IDL file.

Video_p.c:?Contains code to create proxy and stub, and to marshal/unmarshd the interfaces defined in file Video.idl

Dlldata.c:?Containsthe DLL entry points required by a COM object server.

The proxy-stub code has to be compiled and linked to create the proxy-stub DLL. ThisDLL hasto beregistered on
both the client and server machine.

<BACK NEXT >



<BACK NEXT >

IDL File Structure

Now that we know how to process an IDL file, let? see how we go about defining an IDL file.

Broadly speaking, an IDL fileis split into three sections. a preprocessor section, an interface section, and the library
Section.

The Preprocessor Section

Thefirst stage of MIDL processing isto run a C preprocessor on the input file. This meansthat the familiar C
preprocessor directives such as#define, #include, and #f are also available under IDL. Following isan example of a
define statement in Cthat isadso avaid IDL statement:

#def i ne BUFSI ZE 512
Asmacros are preprocessed, they are not reproduced in the generated C++ header files. For caseswhereit is

desirable for sometext to make it through C preprocessing and into the generated C/C++ code, IDL offersa
keyword, cpp_quote. The following IDL statement shows its usage:

cpp_quot e("extern char* g_pszMy/Nane; ")

The above IDL statement resultsin generating the following C declaration in the output heeder file:

extern char* g_pszMyNane;
In the preprocessing section, one can aso use the #include directive. This causes the information from the specified

fileto be preprocessed. In the following IDL statement, definitions from the standard includefile, stdio.h, are
absorbed into the IDL compilation.

#i ncl ude <stdi o. h>

All legitimate declarations, including structures and function prototypes, make their way into the generated header file.

For referencing definitionsfrom other IDL files, IDL offersadirective caled import. Thefollowing IDL statement, for
example, will reference the definitionsfrom IDL file wtypesidl:

i mport "wtypes.idl"

When the DL file containing the statement above is compiled, MIDL will insert an include directive for wtypeshin
the generated header file as shown here:

#i ncl ude "wtypes. h"



Note that, unlike the #include directive, the import directive ignores function prototypes.

The I nterface Section

One or more interfaces, dong with user-defined data types such as structures, enumerators, and even typedefs, can
be defined in the interface section.

Note that the preprocessor section and the interface section need not be physicaly separateinthe IDL file. One can
MiX preprocessor statements with interface declarationsif desired.

The TypeLibrary Section

Thetypelibrary sectionisidentified by the keyword library, as shown below:

[
uui d( 318B4AD3- 06A7- 11d3- 9B58- 0080C8E11F14),

hel pstring("VCR Type Library")

]
library VcrLib

{
i mportlib("stdole32.t1b");

i mportlib("stdole2. tlb");

[
uui d( 318B4AD4- 06A7- 11d3- 9B58- 0080C8E11F14),

hel pstring("VCR O ass")
]

cocl ass VCR

{

[default] interface |Video;
i nterface | SVideo;

}
}s

Thelibrary section isanamed entry (VcrLib in the above sample) and is uniquely identified by a GUID.

Thelibrary section primarily contains a preprocessor subsection, the interface subsection, and a COM class
subsection. [3] The preprocessor and the interface subsections are similar to ones described earlier. Anything that is
defined outside the library scope could have been defined within the library scope, if desired. Infact, thewhole
IDL file could be one big library section. However, in this case, there will be just one output file?he typelibrary.

[3] There is also a module subsection. However, it doesn? deserve any attention, as its usage is not relevant to COM programming.

Thelibrary section iswhat causesthe type library to be generated. However, declaring the library section is optional.
If an IDL file does not contain the library section, atype library will not be generated.

Any interface, structure, enumeration, or any such datatypethet is either defined or referenced within the library
section will be saved in the generated type library.



Thereis one preprocessor directive, importlib, which can only be used within the library section. Wewill examineits
usage when we dedl with multiple IDL files,

<BACK NEXT >
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IDL Syntax

It istimefor usto start designing interfaces. The gpproach | have taken here is bottoms-up. We will first see how to
define interface methods and related issues. Then we will take alook at building interfaces. Finally, wewill focuson
building the library section.

In order to explore various I DL concepts and issues, | have defined an interface, IMyExplore, for our reference. The
sarver classthat implementsthisinterface will be referred to as CMyExplore. The sample project can be found on
the accompanying CD.

Defining Interface Methods

| nterface methods are defined within the scope of an interface. Thefollowing isan example of an interface defining a
method, namdy GetRandomVaue.

interface | MyExplore : | Unknown

{

[ hel pstring("Obtain a random val ue")]
HRESULT Get RandonVal ue([out] |ong* pVal);

}s
An interface method cons sts of ;
1.

A return vdue: Almogt dways, thereturn vaueisan HRESULT.

A name: Any valid C-style name can be used.

Parameters: A method can have zero or more parameters. Each parameter can haveitsown list of attributes.

In addition, each method can be optionally annotated with attributes. The most common attribute is helpstring, which
isthe equivaent of aC language comment.

The following code fragment shows the server-side implementation and the client-s de usage of the method
GetRandomVadue

/1 Server side inplenentation
STDMETHODI MP Gy Expl or e: : Get RandonVal ue(l ong *pVal )

{
*pVal = rand();



return S_CK;
}

/1 dient side usage
I ong | Val ;
HRESULT hr = pMyExpl or e- >Get RandonVal ue( & Val ) ;

Directional Attributes

In order for the parameters to be marshaed, the marshaling logic needs to know the semantics of data transfer during
the method invocation. The IDL specifiestwo attributes, [in] and [out], for this purpose. We have dready seen them

in passing.

An[in] attribute specifies that the data has to be transferred from the client to the server.

An [out] attribute specifiesthat the data has to be transferred from the server to the client.

An[in, out] combination specifiesthat the data has to be transferred from the client to the server and back to
thedient.

IDL method signatures have C-style call-by-vaue semantics. Therefore, al parameters with the [out] attribute have
to be pointersto the type actudly returned.

Thefollowing exampleillusirates the use of these attributes:

/1 Interface nmethod definition
HRESULT Di recti onDeno(
[in] long val 1,
[out] I ong* pVal 2,
[in, out] long* pVal 3,
[out] I ong* pVal 4,
[in] long val 5);
/1 Server inplenentation
STDVETHODI MP CWMyExpl ore: : Di recti onDeno(l ong val 1, [ong *pVal 2,
I ong *pVval 3, long *pVal 4, |ong val5)

{

*pVal 2 = val 1 + 100;

*pVal 3 *pVal 3 + 200;

*pVal 4 = val 5 + 300;
return S_CK;

}

/1 Cient inplenmentation

void DirectionDeno(l MyExpl ore* pMyExpl ore)
{

cout << "\n\nDirection denp test" << endl;

long vall =1, val2 = 2, val3 =3, val4 = 4, val5 = 5;



cout << "Before: " << wvall << ", " << val2 << "
<< val 3 << "
<< val4 << "
<< val 5 << endl
HRESULT hr = pMyExpl ore->DirectionDeno(val 1, &val 2, &val 3,
&val 4, val 5);
if (FAILED(hr)) {
DunpError (hr);
return;

}

cout << "After: " <<wvall << ", " <<val2 <<"
<< val 3 << "
<< val4 << "
<< val 5 << endl

}

/1 CQut put

Direction deno test

Before: 1, 2, 3, 4, 5
After: 1, 101, 203, 305, 5

Besdesindicating the direction, the directiond attributes aso indicate the ownership of the memory alocated. The
basic rules of memory management are:

For an [in] parameter, the memory isalocated and freed by the client.

For an [out] parameter, the memory is alocated by the server and freed by the client.

For an[in, out] parameter, the memory isalocated by the client, freed by the server, dlocated once again by
the server, and finally freed by the client. If possible, the two server-side operations can be combined as one
?eallocation?action.

The memory dlocations operations are primarily done usng COM? memory management APIs that we discussed
earlier. The marshaling mechanism uses these APIswhen necessary.

Notethat not all parameters require usto dedl with memory management. Memory management rearsits head when
we gtart dealing with arrays and strings, aswe will seelater in the chapter.

Logical Return Value

Recall our example interface method that returned arandom value as output. Let? ook at the client code one more
time

I ong | Val ;

HRESULT hr = pMyExpl or e- >Get RandonVal ue( & Val ) ;

The method returns two vaues? physica return value of type HRESUL T, and alogical return value of typelong. To
indicate that a parameter isthelogica return value of amethod, IDL supports [retval] as a parameter attribute, as



illugtrated in thefollowing IDL statement:

HRESULT Cet Randonval ue([out, retval] |ong* pVal);

In environments that support the notion of logica return vaue, [retval] attribute indicates that the parameter should be
mapped as the result of the operation. For example, VB maps the above definition as:

Functi on Get RandonVal ue() as |ong

The support for native COM within Visua C++ aso makesit possible to map the parameter asthe result of the
operation. Using the native COM support, the client code can smply be written as:

I ong | Val = pMyExpl or e- >Get RandonVal ue() ;

Needless to say, there can be only onelogica return value for amethod, and that the attribute [retval] can be applied
only to an [out] type parameter.

Base Data Types

Like any other programming language, IDL has a set of base datatypes. Table 2.5 provides adescription of each of
the base data types and their equivaent C++ representation.

Table?5. IDL Base Data Types

IDL Data Type Visual C++ Equivalent Description

void void A method with no parameters or a method
that does not return aresult value

boolean unsigned char Indicates TRUE or FALSE

byte unsigned char An 8-bit dataitem

smadl char An 8-bit integer number

short short A 16-hit integer number

int int A 32-hit integer number on a 32-bit
platform

long long A 32-hit integer

hyper _int64 A 64-bit integer

float float A 32-hit floating point number




double double A 64-bit floating point number

char unsigned char An 8-bit dataitem. Undergoes
ASCII-EBCDIC conversion on
transmission

wchar_t unsigned short 16-bit unicode character

A parameter can be specified with any of these base types, or a pointer to abase type. MIDL recogni zes these data
types asintrinsc and generates marshaling code without requiring extra attributes other than [in] and [out].

Note that unlike C, apointer to the base type is considered to be a pointer to asingle value and not to an array. In
order to specify an array, additiona parameter attributes are needed. We will cover thislater in the chapter.

IDL also dlows signed and unsigned versions of al integer data types and pointersto al integer data types.

The base data types have afixed sze and sign. Thisinformation is essentid for the NDR dataformat to achieve
platform and architectural independence. All base data types, except int, have awell-defined C/C++ trans-lation.
Datatypeint, however, isaspecid case. ItsNDR dataformat isfixed, but its C/C++ trandation is dependent on the
architecture,

\'f

- " = |If possible, avoid using int as a data type when designing interfaces. Instead, use short, long, or
- ~ hyper, as appropriate.

The base data types can be used to define C-style structures and unions. These new data types are referred to as
extended datatypes.

String Parameters

Inthe COM community, there are many definitions of string types. Visua C++ natively supports char* and wchar_t*
string types. Win32 AP providesLPSTR, LPWSTR, and LPTSTR string types. The COM SDK provides
OLECHAR* and OLESTR types. IDL supports an extended datatype caled BSTR to deal with strings. Then there
are C++ classes cdled CComBSTR and _bgtr_t availablefrom ATL and Visud C++ environment, respectively.

Let? clear up the confusion surrounding al these definitions.

A dring istypicaly represented as a null-terminated array of char type. Win32 SDK definesamacro LPSTR to
indicate this. For the English language, each character in the string can be represented by exactly one byte. However,
there are other regiona languages that may require avariable number of bytes (some languages require up to three
bytes) to represent a character. Hence, achar type string (LPST R) is often referred to asamultibyte string. In
practice, the programming community prefers dealing with fixed byte strings. A good compromise wasto definea
character type that requires exactly two bytesfor its representation. Such a character was termed a UNICODE



character (also referred to as awide character). A UNICODE character can deal with most regional languages. Asa
matter of fact, aUNICODE giring can ded with multiple regiond languages.

The Microsoft run-time library defines a standard data type called wchar_t to indicate a UNICODE character. The
Win32 SDK defines amacro, WCHAR, to represent a UNICODE character and another macro, LPWSTR, to
indicate a UNICODE string (which smply mapsto data type wchar_t*).

To provide source code portability between UNICODE and non-UNICODE builds, the SDK providestwo
macros?TCHAR and LPTSTR. These macros map to WCHAR and LPWSTR under UNICODE builds, and char
and LPSTR under non-UNICODE builds. The Win32 SDK aso provides macros to represent constant strings,
theseare LPCSTR, LPCWSTR, and LPCTSTR.

Now let? ook at the string representation under COM.

Giventhat agtring isan array of characters, it istempting to assume that a string would get represented as a pointer
to char, asinthefollowing example:

HRESULT StringParan([in] char* pszString);
Not quite. Under IDL semantics, apointer isassumed to point to asingle instance, not to an array of characters. The

above |DL staterment would result in marshding only thefirst character of the string.

To indicate that aparameter isanull-terminated array of characters, IDL introduces an attribute called [string].
Followingisan example:

HRESULT StringParam([in, string] char* pszString)
While apointer to a char data type can be used as a parameter, the programming community prefers using
UNICODE dtrings. Aswchar_t is not defined on many platforms, the COM SDK defined a datatype called

OLECHAR to represent UNICODE characters. Under Win32 platform, this ssmply mapsto datatype wchar t, as
you would expect.

Using OLECHAR as adatatype, we can modify our example as.

HRESULT StringParanm([in, string] OLECHAR* pwszString)

The above IDL statement impliesthat parameter pwszString is a nullterminated UNICODE gtring.

The following code snippet shows the implementation for the StringParam interface method:

STDVETHODI MP CMWMYExpl or e: : St ri ngPar am( OLECHAR * pwszNane)

{
printf("String is %6\ n", pwszNane);
return S_OK;

}



Thefollowing codeillustrates its use on Win32 platform using Visua C++:

wchar _t* pwszNanme = L"Al exander, the Geat";
HRESULT hr = pMyExpl ore->Stri ngParan{ pwszNane) ;

Note that under Visual C++ a UNICODE string can be created using the ??prefix, as shown above.
The SDK aso providesamacro caled OLESTR to help devel opers create a null-terminated UNICODE string. The

pointer to such astring is represented by LPOLESTR. Using these two macros, the previous client code can be
modified as

LPOLESTR pwszNanme = OLESTR("Al exander, the Geat");
hr = p->StringParan( pwszNane) ;

Table 2.6 summarizes string data type definitions under various groups.

Table?.6. String Data Type Definitions

Data Type VC++ Native Win32 Generic Win32 COM
Character char CHAR TCHAR
wchar_t WCHAR OLECHAR

String Representation




two APIs, MultiByteToWideChar and WideCharToMultiByte, to achievethis. In redlity, however, devel opers most
often end up converting UNICODE strings to portable multibyte type (LPTSTR) and vice-versa. Under
non-UNICODE builds, this conversion should call one of the two above-mentioned APIs as appropriate. Under
UNICODE builds, however, thereis no real need for conversion.

To smplify coding, ATL providestwo macros, W2T and T2W, that can be used for string conversions. The
following exampleillugtrates the use of one of these APIs

voi d CQutput String(const WCHAR* pwszString)

{
USES CONVERSI ON; // Shoul d be declared before calling any

/1 ATL conversion macros
LPTSTR pszString = WT(pwszString);
printf("9%\n", pszString);
}

Asthe conversion requires some memory to be alocated to hold the return value, the above-mentioned macros, and
many of their variants, interndly use astandard run-timeroutine called _aloca. Thisroutine allocates memory on
stack. The cleanup occurs when the calling function returns.

Note that there are two potential problems when using ATL-provided conversion macros.

Fird, if the macro isused in a C++ exception handling code, as shown below, the current implementation of Visua
C++ compiler causes amemory corruption.

try {

}catch(CMyException& e) {
USES_CONVERSI ON,
LPTSTR pszError = W2T(e. GetErrorString());
Di spl ayError (pszError);

}

i s

- n = Under Visua C++, within the catch block, do not use ATL -defined conversion macros or any
- . other macro that uses_alloca

The second problemisthat ATL just assumesthat the memory dlocation via_dlocanever falls; thereis no vdidity
check on the memory pointer returned from _alloca. When such amacro is used within someiteration logic, for
example, and the iteration count happensto be alarge value, thereisapotential of crashing the program. The
following code fragment illustrates this behavior:

for(int i = 0; i<nRecords; i++) { /1l The nunber of records in the
/] database could be in nillions
CWRecord* p = GetRecord(i);
LPTSTR pszName = W2T( p->Cet Name());

}

The reason for the crash isthat the memory alocated via_dloca gets freed when the function returns, not when the



variable holding the memory location goes out of scope (a popular misconception). Within the for loop in the above
code, the process runs out of memory at some point. Inthiscase, _dlocareturnsNULL. However, ATL still goes
ahead and usesthe return value, resulting in apotentia crash.

N 7
- " = Do not use ATL conversion macrosin aloop where the iteration count could potentialy be
- N vey lage

Enumeration Data Type

IDL supports enumerated types with syntax identica to that of their C counterpart, asin the following example:

enum MYCOLOR { MYRED, MYGREEN, MYBLUE};

The enumeration can be used as a parameter to amethod, asin the following example:

/Il Interface nethod definition
HRESULT Get Enun{[out] enum MYCOLOR* pVal);

/'l Server code
STDVETHODI MP CMWyExpl or e: : Get Enun{ enum MYCOLOR *pVal )

{
*pVal = MYRED;
return S_OK;

}

// dient code
enum MYCOLOR col or;
HRESULT hr = pMyExpl or e- >Get Enum( &col or);

To smplify enum data type declaration, enum definitions can also be used aong with C-style typedefs. In this case,
we can drop the keyword enum from the interface method declaration, as shown below:

typedef enum{ MYRED, MYBLUE, MYGREEN } MYCCLOR

/1 Interface nethod definition
HRESULT Cet Enun([out] MYCOLOR* pVal);
/1 Server code
STDMVETHODI MP CMyExpl or e: : Get Enum( MYCOLOR *pVal )
{
*pVal = MYRED;
return S_CK;
}

/!l dient code
MYCOLOR col or;
HRESULT hr = pM/Expl or e- >Get Enum( &col or);

Note that an enum type variable can be assigned only one vaue from the possiblelist of values. It cannot be used to
pass acombination of vaues, asin the following case:

/|l Server code



STDMETHODI MP Gy Expl or e: : Get Enum( MYCOLOR *pVal )
{

*pVal = MYRED | MYGREEN,

return S_CK;
}

If the value to be returned does not exactly match one of the possible vaues, the marshder failsto marsha the vaue.

\.'f

- " = |f amethod intends to pass a combination of enumerated values as a parameter, declare the
- N\ parameter asalong type, instead of the enum type.

An enum can be uniquely identified by a GUID, if desired, as shown here;

t ypedef
[

uui d(2B930581- 0C8D- 11D3- 9B66- 0080CBEL1F14),
] enum { MYRED, MYGREEN, MYBLUE } MYCOLOR;

By default, the NDR format for enumisa 16-bit unsigned short. To speed up transmission on 32-bit architectures, it
Is degrable to have enum vaues transmitted as 32 bits. IDL definesavl_enum attribute just for this case:

t ypedef
[

vl _enum

uui d(2B930581- 0C8D- 11D3- 9B66- 0080C8E11F14),
] enum { MYRED, MYGREEN, MYBLUE } MYCOLOR;

The enumeration and each enumeration constant can have a ?e pstring?as shown here:

t ypedef
[
vl _enum
uui d( 2B930581- 0C8D- 11D3- 9B66- 0080C8E11F14),
hel pstring("This is nmy col or enuneration")
] enum {
[hel pstring("This is ny red")] MYRED,
[hel pstring("This is ny green")] MYGREEN,
[hel pstring("This is ny blue")] MyBLUE
} MYCOLOR;

The default value for an enumeration starts from zero. If desired, each enumeration item can be assgned an individua
vaue, asshown here:

t ypedef

[
vl_enum
uui d(2B930581- 0C8D- 11D3- 9B66- 0080C8E11F14),
hel pstring("This is my col or enuneration")

] enum {
[hel pstring("This is ny red')] MYRED = 0x0001,
[hel pstring("This is ny green")] MYGREEN = 0x0002,
[hel pstring("This is ny blue")] MYBLUE = 0x0004

} MYCOLCOR;



Structures

AnIDL gructisamost identical to aC struct except for the following differences:

Eachfidd inan IDL struct can have one or more attributes.

For structsthat require marshaling, bit fields and function declarations are not permitted.

Following isan example of an IDL struct:

Il Interface Definiton
typedef struct tagMYPO NT

{
long | X;
long 1Y,
} MYPO NT;

HRESULT StructDeno([out, retval] MYPO NT* pVval);

/'l Server side code
STDMETHODI MP CMyExpl ore: : St ruct Deno( MYPO NT *pVal )
{
pVal - > X
pval - >l Y

10;
20;

return S_CK;
}

/1 dient side code
MYPO NT pt;
HRESULT hr = pM/Expl ore->Struct Deno( &pt);

LikeC, anIDL dtruct can contain fieldswith any valid datatype.

Unions

IDL aso supports C-style unions of datatypes. However, in order to be able to properly marshd the union, the
marshaer hasto know which union member is currently vaid (in aunion, only one member variable canbevaid at a
time). IDL solved this problem by associating an integer vaue with each union member, using akeyword, case, as
shown below:

t ypedef uni on tagMYNUMBER {
[case(1l)] long |;
[case(2)] float f;

} MYNUMBER,

When such aunion is passed as amethod parameter, it is necessary to pass another numeric parameter to indicate
which union member isvalid. A keyword, switch is, isused for this purpose, as shown here:

HRESULT Si npl eUni onl n([in] short type,



[in, switch_is(type)] MYNUMBER num ;

This numeric parameter isreferred to asa discriminator .

Thefollowing code fragment illustrates the usage:

/1 Server code
STDVETHODI MP CWMyExpl or e: : Si npl eUni onl n(short type, MYNUVBER num
{

long I;

float f;

switch(type) {
case 1:
| = numl;
br eak;
case 2:
f = numf;
br eak;

}

return S_OK;
}

/1 client side usage
MYNUVBER num

num f = 15.0;
pMyExpl or e->Si npl eUni onl n(2, num;

num| = 10;
pMyExpl or e->Si npl eUni onl n(1, num;

It istoo easy to make an error when hard-coded numeric values are used for adiscriminator. Let? use our
knowledge on enumerations and redefine our union:

typedef enum t agMYVALUETYPE {
MYLONG = 1,
MYFLOAT = 2

} MYVALUETYPE;

t ypedef uni on tagMYNUMBER {
[case(MYLONG ] long I;
[ case( MYFLQAT)] float f;
} MYNUMBER,

/!l method definition

HRESULT Si npl eUni onl n([in] MYVALUETYPE type,
[in, switch_is(type)] MYNUMBER num;

Now, the server-side code as well asthe client-side code can avail the enumerator.

\lf

- n = Using enumeration for discriminatorsin union datatype smplifies programming.
- .



Encapsulated Unions

From the previousillugtration, it is obvious that a union data type and the discriminator aways go hand-in-hand as
parameters. It seems sensible to bundle these two parameters as one structure, asfollows:

typedef struct tagMYENUMBER {
MYVALUETYPE t ype;

[switch_is(type)] union {
[case(MYLONG ] long |;
[ case( MYFLQOAT)] float f;

} 1
} MYENUMBER;

/'l Server side code
STDMETHODI MP CMyExpl or e: : Encapsul at edUni onl n( MFENUVBER numn)
{

long I;
float f;

switch(numtype) {
case MYLONG

| = numl;

br eak;
case MYFLQOAT:

f = numf;

br eak;

}

return S_CK;
}

/!l dient side code
MYENUVBER num

numtype = MYFLQAT;
num f = 15.0;
pMyExpl or e- >Encapsul at edUni onl n( nunj ;

numtype = MYLONG
num| = 10;
pMyExpl or e- >Encapsul at edUni onl n( nunj ;

Such abundled unionisreferred to as an encapsulated or discriminated union.

Arrays

LikeC, IDL alowsyou to pass an array of dements as aparameter. Also like C, an array can be specified using
array syntax or pointer syntax. However, unlike C, where a pointer can point to asingle value or to the beginning of

an array, IDL requires a pointer to be annotated with one or more attributes to indicate that it isan array. Such a
pointer isreferred to asa Sized pointer.



Without these specid attributes, a pointer will dways point to asingle vaue under IDL.

L et? examine how these special attributes are used.



/1 Server side code
STDMETHODI MP Gy Expl or e: : Conf or mant Arrayl n(1 ong | Count,
long alVal[])

{
long I FirstVal = alVal[O0]; /'l Get data fromthe first
/'l element in the array
long | LastVal = alVal[l Count - 1]; /| Get data fromthe | ast
/'l element in the array
return S_OK;
}

/1 Cdient side code

| ong al Val [ 100];

al val [ 0] = 50; /'l Set data for the first element in the array
al Val [ 99] = 25; /1l Set data for the last elenment in the array
pMyExpl or e- > Conf or mant Arrayl n(100, al Val);

IDL aso supports an attribute called max_is, astylistic variation of the size isattribute. While sze_isindicatesthe
number of elementsan array can contain, max_isindicates the maximum lega index in an array (which isonelessthan
the number of elements an array can contain). Using the max_is attribute, the previous example code could be
rewritten as

/1 interface definition
HRESULT Confornant Arrayl n2([in] long | Count,
[in, max_is(lCount)] long aval[];

/1 Server side code

STDVETHODI MP CMyExpl or e: : Conf or mant Arrayl n(l ong | Count,
long alVal[])

{

long | FirstVal = alVval[0];
long I LastVal = al Val [l Count]; /]l Get data fromthe |ast
/1 elenent in the array
return S_OK;

}

/1 dient side code

| ong al Val [ 100];

alVal [0] = 50; // Set data for the first elenment in the array
al Val [99] = 25; // Set data for the last elenment in the array
pMyExpl or e-> Confornmant Arrayl n2(99, alVal);

Aswith fixed arrays, conformant arrays are marshaling efficient. The received buffer for aconformant array can be
passed directly to the method implementation as an argument.

The previous examples showed how to transfer data from a client to aserver. A conformant array can aso be used
for obtaining values from the server. The client passes a potentialy empty array to the server and hasit filled with
useful vaues, asilludrated in the following example:

/'l interface nethod
HRESULT Conformant ArrayQut([in] long | Count, [out, size_is(lCount)]
long alVal[]);

/1l Server side
STDVETHODI MP CMyExpl or e: : Conf or mant ArrayQut (1 ong | Count, long alVal[])
{
al Val [0] = 25; Il Set data for the first el enent
/1 in the array



al Val [l Count-1] = 50; /1l Set data for the | ast el enent
/1 in the array

return S_CK;
}
/Il dient side
| ong al Val [ 100];
pMyExpl or e- >Conf or mant ArrayQut (100, al Val);
/1 dunp the first and the |ast elenment of the array
cout << alval[0] << ", " << alVal[99] << endl



required five el ements and not the entire array. After receiving these five dements, the client-side proxy code
initidizestherest of the dementsin the array to zero.

IDL also supportsastyligtic variant of length_isknown aslast_is. Just assze isand max_isarereated, length_isand
last_iscan berelated asfollows:.

I ength_i s(nCount) == | ast_is(nCount+1)

An array specified with thelength is(or last_is) attribute isknown asa varying array. The vaue specified using
length_isisknown asthe variance of the array. The variance indicates the contents of the array, as opposed to the
conformance, which indicates the capacity of the array.

When both the conformance and the variance are used together, asin the above example, the array isknown asan
open array.



Theindex for thefirg valid dement is 24.

Onthereturntrip:

The conformance of the array is 25. [4]

[4] The conformance of the array is dictated by the client. The server cannot change it.

The variance of thedement is 5.

Theindex of thefirst valid eement is 10.

For maximum wire efficiency, the interface method can be defined asfollows:

HRESULT Get Grades5([in] long | Size,
[in, out] long* plActual, [in, out] long* plFirst,
[in, out, size_is(lSize),
length_is(*pl Actual ), first_is(*plFirst)] long al Gades[]);

Developing the client and the server code for the above definition isleft as an exercise for the reader.



How can we then change the size of the array? It turns out that we cannot; well, at least not directly.

What we can do is create a completely new array at the server side and return it to the client. To do so, the method
definition has to be changed such that the result isreturned as an array.

HRESULT Get Grades6([out] |ong* pl Count,
[out, size_is(,*plCount)] |ong** pal Val);

Pay specid attention to the commain the argument list to the Size _isdtribute. Attribute Size isacceptsavariable
number of commea-ddimited arguments, one per leve of indirection. If an argument ismissing, the corresponding
indirection is assumed to be a pointer to an instance and not an array. In our case, the definition suggests that
argument paVa isapointer to an array. The size of thisarray will be dictated by the server method.

With the above interface method definition, our server method implementation would be asfollows:

STDVETHODI MP CWExpl or e: : Get Grades6(| ong *pl Count, |ong **pal Val)

{
I ong | Count = 10;

/1 allocate enough menory
I ong* al Val = (long*) CoTaskMemAl | oc(| Count * sizeof(long));
for (int i=0;i<lCount; i++) {

alval[i] =1 + 15; /1l Set each val ue
}
*pl Count = | Count; /1 Set the count
*pal Val = al Val ; /1 Set the return array
return S_OK

}

The client code would then become:

| ong* pal G ades;

I ong | Count = O;

pMyExpl or e- >CGet G ades6( & Count, &pal Grades);
for(long i=0; i<ICount; i++)

{ cout << palGrades[i] << endl; } // dunp grades
CoTaskMenfr ee( pal G ades) ; /1 free server-allocated nenory

Thus, by using an extrapointer indirection, the client no longer hasto assumethe size of the array.

Pointers

An DL pointer pointsto amemory location, just like C. Following are afew examples of pointers:

[in] [ong* plVal; /1 passing a |long value as a pointer
[out] long** ppl Val; /1 obtaining one element of |ong* type

[out] BSTR* pbsVal; /1 obtaining one el ement of BSTR type



Unlike C, where apointer can point to asingle vaue or to the beginning of an array, apointer under IDL pointstoa
snglevaueunlessit is specidly attributed to indicate that it isan array. In the above examples, plVa isapointer to a
snglelong, pplVa isapointer to asingle long*, and pbsva isapointer to BSTR.

Recall that in aCOM application, the caller and the callee could be running under two separate processes. The same
memory location in two processes may contain entirely different pieces of data. Thus, if apointer ispassed asa
method parameter from one process, it may point to amemory location with invalid data. Even worse, avdid
memory location under one process may point to an inaccessible memory in another process, resulting in an access
violation.

COM? solution to this problem is smple. From one process, instead of transmitting the pointer vaue, transmit the
entire contents the pointer is pointing to. In the other process, take this data and recreate the memory just the way the
first processwas seeing it.

When apointer is used as amethod parameter, the marshaer will ensure that the data the pointer pointsto gets
transmitted, no matter how complex isthe data structure the pointer is pointing to. Furthermore, if the data structure
itsdlf contains a pointer asamember variable, the data pointed by this pointer istranamitted aswell. The marshder
goesthrough the whole data structure recursively and dereferences every nonNULL pointer encountered until there
areno more nonNULL pointersto dereference.

This mechanism introduces anew set of problems. Let? examine these problems and see how we can solve them.

For our analysis, we will consider the smple case where the client and the server are running astwo separate
processes. A more general case would be where the client and the server arein two different contexts (contexts are
coveredin Chapter 5).

Consder thefollowing smple IDL method definition:

HRESULT Set Val ue([in] |ong* pVal ue);

If the client were to invoke the method as follows:

long | Val = 100;
p- >Set Val ue( & Val ) ;

The proxy code has to ensure that the value 100 gets transmitted to the server, which requires dereferencing the
pointer.

What if the dient were to invoke the method as follows?

p- >Set Val ue(0);

If the proxy were to dereference the passed pointer, it would result in an access violation.

The proxy (and the stub) could be smart enough to check for NULL before dereferencing a pointer. But then, should



we always force the proxy and the stub to check each and every pointer for NULL ? Moreover, what if NULL is
indeed alega value for some cases?

Obvioudy, there are some cases where a pointer should never be NULL, and other cases where a pointer isalowed
to haveaNULL vaue. The interface designer would know of such cases when designing the interface.

Toindicate that a pointer must never be NULL, IDL supportsthe[ref] attribute. Our SetVaue method can be
redefined as

HRESULT Set Val ue([in, ref] |ong* pVal ue);

If the caller now makes the mistake of passing NULL as aparameter, the proxy code will return the error code
RPC_X_NULL_REF POINTER (0x800706f4). (51

[5] MIDL-generated proxy and stub code assume the pointer to be non-NULL if a[ref] attribute is specified. They blindly dereference the pointer,
causing an access violation. As the generated proxy/stub code always executes under an exception handler, it traps the access violation and translates it
into the error code.

Toindicate that a pointer can haveaNULL value, IDL supportsthe [unique] attribute. When this attribute is
specified to a pointer, the proxy code does additional checking to seeif the passed parameter isNULL. It aso
inserts atag in the ORPC packet indicating whether or not aNULL pointer was passed. The stub code examinesthis
tag and, if the tag indicates that aNULL pointer was passed, reconstructsa NULL pointer.



vaue

All embedded pointers are treated as unique by default. However, it isgood practice to explicitly specify the
attributes for embedded pointers. In fact, IDL supports an interface attribute, pointer_default, to specify the
default pointer attribute for al embedded pointers.



| = pList->lVal;
pLi st = pLi st->pNext;
}

return S_CK;
}

/1l dient-side

MYLONGLI ST |l astltem
lastltem|Val = 100;

| astltem pNext = NULL;
MYLONGLI ST firstltem
firstiteml|Val = 200;
firstltem pNext = & astltem

HRESULT hr = pM/Expl ore->MyLi nkLi st (&firstltem;

Thiswill result in transferring the entire link-list as amethod parameter.

What if | convert thislink-list into acircular lis? The only difference between alink-list and acircular list isthat the
last element of the circular list hasto point back to the first eement.

Try setting the last item to point to the first item and observe what happens.

firstlteml Val = 200;
firstltem pNext = & astltem

lastltem pNext = &firstltem
HRESULT hr = pM/Expl ore->MyLi nkLi st (&firstltemn);

What you would observeisthat the server code was never invoked. If you try to dump the return status code hr, it
will mogt likely contain aninvaid HRESULT. What happened?

In an attempt to build the wire data, the proxy code recursively started dereferencing the next pointer. Asthere was
no NULL pointer to indicate the termination, the proxy code blindly went into an infinite loop and ran out of stack
space. It just so happens that the proxy code runs under a structured exception handler. This prevented the program
from crashing. However, the method cdl failed to go through.

If the proxy code could somehow detect that the pointer it is currently trying to dereference has dready been
dereferenced, then it can stop further dereferencing. How can we do that?



duplicate pointers?

Thefirst option would be to do nothing specid. In this case, the proxy will treat pl1 and pl2 astwo distinct pointers.
Not only will the value 10 be transmitted twice, but also the server side will get two pointers pointing to two different
locations. What if the semantics of the server method required an equivaence of pointers?

STDVETHODI MP CWyExpl or e: : MyMet hod( | ong* pl 1, [ong* pl2)
{
if (pll ==pl2) {

}
}

In this case, the marshaer would bresk the semantic contract of the interface method.

To addressthis problem, IDL dlows designersto indicate if the marshaing logic should check for duplicate pointers.
Attribute ptr is used for this purpose:

HRESULT MyMethod([in, ptr] long* pll, [in, ptr] long* pl2);

When thisattribute is specified, the marshaler code will contain extralogic to detect if apointer has already been
used eaxlier or aliased. For dl pointersthat are dliased, the value is transmitted just once. The server-side stub code
will recreate al the pointers. However, they al would point to the same location.

Pointersthat use the ptr attribute are called full pointers.
Like unique pointers, afull pointer can haveaNULL vaue.

Situations requiring full pointers are rare. However, the full pointer mechanismisuseful for solving specific problems
such astranamitting acircular list. The stack overflow problem in the previous example can be solved by using afull
pointer asfollows:

/1 Interface definition
typedef struct tagMyCl RCULARLI ST {

| ong | Val

[ptr] struct tagMYCl RCULARLI ST* pNext;
} MYCl RCULARLI ST;
HRESULT MyCircularList([in, ptr] MClI RCULARLI ST* pList);
/1 Server side code
STDVETHODI MP CMyExpl ore: : MyGircul ar Li st ( MYCl RCULARLI ST *pLi st)
{

if (NULL == pList) {

return S_ K
}

long I;
MYCl RCULARLI ST* pFirst = pList;
do {

| = pList->| Val

pLi st = pLi st->pNext;
}while(pList !'= pFirst);



return S_CK;
}

// dient side code

MYCl RCULARLI ST | astltem
lastltem|Val = 100;

| astltem pNext = NULL;

MYCl RCULARLI ST firstltem
firstlteml|Val = 200;
firstltem pNext = & astltem
lastltem pNext = &firstltem

HRESULT hr = pMyExplore->W/Circul arList(& irstlten);
In the above sample code, attribute ptr is used at two locations in the interface definition. Its use for the member

variable definition pNext is obvious. Why isit used for the method parameter aswell? Thisis|eft as an exercise for
you (hint: remove the attribute from the method parameter and see what happens. The codeis on the CD).

Attributesref, unique, and ptr are dl mutualy exclusive, that is, not more than one such attribute can be specified for
apointer. Table 2.7 summarizes the differences between these attributes.

Table?.7. Properties of IDL Pointer Types

Property ref unique ptr
Can be Aliased? No No Yes
CanbeNULL? No Yes Yes

Interface Pointers

In the previous section, we looked at marshaing data pointers. COM IDL has native support for marshaing interface
pointers (if this could not be done, the whole essence of COM would make no sense).

To pass an interface |Foo as an input parameter, one smply declaresit asan [in] parameter of type | Foo*.

Interface | Bar : | Unknown

{
HRESULT MyMet hod([in] | Foo* pl Foo);

}

If the client and the server are in two different contexts, the above method |oads the stub for |Foo in the client
context, and the proxy for 1Foo in the server context.

It may seem odd at first that the stub is getting loaded in the client context and the proxy is getting loaded in the
server context, instead of the other way around. The point to remember isthat the role of the proxy isto pack the
parameter data on an interface method cal (from the calling context) and the role of the stub isto unpack the data (in
the called context). In our case, when the interface pointer is being handed over to the server, the assumption isthat



the server will be cdling the methods on the interface pointer. In some sense, the server becomes the client and the
client becomesthe server.

More precisaly, in our example case, the client holds the proxy for the IBar interface and the stub for the IFoo
interface, and the server holds the stub for the IBar interface but the proxy for the IFoo interface.

An interface pointer passed as an input parameter is aways of the unique type, that is, the pointer can haveaNULL
value, but it cannot be aliased.

To obtain an interface pointer to 1Foo, one hasto declare an out parameter of type IFoo**, asfollows:

HRESULT MyMet hod([out] | Foo** ppl Foo);

In this case, the proxy for IFoo gets created in the client code and the stub for 1Foo gets created in the server code.

The second case isthe most often use-case under COM (recall from the previous chapter that the client obtains an
appropriate interface from the server).



with the identifier of the actud interface. IDL providestheiid isattribute to accomplish this:

HRESULT MyMet hod([in] REFIID riid
[out, iid_is(riid)] |IFoo** ppl Foo)

Here, the client isexplicitly informing the marshder that the return type of the interfaceis of typeriid (I1D_IBar in our
case), dlowing the marshder to load the correct proxy/stub during run time,

Defining IDL Interfaces

A COM interface exposes agroup of related functions, analogousto a C++ class definition. Thefollowingisan
example of an interface definition, 1Foo:

obj ect,

uui d( 5E7ASF3E- FAF4- 11D2- 9B37- 0080C8EL11F14),

hel pstring("This Interface can get and set col or of
the object"),

poi nt er _def aul t (uni que)

]

interface | Foo : | Unknown

{
typedef enum{ MYRED, MYGREEN, MYBLUE} MYCOLOR

HRESULT Set Col or ([in] MYCOLOR val);
HRESULT Get Col or ([ out] MYCOLOR* pVal);

};

The definition of the interface is marked by the IDL keyword interface. Thiskeyword isfollowed by the logicd name
of theinterface, IFoo in our example.

Every COM interface, except interface lUnknown, is derived from another interface. Interface lUnknown isaspecia
interface and is discussed separately.

Note that IDL doesn? support multiple inheritance; that is, an interface cannot be derived from more than one
interface. From our previous chapter, we know why this restriction was placed on the interface definition. However,
this has not been abig concern in the COM community. Aswe will seelater, thisrestriction isonly on the interface
definition and not on the implementation of the interface, thus providing developers an opportunity to use multiple
inheritance. Of course, the programming language being used should support the feature.

Theinterface body issmply a collection of method definitions and supporting type definition statements. Unlike the
C++ class definition that supports the notion of public and private methods, any method defined in theinterfaceis
aways apublic method. (If you redly wanted to make amethod private, why would you put in an interface that, by
its definition, gets exposed to the public?)

Interface Attributes

A COM interface can be annotated using the typical IDL attribute syntax; attributes are defined within square
brackets and each attribute is separated by acomma.



Every COM interface requires at least two IDL attributes: object and uuid.



| ocal ,

obj ect,

uui d(00000000- 0000- 0000- CO00- 000000000046) ,
poi nt er _def aul t (uni que)

]

interface | Unknown

{
HRESULT Queryl nterface(

[in] REFIIDriid,

[out, iid_is(riid)] void **ppvQbject);
ULONG AddRef () ;
ULONG Rel ease();

}

At thispoint, al the attributes on the interface lUnknown, except the loca attribute, should be reasonably clear.
Attribute loca informs MIDL not to generate any marshaing code for thisinterface and relaxes COM? requirement
that every interface method should return an HRESULT.

Interface IUnknown is functionaly equivaent to the class IGenera defined in the previous chapter. The smilarities
follow:

Method Querylnterface is anal ogous to the | Generd ::Probe method; it returns the requested interface. [7 If
the requested interface is not found, the implementation of Querylnterface should return a
E_NOINTERFACE error code.

[7] Why the interface pointer is returned as void* and not the more intuitive lUnknown* is for legacy reasons.

Method AddRef is analogousto the | Generd:: AddReference method; it increments the reference count on
the underlying object. It should be called for every new copy of apointer to an interface.

Method Release is and ogous to the | Generd ::Delete method; it decrements the reference count on the
underlying object. A reference count of zero indicates that the object isno longer used and that the server is
free to release any resources associated with the object.

— |, Thereturn valuefrom AddRef isthe vaue of the reference count after the increment. Itis
—4 meant to be used only for diagnostic purposes, asthe vaue is unstable under certain situations.

[Unknown istheroot of all COM interfaces. Every other legd COM interface should derive ether directly fromthis
interface or from one other COM interface that itsdlf is derived from [Unknown, either directly or indirectly. This

means, at the binary level, any COM interface isa pointer to vtbl that has the first three entries as Querylnterface,
AddRef, and Release.



The symbolic name of theinterface ID for IlUnkown is1ID_lunknown, defined asfollows:

extern "C'" const 11D I1D_|I Unknown;

ThislID, dong with many other syssem-defined I1Ds, is provided in the SDK library, uuid.lib. Any COM program,
client or server, hasto be linked with thislibrary to resolve the COM-defined symbols.

Defining COM Classes

A COM class, or coclass, isanamed declaration that represents concrete instantiabl e type and the potentid list of
interfacesit exposes. A coclassistypicaly declared within the scope of alibrary section. The following isan example
of acoclass, MyFoo:

[
uui d( 5E7A5F40- F4F4- 11D2- 9B37- 0080C8E11F14),

hel pstring("My Foo O ass")
]

cocl ass MyFoo

{

i nterface |Foo;

}s

The definition of acoclassis marked by the IDL keyword coclass. This keyword isfollowed by the logical name of
the COM class, MyFoo in the above example.

The body of aCOM classissmply alist of interfaces the class can potentidly expose. Eachinterfaceinthelistis
tagged by the keyword interface or dispinterface. [8]

[8] Dispinterfaces are covered later in the chapter under automation.

— ], Thecoclass section exposesthe potentid list of interfaces, not the actua list. The number of

—4 interfaces actualy implemented by the COM object could be less, more, or totaly different
than what islisted in the coclass section. This section identifies the interfacesa COM object
could potentialy support. The client code cannot rely on just thisinformation; it hasto go
through the usua Querylnterface to get theinterface(s) it needs.

Likeinterfaces, aCOM class requires aunique identification. Thisis done by supplying aGUID argument to our al
too familiar IDL keyword, uuid. When the MIDL compiler processes the coclass, it gives a C-style symbolic nameto
the GUID such as CLSID_<coclassname>. For coclass MyFoo in the previous example, the symbolic name would
be CLSID_MyFoo.

Defining IDL Libraries

Thelibrary section is defined primarily to indicate to the MIDL compiler that atype library needsto be generated.
Following isan example of the library definition:



uui d( 5E7A5F3F- FAF4- 11D2- 9B37- 0080C8E11F14),
version(1.0),
hel pstring("My Foo 1.0 Type Library")

]
library MyFooLib

{
i mportlib("stdole32.t1b");

i mportlib("stdole2.tlb");

[
uui d( 5E7A5F40- FAF4- 11D2- 9B37- 0080C8E11F14),

hel pstring("My Foo O ass")
]

cocl ass MyFoo

{
[defaul t] interface |Foo;
s
b

The definition of the library is marked by the IDL keyword library. This keyword isfollowed by the logica name of
thelibrary, MyFooL b in the above example.

Thelibrary body contains definitions and/or references to the interfaces and user-defined data types that need to be
saved into the MIDL-generated type library. In addition, the library section can define zero or more coclass
definitions

Library Attributes

A COM library can specify attributes using the typical IDL attribute syntax; attributes are defined within square
brackets, and each attribute is separated by acomma.



Definitions such as IUnkown and GUID are so commonly used in the IDL files, it doesn? make sense to have the
sameinformation being saved in every typelibrary that ever gets created. A better solution would beto create a
separaetype library for such commonly used definitions.

Asamatter of fact, SDK dready includes atype library containing al COM system interfaces and data type

definitions. Thelatest version of thistype library is2.0 and isdefined in file stdole2.tib. Another standard typelibrary,
stdole32.tlb, contains automation interfaces (automation is covered in the next section).

In order to exclude definitions that are aready present in adifferent type library, IDL keyword importlib can be used.
Thiskeyword takesthe type library name as an argument.

i mportlib("stdole2. tlb");

During IDL compilation, MIDL ensuresthat any definition found in the specified typelibrary isnot saved in the
generated type library, thus reducing the typelibrary size.

MIDL shipped with Visud C++ searchesfor thetypelibrary filesusng the PATH
environmenta variable (not the INCLUDE path, as you would expect if you were a C++
programmer). This problem has been fixed in the newer versions of Platform SDK (January
2000 or later).

<BACK NEXT >
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Automation

One of the goads COM had wasto let the component devel opers select the programming language of their choice.
Thiswas avery ambitious god, given that each language hasits own set of datatypes and that thereisno safe
mapping between data types from one language to another.

Let? examine these problemsin detail and see the solution that COM had to offer.

Basic Data Types

The semantics of many data types are not the same under different languages. For example, data type char under
Visua C++ has no equivalent match under VB. Datatype short under Visual C++ isequivaent to datatype integer
under VB. Moreover, thereis no uniform definition of datatypesto ded with date and currency.

COM? solution was to restrict the base data types that will work across al languages. The SDK provides an
enumerated type caled VARTY PE to precisely define the semantics of each of the automation compatible data
types. Table 2.8 lists someimportant VARTY PEs, their precise IDL definition, and the comparable datatypein C++
and VB.

Table?.8. Some Basic Automation Data Types

VARTYPE IDL Interpretation Microsoft VC++ Microsoft VB
VT 12 16-hit, signed short Integer

VT_ 14 32-bit, signed long Long
VT_DATE Date DATE (double) Date

VT CY Currency CY (int64) Currency

VT R4 Single precision decimal float Single

VT_R8 Double precision decimal double Double
VT_UNKNOWN Interfacepointer [Unknown* Interface Ref.

Though unsigned data types appear to be automation-compatible (in the sense that MIDL will not complain), they are
not supported across al languages.



\lf

- n = Do not use unsigned data types if automation isyour objective.
“

Strings

Previoudy, we saw that the C/C++ language provides adequate support to ded with strings of OLECHARs that are
NULL terminated. However, there are other programming languages, such as VB and Java, that prefer
length-prefixed OLECHAR dgtrings. To satisfy dl the programming communities, the SDK introduced an extended
datatype caled BSTR.

BSTRsare length-prefixed aswell asNULL -terminated strings of OLECHARSs. The length prefix indicates the
number of bytes the string consumes (not including the terminating NULL) and is stored as afour-byte integer that
immediately precedesthe first character of the string. Figure 2.4 shows the string A7as a BSTR.

Figure 2.4. BSTR representation of ?i.?Adapted from [Box-98].
BSTR

4 0 | 0 0 |"H” O ] 0 0 0

| Terminal _|
null

—Length Prefix (in Ij}ftusll-l—Charactcr Data

From Figure 2.4, it isobvious that one can trest aBSTR asan LPWSTR. However, you cannot treat an LPWSTR
asaBSTR. Themarshder packs data using the value specified in the memory preceding the location pointed by the
BSTR. If an LPWSTR isused asaBSTR, thismemory location could be either an invalid address or would contain
abogusvaue. Thismay result in either an accessvidlation (if you are lucky) or huge amounts of bogus data being
trangmitted.

\.'f

- " = Never usean LPWSTR asaBSTR (it? okay to use aBSTR asan LPWSTR).
.

-

To manage BSTRs, SDK provides several AP functions. The SDK documentation describesthe APl usagein
detal. Two important APIsthat | will cover here ded with memory alocation issues.

Allocation of BSTR does not go through the COM task memory allocator directly in the sensethat APIssuch as
CoTaskMemAlloc and CoTaskMemFree cannot be used. Instead, COM provides two other APIs, SysAllocString
and SysFreeString, to ded with BSTRs. Thefollowing are their prototypes:

BSTR SysAl |l ocString(const OLECHAR* sz);
voi d SysFreeString(BSTR bstr);



SysAllocString can be used to alocate and initidize aBSTR. SyskreeString can be used to free the memory
previoudy dlocated viaacal to SysAllocString.

Y ou may be wondering how the marshaler knows that BSTRs require specid alocation APIs and not the standard
task memory alocator APIs. The magic liesin IDL? support for defining wire representation of adatatype, BSTR
inour case. Al Mgor coversthistopic in detail in[Mg-99].

When aBSTR is passed as an [in] parameter, it isthe caller? respongbility to construct the parameter before
invoking the method and to free the memory after returning from the method. The following example showsthe
verson of the interface method StringParam revised to use BSTR:

/'l Interface method definition
HRESULT Revi sedStringParan([in] BSTR bstrVal);

Using thisinterface method, the client-side code can be modified as:

/1 dient code
LPOLESTR pwszNane = OLESTR("Al exander, The Great");

BSTR bstrNane = ::SysAll ocString(pwszNane);
HRESULT hr = pMyExpl or e- >Revi sedSt ri ngPar an( bst r Nane) ;
. SysFreeString(bstrNane);

ATL smplifiesusing BSTRs by providing aclass caled CComBSTR. Using this class, the client-side code can be
written as

#1 ncl ude <atl base. h>

CConBSTR bstr Nane = "Al exander, The Geat";
HRESULT hr = pMyExpl or e- >Revi sedSt ri ngPar an( bst r Nane) ;

Note that the client project need not be ATL-based. To use the class CComBSTR, al that is needed is the header
file<atlbase.h>.

Similar to ATL, the native COM support under Visual C++ defines another class, _bsir_t, to dea with BSTRs.
Following isour client-side code using this class:

#1 ncl ude <condef. h>

_bstr_t bstrNane = "Al exander, The Geat";
HRESULT hr = pMyExpl or e- >Revi sedSt ri ngPar an( bst r Nane) ;

When aBSTR is passed as an [out] parameter, it isthe server? responsibility to allocate the string and the caller?
responsibility to freeit, asillustrated in the following code snippet:

/1 interface nethod definition

HRESULT Cet String([out] BSTR* pVval);

/'l server side code

STDMETHODI MP CMyExpl ore: : Get Stri ng(BSTR *pVal)

{
*pVal = ::SysAllocString(OLESTR("Al exander, The



Geat"));
if (NULL == *pVal) {
return E_OUTOFMEMORY;
}

return S_CK;
}

/1l dient side code
BSTR bstrNane = NULL;
HRESULT hr = pMyExpl ore->Get Stri ng( &str Nane) ;
i f (SUCCEEDED(hr)) {
/1 use bstrNane
.. SysFreeString(bstrNane);
}

Failureto cal SysFreeString will result inamemory lesk. Once again, the ATL class CComBSTR can save usfrom
making such amistake. The destructor of CComBSTR automaticaly calsthis AP, if need be:

[/ Server side
STDVETHODI MP CMyExpl ore: : Get Stri ng(BSTR *pVal )
{
CConBSTR bstr Nanme = "Al exander, The Geat"”;
if (NULL == static_cast<BSTR>(bstrNanme)) ({
return E_OUTOFMEMORY;

}
*pVal = bstrNane. Detach();
return S_COK;

}

/1 dient side

{

CConBSTR bst r Nane;
HRESULT hr = pMyExpl or e- >Get Stri ng( &bstr Nane);
i f (SUCCEEDED(hr)) {

/'l use bstrNane

}

} // bstrNane gets freed automatically when | eaving the scope

Unfortunately, class _bstr_t doesn? provide the functiondity for an instance to be used as an [out] parameter.

— |, Should you use CComBSTR or _bsir t?

Both of them have some distinct advantages.

Class CComBSTR lets you use an instance for an [out] parameter; _bstr_t doesn?.

Class_bdir_t provides reference counting on the instance. Therefore, it ismore efficient if its
inganceis frequently assigned to another instance.

Booleans



The SDK definesadatatype cadled VARIANT _BOOL for dedling with boolean variables. The two possible vaues
for thisdatatypeare VARIANT_TRUE and VARIANT_FAL SE, which correspondingly map to True and False
under VB and VBScript.

Notethat IDL defines another data type, boolean, to represent a boolean value. However, this datatypeis not
supported under programming languages other than C/C++ and Java

.

- " = To define an automation-compliant boolean parameter, never use boolean or BOOL data
- % types Alwaysuse VARIANT_BOOL.

Variants

Programming languages such as VB and Java support typed data; that is, a variable can be defined to hold a specific
datatype, as showninthefollowing VB example:

D m Count as | nteger
Count = 10

However, scripting languages such as VB Script and Jscript forego this notion of typed dataiin favor of increased
programming smplicity. These typel ess languages support only one datatype called a variant. A variant can contain
any type of data. When a specific datatypeis assigned to avariant, or one variant is assgned to another, the
run-time system will automaticaly perform any needed conversion.

Even many typed languages such as VB support variants natively.

The SDK defines adiscriminated union to deal with variants. It iscaled aVARIANT. Each supported data type has
acorresponding discriminator value, represented asthe VARTY PE. We have seen some of them earlier. Table 2.9
lists some of the frequently used VARTY PEs. For acomplete list, check out IDL file wtypes.idl supplied with the
SDK.

Table?.9. Variable Types Supported by aVARIANT

Type Description
VT_EMPTY has no value associated with it
VT_NULL contains an SQL style NULL value

VT 12 2 byte signed integer (short)




VT 14 4 byte signed integer (long)
VT_R4 4 bytered (float)
VT_R8 8 bytered (double)
VT_CY 64-bit currency

VT DATE DATE (double)

VT _BSTR BSTR

VT_DISPATCH I Dispatch*
VT_ERROR HRESULT

VT BOOL VARIANT _BOOL
VT_VARIANT VARIANT*
VT_IUNKNOWN IUnknown*
VT_DECIMAL 16 byte fixed point
VT_UI2 Unsigned short

VT _Ul4 Unsigned long

VT_I8 Signed 64-hit int (int64)
VT _UI8 Unsigned 64-bit int
VT_INT Signed machine int
VT_UINT Unsigned machine int

Toindicatethat avariant isareference, flag VT_BY REF can be combined with the above tags.

A VARIANT can aso berepresented asaVARIANTARG type. Typicaly, VARIANTARG is used to represent
the method parametersand VARIANT is used to refer to method results.



Aswith BSTRs, the SDK provides APIs and macrosto deal with VARIANTS.

A variant hasto beinitidized beforeit can be used and hasto be cleared after it has been used. The SDK provides
thefollowing two APIsfor these purposes.

void Variantlnit (VAR ANTARG" pvarg);
voi d Vari ant Cl ear (VAR ANTARG* pvarg);

To understand how to use these APIs, consider amethod that acceptsaVARIANT asan [in] parameter.

HRESULT Set Count ([in] VARI ANT var);

The following code fragment shows how to pass along vaueto this method:

VARI ANT var;
Variantlnit(&var);
V_VT(&var) = VT_I4;
V_l4(&var) = 1000;

pM/I nt er f ace- >Set Count (var);
Vari ant Cl ear (&var)

The SDK aso provides many other APIsto manipulate variants, such as copying one variant into another or
converting one variant type to another. These APIsare dl documented in the SDK.

To smplify manipulating variants, ATL providesaclass cdled CComVariant, and Visud C++ natively providesa
classcdled _variant_t. Usng CComVariant, for example, the previoudy defined code fragment can be smplified as.

CComvari ant var (1000);
pM/I nt er f ace- >Set Count (var);

Aswith CComBSTR, the cleanup for CComV ariant occurs autometically when the variable goes out of scope.

wi

- " = If you are not using safe wrapper classes such as CComVariant or _variant_t to deal with
- N variants, makeit apracticeto call VariantClear before any assignment operation. Thiswill
obviate any potentia resource leak.

Safe Arrays

Programming languages such as C++ support arraysintrinscally. However, it does so with no index protection, no
szelimit, and no initidization. An array isjust apointer to arandom memory location. Even C++ programmers are
reluctant to use raw arrays. Many of them write protected wrapper classesto ded with arrays.

VB on the other hand, provides amore protected way of dealing with arrays; it storesthe array bounds and doesa
run-time check to ensure that the boundaries are not violated.



To ded with arrays safdly, the SDK defines adata structure smilar to the onethat VB usesinternally. Thisdata
gructureiscaled SAFEARRAY. A SAFEARRAY isan array of other automation-compatible data types. The
following example shows how to declare a safe array of BSTRs as amethod parameter:

HRESULT Get NaneLi st ([out, retval] SAFEARRAY(BSTR)* pNaneLi st);

Though the above method declaration is automation-compatible, and the marshaer knows how to marshd al the
elements of the array, not al languages can ded with safe arrays when declared thisway. Our variant datatype
comesin handy here. A safe array can be passed as avariant, as shown in the following code fragment:

/'l prototype
HRESULT Set Nanes([in] VARI ANT nameLi st);

/'l client code

SAFEARRAY *pSA = Creat eAndFil | Saf eArrayWthVal i dStrings();

VARI ANT v; ::Variantlnit(&v);

V_VT(&) = VT_ARRAY | VT_BSTR

V_ARRAY( &) = pSA /I pSA shoul d contain each el ement of type BSTR
HRESULT hr = Set Nanmes(v);

In the above code, each element inthe array isof aBSTR type. Thisis acceptable to typed languages only. The
typelesslanguages cannot ded with an array of BSTRs. If an array isintended to be used from atypeesslanguage, it
should be declared as an array of variants, asfollows:

V_VT(&) = VT_ARRAY | VT_VARI ANT;
V_ARRAY( &) = pSA /1 pSA shoul d contain each el enent of type
/1 VAR ANT

Aswith BSTRs, the SDK provides anumber of APl functionsfor creeting, ng, and releasing safe arrays.
Their useis graightforward and is not covered here. To provide programmatic simplification under C++, one can
create awrapper classto deal with safe arrays. For an excellent article on safe arrays, see Ray Djgjadinata? article,
?Creating a COM Support Class for SAFEARRAY 74n Visual C++ Developer [Ray-98].

Automation-Compatible I nterfaces

If aninterface isintended to be used by an automation client, al the methods in the interface should use only the
automation-compatible parameters. To ensure this, an interface can be annotated with the oleautomation attribute, as
shown below:

ol eaut omat i on,

|

interface |Video : | Unknown

{
.

Doing so directs MIDL to warn if it encounters any method parameter that is not automation-compatible.

Propertiesand Methods



We know that any COM object exposes one or more interfaces. We also know that each interface contains a set of
predefined functions. Generally speaking, these functions can be classified into two subsetse that takes some
action, and one that obtains or changes the current state of the object. In order to provide a uniform semantic
meaning of an automation object across different languages, COM defined thefirg set of functions asinterface
methods and the second set asinterface properties.

A method isamember function that specifies an action that an object can perform, such asdrawing aline or clearing
the screen. A method can take any number of arguments (some of which can be marked as optiona), and they can
be passed ether by value or by reference. A method may or may not have an output parameter.

IDL providesafunction level attribute called method to indicate that the function is a method.

A property isamember function that sets or returns information about the state of the object, such as color or
vighility. Most properties have a pair of accessor functions? function to get the property value and afunction to set
the property value. Propertiesthat are read-only or write-only, however, have only one accessor function.

Table 2.10 showsthe attributes avail able on properties.

Table?.10. Property Attributes

Attribute Description

propget obtains the property value

propput sets the property value

propputref sets the property value. Value hasto be set by reference

Each property or method a so requires an identification tag called dispatch identifier or DISPID. The SDK defines
DISPID asavaue of typelong:

typedef | ong DI SPI D,

A DISPID isset on amethod using attribute id, as shown in the following example:

[1d(1), propget] HRESULT Get Val ue();

The SDK predefines many DISPIDs. Their semantics are documented in the SDK. For example, aDISPID of O on
aproperty impliesthat the property isthe default value. The behavior isillugtrated in the following code fragment:

/1l Interface nethod definition
[ propput, id(0)] HRESULT LastNane([in] BSTR newval);

/1 VB client usage exanple 1



per son. Last Nane = "Gandhi " /1 Standard way of setting a property

/1 VB client usage exanple 2
person = "Gandhi " /1 Setting LastName property is sinplified
/1 because of id(0)

Usar-defined DISPIDs start from one.

DISPIDs are scoped by the interface. Therefore, two interfaces can use the same vaue for a DISPID without any
interference.

A property can result in two functions?e to get and one to set the property. In this case, both the functions should
have the same DISPID.

Specifying DISPIDsisoptiond. If not specified, aDISPID is automatically assigned.

Run-time Binding

Recdl from Chapter 1 that an interfaceis primarily avtbl -based binary layout. In order for aC++ client tousean
interface, its vtbl information, and the signature of al the methods, has to be available when the client codeisbeing
compiled. The client could invoke only those methods it was made aware of during compilation.

Such avtbl -based binding mechanism works with typed languages such as C++ and VB (using
automation-compatible interfaces). However, in generd, it is not suitable for automation controllers. Autometion
controllers do not require the knowledge of any object until the object is created at run time.

What is needed is amechanism so that an automation controller, or any client, can ask the object a run timeif it
supports a particular method. If the method isindeed supported, the client would like to know, at run time, the
number of parameters and the datatype of each parameter so that it can construct the parameter list and invoke the
method.

COM provides away to define an interface that supports such arun-time-binding functionaity. However, defining
such an interface requires adifferent IDL syntax; it is declared using the keyword dispinterface (short for dispatch
interface), as shown in the following example:

[
uui d( 318B4AD2- 06A7- 11d3- 9B58- 0080C8E11F14),

hel pstring("DI SVideo Interface")

]
di spi nterface DI SVi deo

{
properties:
nmet hods:
[ hel pstring("Obtain the S-Video signal value"), id(1)]
| ong Get SVi deoSi gnal Val ue();

}s

Note that the COM programming community has adopted the convention of using the prefix ?DI 2on the interface
nameto indicate tht it is a dispinterface type interface.



But by now we know that COM components can communicate using vtbl-based interfaces only. How, then, does
the client ded with adispinterface ?

It turns out adispinterfaceisjust an abstraction limited to the IDL file. What the client seesisavthl -based interface.
Thisinterface is defined as I Digpatch in the SDK. The interface definition is shown here:

interface IDispatch : | Unknown
{
HRESULT Get Typel nfoCount ( [out] U NT * pctinfo);
HRESULT Get Typelnfo( [in] UNT iTinfo, [in] LCIDIcid,
[out] ITypelnfo ** ppTlnfo);
HRESULT Cet | DsOf Names (
[in] REFIIDTriid,
[in, size_is(cNanes)] LPOLESTR * rgszNanes,
[in] U NT cNanes,
[in] LADIcid,
[out, size_is(cNames)] DI SPID * rgbispld);
HRESULT | nvoke(
[in] DI SPID displdMvenber,
[in] REFIIDTriid,
[in] LADIcid,
[in] WORD wHl ags,
[in, out] DI SPPARAMS * pDi spPar ans,
[out] VARI ANT * pVar Resul t,
[out] EXCEPI NFO * pExcepl nf o,
[out] U NT * puArgErr
)

Method Getl DSOfNames returns the DISPID for the given method name. To invoke amethod, the client:
1.

obtainsthe DISPID of the method it isinterested in, and

cals|Digpatch::Invoke, passing the DISPID as a parameter. The arguments needed by the method are
packed as DISPPARAMS and passed to Invoke.

For performance optimization, aclient can call Getl DSOfNames during compiletime. Thisisreferred to as early
binding. Alternatively, Getl DSOfNames could be called during run time, just beforethe cal to Invoke. Thisis
referred to as late binding.

Run-time binding, early or late, will dways be dower than vtbl -based binding. If aclient is capable of supporting vtbl
-based binding, such asthe one written in C++, why enforce run-time binding?

What would be niceisto satisfy both vtbl -based clients aswell as clients requiring run-time binding.

So far in our examples we derived our custom interfaces from IUnknown. What if we derive the interfaces from
I Digpatch instead?



Bingo! You are on theright track. Y ou just laid out the mechanism for defining an interface that has the speed of
direct vtbl binding and the flexibility of IDispatch binding. An interface defined thisway isreferred to asa dual
interface.

However, thereis one small issuethat is|eft; deriving an interface from 1 Dispatch doesn? automatically tell the IDL
compiler that the interfaceisadua interface. Y ou have to annotate your interface with adua keyword. The following
example shows our interface 1Video defined asadua interface:

obj ect,

uui d( 318B4AD0- 06A7- 11d3- 9B58- 0080CBEL1F14),
hel pstring("lVideo Interface"),

dual ,

poi nt er _def aul t (uni que)

]

interface IVideo : 1D spatch

[ hel pstring("Obtain the signal val ue")]
HRESULT Get Si gnal Val ue([out, retval] |ong* val);

};



To alow the clients to determine the number of itemsin the collection, a collection object should implement a Count
method. Thefollowing isits prototype:

HRESULT Count ([out, retval] |ong* count);
[tem

Tofetch aparticular item, amethod caled item should be implemented. The first parameter to the method isthe

index of theitem. The datatype for theindex is dictated by the implementer and could be numeric, BSTR, or
VARIANT.

Enumeration

A collection object should aso dlow the client to iterate over theitemsin the set. Thefollowing VB Script example
shows the usage of such a collection object:

"the filelist object has been obtai ned sonehow. Iterate through
"and display the file nanes
for each file in filelList
nsgbox fil e. nane
next

In order to support such an iteration style, the collection object should support amethod with aDISPID of
DISPID_NEWENUM. This method conventionaly isnamed _NewEnum and returns a pointer to IlUnknown, as
shown in the following code snippet:

[id(D SPI D_NEVENUM ] HRESULT _NewEnum(
[out, retval] IUnknown **ppunk);

— |, Anunderscore preceding any method indicates that the method be hidden. It will not be
—4 displayed to users from tools such as VB? auto-statement completion.

DISPID_NEWENUM isdefined as ?in the SDK. If you come across amethod that has a
DISPID of ? (or its equivalent?xFFFFFFFC), it indicates that the method returns an
enumeration object.

When thismethod is called on the object, the object should return a pointer to an interface IEnumVARIANT
(defined in the SDK). Interface IEnumVARIANT falsinto acategory of interfaces called enumeration. These

interfaces are typically prefixed as | Enum and are expected to support some methods such as Next and Reset. The
semantics of these methodsis documented in the SDK.

There are some other optional methods that a collection can support. Charlie Kindel? article on MSDN, ?
Implementing OLE Automation Collection, AKin-94] delineates the rules of automation collection fairly clearly.



ATL makesit easy to implement collections and enumerators. See Richard Grimes?articlein Visual C++
Developer? Journal [Gri-99] for some sample code.

<BACK NEXT >
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| nterfaces and M ar shaling

An interface can be marshaled using either the MIDL -generated code or by writing explicit marshaling code.
Marshaing based on MIDL-generated code isreferred to as standard marshding.

In some circumstances, the developers may wish to write their own marshaling code. Marshaling based on such code
isreferred to as custom marshaling. For most cases, however, standard marshaling is very performance-efficient.

Standard marshaling could be driven by ether the MIDL-generated proxy/stub code or by the MIDL-generated type
library.

The proxy/stub code has to be compiled and linked to create the proxy/stub DLL. ThisDLL actsasa COM server
and hasto be registered on both the client and the server machine. COM provides atool called regsvr32.exe that
can be used to register or unregister aCOM server DLL, asfollows:

regsvr 32. exe myproxystub. dll /'l Register the proxy/stub on the
/1 1ocal machine
regsvr32. exe ? myproxystub.dll /1 Unregister it

Building a proxy/stub DLL requires some specific compiler switches, amodule definition file, and some specific
librariesto link with. If you use ATL to creste a COM server project, ATL will generate the module definition file
and amakefileto build a proxy/stub DLL. If you are not usng ATL or if you just want to creete proxy/stub DLL for
interfacesin aspecific IDL file, you can use the CreatePS utility | have put on the accompanying CD. This utility
generates the module definition file and the makefile to create aproxy/stub DLL, Smilar to what ATL does.

If type-library-driven marshaling is desired for an interface, the parametersin the interface methods are restricted to
use automation-competible type. In addition, the interface should be marked as either oleautomation or dud. The
type library hasto be registered on both the client and the server machine. The SDK providesan AP,
LoadTypelibEx, that can be used to register atype library. If you are using ATL, the wizard generatesthe
registration code for you.

Theinfrastructure that is respongble for carrying out type-library marshaing isreferred to asthe universal marshaler
. Itiscurrently implemented in OLEAUT32.DLL, aDLL supplied by COM.

It isimportant to understand that marshaing happens on the interface level, not on the object level. An object may
support many interfaces. Each interface may have its own marshaing mechanism.

Also note that an interface cannot have more than one marshaing mechanism.



N
- " = To marshd an interface, register only one entityAther its proxy/stub DLL or itstype-library.
- ~ If you register both, the behavior is unpredictable.

<BACK NEXT >
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Memory Management

We have aready covered how directiond attributes dictate the role of the client and the server for memory
management. To recap:

For an [in] parameter, the memory is alocated and freed by the client.

For an [out] parameter, the memory isalocated by the server and freed by the client.

For an[in, out] parameter, the memory is alocated by the client, freed by the server, alocated once again by
the server, and findly freed by the client. If possible, the two server-side operations can be combined as one
?eall ocation?action.

Memory management APIsare:

SysAllocString, SysReAllocString, SysFreeString, etc. for BSTRs.

Variantinit and VariantClear for VARIANTS.

CoTaskMemAlloc, CoTaskMemReAlloc, and CoTaskMemFree for raw memory.

To demongtrate the use of memory management APIs, | will definetwo IDL structures, thefirgt structure contains
two BSTRsand aVARIANT, and the second structure contains an array of thefirst structure.

typedef struct tagMYLEADER {
BSTR bsFi r st Nane;
BSTR bslLast Narme;
VARI ANT vTitl e;

} MYLEADER,

typedef struct tagMYLEADERS {

| ong | El enent s;

[size_is(lEl enents)] MYLEADER* pDat a;
} MYLEADERS;

/1 Interface nethod
HRESULT Get MyLeader s([out] MYLEADERS* pDat aArray);



The following code fragment shows how the memory is alocated at the server side and dedllocated at the client side:

/'l Server code
STDVETHODI MP CMYExpl or e: : Get MyLeader s( MYLEADERS * pDat aArr ay)

{
pDat aArray->| El enents = 2;

/1 raw allocation
pDat aArray->pData =
( MYLEADER*) ::CoTaskMemAl | oc(2 * sizeof (MYLEADER));

/1 BSTR al |l ocati ons
pDat aAr r ay- >pDat a] 0] . bsFi r st Name=SysAl | ocStri ng(L" Mbhandas");
pDat aAr r ay- >pDat a[ 0] . bsLast Nane=SysAl | ocStri ng(L" Gandhi ") ;

/1 BSTR all ocation in VAR ANT

VARI ANT& vO = pDat aArray->pData[0].vTitle;
::Variantlnit(&0);

V_VT(&0) = VT _BSTR;

V_BSTR(&v0) = ::SysAllocString(L"Mahatma");

/1 BSTR al | ocati ons

pDat aArr ay- >pDat a] 1] . bsFi r st Name=SysAl | ocStri ng(L"W nston");
pDat aArray- >pDat a] 1] . bsLast Nane=SysAl | ocStri ng(L" Churchil");
/1 BSTR allocation in VAR ANT

VARI ANT& v1 = pDataArray->pData[1].vTitle;

s Variantlnit(&1l);

V_VT(&1l) = VT _BSTR

V_BSTR(&v1l) = ::SysAllocString(L"Sir");

return S_CK
}

/1 Cient code fragnent
MYLEADERS | eader s;

HRESULT hr = pM/Expl or e- >Get MyLeader s( & eaders);

/1 Free menory
for(i=0; i<leaders.|El enents; i++) {
MYLEADER* pLeader = &l eaders.pbData[i];
::Variantd ear (&Leader->vTitle); /1 freed BSTR in the variant

.. SysFreeString(pLeader - >bsFi r st Nane) ; /1 freed BSTR
.. SysFreeString(pLeader - >bsLast Nane) ; /1 freed BSTR
}
.. CoTaskMentree(l eaders. pDat a) ; /1 freed raw all ocation

The above code fragment used raw APIsfor BSTRsand VARIANTS. To make the code less susceptible to human
errors, one can use wrapper classes such as CComBSTR and CComVariant provided by ATL.
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Organizing Multiple IDL Files

Often times, aCOM deve oper hasto deal with multiple IDL files.

Consider the scenario where several VCR manufacturers got together and defined an interface for video signals,
[Video.

Now al the VCR manufacturers can get back to work and cregte their own IDL file defining the interface. However,
thisis not practica; some manufacturers can make amistake in defining the interface. Moreover, if the interface had
to be extended, every manufacturer will have to edit their respective IDL file.

Infact, COM defines many datatypes and core system interfaces, including 1Unknown, that would cause a
maintenance nightmareif not defined at one place.

Idedly (or isit IDLIy?), theinterface should be defined in onefile. Any other IDL file should be able to reference the
interface from thisfile.

Now that the case for multiple IDL filesis made, you dready know from a previous section that you need to use the
import keyword to access the definitions from adifferent IDL file.

Many COM-defined core interfaces arein SDK filesoaidl.idl and ocidl.idl. It isvery common to see thesetwo files
imported at the beginning of an IDL file. Toolssuch as ATL wizard will import thesetwo filesinthe IDL file (rather
blindly, but that? okay).

i mport "oaidl.idl"

i mport "ocidl.idl"

In order to prevent duplication of definitionsin atype library, you will need to judicioudy use theimportlib keyword.
If you use ATL wizard, it will importlib SDK-defined type libraries, stdole2.tlb and stdole32.tlb, in the library section.

i mportlib("stdole32.t1b");
i mportlib("stdole2. tlb");

Blindly importlib ing these two type librariesis perfectly okay. In fact, you should dways do so. Depending on your
needs, you may wish to importlib additiona type libraries.
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Putting It All Together

It istimefor usto convert our C++ interfaces defined in the previous chapter into IDL interfaces. We will define two
interfaces, IVideo and ISVideo, create alibrary section, and definea COM classfor our VCR.

Step 1: Create afile, video.idl, usng notepad or your favorite editor.

Step 2: Accessinformation from SDK-defined IDL files, asfollows:

i mport "oaidl.idl"
i mport "ocidl.idl"

Step 3: Defineinterface block for Ivideo, asfollows:

—_—— p—

interface |IVideo : | Unknown

——

Step 4: Add interface attributes. The required ones are object and uuid. However, it isgood practice to add
hel pstring and pointer_default aswell.

obj ect,

uui d( 318B4AD0- 06A7- 11d3- 9B58- 0080C8EL11F14),
hel pstring("lVideo Interface"),

poi nt er _def aul t (uni que)

]

Y ou will haveto run guidgen.exeto obtain the GUID for theinterface.

i s

- " = |f you use guidgen.exe to obtain aGUID, leave it running until you obtain al the GUIDs. This
- . way, al the GUIDs used in aproject will have contiguous values, and it makesit easy to
identify them.

However, you will need to run guidgen.exe on NT4. On Windows 2000, the algorithm used to
generate GUIDsis different; it no longer generates contiguous GUIDs.

Step 5: Add the interface methods.

The following class shows our final C++ interface that appeared at the end of the previous chapter:



class IVideo : public |ICenera

{
public:
virtual VRESULT _stdcall GetSignal Val ue(l ong* pRetVal) = 0;

};

Thefollowing isthe equivaent IDL interface representation:

interface |IVideo : | Unknown

{
HRESULT Cet Si gnal Val ue([out] |ong* val);
H

Step 6: Add method attributes.

| am adding just one attribute?hel pstring ?s follows:

interface |IVideo : | Unknown

{
[ hel pstring("Obtain the signal value")]
HRESULT Cet Si gnal Val ue([out] I|ong* val);

};

Step 7: Repeat steps 3 through 6 for interface | SVideo. Following isthefind definition of interface | SVideo.

obj ect,

uui d(318B4AD1- 06A7- 11d3- 9B58- 0080C8E11F14),
hel pstring("lSVideo Interface"),

poi nt er _def aul t (uni que)

]

interface |1SVideo : | Unknown

{
[hel pstring("Obtain the S-Video signal value")]
HRESULT Get SVi deoSi gnal Val ue([out, retval] |ong* val);

H
Step 8: Definethelibrary block, asfollows:

i brary VcrlLib

~— — —t—

}s

Step 9: Add library attributes. The required attribute is uuid. However, it isagood ideato aso add the version
number and helpstring.

[
uui d(318B4AD2- 06A7- 11d3- 9B58- 0080C8E11F14),

version(1.0),
hel pstring("VCR Type Library")



]

Step 10: Add importlib statementsfor SDK type libraries, asfollows:

library VcrLib

{
i mportlib("stdole32.t1b");

i mportlib("stdole2.tlb");
b

Step 11: Add coclass block within the library scope, asfollows:

[
]
cocl ass VCR
{
}s

Step 12: Define coclass attributes. The required attribute is uuid. However, adding helpstring aswell isagood idea.

uui d(318B4AD3- 06A7- 11d3- 9B58- 0080C8E11F14),
hel pstring("VCR O ass")

Step 13: List the interfaces we plan to expose in the coclass scope, asfollows:

interface |Video;
interface |SVideo;

We are done. Following isthe IDL filewejust created in its entirety.

/1 File Video.idl

i mport "oaidl.idl"
i mport "ocidl.idl"

[
obj ect,
uui d(318B4AD0- 06A7-11d3- 9B58- 0080C8E11F14),
hel pstring("lVideo Interface"),
poi nt er _def aul t (uni que)

]

interface |Video : | Unknown
{
[ hel pstring("Obtain the signal value")]
HRESULT Cet Si gnal Val ue([out, retval] |ong* val);

obj ect,

uui d(318B4AD1- 06A7- 11d3- 9B58- 0080C8E11F14),
hel pstring("1SVideo Interface"),

poi nt er _def aul t (uni que)

]

interface |ISVideo : | Unknown

{
[ hel pstring("Obtain the S-Video signal value")]

HRESULT Cet SVi deoSi gnal Val ue([out, retval] long* val);



H

[
uui d(318B4AD2- 06A7- 11d3- 9B58- 0080C8E11F14),
version(1.0),
hel pstring("VCR Type Library")

]
library VcrLib

{
i mportlib("stdole32.t1b");
i mportlib("stdole2.tlb");

[
uui d( 318B4AD3- 06A7- 11d3- 9B58- 0080C8E11F14),

hel pstring("VCR O ass")
]

cocl ass VCR

{

i nterface |Video;
interface | SVideo;

}s
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Summary

In this chapter, we examined various gods that the COM committee had in defining the Interface Definition Language
(IDL). Welooked at various IDL congtructs that are used in defining interfaces and are responsible for generating the
marshaing logic. In defining interfaces, we looked at issues such as network efficiency and the ability to work with
languages other than C++. We examined the rules of memory allocations and learned how to correctly use various
APIsdedling with memory management. Finaly, we converted interface definitions defined in the previous chapter
from C++ abstract base classesto IDL interfaces.

This chapter covered areasonable amount of information on IDL. Those wishing to learn more about interface design
should read Al Major? book, COM IDL and Interface Design [Mg-99].

In the next chapter, we will take the newly defined interfaces and build our first COM server.
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Chapter 3. Components

In the previous chapter, we learned the techniques of defining interfaces. Once we have defined the interfaces, the
next step isto create the COM component that implements the defined interfaces. In this chapter we look at various
aspects of implementing a COM server. We will use the C++ code that we developed in Chapter 1 and turnitinto
COM-style C++ code. The focusis on understanding why and how features are implemented in COM, and learning
the terminology used in COM-based component development. We will explore several waysto reuse athird-party
component? functionaity. The primary goa of this chapter isto make you understand the intrinscs of COM-based
client and server development. A secondary goal isto make you feel comfortablein developing COM components
using Active Template Library (ATL) and developing client code using ATL, aswell as using native COM support
provided by Visua C++.
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From C++to COM? Quick Tour

In Chapter 1, we defined non-COM interfaces 1Video and ISVideo using C++. In Chapter 2, we turned them into
COM-gtyleinterfaces. Now, we will use the non-COM C++ implementation from Chapter 1 and turniit to
COM-based C++ code. Asyou will see, programming in COM is not that difficult. After dl, wedid lay the
foundation of COM in Chapter 1.

| mplementing I nterfaces

Let? begin by converting the definition of class CVer from our non-COM implementation. The following code
fragment shows the class as defined at the end of Chapter 1:

// File ver.h
#i ncl ude "Vi deo. h"

class CVcr : public IVideo, public |ISVideo

{
publi c:
Cver (voi d);
~Cver () ;
/1 1General interface
VRESULT _stdcall Probe(char* pszType, |General** ppRetVal);
void _stdcall AddReference();
void _stdcall Delete();

/1 IVideo interface
VRESULT _stdcall GetSignal Val ue(l ong* pRetVal);

/1 1SVideo interface
VRESULT _stdcall GetSVi deoSi gnal Val ue(l ong* pRetVal);

private:

[ ong m_| Cur Val ue;

i nt m_nCur Count;

[ ong m | Ref Count ;
H
To COMify thisclass, we need to do the following:

convert methods to use COM-style return values and calling conventions

replace | Genera method declarations with corresponding |Unknown method declarations.

Use COM Calling Conventions



To use COM-style caling conventions, we can use COM SDK-defined macros that were discussed in the previous
chapter. Following are two smple rulesto help you with the macro usage:

Rule 1. If theinterface method returnsan HRESUL T (as amogt al methods do), use the
STDMETHOD(FuncName) macro.

For example, consder the following I'Video method:

HRESULT Get Si gnal Val ue([out, retval] |ong* val);

Thisinterface method will have thefollowing C++ style method declaration:

STDMVETHOD( Get Si gnal Val ue) (I ong* pRetVal);

Rule 2: If theinterface method returns atype other than HRESUL T, usethe

STDMVETHOD ( Type, FuncNanme) nmacro.

For example, consider the AddRef method for interface lUnknown:

ULONG AddRef () ;

Thisinterface method will have the following C++ style method declaration:

STDVETHOD (ULONG, AddRef) () ;
Declare lUnknown M ethods

Wewill replace the | General methods with the corresponding 1Unknown methods. The equivaent methods for
Probe, AddReference, and Delete are Querylnterface, AddRef, and Release, respectively.

STDMETHOD( Queryl nterface) (REFIID iid, void** pp);
STDMVETHOD _(ULONG, AddRef) ();
STDMETHOD (ULONG Rel ease) () ;

After making the necessary changes, thefollowing istherevised C++ class definition:

// File ver.h
#i ncl ude "Vi deo. h"

class CVcr : public IVideo, public |ISVideo
{
publi c:

Cvcr (voi d);

~Cver () ;

/1 1'Unknown interface
STDMVETHOD( Queryl nterface) (REFIID iid, void** pp);



STDVETHOD_(ULONG  AddRef) () ;
STDMVETHOD (ULONG, Rel ease) ();

/1 1Video interface
STDVETHOD( Cet Si gnal Val ue) (1 ong* pl Val ) ;

/1 1SVideo interface
STDVETHOD( CGet SVi deoSi gnal Val ue) (1 ong* pl Val);
private:

| ong m_| Cur Val ue;
i nt m_nCur Count;
| ong m | Ref Count ;

};

= |, Eventhoughthe IDL interface definition does not alow multiple inheritance, thereisno
—4 redriction on the implementation to support it, as can be seen in the above code.

Method | mplementation

Let? now turn the non-COM implementation of C++ class methods from Chapter 1 into a COM-based C++
implementation.

To indicate COM-style implementation for amethod, we use STDMETHODIMP macros discussed in Chapter 2.
The usagerulesare smilar to those for STODMETHOD.

Also, asthereturn values are of type HRESUL T now, we need to change our return code definitionsto HRESUL Ts.
The SDK defines many standard HRESULT values, along with their explanation, in the header filewinerror.h. The
onesthat are currently of interest tousare S OK and E_ UNEXPECTED. Thevdue S_OK indicates that the
function call succeeded. Vaue E_UNEXPECTED indicates afailurein the code. For now, | will use

E _UNEXPECTED to dsoindicate an interna error. Later in the chapter, | will show you how to use custom
HRESULTs.

Except for the method Queryinterface, converting the rest of the methodsisfairly straightforward. The following
code showsthe find implementation of these methods:

Il File vcr.cpp
#i ncl ude "Vcr. h"

Cver:: CVer ()
{

m_| Cur Val ue
m_nCur Count
m | Ref Count

}

Cver:: ~CVer ()
{
}

STDMVETHODI MP_( ULONG) CVcr: : AddRef ()

noa
ey



{

return (++m.| Ref Count);

}
STDMETHODI MP_( ULONG) CVcr: : Rel ease()
{
ULONG | Ret Val = (?_I Ref Count);
if (0 ==IRetVal) {
del ete this;
}
return | RetVal ;
}
STDMETHODI MP Cvcer : : Get Si gnal Val ue(l ong* pRet Val)
{
if (mnCurCount >= 5 || mnCurCount < 0) {
return E_UNEXPECTED,
}

m_nCur Count ++;

if (5 == mnCurCount ) {
m_| Cur Val ue = 5;
m_nCur Count 1;

}

| ong | ReturnVal ue = m.| Cur Val ue;
m_| Cur Val ue += 10;

*pRet Val = | Ret ur nVal ue;
return S_CK;
}
STDMETHODI MP Cvcer : : Get SVi deoSi gnal Val ue(l ong* pRet Val)
{
if (mnCurCount >= 5 || mnCurCount < 0) {
return E_UNEXPECTED,
}
m_nCur Count ++;
if (5 == mnCurCount ) {
m_| Cur Val ue = 5;
m _nCur Count = 1,
}
| ong | ReturnVal ue = m.| Cur Val ue;
m_| Cur Val ue += 20;
*pRet Val = | Ret ur nVal ue;
return S_CK;
}

If you compare this code to the onein Chapter 1, the only difference you will seeisthat of method signaturesand
return values. The rest of the codeisidentical.

The last method to be converted is Probe. The following code fragment shows the non-COM implementation asit
appeared in Chapter 1:

VRESULT Cvcr:: Probe(char* pszType, |General ** ppRetVal)
{
*ppRet Val = NULL;
if (!stricnp(pszType, "general")) {
*ppRet Val = static_cast<lVideo*>(this);
lel se



if (!stricnp(pszType, "video")) {

*ppRet Val = static_cast<lVideo*>(this);
lel se
if (!stricnp(pszType, "svideo")) {

*ppRet Val = static_cast<lSVideo*>(this);
}

if (NULL !'= (*ppRetVal)) {
AddRef er ence();
return V_CK;

}

return V_NO NTERFACE;
}

Converting this method to the lUnknown method, Querylnterface, requires afew changes.

The string comparison stricmp has to be replaced by interface ID comparison. The SDK providesan AP,
IsEqualllD, to compare two GUIDs.

If the requested interface is not found, the return value has to be indicated as E_ NOINTERFACE, another
sandard HRESULT vaue defined in winerror.h.

The revised implementation is shown below:

STDMETHODI MP Cver :: Querylnterface(REFIID iid, void** ppRetVal)

{
*ppRet Val = NULL;

if (IsequallID(iid, IID_IUnknown)) ({
*ppRet Val = static_cast<lVideo*>(this);
lel se
if (Iskqual lID(iid, I'ID_IVideo)) {
*ppRet Val = static_cast<lVideo*>(this);
lel se
if (IskEquallID(iid, I'1D_ISVideo)) {
*ppRet Val = static_cast<lSVideo*>(this);
}

if (NULL !'= (*ppRetVal)) {
AddRef () ;
return S_CK;

}

return E_NO NTERFACE;
}

Wejust finished implementing the class that supports the interfaces. What remainsto be doneis adding amechanism
that would let the client instantiate this class and obtain the requested interface pointer.

| nstantiation Logic

If you recall from Chapter 1, we defined afunction, CreateV CR, that enabled the client to obtain an instance of



CVcr. Thefollowing isthe code fragment taken from Chapter 1:

VRESULT _stdcall CreateVCR(char* pszType, |General** ppRetVal)

{
*ppRet Val = NULL;

Cvcr* pVcr = new CVcr;
if (NULL == pVer) {

return V_OUTOFMEMORY;
}

VRESULT vr = pVcr->Probe(pszType, ppRetVal);
if (V_FAILED(vr)) {

del ete pVcr;
}

return vr;

}

In order to make thisfunction available outsde the DLL, recal that it was declared as an export function in the
module definition file, ver.def:

Fil e VCR DEF
LI BRARY  VCR DLL

EXPORTS
Creat eVCR

COM employsasimilar techniqueto let the client access an object from the server. Inits case, however, it mandates
that the export function be called DIl GetClassObject. Following isits prototype:

STDAPI DI | Get A assCbj ect (REFCLSID rclsid, REFIID riid, LPVOD* ppv);

The second and third parameters correspond to the two parameters we used for CreateV CR Zarameter riid
gpecifiesthe interface that the client isinterested in, and the interface pointer isreturned in parameter ppv (aswith
[Unknown::QueryInterface, we are ill stuck with LPVOID* asreturn type for legacy reasons). What? thefirst
parameter for? Aswe will seelater, aDLL can host multiple classes. Thefirst parameter representsthe CLSID of
the classthe client isinterested in. For our implementation, this CL SID should match the GUID specified inthe
coclass definition of the IDL file Video.idl. If there is no match, then the implementation needsto return another
standard HRESULT error code?CLASS E CLASSNOTAVAILABLE 2o the client.

If theinstance creation fails because of limited memory resources, COM requires that another ssandard HRESULT
error code, E OUTOFMEMORY, be used asareturn value.

Hereisour new implementation:

STDAPI DI | Get O assObj ect (REFCLSID rclsid, REFIID riid,
LPVA D* ppv)
{
if (!lskEqualllD(rclsid, CLSID VCR)) {
return CLASS E CLASSNOTAVAI LABLE;

}



Cvcr* pVCR = new CVcr;
if (NULL == pVCR) {

return E_OUTOFMEMORY;
}

HRESULT hr = pVCR->Querylnterface(riid, ppv);
if (FAILED(hr)) {

del ete pVCR
}
return hr;
}
= |, Inthe above implementation, each call to DIIGetClassObject returns anew instance. Though
= thisisconsideredillega under COM, let?ignoreit for the moment. We will revisit thisissue
in the next section.

Where arethevariablesCLSID_VCR, IID_IVideo, and I11D_ISVideo defined? If you recall from Chapter 2, when
theIDL fileVideo.idl iscompiled usng MIDL, two of the generated fileswere Video.h. and Video i.c. Thefird file
defines these variables as externa congtants and the second file specifies the actud storage. File Video.h needsto be
included in any C++ source module that refersto either of these congtants or to any of the interfaces defined in the
IDL file. FileVideo i.c should beincluded just once in some source module.

#i ncl ude "Vcr. h"
#i nclude "Video_i.c"

Failuretoinclude Video_i.c will result in the linker reporting unresolved external symbols when the object filesare

linked to create the find executable. If it isincluded more than once, the linker will complain about duplicate symbol
definitions.

— |, Theverson of MIDL that is shipped with Visua C++ 6.0 or the SDK is capable of

—4 generating code that diminatesthe need for using Video i.c intheimplementation. The
generated output contains another form of declaration for GUIDsthat make it possible to
obtain the GUID using __uuidof, akeyword provided by Visud C++ compiler. If you make

the following changes in the previous code, you can remove theinclusion of Video i.c from
the source code.

1. Replacereferencesto 11D _IVideo and 11D _1SVideo  uuidof(IVideo) and
__Luidof(1SVideo), respectively.

2. Replacereferencesto CLSID_VCR with __ uuidof(VCR).

Thistechnique worksiif your referenceislimited to interfaces and coclasses. The current
verson of MIDL does not generate asimilar declaration for typelibrar y ID (LIBID).
Therefore, the__uuidof keyword cannot be used with LIBIDs.



Thelast thing that remainsisthe creation of amodule-definition file. We need to export DIIGetClassObject. The
differenceto be noted isthat this function, and some other functions that we will discuss|ater, are being exported only
to be used by the COM infrastructure. Client programs access such afunction indirectly (through COM). Therefore,
such afunction should be declared as PRIVATE.

Modul e-Definition File Vcr. Def
LI BRARY "MyVer . DLL"

EXPORTS
D | Get O assObj ect PRI VATE

= |, Thekeyword PRIVATE ensuresthat the function can only be called through the Win32 API
— GetProcAddress. If the caller attemptsto cdl thisfunction directly, the linker will not be able
to resolve the function symbol.

This concludes our move from non-COM C++ to COM C++. Compile and link the code, and we?e got our
DLL-based COM server for VCR.

Now let? convert our TV client code to use the COM mechanism. Asit turns out, this part is even easier.

TheTV Client

Thefollowingisthemain logic of the TV client code asit appeared at the end of Chapter 1:

int main(int argc, char* argv[])
{
| SVi deo* pSVideo = NULL;
VRESULT vr = Createlnstance("vcer.dll",
"svideo", reinterpret_cast<l General **>(&pSVi deo));
if (V_FAILED(vr)) {
Report Error (vr);
return 1;

}

UseSVi deo( pSVi deo) ;
pSVi deo- >Del et e() ;
return O;

}

If you recall, function Createl nstance went through LoadL ibrary, GetProcAddress, and CreateV CR callsto fetch the
needed interface pointer. COM SDK providesthis same functionality in an API known as CoGetClassObject. The

following isits prototype:

STDAPI CoCet Cl assOhj ect (REFCLSI D rcl sid, DWORD dwC sCont ext,
COSERVERI NFO* pServerlInfo, REFIID riid, LPVOD* ppv);

Mogt of the parameters to CoGetClassObject are equivaent in meaning to the Createl nstance function:



Parameter rclsid identifies the class object to be loaded (as opposed to the name of the DLL inthe
Createl nstance function).

Parameter riid identifiesthe interface that the dient isinterested in.

Parameter ppv isthereturn value. Smilar to Querylnterface, thisfunction returnsavoid* for legacy reasons.

The two parametersthat do not have any equivaence in function Createl nstance are dwClsContext and pServerinfo.

Parameter dwClsContext indicates the type of COM server to load. So far, we have been developing
DLL-based COM servers. Aswewill seelater, aCOM server could be set to run in the same process
pace asthe client or as a separate process. Since we do not care about the server type at this point, we will
specify CLSCTX_ALL for dwClsContext, indicating that we can dedl with any type of server.

Parameter pServerlnfo can be used to specify the machine where the COM server should load and execute.
For now, wewill specify aNULL value, indicating that we are interested in obtaining the server from the
local machine.

The other obvious changes are replacing datatype VRESULT with HRESUL T and function ReportError with its
equivaent function, DumpError, which weimplemented in Chapter 2. Thefollowing isour revised code:

int main(int argc, char* argv[])
{
| SVi deo* pSVideo = NULL;
HRESULT hr = :: CoGet d assObj ect (CLSI D VCR, CLSCTX ALL, NULL,
1D I SVideo, reinterpret_cast<voi d**>(&pSVi deo));
if (FAILED(hr)) {
DunpError (hr);
return 1;

}

UseSVi deo( pSVi deo) ;
pSVi deo- >Rel ease();
return O;

}
What remainsto be doneisthe initiaization of the COM system. In order to use COM, the SDK mandatesthat a

client initiize the COM system before making any COM-related calls and reset the system back to itsuninitialized
date after dl the COM-related calls have been made. It definesthe following APIsfor this purpose:

HRESULT Col nitialize(LPVO D pvReserved); /1 initialize COM
HRESULT CoUninitialize(); /1 uninitialize COM

The parameter to Colnitidize isreserved for future use. It should be set to NULL for now.



If aclient forgetsto cal Colnitiaize, most other COM cdls (including CoGetClassObject) will return the error code
CO_E_NOTINITIALIZED (0x800401FO0).

If CoUninitidizeisnot called, some resources that the COM system had acquired will not be freed, causing a
resource leakage in the client? process.

With these two changesin place, the revised client codeis asfollows:

int main(int argc, char* argv[])
{
::Colnitialize(NULL);
| SVi deo* pSVideo = NULL;
HRESULT hr = ::CoCet O assCbj ect (CLSI D_VCR, CLSCTX_ ALL, NULL,
1D I SVideo, reinterpret_cast<voi d**>(&pSVi deo));
if (FAILED(hr)) {
DunpError (hr);
::CoUninitialize();
return 1;

}

UseSVi deo( pSVi deo) ;
pSVi deo- >Rel ease();
::CoUninitialize();
return O;

}

Compile and link the code.

cl tv.cpp ole32.1ib.

— ], Many COM APIs, including Colnitidize, CoUninitiaize, and CoGetClassObject, are
—4 implementedinthe SDK library ole32.lib. Thislibrary should dways belinked with the client
code.

Let? run the TV executable and see what happens.

Hereisthe output of our run:

O ass not registered ?0x80040154
What happened was that the call to CoGetClassObject failed. The COM infrastructure doesn? know where the
implementation for classCLSID_VCRis.

We know the implementation isin MyVer.dll because we were the onesto implement it. However, unlesswe
provide thisinformation to the COM infrastructure, it will never know the whereabouts of the server.



Let?look at how COM expects usto provide thisinformation.

The COM+ Catalog

The configuration information of aCOM class, including the file name of the DLL that implementsthe COM class,
has to be stored in some persistent database so that, when CoCreatelnstanceis called, the COM system can load
the DLL on the client? behalf. This database isreferred to asthe COM+ Catalog. COM+ provides a component to
manage the catal og, appropriately caled the Catalog Manager. Windows 2000 provides a configuration management
visua tool called the Component Services Snap-in that internally communicates with the Catalog Manager.

The process of adding COM class-specific entries to the catalog is referred to as registering the class. Thereverse
process, that is, removing the class specific information, is caled unregistering the class.

Wewill learn more about the Catalog Manager in Chapter 5. For this chapter, the point of interest isthat the Catal og
Manager mandates that a Windows registry key, HKEY _CLASSES ROOT\CL SID\{ <CL SID>}\InprocServer32,
be used to store DL L file name information. The default value for this subkey containsthefull path to the DLL to be
loaded.

Idedlly, aCOM component should be registered using the Catalog Manager API. However, many legacy
components bypass the Catalog Manager and insert the needed registry keys by some other means (the concept of
Catadog Manager was not available prior to Windows 2000). Such acomponent is considered a non-configured
component. For our discussion in this chapter, it is sufficient for us to use a non-configured component.

The registry entries can be modified either programmaticaly or through the OS-provided tool called regedit.exe.
Using regedit.exe, one can modify the entries either through the user-interface or through an ASCI1 file containing the
information in agpecific format.

Wewill add the needed entriesfor our COM server using regedit.exe for now. Later in the chapter we will see how
to do this programmaticdly.

The following text shows the needed entriesin aformat that regedit.exe can use:

REGEDI T4
[ HKEY_CLASSES ROOT\ CLSI D\ { 318B4AD3- 06A7- 11d3- 9B58-

0080C8EL11F14}\ | nprocServer 32]
@" D: \ \ BookExanpl es\\ Chapt er 04- ConServer\\ 01\\ Myvcr . dl | "

— | Thefirg entry in theregidiry file, REGEDI T4, specifiesthat the syntax of thefile should follow
—4 the Windows convention.

Add thisinformation to the registry using the tool regedit.exe, asfollows:



regedit.exe MyVcr.reg
Oncethisinformation isregistered, the COM infrastructure now has enough information to know which DLL fileto

load for CLSID_VCR. If yourunthe TV client program once again, it will work thistime.

Let? recap.

We converted the C++ implementation from Chapter 1 into COM-style implementation.

We replaced function CreateV CR with function DIl GetClassObject.

In the client code, we replaced the call to Createl nstance with acall to CoGetClassObject.

We added COM initidization/uninitidization logic in the client code.

We registered the COM server information.

In our drive to quickly convert the plain C++ code to COM-style C++ code, we | eft afew questions unanswered:

How can we house multiple classesinaDLL?

Why did we say that our implementation of DIl GetClassObject isnot lega under COM?

[t?timeto revisit our C++ code and fill in the missing gaps.

<BACK NEXT >




<BACK NEXT >

Revisiting C++ Code

Multiple Classesin a Server

The DLL that we created isa housing for the implementation of class CVer ? class that implements the interfaces
associated with CLSID_VCR. Such aDLL isreferred to asa COM server. If you think about it, thereis no reason
why a COM server cannot house more than one class. In fact, in many casesit makes sense to house a number of
related classes together.

COM supports this notion of a server supporting multiple classes.

If we support multiple classesin one server, the question that then arisesis, which instance of the class should
DIlGetClassObject return? Thisis where the first parameter to DL L GetClassObject makes sense. Depending on the
specified CLSID, the implementation knows which instance to return.

At this point, it would be agood ideato recap some of the terminology used under COM:

Aninterfaceis an abstract definition for communication between aclient and aserver. In our case, we have
two such interfaces?Video and |SVideo.

An implementation is a concrete data type that supports one or more interfaces by providing program code
for each of theinterface methods. In our casg, it isthe C++ class, CVcr.



two instances of the VCR class.

Cool! You say. All we need to do isto call CoGetClassObject two times, one for each source, as shown below:

| SVi deo* pSVi deoSourcel = NULL;
HRESULT hr = :: CoGetd assObj ect (CLSI D VCR, CLSCTX_ ALL, NULL,
1D | SVideo, reinterpret_cast<voi d**>(&pSVi deoSourcel));

| SVi deo* pSVi deoSource2 = NULL;
hr = ::CoGet d assOhj ect (CLSI D_VCR, CLSCTX_ALL, NULL, I1D_ISVideo,
reinterpret_cast<voi d**>(&SVi deoSour ce?));

Y ou are thinking in the right direction. However, recall what goes on when CoGetClassObject iscalled. Fir,
LoadLibrary iscalled, followed by GetProcAddress, which gets the memory address of the DIl GetClassObject
function. Findly, function DIIGetClassObject isinvoked which in turn searches for the specified CLSID.

L ook at the problem we are trying to solve?e just want multiple instances of the same classto be created. For
efficiency, we do not want LoadLibrary, GetProcessAddress, and search-forCLSID to be called multiple times.

If CoGetClassObject would return an object (specific to the requested CLSID) that supports a mechanism to create
instances of the class, our problem is solved. We could just call CoGetClassObject once and cache the returned
object. Each time anew instance is desired, we can ask the cached object (via some interface) to create anew
instance of the class.

Thisintermediate object that |ets you create instances of the actual implementation classis caled the class object.

Class Object

A class object implements the instance-less functiondity of the specified CLSID. As| mentioned earlier, it isdesired
that this object be cached and reused by COM. Therefore, it does not make sense to have multiple instances of this
object. Therefore, COM mandates that a class object be asingleton, that is, it can have just one instance.

Even though aclass object istechnically a?0M object?it isa specia kind of object. It should be viewed asa
vehicle to get to the more meaningful object?he one that implements the interfaces you wish to use.

If you recall the earlier implementation of DIl GetClassObject, the Aass object?and our 20M objectwvere the
same. Thisisnot considered illegd. What isillegal isthat we are creating anew instance of the class object each time
DIIGetClassObject iscdled, thusviolating the sngleton rule.

How can you ensure that DIl GetClassObject returns the same object each timeit is caled? | know what you are
thinking?ust define a static variable to store the class object as shown here:

STDAPI DI | Get Cl assOhj ect (REFCLSID rclsid, REFIID riid,
LPVO D* ppv)
{
if (!lsequalllD(rclsid, CLSID VCR)) {
return CLASS_E CLASSNOTAVAI LABLE;



}
static CVer* g_pVCR = NULL;

if (NULL == g_pVCR) {
g_pVCR = new CVcr;
if (NULL == g_pVCR) {
return E_OUTOFMEMORY;,
}
g_pVCR- >AddRef () ; /1 Keep the pointer alive for
/1 server lifetine

}
HRESULT hr = g_pVCR->Querylnterface(riid, ppv);

return hr;

}

With thislogic, the class object isalocated just once?he first time DIl GetClassObject is called.

— |, The above code makes an extra cal to AddRef. The class object hasto stay aive during the

—4 lifetime of the server. If the reference count were not incremented artificialy, the object would
get deleted after the clients have released references to the object. In that case, the next cdl to
DIIGetClassObject will return a pointer to an invalid memory location.

Now let? turn our attention to the client code. Our TV code makes two calls to CoGetClassObject in order to
support picture-in-picture. However, there is a problem heres the objects being returned are the same, both the

displayed imageswill beidenticd. It isquitelikey that you would like to see two different images. After dl, you paid
extrabucksto get the picture-in-picture festure.

The problem s, in writing our server code, we treated the class object and the implementation object as one and the
same. Not only should we separate the two, but we should also provide a mechanism on the class object to return a

new implementation object. Thisway, the TV client can get the class object (just once) and request it to create two
new instances (or as many asit wants) of the SVideo source.

Class Factories

Obvioudy, the class object hasto support anew interface that would let the client create new instances of the
implementation class. COM SDK defines astandard interface called | ClassFactory that a class object can support.

Following isits definition taken from SDK-supplied file unknwn.idl. For clarity, | have removed some unneeded
information.

[
obj ect,
uui d( 00000001- 0000- 0000- CO00- 000000000046) ,
poi nt er _def aul t (uni que)

]

interface | dassFactory : | Unknown

{
HRESULT Creat el nst ance(

[in, unique] IUnknown * pUnkQuter,
[in] REFIID riid,



[out, iid_is(riid)] void **ppvObhject);

HRESULT LockServer([in] BOOL fLock);
H

The method that is of interest is Createl nstance. It has three parameters.

Thefirgt parameter isused for something caled aggregation. We will talk about aggregation in alater
section. For now, we will specify NULL asits value to indicate that we are not interested in aggregation. [1]

[1] Recall from Chapter 2 that the [unique] attribute on a method parameter makes it possible to specify NULL as avalid value.

The second parameter isthe 1D of the interface. In our case, thisis|ID_1SVideo.

Thethird parameter isthe return value; it returns a pointer to the newly created instance.
Let? implement our class object logic.

Following isthe C++ class definition of the class object:

class CVcrC assObject : public I assFactory

{

publi c:
Cverd asshj ect () ;
~CVcr O assObj ect () ;

/1 1Unknown interface

STDMVETHOD( Queryl nterface) (REFIID iid, void** pp);
STDVETHOD_(ULONG  AddRef) ();

STDMVETHOD (ULONG, Rel ease) () ;

/1 1ClassFactory interface
STDMETHOD( Cr eat el nst ance) (| Unknown* pUnkQuter, REFIID riid,

voi d** ppV);
STDMVETHOD( LockSer ver) (BOOL fLock);

private:
| ong m | Ref Count;

};

The class has to support two interfaces?he firg is the ubiquitous interface lUnknown (we know we aways have to
support this), and the second oneis I ClassFactory.

Implementing |Unknown basically amounts to using boilerplate code. Y ou can cut and paste code from the CVer
implementation. Just remember to change the Querylnterface code to support IUnknown and | ClassFactory. That
codeis not shown here. Y ou can find it on the CD.

Following isthe implementation for the | ClassFactory method Createl nstance:



STDMVETHODI MP CVcr Ol assObj ect : : Creat el nst ance(
I Unknown* pUnkCQut er,
REFIID riid,

voi d** ppV)
*ppV = NULL; // always initialize the return val ue

if (NULL != pUnkQuter) {
/1 we don't support aggregation
return CLASS_E NOAGGREGATI ON;

}

Cvcr* pVCR = new CVcr,
if (NULL == pVCR) {

return E_OUTOFMEMORY;
}

HRESULT hr = pVCR->Querylnterface(riid, ppV);
if (FAILED(hr)) {

del ete pVCR
}

return hr;

}

The second | ClassFactory method, LockServer, is currently of no interest to us. We just return astandard
HRESULT error code, E NOTIMPL, to indicate that the logic has not been implemented for the method.

STDMETHODI MP CVer Cl assOhj ect @ : LockSer ver (BOOL f Lock)

{
return E_NOTI MPL;

}

We now need to modify the DIIGetClassObject code to use CV crClassObject.

STDAPI DI | Get O assOhj ect (REFCLSID rclsid, REFIID riid,

LPVA D* ppv)
{
if (!lskqualllD(rclsid, CLSID VCR)) {
return CLASS_E CLASSNOTAVAI LABLE;
}

static Cvcrd asshject* g pVCROA asshj ect = NULL;

if (NULL == g_pVCRO asshj ect) {
g_pVCRA assbj ect = new CVcr d assObj ect ;
if (NULL == g_pVCRC assOhj ect) {
return E_OUTOFMEMORY;,
}

/1 Keep the pointer alive for server lifetine
g_pVCRA assj ect - >AddRef () ;
}

HRESULT hr = g_pVCRO assObj ect->Querylnterface(riid, ppv);

return hr;

}

This completes the changes required for the server code.



Now let? modify the TV client code to create new instances from the class object. Following is the revised code.
For brevity, | have removed error-checking logic.

int main(int argc, char* argv[])
{
::Colnitialize(NULL);
| O assFactory* pCF = NULL;
:: CoCGet O asshj ect (CLSI D VCR, CLSCTX_ALL, NULL,
1D |1 dassFactory, reinterpret_cast<voi d**>(&pCF));

| SVi deo* pSVi deoSourcel = NULL;
pCF- >Cr eat el nst ance(NULL, |1 D_I SVi deo,
reinterpret_cast<voi d**>(&pSVi deoSour cel));

| SVi deo* pSVi deoSource2 = NULL;
pCF- >Cr eat el nst ance(NULL, |1 D_I SVi deo,
reinterpret_cast<voi d**>(&pSVi deoSour ce2));

/1 Done with class factory
pCF- >Rel ease(); pCF = NULL;

/1 For now, assume the following two calls are
/] executing simnultaneously

UseSVi deo( pSVi deoSour cel) ;

UseSVi deo( pSVi deoSource2); // Picture-in-picture
pSVi deoSour cel- >Rel ease();

pSVi deoSour ce2- >Rel ease() ;

c:CoUninitialize();
return O;

}

We are done defining the important concepts and implementing the sample code. At this point, | would like you to
recall the meaning of the following terms: Interface, COM class (coclass), C++ implementation class, COM object,
class object, and classfactory. If you fed you are not clear on any of these terms, please read the previous section
once again. These terms are fundamenta to understanding the COM programming model (not to mention the rest of
the book).

Let?look at some of the optimizations we can do.

Optimizations

If you examinethe client code, it is obvious that aclass object itself isnot that meaningful; it isjust away of getting to
amore meaningful object?he object implementing the desired interface. Therefore, it makes sense to combinethe

capabilities of CoCreateClassObject and Createl nstance into one function, thereby saving one roundtrip to the
server. The SDK provides an API, CoCreatel nstance, to do just this:

STDAPI CoCreat el nst ance( REFCLSI D rcl sid, LPUNKNOMN pUnkQuter,
DWORD dwCl sContext, REFIID riid, LPVO D* ppv);

Using thisAPI, the TV code can be written as:

int main(int argc, char* argv[])



{
::Colnitialize(NULL);
| SVi deo* pSVi deoSourcel = NULL;
:: CoCreatel nstance(CLSI D VCR, NULL, CLSCTX_ALL, |1D_I SVideo,
reinterpret_cast<voi d**>(&pSVi deoSour cel));

| SVi deo* pSVi deoSource2 = NULL;
:: CoCreatel nstance(CLSI D VCR, NULL, CLSCTX_ALL, |1D_I SVideo,
reinterpret_cast<voi d**>(&SVi deoSour ce2));

/1 For now, assume the following two calls are
/] executing simnultaneously

UseSVi deo( pSVi deoSour cel) ;

UseSVi deo( pSVi deoSource2); // Picture-in-picture
pSVi deoSour cel- >Rel ease();

pSVi deoSour ce2- >Rel ease() ;

::CoUninitialize();
return O;

}

Let? recap what we have achieved so far in this section.

Weredlized that a class object should really be asingleton. However, in order to be able to create newer COM
objects (instances of the implementation class), the class object should support the | ClassFactory interface. The client
can then call CoGetClassObject followed by Createl nstance, or can combine them into just one operation,
CoCreatel nstance.

Note that COM does not mandate that a class object support the | ClassFactory interface. COM monikers, for
example, require adifferent interface on the class objects. [2 However, if interface | ClassFactory is not supported on
the class object, CoCreatel nstance will fail with error code REGDB_E_CLASSNOTREG (0x80040154).

[2] Covering COM monikers is outside the scope of this book.

Two problems still need to be addressed. The first one has to do with the way we chose to publish our class
information, and the second one dedl s with memory consumption and leakage.

Storing Configuration | nformation

If you recdl, the way we registered our server code was by adding an entry in the Windows registry specifying the
path name of the server. There are two problems with this approach:

Each timethe DLL ismoved to adifferent directory, one hasto edit the registry entry manualy and typein
the new path name. Not only isthisapain in the neck, it isaso error-prone.

If the DLL isremoved from the machine, one hasto remember to delete the stale registry entries; that is,
manually unregister the class.



Windows provides APIsto obtain the path name of arunning executable aswell asto add/delete registry entries. If
thisregistration processis pushed to the COM server, the server itself can then handle registering/unregistering
programmaticaly. [3]



Hereisthe code for registering the DLL. The registry manipulation APIs such as RegCreateK ey and RegSetVa uekEx
are documented in the Win32 SDK.

HRESULT AddRegi stryEntry(LPCTSTR pszSubKey, LPCTSTR pszVal ueNane,
LPCTSTR pszVal ue)
{

HKEY hSubKey = NULL;
LONG | Ret Val =
: : RegCr eat eKey( HKEY_CLASSES ROOT, pszSubKey, &hSubKey);
if (ERROR_SUCCESS != | RetVal) {
return HRESULT FROM W N32( | Ret Val ) ;
}

int len=Istrlen(pszValue) + 1; //include term nating NULL char
| Ret Val = ::RegSet Val ueEx(hSubKey, pszVal ueNane, 0, REG SZ,
reinterpret_cast<const BYTE*>(pszVal ue), |en);
: . Regd oseKey( hSubKey) ;
return HRESULT FROM W N32( | Ret Val ) ;
}

/1 Dl RegisterServer - Adds entries to the systemregistry
STDAPI Dl | Regi st er Server (voi d)

{
TCHAR szPat h[ MAX_PATH] ;
.. Get Mbdul eFi | eName(g_hl nstance, szPath,
si zeof (szPat h) / si zeof (TCHAR) ) ;
HRESULT hr = AddRegi stryEntry(

"CLSI D\ {318B4AD3- 06A7- 11d3- 9B58- 0080C8E11F14}\\ | npr ocSer ver 32",
'" szPath);
return hr;

}

Theregigtry entry that DIIRegisterServer adds is the same as the one we previously added using rededit.exe.

Unregistering aserver is even easier?e just need to delete the registry key
CLSID\{ 318B4AD3-06A 7-11d3-9B58-0080C8E11F14} and the subkeys underneath.

— |, The AP to delete aWindowsregistry key, RegDeleteK ey, expects that the key (or the
—4 subkey) being deleted has no child subkeys. Therefore, one hasto recursively delete the child
subkeysfird.

Hereisthefind codefor unregistering the DLL. Given that we do not have any subkeysto delete, the codeis
sraightforward.

/1 Dl UnregisterServer - Renpbves entries fromthe systemregistry

STDAPI Dl | Unr egi st er Server (voi d)
{
long | RetVal = ::RegDel et eKey( HKEY_CLASSES ROOT,
"CLSI D\ { 318B4AD3- 06A7- 11d3- 9B58- 0080C8E11F14}\\ | npr ocServer 32");
if (ERROR_SUCCESS != | RetVal) {
return HRESULT FROM W N32( | Ret Val ) ;
}
| Ret Val = :: RegDel et eKey( HKEY_CLASSES_ROOT,



"CLSI D\ { 318B4AD3- 06A7- 11d3- 9B58- 0080C8E11F14} ") ;
return HRESULT_FROM W N32(| Ret Val ) ;

}

We now need to export the DIIRegisterServer and DIlUnregisterServer functions, smilar to what we did for
DIIGetClassObject. Following isthe revised module-definition file:

Modul e-Definition File Vcr. Def

LI BRARY  "MyVcer. DLL"

EXPORTS
D | Get Cl assObj ect PRI VATE
D | Regi st er Server PRI VATE
Dl | Unregi st er Server PRI VATE

The OSincludes aprogram called regsvr32.exe to deal with DLL registration. To register aDLL, supply the DLL
path name as the argument:

regsvr32 Myver. dl |

Tounregister aDLL, specify -u asaswitch:

regsvr32 ? Myvcer.dl |

One can easily guessthat regsvr32.exejust loads the specified DLL and invokes one of the two regisiration
functions. Implementing such aprogram isleft as an exercise for you.

Memory Cleanup

Let? reexamine our class object creation code:

static Cvcrd asshject* g pVCRO asshj ect = NULL;
g_pVCRO asshj ect = new CVcr d asshj ect;
if (NULL == g_pVCRO ass(hj ect) {

return E_OUTOFMEMORY;

}
g_pVCRO assj ect - >AddRef () ;

Recall that we bumped up the reference count to ensure that the class object does not get deleted during the lifetime

of the server. However, when the server isno longer in usg, it is our responsbility to release the class object.
Otherwise, we will have amemory leakage.

How does COM determine that aserver isno longer in use? | will answer thisin the next section. For now, the
important thing to note is, when the server isno longer in use, COM unloadsthe DLL.

Recdl that function DIIMain was being caled when the DLL getsloaded. This samefunction isaso called when the
DLL isgetting unloaded, giving us the perfect opportunity to release the class object. Following isthe code:

static Cvcrd asshject* g pVCRO asshj ect = NULL;



// DLL Entry Point
extern "C' BOOL W NAPI D | Mai n( HE NSTANCE hl nst ance,
DWORD dwReason, LPVA D /*| pReserved*/)

{
i f (DLL_PROCESS ATTACH == dwReason) {

g_hl nstance = hl nstance;
lel se
i f (DLL_PROCESS DETACH == dwReason) {
if (NULL !'= g_pVCRCO assOhj ect) {
g_pVCRA assObj ect - >Rel ease();

}
}

return TRUE, // ok
}

Notethat | had to move the static variable g_pV CRClassObject to the file level scope, as two different functions,
DIIGetClassObject and DIIMain, need to use the same varigble.

Asmuch asyou didike using globa variables, they are an unavoidable evil sometimes. However, thelist of globd
variables seemsto beincreasing in our case. First, we had one global variable?g_hlinstance. Now we?e added
g _pVCRClassObject.

Oneimprovement we can do isto group al globa parameters under one structure (or class) and have just one global
variable for the whole structure, as shown here;

/1 File MyModul e. h

#pragma once /1 Visual C++ optimzation to avoid | oading
/1 a header file nultiple tines

class CVcrd assbj ect ; /1 forward decl aration

struct MYMODULEI NFO

{
MYMODULEI NFQ( )

{
hl nstance = NULL;

pVCRA assOhj ect = NULL;
}

HI NSTANCE hl nst ance;
Cver d assObj ect* pVCRA assObj ect ;

};

ext ern MYMODULEI NFO g_M/Modul e;

Whilewe arein this good programming practices mode, | would like to introduce the notion of one standard include
file. Theideaisthat there are many project-specific include files that get used frequently but change infrequently. All
such header files can be referenced through just one header file. Any other source module in the project would then
need to include this one header file, besides any other header file it may need. Using such atechnique has acouple of
advantages:

Any macro that has to be defined project-wide can be defined at one place.



Microsoft? compiler can Zrecompile?this header just once, thereby reducing project build time.

If you have been programming in Microsoft?world, you would know that such afileistypicaly named StdAfx.h.
Hereisour verson of thisfile:

/Il File StdAfx.h
#pragma once
#define W N32_LEAN_AND_MEAN

#1 ncl ude <wi ndows. h>
#1 ncl ude <ol e2. h>
#i ncl ude "My/Modul e. h"

File windows.h is needed for using any Win32 APl and ole2.h is needed for usng any COM API. Until now, they
were getting referenced automatically through the MIDL -generated file Video.h. Here, we reference them explicitly.

\lf

- n = Macro WIN32 LEAN_AND_MEAN can be defined to exclude rarely used header files
- ~ referenced in windows.h. This speeds up compilation time.

When toUnload aDLL?

The problem of releasing the class object isfixed. However, in this process, we overlooked an important aspect.
Earlier, | conveniently snesked in the text that when the server isno longer is use, the COM library unloadsthe DLL.
But how doesthe COM library know a server isnot in use?

The COM library mediated the process of delivering a class object from the client to the server. However, it does
not know how many COM objectsthe client created, for example, by caling the | ClassFactory::Createl nstance
method. Aslong asthe client has areference to even one object, the server hasto stay loaded. Therefore, the COM
library cannot just arbitrarily unload the server.

The COM library may not know the number of server objects that have outstanding references, but the server sure
does. After dl, it isthe server that isissuing objectsto the client. Therefore, it makes sense that the COM library asks
the server to seeif it isfineto unload.

The COM specifications define that a server implement a function caled DIlCanUnloadNow. The function should
return S_OK codeif it isokay to unload the DLL. Otherwise, the return code should be S FALSE.

STDAPI DI | CanUnl oadNow( voi d)

{
return (AnyQutstandi ngReference()) ? S K : S FALSE;

}



To keep track of the outstanding references, atypica techniqueisto use agloba counter (yet another globa
variable), as shown here:

struct MYMODULEI NFO

{
MYMODULEI NFQY()

{
hl nstance = NULL;

pVCRO assOhj ect = NULL;
| Count = O;
}

HI NSTANCE hl nst ance;
CVcr d assObj ect * pVCRA assObj ect ;
ULONG | Count ;

H
Using this counter, function DIICanUnloadNow can beimplemented as.

STDAPI DI | CanUnl oadNow( voi d)

{
return (g_MyModul e. | Count==0) ? S OK : S FALSE;

}

The variable needs to be incremented each time an object is created and decremented each time an object is del eted.
What better place than the object constructor and destructor to add thislogic?

Cver:: Cver ()
{

g_My/Modul e. | Count ++;

}
Cver:: ~CVcer ()
{
.g'_.l\/yl\/bdul e. | Count ?
}

We aso need to add asimilar logic to the class object code. After al, aclass objectisa COM object. It can have
outstanding references aswell. However, keeping track of outstanding references for aclass object isalittle tricky.
The problemis, the server will dways keep the class object aive by bumping up the reference count to oneinitidly. If
the count logic is added in the constructor, aswe did for class CVcr, the globa object count will never become zero.
Hence, acdl to DIICanUnloadNow will awaysreturn S FAL SE, and the server will never be unloaded.

For a cached object such as the class object, we know that the object reference count will be oneif thereare no
clients holding the object. Otherwise, the reference count will be two or more. For such an object, we can move our
global object count logic into the reference count code, that is, within the implementation of the AddRef and Release
methods, as shown below:

STDMETHODI MP_( ULONG) CVcr O assObj ect : : AddRef ()

{
long | RetVal = (++m_| Ref Count);



if (IRetVal == 2) {
/1 aclient is requesting for a AddRef
g_M/Modul e. | Count ++;

}
return | RetVal ;
}
STDMETHODI MP_( ULONG) CVcr d assoj ect : : Rel ease()
{
ULONG | Ret Val = (?_I Ref Count);
if (1 ==IRetVal) {
// all clients have rel eased the references
g_M/Modul e. | Count ?
lel se
if (0 ==IRetVal) {
del ete this;
}
return | RetVal ;
}

Thereis still one more problem that we need to address. A client releases an object by calling the method Release.
Thiscal goesdirectly to the server, not through the COM library. Therefore, when aclient releasesthe last object it
isholding from aserver, the COM library il isnot aware that the server can potentially be freed.

The COM SDK defines an API, CoFreeUnusedLibraries, that the clients can call at strategic locationsin their code
to unload any COM serversthat are no longer in use. The COM library keepsalist of each DLL server that has
been loaded, either directly (using CoGetClassObject) or indi-rectly (using CoCreatel nstance). When
CoFreeUnUsedLibrariesis caled, it walks through the list and unloadsaDLL, if it isokay to do so. Following isthe
pseudo-logic for the implementation:

for each DLL-handle in the |ist
{
pFnCanUnl oadNow = Get ProcAddr ess(handl e, "D | CanUnl oadNow") ;
HRESULT hr = (*pfnCanUnl oadNow) () ;
if (SSOK == hr) {
Fr eelLi brary(handl e);
Renmove handle fromthe |ist.

- " = Cdl CoFreeUnusedLibraries at some strategic placesin your client code. This causesthe

- . unused COM DL Lsto be unloaded from the address space of the process, thus reducing
some memory footprint.
Optimizations

Calling CoFreeUnusedLibraries unloads dl the serversthat are currently not in use. Note the emphasison currently.
There are caseswhen aclient releases dl the objects from a server but may need to instantiate objects once again
from the same server at alater time. Thiswill result in loading the server (the DLL) once again.

Loading and unloading aDLL can get expensive in terms of performance. What is desired isthe ability to prevent a
specific server from getting unloaded even if the server isnot currently in use.



It turns out that the COM designers had already thought of this problem when designing the | ClassFactory interface.

Recdl that thisinterface had amethod called LockServer that we never redly implemented. The code is shown here:

STDVETHODI MP CVcer O assObj ect : : LockSer ver (BOCL fLock)

{
return E_NOTI MPL;

}

A client can cdl this method to keep a server from getting unloaded. Parameter fLock, if TRUE, indicatesthat the
server be kept in memory. A FALSE vaueindicatesthat it isokay to unload it.

Theimplementation can betied very well with our global counter variable. So far, we were only using it for keeping
the object count. However, there is no reason not to use the same globa variable for the LockServer method. The
fallowing issuch animplementation:

STDMETHODI MP CVer Ol assOhj ect : : LockSer ver (BOOL f Lock)

{
if (TRUE == flLock) {
g_M/Modul e. | Count ++;
lelse {
g_M/Modul e. | Count ?

}

return S_CK;
}

It isthe client? responsibility, of course, to call LockServer(TRUE) and LockServer(FALSE) in apair. Otherwise,
the DLL will dways stay in memory.

Congratulations! Y ou just finished writing acomplete DL L -based COM server that adheresto al the COM rules.

Now |et? reorgani ze the implementation code alittle to make it more manageable.

Code Cleanup

If you recdl, our globa variable g MyModule has three data membersthat are publicly ble. The gtructureis
shown herefor your review:

struct MYMODULEI NFO

{
MYMODULEI NFQ( )

{
hl nstance = NULL;
pVCRO assOhj ect = NULL;
| Count = O;

}

HI NSTANCE hl nst ance;



Cvcr d assObj ect* pVCRA assObj ect;
ULONG | Count ;

};

Thefirst thing | would liketo do is mark these data members as private. And whilel am at it, | would aso liketo
change the structure definition to a class definition, as shown here;

/'l File MyModul e. h
#pragma once
class CVcrC assObject; // forward decl aration
cl ass CWwMbodul e
{
publi c:
CW/Modul e() ;
~CwWModul e() ;

private:
HI NSTANCE m hl nst ance;
CVcr d assObj ect* m pVCRO asshj ect ;
LONG m | Count ;

H

extern CMyModul e g_MyModul e;

/1 File MyMdul e. cpp

CWyModul e: : CMyModul e()
{

m_hl nst ance = NULL;
m_pVCRC assObj ect = NULL;
m | Count = 0;

}

CWyModul e: : ~CWModul e()

{
_ASSERT (NULL == m pVCRC assObj ect);
_ASSERT (0 == m. Count);

}

Datamember m_hlngtance needsto be initialized once the execution begins, but it should be ble anytime
during the execution:

HRESULT CMyModul e: : I nit (H NSTANCE hl nst)
{

m_hl nst ance = hl nst;
return S_CK;

}

HI NSTANCE CMW/Modul e: : Get Modul el nst ance()
{

return m hl nstance;

}

Theideabehind defining method Initistoisolate dl theinitidization logic to just one method.

Datamember m_|Count isused asagloba counter:

LONG CwMbdul e: : Lock()
{



return ++ml Count;

}

LONG CWyModul e: : Unl ock()

{ return ?_I| Count;

}

LONG CWyMbdul e:: Get LockCount ()
{ return ml Count;

}

Thefind datamember m_pV CRClassObject is used to create aclass object. | will define anew method,
CMyModule:: GetClassObject, and move the logic from DIl GetClassObject to this method.

HRESULT CMyMbdul e: : Get Cl assCbj ect (REFCLSID rclsid, REFIID riid,
LPVO D* ppv)

{
if (!1sEqualllD(rclsid, CLSID VCR)) {
return CLASS E_CLASSNOTAVAI LABLE;
}

if (NULL == m pVCRO ass(hj ect) {
m_pVCRC assObj ect = new CVcr O assObj ect ;
if (NULL == m pVCRCO ass(hj ect) {
return E_OUTOFMEMCORY;
}

/1 Keep the pointer alive for server lifetine
m_pVCRC assObj ect - >AddRef () ;

}

return m pVCRC assoj ect->Queryl nterface(riid, ppv);
}

The extrareference on the class object has to be released on execution termination. | will define another method,
CMyModule::Term, and move thelogic from DIIMain to this method:

voi d CMyModul e: : Term()

{
if (NULL !'= m pVCRO asshj ect) {
m_pVCRCO assOhj ect - >Rel ease();
m pVCRC assObj ect = NULL;
}
_ASSERT (0 == m/| Count);
}

Similar to the method Init, which isolated al the initidization logic to just one method, the method Term can be used
toisolae dl thetermination logic.

Findly, I would like to move dl the registration logic from DIIRegisterServer and DIllUnregisterServer to class
CMyModule.

/'l RegisterServer - Adds entries to the systemregistry

HRESULT CMyMbdul e: : Regi st er Server (voi d)
{



// Renove old entries first
Unr egi ster Server();

/1 Add New entries
TCHAR szPat h[ MAX_PATH] ;
. Get Modul eFi | eName(m _hl nstance, szPath,
si zeof (szPat h)/ si zeof (TCHAR) ) ;
HRESULT hr = AddRegi stryEntry(
"CLSI D\ { 318B4AD3- 06A7- 11d3- 9B58- 0080C8E11F14}\\ | npr ocSer ver 32",
", szPath);
return hr;

}

/'l UnregisterServer - Renoves entries fromthe systemregistry

HRESULT CMyMbdul e: : Unregi st er Server (voi d)
{
Del et eRegi st ryKey( HKEY_CLASSES ROOT,
"CLSI D\\ { 318B4AD3- 06A7- 11d3- 9B58- 0080C3BE11F14}");
return S_CK;

}

Thefollowing code showsthe fina representation of class CMyModule:

cl ass CWyModul e
{
publi c:
CWyModul e() ;
~CwWNModul e() ;

/1 Initialize the object
HRESULT | ni t (HI NSTANCE hl nst);

/1 d eanup the object
void Term();

/1 H NSTANCE access
HI NSTANCE Cet Mbdul el nst ance(){return m hl nstance; }

/1 d obal count access

LONG Lock();

LONG Unl ock();

LONG Get LockCount (){ return ml Count; }

/1 O ass object access
HRESULT Get C assObj ect (REFCLSID rclsid, REFIID riid,
LPVO D* ppv);

/1 Registration routines
HRESULT Regi st er Server();
HRESULT Unregi st er Server();

/'l Registry hel per

static HRESULT AddRegi stryEntry(LPCTSTR pszSubKey,
LPCTSTR pszVal ueNarne,
LPCTSTR pszVal ue) ;

static HRESULT Del et eRegi st ryKey(HKEY hKeyPar ent,
LPCTSTR pszSubKey) ;

private:
HI NSTANCE m _hl nst ance;
Cvcr d assObj ect* m pVCRC asshj ect ;
LONG m | Count;

};



Asthe public data members are now declared as private, we will need to touch the rest of the server codeto use
appropriate methods instead of ng data members directly. The following code snippet shows one such source
file. This code defines dl the entry pointsfor the DLL.

/1 File VerD|.cpp
#i ncl ude " St dAf x. h"

// DLL Entry Point
extern "C' BOOL W NAPI D | Mai n( HE NSTANCE hl nst ance,
DWORD dwReason, LPVA D /*| pReserved*/)

{
i f (DLL_PROCESS ATTACH == dwReason) {

g_M/Modul e. I nit (hl nstance);

}el se

i f (DLL_PROCESS DETACH == dwReason) {
g_MyModul e. Term() ;

}

return TRUE, [/ ok
}

/1l Returns the requested interface for the requested clsid
STDAPI DI | Get O assOoj ect (REFCLSID rclsid, REFIID riid,
LPVA D* ppv)

{
return g_M/Mdul e. Get d assObj ect(rclsid, riid, ppv);

}

I/ Dl RegisterServer - Adds entries to the systemregistry
STDAPI DI | Regi st er Server (voi d)

{
return g_MyModul e. Regi ster Server();

}

/1 DilUnregisterServer - Renoves entries fromthe systemregistry
STDAPI DI | Unregi st er Server (voi d)

{
return g_MyModul e. Unregi st er Server () ;

}

/'l Used to deternine whether the DLL can be unl oaded by OLE
STDAPI DI | CanUnl oadNow( voi d)

{
return (g_MyMdul e. Get LockCount ()==0) ? S OK : S FALSE;

}

We now have code that is more readable and easier to manage. Also, if we add alittle more abstraction, we can use
the same globa classwith every COM server that wewrite, This classisolates the mechanism to register, unregister,
obtain the class object, and keep the globd reference count.

Let? step back and start dissecting how COM objects are implemented.

<BACK NEXT >




<BACK NEXT >

| mplementing COM Objects

Once the interfaces have been designed and a coclass has been declared, the next step isto programmatically
implement the support for the interfaces. In this section, we will revisit the code developed in the earlier section, and
examine various aspects of implementation in detail. Wewill continue to use C++ for implementing the code asitisa
widdy used programming language.

The reason for the popularity of C++ language in implementing a COM server is perhaps because supporting multiple
interfacesin a C++ class can easily be achieved by using the language? support for multiple inheritance.

Using Multiple Inheritance

We know that aCOM object frequently has to support multiple interfaces. C++ language support for multiple
inheritance makesit convenient to support multiple interfaces on aclass. All that is needed isto declare each interface
as abase class of theimplementation class, as shown below:

class CVcr : public IVideo, public |ISVideo
{

};...

— | , Therearemany other waysto support multiple interfaces. Multiple inheritance is by far the
—4 most commonly used technique.

Recdl that an interface contains nothing but pure virtual methods. A class cannot beingtantiated if it contains pure
virtud methods. Therefore, we will need to declare dl the pure virtual methods from interfaces 1Video and 1SVideo,
and their base interface, lUnknown, as concrete methods on the class, asfollows:

class CVcr : public IVideo, public |ISVideo
{
publi c:
/1 1Unknown interface
STDVETHOD( Querylnterface) (REFIID iid, void** pp);
STDMVETHOD_(ULONG  AddRef) () ;
STDMVETHOD (ULONG, Rel ease) ();
/1 1Video interface
STDVETHOD( Cet Si gnal Val ue) (1 ong* pl Val ) ;

/1 1SVideo interface
STDVETHOD( CGet SVi deoSi gnal Val ue) (1 ong* pl Val);

};...

L et? see how we can implement these methods.

| mplementing the Root I nterface



A COM object isadways required to support the lUnknown interface. To recap, thisinterface has two functionalities:

Manage the lifetime of the object using areference-counting mechanism.

Letsaclient navigate from one interface to another viathe Querylnterface method.

The SDK does not provide a default implementation for [lUnknown. Instead, in order to ensure trouble-free
interaction within COM components, the COM specifications precisdy define rulesfor reference counting aswell as
for querying an interface. Based on these rules, the object implementer isfree to implement the three IlUnknown
methods using whatever logic that makes sense for the specific object. The rules should be followed gtrictly.

Reference Counting Rules

In dedling with interface pointers, the server and the client both have some responsbilities towards the lifetime of the
object. Here are the rules that apply:

Rule#1: Refer ence counting does not apply toa NULL interface pointer.

Asamatter of fact, any method call on aNULL interface pointer will typicaly result in aprogram crash with an
2ccess violation?error message.

Rule#2: AddRef and Release typically go together.

For every cal to AddRef, there should be acall to Release at some point later.

Rule#3: If an interface pointer isobtained, either viaa COM API or an interface method, the callee
should call AddRef beforereturning theinterface and the caller should call Release once donewith the
interface pointer.

Consider our previous TV client example. We called a COM API, CoCrestel nstance, that returned an 1SVideo
interface pointer. In this case, it can be assumed that a successful return from this APl would have incremented the
reference count up. It isnow the respongbility of the TV client to releaseit onceit isdone with the interface.

| SVi deo* pSVi deoSourcel = NULL;

.. CoCreatel nstance(CLSI D VCR, NULL, CLSCTX ALL

|1 D_I SVi deo,
reinterpret_cast<voi d**>(&SVi deoSour cel));

pSVi deoSour cel- >Rel ease() ;



Releasing an interface pointer informs the server that the caler isnot interested in using the same pointer anymore.

Making any method calls on such an interface pointer may result in unexpected behavior (the underlying object could
aready have been deleted).

\lf

- n = |tisagood ideato set the pointer to NULL onceit isreleased.
- .

pSVi deoSour cel- >Rel ease(); pSVi deoSourcel = NULL;

Rule#4: If an interface pointer iscopied, the reference count should be incremented by calling AddRef .

Condder, for example, thefollowing line of code:

| SVi deo* pSVi deoNew = pSVi deoSour cel;

Asanew copy of ISVideo interface pointer ismade, acall to AddRef should be in order, as shown here:

pSVi deoNew >AddRef () ;

Remember that both the variables, pSVideoSourcel and pSVideoNew, need to be released at some point.

— |, Inalargeproject, itiseasy to forget caling Release on an object or calling AddRef when

—4 copying an object. Essentidly, any one of the above four reference counting rules can be
broken easly. ATL provides atemplate class, CComPr, to hel p eliminate such programming
mistakes. This class wraps the actud interface pointer and ensures that the rules of reference
counting are maintained. The programmer would not need to explicitly cal AddRef or Release
on the object. We will see how to usethis classlater in the chapter.

When copying an interface pointer, there are specia cases when the redundant callsto AddRef and Release can be
optimized away. This requires special knowledge about the rel ationship between two or more interface pointers. One

such example is when we know that an interface pointer will last longer than its copy. Examine the following code
fragment:

voi d UseSVi deo( | SVi deo* pSVi deo)
{
| ong val ;
VRESULT vr;
for(int i=0; i<10; i++) {
vr = pSVi deo- >Get SVi deoSi gnal Val ue( &val ) ;
if (V_FAILED(vr)) {
Report Error (vr);
conti nue;
}
cout << "Round: " << i << " - Value: " << val << endl;
}
}



int main(int argc, char* argv[])

{

| SVi deo* pSVi deoSourcel = NULL;
:: CoCreatel nstance(CLSI D VCR, NULL, CLSCTX_ALL, |1D_I SVideo,
reinterpret_cast<voi d**>(&SVi deoSour cel));

UseSVi deo( pSVi deoSour cel) ;

pSVi deoSour cel- >Rel ease();

}

When function UseSVideo is called, interface pointer pSVideoSourcel is copied to pSVideo. However, variable
pSVideo will get destroyed before pSVideoSourcel is released. In this case, thereisno need to call AddRef and
Release on variable pSVideo.

In the above case, the specid relationship between the two memory locations was very obvious. In generd, finding
such relationshipsis not easy. Spending time to find such relationships may not be worth it. The benefits of removing
cdlsto AddRef and Release arefairly inggnificant. Moreover, removing these callswith an assumed rdationshipisa
debugging nightmare when the assumption turns out to be incorrect. Not to mention how poorly it reflects on your
company when the customer finds a crash.

wi s

- " = When in doubt, even dightly, use AddRef and Release on an interface pointer copy.
)

Refer ence Count I mplementation
We have seen reference count implementation in Chapter 1. Thisisjust aremakein COM-style programming.

The class that implements the interfaces maintains amember variable of datatypelong, asfollows:

class CWInpl : public Ilnterfacel, |Interface2,

{
publi c:
private:

| ong m | Ref Count;
b

The count hasto beinitialized to zero in the object construction:

?M/Iﬁpl:: CWl mpl ()

m | Ref Count = O;
}



Method AddRef increments the count:

STDVETHODI MP_(ULONG) CMyI npl : : AddRef ()
{

return ++m | Ref Count;

}

Method Release decrements the count. If the count reaches zero, there are no more outstanding referencesto the
object, implying that the object is not needed anymore. A typicd implementation deletesitself.

STDVETHODI MP_(ULONG) CMyI npl : : Rel ease()

{
ULONG | Ret Val = ?_| Ref Count;

if (0 ==IRetVal) {
del ete this;

}

return | RetVal ;

}

This reference counting implementation is so generic that one can easly write a C++ template to implement this
functionaity. Aswewill seelater, Microsoft? ATL doesjudt this (and much more).

Relationship Between Interfaces

COM uses astandard technique for visudly representing objects. Figure 3.1 shows the representation for our VCR
class

Figure 3.1. Representation of an object.
=

IUnknown

Video O——
1sVideo O— VCR

\ _.-

Figure 3.1 adheresto COM ? philosophy of separating interfaces from implementation and hiding implementation
details of the object. All that is known for an object isthe potentia list of interfaces the object exposes. For the VCR
object, they are1Video, I1SVideo, and IlUnknown.

|Unknown method Querylnterface (generdly referred to as QI in the COM community) isthe means by which a
client can obtain one interface from another on the same object. However, COM places certain requirements on the
relationship between dl the interfaces an object exposes through Queryinterface. Aswe will see shortly, these
requirements smplify the client? use of an object.



Asevery object is expected to implement interface lUnknown, Queryinterface for
[1D_IUnknown should never fail on an object.



When astrongly typed interface (such as 1SVideo) is passed as its base type parameter (such as 1Unknown), the
cdled function (UseSignd) losesinformation about the origina type forever. It would be counterintuitive if the origina
type information could not be regained insde the function, as shown here;

voi d UseSi gnal (I Unknown* pUnk)

{
| SVi deo* pSVi deo;

hr = pUnk->Querylnterface(llD_| SVideo, (void**)
&pSVi deo) ;
}

Tofacilitate this, COM mandates that a QI request through an interface pointer must dways succeed if the requested
type matches the type of pointer to make the request. This can be represented as.

Q(IX) 21X



_ASSERT ( SUCCEEDED( hr));

bool bRetVal = (pUnkl == pUnk2);
pUnk1- >Rel ease(); pUnk2->Rel ease();
return bRet Val ;

}

The notion of object identity isafundamental concept that is used by the COM remoting architecture to efficiently
represent interface pointers on the network.

Now that we understand al the requirements placed on a QI implementation, |et? reexamine our own
implementation.

Typical QI Implementation

Thefollowing isthe QI implementation for the TV-VCR sample:

STDMETHODI MP Cver :: Querylnterface(REFIID iid, void** ppRetVal)

{
*ppRet Val = NULL;

if (IsequallID(iid, IID_IUnknown)) {
*ppRet Val = static_cast<lVideo*>(this);
}el se
if (IsequallID(iid, 11D IVideo)) {
*ppRet Val = static_cast<lVideo*>(this);
}el se
if (Isequal lID(iid, 11D_ISVideo)) {
*ppRet Val = static_cast<l SVideo*>(this);
}

if (NULL !'= (*ppRetVal)) {
AddRef () ;
return S_CK;

}

return E_NO NTERFACE;
}

For each interface that is supported, the this 2pointer is statically cast to the interface type and returned.

Returning interface IlUnknown isa specia case. Simply static-casting the object to 1Unknown, as shown below, will
result in acompiler error:

*ppRet Val = static_cast <l Unknown*>(this);

The problem isthat there are two pathsto |Unknown in the vtbl layout, as both the interfaces, 1Video and |SVideo,
are derived from |Unknown. With a static-cast such as the one above, the compiler does not know which path to
choose. We can cast 2this™ to 1Video specifically and help the compiler to pick one path.



— |, Typecadting thisto I|SVideo would have worked as well, as the implementation of 1Unknown

—4 isthesamefor both IVideo and ISVideo. However, what should not be doneistypecasting to
IVideo at onetime and to ISVideo a another time during the lifetime of the object, asit
breaks the object identity rule.

In order to isolate the logic of converting 2this o IUnknown, it isagood ideato define amethod on the classto
return the IUnknown pointer:

I Unknown* CVcr: : Get Unknown()
{

return static_cast<lVideo*>(this);

}

Let? recap what we learned in this section.

A COM object hasto follow certain rules for counting the references as well as maintaining the relationship between
the interfaces it exposes. We discussed how to implement |Unknown methods that would obey these rules.

Itisleft as an exercise to the reader to prove that the DLL server that was implemented in the earlier section follows
theserules.

The code that we wrote to implement Querylnterface can easily be converted to atemplate so that it can be used
with any classimplementation. Thisiswhat ATL does. Let? see how.

ATL isOur Friend

If you examine the code that we have developed so far, you will seethat thereisalot of grunge work that you have
to do in order to implement a COM object:

For every COM object, you have to implement |Unknown |ogic?eference-counting aswell as support for
querying an interface.

For every COM object, you have to implement a class object (that itself isa COM object). You typicaly
will have to support an | ClassFactory interface for your class object.

Y ou need to keep track of every COM obyject that has an outstanding reference using agloba counter.

Y ou have to implement the regigtration logic for the COM server.



All thiswork may very well defocusyou from your main implementation logic.

With alittle more thought, one can isolate this grunge work into a separate piece of code, then reuse this code for the
next COM object or COM server to be implemented.

It turnsout that ATL already doesthisfor you. ATL isaset of template-based C++ classes with which you can
eadly create COM objects. The code has been written with efficiency and compactnessin mind.

Let? see how we can leverage ATL in our code.

Standard IncludeFiles

The core ATL logicisdefined in two heeder files, atlbase.h and atlcom.h. File atlcom.h relieson agloba variable,
_Module, to be defined by the developer. This variable should be of type ATL class CComModule or its deriv-ative.
Asyou may have guessed, class CComM odule isthe replacement for our earlier defined class CMyModule, and
variable_Moduleisthe replacement for our defined variableg MyModule.

The standard header file for a project should contain the above two header files and the globa variable _Module
declared as externd.:

/Il File StdAfx.h
#pragnma once

#defi ne W N32_LEAN_AND_ MEAN
#define _ATL_M N_CRT
#define _USRDLL

#i ncl ude <atl base. h>
ext ern CConModul e _Modul e;
#i ncl ude <atlcom h>

Themacro ATL_MIN_CRT ingructs ATL to minimize the use of the C run-timelibrary. If thismacro is defined,
ATL definesits run-time functions such as malloc, free, operator new, and operator delete. It even defines run-time
sartup code? DLLManCRT Startup for in-process servers and WinMainCRT Startup for out-of-process servers. [6]
By default, ATL assumes the code being devel oped isfor out-of-process servers. Macro  USRDLL instructs ATL
touse_DLLManCRTStartup asthe startup.

[6] Out-of-process COM servers are supported as legacy components under COM+.

Though most of the code provided by ATL istemplate-based and is defined in header files, some supplementary
code is defined in sourcefiles. One such sourcefileis atlimpl.cpp. Thisfile needsto be referenced just oncein the
project, typicaly donein astandard sourcefile, StdAfx.cpp:

/1l File StdAfx.cpp (source file that includes just the
/1 standard i ncl udes)

#i ncl ude " St dAf x. h"



#i ncl ude <atlinpl.cpp>
Registration Logic

Instead of hard-coding the registration information, aswe did earlier, ATL requiresthat thisinformation be moved to
atext filein ascript format that ATL understands. Thisfiletypically has .rgsextenson. Thefollowing listing showsthe
registration script for our COM object:

HKCR

{
NoRenove CLSI D

{
For ceRenove {318B4AD3- 06A7-11d3-9B58- 0080C8E11F14}

{
I nprocServer32 = s ' %VODULE%

}
}
}

Y ou should consult the ATL documentation for the format of the script. Y ou should also read Craig McQueen? ?
Using the ATL Registry Component Mcqg-98] for agood introduction. In the above text fragment, we are
indicating that the InprocServer32 entry be added under the key HKEY _CLASSES ROOT\CLSIDY OurCLSID}.
The keyword ForceRemove indicates that the specified subkey should be deleted and recreated before adding any
entries. The keyword NoRemove indicates that the entries should be added to the specified subkey without actualy
deleting the subkey fird.

The definition istypically added as aresource into the resource file associated with the project, asfollows:

/!l File Resource.h
#define 1 DR_VCR 100

/Il File MyVer.rc
#i ncl ude "Resource. h"

| DR_VCR REG STRY DI SCARDABLE "\Vcr.rgs"
For more information on using resource files, check the SDK documentation.

A remaining piece of logic isto associate the resource IDR_V CR with the implementation class CVcr. Using macro
DECLARE_REGISTRY_RESOURCEID doesthetrick, as shown here:

/Il File ver.h

#i ncl ude "Resource. h"

class Cver :

{
public:

DECLARE_REG STRY_RESOURCEI D( | DR_VCR)

};...



Let?revise our CVer classto support interfaces 1Video and ISVideo using ATL.

Implementation Class L ogic

ATL breaksthe implementation for lUnknown into two distinct code pieces:

Aninterna piece that implements the core lUnknown logic: the methods are called Internal Querylnterface,
Internad AddRef, and Internal Release.

A wrapper code that just turns around and callsthe internal code.

Theinternd pieceisimplemented in aclass caled CComObjectRoot. Any ATL-based COM implementation class
needs to be derived from this class (or its variants such as CComObjectRootEx), as shown here:

// File ver.h

#i ncl ude "Resource. h"
#i ncl ude "Vi deo. h"

class Cver

publ i ¢ CConthj ect Root ,
{
};...

Findly, method Internd Querylnterface needs to be informed of thelist of interfaces the class supports. Thelistis
sandwiched between BEGIN_COM_MAP and END_COM_MAP macros. Each interface that is supported is
specified using the COM_INTERFACE_ENTRY macro, as shown below:

class Cver
public |Video,
public | SVideo,
publ i ¢ CComDbj ect Root,

{
publi c:

BEG N_COM MAP( CVcr)
COM | NTERFACE_ENTRY( | Vi deo)
COM | NTERFACE_ENTRY( | SVi deo)
END_COM MAP()

};...

Note that interface lUnknown isimplicitly assumed to be a supported interface and hence should not be specified in
the interface map.



Class Object Support

Each implementation class hasto betied to a class object that will let us create an instance of the implementation
class. If you recal, our old implementation defined a class CV crClassObject (that supported method Createl nstance
to create instances) for this purpose. ATL pushesinstance cregtion logic to the implementation classitsalf. To use
ATL? mechanism, each implementation classis required to have the class CComCoClassin itsbase classlist. This
class contains the instance creation logic.

Thefollowing code showsclassCVcr revised to use ATL:

// File ver.h

#i ncl ude "Resource. h"
#i ncl ude "Vi deo. h"

class Cver :
public |Video,
public |SVideo,
publ i ¢ CComDbj ect Root
publ i c CConCoCl ass<Cvcr, &CLSID VCR>

{

publi c:
Cver () ;
~CVver () ;

DECLARE_REG STRY_RESOURCEI D( | DR_VCR)

BEG N_COM MAP( Cvcr)
COM | NTERFACE_ENTRY( | Vi deo)
COM | NTERFACE_ENTRY( | SVi deo)
END_COM MAP( )

/1 1Video interface
STDVETHOD( Cet Si gnal Val ue) (1 ong* pl Val ) ;

/1 1SVideo interface
STDVETHOD( CGet SVi deoSi gnal Val ue) (1 ong* pl Val);

private:
[ ong m_| Cur Val ue;
i nt m_nCur Count;

H
Notethat CVcr isgill an abgtract classin that it does not define lUnknown methods. Therefore, the following line of
codewill fall to compile:

CVcr* pVer = new Cvcr,

ATL definesthe lUnknown methodsin atemplate called CComObject. Not only doesthis classimplement the logic
of the IlUnknown interface, but it aso helpsin keeping track of the number of outstanding objects (viathe Lock and
Unlock methods). Using thistemplate, an instantiable class of CVcr can be declared as CComObject<CVer>, as
illustrated in the following line of code:

CCombj ect <CVcr>* pVcr = new CConthj ect <CVcr >;



Theaboveline of codewill not fail during compilation.

Of course, ATL suggeststhat the object be crested in adightly different way:

CCombj ect <CVcr>* pVcr = CConthj ect <CVcr >: : Creat el nstance();

Why the second form of coding is better than the first oneisleft asan exercise for the readers (hint: check the ATL
documentation for the Find Construct method).

Just one more hit left”nowing that there could be many implementation classesin a COM server, ATL requiresthe
classes be specified in alist so that when DIIGetClassObject is called, ATL can search for the requested class object
inthelid.

Such alist hasto be specified as a sandwich between BEGIN_ OBJECT _MAP and END_OBJECT MAP macros.
Each coclass that is being exposed should be defined using the OBJECT_ENTRY macro, as shown below, for our
VCRdass

/1 File VerDI.cpp

#i ncl ude " St dAf x. h"
#i ncl ude "Vi deo. h"
#i nclude "Video_i.c"
#i ncl ude "Vcr. h"

BEG N_OBJECT_MAP( Obj ect Map)
OBJECT_ENTRY(CLSI D_VCR Cvcr)
END_OBJECT_MAP()

The map declared here should be passed as a parameter to the initiaization method of the globa instance, _Module,
asshown here:

// DLL Entry Point
extern "C'" BOOL W NAPI D | Mai n( HE NSTANCE hl nst ance,
DWORD dwReason, LPVA D /*| pReserved*/)

{
i f (DLL_PROCESS ATTACH == dwReason) {

_Modul e. I nit (Obj ect Map, hlnstance, NULL);
lel se
i f (DLL_PROCESS DETACH == dwReason) {
_Modul e. Term() ;
}

return TRUE, [/ ok
}

That?it. By usng ATL, wegot rid of our class factory implementation code, our registration code, and our
IUnknown implementation code without sacrificing any efficiency or flexibility. The revised codeismuch easier to
read and maintain.

Isthere ever areason not to use ATL? Thereis no reason, unlessyou like inflicting pain on yoursdf and other team
members. That said, however, it isimportant to understand the fundamentals of COM programming and what goes



on under the hood of ATL. This chapter is hereto explain the fun-damentals to you and will continue to use non-ATL
code. However, | will demonstrate the use of ATL whenever appropriate.

<BACK NEXT >
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T ear -Off I nterfaces

An object may support alarge number of interfaces. In some scenarios, some of the interfaces are used rarely (for
example, for backward compatibility) or transently.

In order to reduce the overhead of such rarely used interfaces, a developer may not choose to support themin the
object implementation. Instead, when the request for such an interface is made (via Queryinterface, for example), the
vtbl for the interface is dynamicaly congtructed and returned. The last Release on the interface will destroy thisvtbl.

Such atechniqueisreferred to as atear-off, as anew interface is 2orn off 2on demand, that is, constructed and
destroyed on thefly.

Note that thistechnique potentialy returns different physical resultsfor identica Querylnterface requests. However,
this does not break the component mode aslong as the tear-off interface honors al the rules of 1Unknown, such as
object-identity, symmetry, etc.

Academicaly, atear-off isaclever technique that manipulates the loophole in COM ? specifications. However, as
wewill seein alater chapter, thistechnique bresks down if the interface has to be marshaled, for example, acrossa
process boundary.

Implementing atear-off interface is|eft asan exercisefor the reader.

At this point, we completely understand the rules of COM object implementation. Let? explore the possibility of
reusing third-party components and itsimpact on the design.

<BACK NEXT >




<BACK NEXT >

Reusing Components

Condder the following scenario. In our TV-VCR sample, component VCR supports 1Video and |SVideo interfaces.
Things wereworking greet for our VCR manufacturer, that is, until the electronics manufacturer consortium decided
to publish anew interface, | ComponentVideo. This new interface happensto provide superior picture quality. The
following isitsdefinition:

obj ect,

uui d( 318B4AD4- 06A7- 11d3- 9B58- 0080CBEL11F14),
hel pstring("| Component Vi deo I nterface"),
poi nt er _def aul t (uni que)

]

i nterface | Conponent Vi deo : | Unknown

{
[ hel pstring("Obtain the signal value")]

HRESULT Get CVi deoSi gnal Val ue([out, retval] |ong* val);
H

A bold startup company, ComponentVideo.com, went ahead and developed anew COM component that provides
the IComponentVideo interface.

Our origina VCR manufacturer has grown fat. Aswith any big company, management redlizesthat it cannot move
fast. Itsonly choiceisto collaborate with the startup company. Source code reuse is not an option as the two
companies have different coding standards and perhaps prefer using different programming languages. So the only
choiceisto use the startup? component at the binary level (as an executable). Thetrick, however, isto hide from
the customersthe information that athird-party component isinvolved.

There are two ways to achieve this goal ?ontainment and aggregation. Let? ook at each of them in detall.

Containment

An easy way to accomplish the company? god of reusing athird-party component, while hiding the fact from the
customers, isto create an instance of the third-party component and internally maintain the interface pointer. This
mechanism is referred to as containment?ne component contains pointers to interfaces on the other component. In
this repect, the containing component isssmply aclient of the contained component. In COM terminology, the
containing component is referred to as the outer component and the contained component as the inner component.
Figure 3.2 illustrates this concept.

Figure 3.2. COM containment.
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The outer component supports the same interface as that of the inner component. However, the implementation

explicitly forwards the method callsto the inner component. Such an implementation for our CVer classis shown
below:

class CVcr : public IVideo, public |ISVideo, |ConponentVideo

{

publi c:
Cvcer (voi d);
HRESULT I nit();
~CVver () ;

/1 1Unknown interface
!/l 1Video interface
/] 1SVideo interface

/1 1Conponent Vi deo interface
STDMVETHOD( Get CVi deoSi gnal Val ue) (I ong* pl Val ) ;
private:

| Conponent Vi deo* m_pConponent Vi deo;
H

Cver:: CVer ()
{

m_pConponent Vi deo = NULL;
}

HRESULT Cvcr::Init()
{
HRESULT hr = ::CoCreatel nstance(
CLSI D_Component VCR,
NULL,
CLSCTX_ALL,
I 1 D_I Component Vi deo,
reinterpret_cast<voi d**>(&m pConponent Vi deo) ) ;



return hr;

}
Cver::~CVer ()
{
if (NULL != m_pConponent Vi deo) ({
m_pConponent Vi deo- >Rel ease();
}
}
STDMETHODI MP Cver :: Querylnterface(REFIID iid, void** ppRetVal)
{
if (IskEqual Il D(iid, Il1D_IConponentVideo)) {
*ppRet Val = static_cast <l Conponent Vi deo*>(t hi s);
}
}
HRESULT Cvcr: : Get CVi deoSi gnal Val ue(l ong* pRet Val)
{

_ASSERT (NULL != m pConponent Vi deo) ;
return m pConponent Vi deo- >Get CVi deoSi gnal Val ue( pRet Val ) ;

}

Note that the interface method GetCVideoSignalV a ue gets forwarded to the inner component? implementation. In
generd, for every interface method, the outer component hasto define a wrapper method that smply turns around
and calls the appropriate method on the inner component.

The TV client can obtain the | ComponentVideo interface from the VCR in the same way asit normally does, that is,
using either CoCresatel nstance or Querylnterface, as shown here:

int main(int argc, char* argv[])
{
::Colnitialize(NULL);
| Conponent Vi deo* pCVi deo = NULL;
HRESULT hr = ::CoCreatel nstance(CLSI D VCR, NULL, CLSCTX ALL,
I 1 D_I Conponent Vi deo, reinterpret_cast<voi d**>(&CVi deo));
if (FAILED(hr)) {
DunpError (hr);
::CoUninitialize();
return 1;

}

UseCVi deo( pCVi deo) ;
pCVi deo- >Rel ease();

::CoUninitialize();
return O;

}

voi d UseCVi deo( | Conmponent Vi deo* pCVi deo)
{
| ong val ;
HRESULT hr;
for(int i=0; i<10; i++) {
hr = pCVi deo- >Get CVi deoSi gnal Val ue( &val ) ;
if (FAILED(hr)) {



DunpError (hr);
conti nue;

}

cout << "Round: " << i << " - Value: " << val << endl;

}
}

There are two issues with containment:

For each method in the inner component, the outer component has to implement awrapper. For a
component with potentially thousands of methods, this may become anuisance.

If theinner component adds a new interface that could be useful to the client, the client never getsto seeit,
unless the code of the outer component is modified to incorporate the new interface methods.

These issues may or may not be a problem for the developer of the outer component. If al that isneeded is isolation
from theinner component, with exposure to specific methods, containment is agood technique for component
reusability.

Aggregation
Looking at our implementation for containment, an optimization popsinto your mind right away7hy bother writing

wrappersfor each interface method of the inner component? Why not just return the interface pointer to the inner
component if arequest for the interface is made, as shown in the following code:

STDVETHODI MP CVer: : Querylnterface(REFIID iid, void** ppRetVal)
{

if (IsequalllD(iid, IlD_IConponentVideo)) {
return m pConponent Vi deo->Queryl nterface(
I 1 D_I Conponent Vi deo, ppRetVal);

}

A smpletrick, and we save lots of wrapper code. We deserve a pat on the back.

Such amechanism of component reusage, where the outer component passes the inner component? interface
pointer directly to the client, is called aggregation. Figure 3.3 illustrates this concept.

Figure 3.3. COM aggregation.
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Don? gloat too much, however. The code fragment shown earlier violates a number of Querylnterface rules.

Condder the scenario where the client obtains two interface pointers from the VCR object? SVideo and
|ComponentVideo. Note that, in our server implementation, QI for 1SVideo will go through the outer component and
| ComponentVideo will go through the inner component.

The object identity rule saysthat aQl for [Unknown on both the interface pointers should return the same
pointer. However, asthe QI on 1SVideo goes through the outer component and the QI on

| ComponentVideo goes through the inner component, the returned |Unknown pointers are different. This
violatesthe object identity rule.

If aQl for IVideo is made on the ISVideo interface pointer, it succeeds. However, if aQl for IVideois
made on the | ComponentVideo pointer, it fails. Thisviolates the symmetry rule.

The crux of the problem isthat the client seestwo different unknowns?he inner lUnknown and the outer |Unknown.
Each IUnknown implementsits own QI and reference counting logic.

The client should see only one object identity, the identity of the outer component, and should never seetheinner
component? unknown. Theinner and outer component should cooperate with each other in convincing the client
that thereis only one unknown and that an interface pointer on the inner component belongs to the outer component.

Asthe client may get adirect interface pointer to the inner component, the inner component should just delegate dl
the lUnknown callsto the outer component.

cl ass Cl nner Conponent : public | Unknown

{ .
private:
| Unknown* m pQut er;
publi c:
STDVETHOD( Querylnterface) (REFIID iid, void** pp)
{
return mpQuter->Querylnterface(iid, pp);
}

STDVETHOD ( ULONG, AddRef) ()



{
return m pQuter->AddRef ();

}
STDMVETHOD (ULONG, Rel ease) ()

{

return m pQuter->Rel ease();

}
_.

Such animplementation of 1Unknown, which delegates al three method cals to some other implementation of
IUnknown, isreferred to as the del egating unknown.

Thereis gtill acatch in our aggregation logic. Consder the case when the client queries the outer object for an
interface that belongs to the inner object. In this case, the outer object will forward the request to the inner object,
which in turn delegatesit back to the outer object. The processwill get into a cycle that cannot be broken.

What thismeansis, when it comesto Querylnterface, the outer component cannot use the del egating unknown from
the inner component. The inner component needs to provide a second implementation of the unknown?n
implementation that does not delegate calls back to the outer component.

Implementing the Inner Component

There are saverd waysto provide two distinct implementations of 1Unknown from asingle object. The most
commonly used techniqueisfor the inner component to implement two IUnknown interfaces. The non-delegating
unknown implements |Unknown for the inner component in the usua way. The delegating unknown forwards
IUnknown method callsto either the outer unknown (if aggregated) or the non-delegating unknown (if not

aggregated).
The non-del egating |Unknown methods can be declared as three internal methods, as shown here:

cl ass CConponentVcr : public | Conponent Vi deo

{
publi c:

/1 Non-del egating | Unknown calls

STDVETHOD( | nt er nal Querylnterface) (REFIID iid, void** ppv);
STDVETHOD_(ULONG, | nt ernal AddRef) ();

STDVETHOD_(ULONG, | nternal Rel ease) ();

};

However, anon-ddegating unknown is still an 1lUnknown type, and therefore hasto satisfy the vtbl requirements of
[Unknown.

Oneway to achievethe vtbl requirementsisto have amember variable that maintains the binary layout of 1Unknown,
as shown in the following code fragment:

cl ass CConponentVcr : public | Conmponent Vi deo

{
publi c:

cl ass CNDUnknown : public | Unknown



{
public:

CComponent Vcr* Cbject(); // hel per function

STDVETHOD( Queryl nterface) (REFIID iid, void** ppv)

{
return Cbject()->Internal Querylnterface(iid, ppv);

}

STDVETHOD _(ULONG, AddRef ) ()

{
return Cbject()->Internal AddRef ();

}

STDMETHOD (ULONG, Rel ease) ()
{

return Object()->Internal Rel ease();

}
}s
CNDUnknown m_NDUnknown;

};...

In the above code, the hel per method CNDUnknown::Object needs to return the pointer to the CComponentV cr
instance. A simple C trick that can be used is to reconstruct the pointer to the CComponentV cr instance based on
the knowledge that the member varidble m_NDUnknown has afixed memory that is offset from the beginning of its
parent class, as shown here:

cl ass CNDUnknown : public | Unknown

{
publi c:

CConponent Vcr* Obj ect ()
{

return reinterpret_cast <CConponent Vcr * >(
reinterpret _cast<BYTE*>(this) -
of f set of (CConponent Vcr, m NDUnknown)) ;

The non-del egating implementation of IUnknown, thet is, methods Interna Querylnterface, Internal AddRef, and
Interna Release, are smilar to the ones we have seen many timesin earlier examples. The only differenceisthat,
when requested for |Unknown, Querylnterface returns a pointer to the non-delegating



}

return E_NO NTERFACE;

}
STDMETHODI MP_( ULONG) CConponent Vcr: : | nt er nal AddRef ()
{

return (++m| Ref Count);
}
STDMETHODI MP_( ULONG) CConponent Vcr: : | nt er nal Rel ease()
{

ULONG | Ret Val = (?_I Ref Count);

if (0 ==IRetVal) {

del ete this;

}

return | RetVal ;
}

Thelogic for delegating unknown implementation is straightforward. A member variable can be used to obtain the
desired indirection to the actua 1Unknown implementation.

cl ass CConponentVcr : public | Conponent Vi deo
{

private:
I Unhknown* m pUnkActual ; // actual unknown to be invoked

publi c:
/1 1Unknown interface (del egating | Unknown)
STDMVETHOD( Queryl nterface) (REFIID iid, void** ppv)

{
return m pUnkAct ual - >Querylnterface(iid, ppv);

}

STDVETHOD_(ULONG, AddRef) ()

{
return m pUnkAct ual - >AddRef () ;

}

STDVETHOD_(ULONG, Rel ease) ()
{

return m pUnkAct ual - >Rel ease();

}
}

Variablem_pUnkActua needsto point to either the outer unknown (in case of aggregation) or to the non-del egating
unknown (if used as a standal one object). The code below defines an initidization method on the object. The
parameter passed is the pointer to the outer object, in the case of aggregation, or NULL, if used asa stand-aone
object.

cl ass CConponentVcr : public | Conponent Vi deo

{
publi c:
HRESULT I nit (I Unknown* pUnkQuter);
H
HRESULT CConponent Vcr: : 1 nit (1 Unknown* pUnkQuter)
{

if (NULL == pUnkQuter) {

m pUnkAct ual = &m NDUnknown;
lelse {

m _pUnkAct ual = pUnkCQuter;



}
return S_CK;

}

So how would acomponent know if it is being instantiated as a standal one object or as an inner object? Obvioudy,
thisinformation hasto be available in the | ClassFactory:: Createl nstance method so that the implementation can
congtruct the object appropriately.

COM designers had dready considered the possibility of component reuse using aggregation. Recdl| that the
| ClassFactory:: Createl nstance method had three parameters:

HRESULT Createl nstance([in] |Unknown* pUnk, [in] REFIID riid,
[out, iid_is(riid)] void** ppv);

So far, we took the first parameter for granted and just passed aNULL value. Now, it istimefor usto passa
nonNULL vaue asthefirst parameter.

COM gspecifiesthat, if 1ClassFactory::Createl nstance is invoked with adesire to aggregate, the first parameter should
be a pointer to the outer object.

Recal that in the case of aggregation, theinner component needs to return a pointer to the non-del egating unknown.
Alsorecdl that, in our implementation of Internal Querylnterface, we return a non-del egating unknown only if the
requested interfaceis 11D _1Unknown. Otherwise, we would need to create a non-delegating vtbl layout for every
interface that is requested.

To ease the development pain, COM further mandates that, in the case of aggregation, the requested interface be
restricted to I1D_IUnknown. That is, if thefirst parameter to Createl nstance isnonNULL, the second parameter has
tobellD_IUnknown.

These specifications apply not only to | ClassFactory:: Createl nstance, but also to its corresponding API function,
CoCrestel nstance.

With these specifications, our function Crestel nstance can be implemented asfollows:

STDMVETHODI MP CConponent Ver C assObj ect : : Cr eat el nst ance(
| Unknown* pUnkCQut er,
REFIID riid,
voi d** ppV)

{

*ppV = NULL; // always initialize the return val ue

if ((NULL !'= pUnkQuter) && (11D IUnknown !'=riid) ) {
return E_I NVALI DARG

}

CConponent Vcr* pVCR = new CConponent Vcr
if (NULL == pVCR) {

return E_OUTOFMEMORY;
}



HRESULT hr = pVCR->Init(pUnkQuter);
if (FAILED(hr)) {

del ete pVCR

return hr;

}

hr = pVCR->I nternal Querylnterface(riid, ppV);
if (FAILED(hr)) {

del ete pVCR
}

return hr;

}

Note that what we return isthe non-delegating version of the unknown. If astand-alone object is created, thisis
certainly appropriate. If an aggregate is being created, thisis necessary to ensure that the inner object is AddRefed,
not the outer object.



HRESULT CVcr::lnit()

{
HRESULT hr = ::CoCreat el nstance(

CLSI D_Component VCR,

Get RawUnknown()

CLSCTX_ALL,

I'1 D_I Unknown,

rei nterpret_cast<voi d**>(&m pUnkl nner));

return hr;

}

Cver:: ~CVcer ()

{
if (NULL != m_pUnklnner) {

m _pUnkl nner - >Rel ease();

}
_—

When the client queriesthe interface that is supported by the inner component, the outer component can just forward
the request to the inner component:

STDVETHODI MP CVer:: Querylnterface(REFIID iid, void** ppRetVal)
{

if (IsequalllD(iid, 11D_IConponentVideo)) {
return m pUnkl nner->Querylnterface(iid, ppRetVal);
}

}

Now you can pat yourself on your back. We just finished writing a COM server that supports aggregetion.



END_COM MAP()
}s

Step 3: Addthe DECLARE_GET_CONTROLLING_UNKNOWN macro to the class.

class Cver :

{

DECLARE_GET_CONTROLLI NG_UNKNOWN ()
}s

That?it. With just three smple steps, ATL can automatically manage the inner component.

Aggregation Gotchas

In the previous code fragment, note that the initialization method of the outer object AddRef stheinner object.
According to the reference counting rules, thisisthe right thing to do. However, in our code, the initidization method
of theinner object does not AddRef the outer object, even though it duplicates the pointer to the outer object. This
violates our reference counting rule #4. However, thereis areason behind the logic. Had the inner object caled
AddRef on the outer object, the reference count of the outer object would never go to zero, even after the client has
released al the references to the object. Thus, the outer object, and therefore the inner object, will lways stay in

memoary.

To avoid such an unbroken cyclein the case of aggregation, COM explicitly mandates that the outer object hold a
reference-counted pointer to the inner object? non-del egating unknown and the inner object hold a
non-reference-counted pointer to the lUnknown of the outer object.

What about violating the reference counting rule? Well, the above relationship between the outer and inner object is
covered under the specia knowledge clause of reference counting: asthe lifetime of theinner object isa proper
subset of the lifetime of the outer object, it is safe for the inner object not to reference-count the outer object.

A smilar reference counting problem occurs when the inner object needs to communicate with the outer object. In
order to do so, the inner object needsto call Querylnterface through the controlling lUnknown. Thisresultsin
AddRefing the outer object. If the inner object holds the returned interface pointer as a data member, we once again
get into an unbroken cycle.

To avoid such a problem, the inner object should acquire and rel ease the interface pointer on demand, holding on to
the pointer only aslong asit is needed, asillustrated in the following code snippet:

STDMETHODI MP Cl nner : : SomeMet hod()

{
| Sonel nterface* pY = NULL;

m pUnkQut er - >Queryl nterface(l1D_|I Somel nterface, (void**) &pY);

Use(pY);
pY->Rel ease();

}

Knowing that the lifetime of the inner object islessthan thelifetime of the outer object, you can play another
trick?cquire and release the pointer once at initidization time, but continue to hold the pointer as a data member.



STDMETHODI MP Clnner::Initialize()
{

m_pUnkCQut er - >Queryl nterface(l I D_I Sormel nterface,
(voi d**) &m pY);

m pY->Rel ease();

/1 mpY still points to the valid object.

/1 Use it whenever needed.

}

However, thisisadangeroustrick to play. If the outer object implements the requested interface as a tear-off
interface, the call to Release will destroy the tear-off object, leaving variablem_pY pointing to an invaid object.
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Error Reporting

Recal our implementation of the 1SVideo interface method GetSVideoSigndVdue. If amember variable exceeded a
limit, which could happen only if we had some implementation problem, we returned an SDK-defined error code
E_UNEXPECTED. Thefollowing code fragment shows the relevant lines:

/1l File Vcr.cpp
HRESULT Cvcr: : Get SVi deoSi gnal Val ue(l ong* pRet Val)

{
if (mnCurCount >= 5 || mnCurCount < 0) {

return E_UNEXPECTED,;
}

}

If the client recaivesthis error code and runsit through the DumpError method defined in Chapter 2, the error
displayed would be ?atastrophic failure.?This error doesn? convey much to either the client or the developer, asit
could have been generated by any of the layers between the client and the server (such asthe COM library, the
COM marshding mechanism, the ORPC channd, etc.).

Instead of returning such a generic error message, it makes more sense to return an error code that is meaningful in
the context of the ISVideo interface alone. Thisiswhere the custom HRESUL Ts (from Chapter 2) comeinto picture.

A cusom HRESULT can be defined in the IDL file using the familiar MAKE_HRESULT macro, as shown here:

[/ File Video.idl

cpp_quot e( "#define VCR_E | NTERNALERROR \
MAKE_HRESULT( SEVERI TY_ERROR, FACI LITY_ITF, 0x200 + 1)")

Keyword cpp_quote causes MIDL to emit the specified string into the generated header file.

The GetSVideoSignalVaue code can be modified to return thisnew HRESULT vaue.

/'l File Vcr.cpp
HRESULT Cvcr: : Get SVi deoSi gnal Val ue(l ong* pRet Val)

{
if (mnCurCount >= 5 || mnCurCount < 0) {

return VCR_E_| NTERNALERROR;
}

}

The client can now check if the error code is specificaly from the object, asfollows:

Il File tv.cpp



int main(int /*argc*/, char* /*argv*/[])

{
::Colnitialize(NULL);
Dolt();
::CoUninitialize();
return O;
}
voi d Dolt()
{
| SVi deo* pSVideo = NULL;
HRESULT hr = :: CoCreatel nstance(CLSI D VCR, NULL, CLSCTX ALL,

1D I SVideo, reinterpret_cast<voi d**>(&pSVi deo));
if (FAILED(hr)) {

DunpError (hr);

return;
}

| ong val ;

hr = pSVi deo- >Get SVi deoSi gnal Val ue( &val ) ;

i f (SUCCEEDED( hr)) {

cout << "Value: " << val << endl;
return;
}
// The call failed
if (HRESULT_FACILITY(hr) == FACILITY_ITF) {
cout << "I SVideo specific error: 0x" << hex << hr << endl;
lelse {
DunpError (hr);
}

}

Recdl from Chapter 2 that acustom HRESULT ismeaningful only in the context of the interface. If two interfaces
define the same custom HRESULT, it will not cause any problems.

A last bit of information on custom HRESUL Ts? cussom HRESUL T need not aways return failure codes. It can
also return success codesusing SEVERITY_SUCCESS.

At thispoint, | would like to temporarily deviate from the main topic and bring your attention to abug in our TV client
code.

If you observe the code, you will see that we forgot to call Release on the pSVideo interface pointer, not just at one
place, but at two places.

Such aprogramming mistake, however, cannot be completely eiminated, at least for us humans. What would be nice
isif the pointer automatically released itself when it goes out of scope.

Writing such a smart pointer classis not that difficult. However, it turnsout that ATL hasaready donethisfor us. It
defines atemplate called CComPtr that a client can use with minimal code changes. Our revised TV client code,
using CComPtr, isasfollows:

/Il File tv.cpp



#i ncl ude <atl base. h>

void Dolt()
{
CConPt r <l SVi deo> spSVi deo;
HRESULT hr = ::CoCreatel nstance(CLSI D VCR, NULL, CLSCTX ALL,

1D I SVideo, reinterpret_cast<voi d**>(&spSVi deo));
if (FAILED(hr)) {

DunpError (hr);

return;

}

| ong val ;
hr = spSVi deo- >CGet SVi deoSi gnal Val ue( &val ) ;
i f (SUCCEEDED( hr)) {

cout << "Value: " << val << endl;
return;
}
// The call failed
if (HRESULT_FACILITY(hr) == FACILITY_ITF) {
cout << "I SVideo specific error: 0x" << hex << hr << endl;
lelse {
DunpError (hr);
}

}

The variable pSVideo will rleaseitsdlf, if itisnot NULL, when it goes out of scope.

Notethat | changed the variable name from pSVideo to 0SVideo. Thisfollows the convention | have adopted
throughout the book (and in redl life) whenever | use asmart pointer.

Visud C++ natively supportsasmart pointer classcaled _com ptr t that issimilar in functiondity to CComPtr. To
create agpecialized version of an interface, Visual C++ definesamacro cdled_COM_SMARTPTR_TY PEDEF.
The following code, for example, declaresthe _com ptr_t specidization |1SVideoPtr.

_COM _SMARTPTR_TYPEDEF( | SVi deo, __uui dof (1 SVi deo) ) ;
Visud C++ defines_com ptr_t specidization for many standard interfaces. In addition, it can generate specidization

for an interface defined in atype-library using a pre-processor directive caled import. The usage of thisdirectiveis
shown later in the section.

N
- " = Always use smart pointers to make your code more robust.
- .

We can now return to our main topic of error reporting.

A cusom HRESULT by itsdf istill not very descriptiveto the client. What would be niceisif the object returnsa
descriptive text to the client.



Using C++ style exceptions as a possibility can be ruled out. Recall from Chapter 1 that thereis no binary standard
for them.

To address this problem, COM defines an interface, | Errorinfo, that the server can use to set extended error
information and the client can useto retrieve it. The interface divides the extended error information into five fields:

ThellD of theinterface that setsthe error information.

The source respongblefor setting the error information. Thisfield istypicaly filled with the class name of the
object.

Thetextuad description of the error.

TheWindows help filename, if any, that documentsthiserror.

The Windows help context ID for thiserror.

The server code may implement an object that supports IErrorinfo, populateitsfields, and cal aCOM API
SetErrorinfo to set the extended error information. Following isthe prototype for SetErrorinfo:

HRESULT SetErrorinfo([in] DWRD dwReserved,
[in] I Errorlnfo* pEl);

COM provides adefault implementation of |Errorlnfo that can be ingtantiated using the COM API function
CreateErrorinfo. Following isits prototype:

HRESULT CreateErrorinfo([out] |CreateErrorlnfo** ppCEl);

The APl returns an object that supports an additional interface, | CreateErrorinfo. Thisinterface defines methods to
popul ate the above-mentioned fields. Note that not al fields need to be populated. The server may chooseto leave
somefidldsempty.

Thefollowing server Sde code fragment shows how the default implementation of 1Errorinfo can be used to set the
error information:

void CVecr::Error(REFIID iid, LPOLESTR pszDesc)
{

// Create error informtion
CConPtr<l Creat eErrorl nfo> spCEl;



HRESULT hr = ::CreateErrorlnfo(&spCEl);
_ASSERT ( SUCCEEDED( hr));

hr = spCElI->Set GUI D(iid);

_ASSERT ( SUCCEEDED( hr));

hr = spCEl - >Set Source( OLESTR("My VCR"));
_ASSERT ( SUCCEEDED( hr));

hr = spCEl - >Set Descri pti on(pszDesc);
_ASSERT ( SUCCEEDED( hr) ) ;

/1 Make error information available to the client
CConPtr<l Errorl nfo> spEl;
hr = spCEl->Querylnterface(lID_I|Errorinfo, (void**) &spEl);
_ASSERT ( SUCCEEDED( hr));
hr = ::SetErrorlnfo(0, spEl);
_ASSERT ( SUCCEEDED( hr));
}

The following code fragment shows how our server client can use the above method to set the error information:

HRESULT Cvcr: : Get Si gnal Val ue(l ong* pRet Val)

{
if (mnCurCount >= 5 || mnCurCount < 0) {
Error(11D_IVideo, COLESTR("Count is out of range"));
return VCR_E | NTERNALERROR;
}
}

With thislogic, the client can now obtain the extended error information using the COM API GetErrorlnfo. Following
isits prototype:

HRESULT GetErrorinfo([in] DWRD dwReserved,
[out] IErrorlnfo** ppEl);

While calling GetErrorinfo will return some error information, the client unfortunately does not know if it issome stde
information |eft over asaresult of calling some other COM AP or some other interface method on some other
object.

To ensure that the error information originated as aresult of caling the specific interface on the object, COM
mandates that the client first ask the object if it supports error information by querying it for astandard interface
IsupportErrorinfo. Following isits definition:

interface | SupportErrorlnfo: IUnknown

{
HRESULT InterfaceSupportsErrorinfo( [in] REFIID riid);

}

Method I nterfaceSupportsErrorinfo can be used to further confirm if the object supports error information on a
specific interface.

Thefollowing TV dient code fragment illustrates the use of obtaining extended error information:

void Dolt()
{



/1 The call on ISVideo fail ed

/1l Check if the object supports extended error infornmation
CConPt r <l Support Errorlnfo> spSEl;
hr = spSVi deo->Querylnterface(l|D_| SupportErrorlnfo,
(voi d**) &spSEl);
if (FAILED(hr)) {
return; // error info not supported
}

/1l Check if error info is available for ISVideo interface
hr = spSEl->InterfaceSupportsErrorlnfo(llD_|SVideo);
if (SO !=hr) {
return; // error info not supported on | SVideo
}

/1l Get the error information and display
CConPtr<l Errorl nfo> spEl;
hr = ::CGetErrorlnfo(0, &spEl);
if (FAILED(hr)) {

return; // failed for sone obscure reason
}

CConBSTR bsDesc;
hr = spEl - >Get Descri pti on(&bsDesc);
if (FAILED(hr)) {
return; // failed for sone obscure reason
}

USES_CONVERSI ON,;
cout << "Extended error info: " << W2T(bsDesc) << endl;

}

Obtaining descriptive text requires alot of coding. Fortunately, the code can easily be encapsulated in a utility
function. However, Visud C++ has added native COM support to deal with this situation in the form of aclasscalled
_com_error. Thefollowing code fragment shows our revised DumpError logic using thisclass:

voi d DunpError(_comerroré& e)
{
if (HRESULT_FACILITY(e.Error()) == FACILITY_ITF) {
cout << "|SVideo specific error: Ox"
<< hex << e.FError() << endl;
lelse {
cout << e.ErrorMessage() << endl;
}

/1 Extended error, if any
_bstr_t bsDesc = e.Description();
if (NULL !'= (LPCTSTR) bsDesc) {
cout << "Extended error info:
<< (LPCTSTR) bsDesc << endl;
}
}

To usethe native COM support, afunction that fails typicaly throws an exception of type_com_error. Using the
exception mechanism, our main entry function can be rewritten asfollows:

int main(int /*argc*/, char* /*argv*/[])

{
::Colnitialize(NULL);



try {
Dol t () ;

}catch(_comerror& e) {
DunpError(e);
}

::CoUninitialize();
return O;

}

What about the actua Dolt code?

In order to fully utilize the potentia of native COM support, the compiler has added anew directive called import
that takes afilename as an argument. Thefilename could be atype-library file or an executable file containing atype

library.

#i nport "Video.tlb" no_nanespace

Upon thisdirective, the compiler reads the type library and generates wrapper classesfor al the interfaces
encountered. These wrapper classesimplement methods that throw a_com_error exception on failures.

Attribute no_namespace turns off the namespace scoping on the generated classes. Consult the online documentation
for other attributes.

With the native COM support enabled, our Dolt method can be rewritten asfollows:

void Dolt()

{
| SVi deoPtr spSVi deo(__ uui dof (VCR));

| ong val = spSVi deo- >CGet SVi deoSi gnal Val ue();
cout << "Value: " << val << endl

}

It isworth comparing this code with the earlier written code that was based on raw method calls. The code based on
native COM support isvery smal and easy to maintain.

We are done (finally). Now we know how to develop COM-based servers and clients, and we have picked up a
few good tipsonusing ATL aswell as native COM support provided by Visua C++.

<BACK NEXT >



<BACK NEXT >

Summary

In this chapter, we looked at how to implement COM serversand COM clients.

Implementing a COM server requires the following:

For every COM class (coclass), an implementation class has to be developed. The implementation class
supports one or more interfaces.

The implementation class should also support IUnknown and should abide by the rules of Queryinterface.

For every coclass, a class object hasto be created. The class object typically supportsinterface
| ClassFactory to let the clients create instances of the implementation class.

The server code hasto implement logic for registering and unregistering the server.

The server code has to deal with the lifetime management of the objectsit creates.
We saw that the framework provided by ATL takes care of most of the grunge work.

A COM server can aso reuse athird-party component using containment or aggregation. We looked at how ATL
smplifies developing a component that supports aggregetion.

In developing a COM client, the client hasto follow certain rules of reference counting. We saw how ATL, aswell as
Visud C++ native COM support, can Smplify client programming.

Finally, welooked at how to provide better error messages from the server to the client.

This chapter and the previous chapters built the foundation of COM, which isaso the foundation of COM+. Itis
very difficult to determine where COM ends and COM+ begins. Any COM-related technology could also be
referred to as COM+ technology. Hence, | may interchange the terms COM and COM+. At placeswhere
explicitly wish to indicate a COM technology prior to Windows 2000, | will refer toit as classc COM.



In the chaptersto follow, we will ook at the facilities provided by COM+ in devel oping enterprise systems.
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Chapter 4. Essence of COM +

In the previous chapters, we built the foundation of the component object modd. By providing the ability to link
components dynamicaly and by standardizing the communication interface between the componentsto abinary levd,
we provided away for software devel opers to reuse code without regard to the compiler or programming language.

Although COM provides agood infrastructure for devel opers to create software products, it does not alleviate the
problems of developing enterprise systems?pplications that are used in large organizations such as banks, airlines,
insurance companies, and hospitas. The development complexity arises from the extra enterprise-level requirements
such as scalability, robustness, security, transaction support, etc.

In order to meet these requirements, enterprise gpplication designers tend to devel op their own in-house software
infrastructure. Thus, devel oping enterprise systems not only becomes asow process, but aso consumes resources
for development and maintenance, for what is essentially ageneric infrastructure problem.

COM+ isan advanced COM run-time environment that provides solutions to many generic infrastructure problems,
including those previoudy mentioned. It isan integra part of Windows 2000 operating system.

In this chapter, we examine in detail the requirements for enterprise systems and get an overview of the services
provided by COM+ to facilitate developing enterprise systems.
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Enterprise Systems

An enterprise system typicaly conssts of different programs on different computersinteracting with each other. Itisa
large application, at least compared to a single desktop application, and typicdly integrates with databases. These
applications are generaly used in large organizations, and are accessed by hundreds of clients smultaneoudly.

Higtorically, developing enterprise systems has been avery long and very expendive process. Thisis primarily
because of the requirements developers had to meet. Let? examine some of those requirements.

Security

Almost al enterprise gpplications care about security issues. Following are some security requirements:

The application hasto ensure that only authorized users can access the system.

Some people have more privileges than othersin ng the system. The application hasto maintain a
table of individudsand ther rolesin ng the system.

The gpplication has to authenticate the users, that is, verify that the users are indeed the onesthey claim to be,

If any sengtiveinformation is being sent from one computer to another, the gpplication hasto provide some

level of data encryption to prevent hackers from tapping the wire. Theleve of encryption increaseswith the
sengtivity of theinformation.

Scalability

An enterprise system has to be designed such that hundreds of clients can accessit concurrently, yet each client
request should be serviced in areasonable amount of time. Some requirements are asfollows:

The client load can frequently cause the gpplication to outgrow a single computer. The application should
provide someform of load baancing between multiple computers.

If adatabase is frequently accessed, the application has to cache data, such as back-end tablesin memory,
to improve performance.



In case of distributed computing, the gpplication should continue to work even if the remote computer is not
accessble.

Frequently, just one instance of an application component is not enough to handle the client load. For such
cases, the application hasto create a pool of multiple instances of the component.

Sharing Resour ces

A resource such as a database table or some in-memory state of acomponent is often shared among many
subsystems of an enterprise system. In such cases, the requirements are asfollows:

If two subsystems, or two instances of the same component, try to modify a resource concurrently from
multiple threads, it may produce some inconsistency in the state of the resource. The gpplication hasto
ensure the consistency of the data, perhaps by ensuring that only one subsystem can modify the dataat atime.

The application has to be designed such that a deadlock does not occur when two subsystems wait on each
other for releasing aresource.

Transactions

An enterprise application typicaly dealswith multiple databases. A transaction may require more than one database
to be updated. However, if the update succeeds on one database and fails on another, the system may get into an
inconsstent Sate. The possibility of this happening is pretty good, considering that the databases may reside at
geographicaly dispersed locations, and given that power and network outages are facts of life.

A transaction must be such that it entirely succeeds or entirely fails. However many different operationsthe
transaction involves, either everything must be updated successfully or nothing should be updated. Thisall-or-nothing
proposition of atransaction is called atomicity.

Besides atomicity, atransaction hasto meet three other requirements. consistency, isolation, and durability. These
requirements are typicaly referred to as ACID rules (A = Atomicity, C = Consistency, | = Isolation, and D =
Durability).

An enterprise system has to treat various operations across multiple databases as a sSingle transaction and ensure the
integrity of the system by meeting the ACID rules.
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Three-Tier Architecture

A paradigm that has emerged as a standard for corporate application devel opment has been the two-tier model. The
first tier isthe user? gpplication and the second tier isthe data source. A common two-tier architecture isthe
client/server modd. Under thismodel, the second tier (the server) accesses a database management system such as
SQL Server, and thefirst tier (the client) does the needed data processing and presents the information to the user.

Theincredible explosion of the Internet has caused arevolution in the way information hasto be made available to
users. The users now expect to get the information and applications they need from asingle location, the browser.
Thetraditiond client/server modd cannot mest this chalenge. The data processing logic, the transactiona logic, the
synchronization logic, etc., cannot just be embedded at the user application level. What is needed isto separate the
presentation logic from the data processing logic. The data processing logic, commonly referred to as the business
logic, can then provide a centralized resource management functionality across multiple clients. Thisthree-tier
architecture, enhanced for Internet gpplications, isdepicted in Figure 4.1.

Figure4.l. Internet three-tier architecture.
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There are avariety of approaches for implementing al the layers, depending on the choice of dataaccesslayer, the
types of clients, the devel oper? choice of tools and technology, and the communication mechanism between
different layers. Although developers can implement their own mechanisms, it is ultimately better to choosea
mechanism that reduces maintenance.

Windows DNA

To smplify three-tier enterprise-level application development, Microsoft has defined atechnology termed Windows
Distributed interNet Applications Architecture, or Windows DNA. Windows DNA describes those Microsoft
technologiesthat provide acomplete, integrated n-tier development model, and those services that developers
require to build scalable and dependable enterprise-level systems on Windows platform.

The DNA architecture consists of threelogical tiers corresponding to each layer of the three-tier architecture, as
shownin Figure4.2.

Figure4.2. Windows DNA services. Adapted from [Fer-99].
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The presentation servicestier isthe gpplication front end. Thistier isresponsible for gathering information from the
users, sending the information to the business servicestier, receiving the results from the business services, and
presenting them to the users. The applicationsin thistier can be devel-oped either asrich clients or thin clients. A rich
client uses VB forms or Win32 servicesdirectly. A thin client (one that targets abrowser) usessHTML or DHTML
aong with some client-side and some server-side scripting, if needed.

The business servicestier isresponsblefor recalving input from the presentation tier, interacting with the data
sarvicestier, performing the application? business operations, and sending the information back to the presentation
tier.

For supporting thin-client-based applications, Microsoft provides aweb server caled Internet Information Server
(I1'S). To support server-side scripting, Microsoft provides another technology called Active Server Pages (ASP).
ASPistypicdly bundied with 11S.

The data servicestier isthe only tier that deals directly with the data, which usualy residesin ardationa database
such as SQL Server. Thistier isresponsiblefor the storage, retrieval, and general maintenance of the data.

In order to standardize data access mechani sms across various database servers, Microsoft has defined technologies
such as Open Database Connectivity (ODBC) and a more recent one, OLE DB. In order to smplify the usage
model, Microsoft has built another technology on top of OLE DB called Active Data Object (ADO).

Thelong-term vison of Windows DNA isto smplify al threetiers by providing infrastructural support at each leve
[ARM-99]. The current focus, however, isto provide infrastructure at the business servicestier, and to some extent
at the data servicestier, in the form of COM+. Let? move on to explore what COM+ isall abouit.
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COM + = Simplified Development

COM+ extends COM? run-time environment to provide infrastructure for developing enterprise-level applications.
It specificaly addresses the problems of the businesstier in the three-tier modd. Thisisan integral part of the
Windows 2000 operating system. As many of the tedious, grungy details of run-time services are moved into the
operating system, the devel opers are free to focus on higher-level problems and their solutions.

Let? quickly examine the services provided by COM+. In the later chapters, we will cover these servicesin detail.

Administrative Control

Traditionaly, alot of configuration details of an gpplication are embedded in the application itself. Asan example, an
application can explicitly check to ensurethat its caler belongs to the administrative group. Such acontrol should
reglly belong to the actua administrator of the gpplication, and not the application itsdlf.

COM+ provides adigtinction between the main logic of the program and its configuration. It defines a standard
location, called the COM+ Cataog, to store configuration information for each application. A developer can use
declarative programming attributes, outside the scope of the gpplication, to define the default configuration settings.
However, an administrator can change these settings either programmatically or by usng a COM+ provided tool
called the Component Services Snap-in.

Transaction Services

Currently, many commercidly available database servers meet the requirements of atransaction. Such aserver
typicaly buffers the changes made to a pecific database until the client tdlsit to commit the changes. At this point,
all the changes are gpplied to the database in question.

Although the database server takes care of each database individualy, there is no standardized technique to
coordinate operations among distributed databases, and among distributed components. Developing such acodeis
extremely hard, aswell as resource-consuming.

COM+ provides an easy way to treat operations across distributed databases and components asasingle
transaction. It smplifiesthe way an individua operation votes towards the outcome of atransaction.

A transaction, however, need not always deal with adatabase. It may involve a non-database-related operation such
as sending an e-mail. In case the transaction fails, sending the e-mail should be aborted.

COM+ provides amechanism to let the devel opers define one or more operations that can participatein a
transaction. Using this mechanism, for example, you can develop code to access alegacy database as part of a
distributed transaction.

Security Services



Asmentioned earlier, an enterprise system requires many security primitives such as authenticating auser, ensuring
that the user is authorized to access the specific part of the system, providing encryption when datais transmitted
over the wire, etc. COM+ provides al these services.

Enterprise applications often go beyond the basic security primitives. They require that the access to a specific part of
the system be based on logical groupings of users, called roles. COM + lets a developer define user rolesfor an
application. Note that these user roles are not the same as the user groups that one can create using Windows?User
Manager. A Windows user group defines the resources that the group-users can access at the operating system level.
A user role under COM+ isdefined at the application levd. It defines the specific parts of the application the users
(under therole) have accessto.

COM+ provides an easy way for administrators to associate existing user accounts (or user groups) with a particular
role. For Stuations that are too complex to be handled administratively, COM+ provides away for developersto
programmaticaly define the security logic.

Under digtributed systems, it is sometimes required that component B act on behaf of its caler component A when
accessing another component C, where dl three components reside on different machines. Such arequirement is
cdled user delegation. Implementing user delegation is not an easy task and requires some low-level support from
the operating system. Here, once again, COM+ (and Windows 2000) comes to the rescue.

Synchronization Services

Under distributed systems, certain critical portions of the components need protection againg the possibility of
concurrent access from multiple threads. Writing code to do thisis not only expensivein terms of time and money,
but it isalso extremdy difficult to get it right.

COM+ offersvarious levels of synchronization primitivesto protect resources from concurrent access. Depending on
thelevel of desired scalability, and the qudity of the code, either the devel oper or the administrator can choose an
gppropriate synchronization leve for the application. For Stuations that are too complex to handle adminigtratively,
COM+ defines programmatic ways to define synchronization logic.

For seridizing callsto an object, classic COM required the Windows message queue. However, because of the way
the architecture was implemented, any time aclient made acal to such an object, it required athread-switch, which
tends to be expensive. COM+ defines anew synchronization paradigm which controls concurrent access and
doesn? require athread switch or the Windows message queue.

Queued Components
The development model under classic COM is based on procedural interaction. A client connects to a component,
queriesthe appropriate interface, and makes synchronous method calls on the returned interface. The following code

exampleillugtrates this behavior. The code fragment credits a user account with 100 dollars. It usesaremote
component for updating the account balance.

/1l Get the account manager object fromthe machi ne "PVTESTOO"



COSERVERI NFO ser ver | nf o;
server | nfo. pwszName = OLESTR(" PVTESTO00") ;

MULTI _Q ngi Entry;
ngi Entry. pl I D = & 1 D_| Unknown;

HRESULT hr = CoCreat el nst anceEx(
__uui dof (Account Myr ),

&serverl nf o,
1

&;Tqi Entry),

| Account Mgr Ptr spAccountMgr = ngi Entry. pltf;

ngi Entry. pltf->Rel ease();

spAccount Myr - >Cr edi t ( CConBSTR( " Pradeep”), 100);
spAccount Mgr = NULL; // rel ease the object

Under such amodd, the life cycle of the client istightly coupled with the component. An RPC connectionis
maintained between the client and the account manager. Thismode is easy to program. The client assumesthat the
component isloaded and running throughout the interaction.

The program falls, however, if the remote object is ot reachable. Perhaps the network was down at thetime the call
was made.

An dternative to such a synchronous programming technique is to use another technique called message-based
programming.

In amessage-based application, the client and the component are separated by time. Therefore, their life cyclesare
decoupled. This givesthe appli-cation developer flexibility in the areaof scaability and availahility. If the component
isnot available, the client application can till execute.

Of course, devel oping amessage-based distributed application requiresalot of plumbing. Microsoft providesthis
plumbing in the form of atechnology caled Microsoft? Message Queue Server (MSMQ).

COM+ smplifies message-based programming further by hiding the details of messaging with aservice cdled
Queued Components. The deve opers continue to devel op the components in the same way they dwaysdid, with a
couple of exceptionsthat we will cover later.

Here? how the process works. When the client instantiates a queued component, the run-time service actualy
creates alocal proxy object caled a recorder. Asthe client makes method calls, the recorder smply records them
(intoaMSMQ message). When the client releases the last reference to the object, the message is passed to the
actual server viaMSMQ. A specid service running on the server then de-queues the message and instantiates the
component using another proxy called the player . The player interacts with the component, asif it wasthe actua
client, and playsthe stored method calls. If acal fails during the operation, the message is placed back into the
queue, at which point the devel oper has several optionsto dea with the message, based on the services provided by
MSMQ.

Event Service



Traditionally, events or callbacks between a component and any associated clients are handled asfollows:

The component defines an interface that it will usefor callbacks.

The client implements an object supporting thisinterface. Such an object isreferred to asa sink.

The client registersthe sink with the component.

The component invokes an gppropriate method on the Sink.

When no longer needed, the client can unregister the sink.

Note that the conventional sense of client and component reversestheir roles when talking about events. Asthe
component is making the method call, it becomesthe client and the actua client becomes the server. In thisregard,
COM+ uses the term 2ublisher?or the component that will publish or provide information, and the term
2ubscriber?or the module that intends to receive such information.

A mgjor drawback with the traditional publisher/subscriber modd isthat their life cycles aretightly coupled (because
of COM? RPC-based implementation). Another drawback isthat to multicast information, that is, to inform all the
subscribers smultaneoudy, requires alot of low-level code.

The COM+ events modd significantly upgrades the traditiona event mode!. 1t decouplesthe tight binding between
the client and the server by providing an intermediary object called the event class. The actud event interfaceis
implemented by this event class, making it ook like a subscriber to the publisher. When a publisher wantsto fire an
event, it creates an instance of the event class, callsthe appropriate method, and releases the interface. The runtime
service then determines how and when to notify the subscribers.

Asinthe case of queued components, the lifetime of the publisher and the subscriber have been decoupled. If a
subscriber is not active when an event occurs, the run-time event service can activate the subscriber and passthe
information dong.

Object Pooling
Under classic COM, aclient ingtantiates a component, usesit, and releases it when done. Under some cases, object

instantiation may take a considerable amount of time. To handle such Situations, it may be agood ideato maintain a
set of component instances loaded in memory so that they areimmediately available for use by the client application.



Recdl from Chapter 3 that a client instantiates an object using CoCrestelnstance API. Therefore, just cresting a pool
of objectsis not enough. The COM+ run-time service hasto intercept the object creation cal and ensure that the
object isfetched from the pool. Similarly, when the client releases the object, the COM+ run-time service hasto
ensure that the object is returned back to the pool.

An object needs away to know when it isbeing activated or deactivated so thet it can initidize its state or release the
resources that it has been holding. COM+ specifies a standard interface, 10bjectControl, that a class can implement
to receive these notifications.

Object pooling support is needed for building large, scalable applications. However, some of the most precious
resources in an enterprise application are its database connections. COM+ (dlong with ODBC and OLE DB)
supports connection pooling (more precisaly, pooling of database connections), which alows gpplicationsto create
and destroy database connections on an as-needed basis without significant performance pendty.

Just-In-Time (JIT) Activation

In classic COM applications, objects are often created at startup and maintained (via reference counting) throughout
the lifetime of the gpplication. This practice tends to improve performance, as the application has aready referenceto
all the objects whenever it needs to use them. However, it makes inefficient use of server resources.

JT activation is another service provided by COM+ whereby the actua instances of an object are activated just
prior to thefirst call made on them and are deactivated immediately after they finish their work.

Under JIT activation, when the client creates an object, the COM+ service creates a standard proxy and returnsit to
the client. The actua object is activated (anew instance created or an instance fetched from the pool of objects) only
when the client makesthefirst cal on the object.

When the actual object informs COM+ that it is done with the job it was supposed to do, COM+ releases the
reference to this actual server-side object. If object pooling is enabled and the object agrees to go back to the object
pool, COM+ putsit back into the pool.

The base client, however, is il holding areference to the object (viaits proxy). When the client makes another call,
aserver Sde object once again gets activated.

Together with object pooling, J T activation can provide ahigh degree of scalability. More importantly, aswe will see
later, JT can enforce transactiona correctness with the greatest possible speed.

Remote Deployment
Prior to COM+, there was no easy way to ingtall and register a COM server from the local machine to one or more

remote machines. To ingtal an gpplication, administrators either walked up to each machine or used tools such asthe
Microsoft System Management Server (SMS).



COM+ provides an easy way for administrators to group one or more COM servers as one application and create
an ingtdlable package file for the gpplication. This package file can then be placed on anetwork shared drive, and
from theloca machine, an administrator can ingtruct each remote machineto ingtal the application contained within
the package. Once ingtdled, an administrator can aso uningtall an gpplication remotely.

<BACK NEXT >
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Summary

Developing enterprise systems requires many infrastructural features such as scalability, robustness, security,
transaction support, etc., to be implemented. Historicaly, developing enterprise systems required a Sgnificant amount
of time and resources.

COM+, an advanced COM run-time environment that is packaged with Windows 2000, provides solutions to many
generic infrastructure problems. The services provided by COM + facilitate devel oping enterprise systems.

In the chaptersto follow, we will examine each of the COM+ servicesin detall.
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Chapter 5. COM+ Programming M odel

In Chapter 4, we saw that COM+ offersadew of services such as synchronization, transaction, queuing, and
security. Developers can leverage one or more of these servicesto build enterprise systems.

A component has to be configured to indicate to COM+ the specific COM+ servicesit isinterested in using. When a
client creates an object of such a configured component, COM+ sets up the requested services for the object.

Essentidly, the configuration settings on a COM object dictate certain run-time requirements for the object. These
run-time requirements for a COM+ object are collectively referred to as the object? context.

In this chapter, welook at how to specify the configuration settings for acomponent and where COM+ gtores the
configuration information. We then examine how COM+ ensures that an object is created in a context that is
compatible with its configuration settings. Finally, welook at different waysto use an object in adifferent context.
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Attribute-Based Programming

Before we get deeper into the COM+ programming model, |et? answer one important question, ?hy should | use



It reduces the amount of code you have to write, thus reducing the chances of making a coding mistake. For
example, if the platform provides the seridization mechanism, it would require zero lines of code in your
gpplication, virtudly diminating the chance of writing buggy lines of seridization-related code.

It usualy reduces the number of page faults within your application, as many applications are sharing the
sameinfragtructural code.

By decoupling theinfrastructura functionaity from the code, the platform vendor has more freedom to
improve the underlying implementation without breaking your code. For example, the next release of the
platform may have improved the speed/performance of the seridization logic. Y our component can benefit
from thisimprovement without requiring any code changes.

What if the platform implementation itself is buggy?

Asthe plaiform is providing an infrastructure that is potentialy shared by many applications, itisvery likdly that the
platform will have gone through more testing than the average piece of application code. Bugswill be reduced over
time, resulting in avery stable platform code.

How do we decoupl e the functionality from the code?

To makeit convenient for devel opers, COM+ requiresthat a COM class be declared using 2ut-of -band?attributes
instead of n-band?explicit code. Recall from Chapter 2 that asimilar technique was used for defining interfaces
using IDL. Thisformalization of declarative programming using attributed classesis fundamental to the COM+
programming mode!.

Obvioudy, the attributes for the class have to be stored somewhere so that COM+ infrastructure can accessthem
and provide the needed servicesto the instances of the class. Let?investigate this further.

The COM+ Catalog

COM+ stores dl the configuration information of acomponent in apersistent storage referred to asthe COM+
Catalog. To manage this catalog, COM+ provides acomponent appropriately caled the Catalog Manager .

In designing the catal og, due consideration was given to ensure easy migration of component DLL s that were based
on classc COM. Thisrequired that the Catalog Manager control the Windows registry key

HKEY_CLASSES ROQT. Recal from Chapter 3 that classc COM mandates that a component DLL export two
functions, DIIRegisterServer and DllUnregisterServer. Thefirst function is expected to add certain entries under the
Windows registry key HKEY CLASSES ROQOT and the second function is expected to clean them up.



What are the entries that are needed under the Windows registry key? We will answer thisin the next section. Let?
first answer another questionhere should we store the newer attributes needed for a configured component?

The Windows registry databaseis dready cluttered with al kinds of data?OM aswell as non-COM related.
Therefore, it makes more sense to use a separate database that stores only COM+ related attributes. This auxiliary
configuration database is currently referred to as RegDB.

Theinteraction of the Catalog Manager with both the databases, RegDB and Windows registry, isdepicted in Figure
51.

Figure5.1. The COM+ Catalog Manager .
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At activation time, CoCreatel nstance ingpects the catal og to determine which (if any) additiona servicesthe
component needs and ensures that the newly created object receives the services it requested.

Only those components that are explicitly instaled into the catalog can avall COM + services. These components are
cdled configured components. If acomponent bypasses the Catalog Manager to register itsdlf, itiscalled a
non-configured or a legacy component.

Configuring a Component

There are two ways to configure a component:

Explicitly program against the Catalog Manager interfaces.

Useavisud tool called the Component Services Snap-in that comes with Windows 2000.

Wewill explorethefirst optionin Chapter 12. For now, |et? examine the second option.

Figure 5.2 shows a snapshot of the Component Services Snap-in.



Figure5.2. Component Services Snap-in.
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The main adminigrative unit of COM+ iscadled an application. A COM+ gpplication isacollection of components
that work together and share certain configuration settings. These attributes are gpplied across dl the components
within an application.

Configuration attributes are not just limited to the application level. Components within an gpplication, ther interfaces,
and their interface meth-ods al have specific attributes associated with them, and can be configured individualy.

To enforce some form of access control, an gpplication can adso define alist of user roles. A user roleisasymbolic
category of users, as defined by the developer of the gpplication, for the purpose of determining access permissons
to the application? resources. We will cover user rolesin Chapter 7 when we discuss security.

Typicaly, asoftware vendor crestes one or more applications during ingtdlation. When an gpplication isingaled, the
system automatically applies certain default attribute settings to the application (and the components underneath). The
ingtallation program can change some of these settings programmaticaly. However, using the Component Services
Snap-in, the administrator can modify some of these settings, at any time, thus enabling the adminigtrator to fine-tune
the application? execution environment.

When an gpplication isingtalled, it can be configured to run in the same address space asthe client. Such an
gpplicationiscaled alibrary application.

Whilealibrary application makes sense from a performance point of view, it dso impliesthat anill-written or a
malicious component may corrupt the address space of its client. Likewise, a Zrash?in the client code may adversdly



affect the server. To protect the client and the server from each other, the application can be specified to runin its
own process address space. An application marked to run in a separate address spaceis called a server application.

— ] Classic COM supports two types of servers? DLL-based server and an EXE-based server.
Under COM+, however, only aDL L-based server can avail COM+ Services. EXE-based

sarvers are ill supported, but they have to run as non-configured components. An

EXE-based ser ver can avail COM+ Servicesindirectly by accessing a configured component.

When the client activates acomponent using CoCreatel nstance for example, the COM+ library inspects the catalog

to determine the services requested by the component at the application level, aswell as at the underneath levels, and
ensures that the new object receivesthe servicesit requested.

If the requested component belongs to a server application, COM+ creates a surrogate process and loads the

component in the surrogate process. Aswe will see later, COM+ launches an executable called DIIHost.exeto run
the surrogate process.

Note that under COM+ 1.0 acomponent cannot belong to more than one application. Otherwise, COM+ cannot
resolve the resulting attribute ambiguities.

— |, A futurerelease of COM+ will support the notion of specifying multiple CLSIDsfor a COM
-_—

class. In effect, the same binary can be treated as multiple components, each of which can be
configured individudly.

The release will also support the notion of public and private components. Under COM+ 1.0,
acomponent is public in the sense that any component from any application can accessthe
component. In the future release, if acomponent is marked as private, only those component
that belong to the same application can access the component.

Table 5.1 showsthe attributes that are gpplicable to an gpplication. Thetable dso indicatesif an attribute is
applicable to a server-type application, alibrary-type application, or both.

Table?.1. Application Attributes

Attribute Available Choices Library, Server, or Both
Description Text up to 500 characters long Both
Authorization (Access Check) None, Process Level, Process + Both

Component Level




Authentication Enable, Disable Library
Authentication Level None, Connect, Call, Packet, Packet Server
Integrity, Packet Privacy
Impersonation Level Anonymous, |dentity, Impersonate, Server
Delegate
Security Identity Interactive user, Specific user Server
Queuing Non-queued, Queued, Queued + Listener  |Server
Process Shutdown Never, n minutes after idle Server
Debugger Command to launch the debugger Server
Change Permission Attributes can/cannot be changed Both
Delete Permission Application can/cannot be deleted Both
Compensating Resource Manager (CRM)  |Enable, Disable Server
Enable 3GB Support Enable, Disable Server

Attributesthat are related to security, queuing, and CRM require an indepth study and will be covered in later

chapters. Hereis an explanation of the other attributes:




code. A server gpplication, on the other hand, runs in a separate process space (the surrogate process) than
the client application. Though thereisaway to attach to arunning process and debug it, chances are you will
misstheinitidization logic by the time you attach to the process. COM+ facilitates debugging a server

application. If the debugger support option is enabled and a debugger path is specified, COM+ spawnsthe
debugger and attaches the server process to the debugger.

— ], Once COM+ spawns the debugger, the debugger doesn? automatically proceed with the
=4 program execution. This gives you achance to set the bresk pointsin your code.



HRESULT Construct([in] |Dispatch *pCtorQbj);
b

When the object is activated, COM+ calls | ObjectConstruct:: Construct method that the object implements and
passes the string in the form of a pointer to an interface |ObjectCongtructString. Thefollowing isthe definition of
|ObjectCongtructString interface:

| Ovj ect ConstructString : 1D spatch

{
[ propget] HRESULT ConstructString([retval][out] BSTR *pVal);

}

The object can obtain the initidization string by cdling 10bjectConstructString::CongtructString method, asillustrated
in thefollowing code snippet:

cl ass CWServer

{
private:
CConBSTR m bslnitString;
H
STDVETHODI MP CMWySer ver : : Construct (I Di spat ch* pDi sp)
{

CConPt r <I Obj ect Construct String> spConstruct Stri ng;

HRESULT hr = pDi sp->Querylnterface(&spConstructString);
_ASSERT ( SUCCEEDED( hr)) ;

hr = spConstruct String->get_ConstructString(&mbslnitString);
_ASSERT ( SUCCEEDED( hr)) ;

return hr;

}

Y ou may be wondering why |ObjectConstruct::Construct method doesn? just specify BSTR as aparameter. This
would certainly smplify server-sde programming. | guessin the future releases of COM+, Microsoft intendsto
support additional interfaces on the object that is passed as a parameter to | ObjectConstruct:: Construct method.
Passing ageneric | Dispatch pointer as aparameter gives them this flexibility without breaking the existing code base.

Developer-Specified Attributes

Many attributes, such asthose that are security related, are best chosen at deployment time and are thus configurable
through the Catalog Manager, either through an ingtallation program or manually by an administrator. However, there
are certain attributes, such asthose related to transaction and concurrency, that only adevel oper can correctly
determine. Such attributes are best specified as static resources or datainside the component DLL. The Component
Services Snap-in, for example, does not provide any user interface to change such attributes.

Attributesunder Windows Registry

Aswith classc COM components, COM+ requires that a component DLL export two functions?DIIRegisterServer
and DllUnregisterServer. When a component DLL is added to an application under the Catalog Manager, the
Catalog Manager automatically invokes DIIRegisterServer, giving the component a chance to add the needed entries
to the Windows registry. When a component is removed, the Cata og Manager invokes DIlUnregisterServer, |etting
the component clean up itsregistry entries.



Though the developer can add any kind of information to the Windows registry, there are afew entries, asfollows,
that areimportant for COM+:

HKEY_CLASSES ROOT\CLSIDY <CLSID>}\InprocServer32:?The default value of thisregistry subkey
must be the completefile path to the DLL serving the component asidentified by its CLSID.

HKEY_CLASSES ROOT\CLSD\{ <CLSID>}\InprocServer32\ThreadingM odd: ?Thisregistry vaue
indicates the type of apartment (gpartments are covered in Chapter 6) the component can livein. The
possible choices are apartment, free, both, or neutra. [1

[1] Technically, it is okay to leave this entry blank. In this case, COM uses a threading model called Main Thread Apartment. However, this
isalegacy case and should not be used.

Though aCLSID canidentify aclassuniqudly, it ishard for humansto remember. To identify an object, a
human-readable version of CLSID is preferred. Thisidentifier isreferred to as the programmatic identifier or
PROGID. A PROGID istypicdly represented as <vendor>.<component>.<verson> asin Word.Application.8. A
CLSID can dso have aversion-independent PROGID.

HKEY_CLASSES ROOT\CLSID\{ <CLSID>}\ProgID:?The default value of this registry subkey specifies
the PROGI D for the component.

A PROGID makesit easy to identify a component. However, ingtance creation sill requiresa CLSID. Programming
languages such as VB hidethis by letting you ingtantiate an object using the PROGID. Behind the scenes, VB obtains
the CLSID for the given PROGID using an APl CLSIDFromProgID.

HKEY_CLASSES ROOT\<ProglD>\CLSID:?The default vaue of this registry subkey specifiesthe
CLSID of the component. This entry helps CLSIDFromProglD map a PROGID back toits CLSID.

The above-mentioned entries should be programmeaticaly added to the regisiry when DIIRegisterServer isinvoked. It
isup to the developer to define atechnique for ng this data within the program code. Thetechniquethat ATL
usesisto define the registry entriesin aspecific format in afile and bind the content of thisfile as a static resource into
the component? DLL (see Chapter 3).



i mportlib("stdole32.t1b");
i mportlib("stdole2.tlb");

uui d( 0AC21FA4- DB2A- 474F- A501- F9COA062A63E) ,
hel pstring("Account Mgr O ass"),
TRANSACTI ON_REQUI RED

]

cocl ass Account Myr

{
[defaul t] interface | Account Myr;
s
b

Recdl from Chapter 2 that attributes defined under the library section get saved into the type library when the IDL
fileiscompiled. Thistype library can be stored either as a stand-aone file or within the component DLL asadatic
resource. In the former case, when the component DLL is added to an application through the Catalog Manager, the
typelibrary file should also be added to the application.

At thispoint, it should be reasonably clear how a component is configured at development and deployment time.
Now let?look at how COM+ ensures that the services requested by a component are available to the
component? objects throughout their lifetime.
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COM+ Context

The configuration settings at al level s?pplication, component, interface, and interface method?ssentidly specify
certain run-time requirements for a COM+ object. For example, acomponent might be (or might not be) interested
in participating in atransaction. The component might be interested in using the synchronization or the security
sarvices provided by COM+. All these run-time requirements for the component? object are collectively referred to

as the object? context. The context represents the environment in which the COM+ object lives, the seain which it
svims

An object? context is created and attached to the object by COM+ during the object activation. This context
remainsfixed and immutable until the object is deactivated.

= | | have ddiberately chosen the words object activation and deactivation, as opposed to object
—f creation and destruction. Asthese terms are used quite frequently throughout the remainder of
the book, it isimportant to understand their precise meaning.

Activating an object would realy have been synonymous with creating an object, if not for
object pooling, afeature provided by COM+. If object pooling is enabled on a component, a
pool of objectsis crested upfront (the minimum and maximum sizes are configurabl e attributes
on the component). When aclient requests an object, using CoCresatel nstance for example,
the object isfetched from the pool. When the client releases the object, the object goes back
to the pool. Pooling objects improves performance in some cases.

Object activation implies either fetching an object from the pooal (if object pooling is enabled
on the component) or creating anew object. Likewise, object deactivation implies either
returning the object to the pool (if object pooling is enabled) or destroying the object.

Let? get back to our context (pun intended).

Earlier, | said that an object? context is created and attached to an object when COM + activates an object. Well, |
lied about the creation of an object context every time an object is activated. Actualy, COM+ checksif a
compatible context existsin the process space. If oneisfound, this context is attached to the object. Only if a
compatible context is not found does COM+ creste anew context and attach it to the object. Thus, as different
components can be configured with different requirements, a process often contains more than one context. Some
configuration settings alow an object to reside in a shared context with other like-minded objects?hese objects are
geared to swim in the same sea. Other configuration settings force an object to swim in aprivate seathat no other
object can swimin. Thisisillustrated in Figure 5.3.

Figure5.3. Contextswithin a process.
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Thisbrings usto an important question?hat if the object? activator has a context that isincompatible with that of
the object?

ol

Contextsand Interception

An object can live only within its context? is geared to swim only in aspecific sea. Clearly, the object cannot just
be created in adifferent sea. Theincompatible environment will produce unexpected behavior.

The mechanism that COM+ usesto solve this problemis called interception. Instead of creating the actual object in
the incompatible context, COM+ automatically crestes aproxy that is geared to swim in the new sea. The proxy
implements the same interfaces asthe red object. This mechanism provides COM+ the ability to intercept method
cdlsonthe proxy.

Following isthe basic interception agorithm:
1.

The configuration settings on acomponent dictate its run-time requirements or its context.

At activation time, COM+ checksif the activator (that is, the code that called CoCreatel nstance) hasa
context that is compatible with the component? configuration.

If the activator? context is compatible, the object is activated in the activator? context, that is, the activator
gets araw reference to the object.

If the activator? context is not compatible, COM+ switchesto a context that is compatible (it may haveto
create anew context if one doesn? dready exist), and activates the object in this context. COM+ then
creates a proxy to this object in the activator? context and returns this proxy to the activator.



In case of araw reference, no interception takes place. A method call invoked by the client goes directly to
the method implementation logic.

In case of aproxy reference, each time the client invokes a method on the proxy, COM+ interceptsthis
method call, switches the run-time environment to the context that is compatible with the object, executesthe

cal, switches the run-time environment back to the client? context, and returns the value.
Figure 5.4 illustrates this behavior. Here object C belongsto context Y. When it tries to activate object E whose

component settings are compatible with context Z, COM+ creates object E in context Z and a proxy to object E in
context Y. COM+ then returns a pointer to this proxy to object C.

Figure 5.4. Inter cepting cr oss-context calls using proxies.
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Thissmpleinterception agorithm isthe key to ensuring that the services the component requested are available to the
object(s).

| am using the term roxyvery loosdly. Technically speaking, the incompatible context getsa
proxy manager that loads an interface proxy for each actua interface being queried on the
actual object. The proxy manager acts asthe client-side identity of the object. Theinterface
proxy trandates method invocationsinto ORPC calls. To maintain the correct identity

relationships, the interface proxies are aggregated into the proxy manager?identity.

Also note that object activation is not the only case when a proxy might get crested. A proxy
could aso be created when an interface pointer is passed from one context to another via
someinterface method cal. Once again, COM+ will take care of creating the proxy.

Thereis one exception to the above-mentioned interception agorithm. An object from anon-configured component

Isaways activated in the activator? context, provided the threading mode of the component matches the apartment
type of the activator. Threading models and apartments are covered in the next chapter.

At this point, it should be reasonably clear that the activator gets either araw reference to the activated object (in






In both cases, COM does the needed marshaling and unmarshaing automatically.

Theonly time explicit marshading is needed isif areferenceis passed from one context to another usng amechanism
other than the interface method call, such as by means of aglobal variable. In such cases, the developers have to
explicitly marshd and unmarshd the interface pointer. In the next chapter, we will examine one such case and show
the usage of the marshding APIs mentioned earlier. We will also look at another facility provided by COM+ cdled
the Globd Interface Table (GIT) to smplify marshding logic.

| nter ception and Performance

Recall from the previous section that when amethod call is made on a proxy, COM+ intercepts the call, switchesthe
run-time environment to the context that is compatible with the real object, executesthe cal, and switches the runtime
environment back to the caller? context on return. If need be, the call stack is seridized, that is, the method
parameters are marshaled, and an OS thread switch is performed.

In terms of performance, OS thread-switching isthe most expensive operation, followed by cal-stack seridization.
Therest of the interception services are not as expensive.

Much thought went into designing the proxiesin order to make the cross-context method cals as efficient as possible.
In general, the smaller the delta between the caller? context and the real object? context, the lower the
performance cost. A proxy runs only those interception services aboundary crossing requires. If OS
thread-switching or cal-stack seridization is not needed, it will be avoided, and the stack frame can smply be shared
across the context boundary. Of course, if the method contains an object reference as a parameter, it would have to
be marshaled.
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Object Context

We know very well by now that each object under COM+ has a context associated with it. This context maintains
the run-time requirementsfor al the likeminded objects. An obvious question that arisesis, isthere away for an
object to avail its context information and perhaps change some run-time state?

Under COM+, each context in a process has a unique COM object that representsit. Thisobject is called the object
context (OC). Each OC isuniquely identified by aGUID, referred to as the context-1D.

Objects can accesstheir context? OC by calling the CoGetObjectContext API. Following isits prototype:

W NOLEAPI CoGet Qbj ect Context (/*IN*/ REFIID riid, /*OJUT*/ LPVOD * ppv);
Thefirst parameter to the API isthe requested interface on the OC. The interfaces that are of interest to usare

[1D_10bjectContextinfo, I1D_1ObjectContextActivity, and 11D_I ObjectContextState. (2] The methods on these
interfaces are explained in Tables 5.2, 5.3, and 5.4, respectively.

[2] Thereis yet another interface, I1D_IObjectContext, that has been left for backward compatibility with Microsoft Transaction Server (MTS).
However, the newer interfaces replace the functionality of this old interface.

Table?.2. 10bjectContextInfo Interface Methods

Method Description

GetContextld Returns the GUID that uniquely identifies the context to which
the object belongs

GetActivityld Returns the GUID that uniquely identifies the synchronization

activity to which the object belongs

IsInTransaction Indicates whether the object is or is not part of atransaction

GetTransaction Returns the | Transaction interface of the transaction to which
the object belongs

GetTransactionld Returns the GUID that uniquely identifies the transaction to
which the object belongs

Table?.3. |ObjectContextActivity Interface Methods

Method Description




GetActivityld Returns the GUID that uniquely identifies the synchronization
activity to which the object belongs

Table?.4. |0bjectContextState | nterface M ethods

Method Description

SetDeactivateOnReturn Informs COM+ that it is okay to deactivate the object when the
calling method returns. Meaningful if just-in-time activation (JIT)
isenabled

GetDeactivateOnReturn Returns a boolean value that indicates if the object is set to be

deactivated on return. Meaningful if JIT is enabled

SetMyTransactionVote Lets the object set its vote (as a boolean flag) when the object
participates in atransaction

GetMyTransactionVote Returns the current transaction vote setting

Activity-related methods are discussed in detail in Chapter 6 (Concurrency). Transaction-related methods are
discussed in detail in Chapter 8 (Transactions). J T-related methods are discussed in Chapter 11 (Scalability).

Thisleaves uswith just one method to discuss, GetContextld. This method returnsthe GUID that identifies the
context. Thefollowing code snippet shows how to use this method:

STDVETHODI MP CMyTest A: @ Dol t ()

{
CConPt r <l Cbj ect Cont ext | nfo> spCl ;

HRESULT hr = :: CoGet Obj ect Context (11 D_I Ooj ect Cont ext | nf o,
reinterpret_cast<voi d**>(&spCl));
_ASSERT ( SUCCEEDED( hr));

GUI D contexti d;
hr = spC ->CGet Cont ext | d( &ont exti d) ;
_ASSERT ( SUCCEEDED( hr));

ret urn S O
}
Default Context

When one object activates another object, COM+ checksto seeif the activator? context is compatible with the
activatee? configuration and, if required, sets up proper interception services. Getting the context information is not
aproblem when the activator happens to be an object of a configured component. Each object has a context
attached to it, that COM+ can retrieve. However, there are cases when the activator is either an object from a
non-configured component or not an object at dl (such as astand-done client program). The following code snippet
shows a stand-aone program activating a configured component? object:



i nt APl ENTRY W nMai n( H NSTANCE hl nst ance,
HI NSTANCE hPr evl nst ance,
LPSTR | pCndLi ne,
i nt nCrrd Show)

{
::Colnitialize(NULL); /1 Initialize the COM system
| MyTest BPtr sp;
HRESULT hr = sp. Createl nstance(___uui dof (MyTestB));
i f (SUCCEEDED(hr)) {
sp->Dolt();
}

}

When CoCresatel nstance is called on the MyTestB COM class, COM+ needs to match the context of the activator
with the configuration of the classMyTestB. But what is the context of the activator in this case?

In order to facilitate context lookup, COM+ provides anotion of default context. A default context hasthe
semantics of classic COM: it doesn? store any transaction, Synchronization, or security-related attributes. Asa
matter of fact, the OC for the default context does not even support any of the context-related interfaces (try writing
asmdl test program to get any of the context-related interfaces). The only reason this context existsis o that it can
hold objects of anon-configured class.

Hereishow it works;

Each executing program (process) consists of one primary thread (executing WinMain) and perhaps some worker
threads. A thread indicatesitsinterest in usng COM by caling the APl ColnitidizeEx. Following isits prototype:

W NOLEAPI ColnitializeEx(/*I N/ LPVA D pvReserved,
/*1 N*/ DWORD dwCol nit);

Thefirst parameter for this APl isreserved for future use. The second parameter indicates the type of gpartment the
thread would like to enter into. Apartments are covered in the next chapter. An gpartment type basically dictates how

the threads dispatch the calls. There are two vauesfor this parameter2COINIT_APARTMENTTHREADED and
COINIT_MULTITHREADED. Thisvaueistypicaly decided during development time.

= ], The COM SDK reqguiresyou to define one of the following two macros before including
—4 <windows.h>. Thismakesthe prototype for ColnitidizeEx API available to the compiler.

#define _W N32_DCOM

#def i ne _W N32_W NNT 0x0500

If the gpartment typeisfixed as COINIT_APARTMENTTHREADED, the developer can useasmplified variation
of the AP, Colnitidize. Thefollowing isits prototype.

W NOLEAPI Colnitialize(/*IN*/ LPVO D pvReserved);

Colnitiaize(Ex) hasto be caled before most other COM APIs can be caled (including CoCreatel nstance). When



Colnitidize(Ex) is called, COM+ initializesthe COM library and attaches an appropriate default context to the thread
(there is one default context for each gpartment type). The only information that the context contains is the apartment
type.

The thread continuesto reside in the default context until the thread wishesto leave the context (and thereby
terminating its use of any COM services) by calling another API, CoUninitiaize. The following isits prototype:

void CoUninitialize();

CoUninitialize should be caled once for each successtul call to ColntidizeEx or Colnitidize.

— ] According to Microsoft documentation, if the parent thread has called Colnitidize(Ex), the
——4 child threads need not call the API. However, | have madeit apracticeto cal Colnitialize(Ex)
and CoUninitidize APIs, respectively, at the start and at the exit of any thread that | spawn.

So, when an object of MyTestB isbeing activated, COM+ first checksto seeif MyTestB isaconfigured class. If it
isaconfigured class, then, by definition, the default context will not match the configuration of the class. Hence,
COM+ activates the object in a compatible context and returns a proxy pointer to the client.

If MyTestB isanon-configured class, COM+ checksto seeif the threading model of the classis compatible with the
default context (essentialy the apartment type) of the activator. If it is, then COM+ activates the object in the default
context of the activator. Otherwise, COM+ activates the object in the default context of a compatible apartment and
returns a proxy pointer to the client.

In the above example, the activator was assumed to be a stand-aone program. A similar logic holdsif the activator is
an object of aconfigured class. The non-configured object being activated runs either in the activator? context, if
the threading modd is compatible, or in the default context of a compatible apartment.

<BACK NEXT >




<BACK NEXT >

Call Context

When servicing amethod call, the object may want to get more information about its caller. One reason isto check
the caller? credentials.

The object context stores information only about the context of the object. It doesn? store the caller? information.

To address this problem, COM+ defines and associates a context to the current method call. A method can obtain
thiscall context by cdling the APl CoGetCalContext. The following isits prototype:

W NOLEAPI CoGet Cal | Context( /*IN*/ REFIID riid,
/[*QUT*/ void **pplnterface );

A call context supports many interfaces. Parameter riid specifiesthe |ID of the requested interface. The interfaces
that are of interest to us are | ServerSecurity and | SecurityCallContext. Wewill cover both these interfacesin detail in

Chapter 7.
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Object Activation

Now that we understand how contexts and interception work, let? ook at the mechanism of object activation.

Object activation is handled by a COM+ provided service called the Service Control Manager (SCM). When a
client requests that an object be activated using CoCreatel nstance(Ex) or CoGetClasObject, for example, the SCM
locates and loads the appropriate component, and hands the client an interface pointer to the raw object or to its
proxy, asthe case may be.
Object activation reduces to three basic scenarios.

1.

The activator and the component are both on the loca machine, and the component belongsto alibrary
application. Inthis case, the activated object will run in-process with the activator.

The activator and the component are both on the same machine and the component belongsto a server
application. Inthis case, the activated object will run out-of-process with the activator.

The component is on aremote machine. In this case, the component can only be specified to belong to a
server gpplication.

Let? examine each of these casesin detall.
| n-Process Activation

A client crestes an instance by calling the API CoCresatel nstance. This APl was covered in Chapter 3. Thefollowing
prototypeis reprinted for your convenience:

STDAPI CoCreat el nstance( REFCLSI D rcl sid, LPUNKNOMN pUnkQuter,
DWORD dwCl sContext, REFIID riid, LPVOD* ppv);

If the run-time requirements of the object being activated are the same asthat of the activator, the activator getsa
raw reference to the actua object, asshownin Figure 5.5.

Figure5.5. In-process activation (compatible context).
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If the run-time requirements of the object being activated do not match that of the activator, the SCM createsa
proxy-stub pair for the object and sets up one or more interception policies on the client sde aswell as on the server
sde. The proxy and the stub communicate with each other using the ORPC channel (see Chapter 2). The overdl
communication mechanismisillugtrated in Figure 5.6.
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Figure5.6. Cross-context communication.
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The interception policies are set up based on the delta between the contexts of the client (activator) and the server
object. The policies on the client Side are invoked when amethod is called, and again after it returns. The policies on
the server sde areinvoked when the cdll first arrives at the server side, and again before it leaves. These policies
provide whatever interception services were requested by the server object. For example, if the server object has
requested for synchronization service, the server-sde policy might acquire alock on entry and release the lock when
it exits.

For intrgprocess communication, the ORPC channd uses the most efficient communication transport.

Out-of-Process Activation (L ocal Host)

Here, the requested component belongsto a server application. The client ill uses CoCreatel nstance (or itsfriends
such as CoGetClassObject) to activate the object. In this case, however, the SCM creates a surrogate process
(called DIIHost.exe) and loads the component in the surrogate process. The rest of the mechanism issimilar to that of
cross-context communication explained earlier and represented in Figure 5.6. The only differenceisthat the transport
used by the ORPC channdl isLRPC (Lightweight RPC). LRPC isaMicrosoft proprietary variant of RPC which has
the exact same calling syntax as the DCE RPC run time but is optimized to reduce data copying and eliminate access
to the networking code atogether.



Remote Activation (Distributed Computing)

In order to activate acomponent remotely, the name of the remote machine hasto be specified during instance
creation. As CoCreatel nstance API does not have any provision for this, the SDK defines an extended variant of this
AP cdled CoCreatel nstanceEx. The following isits prototype:

HRESULT CoCreat el nst anceEx(

REFCLSI D rcl sid, /1 CLSID of the object to be created

I Unknown *punkQuter, [11f part of an aggregate,
/[/the controlling I Unknown

DWORD dwCl sCt x, /1 CLSCTX val ues

COSERVERI NFO *pSer ver | nf o, /I Machi ne on whi ch the object
//shoul d be instantiated

ULONG cnm, /I Nunber of MUILTI_Q structures
/1in pResults

MULTI _Q *pResults [l Array of MJUTI _Q structures

)

The COSERVERINFO gructureis primarily used to identify aremote machine. Machines areidentified using the



11
&nyi Entry);

if (FAILED(hr)) {
return hr;

}

_ASSERT (NULL != mqgi Entry.pltf);
*ppQut = ngi Entry. pltf;

return hr;

}

The mechanism of setting up proxy-stub and interception policiesis similar to that of out-of-process activation (Figure
5.6). Theonly differenceisthat, to communicate with aremote hogt, the ORPC channdl prefersusing Transmission
Control Protocol (TCP) on Windows 2000 and User Datagram Protocol (UDP) on Windows NT 4.0.

Executing in a Different Context

Using Activator ? Context

We know that if an object being activated has a configuration that does not match the activator? context, the object
isactivated in adifferent context. However, there are occas ons when a component does not require any configured
sarvice of its own but would rather use the configured services of its activator. This could be useful for some utility
components. It isaso useful for components that do not support cross-context marshaling, or have very stringent
performance requirements.

COM+ supports a configuration option that a devel oper can select to ensure that the object can only be activated
within the context of its activator. If for some reason the creator? context has been configured in such away that it
can? support the new object, CoCreatel nstance will fail and return the error

CO _E ATTEMPT_TO_CREATE _OUTSIDE_CLIENT_CONTEXT.

If CoCreatel nstance succeeds, al calls on the new object will be serviced in the activator? context. This holds true
even if the references to the new object are passed to other contexts.

— | Activating an object of a configured class using the activator? context looks very smilar to

—4 activating an object of the non-configured component. However, thereisasubtle differencein
the activation mechanisms. In the former case, the object is guaranteed to use the activator?
context. If this cannot be accomplished because the activator? context is not compatible with
the class configuration, COM+ returns error code
CO_E ATTEMP_TO_CREATE _OUTSIDE_CLIENT_CONTEXT. Inthelatter case, if
the object cannot run in the activator? context, COM+ will activate it in an appropriate
default context and will return aproxy to the activator.

What if an object wantsto run in the context of any of itscalers?

Using a Caller? Context



A component implementor may decide that the component does not require any COM+ services. Ingtead, the
implemntor goes through grest lengths to ensure that the component? object is capable of residing in any context.
However, it isimpossible for the clients to know that such accessis safe for aparticular object; so dl cross-context
interface pointer sharing must be established using an explicit marshding technique. This meansthat accessto an
in-process object could still be occurring via (somewhat expensive) ORPC calls.

Unlike clients, objects do know if they are safe to be used asraw referencesin any context. Such objects have the
opportunity to bypass the sandard marshaing technique provided by COM and implement their own custom
marshding.

A little background on custom marshaling isin order.

By default, when CoMarshd Interface isfirgt called on an object (this happens automatically when an interfaceisfirst
requested from a different context), COM+ asksthe object if it wishesto handle its own cross-context
communication. This question comesin the form of a Querylnterface request for the IMarshd interface. Most objects
do not implement the IMarshd interface and fail this Querylnterface request. Thisindicatesto COM+ that the
objects are perfectly happy letting COM+ handle dl communications via ORPC calls. Objectsthat do implement this
interface are indicating that the object implementor would prefer handling al cross-context communicationsviaa
custom proxy.

— | , Componentsthat implement custom marshaling cannot be installed as a configured component.

For an object that wishesto run in the context of its caler, the object implementor could use custom marshding to
eadly bypass the stub manager and smply seridize araw pointer to the object into the marshaed object reference.
The custom proxy implementation could smply read the raw pointer from the marshaed object reference and passit
to the caller in the importing context. The client would still pass the interface pointer across the context boundary by
cdling CoMarshdInterface (either explicitly or automatically by COM). However, the custom proxy will end up
returning the raw reference into the new context. Although thistechnique will work perfectly for intraprocess
marshaling, it will fail miserably for interprocess marshaing (recal from Chapter 2 that araw address pointer from
one process space cannot Ssmply be used in another process space). Fortunately, when the marshaling request comes
to the object (vialMarshd::MarsndInterface), the marshaling context is passed as a parameter (see MSHCTX flags
inthe SDK documentation). The object implementation can smply delegate to the standard marshaler for any
marshaling context other than MSHCTX _INPROC.

Asthe behavior just described isuseful for alarge class of objects, COM provides an aggregatable implementation
of IMarshal that accomplishes what was just described. Thisimplementation is called the Free Threaded Marshaer
(FTM) and can be created using the CoCreateFreeT hreadedMarshaler API call.

HRESULT CoCr eat eFr eeThr eadedMar shal er (1 N LPUNKNOAN punkQut er,
QUT LPUNKNOWN * ppunkMar shal ) ;

A classthat wishesto usethe FTM typically aggregates an instance during the ingtantiation time. The following code
snippet shows how it can be done withinan ATL class.



/1 CWTestD
cl ass ATL_NO VTABLE CWTestD :

{
publi c:
CWTest D()
{
m_pUnkMar shal er = NULL;

}

HRESULT Fi nal Construct ()
{
return CoCreat eFreeThreadedMar shal er (
Get Cont rol | i ngUnknown(), &m pUnkMarshal er. p);

}
voi d Fi nal Rel ease()
{
m _pUnkMar shal er. Rel ease();
}

CConPt r <l Unknown> m pUnkMar shal er;
H

Recdl from Chapter 3 that, to support aggregation, the Querylnterface method has to be modified, as shownin the
following code snippet:

STDVETHODI MP CWTest D : Querylnterface(REFIID riid, void** ppv)

{
/] Check for usual 1I1Ds first

if (riid == 11D_IUnknown || riid == ... || riid == ...) {
do the necessary casting and return S X

}

/1 now check for |I1D_|I Marshal
if (riid==11DIMrshal) {

return m pUnkMarshal er->Querylnterface(riid, ppv)
}

return S_FALSE;, // requested interface not found

}

Fortunately, the ATL wizard makesit very convenient to generate al the needed logic. When the wizard isrun, one
of the options on the Attributes tab is Free Threaded Marshder. If this option is selected, the wizard will aggregate
the FTM into your ATL class.

Once acomponent isimplemented with FTM support, the object will dways runinits caller? context, irrespective
of which context the object was activated in. Figure 5.7 illugtratesthis context-neutrality of such an object.

Figure5.7. Context neutrality.
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In Figure 5.7, object E is shared between context Y and Z. Compare thisto Figure 5.4 to see the difference between
a context-sengitive object and a context-neutral object.

Y ou must think very carefully before usng FTM. If absolute careis not taken, it will resultin
=™/ unpredictable results. For example, if the object being FTMed contains an interface pointer to

another object that is configured to run in aspecific context, acal on thisinterface pointer
may get executed in the wrong context.
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Summary

In this chapter, we saw that the COM+ programming mode is based on defining 2ut-of-band~attributes on a
COM+ gpplication. Thisletsthe administrator of the application control its behavior. The configuration settingsare
stored in the COM + catal og.

When an object is activated, COM+ ensures that the object runs in an appropriate context and correctly setsit up to
receive the servicesit had requested. By providing a comprehensive interception mechanism, COM+ ensures that
this run-time environment of the object is maintained during the lifetime of the object.

An object from a non-configured component runsin a default context.

A context is represented by aunique COM object called the object context (OC). The SDK provides APIsto et an
object access its context? OC.

Finally, we looked at how an object can use the activator? context or the caller? context.

A few of the configuration attributes were examined in detail in this chapter. In the chaptersto follow, we will
examine many other important attributes.
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Chapter 6. Concurrency

In the previous chapter, we saw that COM + classes can be configured with avariety of run-time requirements. We
defined 7ontext?as aset of run-time requirements of an object. One such runtime requirement is concerned with the
concurrency management of the object. Under Windows OS, a process can execute multiple threads concurrently,
each of which carries out a pecific task. Devel oping amultithreaded application requires careful designing. Inthis
chapter, welook a variousissuesinvolved with multithread programming and examine the infrastructure provided by
COM+ to amplify developing components that are safe from concurrent access. Findly, welook at different
techniques to design components that make efficient use of the COM+ synchronization infrastructure.
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Multithread Programming



//attributes

DWORD dwst ackSi ze, // initial thread stack size
LPTHREAD START_ROUTI NE | pSt ar t Addr ess, /1 pointer to thread
/1 function
LPVA D | pPar anet er, /1 argument for new thread
DWORD dwCr eat i onFl ags, /1 creation flags
LPDWORD | pThr eadl d [l pointer to return thread ID
)i
VO D Exit Thr ead( DWORD dwExi t Code) ; /1 Exit a thread.

Parameter IpStartAddressis an application-defined function that serves as the starting address for athread. When the
gpplication-defined function returns, or explicitly cals ExitThread, the thread terminates.

The thread function takes asingle argument. Parameter IpParameter specifiesthe value for thisargument.

Note that only one argument can be passed to the thread function. The current example, however, requiresthree
logical arguments?he two numbers whose product needs to be computed and areturn variable that holds the
computed value. The easiest way to solve this problem isto create a data structure containing the three variables and
pass a pointer to an instance of the structure as the argument to the function, as shown in the following code snippet:

struct MYPARAM {
int nVal 1;
int nVal 2;
i nt nProduct;

}s

i nt APl ENTRY W nMai n( H NSTANCE hl nst ance,
HI NSTANCE hPrevl nst ance,
LPSTR | pCndLi ne,
i nt nCmdShow)
{
/1l Step 1. Initialize the data to be passed to the thread
MYPARAM dat a;
data.nVall = 5;
data.nVal 2 = 7;
dat a. nProduct = O0;

/1l Step 2: Create and run the thread

DWORD dwThr eadl D,

HANDLE hThread = :: CreateThread(NULL, 0, MyThreadProc,
&data, 0, &dwrhreadl D);

if (NULL == hThread) {
MessageBox( NULL, _T("Cannot create thread"), NULL,

MB_CXK) ;

return 1;

}
_—.

In this code snippet, the function that will be executed by the thread is My ThreadProc. The implementation for this
function follows

DWORD W NAPI MyThr eadPr oc(LPVA D pDat a)

{
::Sleep(30 * 1000); // Sleep for 30 seconds (for our test)
MYPARAMF pParam = rei nterpret_cast <M/PARAM >( pDat a) ;
pPar am >nPr oduct = pParam >nVal 1 * pParam >nVal 2;



return O;

}

Note that the thread function definition requires the argument to be of type LPVOID. Consequently, the argument
hasto be reinterpreted to whatever it represents within the function scope. In the example, the parameter is
reinterpreted as a pointer to MY PARAM data structure.

The WinMain thread now waits for the secondary thread to quit. This can be done by calling the Win32 API
WaitForSingleObject on the handle that was returned by the earlier call to CreateThread, as shown below:

/1 Step 3: Wait for the thread to quit
;Wi t For Si ngl eCbj ect (hThread, INFINITE); // wait infinitely

Oncethethread quits, the parent thread has to clean up the thread resource by calling aWin32 API, CloseHandle:

/1l Step 4: Release the thread handl e
:: O oseHandl e(hThread); hThread = NULL;

The computed valueis ready to be displayed:

/'l Step 5: Display the product

TCHAR buf[100];

_stprintf(buf, _T("The product is %l"), data.nProduct);
:: MessageBox( NULL, buf, _T("Conpute Product"), M _(XK);

Tadal Wejust finished writing our first multithreaded application.
Although one can use the SDK APIsdirectly to create and manipulate threads, it is more convenient to wrap the
APIsin aC++ class. As part of the CPL toolkit, | have devel oped a C++ abstract base class, CCPLWinThread, to

samplify dedling with threads. Following isits definition. For clarity, | have removed some methods that are not
relevant to the current discussion.

cl ass CCPLW nThr ead

{
publi c:
CCPLW nThr ead() ; /1 Constructor
HRESULT Init(); /1 Initializer
virtual ~CCPLW nThread(); /1 Destructor
HRESULT Start Thread(); /1 Start the thread
bool 1sThreadActive(); /1 Check if the thread is running
voi d StopThread(); /1l Stop the thread

/1 Wait for the thread to quit
/1l (within the specified tineout interval)

bool Wit For Conpl eti on( DAORD dwTi mreQut = | NFI NI TE) ;
pr ot ect ed:
virtual void Proc() = O; /1l The thread entry point

};...

To usethisclass, you have to create a derived class, add your methods and data membersto the class, and
implement the virtua method Proc, the entry point for the thread.



Thefollowing class definition captures the same essence of the secondary thread as our earlier example:

cl ass CWProduct Thread : public CCPLW nThr ead
{
publi c:

int mnVval 1;

int mnVval 2;

i nt mnProduct;

voi d Proc()

{

m nProduct = mnVvall * mnVal 2;

}
}s

During run time, the primary thread would create an instance of this class, set the gppropriate data members, and call
the StartThread method, as shown below:

i nt APl ENTRY W nMai n( H NSTANCE hl nst ance,
HI NSTANCE hPr evl nst ance,
LPSTR | pCndLi ne,

i nt nCndShow)

{
/] Step 1: Create an instance and initialize it
CWMyPr oduct Thread nyThr ead; myThread. I nit();

/] Step 2: Initialize the data to be passed to the thread
nmyThread. m nVal 1 = 5;

nmyThread. m nVal 2 = 7,

/] Step 3: Start the thread

nmyThr ead. St art Thread() ;

/] Step 4: Wait for the thread to quit
my Thr ead. Wai t For Conpl eti on();

/] Step 5: Display the product

TCHAR buf [ 100] ;

_stprintf(buf, _T("The product is %"), nyThread. m nProduct);
:: MessageBox( NULL, buf, _T("Conpute Product"), M _XK);

return O;

}

As can be seen, the steps are similar to those used in the earlier code snippet, except that the thread cresation,
destruction, and cleanup (closing the thread handle, etc.) has been abstracted in the CCPLWinThread class.

Abstracting thread creation and destruction buys us one more thing. It turns out that if athread intendsto useany C
run-time (CRT) library methods, it is better to use the thread mani pulation routines provided by the runtimelibrary,
such as_beginthreadex and _endthreadex. This diminates some memory lesks[Ric-96]. Depending on whether the
project intends to use the run-time library, the devel opers can modify the class implementation. The scope of code
changes are isolated to just one class.

Get familiar with class CCPLWinThread. Aswe go dong in this chapter, we will continue to add more functiondity
tothisclass.



Now let?1ook at some of the problems associated with multithreaded programming.

Multithreading | ssues

Multithreading is a powerful technique that can improve the performance and responsiveness of your gpplication. At
the same time, multithreading introduces some complexitiesinto your code that, if not properly attended during the
design and development cycle, may lead to adisaster.

Shared Data Conflicts

If two threads have access to the same variable (more precisely, the same memory location), updating the variable
from both the threads may |eave the variable? value in an inconsstent state. Consider, for example, the following
code;

extern int g_nCount; /1 a global variable

g_nCount = g_nCount + 10;

On most processors, this addition is not an atomic ingtruction, thet is, the compiler would generate more than one
ingtruction of machine code for the above statement. On the Intel x86 architecture, the following lines of machine
language indructions were generated: [2]

[2] The code was compiled without any optimization flags turned on.

mov eax, DWORD PTR ?g_nCount @G@BHA ; g_nCount
add eax, 10 ; 0000000aH
mov DWORD PTR ?g_nCount @BHA, eax ; g_nCount

If both the threads executed this sequence, we would expect that the value of g_nCount would be 20 more than it
was before any thread executed it. However, if one thread gets preempted by the OS after having executed the first
mov instruction, the other thread will pick up the same value of g_nCount asthefirst thread, both will add 10 onto
that value, and when the result is stored back, the final value of g_nCount is higher by just 10.

Shared data conflicts may manifest themselvesin anumber of ways. Infact, even if only one thread updatesthe data
and the other threads just read it, the datamay till get into an inconsistent state. For example, let? say a C structure
is being shared between multiple threads. The structure contains alist of names (as string pointers) and avariable,
count, that indicates the total number of itemsin thelist. Let? say athread updates the Structure by removing aname
from the list and then adjusts the variable count to reflect the new total. If the thread is preempted before count is
updated, a different thread will pick the wrong value of count and will try to use astring pointer that has aready been
ddeted. This, indl likelihood, will result in an accessviolation.

If amemory location (or any other resource) will be accessed concurrently from more than one thread, the devel oper
has to provide some explicit mechanism to synchronize access to such ashared resource.

Fortunately, the Win32 SDK provides many primitives such as critical sections, mutexes, semaphores, and eventsto
achieve synchronization between threads. The first three primitives are generaly used to provide mutua exclusion to
some shared resource, that is, allow only one thread to access the resource at any given time. The fourth primitiveis
typicaly used to send asignd to athread. The thread can then act upon thissignal and take action.



Thread Affinity

Under the Win32 system, certain resources have thread affinity, that is, such resources can only be used by a specific
thread. Some examplesfollow:

Critica sections and mutexes have thread affinity. For example, you cannot enter acritical section on one thread and
leave the critical section from another thread.

A TLSby definition has thread affinity. A TLSfrom onethread is not available in any other thread.

All Windows user-interface (Ul) related objects, such as window handles, Windows messages, etc., have thread
affinity. A Windows message is astructure of type MSG. A message can be posted to awindow handle using
PostMessage API. The message goesin an M SG queue associated with the thread that created the window handle.
In order to receive and process a message from the message queue, adevel oper hasto set up awindow procedure
(WndProc) and amessage pump. [3] A message pump uses some variant of the following code:

[3] Interaction of athread and its message queue can be found in WIN32 SDK documentation or in any standard Windows programming book.

M5G nsg;

Wi | e (Get Message(&rsg, 0, 0, 0)) {
Di spat chMessage( &nsg) ;

}

One of thefiedsin the MSG structureis the window handle for which the message was intended. Function cal
DispatchM essage dispatches the received message to the WndProc associated with thiswindow handle.

Because of the thread affinity of Windows messages, the thread that crested the window handle should aso bethe
thread that implements the message pump. As amatter of fact, GetMessage can receive messages for the current
thread only (the thread that called the function).

Deadlocks

If two threads wait on each other to rel ease a shared resource before resuming their execution, adeadlock condition
occurs. As al the threads participating in a deadlock are suspended and cannot, therefore, rel ease the resources they

own, no thread can continue execution. As aresult, the application hangs.

Incorrect Use of a Synchronization Object

When a synchronization object is used to guard a shared resource, atypica sequence of operationsisasfollows:
1.

Lock the synchronization object

Use the shared resource



Unlock the synchronization object

If the developer forgets to unlock the synchronization object after locking it, the resource would become inaccessible
to any other thread.

A more serious problem occurs when the thread is terminated abnormally. The SDK providesan AP,
TerminateThread, to kill athread. When this API is called, the target thread has no chance to execute any user-mode
codeand itsinitial stack isnot dedllocated. This can result in the following problems:

If the target thread has entered a critical section, the critical section will not be released. Thus, some resource
may become inaccessible to other threads.

If thetarget thread is executing certain kerndl level cdlswhen it isterminated, the kernd state for the
thread? process could be inconsistent.

If the target thread is manipulating the global state of ashared DLL, the ate of the DLL could be destroyed,
affecting other usersof the DLL.

In generdl, threads should not be killed abnormally. A better approach isto send asigna (the Avent?synchronization
primitive can be used here) to the thread. Of course, the thread procedure should periodically check for this event
and return gracefully from the procedure if the event has been fired.

The StopThread method on the CCPLWinThread class doesjust this. It triggers an event represented by the
member variable, m_hStopEvent. The implementor of the thread procedure has to check for this event periodicaly
by calling amethod on the class, Wait, as shown below:

voi d Proc()
{
for(;;) {
HANDLE hWait = this->Wit(1000); /'l check for stop request
[/ for 1000 milliseconds
if (hVait == m hStopEvent) ({
return;

}

. I/ do sonething

}
}

Method Wait need not wait for just the stop-event synchronization handle. Y ou can add other synchronization
handlesto wait for by calling CCPLWinThread ? method, AddHandleToWaitGroup.

Performance



Using more threads doesn? always trand ate into greater performance for a couple of reasons:

Each thread consumes some system resources. If the resources available to the OS decrease, the overal
performance degrades.

Thread-switching is avery expensive operation. The OS hasto save the thread-context (the register values,
etc.) of the executing thread and load the thread-context of the new thread.

Now that we understand the basics of multithread programming and the problems associated with it, let? see what
COM hasto offer to help us smplify devel oping a thread-safe component.

<BACK NEXT >
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Apartments

The extent of thread-safe code varies from gpplication to gpplication. At one extreme there are legacy applications
that are not at al thread-safe. At the opposite end of the spectrum are well-crafted applications that make
sophisticated use of the thread synchronization primitives. Then there are other applications that have specia
threading congtraints, such as dependency on TLS or use of user-interface primitives.

An gpplication should till be able to use components from another application without re-architecting its own
synchronization strategy .

To facilitate trangparent use of an object irrespective of its threading strategy, COM treats an object? concurrency
congraints as yet another runtime requirement. The devel oper of the component decides on the threading strategy, or
the threading model, asitisformally referred to.

Recdl from Chapter 5 that any run-time requirement of an object becomes part of the object? context. It is possible
that many contexts in a process share the same concurrency congtraints. COM+ groups contexts of similar
concurrency congtraintsinto an abstraction called an apartment. The primary role of an gpartment isto help COM+
determine which threads in the process are allowed to digpatch interface method callsin aparticular context.

A process contains one or more gpartments, and an apartment contains one or more contexts. Thisisillustrated in
Figure6.1.

F_igure6.1. Contexts, apartments, and processes. Adapted from [Box-99].
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Note that a context resides in exactly one apartment; no two apartments share the same context. If an object
reference needs to be passed from one gpartment to another, it isimplicit that the reference has to be passed from
one context to another. And we aready know from Chapter 5 that such areference hasto be marshaed, either
explicitly or via COM+ support.



Those of you who have been programming in classc COM know that areference does not
need marshaing when passed within the same gpartment. Thisis different under COM+.

There may be many contexts within the same gpartment. If areferenceisbeing passed from
one context to another context, the reference hasto be marshaled, even if the contexts belong
to the same apartment.

A thread enters an apartment by calingaCOM API, ColnitidizeEx. Thefollowing isits prototype:

W NOLEAPI ColnitializeEx(/*I N/ LPVAO D pvReserved
/*1I N*/ DWORD dwCol nit)

Thefirg parameter for this AP isreserved for future use. The second parameter indicates the type of gpartment the
thread would like to enter into.

Once athread enters an gpartment, it cannot enter another apartment without leaving the current gpartment first.

To leave the current gpartment, the thread can cal another COM AP, CoUninitidize. Thefollowing isits prototype:

void CoUninitialize();

For proper cleanup, CoUninitiaize should be called once for each successful cal to ColntializeEx.

It isimportant to understand that athread is not an gpartment. A thread enters and leaves an
gpartment. Only objects (dlong with their context objects) residein an gpartment.

COM+ definesthree types of gpartments an object can residein:
1

Single-threaded apartments (STA)
Multithreaded gpartments (MTA)

Thread-neutra apartments (TNA)

Let? examine each of these in detail.

Single-Threaded Apartments (STA)



Asthe nameimplies, only one thread can executein an STA. More precisely, thereisonly one specific thread
associated with an STA and thisisthe only thread that can ever executeinthe STA. Asaresult, dl the objects that
resdeinthe STA will never be accessed concurrently.

Because of thisthread affinity, STAsare good for:

Objectsthat use TL S as intermediate storage between method calls.

Objectsthat do not have any protection (synchronization support) for their member data and therefore would
liketo avoid any shared data conflict.

Objects deding with user interfaces.

When athread calls ColnitidizeEx passing the COINIT_APARTMENTTHREADED flag, COM+ creates anew
STA and associates that STA with the thread. All objectsthat are subsequently created in the new STA will receive
their cals only on this specific thread.

To enter an STA, COM providesasmplified variation of ColnitidizeEx, Colnitidize, that developers can use. The
followingisits prototype:

W NOLEAPI Colnitialize(/*I N/ LPVO D pvReserved);

Each thread within aprocessthat calls Colnitidize (or ColnitidizeEx with COINIT_APARTMENTTHREADED
flag) getsanew STA. Therefore, aprocess may contain many STAS.

When the thread calls CoUnintidize, the STA getstorn down.

Multithreaded Apartments(MTA)

Inan MTA, multiple threads can execute concurrently.

When athread calls ColnitidizeEx, passng COINIT_MULTITHREADED vaue as the apartment type, COM
creates an MTA for the process, if one does not aready exist. Thisthread, and any other thread that subsequently
cdlsColnitidizeEx passng COINIT_MULTITHREADED asthe gpartment type, will usethe same MTA.
Therefore, aprocess can have at most one MTA.

Any object that is created inthe MTA can receive its method calsfrom any MTA thread in the process. COM does
not seridize method calls to the object. As method calls can be executed concurrently, the object should implement
its own synchronization logic for guarding member and globa data. In addition, asany MTA thread could invoke the
object? method, no thread-specific state may be stored in the object (by using TLS, for example).



Asthe synchronization logic is applied at the implementation level, the devel oper getsto fine-tune the synchronization
mechanism, resulting in ahigher leve of performance. Of course, the higher performance comes at the expense of
more complexity in the code since the devel oper hasto address the issues rel ated to multithreaded programming.

When thelast thread that isusing the M TA leavesit (by caling CoUninitidize), the gpartment gets torn down.

Thread-Neutral Apartments (TNA)

Recall from our earlier discussion that no two gpartments share the same context. Therefore, a cross-agpartment
method cal automatically implies across-context call. Combining this fact with our knowledge of cross-context
marshding from Chapter 5, we can state that if the caller? thread isin adifferent apartment than that of the object,
the caller would get a proxy to the object. When the caller thread makes amethod call to the proxy, COM+ would
intercept and dispatch the call to an appropriate thread in the object? apartment. We will cover this architecturein
detail in the next section. The important point to note hereisthat if an object resdesinan STA oran MTA, a
cross-gpartment method call on the object requires athread switch. And we know from our earlier discusson that a
thread switch isavery expensive operation.

This performance problem can be solved if athread-neutra gpartment is used instead of an STA or an MTA. Under
TNA, the client always receives alightweight proxy. When amethod call is made on this proxy, COM+ switchesto
the object? context without causing athread switch.

— ] Unlike STA and MTA, athread cannot enter or leavea TNA. Only objectscanresideina
— TNA.

Also note that there can be only one TNA in aprocess (Smilar to MTA).

The TNA isthe preferred apartment for objectsthat do not have any thread affinity. Aswe will seein alater section,
under TNA, the developer can gtill choose between providing its own fine-grain synchronization logic or letting
COM+ seridize the method callsto an object.

Y ou may bethinking that TNA seemssimilar to the FTM that we covered in the previous chapter. After all, both of
them execute incoming callsin the caller? thread. The differenceisthat a TNA-based object hasits own apartment
(and context). An FTM-based object does not have a context of its own; it uses the caller? context. The FTM is
used if an object has reasons to use the caller? context. The TNA is preferred for all other cases.
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Configuration Settings

A component? implementors decide the threading strategy (the apartment type) to be used by the component.
However, an approach based on the component calling Col nitiaizeEx cannot be used. A component isbuilt asan
in-process server (aDLL)7he client will have already caled ColnitidizeEx by the time an object gets created.

The approach taken by COM+ was that each COM class definesits threading model in the Windows registry key.
Recall from Chapter 5 that the COM+ Catalog Manager controls the Windows registry key,

HKEY_CLASSES ROOT\CLSID, and that COM+ expects the implementors to add the requisite registry entries
in the export function DIIRegisterServer and to clean up the entriesin the export function DIlUnregisterServer.

Thethreading mode for aCLSID is specified under the following registry vaue:

HKEY_CLASSES_ROOT\ CLSI D\ { <CLSI D>} \ | npr ocSer ver 32\ Thr eadi nghMbdel

There arefive possble vauesfor the ThreadingModel registry entry, asfollows:

ThreadingModd="Apartment" indicates that the object can be created (and executed) only in an STA.

ThreadingMode="Free" indicates that the object can be created (and executed) only inan MTA.

ThreadingM odel="Both" indicates that the object can be crested either inan STA or MTA. COM+ usesthe
apartment type of the client to create the object. Of course, the object will execute only in the apartment it is
crested in.

ThreadingModel="Neutrd" indicates that the object can be created (and executed) only ina TNA.

The absence of a ThreadingModel entry represents alegacy case. It implies that the object can run only on
themain STA. Themain STA isdefined asthefirst STA to beinitidized in the process.

The interaction between gpartments, context, objects, and threads has been a source of tremendous confusion among
the COM community. Let me seeif | can clear up some of the confusion:

An gpartment is nothing but agroup of contexts sharing the same concurrency requirements.



An object never enters or leaves an apartment. The object is created in an apartment (more specificaly, ina
context within an gpartment) based on the ThreadingM odel registry entry. The object livesand diesin the

gpartment.

A thread enters and leaves an apartment. A thread can enter only one apartment at atime. Once athread
enters an gpartment, it gets associated with the default context for the apartment (remap="default contexts
are covered in Chapter 5).

The TNA isaspecid gpartment that has meaning only for the objects. A thread can never enter or leave a
TNA.

If the client? gpartment is not compatible with that of the component? threading model, COM+ silently
creates the object in acompatible apartment and returns aproxy to the client.

If the object? apartment is either an STA or an MTA, across-apartment call will result in athread switch. If
the object? apartment isa TNA, the thread switch is not needed for the cross-apartment call.

If the client? apartment is compatible with that of the component, there are two cases to be addressed.

1.

If the client? context is the same as that of the created object, the client gets araw reference to the
object.

If the contexts are not the same, the client gets a proxy. However, thereis no thread switch involved
during cross-context calls, asthe contexts are part of the same apartment.

If an object spawns athread (using CreateThread, for example), the resulting thread does not inherit the
context of the parent object. The thread can enter an apartment, thereby getting the default context for the

apartmen.

Component implementors that do not mark athreading mode for their classes can ignore threading issues, astheir
DLL will be accessed from only one thread, the main thread.

Implementorsthat mark their classes as ?Apartment Zare indicating that any object that is created can be accessed
only from onethread for the lifetime of the object. Thisimpliesthat there is no need to protect the Sate of an
individua instance. However, it is possble to have multiple ingtances of the COM classin the same process (on



different threads, of course). Therefore, if these multiple instances share some resource, the resource till needsto be
protected from multiple accesses.

ThreadingModel ="Both" impliesthat the object should be created in the same apartment asthat of the client. A
client, irrespective of its gpartment state, does not require athread switch while making amethod call on the object.
Thisby far isthe most efficient case. However, if the object interface is marshaled and passed to another gpartment,
across-gpartment cal will ill result in athread switch.

ThreadingModel ="Neutra" issmilar to "both" in the sense that amethod cal never requires athread switch. The
added advantage isthat if the object interface is marshaled and passed to another gpartment, a cross-apartment call
also does not require athread switch. Although a case can be made that ThreadingModel="Both" isabit more
efficient than "Neutra" under some circumstances (the client gets araw pointer, not the proxy), the performance
differenceisnegligible. Moreover, an implementor can specify additiona synchronization settingswith
ThreadingModel="Neutra" aswe will seelater. Hence, under COM+, thisisthe preferred threading mode for
components that do not require any thread-affinity.

ThreadingModd="Free" resultsin some code smplification under classc COM. Under classc COM, thereisno
need to explicitly marshal areference between two threads within the same agpartment. If aclassis marked as"Freg”,
any instance created for the classresidesin the MTA and could be accessed by a secondary MTA thread directly,
even if theingtantiation came from an STA-based client. Under COM+, however, two threads within an gpartment
may belong to different contexts, and passing areference from one thread to another may il require explicit
marshaling. Therefore, ThreadingModel="Neutrd" is preferred over ThreadingM odd="Free" under COM+.

— ] If you do not wish to use any of the COM+ Servicesfor acomponent and would like to avoid
—4 explicit marshaling between the threads, you can ingal the component as non-configured and
st the ThreadingModd to "Free”.

Activities

Earlier, | indicated that the preferred threading model for componentsthat do not require any thread affinity is
Neutra. This configuration setting on the component forces COM+ to create the object ina TNA.

As multiple threads can concurrently accessa TNA object, the implementors still need to deal with multithreading
issues and explicitly use defensive multithreaded programming techniques.

But what about those devel opers who would rather focus on business needs and not worry about multithreaded
programming?

To provide synchronized access to an object, COM+ provides a generic solution caled activity-based
synchronization.

An activity isacollection of one or more contexts that share concurrency characteristics. An activity may cross



processes as well as machine boundaries. Within an activity, concurrent cals from multiple threads are not alowed,
that is, COM+ providesintringc call seridization acrossal the contextsin an activity.

Asshown in Figure 6.2, acontext within aprocess may a most belong to one activity, but many contexts may not
belong to an activity at al. Contexts that do not belong to an activity (such asthe default context of an gpartment) get
nointrinsc cal seridization, that is, any thread in the context apartment can enter the context at any time. Of course,
if the context belongsto an STA, then no more than one thread will ever access the context.

Figure6.2. Activities.
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At firg glance, an activity and an STA gppear to be the same thing. However, an activity isfar more powerful than an
STA. It can span multiple processes and machines athough, as you will see later, COM+ weakens the concurrency
guarantees when an activity spans multiple processes.

An object can resdein any of thefollowing activities:

Creator? activity

New activity

No activity

Component implementors specify the activity the component should belong to by means of a configurable attribute
called synchronization. Figure 6.3 shows various synchronization values that can be set on acomponent.

Figure 6.3. Synchronization settings on a component.



MyTestO1l.MyTest.1 Properties

Following isan explanation of the various synchronization settings:



Synchronization="Required" or Synchronization="Required New".

By setting ThreadingModd="Neutrd" and Synchronization="Required", one can get avariation of a TNA that dlows
any thread to call into the object, but only one thread can call at any given time. Such aconfiguration is often referred
to as the rental-threading modd.

To ensure that no two threads can enter an activity concurrently, COM+ alocates a process-wide lock for each
activity. When aproxy triesto enter a context in an activity, the proxy? interceptor attempts to acquire ownership of
thelock. If thelock isavailable, the call proceeds. If not, the caller waits until it can get ownership of thelock. Once
the method call returnsto the interceptor, the lock isreleased, potentidly alowing the next cdler to enter the activity.

While the above mechanism ensures that only one thread can enter an activity at atime, it doesn? prevent the
possibility of adeadlock. Consider for example, two objects, A and B, that belong to two different activities on two
different machines. Consider the case of nested method cals where the client callsamethod on A, A callsamethod
on B, and B callsamethod on A. When the client calls amethod on A? proxy, the proxy? interceptor locks A?
activity. Object A then proceedsto cal amethod on B. Thisisablocking call waiting for the response from B. Now,
B triesto enter A? activity. But A? activity is aready locked. We now have asituation wherethe call from A to B
isblocked and the call from B to A isblocked. A deadlock, indeed! This scenario can easily be extended to any
number of objects making achain of calls on the same cal stack.

To prevent such deadlocks, COM definesthe notion of causality, which you can think of asthelogica ID of astack
of nested calls. Due to the synchronous nature of method invocations, causality hasasinglelogical thread of control
throughout the network, despite the fact that severa physical threads may be used to servicethe cdls.

Causdlity begins when athread makes a method call on the proxy. COM generates a causdity 1D and tagsit to this
method call and to al the subsequent nested calls from object to object, even across host machines. An activity gets
locked in the context of acausdity ID. If anincoming cal arriveswhile an activity islocked, COM checksif the
causdlity ID of theincoming call matchesthat of the onethat locked the activity. If the IDs match, COM letsthe call
be serviced. If theincoming cal isfrom adifferent causaity, COM correctly blocksits entrance to the activity. Thus,
by alowing reentrancy from the same caller, COM solves the deadlock problem.
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Apartmentsand Standard Marshaling

All dong in this chapter | have mentioned severa timesthat a cross-apartment accessto an STA or MTA object
requires athread switch. It isinteresting to learn how COM implements an gpartment and why a cross-gpartment cdll
resultsin athread switch. As most objects el ect to use standard marshaing for cross-apartment (and cross-context)
access, | will focus on the same.

We know from Chapters 2 and 5 that, if the client and the objects are in two different apartments, the client getsa
proxy to the object. More specifically, the client gets a proxy manager that loads an interface proxy for each
interface queried on the object. When amethod cal is made on the interface proxy, the interface proxy marshalsthe
parameter information into an ORPC message and sendsit over the ORPC channd to the interface stub. The
interface stub receives the ORPC message, unmarshasit, and invokes the appropriate interface method on the
object.

While communicating over the ORPC channd, COM uses the most efficient trangport protocol available based on
the type of importing (client?) and exporting (object?) apartment.

If theimporting apartment is on adifferent host, COM uses RPC asthe trangport protocol. An RPC thread cacheis
sarted in the exporting apartment? process. This thread cache waits for incoming connection requests. When a
request comesin, the thread cache will dispatch athread to service the request and continue to wait for additional
requests. When the thread is done servicing the request, it will return back to the thread cache.

If theimporting apartment is on the same host but in adifferent process, COM uses lightweight RPC (LRPC) asthe
transport protocol. LRPC isaMicrosoft proprietary variant of RPC which has the exact same calling syntax asthe
DEC RPC run time (thus, the seamlessinterchangeability), but is optimized to reduce data copying and liminate
access to the networking code atogether.

If the importing apartment is in the same process, COM can bypass the RPC thread cache and use the caller?
thread directly to service the request.

In summary, the thread that services the incoming request could be one from the RPC thread cache or could be the
client? thread itself. The thread will dispatch the call to the object? apartment, wait for aresponse, and return the
response back to the client.

Now let? see how the calls are dispatched to the actual apartment.

Dispatching Callstoan STA

If theincoming call originates from adifferent host, we know that the cdl hasto be dispatched using athread from the
RPC thread cache. However, an STA hasits own thread to work with. No other threads can enter an existing STA.



We therefore need away to communicate between the RPC thread and the STA thread. Hereiswhat COM does.

To enter the STA and dispatch acall to the STA? thread, the RPC thread packs the ORPC message into a
Windows message and posts it (using PostMessage) to the STA thread? M SG queue.

From our earlier discussion, we know that in order to process a message from a message queue we need awindow
handle, aWndProc, and a message pump.

COM takes care of providing the window handle and the WndProc. It creates an invisible window for each thread
that entersan STA. The WndProc of this window receives the message posted by the RPC thread and passesthe
embedded ORPC message to the stub. The interface stub processes the ORPC message in the context of the STA
thread.

Developers have to take care of implementing the message pump. Each STA thread should implement amessage
pump.

Figure 6.4 illustrates the call dispatching sequencein an STA.

Figure 6.4. Call dispatching sequencein an STA. Adapted from [Box-98].

Post Messape

CIRPC Actual

Get
] - Miessage Messape Methiod
EPC Runtime: or Miessage Imlerface 1A D]
Cliemt Thread Crucoe Siuly Olject

STA
Thiead

If theincoming call originates from the same host but from a different process, a specia trangport is used that
bypasses the RPC thread cache and calls PostM essage from the thread of the caller. Thisis because Windows lets
you post amessage from adifferent process on the loca machine, but not on aremote machine.

If theincoming cal originates from the same process but from a different gpartment, the ORPC channdl can directly
use the client thread to post amessage.

Obvioudly, if the call originates from the same STA apartment, the call will be processed directly, bypassng the
message queue. Thereisno need to switch the thread.

From a programming perspective, two important points are to be noted:

A cross-gpartment call into an STA always resultsin athread switch.



An STA requires amessage pump to process incoming requests.

The second point deserves alittle more attention.

The message pump in the STA isnot just used for processing incoming ORPC requests, but can aso be used for any
non-COM -related window messages (recall that an STA thread isan ideal candidate for Ul processing). In either
casg, if aninterface method call takes a considerable time to execute, no incoming ORPC requests would be
processed and the Ul would appear to be frozen. Therefore, any interface method in an STA should not do a
blocking wait (using WaitForSingleObject, for example). Moreover, if the method is expected to take a consderable
timeto execute, then it should implement some variant of the message pump in the method implementation code. For
example, at some strategic pointsin the code, the method could check if anew message has arrived in the queue and

digpatch that message.

The same holds true when an STA thread makes either a cross-gpartment method call into an MTA or into a
different process method call. Recall that when such amethod cal is made, the proxy sends an ORPC message and
walits for an ORPC response. The cdl isblocked until aresponseisreceived. A blocking cal such asthiswould
prevent incoming messages on the M SG queue to be serviced.

To be able to process the incoming messages, the ORPC channel uses a different thread to wait for the ORPC
response (the thread gets created when the caller first receives the proxy). Asthe caller? thread cannot be released
until aresponseisreceived, the channd putsthe caler?thread in an internal message pump. Thisinternal message
pump serves:

theincoming ORPC requests (as Windows messages)

norma non-COM -related Windows messages

the ORPC response message from the thread waiting for the ORPC response

Having an internal message pump in the ORPC channel aso solvesthe problem of potentia deadlock when an STA
thread makes a cross-gpartment method call, and the method turns around and tries to enter the STA thread (this
deadlock problem issimilar to the one we described earlier for activities). While the cross-gpartment method call is
gtill waiting for an ORPC response, the nested call can now reenter the STA.

Dispatching Callstoan MTA

After knowing how STA cdls are dispatched, learning how acdl isdispatched to an MTA isapiece of cake.

If theincoming call originates from adifferent host or from a different process on the same hogt, athread from the
RPC thread cache servicesthe request. It enters the object? apartment and passes the ORPC message to the stub.



If the call originates from an STA within the same process, it is equivaent to the case we covered earlier where an
STA thread makes an outgoing call into an MTA. One of the threads from the RPC cache entersthe MTA, passes
the ORPC message to the stub, receives the ORPC response, and postsit as a Windows message back to the STA
thread.

If the call originatesfrom an MTA within the same process, the ORPC channd usesthe caller? thread to enter the
MTA and process the request. No thread switch isrequired.

Dispatching Callsto a TNA

Digpatching cdlstoaTNA iseven smpler.

If the cdll originates from adifferent host or from adifferent process on theloca hogt, the dispatching mechanismis
similar to that of an MTA. A thread from the RPC thread cache entersthe TNA and passes the ORPC message to
the interface stub.

If the cdll originates from a different gpartment within the same process, the ORPC channd usesthe cdler? thread
to enter the TNA. Thereisno thread switch involved. The only performance hit isthat the lightwel ght interceptor has
to set up the proper context before entering the TNA and then reset it upon exiting.

If the object is configured to run under arental apartment, al the other ORPC requests are blocked once athread
entersa TNA.

When an outgoing call ismade from the TNA, it isdone on either an STA or MTA thread, depending upon where
the cal originated. The same cal dispatching rules apply as discussed earlier. The fact that the cal was routed
through a TNA isof no consequence. For example, if the call originated from an MTA, throughaTNA, toan MTA
(in the same process), the ORPC channd will usethe original caller? thread to execute the method.

<BACK NEXT >
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Cross-Context Access

In Chapter 5, | made the case that an interface pointer, either raw or proxy, should aways be marshaed when
passed from one context to another. | aso noted that gpplication programmersrarely dea with marshaing because
COM handlesthe most common cases of interface pointer marshaing implicitly. Explicit marshaing is only needed
when areference to an object is shared outside the scope of an interface method call. COM provides APIsto
explicitly marsha and unmarsha interface pointers.

Let? put these marshaling APIsto use.

Y ou may be wondering why | am talking about interface marshaling in a chapter on concurrency management insteed
of in Chapter 5 which dedlt with contexts. Well, it isjust convenient to demonstrate marshaling across apartments.
After al, cross-gpartment access does imply cross-context access.

The SDK providestwo APIs, CoMarshd Interface and CoUnmarsha I nterface, to marshal and unmarsha an
interface pointer, respectively. Following are their prototypes:

STDAPI CoMar shal I nterface(

| Stream *pStm //Pointer to the streamused for narshaling
REFIID riid, // Reference to the identifier of the interface
| Unknown *pUnk, //Pointer to the interface to be marshal ed
DWORD dwDest Cont ext , /] Destination context

voi d *pvDest Cont ext // Reserved for future use

DWORD nshl f 1 ags /| Reason for marshaling

)

STDAPI CoUnnar shal I nterface(

| Stream * pStm //Pointer to the stream
REFIID riid, // Reference to the identifier of the interface
void ** ppv /] Address of output variable that receives

//the interface pointer requested in riid

)

Thefirg API, CoMarshd Interface, marshals a context-rel ative object reference to context-neutral byte streams.
These byte streams can be passed to any other contexts.

The second API reads the byte stream and creates a proxy in the caller? context.

Let? write a program to demonstrate the usage of these APIs.

Using the ATL wizard, | will generate a free-threaded component My Test that supports an interface IMyTest. This
interface has amethod Dolt whose implementation just returns S _OK.

STDMETHODI MP CMyTest : : Dol t ()

{
return S_CK;



}

The client program has two threads. The main thread entersan MTA and crestes an object of classMyTest.

int WnMain(...)

{
/1l Enter MIA

::ColnitializeEx(NULL, CO N T_MJLTI THREADED) ;

/1l Create an object and get | M/Test interface
| MyTest Ptr spTest (___uui dof (MyTest));

}

The secondary thread runsin an STA. It calsthe interface method Dolt on the object that was created by the main
thread.

class CWThread : public CCPLW nThread

{
publi c:
| MyTest Ptr m spTest;

void Proc()

{

try {
m spTest->Dol t ();
}

catch(_comerroré& e) {
ReportError(e);
}

}
}s

The main thread creates the secondary thread, passes the interface pointer to the secondary thread, startsiit, and
waitsfor it to finish.

CWMyThread nyThread; nyThread.Init();
myThr ead. Set Apart nent ToEnt er (CO NI T_APARTMENTTHREADED) ;

/1l Pass the interface pointer to the thread w t hout marshaling
myThread. m spTest = spTest;

/1l Start the thread and wait for the thread to quit
myThread. Start Thread();
my Thr ead. Wai t For Conpl eti on();

Note that | haven? used any marshaling APIs yet. Let? run the client program and see what happens.

Thecall to Dolt in the secondary thread fails with an error, RPC_E WRONG_THREAD, which standsfor 7he



— |, Thisexperiment was designed to bring forth this error. Sometimes, passing an interface pointer
—4 from one context to another without explicit marshaing may seem to work. However, thereis
no guarantee that the Services provided by COM will function correctly.

Now let? modify our code to use the marshaling APIs.

The following code snippet shows how an interface pointer can be marshaed into agloba handle;

HGLOBAL MyMarshal I nterface(l MyTest Ptr spTest)

{

I/ Create an | Stream pointer on a dynanally allocated gl obal
nenory

| StreanPtr spStream

HRESULT hr = ::CreateStreanOnHd obal (0, FALSE, &spStrean);

VERI FYHR( hr) ;

/1 Marshal the interface pointer into the stream
hr = ::CoMarshal I nterface(spStream

__uui dof (1 MyTest),

spTest,

MBHCTX_| NPRCC,

0,

MSHLFLAGS _NORMAL) ;
VERI FYHR( hr) ;

/] obtain the handle to the gl obal nenory and return it
HG_OBAL hRet Val ;

hr = ::Get HE obal Frontt rean{spStream &hRet Val);

VERI FYHR( hr) ;

return hRet Val ;

}

While making acdl to CoMarshd I nterface, a developer can specify the distance of the destination context as @)
within the same process, b) in adifferent process on the local machine, or ¢) on adifferent machine. COM usesthis
information as a hint for creating an efficiently marshaled packet. For our example, | specified MSHCTX_INPROC
to indicate that the importing context is within the same process.

CoMarshd Interface a so supports the notion of single-time unmarshaling or multiple-time unmarshaling. If the object
referenceis marshaed using the MSHLFLAGS NORMAL flag, it isreferred to as normal marshaling or call
marshaling. The semantics of norma marshding imply one-time unmarshding only. Norma marshding dso hasa
timeout period within which if the unmarshaling doesn? occur, the data becomesinvalid. Under table marshaling,
the marshaled information iswritten to aglobally availabletable, where it can beretrieved by multiple clientsand
unmarshaled multiple times. And thereis no timeout period associated with it.

The case of interface marshaing within a processis so common that the SDK definesasimplified variation of the
marshaling APIs, CoMarsha I nter Threadl nterfacel n"Stream and CoGetlnterfaceAndRel easeStream. Using these
APIsisgraghtforward and isleft as an exercise for the reader.

Global Interface Table (GIT)



In the preceding code, the object reference was marshaled using normal marshaling semantics. Under normal
marshaling, the data becomesinvalid after it has been unmarshaled once. It is often desirable to marshal apointer
from one thread and have multiple threads (perhaps from different contexts) unmarsha the interface pointer when
needed. Though table marshaling can be used to achieve this, for reasons beyond the scope of this book, table
marshaing doesn? work if the interface pointer to be marshaled happensto be aproxy.

To solve the problem of making an interface pointer accessible to multiple contexts, COM introduces afacility called
the Global Interface Table (GIT).

The GIT isaprocess-wide table that contains marshaed interface pointers that can be unmarshaled multiple times.
Thisissemantically equivalent to table marshaing, except that it worksfor raw references aswell as proxies.

The GIT supports an interface | Global I nterfaceT able that has methods to add, retrieve, or remove one or more
interface pointers. When an interface pointer is added to the GIT, it returns a DWORD cookie (caled the GIT
cookie). If this cookieis published to other contexts by some means, each interested context can retrieve the
interface pointer using this cookie as akey.

The following code snippet shows how the I Test interface pointer from our example can be added to the GIT:

DWORD MyMar shal I nterfacel nG@ T(I MyTest Ptr spTest)
{
/1 Create an instance of AT
| G obal I nterfaceTabl ePtr spdT;
HRESULT hr = ::CoCreatel nstance(CLSI D_Stdd obal I nterfaceTabl e,
0,
CLSCTX_| NPROC_SERVER,
__uui dof (1 d obal I nterfaceTabl e),
(void**) &spdT);

/1 Add our interface pointer to G T
DWORD dwCooki e;
hr = spd T->Regi sterl nterfacel n@ obal (spTest,
__uui dof (1 MyTest), &dwCooki e);
return dwCooki e;
}

COM provides astandard implementation of the GIT as an in-proc component with CLSID,
CLSD_StdGlobalInterfaceTable. Theimplementation is completely thread-safe.

The code above obtains the | Globd InterfaceT able interface pointer from the standard implementation, registersthe
IMyTest interface pointer with the GI T, and returns the generated cookie.

Any other context within the process can use the generated cookie to unmarsha the interface pointer and get a
proxy, as shown in the following code snippet:

| MyTest Ptr MyUnnar shal | nt erfaceFrond T( DWORD dwCooki e)
{
/1l Create an instance of AT
| G obal I nterfaceTabl ePtr spdT;
HRESULT hr = :: CoCreatel nstance(CLSI D Stdd obal | nterfaceTabl e,



01

CLSCTX | NPROC_SERVER,

__uuidof (1d obal InterfaceTabl e),
(void**) &spdT);

| MyTest Ptr spTest,;

hr = spd T->Cet | nt er f aceFr ond obal (dwCooki e,
__uuidof (I MyTest), (void**) &spTest);

return spTest;

}

The above example crested an instance of the GIT on an as-needed basis. In typical applications, asingle
process-wide instanceis created just once at the startup.

<BACK NEXT >
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Developing Thread-Safe COM Code

At this point, we have agood understanding of multithreaded programming issues aswell astheintricacies of COM
agpartments and marshaling. So let? take alook at some common techniques to develop apartment-safe and
thread-safe code.

Shared Data Conflicts

Earlier, | mentioned that if amemory location or any other resource will be accessed concurrently from more than
onethread, the devel oper has to provide some explicit mechanism to synchronize access to such a shared resource.

UsingaMain STA
The most convenient solution isto let COM synchronize the access by not specifying the ThreadingModd attribute

onthe class. Thisforces COM to create dl the objectsin the main STA. Asonly one thread will ever accessthe
main STA, thereis no sharing of data between multiple threads.

While this solution works, there is a performance penalty. Every method call hasto be marshaled back to themain
STA thread.
Usingan STA

The next best thing to do would be to mark the ThreadingModel as Apartment. COM places each object provided
by the component in an STA, thereby achieving seriaization on each object.

While this protects the state of the object from concurrent access, any datathat is shared among multiple objectsis
not protected. Thisis because objects from the components can be created in multiple STAs. Multiple STA threads
can access ashared data concurrently. It isthe responsibility of the developer to use proper synchronization
primitivesto protect shared data.

L et? see how we can use a Win32 synchronization primitive to protect a shared resource.

Perhaps the most efficient Win32 synchronization primitiveisacritical section. To lock accessto aresource, athread
should enter acritical section. Once done using the resource, the thread should unlock accessto the resource by
leaving the critica section.

ATL provides aclass, CComAutoCritica Section, that Smplifiesthe usage of acritica section. Hereishow you can
protect aglobd variable, g_nCount, using thisclass.

Thefirst step isto declare agloba variable of type CComA utoCritical Section, as shown below:



CComAut oCri tical Section g nyCsS;
| ong g_nCount = 500;

Each time g_nCount is accessed, Lock and Unlock methods on CComA utoCritical Section should be called, as
illugtrated in the following code snippet:

STDVETHODI MP CMyCount : : Get Count (1 ong *pl Count )

{
g_nyCS. Lock();

*pl Count = g_nCount;
g_nyCS. Unl ock();

return S_OK;
}

STDVETHODI MP CMyCount : : | ncr enent Count (1 ong nVal ue)

{
g_nyCS. Lock();

g_nCount += nVal ue;
g_nyCS. Unl ock();

return S_COK;
}

Any number of variables can be grouped together and accessed within just one critical section. Mutualy exclusive
groups of variables may be enclosed in separate critica sectionsto provide afiner leve of granularity.

— ], Recdl from Chapter 3 that the classfactory that isreturned via DIl GetClassObject is a global

— sngleton and istypicaly created on thefirg cal to DIIGetClassObject. As DIl GetClassObject
can beinvoked concurrently from two different STA threads, the creation of the classfactory
object hasto be protected. Fortunately, ATL doesthisfor us.

A smilar condition gppliesto the DIIGetUnloadNow, the function that keeps track of
outstanding object references viaaglobd variable. Once again, ATL provides thread-safe
implementation of thisfunction.

Though acritical section isquite efficient, Win32 provides asimpler and more efficient mechanism for synchronizing
accessto asingle variable of datatype LONG. The mechanism usesthe InterlockedX X family of APIs. Using these
APIs, for example, our code can be smplified asfollows:

STDMETHODI MP CMyCount : : Get Count (1 ong *pl Count)

{
*pl Count = g_nCount;

return S_CK;
}

STDMETHODI MP CMyCount : : | ncr erent Count (I ong nVal ue)
{
;I nterl ockedExchangeAdd( &g_nCount, nVal ue);

return S_CK;



= |, ThelnterlockedX X functions are used only if the vaue needs to be modified, not if the value
—4 just needsto beread.

In my CPL toolkit, | have provided a class, CCPLWinAtomicCounter, that abstracts Interlocked APIs. Y ou can use
avariable of thisclasstype asaregular LONG variable, except that it is protected from shared access.

CCPLW nAt oni cCounter g _nCount;

STDMETHODI MP CMyCount : : Get Count (1 ong *pl Count)

{
*pl Count = g_nCount;

return S_CK;
}

STDMETHODI MP CMyCount : : | ncr erent Count (I ong nVal ue)
{

g_nCount += nVal ue;

return S_CK;
}
Using Activities

If the class code does not have any thread affinity, another approach would be to mark the class as
Synchronization=Required. Thiswill result in only one thread accessing the object at any time. Thiscaseissmilar to
STA,; dthough the state of the object is protected implicitly, any shared data between multiple objects needsto be
protected explicitly.

Theactivity logic failswhen two threadstry to enter the same activity from two different processes. An activity is
locked only process-wide; not machine or domain wide. This decision was made on the premise that the cost
associated with providing afully distributed activity protection outweighs its benefits. Asaresult, if two objects A and
B from two different processes are part of the same activity, and cals A::X and B::Y are made on them from different
threads, it isentirely possible that the two callswill execute concurrently. Worse yet, if objects A and B wereto cdl
each other, adeadlock would dmost certainly ensueas X and Y would be part of two different causdlities and would
not be considered nested calls.

To avoid such a problem, multiple clients should not share an object, especialy across process boundaries. If two
different clients need to access the same piece of data, they should do so by creating two distinct object identities that
access the same data state.

UsngaTNA or an MTA

Now we are getting ready to get our hands dirty. Instead of relying on COM to provide synchronization, we are
indicating that we will provide our own complete synchronization solution.

Usingan MTA or aTNA, two method calls on an object can execute concurrently. Therefore, not only the state of



the global data needs protection, even the state of the object specific data has to be protected from concurrent
access.

In Chapter 3, we used aLONG variable to keep track of the reference count on an object:

STDVETHODI MP_( ULONG) CVer : : AddRef ()

{
return (++m| Ref Count);
}
STDVETHODI MP_(ULONG) Cvcer: : Rel ease()
{
ULONG | Ret Val = (?_I Ref Count);
if (0 ==1RetVal) {
del ete this;
}
return | Ret Val ;
}

While the code served its purpose in explaining the concept of reference counting, it is not thread-safe under the
MTA or TNA. The shared variable, m_|IRefCount, needs protection in case the two methods execute concurrently.
A standard technique isto use Interlockedl ncrement and I nterlockedDecrement APIsfor reference counting.
Fortunately, once again ATL-generated code rescues us from this labor.

How about protecting the state of an individual object?

Synchronization primitives such as a critical section or amutex can be used to protect data. However, one hasto be
careful using these primitives. Improper use or careless use can spell trouble. Let? see how.

The code fragment below shows asimple ATL-based implementation class that supports an interfaceto set a
person? first and last name.

cl ass CPerson :

{

/] 1Person
publi c:
STDMETHOD( LockAccess) () ;
STDVETHOD( Set Fi r st Nane) (/ *[in]*/ BSTR bsFi rst Nane);
STDVETHOD( Set Last Nane) (/ *[in]*/ BSTR bsLast Nane) ;
STDMVETHOD( Unl ockAccess) () ;
private:
CComAut oCri ti cal Secti on m CS;
CComBSTR m bsFi r st Narre;
CComBSTR m bsLast Nane;

};

STDVETHODI MP CPer son: : LockAccess()

{
m CS. Lock();

return S_CK
}

STDMETHODI MP CPer son: : Set Fi r st Nanme( BSTR bsFi r st Name)



{
m _bsFi r st Name = bsFir st Naneg;
return S_CK;

}

STDMETHODI MP CPer son: : Set Last Narmre( BSTR bsLast Nane)
{

m bsLast Name = bsLast Nane;
return S_CK;

}

STDMETHODI MP CPer son: : Unl ockAccess()

{
m_CS. Unl ock();

return S_CK;
}

The god isto let the client explicitly lock accessto the object? state before updating the first and the last name, and
unlocking the access after finishing the update.

While the code looks simple and the logic looks clean, thereisamajor problem with the code. It, in al likelyhood,
won?work under an MTA.

Recdl that, under an MTA, anincoming call is serviced by an arbitrary thread from the RPC thread cache. The cal
to LockAccess may be serviced by one RPC thread and the call to UnlockAccess may be serviced by another RPC
thread. The problem is, the synchronization primitives such as criticd sections and mutexes have thread affinity. One
cannot lock a critical section on one thread and unlock it in some other thread.

S0, let? get smarter?ock the access and update the data within the same call. The following code fragment shows
therevised logic:

STDVETHODI MP CPer son: : Set Nanme( BSTR bsFi rst Nane, BSTR bsLast Nane)

{
m _CS. Lock();

m bsFi rst Name = bsFi r st Nane;
m bsLast Name = bsLast Nane;
return S_CK

}

Thisismuch better. Right?

Except for one little problem?e forgot to call Unlock on the critical section. Asaresult, the resource stays locked.
Another call to method SetName, or any other method call that accesses the data members, may come on adifferent
RPC thread and will get blocked trying to lock the resource.

While the case shown aboveisatrivid one, it is easy to make such amistake in acomplex software code. For
example, if amethod has many return paths, the devel oper can overlook calling Unlock on one of the return paths.

Thereisyet another possibility of human error. Once the devel opers decide to associate a synchronization primitive
with some resource, that resource should never be accessed without locking the primitive firgt. In acomplex
component with hundreds of methods that access someinternal data, it is easy to forget locking the resourcein one



or two methods. And the bug will go undetected. The C++ compiler can only catch syntactic errors; it cannot catch a
logical error.

To diminate the poss bility of making such logicd errors, | have developed atemplate class,
CCPLWinSharedResource, that makes a resource safe from concurrent access. The data that needs to be protected
can be specified as a parameter to the template. Any valid C data type or structure can be passed as a parameter.
Thefollowing code fragment shows how to declare athread-safe variable using thistemplate class:

cl ass CPerson :

private:
struct PERSONI NFO {
CConmBSTR bsFi r st Nane;
CConmBSTR bslLast Nane;

};

CCPLW nShar edResour ce<PERSONI NFO> m | nf o;
H

In this code, the PERSONINFO structure is embedded within the variable m_Info. The only way to accessthe
dructureis by taking ownership of m_Info. Thisisdone by declaring alocal variable of type
CCPLWinSharedResource<T>::GUARD, as shown below:

STDVETHODI MP CPer son: : Set Nane( BSTR bsFi rst Nane, BSTR bsLast Nane)

{
CCPLW nShar edResour ce<PERSONI NFO>: : GUARD guard(m_| nfo);

PERSONI NFO& i nfo = guard;

i nfo. bsFirst Nanme = bsFi r st Nane;
i nf o. bsLast Name = bsLast Nane;

return S_OK;
}

Internally, CCPLWinSharedResource uses acritical section to protect data. By declaring the local variable of type
CCPLWinSharedResource<PERSONINFO>::GUARD, the critical sectionislocked. The lock isreleased when the
local variable goes out of the scope.

Using the CCPLWinSharedResource template removes the possibility of human errors we discussed earlier, as
folows

The compiler will not let you access the embedded data directly. To accessthe data, you haveto declare a
local variable of GUARD type.

Thiswill result in locking the resource.

The resource will be unlocked automatically when the variable goes out of scope. Y ou do need to explicitly
unlock it.



Thetemplate classis part of the CPL toolkit and isincluded on the CD.

Handling Reentrancy

We know that when an outgoing call ismadefrom an STA, COM creates a message pump insde the channd while
waiting for the ORPC response. Besides processing any non-COM -related Windows messages, the message pump
also services any incoming ORPC requests (as Windows messages).

Servicing incoming ORPC requests while making an outgoing call makesthe STA code reentrant.

By default, the channel will dlow dl theincoming ORPC requests to be serviced while the client thread waitsfor an
ORPC response. However, COM providesaway to instdl a custom messagefilter for the thread. A messagefilter is
aper-STA COM object that implements an interface IMessageFilter. A developer can ingtal a custom message filter
using the COM AP CoRegisterMessageFilter. Implementing amessagefilter isrelatively straightforward and is|eft
asan exercise for the readers.

Note that message filters are unique to STAS. Asthere are no concurrency guarantees for the MTA, COM doesn?
provide any support for reentrancy. It is up to the developers to handle reentrancy issues.

One problem with reentrancy under MTAsi s the possibility of a deadlock. Consider the case when an outbound
method cal to another object is made from an MTA while holding a physical lock and the other object calls back
intothe MTA, as shown in the following code fragment:

STDMETHODI MP CPer son: : Get Name( BSTR* pbsFi r st Nane,
BSTR* pbsLast Nane)
{
m CS. Lock();
*pbsFirst Name = m bsFirstName. Copy();
*pbsLast Name = m bslLast Nanme. Copy() ;
m_CS. Unl ock();
return S_CK;

}

STDMETHODI MP CPer son: : Set Nanme( BSTR bsFi rst Nanme, BSTR bslLast Nane)

{
m CS. Lock();

m bsFi r st Name = bsFi r st Nane;
m bsLast Name = bsLast Nane;

/1 inform another object of the nane change
m_spAdni n- >NaneChange(t hi s);

m_CS. Unl ock();
return S_CK;

}

STDMETHODI MP CAdni n: : NameChange( | Per son* pPer son)
{
CConBSTR bsFi r st Name, bsLast Nane;
pPer son- >CGet Nanme( & sFi r st Nane, &bslLast Nane) ;
return S_CK;

}



When CPerson::SetName is called, the method |locks the resource, updates the name, and calls
CAdmin::NameChange to inform the CAdmin object of the name change. When the CAdmin object calls back into
CPerson::GetName, athread from the RPC thread cache servicesthe call. Asthe resource is dready locked on the
outgoing thread, a deadlock occurs.

There are many ways to deal with such deadlocks. The developers have to deal with them on a case-by-case basis.
For example, in the above code, alittle rearrangement of the code could avoid the deadlock. The revised code
Snippet is shown below:

STDVETHODI MP CPer son: : Set Nane( BSTR bsFi rst Nane, BSTR bsLast Nane)

{
m CS. Lock();

m bsFi r st Nane = bsFi r st Nane;
m bsLast Name = bslLast Naneg;

m_CS. Unl ock(); // unlock the resource first

/1 inform anot her object of the nane change
m_spAdni n- >NaneChange(t hi s) ;

return S_CK;
}

Ancther possibility of avoiding deadlocksisto configure acomponent to run under an activity. In this case, COM
providesinfrastructura support to prevent deadlocks, aswe covered earlier in the chapter. However, if your object
will run under an activity, be very careful of using any explicit synchronization mechanismin your code. If the activity
spans multiple processes, though thereisjust onelogical thread, thereisaposshility that multiple physica threads
could enter an activity, and your synchronization mechanism may result in adeadlock.

Note that deadlocks are not limited to MTAs. As TNASstoo are reentrant, thereis a possibility of adeadlock here.

Waiting for an Event

Weknow that, inan STA, if an interface method call takes considerable time to execute, no incoming ORPC
requests will be processed. Furthermore, since no Ul-related Windows messages would get processed, the Ul will
appear to freeze. Therefore, any interface method in an STA should never do ablocking wait (using
WaitForSingleObject or WaitForMultipleObjects, for example). Moreover, if the method is expected to take a
consderable time to execute, then the method should implement some variant of the message pump.

What if you do have to wait for an event to be sgnaled?

To handle this problem, the SDK providesan AP called CowWaitForMultipleHandles. Thisfunctionissimilar in
functiondlity to its Win32 counterpart WaitForMultipleObjectsEx. The differenceisthat thisfunction internaly runsa
message pump, besides waiting for an event to be sgnaed. The function also uses the calling thread? messagefilter
to control how pending callswill be handled.

CoWaitForMultipleHandles can be used with any gpartment type. The function is smart enough to recognizeif the
current gpartment isan MTA and, if so, disables the message pump. If the gpartment isan STA or TNA, the



message pump remains enabled.

The CPL toalkit class CCPLWinThread (on the CD) uses CoWaitForMultipleHandles interndly. | have dso
included a program on the CD to demonsdirate the use of CoWaitForMultipleHandles.

— |, You may be wondering why we need message pumps under TNA. Recdll that amethod call

—4 froman STA can directly enter aTNA. Therefore, any classthat isimplemented under a
TNA issubject to the samerules asthat of an STA. Like STA, if an interface method takes
consderable time to execute under aTNA, the implementation should introduce a message

pump.

Sharing State Across Multiple Objects

Many timesit is desirable to share one or more properties (values) across many objects within a process. For
example, an gpplication may control the feature-set it exposes to the customers by means of alicense key. Each
component within the application may individualy wish to control the feature-set by ng thelicense key.

If al the objectsthat are interested in sharing the properties belong to the same COM server, the problem can be
easly solved. A global variable can be used to contain each property that needs to be shared. Of course, the global
variables need to be protected from concurrent access.

Thetechnique of using global variables, however, will not work if the properties need to be shared across various
components (COM servers). The data segment (where the global variables are stored) for each DLL isgenerdly
privateto the DLL. Therefore, agloba variable from one component cannot be accessed directly from another
component.

One way to get around this problemisto ensure that dl the globa variables reside within one component. All other
components can access the properties by means of an interface on the first component.

COM Singleton

The above-mentioned technique can be improvised by ensuring that the component that holds the propertiesisa
singleton, that is, the classfactory for the COM class returns the same object each time the client calls
CoCresatel nstance (or other smilar APIs). Thiseiminates the need for using globa variablesto store properties.

ATL makesit very convenient to develop asingleton COM class. It requiresthat just one macro,
DECLARE_CLASSFACTORY_SINGLETON, be added to the implementation.

The following code snippet shows a singleton COM server that exposes an interface to access a property called
LicenseKey:

/'l File MySingleton.h



class CWSi ngl eton :

{

BEGA N_COM MAP( CMySi ngl et on)
COM_| NTERFACE_ENTRY( | MySi ngl et on)
END_COM_MAP()

DECLARE CLASSFACTORY_SI NGLETON( CMySi ngl et on)

/1 1 MWSingleton

publi c:
STDMETHOD( get _Li censeKey) (/*[out, retval]*/ BSTR *pVal);
STDMVETHOD( put _Li censeKey) (/*[in]*/ BSTR newval);

private:
/1 variable to hold the license key
CCPLW nShar edResour ce<CComBSTR> m bsLi censeKey;

}l
/1l File MySingleton. cpp

STDMETHODI MP CMYSi ngl et on: : get _Li censeKey(BSTR *pVal )

{
CCPLW nShar edResour ce<CComBSTR>: : GUARD guar d( m bsLi censeKey);
CConmBSTR& bsLi censeKey = guard;
*pVal = bsLicenseKey. Copy();

return S_CK;
}

STDMETHODI MP CMYSi ngl et on: : put _Li censeKey(BSTR newval )

{
CCPLW nShar edResour ce<CComBSTR>: : GUARD guar d( m bsLi censeKey);
CConmBSTR& bsLi censeKey = guard;
bsLi censeKey = newval ;

return S_CK;
}

Using this singleton class, one object (from one component) can set the license key property. Some other object
(from adifferent component within the same process) can obtain the license key, as shown in the following code

Nippet:

/1l One object sets the val ue
| MySi ngl etonPtr spSingl eton;
HRESULT hr = spSi ngl eton. Createl nstance(__uui dof (MySi ngl eton));
if (FAILED(hr)) {
_com.issue_error(hr);
}
spSi ngl et on->Li censeKey = "M/Magi cNunber 1234";

/1 Some other object gets the val ue
| MySi ngl etonPtr spSingl eton;
HRESULT hr = spSi ngl eton. Createl nstance(__uui dof (MySi ngl eton));
if (FAILED(hr)) {
_com.issue_error(hr);
}

Const ruct Feat ur eLi st BasedOnLi censeKey(spSi ngl et on- >Li censeKey) ;

Though COM singleton isawidely acceptable programming idiom, it has afew deficiencies and, in some cases, hasa



high potentia of breaking the COM model [Box-99]. A better Strategy isto separate the code from the shared state.
In this case, the COM object itsdlf is not asingleton. However, al the objects of the COM class share the same state.

— |, Avoid implementing singletonsin COM as much as possible. If you do have to implement one,
—4 beaware of the problems associated with it.

Shared Property Manager

Sharing properties among multiple objectsin athread-safe manner is such acommon programming task that COM+
providesaCOM class called the shared property manager (SPM) that lets multiple clients access shared data
without the need of complex programming. The SPM model consists of the following three interfaces:

Interface | SharedProperty is used to set or retrieve the value of a property.

Interface | SharedPropertyGroup is used to group rel ated properties together. Thisinterface lets one create
or access a shared property.

Interface | SharedProperty GroupManager is used to create shared property groups and to obtain accessto
existing shared property groups.

Thefollowing code snippet demonstrates setting and retrieving a shared property usng the SPM. The property is
referred to as ZKey 7and is contained within the ?Licensel nfo ?group.

#import "c:\w nnt\systenB2\ consvcs.dl " /1 lnmport the type

/[l library for the SPM
usi ng nanespace COVBVCSLi b;

voi d CreatelLi censeKeyPropertyAndSet|tsVal ue()

{
// Instantiate the SPM

| Shar edPr opert yGr oupManager Pt r spG oupMr;
spG oupMyr . Creat el nst ance(
__uui dof ( Shar edPr opert yG oupManager) ) ;

/!l Create a group called "Licenselnfo"

long | 1 soMbde = LockSet Get; /1 lock each property individually
| ong | Rel Mode = Process; /1 Do not destroy the group

/1 till the process quits
VARI ANT_BOOL bExi sts; /! Return value to indicate if

/1 the group already exists
| Shar edPropertyG oupPtr spGoup =

spG oupMyr - >Cr eat ePr opert yG oup( " Li censel nf 0",
& | soMode, & Rel Mbde, &bExi sts);

/1l Create a property called "Key"



| Shar edPropertyPtr spProperty =
spG oup- >Cr eat eProperty("Key",

&bEXi st s) ;
/1 Set the property val ue
spProperty->Val ue
}

"MyMagi cNunber 1234";

voi d Obt ai nLi censeKey()
{

/!l Instantiate the SPM

| Shar edPr opert yGr oupManager Pt r spG oupMr;
spG oupMyr. Cr eat el nst ance(

__uui dof ( Shar edPr opert yGr oupManager) ) ;
/1 Get the "Licenselnfo" group
| Shar edPropertyG oupPtr spGoup =

spG oupMyr - >Get Gr oup( " Li censel nfo");

/1l Get the "Key" property
| Shar edPropertyPtr spProperty

/1 Use the property

Const ruct Feat ureLi st BasedOnLi censeKey (spProperty->Val ue);

space

spG oup- >Get Property(" Key");

Shared properties can be shared only by the objects running within the same process.
Therefore, if you want instances of different components to share properties, you haveto
ingd| the componentsin the same COM+ agpplication. Moreover, if the base client aso wants

to access the shared properties, the COM+ application hasto be marked asthe library
application so that the base client aswell as the components can run in the same process

<BACK NEXT >
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Summary

In this chapter, we looked at variousissues involved with multithreaded programming. We saw that protecting an
object from concurrent access requires complex programming. To smplify component development, COM+ offersa
choice of threading strategies to developers. To deal with the threading strat-egy used by acomponent, COM+
defines the notion of apartments. The type of apartment dictates the way calls are dispatched to the apartment.

To provide synchronized access to an object, COM+ provides activity-based synchronization.

Finaly, welooked at various techniques to devel op thread-safe code that |everages the infrastructure provided by
COM+.

<BACK NEXT >
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Chapter 7. Security

Windows 2000 is a secure operating system. The security offered by the operating system protects the local machine
from any unauthorized operation performed by a user. Each secured resource under the operating system can be
configured to alow access to some users while denying accessto others.

However, COM? ahility to invoke servers, especialy from remote machines, raises security issues such asthe
verification of client? credentials and how to vaidate that the client is privileged to perform an operation on a
secured resource,

Security isaso aconcern for clients. A client may have good reasons not to trust the server, and therefore may wish
to hideits credentias from the server.

COM+ provides support to address client-side and server-side security issues. In this chapter we will look a how
we can leverage this support in devel oping secure applications.

<BACK NEXT >
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The COM + Security M odel

Although COM is supposed to be platform-independent, it is not possible for usto completely ignore the security
modd of the underlying operating system. Consequently, before we delve into a detailed discussion of the many
issues concerning the COM+ security modd, | shdl review the basics of the Windows NT security system.

However, | will conscioudy try to keep the detailsto aminimum and cover only those aspectsthat are relevant to our
current discussion.

Windows NT Security System Basics

Under Windows NT (Windows 2000 is based on NT technology), each user or group is referred to as an account [1]
andisuniqudly identified by a security identifier, or SID. Each time an account is added to the system, the system
generates an SID and assignsit to the new account. Built-in accounts such as Loca System and Adminigtrator have
predefined SIDs.

[1] NT 4.0 introduced a new term, trustee, to represent an account.

Windows NT isaso ahighly secure operating system. Most of the objectsin the system such as NTFSfiles, registry
keys, processes, threads, etc., can be configured so that they are accessible only by selected accounts. Such objects
arereferred to as securable objects. Each securable object has a security descriptor (SD). Among other things, a
Security descriptor contains.

Anowner SID that identifies the current owner of the object. An owner can dways access the object.

A discretionary accesslist, or DACL, that determines which accounts can access the object and which
accounts are specificaly denied accessto the object.

The DACL isat the heart of NT security. Theentriesin thislist are called access control entries (ACEs). Figure 7.1
showsthe layout of the ACE.

Figure7.1. Thelayout of the ACE.

Access Control Entry
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An ACE congists of three parts: an ACE header, a SID, and an access mask. The ACE header determines whether
the accessis alowed or denied. The SID identifiesasingle user or group (account) for which the accessisalowed
or denied. The access mask determinesthelevel of accessthat isalowed or denied. For example, the DACL for an
NTFSfile can contain an ACE entry that indicates that user Smith is denied access for writing to thefile. Figure 7.2
shows an example of suchaDACL.



Figure7.2. An example of aDACL.
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The order of ACE entriesin the DACL isimportant. For example, consider the case where
?mith?belongs to a group called 7ackers.?Let? say the DACL for afile contains two
ACES: one that denies access to the ?ackers?group and the other that allows accessto
2mith.?if the latter ACE is present before the former ACE in the DACL, user “mithgets




spawned thread) that accesses the securable object. Under NT, however, the system provides the ability to execute
athread in a security context different from that of the processthat ownsthe thread. Thisis caled impersonation.
So, when athread accesses a secured object, the system checks if the thread is under impersonation. If it is, the
system uses the access token of the impersonating user. Otherwi se, the access token of the owner processis used
for an access check.

A processitsdlf isasecurable object, and therefore has its own security descriptor. By default, its DACL specifies
access only to the user represented by the access token of the process. If other users must access the object, the
owner of the process can add ACEsto the DACL that grants access to agroup of users.

| have included a program on the CD that dumps the security descriptor of aprocess. This code can be dightly
modified to dump the security descriptor for any securable object.

The most visible part of the security system is the password. Giving away the password will compromise the security
of the whole system. When sengitive data such as passwords are transferred over the wire, the user should inform the
underlying transport provider to take extra precaution to ensure data security.

wi s

- " = Do not give out your passwords.
- )

For moreinformation on NT security, read Marshal Brain? Win32 System Services [Bra-94]. Another good
referenceto look at is Professional DCOM Programming by Richard Grimes[Gri-97].

Now, let?look at various security issues that COM addresses.
Security Issues Under COM

Activation Control

We need to ensure that sensitive applications cannot be launched by just anyone. For example, |et? say acompany
has devel oped a component to review and change employee sdaries. It makes sense that only the managers should
be able to launch such acomponent.

COM provides amechanism to specify who is permitted to launch the application. Thisisreferred to as activation
control .

An administrator chooses accounts (users or groups) that are allowed or denied permission to start the application on
theloca computer.

The adminigtrator can also define system-wide launch permissions used by COM when an gpplication does not
provide its own launch permissons.



An activation control setting is meaningful only for classc COM applications. COM+ gpplications use a different
mechaniam caled role-based security that will be described later.

Access Control

Preventing unauthorized persons from launching the application isn? enough. A malicious user, for example, can il
connect to an aready launched application and accessits services.

To solve this problem, COM provides amechanism to control access to the component? objects. The access
control determines who is permitted to access the component? objects.

Similar to launch permission settings, an administrator selects users or groupsthat are allowed or denied permission
to access the component? objects.

The adminigtrator can define system-wide access permission used by COM when an application does not provide its
OWN access permissions.

The access control setting is meaningful only for classc COM applications. COM+ gpplications use role-based
Security.

Authentication Control

When aclient makes a connection to the server, the server must be ableto verify that the client iswho it saysitis.

Otherwise, for example, an employee could fake himself as amanager, access the employee salary component that
we taked about earlier, and give himsdf anicelittleraise.

The process of identifying the caler is caled authentication. In association with the underlying security support
provider (SSP), COM can authenticate the caller. SSPs are covered later in the chapter.

Authentication aso provides data security. When aclient calls a method on aremote server object, the method call
parameters get transmitted over the wire. To protect this data from the hackers, authentication can be set a various
levels, encryption being one such option. Theselevesareindicated by RPC_ C AUTHN_LEVEL_xxx congtants,
defined in the SDK header file <RpcDce.h>.

The possible authentication levelsrom lowest to highest security?along with their description, are shownin Table 7.1

Table?.1. COM+ Authentication Levels

Level Constant Description




Default RPC_C AUTHN_LEVEL _DEFAULT The underlying SSP provides the default

vaue.
None RPC C AUTHN LEVEL NONE No authentication.
Connect RPC C AUTHN_LEVEL_CONNECT Authenticates the client only when the

client first connects to the server.

cdl RPC C AUTHN_LEVEL_CALL Authenticates the client at the beginning
of each remote call.

Packet RPC C AUTHN _LEVEL PKT Authenticates that the datais received
from the expected client.

Packet Integrity RPC C AUTHN_LEVEL PKT_INTEGRIT |Authenticates and verifies that data has
Y not been tampered with in transit.
Packet Privacy RPC_C AUTHN_LEVEL_PKT_PRIVACY |Method call parameters are encrypted

before transmission. The server
authen-ticates, verifies, and decryptsthe
data.

Note that while each successive authentication level adds more security, it is done at the expense of decreased
performance.

[ dentity Control

Theidentity control specifiesthe security credentias under which the component will execute. This could either bethe
security credentids of the interactive user (the user who is currently logged on to the computer), or a specific user
account configured for this purpose.

An gpplication islaunched under the security context of the specified identity. This security context is used when the
application triesto access resources, such asfiles or databases, or makes cdlsto other gpplications.

There are two important things to keep in mind when specifying the identity:

If the application is set to run under the interactive usersAdentity, the server will fail to runif thereisno
interactive user logged on to the system. While thisis an extremely good feature for debugging an application,
you should generaly avoid using an interactive usersidentity for production code.

The COM SCM cdlsWin32 APIs LogonUser and CreateProcessAsUser to launch the COM server using
the specified account. Therefore, the account specified should have a ?0g on as a Batch Job?privilege.
Otherwise, activation requestswill fall.



Sometimesit is desired that the server use the client? credential s during the method call to accessalocal resource.
COM provides a mechanism to enable such impersonation during the method call.

Sometimesit is also desirable for the server to impersonate the client? security context when ng anetwork
resource or making outgoing callsto other servers (on other machines). Thisis called delegation. With the help of
the underlying SSP, COM can support delegation.

The SDK defines each impersonation level by usng RPC_C IMP_LEVEL xxx congtants. Table 7.2 describes each
impersonation levd.

Table?.2. COM+ Impersonation Levels

Level Constant Description

Default RPC C IMP LEVEL DEFAULT The underlying SSP provides the default
value.

Anonymous RPC_C IMP_LEVEL_ANONYMOUS The client is anonymous to the server. The

server cannot obtain the client?
identification information nor can it
impersonate the client.

[ dentify RPC C IMP_LEVEL_IDENTIFY The server can obtain the client?
identification information and can
impersonate the client to do ACL checks.

Impersonate RPC_C IMP_LEVEL_IMPERSONATE The server can impersonate the client.
While impersonating, the server can
access only those resources available on
the server ? machine.

Delegate RPC C IMP LEVEL DELEGATE The server can impersonate the client. The
server can access network resources as
well as make outgoing calls on the

client? behalf.

Impersonation levels can also be used to protect the client from untrustworthy components. From the client? point
of view, anonymous-level impersonation isthe most secure, asthe component can neither obtain any client
credentials nor act on its behalf. With each successive level, acomponent is granted further libertieswith the client?
Security credentias.

A few pointsto note about the impersonation levels:

RPC_C IMP_LEVEL_ANONYMOUSis not supported for remote calls. If specified, the impersonation
will automatically be promoted to RPC_C IMP_LEVEL_IDENTIFY.



RPC_C IMP_LEVEL_DELEGATE isnot supported by Windows NT LAN Manager SSP (NTLMSSP).
Kerberos SSP supportsit.

Impersonation level and authentication levels are largdly independent of each other. However, to impersonate
aclient, the client has to be authenticated. Therefore, authentication level
RPC_C AUTHN_LEVEL_NONE cannot be used when an impersonation other than anonymousis desired.

RPC_C IMP_LEVEL_IDENTIFY isthedefault impersonation level when the OSisfirst installed.

Role-Based Security

Under COM+, roles provide aflexible and extensible security configuration modd. A roleisasymbolic name that
identifiesalogicd group of usersthat share the same security privilege. Thisis conceptudly smilar to auser groupin
Windows NT (or Windows 2000); the difference being that auser group isgloba acrossaWindows NT domain,
whileroles are configured for specific COM+ applications.

When aCOM+ gpplication is deployed, the administrator can create certain roles (for the agpplication) and bind
those roles to specific users and user groups. For our salary component example, the administrator can create roles
such as 7anagers?and ?mployees?and bind specific users (or user groups) to the roles. The administrator can then
specify which role(s) can access the gpplication. The administrator can fine-tune the access at the percomponent,
per-interface, or even per-method level.

Essentidly, roles provide protection for the code; they control access to methods that can be called by clientsof a
COM+ gpplication. Role membership is checked whenever aclient attemptsto call amethod exposed by a
component in an gpplication. If the caller isin arole assgned to the method it is calling, the call succeeds. Otherwise,
the call failsand returns E. ACCESSDENIED.

Security Service Providers (SSPs)

Why does COM need its own security model? Windows is considered to be a secure operating system platform.
Why can? COM components Ssimply take advantage of that security model?

COM could have used Windows?security model. However, COM requires a security model that can be supported
on dl platforms on which COM+ services are available.

Moreover, COM? dependency on RPC binds it to use many features of RPC security infrastructure.

The solution was to define a higher-level abstraction?ne that is based on the security provided by the operating
system aswell asthe underlying RPC security mechanisms. This higher-level security model insulates (or triesto
insulate) component devel opers from the pecific security mechanisms so that components can benefit from newer
security services without needing to change the code.



To obtain such aflexible security model wherein newer security services can be availed automaticaly, COM defined
an AP s, the Security Support Provider Interface (SSPI), that isolates everything the user sees from the systems
that actudly handle security.

A vendor can develop aDLL that implements SSPI. ThisDLL isreferred to as a Security Service Provider (SSP).
Though the vendor hasto implement SSH1, it isfree to use whatever mechanism it wants to enforce security.

Figure 7.3 shows the security architecturein COM+.

Figure7.3. COM+ security architecture.
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Prior to Windows 2000, only one SSP was available?TLMSSP. This SSP uses the NTLM authentication protocol
that employs a chalenge-response mechanism to authenticate clients. In the challenge-response mechanism, the
server issues achalenge that consists of sending some datato the client. The client uses an encoded version of the
user? password to encrypt this data. This encrypted datais then sent back to the server. The server decryptsthe
dataand comparesit with the origind data. If the dataisidentical, the user is authenticated.

Note that the user? password is never sent across the network using NTLMSSP. For this reason, the server cannot
use delegation to access network resources or to make outgoing calls to servers on other machines.

Windows 2000 offers a newer SSP that implements the Kerberos v5 network authentication service. NTLMSSPis
gtill available under Windows 2000. However, Kerberos SSPis the default SSP.

Kerberosis amore sophisticated authentication protocol than NTLM, and supports features such as mutual
authentication (client and server can both authenticate each other) and delegation of security information from one
machine to another. For an in-depth discussion of the Kerberos security protocol, see David Chappel|? article on
Kerberos[Cha99]. For our discussion, it is relevant to know that Kerberos SSP supports delegation while
NTLMSSP does not.



The client and the server gpplications have to choose a specific SSP to communicate. In amixed environment where
some machines only have NTLM SSP and others have Kerberos SSP, it becomes problematic to programmetically
choose an SSP. To solve this problem, Microsoft RPC provides a pseudo-SSP called the Simple GSS-API
Negotiation Mechanism (Snego) SSP. Snego SSP does not provide any actud authentication feature. It just helps
applications select areal SSP.

Besides the above three SSPs, Windows 2000 RPC supports many other SSPs. Each SSP offersits servicein the
form of what is called a package. Each package isidentified by a specific RPC_C_AUTHN_xxx congtant. Table 7.3
describes some of those security packages.

Table?.3. Security Packages In Windows 2000

Description Constant

No authentication RPC_C AUTHN_NONE

DCE private key RPC_C AUTHN_DCE PRIVATE
DCE public key RPC_C_AUTHN_DCE _PUBLIC
Snego RPC_C_AUTHN_GSS NEGOTIATE
NTLM RPC_C AUTHN_WINNT

Kerberos RPC_C_AUTHN_GSS KERBEROS
Microsoft SChannel RPC_C AUTHN_GSS SCHANNEL
Microsoft MSN RPC_C_AUTHN_MSN

COM+ security blanket negotiation to pick a default RPC C AUTHN_DEFAULT

Thelist of packagesingalled on a system can be obtained using EnumerateSecurityPackages APl. The APl dso
returns the capabilities of each package. The CD contains a program, EnumSSP, that will dump the information for
each indalled SSP on the loca machine.

A security packageis aso referred to as the authentication service. [2)

[2] Technically, an SSP provides a security package. However, for most intents and purposes, an SSP, a security package, and an authentication service
are one and the same.

Some SSPs, such as DCE SSP, are capable of using an authorization service to perform authorization checking. The
SDK definesRPC_C_AUTHZ_ xxx congtants for authorization services. They arelisted in Table 7.4.

Table?4. Authorization Services



Constant Description

RPC C AUTHZ NONE No authorization.
RPC_C_AUTHZ_NAME Authorization is based on the client? principal name.
RPC_C_AUTHZ _DCE Authorization is based on the client? DCE privilege attribute

certificate (PAC) information.

RPC_C AUTHZ DEFAULT The default authorization service for the current SSP is used.

A server can specify the authorization service to use. However, asthe most commonly used SSPs, NTLM and
Kerberos, do not utilize any autho-rization service, the server typicaly specifiesRPC_C _AUTHZ_NONE (or
RPC _C AUTHZ DEFAULT that resultsin RPC_C _AUTHZ_NONE) as the authorization service.

Security Blankets

Under COM, the client specifies some security settings and the server specifies some settings. The collection of
parameters that govern how security is handled between the client and the server is called the security blanket. A
security blanket basicaly conssts of thefollowing parameters:

The authentication service, that is, the security package to be used (Table 7.3).

The authorization service to be used (Table 7.4).

The principa name of the client.

The authentication level to beused (Table 7.1).

The impersonation level to be used (Table 7.2).

The privileged information of the client gpplication.

Various authentication capabilities such as mutua authentication and cloaking. These cgpabilities are defined
using the EOAC_xxx congtants provided by the SDK (covered later).



While most parameters are specified exclusively by ether the client or the server, there are some parameters that can
be specified by both the client and the server. To salect the gppropriate settings, COM + undergoes a negotiating
process appropriately called the security blanket negotiation. The security blanket negotiation occurs when COM+
firgt ingtantiates a proxy. During the negotiation, COM picks up an authentication service thet is available to both the
client and the server. COM+ a so chooses an authorization service and principa name that works with the selected
authentication service. For the authentication level, COM+ usesthe higher leve of the client-sde and server-side
settings. The impersonation level isthe one specified by the client. The server cannot specify the impersonation level.
However, remember that the server itsalf can act as aclient to another server, in which caseit getsto specify al the
client-side settings.

Once the default security blanket is computed, its values are assigned to the newly created proxy. These new values
affect al cadls made on the proxy, that is, until the client overrides the value programmatically by caling the
| ClientSecurity::SetBlanket APl (covered |ater).

Now that we understand the security issues involving COM and the security model provided by COM, let?
examine how we can explicitly specify various security settings.

In general, COM+ provides reasonable va ues for the default security setting so that an application can be devel oped
and ingtalled without considering any security aspects. However, there are Stuations when the default vaues are not
adequate and you have to explicitly specify the security settings.

COM+ security settings can be negtly subdivided into two groups. declarative security and programmatic security.
Declarative security can be used to override the default security. It reduces the amount of code that you have to
write. For afiner control (and more pleasure for us geeks), you can handle security programmeatically, thereby
overriding both the default and the declarative security settings.

Let? begin by examining the declarative security.

<BACK NEXT >
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Declar ative Security

Aswith many other aspects of COM+, an administrator can configure COM+ security setting by manipulating the
COM+ catdog. Though COM+ security settings can aso be handled programmaticaly, manipulating the catdog
givesthe adminigtrator moreflexibility in terms of customizing the security environment.

The COM+ catal og can be manipulated either programmatically or by using the Component Services Snap-in. We
will usethe latter gpproach for our current discussion. Manipulating the COM+ catalog programmeatically is covered

in Chapter 12.
Declarative security can be further divided into default settings and application-specific settings.

Default Settings

Default settings are used for those components that do not provide their own settings. These settingsareloca to a
computer and can be changed using the properties diadlog box of acomputer. The properties didog box isshownin
Figure 7.4.

Figure 7.4. Default COM + settings.
My Computer Properties : ilil

General | Options I MSDTC I
Default Properties I Dietault Security I Default Protocals

v ignal:-le Digtributed COM an thiz computes

[~ Enable COM Irnternet Services an this computer

— Defaulk Distributed COM communication properties

The Authentication Level specifies secunty at the packet level.

Defaulk Authentication Level:

Connect j

The Impersonation Level zpecifies whether applications can
determing wha iz calling them, and whether the application can do
operations uzing the client's identity,

Default Imperzonation Lewvel:
[1dentify |

[~ Erovide additional securiby for reference tracking

k. I Cancel | Apply |

Asshown in Figure 7.4, the default settings include default protocols, default security, and default properties.



The default protocols property page liststhe set of network protocols (such as TCP/IP, NETBEUI, etc.) available
for distributed computing on the machine. The ordering of the protocols reflectsthe priority in which aclient
application [3] will usethem. When the client application initiates connection to the server gpplication, it usesthefirst
protocol on thelist for the connection. If the server machine does not support the same protocol, the connection will
time out. The client usesthe next protocol on the list until it eventualy succeeds.

[3] The term client application is used loosely here. It is the underlying RPC infrastructure that needs to use the network protocol.

By default, Windows 2000 uses TCP/IP asthe top protocol and Windows NT 4.0 uses NETBEUI (UDP) asthe
top protocol.

Congder the scenario where aclient gpplication on an NT 4.0 machine communicates with a server gpplicationon a
Windows 2000 machine. Assume that the client machine supports UDP and TCP (in that order) whereas the server
machine supports only TCP. The client gpplication triesto connect to the server using UDP, unaware that the server
does not support it. The gpplication waits until the connection eventualy times out (after 30 to 60 seconds) beforeit
tries the second protocol on thelist. Changing the order of protocols on the client machine so that the first protocol
onthelig isthe onethat the server supports could dramaticaly improve theinitial connection time.

— |, Classc COM applications can beindividualy configured to use a specific protocol sequence
—4 using DCOMCNFG.EXE, asystem-supplied program. There is no such configuration option
for COM+ gpplications.

The default security property page can be used to configure the default launch and access permissionsfor aclassic
COM application. The administrator can explicitly alow or deny permissionsto selected users or groups. When the
OSisingaled, the default launch permissions are for administrators, the system account, and the interactive user
account. The default access permission list isempty indicating thet everyoneis denied accessto aclassc COM
application. A classc COM application can override the default security settings by usng DCOMCNFG.EXE.

Note that the default access and launch permissions do not affect COM+ applications.

The ?efault Properties?property page lets the administrator set the default authentication and impersonation options
on amachine-wide basis. These properties are valid for both classc COM aswell as COM+ applications aslong as
the vaues are not overridden programmetically during run time.

The ?nable Distributed COM on this computer?s the main switch for DCOM. If thisbox is not checked, &l remote
cdlsto and from the machine are rgjected. This option is enabled by default.

The ?nable COM Internet Service on this computer?option determines whether COM+ Internet Services (CIS,
aso known as DCOM over HTTP) isavailable on the machine. This option is disabled by default. Enabling this
option alows DCOM to operate over the Internet in the presence of most proxy servers and firewalls. Covering CIS

Is beyond the scope of this book, but more information about CI'S can be found in MSDN article 7COM Internet
Services Lev-99].



The ?efault Authentication Level 7setting specifies the authentication level used on the system. The possible
authentication levelsareshownin Table 7.1.

The ?efault Impersonation Level ?setting specifies the base impersonation level that clients running on the system will
grant to the servers.

The 2rovide additiona security for reference tracking?option hel ps keep track of the distributed reference count on
the computer. The SDK definesthis option as EOAC_SECURE _REFS authentication capability. Thisoptionis
disabled by default. When enabled, an object and its stub exist aslong asthereisat least one client that hasa
reference to this object, even though some other client may call one too many Releases on the object. Though this
option protects the server from amalicious client, it comes at the expense of decreased performance.

Application-Specific Settings
The focus of this section isfor COM+ gpplication settings. Classic COM applications specify their security needs
through a system provided utility, DCOMCNFG.EXE. For more information on DCOMCNFG settings, see

Professional DCOM Programming by Richard Grimes[Gri-97].

[ dentity

A server gpplication can be configured to run under the identity of a specific user account. Figure 7.5 showsthe
identity setting for the gpplication.

Figure 7.5. | dentity settlngsfor aserver application.
My Salary Application Propetties il |

Generall Security  Identity |.-'1‘-.-:tivati|:|n| E!ueuingl .ﬁ.dvancedl

Thiz application will run under the following account.

—Accaunt

f+ |nteractive user - the curent logged on user

" This uger:
Uzer Browsze,.. |
Pazzword:

LConfirm password:

] I Cancel Apply




The application can be made to run under the interactive user account or a specific user account. Windows usesthe
credentias of the selected user when ng asecurable object, that is, if the caling thread is not under
Impersonation.

Roles

An adminigtrator can define one or more roles to be used with the gpplication and assign users and groups to each
role. Note that the application may be shipped with some pre-defined roles. However, it is ill the administrator?
responsibility to assgn accountsto each role.

Security Settings
Figure 7.6 shows the security setting property page for the application.

Figure 7.6. Security settingsfor a COM + application.
My Salary Application Properties : d 4

Gemeral  Security |I|:|er'|tit_l,l| .-’-‘-.n::tivatin:nnl Elueuingl .-’-'-.d'-.fann:edl

— Authaorization

v ignfl:urce access checks for this applicatior

— Securty level

i~ Perform access checks only at the process level
Security property will not be included on the object context,
COMM+ zecunity call context will not be available.

¥ Perform access checks at the process and component level,
Secunty property will be included on the object context The
COMM+ zecunity call contest iz available.

Authentication level for calls:

I Facket j
Irmpersonation level:
I Imperzonate j

k. I Cancel | Smply |

Assigning accounts to arole does not automatically enable access checking. The administrator also needsto enable
the Inforce access checks for this application?option.

Access checks can be performed at the process level or a the component level. When the second option is selected,
the administrator can associate specific roles at the components leve, the interfaceslevel, and the interface methods
levd. At thesefiner levels, not only can COM+ do explicit role checking, it can dso make an interface

| ServerCall Context available within the context of amethod call. We will see how to usethisinterface later in the
chapter.



The adminigtrator can aso specify the authentication level and the impersonation leve to be used for the client-server
communication. The impersonation level setting is used only when the application? object acts as a client to some
other object.

Though many security settings can be configured declaratively, there are certain features of a COM/COM+ security
model that can be accessed only via COM interfaces. For example, aserver can only impersonate a client
programmatically. Also, there are cases when a client has to specify a security setting during run time. For example,
when passing sendtive information such as a credit card number, the client may wish to temporarily boost the
authentication leve to packet-level encryption.

Let?look at how we can deal with security programmatically.
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Server-Side Security Programming

When the client makes a method call to the server, COM creates acall context and makes it available to the server.
Do not confuse the call context with the object context (actually the object? context object) that was
covered in Chapter 5. Notethefollowing differences:

The context object represents the context of the server object. Itslifetimeistied to the lifetime of the server
object. Thecall context represents the context of the method call. It isvalid only for the duration of the
method call.

The context object is obtained using the CoGetObjectContext API. The call context is obtained using the
CoGetCallContext API.

There are only two interfaces that deal with security on the server side, 1ServerSecurity and | SecurityCall Context.

| ServerSecurity is used by acomponent to identify and/or impersonate a client. The following code showsthe IDL
definition of thisinterface:

interface | ServerSecurity : | Unknown

{
HRESULT QueryBl anket (

[out] DWORD *pAut hnSvc,

[out] DWORD *pAut hzSvc,

[out] OLECHAR **pServer Pri ncNane,
[out] DWORD *pAut hnLevel ,

[out] DWORD *pl npLevel ,

[out] void **pPrivs,

[in, out] DWORD *pCapabilities );

HRESULT | npersonateCd ient();
HRESULT Revert ToSel f();

BOOL | sl npersonating();
}

The stub implements the | ServerSecurity interface, so thereis no reason to implement thisinterface unlessyou are
using cusom marshding.

To obtain apointer to the | ServerSecurity interface, the server can call the CoGetCallContext APl within amethod
cdl, as shown below:

STDMVETHODI MP CMy Ser ver : : SoneMet hod()

{
CConPt r <l Server Security> spSec;



}

HRESULT hr =
.. CoCet Cal | Cont ext (__uui dof (I Server Security),
(voi d**) &spSec);

= |, CoGetCallContext can be caled only from the thread invoked by aclient (as aresult of some
—4 method cdl).

Also note that if you spawn a secondary thread in your server code, thereisno cal context
availableto thethread. A call to CoGetCalContext will fail.

The | ServerSecurity::QueryBlanket method is used to obtain the security blanket of the call context. The following

code fragment shows how to dump various parameters of the security blanket. This code can be found on the CD.
For brevity, | have removed the error checking logic from the code:

voi d Di spl aySecurityBl anket ()
{
CConPt r <l Server Security> spSec;
.. CoCet Cal | Cont ext (__uui dof (I Server Security), (void**) &spSec);

DWORD dwAut hnSvc, dwAut hzSvc, dwAut hnLevel
dw npLevel , dwCapabilities;
OLECHAR* pPrinci pal Nane = NULL;
RPC_AUTHZ_HANDLE hPri vs;
hr = spSec- >QueryBl anket (

&dwAut hnSvc,
&dwAut hzSvc,
&pPri nci pal Nane,
&dwAut hnLevel ,
&dw nplLevel ,
&hPrivs,
&dwCapabi liti es);

_bstr_t bsDisplay = _T("Principal nane: ");
i f (NULL == pPrincipal Nanme) {

bsDi spl ay += "(Unknown)";
lelse {

bsDi spl ay += pPrinci pal Nane;

. CoTaskMentFree(pPrinci pal Nanme); pPrinci pal Name = NULL;
}
bsDi spl ay += "\ nPrivil ege nane:
if (NULL == hPrivs) {

bsDi spl ay += "(Unknown)";
el se {

bsDi spl ay += reinterpret_cast <LPCWSTR>( hPri vs);
}

TCHAR buf [ 256] ;
_stprintf(buf, _T("\ndwAut hnSvc=%l, dwAuthzSvc=%,
dwAut hnLevel =%, dw npLevel =%, dwCapabilities=%"),
dwAut hnSvc, dwAut hzSvc, dwAut hnlLevel ,
dw npLevel , dwCapabilities);
bsDi spl ay += buf;
.. MessageBox( NULL, bsDisplay, _T("Security blanket"), MB_OK);



The following points should be noted about the QueryBlanket method:

1.

The principa name returned via pPrincipal Name is the account under which the server gpplication isrunning.
The client? principa name can be obtained viathe pPrivs parameter but only if the authentication service
being used iseither NTLM or Kerberos.

The current implementation of COM (under Windows 2000) does not return the correct impersonation level
(viadwlmpLevd parameter).

To impersonate a client, ImpersonateClient can be caled. To restore the thread back to its original security context,
RevertToSdf can be cdled. If RevertToSdf isnot caled explicitly after calling ImpersonateClient, COM
automatically cals RevertToSdf when the method returns.

The server can dso check if it is currently under impersonation by caling Isimpersonating API.

Findly, to smplify deding with the | ServerSecurity interface, COM provides severd helper functions, asshownin
Table7.5.

Table?5. | ServerSecurity Helper Functions

Method Helper Function
QueryBlanket CoQueryClientBlanket
ImpersonateClient ColmpersonateClient
RevertToSelf CoRevertToSdf

| silmpersonating (none)

Interface | ServerSecurity is available for components based on classic COM aswell as COM+ configured
components. COM+ configured components can aso avail another interface, | SecurityCallContext, by caling
CoGetCdlContext, as shown in the following code snippet:

STDMVETHODI MP CMySer ver : : SoneMet hod()
{
CConPt r <l SecurityCal | Cont ext> spSec;
HRESULT hr =
. CoGet Cal | Cont ext (_uui dof (I SecurityCal |l Context),
(voi d**) &spSec);



— |, Interface | SecurityCallContext is available only for COM+ configured components. In
—4f addition, the application should be marked to check accessroles at the process and the
component levels.

Thefollowing code showsthe IDL definition for | SecurityCall Context. (41

[4] The current SDK does not provide the IDL file for COM+ services interfaces. The header file <comsvcs.h> defines this interface. | worked my way
back to construct the interface definition.

| SecurityCall Context : |Di spatch
{
[ propget] HRESULT Count([out, retval] long *pl Count);
[ propget] HRESULT Iten{[in] BSTR nane,
[out, retval] VARI ANT *plten);
[ propget] HRESULT Newknun{[out, retval] | Unknown **ppEnun;
HRESULT IsCallerlnRole([in] BSTR bstrRol e,
[out, retval] VARI ANT_BOOL *pflnRole);
HRESULT | sSecurityEnabl ed(
[out, retval] VARI ANT_BOOL *pflsEnabl ed);
HRESULT I sUserlnRol e([in] VARI ANT *pUser, [in] BSTR bstrRol e,
[out, retval] VARI ANT_BOOL *pflnRole);
b

To understand how this interface can be used, let? develop a component that manages employee salary. The
component implementsthe following interface:

i nterface | Enpl oyeeSal ary : |Dispatch
{
HRESULT Get Sal ary([in] BSTR bsEnpl oyeeNane,
[out, retval] long *pVal);
HRESULT Updat eSal ary([in] BSTR bsEnpl oyeeNane,
[in] Tong newal);
H

Let? definea COM+ server application and add this component to the application. Let? also define two roles,
Managers and Employees. The Managers role can access and update the salary for an employee. The Employees
role can only accessthe sdlary. Logicaly, it makes sense to declaratively associate both roles with the GetSaary
method and only the Managers role with the UpdateSalary method.

This declarative role association has just one problem: any employee can access any other employee? sdlary
information. Thisis clearly not acceptable. However, declarative programming does have itslimitations. Y ou need to
programmatically add the logic to ensure that acaler can view only its sdary information and nobody else?. The
following code snippet demonstrates how | ServerSecurityContext can be used to validate the current caller?
account identification againg the bsEmployeeName parameter and grant access to the sdary information:

STDVETHODI MP CEnpl oyeeSal ary: : Cet Sal ar y( BSTR bsEnpl oyeeNane, |ong *pVal)

{
CConPtr <l SecurityCal | Cont ext> spSec;

1 CoCet Cal | Cont ext (__uui dof (I SecurityCall Context),
(voi d**) &spSec);

VARI ANT_BOOL bFl ag;
hr = spSec->IsCall erlnRol e( CConBSTR(" Managers"), &bFl ag);
if (VARIANT_TRUE == bFlag) { // managers al ways have access



*pval = 100000;
return S_CK;
}

/1 the caller nust be in "Enpl oyees" role
/1l (as set declaratively on the nethod).
/1 Get the original caller account name

_bstr_t bsCaller = GetOriginal Call er(spSec);

if (0 != wscnp(bsCaller, bskEnpl oyeeNane)) {
/1 A different enpl oyee
return E_ACCESSDEN ED;

}

// validated the account
*pVal = 80000;

return S_CK;
}

COM+ classfiesdl theinformation that is available on the security call context into different collections of properties.
To deal with these collections, COM+ defines three types of collection objects?Securityldentity, SecurityCalers, and
SecurityCallContext. Recall from Chapter 2 that a collection object typically supports two methods, Count and Item.

Collection Securityldentity containstheidentity of asingle caller. It isrepresented by interface | SecurityldentityColl.
Its propertiesare shown in Table 7.6.

Table?.6. Securityldentity Properties

Property Description

SD The security identifier of the caller.

AccountName The account name of the caller.

AuthenticationService The authentication service used (NTLM, Kerberos, etc).
AuthenticationL evel The authentication level used.

ImpersonationLevel The impersonation level used.

When aclient callsamethod on the server object, the server object may in turn call amethod on another server,
whichin turn may cal another object, ad infinitum. COM+ maintainsthelist of calersinthischain of calsaspart of a
SecurityCalers collection. SecurityCdlersis essentialy a collection of Securityldentity objects. It isrepresented by
the 1SecurityCallersCall interface.

Collection SecurityCallContext is the one that we have aready dealt with earlier. You just didn?know it. It is
represented by the | SecurityCall Context interface (now it all becomes clear), and isthe doorway to get to other
collection objects. The properties supported by this collection are shownin Table 7.7.




Table?.7. SecurityCalContext Properties

| dentifier Description Type
NumCallers Number of callersin the chain of calls. Long
Cdlers Identity of each caller in the chain of calls. |SecurityCallers
DirectCaller The caller who istheimmediate parent. Securityldentity
OriginadCdler The caller who originated the chain of calls.|Securityldentity
MinAuthenticationLevel The least secure authentication level of al |Long

cdlersin the chain.

Given the previous collection information, the function GetOrigind Caler referred to in the previous code snippet can

be written asfollows:

_bstr_t GetOriginal Caller(lSecurityCall Context* pSec)

{
CComVari ant vCol | ;

pSec->get _Iten( CConBSTR("Original Caller"), &Coll);

CConPt r<I Di spat ch> spDi sp = V_DI SPATCH( & Col | );
CConPtr<l SecurityldentityColl> spldentity;
spDi sp->Queryl nterface(&spldentity);

CComVar i ant vAccount Nane;

spldentity->get |tem CComBSTR("Account Nane"),

return V_BSTR( & Account Nane) ;

}

& Account Nane) ;

Note the heavy dose of VARIANT and I Dispatch type variablesin the code. Thisisbecause dl of the collection

interfaces dealing with the security call context are geared for automati on-compatible languages.
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Client-Side Security Programming

A client hasto configure the underlying RPC run time to use one or more security packages and to set the default
authentication level (and other security parameters) for the process. Thisisdone by caling the ColnitiaizeSecurity
function.

ColnitidizeSecurity is perhaps the most important function that dealswith COM security. Every processthat uses
COM (client or server) hasto cdl ColnitidizeSecurity. The function hasto be cdlled just once and before any
interfaceismarshaled in or out of the process. If not called explicitly, COM will cal the function automaticaly thefirst
time a proxy (for the client) or astub (for the server) is created.

Why didn?we ded with thisfunction earlier when we were discussing server-side programming issues? Because
thisfunction cannot be called from a DL L -based component. Only EXE-based components (supported as
non-configured components under COM+) are required to make this call and we haven? discussed EX E-based
componentsin this book. For a configured COM+ component that is part of a server application, the COM+
surrogate (DIIHost.exe) cdlsthis function on startup.

Thefollowing isthe prototype for the Col nitializeSecurity function:

HRESULT ColnitializeSecurity(

[in] PSECURI TY_DESCRI PTOR pSecDesc, /'l Server

[in] LONG cAut hSvc, /'l Server

[in] SOLE_AUTHENTI CATI ON_SERVI CE *asAut hSvc, /'l Server

[in] void *pReservedl, /1 NULL

[in] DWORD dwAut hnLevel , /1 Cient/Server
[in] DWORD dwl npLevel , /1 dient

[in] SOLE_AUTHENTI CATI ON_LI ST *pAut hLi st /1 dient

[in] DWORD dwCapabilities, /1 Cient/Server
[in] void *pReserved3 ); /1 NULL

ColnitidizeSecurity hasafairly large number of parameters. However, some of these parameters are meaningful only
if the processisrunning as aserver. Wewill focus on the parameters that the client process can set. Parameters
pSecDesc, cAuthSvc, and asAuthSvc, are pure server-side settings and will be set to NULL, -1, and NULL,

respectively.

Parameter dwAuthnLevd is used to specify the authentication level (Table 7.1). Each higher levd of authentication
adds more security, but at the expense of decreased performance. A reasonable value to specify that lets COM pick
the right authentication level using the security blanket negotiationisRPC_C AUTHN_LEVEL _DEFAULT.

Parameter dwCapabilitiesis used to specify any extra authentication capabilities that the client wishesto use. As
discussed earlier, authentication capabilities are defined by the EOAC_xxx congtants. A combination of EOAC_xxx
constants can be specified asthe desired capabilities. EOAC_NONE is specified when no authentication capabilities
aredesired. Wewill look a some other useful capabilities aswe go aong.

Parameter dwlmpLevd is used to pecify theimpersonation level (Table 7.2) and parameter pAuthList isused to




specify the identity that should be used with each authentication service. Both these security parameters deserve
detailed attention.

| mper sonation Levels

Thelevd of impersonation affectsthefollowing:
1

The ability of aserver to accessloca resources, such asaloca NTFSfile.

The ability of aserver to access network resources, such asan NTFSfile present on a shared network.

The ability of aserver to project theidentity of the caler to another server on aremote machine.

In order to demondtrate the effect of various impersonation levels, we will conduct an experiment that involves
chaining acdl across various machines.

The experiment requires three computers, dl running Windows 2000. In this experiment, the computers are
MYSVRA, MYSVRB, and MY SVRC.

We a0 need three different user accounts for the experiment. In this experiment, the accounts are usera, userb, and
userc.

Machine MY SVRC containsalocd NTFSfile, LocaFileC.txt, which is configured so that only usera can accessit.

Machine MY SVRC aso contains another file that is shared on the network, WMY SVRC\DataNetFiletxt. Thefileis
also configured so that only usera can accessit.

Machine MY SVRB containsaloca NTFSfile, LocalFileB.txt, which is configured so that only usera can accessit.

Wewill develop three programs here: ClientA, ServerB, and ServerC.

ServerC isa COM+ configured component that runs on MY SVRC under the identity of userc. It implementsa
method Dolt that a) impersonates the caller, b) attempts to open Loca FileC.txt for reading, and c) returnsthe result
of its attempt as an output parameter. The code snippet isasfollows:

STDVETHODI MP CMySer ver C: : Dol t ( BSTR * pbsRet Val )
{

/1 Get the security interface pointer
CConPtr <l Server Security> spSec;



}

ServerB isa COM+ configured component that runson MY SVRB under the identity of userb. It implementsa
method, Dolt, that impersonates the caller and performs the following three operations:.

ClientA isaclient gpplication that runson MY SVRA under the identity of usera. After setting up various security
parameters by caling ColnitidizeSecurity, the client instantiates the ServerB component from machineMY SVRA
and callsmethod Dolt. Essentidly, we are setting up achain of cals?ClientA from MY SVRA cdls ServerB from

HRESULT hr =
. CoGet Cal | Cont ext (__uui dof (1 Server Security),
(voi d**) &spSec);
if (FAILED(hr)) {
return Error(_T("Error getting call context"),
__uui dof (1 MyServerC), hr);
}

/1 1 npersonate the client
hr = spSec- >l npersonateCient();
if (FAILED(hr)) {
return Error(_T("Error inpersonating client"),
__uui dof (1 MyServerC), hr);
}

/1 Check if you can open a local file
CConBSTR bsQut put = "ServerC - Local file open:

bsQut put += QpenFil eFor ReadOnl y( Get Local Fi | eNane());

*pbsRet Val = bsQut put. Detach();
return S_CK;

Attemptsto open thelocd file, LocalFileB.txt.

Attemptsto open the network shared file, NetFile.txt.

Attemptsto ingtantiate the ServerC component from machine MY SVRC and invoke method Dolt on the

object.

MY SVRB whichinturn cals ServerC from MY SVRC.

ClientA takesacommand line parameter that dictates the impersonation level between ClientA and ServerB. The
parameter mapsto dwimpLeve in the call to ColnitiaizeSecurity, as shown in the following code snippet:

HRESULT hr = ::ColnitializeSecurity(

NULL,

-1

NULL,
NULL,
RPC_C_AUTHN LEVEL_DEFAULT,



dwi npLevel ,
NULL,

EOQAC _NONE,
NULL) ;

The impersonation level between ServerB and ServerCisset to RPC_C AUTHN_LEVEL_IMPERSONATION.
Being a configured component, ServerB obvioudy cannot call ColnitializeSecurity to do this. Fortunately, thereisyet
another way to specify the security blanket on aproxy?oy caling the SetBlanket method on interface | ClientSecurity.
Wewill cover thisinterface in the next section.

Let?try various impersonation level settings between ClientA and ServerB and see the results.

Anonymous

Asdiscussed earlier in the chapter, RPC_C_IMP_LEVEL_ANONYMOUS just gets promoted to
RPC_C IMP_LEVEL_IDENTIFY.

[ dentify

If impersonation level RPC_C _IMP_LEVEL _IDENTIFY isused, ServerB getsan error,

ERROR BAD IMPERSONATION_LEVEL, whenit triesto open ether the locd file or the network file. Thisis
because, though the server was able to impersonate the client, the impersonation token does not contain any
information about the client. Thisaso resultsin access denia when ServerB triesto ingtantiate ServerC.

RPC _C IMP_LEVEL_IDENTIFY alowsthe server to examine the access token of the cdler and peek insdethe
token to get information such asthe user identification, the groups the user belongsto, and so on. But it does not
allow the object to open any secured objects, hence resulting in ERROR_BAD_IMPERSONATION_LEVEL.

I mper sonate

If impersonation level RPC_C IMP_LEVEL_IMPERSONATE isused, ServerB is able to open the locd file, but
gets an access denid message (E_ ACCESSDENIED) when opening the network file. ServerB is ableto ingtantiate
ServerC. However, ServerC also gets E_ ACCESSDENIED when opening the locd file.

Let? see what this means.

RPC_C IMP_LEVEL_IMPERSONATE alows aserver to peek into the access token as well asto accessthe
securable objects using the caller? credentias. However, the privilege extends only to one machine hop. Asaresult,
ServerB could open the local resource. However, ServerB could not open the network resource, asthe client
credentials could not be forwarded to the third machine.

A smilar problem exists when ServerB calls Dolt on ServerC. ServerC sees userb asthe client and not usera. As
only userais allowed to access thelocal fileon MY SVRC, ServerC object? attempt to access thefile resultsin an
access denid.

Delegation



If impersonation level RPC_C IMP_LEVEL_DELEGATE isused, ServerB isable to open thelocd fileaswell as
the network file. However, ServerC 4ill gets an access denid trying to open the locd file.

WhiletheRPC_C IMP_LEVEL IMPERSONATE level impersonation restricts the client? credentialsto be valid
for just one machine hop, the RPC_C IMP_LEVEL_DELEGATE leve places no such restriction. The client?
credentials can be passed across any number of machine hops.

Thisexplainswhy ServerB could open the network file. However, it still doesn? explain why ServerC couldn?
open thelocd file, even though ServerB was impersonating userawhen it invoked the method on ServerC and
ClientA had set delegate level impersonation.

When ServerB cdls ServerC while impersonating ClientA (usera), the access token of ServerB (userb) is used even
if ClientA has set delegate level impersonation. This means that ServerC sees the identity of the caller as userb ot
usera

Thismay seem contrary to what the delegation level impersonation was redlly supposed to do. However, thiswas
ddiberately set up thisway for reasons of backward compatibility with the behavior of COM prior to Windows
2000, where delegation level impersonation was not available. So as not to break existing COM applications under
Windows 2000, the existing semantics of impersonation were left unchanged.

So how could we achieve true delegation? Thisis done through cloaking, an ideaiintroduced in COM+.

Before welook at cloaking, carefully make anote of the following statement:

In order for delegation to work, the following requirements have to be met:
1

Asddegation level impersonation is supported only by Kerberos, the client, the server, and al downstream
servers must be running Windows 2000 in a Windows 2000 domain.



Note that the security APIs do not return a good description when del egation doesn? work. In most cases, the
returned error iIsSRPC_S SEC PKG_ERROR, indicating that a security-package-specific error has occurred.

\.'f

- " = |If you are having problems getting del egation to work, and you think you have met dl the
- . requirements for delegation, just try rebooting all the involved machines. If thisworks, don?
ask mewhy.

Cloaking

Cloaking doeswhat the delegation level impersonation was supposed to do?make ServerC see the identity of caller
as ClientA and not ServerB.

In order to use cloaking, the impersonation level between ClientA and ServerB should be at least

RPC_C IMP_LEVEL_IMPERSONATE, and the impersonation level between ServerB and ServerC should be
RPC_C IMP_LEVEL_DELEGATE. Notethat ClientA need not use delegate level impersonation. However,
without delegation level impersonation, the access to the network resource will be denied from ServerB.

Besdes specifying delegation level impersonation, ServerB aso needsto indicate that it intendsto cloak the
credentias of the impersonating thread. Specifying the cloaking flag in the authentication capabilities parameter of the
security blanket doesthis.

Windows 2000 supports two types of cloaking?atic (EOAC_STATIC _CLOAKING) and dynamic
(EOAC_DYNAMIC_CLOAKING). With gatic cloaking, the client? credential s are determined during the first
cal on aproxy (or whenever | ClientSecurity:: SetBlanket is called). With dynamic cloaking, the client? credentids
are determined each time acall is made on the proxy.

The following code fragment shows how ServerB can set the proxy on the ServerC object for dynamic cloaking:

STDVETHODI MP CMySer ver B: : Dol t (?
{

2
CConPtr<l dientSecurity> spCient Sec;
hr = spServerC >Querylnterface(&pdientSec);
hr = spd i ent Sec->Set Bl anket (spServer C,
RPC_C_AUTHN_DEFAULT,
RPC_C_AUTHZ_DEFAULT,
NULL,
RPC_C_AUTHN_LEVEL_DEFAULT,
RPC_C_| MP_LEVEL_DELEGATE,
NULL,
EQAC_DYNAM C_CLQOAKI NG ;
2
hr = spServer C >Dol t (&bsCQut put) ;
}

With this code in place, when ClientA calls ServerB, ServerB can accessthe local aswell as the network resource.
When ServerB cdls ServerC, ServerC seesthe caller? identity as ClientA and can accessthe locd file. The results



of the experiment are summari

zedin Table 7.8.

Table?.8. Reaults of Various Impersonation Levels

Level Local resourcefrom ServerB  |Network resource from Local resource from ServerC
ServerB

Anonymous Bad impersonation level Bad impersonation level Access denied instantiating
ServerC

| dentify Bad impersonation level Bad impersonation level Access denied instantiating
ServerC

Impersonate oK Access denied Access denied

Delegate oK oK Access denied

Cloaking oK oK oK

I dentity and Authentication Services

The seventh parameter to ColnitializeSecurity, pAuthLig, isused to specify the identity that should be used with an
authentication service. The structure that is pointed to by pAuthinfo, along with some other relevant C structures, is

asfollows

typedef struct tagSOLE AUTHENTI CATI ON LI ST

{
DWORD cAut hl nf o;

SOLE_AUTHENTI CATI ON._|
} SOLE_AUTHENTI CATI ON_LI

typedef struct tagSOLE AUTHENTI CATI ON_| NFO

{
DWORD dwAut hnSvc;

DWORD dwAut hzSvc;
voi d *pAut hl nf o;

NFO *aAut hl nf o;
ST;

} SOLE_AUTHENTI CATI ON_| NFO,

typedef struct _SEC W NNT_AUTH | DENTI TY_W {

unsi gned short *User;

unsi gned | ong User Lengt h;

unsi gned short *Donmai

n;

unsi gned | ong Donai nLengt h;
unsi gned short *Password;
unsi gned | ong Passwor dLengt h;

unsi gned | ong Fl ags;

} SEC_W NNT_AUTH_I DENTI TY_W

typedef struct _SEC W NNT_AUTH | DENTI TY_EXW {
unsi gned | ong Versi on;

unsi gned | ong Lengt h;
unsi gned short *User;

unsi gned | ong User Lengt h;




unsi gned short *Donmai n;

unsi gned | ong Domai nLengt h;

unsi gned short *Password;

unsi gned | ong Passwor dLengt h;

unsi gned | ong Fl ags;

unsi gned short * Packageli st;

unsi gned | ong PackagelLi st Lengt h;
} SEC W NNT_AUTH | DENTI TY_EXW

The SOLE_AUTHENTICATION_LIST structure contains a pointer to an array of
SOLE_AUTHENTICATION_INFO structures. Each SOLE_ AUTHENTICATION_INFO structure identifies an
authentication service, the authorization service to be used with the authentication service, and the identity to be used
with the authentication service. For NTLM and Kerberos packages, the identity is defined by the

SEC WINNT_AUTH_IDENTITY_W gructure. For Snego, the identity is defined by the

SEC WINNT_AUTH_IDENTITY_EX_W structure,

When COM+ negotiates the default authentication service to be used for aproxy, it usesthe information pointed to
by pAuthinfo to obtain the identity that should be associated with the authentication service. If pAuthinfoisNULL,
COM + usesthe process identity to represent the client.

Parameter pAuthinfo isuseful for aclient that wantsto use adifferent identity for making callson the proxy. The
following code snippet shows how aclient can associate an identity for an authentication service. The code specifies
the same identity for NTLM and Kerberos services.

/1 Auth ldentity structure
SEC W NNT_AUTH | DENTI TY_W aut hi denti ty;
Zer oMenmory( &aut hidentity, sizeof(authidentity) );

aut hidentity.User = L"pvguest";

aut hidentity. UserLength = wesl en( authidentity. User );

aut hidentity. Domain = L"pvhone";

aut hi dentity. Domai nLengt h = wesl en( authi dentity. Domain );

aut hidentity. Password = L"nypassword";

aut hidentity. PasswordLength = wesl en( authidentity. Password );
authidentity. Flags = SEC W NNT_AUTH | DENTI TY_UNI CODE;

SCLE_AUTHENTI CATI ON_I NFO aut hl nf o[ 2] ;
Zer oMenory( aut hl nfo, sizeof( authinfo ) );

/'l Kerberos Settings

aut hl nf o[ 0] . dwAut hnSvc RPC_C_AUTHN_GSS_KERBERGCS ;
aut hl nf o[ 0] . dwAut hzSvc RPC_C_AUTHZ_NONE;

aut hl nf o[ 0] . pAut hl nfo = &aut hi dentity;

/1l NTLM Settings

aut hl nf o[ 1] . dwAut hnSvc RPC_C_AUTHN_W NNT;
aut hl nf o[ 1] . dwAut hzSvc RPC_C_AUTHZ_NONE;
aut hl nfo[ 1] . pAut hl nfo = &aut hi dentity;

SCLE_AUTHENTI CATI ON_LI ST aut hLi st ;

aut hLi st. cAuthlnfo = 2;

aut hLi st. aAut hl nfo = aut hl nf o;

HRESULT hr = ::ColnitializeSecurity(
NULL, /1 Security descriptor
-1, /1 Count of entries in asAuthSvc
NULL, /'l asAut hSvc array

NULL, /'l Reserved for future use



RPC_C_AUTHN_LEVEL_DEFAULT, /1 Authentication |evel

RPC C | MP_LEVEL | MPERSONATE, /1 | npersonation |evel

&aut hLi st , /1 Authentication Information
EOCAC_NONE, /1 Additional capabilities
NULL /1 Reserved

)

?

Note that the identity information set for an authentication service via Col nitializeSecurity is gpplicable only for
proxiesthat the client obtains. It isnot valid for activating the object that is done via CoCreatel nstanceEx or its
friends, CoGetClassObject, CoGetlnstanceFromFile, etc. Thisdigtinction isvery important. If adifferent identity
needs to be used during activation, these functions accept an argument of the type COSERVERINFO. We used one
of the member variables of this structure earlier to specify the name of the machine for remote object ingtantiate.
Another variable of this structure, pAuthinfo, points to astructure of type COAUTHINFO that can be used to
Specify adifferent identity while activating an object. Usng COAUTHINFO isleft as an exercise for the readers.
Hint: the usageisvery smilar to SOLE_ AUTHENTICATION_INFO.

Also note that pAuthlnfo can only be used under Windows 2000. It must be set to NULL on aWindowsNT
4.0-based system.

Client Acting asa Server

So far we have tried setting parameters on Col nitidizeSecurity that make sensefor aclient. However, there are cases
when aclient could act as a server. For such cases, it makes sense to specify server-sde vauesfor
ColnitidizeSecurity.

The most common case when aclient is a server occurs when the client creates a sink object and handsit to the
sarver. Theintention isthat the server will invoke methods on the sink object when it detects an interesting event.

To demonstrate the problem with such callbacks, let? devel op a component that takes an interface pointer from the
client and cdls back on the interface. The following code fragment shows the interfacesinvolved and the server
implementation of theinterface:

/!l Interface definitions
interface ICall M : | Unknown

{
HRESULT Hel | o();
}s

interface | MyServer X : | Di spatch

{
HRESULT Advise([in] |CallMe* pCall Me);
H

Il MyServer X. cpp ?lnpl enentation

STDMETHODI MP CMySer ver X: : Advi se( | Cal | Me *pCal | Me)

{
HRESULT hr = pCal | Me->Hel |l o();

if (FAILED(hr)) {
return Error(_T("Error invoking the sink"),
__uui dof (1 MyServer X), hr);



}

return S_CK;
}

Try to create a COM+ gpplication to run under a specific user account. For my test case, it isusera. Add the
component to this application.

Now let?write the client code that creates a sink object and calls Advise on the server object, passing the sink
object asaparameter. The code snippet isasfollows:

class CCallMe : public ICall M, public CConthject Root
{
publi c:

CCal I Me() {}

~CCal I Me() {}

BEG N_COM MAP( CCal | Me)
COM | NTERFACE_ENTRY( | Cal | Me)
END_COM MAP( )

STDVETHODI MP Hel | o()

{
. MessageBox(NULL, _T("Hello"), _T("Sink"), MB OK);
return S_CK;

}
}s

int WnMin(?
{
::Colnitialize(NULL);

CConPt r <CConbj ect <CCal | Me> > spCal | Me;

HRESULT hr = CConthj ect <CCal | Me>: : Creat el nst ance(&spCal | M) ;
_ASSERT ( SUCCEEDED( hr));

spCal | Me- >l nt er nal AddRef () ;

SERVERXLI b: : | MyServer XPtr spSvr X(
__uui dof ( SERVERXLIi b: : MyServer X)) ;
spSvr X- >Advi se(
rei nterpret_cast <SERVERXLi b: : | Cal | Me*>
(static_cast<lCall Me*>(spCal |l Me)));

}

Note that the client doesn? call ColnitializeSecurity explicitly. COM will automatically call it when generating the
proxy for the IMyServerX interface.

Run the client application under an account other than the one specified for the server.

When the server triesto cal Hello on the client? ink, it getsan E. ACCESSDENIED error. Thisis because, when
COM cdls ColnitidizeSecurity, it sets up the default accessfor the client process to be accessed only by the client
identity. Since the server is running under a different account, it cannot accessthe client? process, resulting in a
falure

Thefirgt parameter to ColnitidizeSecurity, pSecDesc, is used to set up the default access permissonsfor the client



process. If this parame-ter is specified asNULL, then COM sets up the access control so that any identity can
accesstheclient, asfollows:

hr = ::ColnitializeSecurity(
NULL, /1l open access to everyone
-1,
NULL,
NULL,

RPC_C_AUTHN_LEVEL_DEFAULT,
RPC_C | MP_LEVEL_| DENTI FY,
NULL,

EOAC_NONE,

NULL) ;

Though this solves the problem of the server caling back into the client, it opens up the client process to be accessed
by anybody. Thisisnot desirable.

Instead of specifying NULL for pSecDesc, we need to specify those users who can accessthe client. In our casethis
ISjust one user?heidentity under which the server is running.

Parameter pSecDesc is a polymorphic pointer whose interpretation is based on the flag specified in dwCapabilities,
the eighth parameter to Col nitidizeSecurity.

If dwCapabilities specifies EOAC_NONE, then pSecDesc points to a Windows security descriptor. COM usesthis
security descriptor to set up the access permission on the client process.

If dwCapabilities specifiesEOAC_APPID, pSecDesc pointsto aGUID of an ApplD intheregistry. In this case,
COM obtains al the security settings from the registry.

Both of the above approachestie COM to the underlying platform.

To specify the access control in a platform-independent way, COM defines a standard interface called
I AccessControl. Using thisinterface, you can alow or deny access to specific users.

To use | AccessControl with ColnitiaizeSecurity, dwCapabilities should be specified as
EOAC_ACCESS CONTROL. Inthiscase, COM expects pSecDesc to point to the | AccessControl interface
pointer.

Y ou don? have to implement this interface (although you can). COM provides a default implementation under a
component named CLSID_DCOMA ccessContral.

The following code fragment shows how to alow accessto auser using the | AccessControl interface:

void InitializeSecurityWthAccessControl ()

{
CConPt r <l AccessControl > spAC,



HRESULT hr = :: CoCreatel nstance(CLSI D DCOMAccessControl, NULL,
CLSCTX | NPROC SERVER, |1D I AccessControl, (void**) &spAC);
_ASSERT ( SUCCEEDED( hr));

ACTRL_ACCESSW access;
ACTRL_PROPERTY_ENTRYW pr opEntry;
access.cEntries = 1;

access. pPropertyAccessLi st = &propEntry;

ACTRL_ACCESS ENTRY_LI STW entrylLi st ;
propEntry. | pProperty = NULL;

propEntry. pAccessEntrylLi st = &entrylist;
propEntry. fListFlags = 0;

ACTRL_ACCESS_ENTRYW ent ry;
entrylList.cEntries = 1,
entryLi st. pAccesslList = &entry;

/1 Set up the ACE

entry. Access = COM Rl GHTS_EXECUTE;
entry. ProvSpeci fi cAccess = 0;
entry. I nheritance = NO_|I NHERI TANCE;

entry. | plnheritProperty = NULL;

/1 allow access to "usera"

entry. fAccessFl ags = ACTRL_ACCESS ALLOWED;
entry. Trustee. TrusteeForm = TRUSTEE | S_NAME;
entry. Trust ee. Trust eeType TRUSTEE | S _USER,
entry. Trustee. ptstrName = L"PVHOVE\\ userb";
entry. Trustee. pMil tipl eTrustee = NULL;

entry. Trustee. Mul ti pl eTrust eeQperati on = NO MILTI PLE TRUSTEE;

hr = spAC- >G ant AccessRi ght s(&access);
_ASSERT ( SUCCEEDED( hr));

hr = ::ColnitializeSecurity(
static_cast <l AccessControl *>(spAC),
-1,
NULL,
NULL,

RPC_C_AUTHN_LEVEL_DEFAULT,
RPC_C_| MP_LEVEL_| DENTI FY,
NULL,

EOAC_ACCESS_CONTRQL,
NULL) ;
_ASSERT ( SUCCEEDED( hr))

}

Y ou may be wondering how you can Col nitidizeSecurity after an object has been ingtantiated. ColnitializeSecurity
can be caled just once and COM would dready have caled it while instantiating the object.

Recdl that ColnitidizeSecurity isinvoked only when the client first gets a proxy. The interface pointer returned from
Instantiating the access control object isadirect pointer and not a proxy. Hence, COM had no need to call
ColnitializeSecurity.

Adjusting Security for a Proxy

ColnitidizeSecurity sets up process-wide default vaues for the security settings. Any proxy that gets created within
the client process inherits these values for setting up the security blanket.



Sometimes the client may need fine-grained security control on callsto particular interfaces. For example, the
authentication might be set a alow leve for the process, but callsto a particular interface may requireahigh level
authentication, such aswhen auser is passing credit card information over thewire.

Similar to interface | ServerSecurity that is available for servers, COM defines another interface, 1ClientSecurity, for
clients. Thisinterface isavailable on the proxy manager (5] for each remoted object that the client holds. A client can
obtain the interface pointer by calling QueryInterface for 11D _IClientSecurity on any interface of the remoted object.

[5] Recall from Chapter 5 that a proxy manager acts as the client-side entity for the remote object.

- | If QueryInterface for IClientSecurity fails, either the client has adirect pointer to the object or
—4 the object isremoted by some custom marshaer that does not support security.

Following isthe IDL definition of interface | ClientSecurity:

interface ICientSecurity : |Unknown

{

/] Cbtain the current security blanket information
HRESULT QueryBl anket (

[in] IUnknown *pPr oxy,

[out] DWORD *pAut hnSvc,

[out] DWORD *pAut hzSvc,

[out] OLECHAR **pSer ver Pri ncNane,
[out] DWORD *pAut hnLevel ,

[out] DWORD *pl npLevel ,

[out] void **pAut hl nf o,

[out] DWORD *pCapabilites );

/1 Modify the security bl anket
HRESULT Set Bl anket (

[in] IUnknown *pPr oxy,

[in] DWORD dwAut hnSvc,

[in] DWORD dwAut hzSvc,

[in] OLECHAR *pSer ver Pri ncNane,
[in] DWORD dwAut hnLevel ,

[in] DWORD dwl npLevel ,

[in] void *pAut hl nf o,

[in] DWORD dwCapabilities );

/'l Make a copy of the specified proxy
HRESULT CopyProxy (

[in] IUnknown *pPr oxy,

[out] I Unknown **ppCopy );
}

Method QueryBlanket (and its equivaent helper API, CoQueryProxyBlanket) issmilar in functiondity to
| ServerSecurity::QueryBlanket.

Method SetBlanket (and its equivaent helper API, CoSetProxyBlanket) can be used to modify the current security
settings for aspecific interface proxy. We used this method earlier when we were discussing delegation. The
following code snippet bumps up the authentication leve to packet encryption. Thisisroutingly done for secure credit



card transactions.

hr = spd i ent Sec->Set Bl anket (pCredi t Car dSer ver,
RPC_C _AUTHN DEFAULT,
RPC_C AUTHZ DEFAULT,
NULL,
RPC_C AUTHN LEVEL_ PKT_PRI VACY,
RPC C | MP_LEVEL_DEFAULT,
NULL,
EOCAC_NONE) ;

Thefirst parameter to the method isthe proxy for the specific interface for which the security settings need to be
changed.

Note that the new settings apply to any future caler of this particular interface within the same context. However, you
can cdl IClientSecurity::CopyProxy (or its helper function, CoCopyProxy) to make a private copy of theinterface
proxy). SetBlanket can then be called on the copy, thereby ensuring that other calers are not affected.

<BACK NEXT >
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Summary

In this chapter, we looked at various security issues to be considered when using COM servers and COM clients.
We |earned the security basics of the Windows platform and looked at the security mode provided by COM.

The COM security mode provides many security settings that can be configured. Some security parameters are
completely controlled by the client, some by the server, and the rest can be controlled either by the client or the
server. COM+ negotiates the security blanket between the client and server.

The client dictates the impersonation level to be used during communication. We examined the implications of various
levels of impersonation.

The security mechanism under COM can be subdivided into declarative security and programmiatic security. Using
declarative security, such as assgning user roles to an gpplication, one can control access to a component without
complex programming.

A finer control can be obtained by |etting the server and the client programmatically define their individua security
parameters.

Finally, we looked at programmatic aspects of security from the server? perspective aswell asfrom the client?

perspective.
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Chapter 8. Transactions

In an enterprise system, maintaining the integrity of dataacross various applications and machinesiscritical.
Regardless of the scope of the application, at least some aspects of transaction processing have to be implemented to
guarantee the integrity of the data. However, developing code to handle data integrity can be very chdlenging. Inthis
chapter, we will look &t theissuesinvolved and examine how the transaction support under COM+ helps smplify
component development.

<BACK NEXT >
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The Stock Trader

We need an example to explore the transaction support under COM+. As | have dabbled in trading stocks over the
Internet, | would like to use asmple stock trading system as an example. Asfor those lessons learned when trading
stocks, | will leave that for another book.

Our brokerage firm, MyBroker.com, alows clients to trade stocks over the Internet. In order to do so, aclient has
to maintain an account with the firm.

Figure 8.1 identifies the requisite components to set up our stock trading system. The figure aso illustratesthe
interaction between these components.

Figure8.1. A sample stock trading system.

IS Server }
)\ —

Stock

Exchange
DLL

Web Client

Thetrading system is based on athree-tier Windows DNA strategy.

The presentation layer (thefird tier) isaWeb-based user interface.

The businesslogic (the second tier) consists of three components: AccountMgmt.DLL, StockExchange.DLL, and
TradeMgmt.DLL.

The datafor the clients and the stocks is stored in two different databases (the third tier): AccountsDB and


http://www.MyBroker.com

StocksDB.

The account management component maintains the clients?accounts. The sock management component maintains
the stocks™database. The trade management component lets the client buy astock. It interacts with the other two
components to update the respective databases.

The Database L ayer
In this application, the Microsoft Data Engine (M SDE) will be the database server. It isaMicrosoft SQL Server

7.0-compatible data storage server and is packaged with Microsoft Office 2000. Details of ingtalling MSDE can be
foundinthe MSDN article ?Creating and Deploying Access Solutions with the Microsoft Data Engine



Richard 80000

To create this database, run the following SQL statements:

creat e dat abase Account sDB

go
use Account sDB

create table Accounts ([Client] varchar (15) NOT NULL,

[ Bal ance] int NOT NULL)
create unique index Cient on Accounts([Cient])
insert into Accounts Values ('Don', '100000'")
insert into Accounts Values ('Chris', '90000")
insert into Accounts Values (' Richard', '80000")
go
qui t

The go SQL statement explicitly forces the execution of preceding SQL statements. For more information on SQL

satements, consult the M SDE documentation.

The Stocks Database

The StocksDB database maintains information on the stocks that are currently traded on our fictitious stock
exchange. It contains one table, Stocks, that defines three fields, Symbol (for stock symbals), Shares (number of
outstanding shares for the stock that may be purchased a the market price), and MarketPrice (current market price

for the stock). Table 8.2 showsthe data stored in the Stocks table.

Table?.2. StocksDB Database

Symbol Shares MarketPrice
MSFT 50000 %5
INTC 30000 &)

To create this database, run the following SQL statements:

create database StocksDB
go
use St ocksDB
create table Stocks ([Synbol] varchar (5) NOT NULL,
[ Shares] int NOT NULL,
[ Market Price] int NOT NULL)
create uni que index [Synbol] on Stocks([Synbol])
insert into Stocks Values (' MSFT', '50000', 95)
insert into Stocks Values ('INTC, '30000', 75)
go
qui t

Now let? take alook at the various components of the businesslogic.

The Business Logic




The Account Management Component

Component AccountMgmt.DLL is used to update the AccountsDB database. It has just oneinterface,
[ AccountMgr, that supports just one method, Debit. The interface is defined asfollows:

interface | AccountMgr : |Dispatch

{
}s

HRESULT Debit([in] BSTR bsCient, [in] |ong | Anount);

Method Debit decreases the account bal ance of the specified client by the amount specified. Theimplementation is
shown in thefollowing code fragment:

STDVETHODI MP CAccount Mgr : : Debi t (BSTR bsd ient, |ong
| Amount )

{

try {
ADOConnectionPtr spConn = OQpenAccount sDB();

| ong | CurrentBal ance = Get Bal ance(spConn, bsCient);
if (lCurrentBal ance < | Anbunt) {
return Error(_T("Not enough bal ance"),
GU D_NULL, E FAIL);

}
| ong | NewBal ance = | CurrentBal ance - | Amount;

Updat eBal ance(spConn, bsdient, | NewBal ance);
}

catch(_comerroré& e) {
return Error(static_cast<LPCTSTR>(e. Description()),
GUI D_NULL, e.Error());

}

return S_OK;
}

The code snippet here uses Microsoft? Active Data Objects (ADO) to manipulate the database. ADO simplifies
programming by isolating the details of underlying ODBC (Open Database Connectivity) drivers and/or native OLE
DB drivers. In the smulation program, ADO uses anative OLE DB driver called SQLOEDB to accessthe MSDE
database. Covering ADO is beyond the scope of this book. However, the code snippets that | will be presenting
should illustrate the use of ADO interfaces clearly. More information on ADO can be found on the Microsoft
platform SDK documentation. In particular, the SDK article, ?Migrating from DAO to ADO using ADO with the
Microsoft Jet Provider 7Hen-99] has agreat introduction to ADO.

Method Debit calls OpenAccountsDB to open the AccountsDB database. It then calls GetBalance to obtain the
balance for the specified client. Findly, it cals UpdateBa ance to update the account balance for the client. The
implementation of these methodsis asfollows.

/!l File StdAfx.h

#inmport "c:\programfiles\common fil es\systen ado\ msadol5.dl "\
rename ( "EOF", "adoECF" )

typedef ADCDB:: ConnectionPtr ADOConnecti onPtr;

typedef ADODB:: RecordsetPtr ADORecordsetPtr;

#defi ne CHECKHR(hr) \



{ if (FAILED(hr)) _com.ssue_error(hr ); }
/1 File Account Myr.cpp

ADCOConnect i onPtr CAccount Myr: : OpenAccount sDB()
{
ADCConnect i onPtr spConn;
HRESULT hr =
spConn. Cr eat el nst ance(__uui dof ( ADODB: : Connecti on));
CHECKHR( hr) ;

/1 Use native OLE DB driver for MSDE when connecting to
/1 to the database
_bstr_t bsDSN = "provi der=sql ol edb; dat abase=Account sDB";
_bstr_t bsUser = "sa";
hr = spConn->0pen (bsDSN, bsUser, (LPCTSTR) NULL, NULL);
CHECKHR( hr) ;
return spConn;

}

| ong CAccount Myr: : Get Bal ance( ADOConnecti onPtr spConn,
BSTR bsd i ent)

{
ADORecor dset Ptr spRS;
HRESULT hr = spRS. Creat el nst ance(__uui dof (ADODB: : Recordset));
CHECKHR( hr) ;

/1 Construct a SQ. query
TCHAR buf [ 256] ;
_stprintf(buf,
_T("SELECT * FROM Accounts WHERE [client] ="'%5 "),
(LPCWSTR) bsdient);

/1 Get the recordset

_variant _t vConn = static_cast<l Di spat ch*>(spConn);

hr = spRS->Open(buf, vConn, ADODB::adOpenKeyset,
ADCDB: : adLockPessi mi stic, ADODB::adCndText);

CHECKHR( hr) ;

return spRS->Fi el ds->Iteni"Bal ance"] - >Val ue;
}
voi d CAccount Myr: : Updat eBal ance( ADOConnecti onPtr spConn,
BSTR bsd ient, |ong | Bal ance)
{
/1 Construct a SQL statenent to update the bal ance
TCHAR buf[ 256];
_stprintf(buf,
_T("UPDATE Accounts SET Bal ance = % d WHERE
[client] = "'9%6 "), |Balance, (LPCWSTR) bsdient);

/!l Execute the SQ. statenent
_variant_t vRecordCount;
spConn- >Execut e( buf, &RecordCount, -1);

}

In the code above, if any ADO cdll fails, an exception of type_com_error isissued and further processing is stopped.

The Stock Exchange Component

This component supports one interface, IStockMgr. Theinterfaceis described asfollows:

interface | StockMgr : 1D spatch



{
HRESULT BuyStock([in] BSTR bsSynbol, [in] |ong | Shares,
[out, retval] |ong* pl Val ue);

}s

Method BuyStock checksto seeif the requested stock symbol and the requested number of shares are availablein
the StocksDB database. If amatch isfound, it reduces the number of available sharesin the database and returnsthe
totd vaue of the trade, which isthe product of the number of requested shares and the market price of the stock.
Theimplementation for thismethod follows:

STDMVETHODI MP CSt ockMyr : @ Buy St ock( BSTR bsSynbol ,
| ong | Request edShares, |ong *pl Val ue)

{

try {
ADOConnecti onPtr spConn = OpenStocksDB();

| ong | Avai |l abl eShares, | MarketPrice;
Get St ockl nf o(spConn, bsSynbol, | Avail abl eShar es,
| Mar ket Pri ce);
i f( |Avail abl eShares < | Request edShares) {
return Error(_T("Not enough shares"),
GUI D_NULL, E_FAIL);
}

/!l Reduce the avail abl e nunber of shares
| Avai | abl eShares -= | Request edShar es;
Updat eAvai | abl eShar es(spConn, bsSynbol, | Avail abl eShares);
*pl Val ue = | Request edShares * | Market Pri ce;
}

catch(_comerror& e) {
return Error(static_cast<LPCTSTR>( e.Description()),
GUI D_NULL, E_FAIL);
}

return S_OK;
}

The code here references two methods, GetStockinfo and UpdateAvailableShares. Their implementation issmilar to
those we saw earlier for the account management component. Consequently, the implementation is not shown here.

The Trade Management Component

Our find component of the businesslogic, the trade manager, is responsible for the overal management of buying
stocks. It supports an interface, I TradeMgr. The interface is defined asfollows:

interface | TradeMgr : 1D spatch

{
HRESULT BuySt ocks([in] BSTR bsCient, [in] BSTR bsSynbol,
[in] long I Shares);
H

Interface method BuyStocks attempts to buy the specified number of shares for the specified stock on behalf of the
specified client. To accomplish this, the trade manager interacts with the other two components of the businesslogic.
Theimplementation for thismethod isasfollows:

STDMETHODI MP CTr adeMyr : : BuySt ocks(BSTR bsd i ent, BSTR bsSynbol ,
| ong | Shares)

{



try {
/1

/1 First operation - Cbtain the stocks.

/1

| St ockMgr Ptr spSt ockMgr (__uui dof (St ockMyr) ) ;

I ong | Anbunt = spStockMyr->BuySt ock(bsSynbol, | Shares);

/1

/1 Second operation - Debit the clien't account bal ance

/1

| Account Mgr Ptr spAccount Myr (__uui dof (Account Myr));

spAccount Myr - >Debi t (bsC i ent, | Anmount);
}catch(_comerror& e) {

return Error(static_cast<LPCTSTR>( e.Description()),

GUI D_NULL, e.Error());

}

return S_CK;
}
The Simulation

Condder the case when one of the clients, say, Don, wantsto buy 100 shares of MSFT. The following VbScript
code showsthelogic:

set TradeMgr = Createbject (" TradeMynt. TradeMyr")
TradeMyr. BuySt ocks "Don", "MSFT", 100

When this code is executed, 100 shares of MSFT are removed from the StocksDB database, and Don? account
baanceis debited by $9500 (recall that the market price of MSFT was $95).

To verify that the transaction succeeded, you can query the databases by running osgl.exe. Thisisleft asan exercise
for you.

Now, consider another scenario. Let? say another client, Chris, wantsto buy 1000 shares of MSFT. The following
VBScript code showsthelogic:

set TradeMgr = Createbject (" TradeMgnt. Tr adeMyr™)
TradeMyr. BuySt ocks "Chris", "MSFT", 1000
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Transaction Theory

For our brokerage firm example, a 2uy stockransaction consists of the following two operations.

Reduce the number of available sharesfor the specified stock in the StocksDB database.

Dehit the balance in the AccountDB database.

A transaction must be such that it entirely succeeds or entirdly fails. Thisimpliesthat al of the operationsinvolved in
the transaction must be updated successfully or nothing should be updated &t al. Thisdl-or-nothing proposition of a
transaction iscdled atomicity.

A transaction must be consistent. Any individua operation within atransaction may leave the dataiin such asate that
it violates the system? integrity. In our case, after the completion of the first operation, some shares have been taken
out of the market. After the completion of the second operation, either the system should roll back to the original
sate (restore the shares that were taken out), or, upon success, go to anew state that still maintains the overal
integrity of the system.

Now consider the case of concurrent transactions. Suppose that 100 shares of astock X are availablein the
StocksDB database, and transaction A, congisting of two operations, isin progress. Thefirst operation has added 50
shares of X into the StocksDB database. This change should be committed only if the second operation succeeds.
However, before the second operation completes, another transaction, B, triesto obtain 125 shares of X from the
database. Transaction B is able to use the uncommitted changes from transaction A; it actually sees 150 shares of X
in the database. Thisis problematic. What happensif the second operation of transaction A failsand thusthe first
operation hasto be rolled back? Transaction B has been infected with data that never redly existed.

To avoid such problems, the system should isolate the uncommitted changes. Transaction B should only be ableto
seethe datain the state before transaction A begins or in the state after transaction A completes, but not in some
half-baked condition between the two states.

Findly, atransaction must be durable, that is, when atransaction is committed, the data sources involved must
guarantee that the updates will persist, even if the computer crashes (or the power goes off) immediately after the
commit. This requires specialized transaction logging that would allow the data source? restart procedure to
complete any unfinished operation.

Atomicity, consstency, isolation, and durability; atransaction should support these properties. Thisisthe ACID test
for transactions.



Mogt transactions are not reversible. However, someirreversble transactions can be undone
: by applying an equa but opposite transaction. An example of such apair of operationsis

registering and unregistering aCOM server. A transaction that can undo another transaction is
referred to as a compensating transaction.

At thispoint, it isworth considering what implications this has on the underlying components. How on earth can you
ensure that the changesin the system can be unwound if the transaction is aborted at some point? Even for our

relatively smple example with just two operations, it isnot atrivia task. Think about atransaction that involves many
such operations.

Fortunately, COM+ provides the infrastructure to ease dedling with transactions.

Let? seeit in action.
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COM+ Support for Transactions

At 25,000 fest, the support for transaction under COM+ isvery straightforward. A transaction spans across many
objects (that may access different databases). If an operation from any one object involved in the transaction fals, it
indicatesitsfallure statusto COM+. The COM+ infrastructure can then roll back the changesto al the databases
involved in the transaction.

A little darificationisin order. All the operationsin atransaction need not always ded with databases, though a
database operation isthe most frequent use-case. Sending an e-mail or copying afile, for example, could also be
considered as part of the transaction, and may require arollback. Generally speaking, rollbacks are applied to any
transactional resource, a database being just one such resource.

Two basic questions arise;

How does the COM+ infrastructure know if an object will participate in atransaction?

How does the object indicate, or vote, on the status of its operation?

Let?tackle the first question.

Configuring Transactions

COM + defines an attribute on a component called the transaction attribute. By setting this attribute, a component
tells COM+ to manage transactions on its behalf. When the component? object is activated, COM+ looks at the
transaction attribute to determine the type of transaction protection it must provide in the object? context.

Why can? COM+ assume that a component will always participate in a transaction?

Forcing every object to participatein atransaction is not practical. The overhead of adding transaction protection to
the context object is not acceptable for acomponent that has no interest in supporting a transaction.

The transaction attribute can be set from the Component Services snapin. The property-page for setting transactional
attributesis shownin Figure 8.2.

Figure 8.2. Transactional settings on a component.



AccountMgmt.Account™gr.1 Properties

The transaction attribute can be set to one of the following vaues:



activator? transaction nor begin atransaction of its own, nor will it propagate the caller? transaction to any

object that it activates. Thisvalue should be chosen if you wish to break the continuity of an existing
transaction.

Not supported isthe default vaue for al components.



Programmatic Voting

Once the components are set to participate in atransaction, each of the component? objects participating in the
transaction has to indicate the outcome of its operation(s) individualy.

Recdl from Chapter 5 that, for a configured component, the state of the context object is available to the
component? object viainterface | ContextState. This interface has amethod on it caled SetMyTransactionVote.
Following isits prototype:

HRESULT Set MyTr ansacti onVot e( Transacti onVote txVote);

Parameter txV ote can be set to one of two possible values: TxAbort to indicate that an operation failed, and
TxCommit to indicate that the operation succeeded.

L et? revise the account management code to use SetMyTransactionVote. The following code fragment showsthe

changes.

STDVETHODI MP CAccount Myr: : Debi t (BSTR bsd ient, |ong | Anount)

{

}

CConPt r <l Cont ext St at e> spSt at e;

HRESULT hr = :: CoGet Obj ect Cont ext (__uui dof (I Cont ext State),
(void**) &spState);

if (FAILED(hr)) {
return hr;

}

try {
ADOConnecti onPtr spConn = OpenAccount sDB();

I ong | CurrentBal ance = Get Bal ance(spConn, bsCient);
if (lCurrentBal ance < | Anount) {

spSt at e- >Set MyTr ansact i onVot e( TxAbort);

return Error(_T("Not enough bal ance"), GU D _NULL,

E FAIL);
}
| ong | NewBal ance = | Current Bal ance - | Anount;
Updat eBal ance(spConn, bsd ient, | NewBal ance);

}

catch(_comerror& e) {
spSt at e- >Set MyTr ansact i onVot e( TxAbort);
return Error(static_cast<LPCTSTR>(e. Description()),
GQUI D NULL, e.Error());

}
spSt at e- >Set MyTr ansact i onVot e( TxComi t) ;
return S_OK;

Similar changes need to be made to the stock manager and the trade manager components. The following code
fragment shows the changes for the trade management component:

STDVETHODI MP CTr adeMgr : : BuySt ocks(BSTR bsd i ent, BSTR bsSynbol ,

{

[ ong | Shares)



CConPt r <| Cont ext St at e> spSt at e;

HRESULT hr = :: CoGet Obj ect Cont ext (__uui dof (I Cont ext State),
(void**) &spState);

if (FAILED(hr)) {
return hr;

try {
/1

/1l First operation - Cbtain the stocks.

/1

| St ockMgr Ptr spSt ockMgr (__uui dof (St ockMyr) ) ;

l ong | Ambunt = spStockMyr->BuySt ock(bsSynbol, | Shares);

/1

/1 Second operation - Debit the clien't account bal ance

/1

| Account Mgr Pt r spAccount Myr (__uui dof (Account Myr) ) ;

spAccount Myr - >Debi t (bsd i ent, | Anmount);
}catch(_comerror& e) {

spSt at e- >Set MyTr ansact i onVot e( TxAbort);

return Error(static_cast<LPCTSTR>(e. Description()),

GUI D_NULL, e.Error());

}
spSt at e- >Set MyTr ansact i onVot e( TxComi t) ;
return S_CK;

}

Let? run the smulation once again. Remember to set al the three components with the Required transactional
attribute and to reset both the databases to the original values.

For your review, the VBScript code for the base client is shown below:

set TradeMgr = Createbject (" TradeMgnt. Tr adeMyr")
TradeMyr . BuySt ocks "Chris", "MSFT", 1000

When the above code is executed, the transaction will fail, as Chris does not have enough fundsto buy the stock.
Thisresult isthe same as before. However, the difference will become apparent when you examine the StocksDB
database. The number of sharesfor MSFT has not changed, unlike the earlier smulation where 1000 shares of
MSFT just disappeared from the database.

COM+ provided automatic transaction support and rolled back the changes when the transaction failed.

Thisbrings usto anew set of questions?ow did COM+ know the type of resource a component uses? The
smulation program never informed COM+ that it used two M SDE databases. What if the smulation used anormal
file as one of the resources? Each type of resource involved in atransaction requires its own specidized rollback.
Surely, it isnot possible for the COM+ infrastructure to have an intimate knowledge of rolling back changesfor every
possible resource type. How, then, can it still support transactions?

[t? timeto look at the architecture.
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The Architecture

Resource Manager s

COM+ isaninfrastructure. As an infrastructure, it should handle any resource genericaly; and not know the details
of any specific resource.

To access and modify the durable state of aresource in ageneric fashion, COM+ relies on a software component
cdled the Resource Manager (RM).

A resource manager is a software component that has an intimate knowledge of a specific type of resource, such asa
relational database. Under the influence of atransaction, the RM keepstrack of the changes made to the resource. If
the transaction aborts, the RM can roll back these changes on the resource and bring it back to the origina state. A

ample RM, for example, may buffer the changes made to the resource and persist the changes only if the transaction
commits.

There are many commercially available RMs, including the ones for Microsoft SQL Server, Oracle, IBM DB2,
Informix, and Sybase. The database server used in the smulation program, MSDE, also providesits own RM.

When adlient ingtantiates an RM, the client getsa proxy to the RM. OLE DB driversand ODBC driversare
examples of RM proxies. The RM proxy provides APIsto access the RM. Typically, the RM proxy provides COM
interfaces, although it is not arequirement. ODBC drivers, for example, do not provide COM interfaces.

= |, AnRM proxy istypicaly implemented as part of another software component called the

—4 Resource Dispenser (RD). Unlike aresource manager that manages the durable state of a
resource, aresource dispenser manages the non-durable state of the resource, such asthe
number of connectionsto aresource. Wewill cover resource dispensers in Chapter 11 when
we discuss sca ability issues.

A transaction can involve many resource managers who may span multiple machines across the network. If some
operaion in atransaction fails, al the participating resource managers need to be informed o that the changesto the
resources can be rolled back. Thisimpliesthat some service should exist that can coordinate al the resource
managersinvolved in the distributed transaction. This service does exist and is called the Microsoft Distributed
Transaction Coordinator (MS-DTC).

The Distributed Transaction Coordinator

Asthe nameimplies, the Digtributed Transaction Coordinator (DTC) coordinates atransaction that could potentialy
be distributed across the network. More precisely, the DTC manages the resource managers. Based on the outcome
of atransaction, it informs each of the participating resource managersto either abort or commit the changesto their
respective resources.



Each system that needs to use transactions must have the DTC ingtdled. If you ingtall MS SQL Server or MSDE, the
MS-DTC automaticdly getsinstalled.

— |, TheMSDTCisaWindowsNT ser vice that can be started and stopped from the service
— control pand or from the MS-DTC property page in the Component Services snap-in.

A non-transactiond client (transactiond clients let COM+ manage their transactions) can obtain the DTC using the
SDK AP DtcGetTransactionManager and explicitly request to begin anew transaction. The following code snippet
illustrates the process of usngthe DTC:

CConPtr<l Transacti onDi spenser> spTxDi sp;
HRESULT hr = Dt cGet Tr ansacti onManager (

NULL, /1 host nane
NULL, /1 TM nane

__uui dof (I Transacti onDi spenser), /1 interface

0, /1 reserved

0, /1 reserved

0, /1 reserved

(voi d**) &spTxDisp); /1 [out] pointer

CConPt r <l Transacti on> spTx;
hr = spTxDi sp->Begi nTransacti on(

NULL, /1 outer conponent
| SOLATI ONLEVEL_| SOLATED, /1 1solation |evel
| SOFLAG_RETAI N_DONTCARE, /1 1solation flag
NULL, /1 Options

&spTX) ; /1 [out] pointer

. I/ Enlist Rvb and performresource updates

i f (bSuccess) {

spTx->Conmi t (0, XACTTC_SYNC_PHASEONE, O0);
lelse {

spTx->Abort (NULL, O, FALSE);
}

When the non-transactiond client requests anew transaction, the DTC (more precisely, apart of the DTC called the
transaction manager) dispenses the transaction as a pointer to interface | Transaction. The client can then enlist
other appropriate RMsto participate in the transaction.

This COM+ mechanism of |etting a non-transactional component handle atransaction manudly isreferred to as Bring
Y our Own Transaction (BY OT). Aninteresting use of BY OT isto manualy create atransaction with an arbitrary,
long timeout [Mar-00].

The DTC identifies each transaction uniquely asa C structure of type XACTUOW. A client can obtain this
identification by caling I Transaction:: GetTransactionlnfo. Aswe will seelater, COM+ reinterpretsthis structure asa
GUID.

To commit atransaction, the client calls | Transaction::Commit. At this point, the DTC requests each of the enlisted



RMsto commit its changes.

What if one of the RMs run into some internal problem and fails to commit?

Two-Phase Commit

To ensure that the al-or-nothing proposition is maintained for atransaction, the DTC mandates that each RM
attempt the commitment in two phases, prepare and commit.

In the prepare phase, the RM should do everything it takes to ensure that the commit phase does not fall. Itisup to
the developer of the RM to define what verything?means and how to make it happen. All possible interna
problemsthat an RM can run into should be returned as an appropriate error in this phase.

If no problems are encountered during the prepare phase, the RM saves dl of its state information in such a manner
that failure to commit can no longer occur. It then returns from the prepare phase with asuccessful statusindicating
that it is ready to make the changes permanent.

In the commit phase, the RM applies the just-saved state information and makes the changes permanent. This phase
should not fail, unlessit runsinto some catastrophe such as a power shutdown.

With the breakup of atransaction commitment into two phases, the interaction between the DTC and the RMs gets
amplified. Thefollowing isthe dgorithm:

The client requests the DTC to commit the transaction.

The DTC sends a prepare request to each RM that has been enlisted in the transaction. Upon receiving this
request, an RM preparesitsinterna state.

If any RM returns afailure status during the prepare phase, the DTC informs the rest of the RMsto abort
their changes.

If dl the RMsrespond positively to the prepare request, the DTC requests each RM to commiit its changes.

What if the RM runsinto a catastrophic failure, such as a power shutdown, in the middle of the commitment
phase?

It isthe respongbility of the RM to persst itsinternal state after the prepare phase so that it will survive asystem
falure. Recdl that this requirement comes from the durability property of the ACID test.



This brief introduction to the DTC and RM is enough for our current discussion. For more information, check out
Richard Grimes?book, Professional Visual C++ 6 MTS Programming [Gri-99], that has one whole chapter
dedicated to the DTC. Also, see Jonathan Pinnock? book, Professional DCOM Application Devel opment
[Pin-98], for an example of developing your own resource manager and resource dispenser.

Let? see how COM+ supports transactions automatically.

Automatic Transactions through COM +

A configured component indicatesitsinterest in participating in atransaction by means of the transaction attribute.

When an object from such acomponent is activated, COM+ sets up the object? context to handle transactions.

COM+ automatically begins atransaction when it encounters either of the following conditions:
1.

When anon-transactiond client activates an object whose component hasiits transaction attribute set to
either the TRANSACTION_REQUIRED or TRANSACTION_REQUIRES NEW values.

When atransactiond client calls an object whose component has its transaction attribute set to the
TRANSACTION_REQUIRES NEW value.

The object responsible for beginning anew transaction isreferred to asthe root object of that transaction. Aswe
will see shortly, thisroot object has a specid role in completing the transaction.

Asacorollary, an object whose transaction attribute is set to TRANSACTION_REQUIRES NEW will dways be
aroot object.

When the root object is activated, COM+ transparently asksthe DTC for anew transaction. The DTC returns an
I Transaction pointer that COM+ storesin the object? context.

An object that subsequently gets activated within the boundary of thistransaction, and is marked as either
TRANSACTION_REQUIRED or TRANSACTION_SUPPORTED, will share the transaction.

A collection of one or more contexts that share atransaction isreferred to as a transaction stream.

To ensurethat al the contexts within atransaction stream share only one transaction a atime, COM+ mandates a
component that requires atransaction should aso require synchronization. Recall from Chapter 5 that COM+ sets up
such acomponent to run under an activity.



More precisdly, atransaction stream is completely contained inside an activity, but an activity can contain more than
onetransaction stream.

If an object is participating in atransaction, it can obtain itstransaction I D from its context, as shown in the following
code fragment:

CConPt r <I Obj ect Cont ext | nf o> spl nf o;

HRESULT hr = CoCet Obj ect Cont ext (__uui dof (1 Cbj ect Cont ext | nfo),
(void**) &spl nfo);

_ASSERT ( SUCCEEDED( hr));

QU Dtid;
hr = splnfo->CGet Transactionld(&tid);
_ASSERT ( SUCCEEDED( hr));

Note that COM+ returns the transaction ID asaGUID, and not asa XACTUOW structure.

When atransactiona object accesses atransactional resource for thefirst time, the data accesslayer (such asODBC
and OLE DB) accesses the context? transaction automatically and enlists the corresponding RM withthe DTC. In
our smulation program, for example, when the account manager object opens the AccountsDB database using

ADO, the underlying OLE DB driver (SQLOLEDB) enlists the M SDE resource manager withthe DTC inthe
context of the current transaction. This auto-enlistment feature provided by the data access layer smplifies code
development and is fundamental to the declarative programming model of COM+.

Each component participating in the transaction cagisits vote by calling | ContextState:: SetMy TransactionVote, a
method that we have aready seen in action.

A transaction completes when the root object of the transaction is deactivated. At this point, COM+ checksto seeif
al the objects have individualy given their consent to commit the transaction. Depending on the consensus, it either
cdlsITransaction::Commit or I Transaction::Abort on the current transaction.

— |, Thetransactiond objects themsalves do not participate in the two-phase commit process; only
—4 theenlised RMsdo. Infact, the transactiona objects do not even know about the
commitment process, nor do they care.

A transaction aso completes when it exceeds its timeout threshold. Transactions are generaly designed to be
short-lived, aslocking aresource for an extended period of time can cause bottlenecksin the system. To ensure
efficient performance, COM+ definesaglobal timeout period for transactions. The default is 60 seconds, but an
adminigtrator can changeit to any suitable value. COM+ a so provides a configuration setting to override the global
timeout vauefor individuad components.

If atransaction exceedsits timeout threshold, COM+ will deactivate al the participating objects and abort the
transaction.



— ], COM+ 1.0 (the current release) uses a Zerializable?eve of isolation for transactions. This

—4 levd of isolation enforces highest level of locking on the underlying resource, thereby providing
the highest degree of dataiintegrity. In generd, the higher thelevel of resource locking, the
lower the scalability of the gpplication. Under COM+ 1.x (the future release) you will be able
to configure the isolation level on a per-component basis. The root object getsto dictate the
isolation leve for the transaction. Be aware though, that alower level of isolation increasesthe
chances of incorrect data.

Earlier, | said that, in order to commit atransaction, al the objects participating in the transaction need to cast a
positive vote. An obviousimprove-ment that can be madeisthat, instead of requiring all the participating objectsto
cadt apodtivevote, it issufficient that any one participating object casts anegative vote. Thisin fact isthe default
behavior under COM+. Theimplication of thisisthat the developers of atransactional component need not call
SetMyTransactionV ote{ TxCommit) on successful operations. They just need to indicate only the failure status (via
TxAbort).

Lifetime of a Transaction

Congder the following base client VB Script code:

set TradeMgr = Createbject (" TradeMgnt. TradeMyr")
TradeMyr. BuySt ocks "Don", "INTC', 100
TradeMyr . BuySt ocks "Chris", "MSFT", 1000
TradeMgr = NULL

Recall that Chris does not have enough fundsto buy 1000 shares of MSFT; Don, however, does have enough funds
to cover 100 shares of INTC. However, if you execute the above code and check the values stored in the database,
you will find that even Don was unable to buy the shares he wanted. What went wrong?

Recall that atransaction is considered complete only after the root object of the transaction gets deactivated. In the
above lines of code, the root object gets deactivated after executing the two BuyStocks statements. As aresult, both
BuyStocks statements are considered to be part of the same transaction. When the second BuyStocks statement
faled, al the changes, including the one from the first BuyStocks statement, were rolled back.

An obvious solution isto release the root object after the first call to BuyStocks and immediately recreate it before
making the second call.

Though the proposed technique will work, releasing an object and recreating it each timeisvery inefficient.

Fortunately, COM+ offers a better solution.

COM+ provides away to deactivate an object even if the base client has not released it. To make this possible,
COM+ dways returns a proxy pointer to the base client, instead of returning the actud referenceto the object. This
provides COM+ theflexibility to deactivate the actua object while keeping the proxy aive. When the base client
makes amethod call on the proxy, COM+ can transparently reactivate the object. Thisisreferred to as just-in-time
(AT) activation.



JT iscovered in detail in Chapter 11 when we discuss scalability. The important point to note here isthat COM+
enforces a component that requires atransaction to have JIT enabled.

COM+ will automaticaly enforce J T Activation to TRUE and Synchronization as
REQUIRED for any component marked as TRANSACTION_REQUIRED or
TRANSACTION_REQUIRES NEW.



}

spSt at e- >Set MyTr ansact i onVot e( TxCommi t) ;
return S_CK;

}

With this changein place, if you execute the base client VB Script code once again, you will see that thistime Don?
trade would go through and Christrade would fail, just as expected.

Manual Transactions

Allowing COM+ to automatically manage atransaction smplifies component development. However, there aretimes
when the base client would like to control the outcome of atransaction.

To handle this, COM+ provides acomponent caled the TransactionContext class, represented by the PROGID
TxCtx.TransactionObject.

The TransactionContext object supports interface | TransactionContext. Following isits definition, along with ashort
explanation for each interface method:

| TransactionContext : |Dispatch
{
HRESULT Createl nstance([in] BSTR pszProgld,

[retval ][out] VARI ANT *pQbj ect); /1 instantiate an object
HRESULT Commit () ; /1l commit a transaction
HRESULT Abort(); /1 abort a transaction

H

By caling the methods on the I TransactionContext interface, the base client can begin atransaction, compose the
work of one or more COM+ componentsin the transaction, and explicitly commit or abort the transaction. Thisis
illustrated in the following VB Script code snippet:

D mtxCx
Set txCQx = CreateCbject("TxCtx. Transacti onCont ext")

D m Account s
set Accounts = txCtx. Createl nstance("Account Mgnt . Account Mgr")
Accounts. Debit "Don", 10

txCt x. Commi t
nmsgbox " Done"

Note that an object that is activated by caling | TransactionContext::Createl nstance should belong to a COM +
configured component. Each activated object should cast its transaction vote using the context object. However,
using the transaction context, the base client also can participate in the voting process.

Also notice the distinction between an object context and a transaction context. An object context relatesto an
individua object whereas atransaction context isrelated to the overal transaction.
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Compensating Resour ce M anager

A resource manager hasto passthe ACID test; it has to guarantee atomicity, consistency, isolation, and durability.
Given theintricate footwork an RM hasto perform, implementing an RM isnot an easy task.

Let?look at the tasks of atypical RM.

When aclient accesses atransactiona resource, the corresponding RM should support enlistment with the
DTC. The RM may also make atemporary copy of the resource and lock accessto the actual resource (S0
that no other client can useit).

When the primary client attempts to modify the resource, the RM hasto record the change and apply the
change to the copy (not the actua resource).

If the DTC asksthe RM to prepare, the RM hasto play back the recorded sequence, and create an internal
date for the commit phase. Alternatively, an RM may delay the playback to the commit phase, if itis
confident that the updates will not fail.

If the DTC asksthe RM to commit, the RM may use the prepared internal state to commit the changes or
play back the recorded sequence and apply the changes to the resource.

If the DTC asksthe RM to abort, the RM may just discard the prepared interna state (or the recorded
sequence).

Given that alarge portion of functionality is common from one RM to another, areasonable question to ask isif there
isaway to sharethisfunctiondity. Thiswould certainly smplify developing an RM.

It turns out that COM+ designers had dready thought of this possibility. COM+ provides aframework to develop
RMs. An RM developed using thisframework is referred to as a Compensating Resource Manager (CRM).

The developer of aCRM has to write two cooperating components called the CRM worker and the CRM
compensator.

The CRM worker exposes necessary COM objects to the clients. When the client requests that the resource be
modified, the worker smply records the change (usng CRM? service).



The CRM compensator reads the recorded changes (supplied by the CRM service) and either commits or abortsthe
changes.

Note that thereis no direct communication between the CRM worker and the CRM compensator. The only data
that has to be passed from the worker to the compensator is the sequence of changes applied on the resource.

To facilitate storing the sequence of changes, COM+ provides a component caled the CRM clerk. The CRM
worker ingtantiates the CRM clerk and starts recording the changes with the clerk. When the transaction closes,
COM+ launchesthe CRM compensator and calls prepare, commit, or abort in whatever combination that is
appropriate, and plays back the sequence of records to the compensator.

The CRM derk supports an interface, ICrmLogControl. The following isits prototype:

| CrmLogControl : public | Unknown
{
[ propget] HRESULT Transacti onUON[retval ][out] BSTR *pVal);
HRESULT Regi st er Conpensat or (
[in] LPCWSTR pwszProgld,
[in] LPCWSTR pwszDesc,
[in] LONG I CrnRegFl ags) ;
HRESULT STDMETHODCALLTYPE Wit eLogRecor dVari ant s(
[in] VARI ANT *pLogRecord);
HRESULT ForcelLog();
HRESULT For get LogRecord();
HRESULT ForceTransacti onToAbort ();
HRESULT Wi telLogRecord(
[size_is][in] BLOB rgBlob[],
[in] ULONG cBl ob);
H

Method RegisterCompensator is used to associate a CRM worker with a specific CRM compensator. It isthe
responsbility of the CRM worker to cal this method.

Parameter pwszProgld is the PROGID of the CRM compensator that should be associated with the CRM worker.
Parameter pwszDesc describes the CRM compensator. A transaction-monitoring program can use this description

string for display purposes. Parameter |CrmRegF ags specifies the possible phases (prepare, commit, or abort) that
can be passed to the CRM compensator. For example, if the compensator does not do anything specific to abort a
transaction, then CRMREGFLAG_ABORTPHA SE need not be specified as a possible phase.

Method Writel_ogRecord can be used to record a change that is being made to the resource. The datais recorded in
aform caled BLOB (Binary Large Object). A BLOB isadtructure that can carry any opague data as a pointer. The
sructure of the BLOB isdefined asfollows:

struct BLOB{
ULONG cbSi ze; /'l the size of the data
[size_is(chSize)] BYTE* pBl obDat a; //the actual data

};

The CRM worker can record aresource change by passing one or more BLOBS to the method Writel.ogRecord.



Each cdl to Writel.ogRecord resultsin asingle record stored with the CRM clerk. When the transaction compl etes,
the CRM clerk instantiates the CRM compensator and plays back the records in the same sequence asthey were
origindly recaved.

Associating more than one BLOB with asingle record isjust a convenience provided to the CRM worker. The
CRM clerk interndly pastes dl the BLOBS together as one big BLOB.

Method ForceTransactionToAbort can be used to abort atransaction.

Let? turn our attention to the CRM compensator.

A CRM compensator hasto support an interface, |CrmCompensator.

Thefollowing isits prototype:

| CrnConpensat or : public | Unknown

{
HRESULT Set LogControl ( [in] |CrnmlogControl *pLogControl);

/1 Prepare phase

HRESULT Begi nPrepare( void);

HRESULT PrepareRecord( [in] CrnlLogRecordRead crmnlogRec,
[retval ][out] BOOL *pfForget);

HRESULT EndPrepare( [retval ][out] BOOL *pf CkToPrepare);

/1 Commt phase

HRESULT Begi nConmit( [in] BOOL fRecovery);

HRESULT Commit Record( [in] CrnlogRecordRead crnlogRec,
[retval ][out] BOOL *pfForget);

HRESULT EndCommit ( voi d);

/1 Abort phase

HRESULT Begi nAbort( [in] BOOL fRecovery);

HRESULT AbortRecord( [in] CrmlLogRecordRead crmnlogRec,
[retval ][out] BOOL *pfForget);

HRESULT EndAbort( void);

};

Datatype CrmLogRecordRead isa C structure that containsaBL OB (that was previoudy recorded using
Writel_ogRecord) and some other fields that might be useful for debugging.

The compensator should implement code for all three phases, a |least to satisfy the compiler. The DTC entersa
phase by calling the BeginX XX method on that phase, followed by one or more calsto RecordX XX, and completes
the phase by cadling the EndX XX method.

Once arecord has been digested in any phase, if the CRM compensator fedls that the record serves no purpose to
some other phasethat it may enter later, it can inform the CRM clerk to lose the record by setting pfForget flag to
TRUE.



With this brief background, let? build aCRM.

Our CRM wiill use atext file asaresource. To verify itsfunctiondity, we will modify the account manager component
from the previous smulation program to use atext file, W:/DB/Accounts.txt, as atransactiona resource (replacing
the MSDE database).

The CRM worker component will support interface IMyFileDB, as defined here:

interface | MyFileDB : |Di spatch
{
HRESULT Open([in] BSTR bsFil ePat h);
HRESULT Get Bal ance([in] BSTR bsd i ent,
[out, retval] |ong* plBal ance);
HRESULT Updat eBal ance([i n] BSTR bsd i ent,
[in] long | NewBal ance) ;
b

With this component in place, the CAccountMgr::Debit logic should be modified to use the file-based resource. The
revised implementation is shown below:

STDVETHODI MP CAccount Myr : : Debi t (BSTR bsd ient, |ong | Anmount)
{
CConPt r <I Cont ext St at e> spSt at e;
HRESULT hr = :: CoCet Cbj ect Cont ext (__uui dof (I Cont ext St at e),
(void**) &spState);
if (FAILED(hr)) {
return hr;

}

try {
| MyFi | eDBPtr spConn(__uui dof (MyFi | eDB));

spConn->0Open("w. / DB/ Accounts. txt");
| ong | CurrentBal ance = spConn->Cet Bal ance(bsC ient);
if (lCurrentBal ance < | Anbunt) {
spSt at e- >Set MyTr ansact i onVot e( TxAbort) ;
return Error(_T("Not enough bal ance"), GU D_NULL,
E FAIL);
}
| ong | NewBal ance = | Current Bal ance - | Amount;
spConn- >Updat eBal ance(bsC i ent, | NewBal ance);
}
catch(_comerror& e) {
spSt at e- >Set MyTr ansact i onVot e( TxAbort);
return Error(static_cast<LPCTSTR>(e. Description()),
GUI D_NULL, e.Error());

}
spSt at e- >Set MyTr ansact i onVot e( TxCommi t) ;
return S_CK

}

When IMyFileDB::Open isinvoked, the CRM worker should first instantiate the CRM clerk and register the
associated CRM compensator. The code snippet is shown below:

HRESULT CWyFi | eDB: : I ni t CRM)



{
if (1SNOTNULL(m spCrLC)) {
m spCrnLC = NULL;

}

HRESULT hr = ::CoCreatel nstance(
___uui dof (CRMO er k),
NULL,

CLSCTX_I NPROC_SERVER,
__uui dof (1 CrnLogControl),
(void**) &m spCrnliQ);
if (FAILED(hr)) {

return hr;

}

/1 Register the conpensator.
/1 Try 5 tinmes if a recovery is in progress
for(int i=0; i<5; i++) {
hr = m spCrnLC- >Regi st er Conpensat or (
L" Text Fi | eDB. MyFi | eDBConpensat or ",
L"My file db conpensator",
CRVREGFLAG_ALLPHASES) ;

i f (SUCCEEDED( hr)) {
return S_CK;
}

/1 deal with recovery in progress

i f ( XACT_E_RECOVERYI NPROGRESS == hr) {
Sl eep(1000); // sleep for a second
continue; // and try again

}
}

m spCrnLC = NULL;
return hr;

}

Notethat it is possible for the CRM worker to receive an XACT_E_RECOVERYINPROGRESS error during the
cal to RegisterCompensator. If this happens, the CRM worker should cal the method afew more times until it
succeeds.

The datafilefor our CRM contains clients and their respective balances. The CRM worker loadsthefileinto
memory asan STL map. Loading al the datainto memory is not dways efficient. However, it worksfor our
demondtration.

typedef std:: map<CConBSTR, | ong> MYACCOUNTDB;
class CWFil eDB :

{

private:

CConPt r <l CrmLogControl > m spCrniC,
MYACCOUNTDB m_Account DB;

};

| have encapsulated seridizing the MY ACCOUNTDB datatypeto afilein class CMyFile and will not discussit
further. The code can be found on the CD.



There are only two commands that the CRM worker needs to record: the command to open afile and the command
to update an account. As the command to obtain the balance does not redlly change the resource, thereisno rea
need to record it.

To facilitate converting the command information into a BLOB, |et? define some relevant data Structures:

enum DBACTI ONTYPE {dbQOpen = 0x10, dbUpdate = 0x20};

#pragma war ni ng(di sabl e : 4200) // do not warn on
/1l zero-sized arrays

#pragma pack(1) /1 Pack the foll ow ng
/1 structures tightly

struct DBACTI ON {
DBACTI ONTYPE acti onType;

};

struct DBACTI ONOPEN : public DBACTI ON

{
DBACTI ONOPEN( )

{

acti onType = dbQOpen;
}
WCHAR pszFi | eNanme[ 0] ;
H

struct DBACTI ONUPDATE : public DBACTI ON

{
DBACTI ONUPDATE( )

{
actionType = dbUpdat e;

}
| ong | NewBal ance;

WCHAR pszCient[0];

H
#pragma pack() /1l back to default packing
#pragma war ni ng(default : 4200) /1l back to default warning

Note that packing the data on the byte boundary isimportant for reinterpreting aBLOB to itsorigina structure.

Also notethat | am defining azero-sized array for avariable-sized tring. | am just taking advantage of the fact that
datais stored contiguoudly ina BLOB.

With these structuresin place, the CMyFile::Open method can be implemented asfollows:

STDVETHODI MP CWyFi | eDB: : Open( BSTR bsFi | ePat h)
{
HRESULT hr = I nitCRM);
if (FAILED(hr)) {
return hr;

}



/1 Open the file
USES_CONVERSI ON:
LPCTSTR pszFile = W2T(bsFi | ePat h);
CWFile file;
hr = file. Open(pszFile, CWFile:: READ);
if (FAILED(hr)) {
m spCr mLC- >For ceTr ansacti onToAbort ();
return hr;

}

/1 Log info with CRMthat the file is being opened
DBACTI ONOPEN openActi on;

BLOB bl obArray[ 2] ;

bl obArray[ 0] . pBl obData = (BYTE*) &openActi on;

bl obArray[ 0] . cbSi ze = si zeof ( DBACTI ONOPEN) ;

bl obArray[ 1] . pBl obData = (BYTE*) bsFil ePat h;

bl obArray[ 1] .cbSize = ::SysStringBytelLen(bsFil ePath) +
si zeof (OLECHAR) ; // account for the end of string

hr = mspCrnlC >WitelLogRecord(bl obArray, 2);

if (FAILED(hr)) {
m spCr mLC- >For ceTr ansacti onToAbort ();
return hr;

}

/1 Now load file into nenmory

hr = file.Load(m Account DB);

if (FAILED(hr)) {
m spCr mLC- >For ceTr ansact i onToAbort ();
return hr;

}

return S_CK;
}

Method IMyFileDB::UpdateBalance records its operations similarly. The codeis not shown here.

Now let? build the CRM compensator component.

The CRM component that we are building need not take any specific action in the prepare or abort phase.
Consequently, we will focus on just the commit phase. Specificdly, wewill look a implementing two
I CrmCompensator methods?CommitRecord and EndCommit.

Method CommitRecord decodes the BLOB and, depending on the action type, either loads the file into memory or
updates the in-memory copy with the new balances from the clients, asfollows:

STDVETHODI MP CMyFi | eDBConpensat or : : Conmi t Recor d(
/* [in] */ CrnlLogRecordRead crniogRec,
/* [retval][out] */ BOOL __RPC_FAR *pf Forget)

*pf Forget = FALSE, // don't drop the record
BLOB& bl ob = crmLogRec. bl obUser Dat a;
DBACTI ON* pAction =

rei nterpret_cast <DBACTI ON*>( bl ob. pBl obDat a) ;
i f (dbQpen == pAction->actionType) {

DBACTI ONOPEN* pActi onOpen =

rei nterpret_cast <DBACTI ONOPEN*>( pActi on) ;
m bsFi | ePath = pActi onOpen->pszFi | eNaneg;



/!l load the contents of the file
USES_CONVERSI ON,;
CWFile file;
HRESULT hr = file. Open(VW2T(m bsFil ePath), CWFil e:: READ);
if (FAILED(hr)) {
return hr;
}
hr = file.Load(m Account DB);
if (FAILED(hr)) {
return hr;

}
return S_CK;
}

i f (dbUpdate == pAction->actionType) {
DBACTI ONUPDATE* pActi onUpdate =
reinterpret_cast <DBACTI ONUPDATE* >( pActi on);
| ong | NewBal ance = pActi onUpdat e- > NewBal ance;
LPWSTR pwszd i ent = pActionUpdate->pszdient;

MYACCOUNTDB: :iterator i = m AccountDB. find(pwszCient);
if (i == mAccountDB.end()) {
return E_I NVALI DARG
}
(*i).second = | NewBal ance;
return S_CK;
}
return S_CK;

}

Method EndCommit saves thein-memory copy back into the file, as shown here:

STDVETHODI MP CWyFi | eDBConpensat or: : EndCommi t (voi d)
{

// Save the information back to file
USES_CONVERSI ON,;

CWFile file;
HRESULT hr = file. Qpen(VT(m bsFilePath), CWFile:: W TE);
if (FAILED(hr)) {
return hr;
}

file.Save(m Account DB);
return S_CK;

}

Congratulationd Y ou have just finished building your firss CRM.

The CRM components can be installed as a server gpplication. [1] It isrecommended that both the CRM worker and
the CRM compensator for a specific CRM be ingtalled in the same application.

[1] It can also beinstalled as alibrary application. Check the online documentation for more details.
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Summary

In this chapter, wefirst looked at the issues involved while updating multiple transactiona resources.

To ensure system integrity, atransaction has to support four properties. atomicity, consistency, isolation, and
durability. Collectively, these properties are referred to asthe ACID properties.

A resource manager (RM) is a software component that manages the durable state of a specific type of transactiona
resource, such asarelational database.

A digtributed transaction coordinator (DTC) coordinates a transaction across multiple machines over the network.
Each RM involved in atransaction is enlisted with the DTC. When the transaction completes, the DTC informsthe
participating RMsto either commit the changes made to their respective resources or to abort the changes. A
transaction is committed using a two-phase protocol.

COM+ amplifies devel oping components by automatically managing atransaction. A COM+ component can
indicate itsinterest in transactions by a configurable attribute. When such an object is activated, COM + setsits
context to dedl with transactions. A participating object hasto individualy indicateto COM+ if its operations
succeeded or failed. If any participating object indicates afailure condition, COM+ abortsthe transaction. If al the
participating objects vote positively, COM+ commits the transaction.

If acomponent is marked as requiring atransaction, COM+ automatically enforces that the component is marked as
JT Activation=TRUE and Synchronization=Required. By forcing J T activation, acomponent can achieve
transactiond correctness without sacrificing efficiency.

Findly, welooked at the infrastructure provided by COM+ to devel op a compensating resource manager.
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Chapter 9. M essage Queuing

So far, we have looked at how the COM/COM+ architecture helps usto build distributed and non-distributed
applications. Under COM, remote method calls are based on RPC, which is a synchronous, connection-oriented
communication mechanism. Any method call that is made gets blocked until aresult isreturned.

While a synchronous mode of operation fitsthe bill for many gpplications (and is certainly ampleto use), there are
cases where communi cating asynchronoudly is more gppropriate.

Microsoft Message Queue Server (MSMQ) provides an infrastructure for developing distributed components that
can communicate with each other asynchronoudy via messages.

In this chapter, we examine the MSM Q architecture and see how highly scalable applications can be devel oped using
MSMQ COM components. Then we examine Queued Components, a COM+ service built on top of MSMQ that
samplifies gpplication development by hiding al the details of MSMQ programming.

Those of you who are somewhat familiar with the M SMQ architecture can skip the first two sections and go straight
to the section on MSMQ COM components.
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M essage-Based Queuing

Theidea behind message-based queuing isvery smple. Asshown in Figure 9.1, aqueue manager maintainsa
number of queues and provides the ability to create or delete queues (1). A queue stores messages addressed to it
(2). An gpplication builds amessage and sends it to a specific queue (3). Some other part of the application (or some
other application) can then read the message and remove it from the queue (4). If needed, this reader can respond by
sending another type of message to some queue (5) that the original sender (or somebody else) can read (6).

Figure 9.1. Basic message-based queuing.
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The queue manager, the sender, and the receiver may dl be on different machines.

Asthe messages flow through a separate process (the queue manager), the receiver need not be online when the
messages are sent. Likewise, when the messages are being received, the sender need not be online.

What kind of data can be passed in the message?

A messageisaflexible way for two applications to exchange information. The contents of the message are not fixed;
asender can send any kind of data. However, in order for the receiving application to interpret the data, the sender
and the receiver must agree on the format of the message.

The Need for Queuing

Why do we need message queuing?

Congder the case when component A is communicating with another component, B, that isingtaled on aremote
machine. Based on some user action, A sends some data to B viasome interface method.



If the remote machineis unreachable (for example, if the network isdown) or if the remote machine has been shut
down, theinterface method call will fail. To address such situations, some applications prefer storing the datalocally
and sending it to the remote machine whenever the machine is up and online. For such gpplications, it is acceptable if



MSMQ provides auditing on dl the operationa activities.

For important messages, MSMQ provides guaranteed delivery.

MSMQ provides built-in transaction support and is completely integrated with the COM+ transaction
sarvice.

The architecture enables connectors to be built. A connector makes it possible to communicate with foreign
(non-Windows) systems such as IBM? M QSeries and other message queuing products.

The data transport mechanism is very efficient. Asamatter of fact, the performance difference between
MSMQ and RPC isindgnificant.

And most importantly? provides easy-to-use COM components. [1]

[1] MSMQ also provides arich set of C language APIs. Our focus is on the COM components, however.
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MSM Q Overview

Thewhole MSMQ network isreferred to as an enterprise. Figure 9.2 showsthelogica view of an enterprise.

Figure9.2. MSMQ enterprise.
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An enterprise might be comprised of every computer in an organization, or just those computersthat wish to
participate in message queuing.

Normally, an organization would have just one enterprise, although it is possble to have multiple enterprises and pass
messages between them.

An enterpriseisfurther subdivided into sites. A Site condsts of machinesthat generdly havefast and reliable links
between them. Often, physically close machines (such as machines within abuilding) are grouped together asasite.
Machineswithin aste are connected by aLLAN rather than aWAN.



A dteis connected to another site by one or more links. Each link has an associated cost that MSMQ can useto
efficiently route messages between the Sites.

An enterprise can dso belogicdly subdivided by connected networks (not shown in thefigure). A connected
networ k definesa set of machinesthat communicate directly by using the same protocol (IP or IPX for example). A
connected network may mirror asite, but it doesn? haveto. It may span more than one site.

All the machineswithin an MSMQ enterprise are classfied asMSMQ serversor MSMQ clients.

MSMQ Servers

An enterpriseis built as a hierarchica topography of sites. One computer formsthe root of thishierarchy andis
designated asthe Primary Enterprise Controller (PEC). The PEC isan MSMQ server that stores, among other
things, the details of dl the queue locations within an enterprise and the costs of the Sitelinks. It uses Active Directory
to store thisinformation.

Within each site, one server isdesignated asthe Primary Site Controller (PSC). The PSC maintainsaloca copy
(read-only) of PEC? database.

A Stemay also contain one or more Backup Ste Controllers (BSC). When aPSC fails, the BSC temporarily fillsin
for the server.

A PECisdso aPSC for the sitein which it islocated.

An MSMQ server can aso be set up asa Connector Server. A connector server is a bridge between MSMQ and
non-Microsoft queuing systems.

Some MSMQ servers can be designated as Routing Servers (RS). Therouting servers are responsible for passing
messages through the enterprise. The PECs, PSCs, and BSCs are dl de facto routing servers.

An MSMQ server can beingtaled only on aWindows 2000 Server or a Windows 2000 Advanced Server machine.

MSMQ Clients

MSMQ client machines are either Dependent or Independent.

A dependent client requires areachable network connection to an MSMQ server. All the MSMQ operations are
actualy carried out on the server on the client? behalf.

An independent client maintains its own queues. Thus, messages can be created (and queued) even when it is



disconnected from the network. Laptops and notebook computers are good candidates for being independent clients.

Queue Types

A message queueisarepostory for messages. It resides on one machine only, but can be read by any machinein the
enterprise, aslong as the reader has read-access to the queue.

There can be many different queues on asingle machine. These queues can be seen and administered through the

Computer Management snap-in provided with Windows 2000. Figure 9.3 shows a snapshot of MSMQ queues
present on my machine.

Figure9.3. MSMQ view.
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Queues can be divided into two groups: application queues and system queues. Application queues are created by
applications. System queues are created by MSMQ.

Application Queues

Application queues are created by applications. Once created, applications can send messages to and receive
messages from the queue.

There are three types of application queues?essage, response, and administration.
A message queue is a queue where messages are normally sent to and read by applications.

A response queue is amessage queue that is used to store the return messages from the reader, primarily directed



towards the sender.

Administration queues are specialized queuesto hold ACK or NACK messages.

When created, an application queue can be designated as a public queue or a private queue.

A public queueisregistered in the Active Directory. The properties of a public queue are replicated throughout the
enterprise; any application can use MSMQ lookup APIsto locate them.

A private queue is registered on the local machine and typicaly cannot be seen by other applications. An gpplication
that creates a private queue must somehow distribute the location of the queue to the receiving applications.

As private queues do not use the directory services, they are faster to create, have no latency, and no replication. As
creating the queue does not require the directory service to be available, the private queues are useful for offline
operations.

System Queues

System queues are created by MSM Q. Only MSMQ can send or receive messages on System queues.

There are two types of system queues?ourna queues and dead-letter queues.

A journd queueisautomaticaly created each time an gpplication queueis created. A journa queue can be used to
keep track of messages sent or retrieved from its corresponding application queue. However, an application hasto
explicitly request journaling capability. To save acopy of amessage sent from the computer, source journaling
needs to be enabled. Thisis done by specifying a property when amessage is being sent. If acopy of amessage that
is being retrieved from a queue needs to be saved, target journaling needsto be enabled. Thisis done by setting
thejournaling leve property of the queue, either during creation time or later.

Dead-letter queues are used for storing messages that cannot be ddlivered. A message specifiesatimelimit for it to
reach the queue, the default being avalue LONG_LIVED. A typical vauefor LONG_LIVED is90 days, but this
can be adjusted by a system adminigtrator. If a message cannot be delivered within the specified time, it ismoved to
the dead-letter queue.

MSMQ maintains two dead-letter queues on each MSMQ server or independent client?ne for transactional
messages and one for non-transactiona messages.

Besides system and dead-etter queues, MSMQ aso creates athird type of queue called the outgoing queue. These
queues are used interndly for routing purposes and cannot be manipulated by an application.

Enough with the overview! | am itching to write some code (and you must be too). There are some excellent
references at the end of this chapter to get a better understanding of MSMQ architecture.



Thereisjust one more thing that deserves some attention from a programming perspective: how can you identify a
queue uniquely?

Queue Naming
A queueisuniqudy identified by aname. Two types of names are used: a pathname and aformat name.

The pathname of aqueueissmilar to afilename. Table 9.1 shows some examples of a pathname.

Table?.1. Examples of a Queue Pathname

Description Pathname

A publicqueue MyPubQueue on machine MyPC MyPC\MyPubQueue

A publicqueue MyPubQueue on the local machine A\MyPubQueue

A private queue MyPrivQueue on machine MyPC MyPC\Private$\MyPrivQueue
A private queue MyPrivQueue on the local machine \Private$\MyPrivQueue

A pathnameis represented as a string of UNICODE characters.

N - ¢
- " = The maximum length of aqueue pathnameis 124. Do not exceed thislimit.
- .

A format name aso uniquely identifies aqueue. While the pathname is used primarily to create a queue, the format
nameisused for mogt other operations on the queue, including sending and receiving messages.

When aqueueis created, MSMQ generates the format name for the queue. The following VB Script code snippet
creates aqueue and displaysitsformat name:

set qi = CreateObject ("MM)NMSMXueuel nfo")

Set Queue I nformation
gi . Pat hName = ".\ PRI VATES$\ Test Queue"
gi . Label = "Test Queue"

Create the queue
gi.Create

Di splay the format name for the newy created queue
nmsgbox qi . For mat Name



The output of the program isshown in Figure 9.4.

Figure 9.4. An example of a queue? format name.
¥BScript ah X|

MSMQ defines many kinds of format names.

A public format nameis used for public queues. When a public queueis created, MSMQ generates a queue
identifier that isaGUID. Thisidentifier can be viewed by bringing up the properties dialog box for apublic queue
through the Computer Management snap-in.

A public format name hasthe following syntax:

PUBLI C=QueueGUI D

A private format nameidentifiesa private queue. Itssyntax is.

PRI VATE=Machi neGUI D\ QueueNunber

Here, MachineGUID isthe GUID of the machine where the private queue resides and the QueueNumber isa
hexadecima number generated to identify the private queue.

A direct format nameis useful to send or retrieve messages directly from aqueuein one step (no routersinvolved),
or to open aqueuethat is not in the current enterprise. Some examples of the direct format names are:

DI RECT=0S: MyPC\ MyPubQueue
DI RECT=CS: MyPC\ Pri vat e$\ MyPri vQueue
DI RECT=TCP: 15. 65. 87. 252\ MyPubQueue

Now let? get on with the programming. We will pick some more information as we go aong.

<BACK NEXT >



<BACK NEXT >

MSMQ COM Components

MSMQ providesten COM componentsthat offer the same functionality asMSMQ C language APIs, such as
support for queue lookup, queue management, message management, queue administration, and transactions. Table
9.2 ligts the components aong with their functiondity.

Table?.2. MSMQ COM Components

Component Functionality

MSMQApplication Helps obtain a machine? identifier.

M SM QCoordinated Transacti onDi spenser Helps participate in a transaction.

MSMQEvent Event handler for messages arriving at one or more queues.

MSMQMessage Allows various properties to be set on a message and to send
the message.

MSMQQuery Allows querying the directory service for existing public queues.

MSMQQueue Represents an open instance of an MSMQ queue. Helps traverse

the messages in the open queue.

MSMQQueuelnfo Helps queue management for example, creating or opening a
queue and changing a queue? properties.

MSMQQueuel nfos Represents a set of queues, typically obtained viathe
M SMQQuery component.
MSMQTransaction Represents a transaction object. Provides methods for

committing or terminating the transaction.

M SM QTransactionDispenser Helps create anew MSMQ internal transaction object.

All MSMQ components support | Dispatch -based interfaces. This enables them to be used not just from C/C++
programming languages, but dso from Visuad Basic, ActiveX Scripting environments (such as1E and I1S/ASP), and
Java applets.

If you areusing Visua C++ for devel oping M SMQ-based applications, you can use the import feature provided by
the compiler as shown below:



#i nport "mgoa. dl " no_nanespace

Thiswill enable you to develop code in an easy-to-use syntax Smilar to that of Visua Basic.

N - ¢
- " = Import mgoa.dil in your Visual C++ source code for developing MSMQ applications.
- .

Now let? build our knowledge of the MSMQ COM components by starting with asimple example.

Sending and Receiving M essages

The following code snippet shows how to send atext string as amessage:

#def i ne MY_QUEUE_PATHNAME " ROS84157LAP\\ MyPubQueue"

voi d SendMessage()
{

/1l Step 1. Set properties on queue-information object
| MsSMQXQueuel nfoPtr spQ nf o(" MBMQ MBMQQueuel nfo") ;
spQ@ nf o- >Pat hNane = MY_QUEUE PATHNAME;

/1l Step 2: Open the queue for send operation
| MSMXQueuePtr spQSend =
spQ nf o- >Open( MQ_SEND ACCESS, MQ DENY_NONE) ;

/1 Step 3: Set nessage-information properties

| MSMQVessagePtr spQvsg( " MBMQ MSMQMessage") ;
spQvsg- >Label = "Test Message";
spQvsg->Body = "This is ny test nessage";

/1l Step 4: Send the nmessage on the queue

spQvsg- >Send( spQsend) ;
/1 Step 5: O ose the gueue
spQ@Send- >C ose() ;

. MessageBox(NULL, _T("Message Sent"),
_T("Test Send Message"), MB (K);
}

Thefirst step isto create an M SM QQueuel nfo object and set various properties onit.

A queue has over adozen properties: creation and modification times, pathname, labdl, instance properties, and
more. The SDK contains more information on each of these properties. The above code uses just one property,
PathName, to identify the pathname of the queue.

The second step isto open the queue. Thefirst parameter specifies how an application accesses the queue. We use
MQ_SEND_ACCESSto inform MSMQ that the queue needs to be opened for sending messages. The second
parameter specifies who can access the queue. For sending messages, the only valid optionisMQ_DENY_NONE,
which indicates that the queueis available to everyone.



If the queue gets opened successfully, it returns a pointer to interface IM SMQQueue.
Thethird step isto create an MSM QM essage object and set various properties onit.

A message has dmost 50 properties that provides agreat deal of control over how amessageis sent and handled en
route, how it should be encrypted, theidentity of the queue to respond to, the priority of the message, and many
other useful features.

The body of the message is one such property (and the most important one). Itstypeisavariant, thus handling a
wide variety of datatypes.

A message can dso be assigned alabel, which isjust astring that describes the message.
The fourth step isto send the message on the queue and the fifth step isto close the queue.
Thisisassmple asit getsto send amessage.

Astute readers may be wondering how isit possible to open the queue without specifying the format name. It turns
out that for a public queue, the M SMQ components automaticaly do the trand ation from the pathname to the format
name. In order to do so, however, the client machine should be able to access the directory service, that is, it hasto
be online.

If the format name is available before the queue is opened, then the independent client machine need not be online.
To verify this, step one of our previous code can be modified to obtain the format name before opening the queue, as
folows

voi d SendMessage()
{

/1l Step 1: Set properties on queue-information object

| MsMXQueuel nfoPtr spQ nf o(" MSMQ MBMQQueuel nf 0");

spQ nf o- >Pat hNane = MY_QUEUE_PATHNANE;

spQ nf o- >Refresh();

. MessageBox( NULL, spQ nfo->Format Nane, _T("Format Nane"),
MB_CX) ;

}

Once the message box is displayed with the format name, one can unplug the network cable. The message will ill go
through, that is asfar asthe sender program is concerned. If you check the outgoing queues (from the Computer
Services sngp-in) of theloca machine, you will notice that the message is sitting in the outgoing queue. Oncethe
network cableis plugged back in, thelocal queue manager will forward the message to the destination queue.

Thereceiving program code is as Smple as the sending code:

voi d Recei veMessage()

{



/1l Step 1. Set properties on queue-information object
I MsSMXQueuel nfoPtr spQ nf o(" MBMQ MBMQQueuel nf o");
sp@ nf o- >Pat hNane = MY_QUEUE PATHNAME;

/1l Step 2: Open the queue for receive operation

I MSMQQueuePtr spQRec =
spQ nf o- >Cpen( MQ_RECEI VE_ACCESS, MQ DENY_NONE) ;

/1l Step 3. Attenpt to receive a nessage

/1 (with one second tineout)

_variant_t vtReceiveTi neout = 1000L;

| MSMQVessagePtr spRMsg = spQRec- >Recei ve( &t M ssi ng,
vt M ssing, &tMssing, &vtReceiveTinmeout);

/1l Step 4. Retrieve the nessage body and | abel
if (NULL !'= spRMsg) {

_bstr_t bsBody = spRMsg->Body;

_bstr_t bsLabel = spRVsg->Label;

. MessageBox( NULL, bsBody, bsLabel, MB OK);
lelse {

. MessageBox(NULL, _T("No nessages found"),

_T("Test Receive Message"), MB X);

}

/1l Step 5. Cose the queue
spQRec->Cl ose();
}

Step oneissmilar to that of the sending program.

Step two specifies opening the queue for receiving messages by setting the first parameter to
MQ_RECEIVE_ACCESS. The second parameter (the sharing mode) can be set as before to
MQ_DENY_NONE. Inthis case, other listener applications may contend to retrieve messages from the queue. To
exclusvely retrieve the messages from the queue, the sharing mode can be set to MQ_DENY _RECEIVE_SHARE.

Thethird step isto receive the message. If the message is not aready available in the queue, method Receive waits
for agpecific timeout interva to check if amessage arrives on the queue and could beretrieved. If the timeout interval
expires, the method call returnswith aNULL vauefor the message.

Thefourth parameter to the Receive cal controlsthe timeout interval. The code in the last example shows how to set
atimeout value of 1000 milliseconds. If you do not want to wait at al, you can use atimeout value of 0. A vaue of ?
indicates that you want to wait indefinitely. Thisisaso the default valueif a parameter isnot specified. (21

[2] Any parameter that is marked as optional in the IDL file can be specified as vtMissing under Visual C++-native COM support.

Step four displays the message and step five closes the queue.

The above example code receives messages synchronously. The Receive method call isblocked until amessage
arrives on the queue or atimeout occurs. While this style of coding alows you to process messages asthey arrive, it
aso holdsthe caling thread hostage. An aternative technique isto use the MSMQ events mechanism. As messages
arrive on the queue, MSMQ raises a natification. The gpplication can then respond to the notification and retrieve the
message. This style of asynchronous programming is discussed in the next chapter.

Guaranteed Delivery



By default, messages are designated as express messages. An express message is stored in memory until it can be
dedlivered. Since express messages are not written to disk, they offer extremely high-speed communications.
However, if the machine shuts down unexpectedly, an express messageis|od.

A message can be marked as recoverable. Recoverable messages are stored in a backup file at each intermediate
queue until delivered to the destination queue. Thus, such messages are not logt if the machine or the queue manager
crashes. However, you gain thisfailure protection at the expense of communication speed.

To set amessage as recoverable, the Delivery property on the message should be specified as
MQ_MSG _DELIVERY_RECOVERABLE. Obvioudy, this has to be done before the message is sent. The
following code snippet illusratesthe logic:

/1 Step 3: Set message-information properties
| MSMQVessagePtr spQvsg( " MSMQ MSMQVessage") ;
spQvsg- >Label = "Test Message";

spQvsg->Body = "This is ny test nessage";
spQvsg- >Del i very = MIVSG_DELI VERY_RECOVERABLE;

Responding to a M essage

When aclient application makes amethod cal on aremote object, it is often desirable that it gets back some return
vaue from the remote object. Thisis not a problem when DCOM/RPC isused. A method call gets blocked until the
remote method is executed, and the requested va ues are returned as output parameters to the method call.
However, when MSMQ is used, the input dataiis sent as a message to a queue but no output data can be obtained
immediately because of the asynchronous nature of the communiceation.

MSMQ? solution isto ask the server to send the response back as another message.

Which queue should the response message be sent to?

When sending amessage, the client application has to supply the response queue information as one of the
properties, ResponseQueuel nfo, of the message.

Thefollowing code snippet isamodified version of the earlier example. Here, the client isinterested in getting the
product of two numbers. The numbers are packed as one string.

/] Step 3: Set response queue information

| MsMXQueuel nfoPtr spResponseQ nf o(" MSMQ MBMQQueuel nf 0");
spResponseQ nf o- >Pat hNane = MY_RESPONSE_QUEUE_PATHNAME;
/1 Step 4: Set message-infornmation properties

| MSMQVessagePtr spQvsg( " MBMQ MSMQMVessage") ;

spQvsg- >Label = "Need product of two nunmbers";
spQvsg->Body = "2 5";

spQveg- >Del i very = MQIVSG_DELI VERY_ RECOVERABLE;

spQvsg- >ResponseQueuel nfo = spResponseQ nf o;

The response queue for the example had been created as a private queue.



#defi ne MY_RESPONSE_QUEUE_PATHNAME ".\\ Pri vat e$\\ M/ResponseQueue"

— |, A private queueis a perfect candidate for receiving response messages, there is no need for
—4 lookup in the directory ser vice, thereby saving processing cycles, networking bandwidth, and
disk space.

Sending Objectsin the M essage Body

In the previous example, we had to pass two parametersinto the message body. Thiswas accomplished by packing
the parameters as one string. The listener application had to parse the string to obtain the parameters.

Though packing parameters as one string and passing the string as amessage is not that inconvenient
programmaticaly, MSMQ offers a better solution: it lets you store a COM object insde the message body. The
object can hold any number of parameters as needed.

Not all objects can be stored in the message body. MSMQ requires that an object support one of the two standard
interfaces that are needed for persistence? PersstStream or | PersistStorage. MSMQ can then serialize such an
object into and out of a message body .

To illustrate storing objects in the message body, we will modify our earlier program. As XML isbecoming very
popular as aformat for exchanging data, we will store an XML object in the message body. Fortunately, the XML
parser that comes standard on Windows 2000, Microsoft. XMLDOM, supports the | PersistStream interface. We
can use this knowledge to our benefit and pack our parametersinto XML.

For the demongtration, | will load the XML tree from afile. Thefile format and the implementation for loading thefile
Isshown here:

/1l File Myl nput.xm
<Root >
<First>2</First>
<Second>5</ Second>
</ Root >

/1 Function to create XM. documnent
MBXML: : | XM_LDOVDocument Ptr Cr eat eXM_DOcunent ()

{
MBXML: : | XMLDOVDocurent Pt r spDoc(__uui dof ( MSXM.: : DOVDocunent ) ) ;

spDoc- >l oad(" Myl nput . xm ") ;
return spbDoc;

}

When the message body is fetched in the listener application, MSMQ creates a new instance of the XML object and
initializes the object (by calling the Load method of 1PersstStream). The application can read this XML tree and
compute the product of the two numbers. The implementation is shown in the following code:



i nt Conput eProduct ( MSXM_: : | XMLDOVDocunent Ptr spDoc)

{
MBXML: : | XMLDOVEI enent Pt r spRoot = spDoc->firstChild;

MBXML: : | XMLDOVEI enent Ptr spFirstChild =
spRoot - >sel ect Si ngl eNode("First");
I ong nVal 1 = spFirstChil d->nodeTypedVal ue;

MBXML: : | XMLDOVEI enent Ptr spSecondChild =
spRoot - >sel ect Si ngl eNode(" Second") ;
I ong nVal 2 = spSecondChi | d- >nodeTypedVal ue;

return nVall * nVal 2;

}

The following code snippet shows the relevant code for the sender and the listener gpplications:

/1 Sender

/1l Step 4: Set nessage-information properties

| MSMQVessagePtr spQvsg( " MBMQ MsMQMVessage") ;

spQvsg->Label = "Need product of two nunbers";

spQVsg- >Body = _variant_t(static_cast <l Unknown*>(Creat eXM.DOcunent ()));
spQvsg- >Del i very = MQVSG DELI VERY RECOVERABLE;

spQvsg- >ResponseQueuel nfo = spResponseQ nf o;

[/ Listener

/1l Step 4. Process the nessage body
i nt nProduct = ConputeProduct (spRMsg- >Body) ;

— |, Thecurrent implementation of the XML parser that ships with Windows 2000 has a bug that
—4 causessMSMQ to fail when it triesto recreate the XML document from the message body.
Microsoft isinvestigating this problem.

Asyou can see, passing persistable objectsis quite easy. One thing to keep in mind though: as a new instance of the
classiscreated on the listener? machine, the DLL server that implements the class should also be registered on this
mechine.

For an example of passing an ADO recordset into the message body, see Ted Pattison? article, ?Using Visual
Basic to Integrate MSMQ into Your Distributed Applications 7 Pat-99]. The article so gives an excellent
introduction to usng VB with MSMQ.

Transactions
Earlier in the section, we talked about the possibility of losing ?xpress?messages. The suggested workaround isto
use a 2uaranteed?message by setting the Delivery property of the message to

MQMSG _DELIVERY_RECOVERABLE. Thisensuresthat the message will be ddlivered to the queue, a the
expense of performance, however.

Even if amessageis marked as recoverable, there is one more potentia problem: the message could be delivered to



the degtination queue more than once. This could happen, for example, if the queue manager on the sender machine
does not receive an acknowledgement from the queue manager on the recelving machine within aspecified time,
Assuming that the message is|ogt, the queue manager resends the message. Consequently, the listener application
would process the same request multiple times.

If processing the same message mulltiple timesis not desirable, thereis yet another leve of rdiability that you can
add?se a transactional queue.

A transactiond queue guaranteestwo things:
1.

Messages are not |ost or duplicated, and

Messagesingde asingle transaction get delivered in the order they were sent.

If thisisdl that you need, and if you don? have to coordinate the transaction with any other type of resource
manager (such asan SQL Server database), MSMQ offersits own interna mechanism for handling a transaction.

= |, Thetransactiona attribute hasto be set on the queue at the time of creation. It cannot be
—4 changed |ater.

MSMQ isaso capable of participating in an externa transaction coordinated by the DTC (DTC iscoveredin
Chapter 8). For example, you can write atransaction that receives arequest message, modifies an SQL Server
database, and sends a response message. As dl the three operations are part of asingle transaction, the DTC
enforcesthe ACID rulesto all three operations.

Theinternd transaction mechanism does not use the DTC. Insteed, it uses amore efficient protocol tuned for
transactional messaging. Consequently, internd transactions are faster than externdly coordinated transactions.

Internal Transaction

Let? extend the listener code in the earlier example to receive aregquest message and send two response messages,
al being part of oneinternd transaction. Thefollowing isthe revised code snippet:

/1l Step 3: Start the transaction
I MSMJTr ansact i onDi spenser Ptr spTD(" MSMQ MSMJIr ansact i onDi spenser™);
| MSMQJTr ansacti onPtr spTransacti on = spTD->Begi nTransacti on();
_variant _t vtTransaction =

static_cast<I D spatch*>(spTransacti on);

/] Step 4: Attenpt to receive a nmessage (with one second timeout)
_variant _t vtReceiveTi neout = 1000L;
| MSMQVessagePtr spRMsg = spQRec- >Recei ve( &t Transacti on,



&t M ssing, &tM ssing, &vtReceiveTineout);

if (NULL == spRMsg) {
.. MessageBox(NULL, _T("No nessages found"),
_T("Test Receive Message"), MB X);
return;

}
/1l Step 5: Process the nessage body

i nt nProduct = ConputeProduct (spRMsg- >Body) ;

/]l Step 6: Prepare two response nmessages

| MSMQVessagePtr spResponseMsgl(" MBMQ MSMQMVessage") ;
spResponseMsgl- >Label = "Returned val ue 1";
spResponseMsgl- >Body = (| ong) nProduct;
spResponseMsgl->Correl ati onld = spRMsg->1d;

| MSMQVessagePtr spResponseMsg2( " MBMQ MSMQMVessage") ;
spResponseMsg2- >Label = "Returned val ue 2";
spResponseMsg2- >Body = (| ong) nProduct;
spResponseMsg2->Correl ati onld = spRMsg->1d;

/1l Step 7: Open the response queue
I MBMQQuUeuePtr spResponseQ =
spRMsg- >ResponseQueuel nf o- >Cpen( MQ_SEND ACCESS, MQ DENY_NONE) ;

/1l Step 8: Send the responses
spResponseMsgl- >Send( spResponseQ &vt Transacti on);
spResponseMsg2- >Send( spResponseQ &vt Transacti on);

/[l Step 9: Commit the transaction
spTransacti on->Commi t () ;

To start an internd transaction, you must create a new M SMQTransactionDispenser object and invoke its
BeginTransaction method. A cal to BeginTransaction returns an M SMQTransaction object. Y ou can passa
reference to this M SMQTransaction object in your message? Send or Receive operations. The transaction is
completed when the Commit method is called on the M SMQTransaction object.

— | , MSMQ requires that the pointer to the IMSMQTransaction be passed asaVARIANT to an

—4 interface method that needsit asaparameter. ThisVARIANT must be explicitly set to the
VT _DISPATCH type (not VT_UNKNOWN). In the above code snippet, if spTransactionis
cast to lUnknown* instead of 1Dispatch*, as shown below, MSMQ will fail witha
?arameter-type-mismatch?error.

_variant _t vtTransaction =
static_cast <l Unknown*>(spTransaction);

If dl that is needed isto send just one message as part of an internal transaction, MSMQ provides ashortcut. You
can passMQ_SINGLE_MESSAGE when you cal Send, as shown here:

_variant _t vtTransaction = (long) MQ SI NGLE MESSAGE;
spQVBg- >Send(spQ@Send, &vt Transaction);



— |, Here? onething to keep in mind while using internal transactions: in order to obtain a higher

—4 leve of concurrency, MSMQ runs at alower isolation level than those of other resource
managers such as SQL server. This may result in some oddities. For example, let? say two
transactions are being run by two different listener gpplications. If transaction A receivesthe
message from the queue, transaction B will seethe queue as empty. If transaction A aborts
later, the message will be written back to the queue. The queue wasredly never empty.
Transaction B saw the queue as empty becauseit read the queue in an uncommitted state.

External Transactions

MSMQ provides acomponent for creating DTC-based transactions called the

M SM QCoordinatedTransactionDispenser. Similar to the M SQM TransactionDispenser component that we saw
earlier, this component exposes a single method, BeginTransaction, which returns atransaction object. Infact, in
most cases, these two components can be interchanged.

The coordinated dispenser lets you enlist other resource managers, such as SQL Server, into atransaction.
Consequently, updating a database and sending aresponse message, for example, can be handled as one transaction.
If any of the operationsfail, the whole transaction fails.

Though we can use the M SM QCoordinatedTransactionDispenser component for creating an externa transaction,
let? take the benefit of COM+ services instead and ssimplify our code.

Recdll the stock trader example that we used in the previous chapter. Once shares of astock are bought on a
client? behaf, the trade-management component requests the account-management component (Ssynchronoudly) to
debit the client? account by a certain amount.

It is possible that the account-management component may reside on adifferent machine. If thereis anetwork
outage and the machine is not reachable, the whole transaction would fail and the shares just bought would have to
be returned.

Using MSMQ would be perfect for such astuation. Instead of makingaDCOM method call, the trade-management

component would send amessage to aqueue. The account-management component would listen on thisqueue. If a

new message becomes available, it will carry out the following actions:

Retrieve the message from the queue.

Update the database, if sufficient funds are available in the account.



Send aresponse message back to the sender.

If any of these three actionsfail, the transaction should be aborted. The database should be restored back toitsinitial
state and the message should go back into the queue where it came from.

To demonstrate MSMQ external transaction support, | will create a COM component that supports an interface
method called Listen. The following code snippet shows the implementation of this method:

STDMETHODI MP CMyLi st ener: : Li sten()
{
/1 Get the context state
CConPt r <| Cont ext St at e> spSt at e;
HRESULT hr = :: CoGet Obj ect Cont ext (__uui dof (I Cont ext State),
(voi d**) &spState);
if (FAILED(hr)) {
return hr;
}

/1 Listen/retrive a nessage
try {
hr = ListenEx();
if (FAILED(hr)) {
spSt at e- >Set MyTr ansact i onVot e( TxAbort);
return hr;
}
}catch(_comerror& e) {
spSt at e- >Set MyTr ansact i onVot e( TxAbort);
return Error ((LPWSTR) e. Description(),
__uui dof (I MyLi stener), e.Error());

}

/1 Commit the transaction
spSt at e- >Set MyTr ansact i onVot e( TxCommi t) ;

return S_CK;
}
HRESULT CM/Li stener: : Li stenEx()
{

/1l Step 1. Set properties on queue-information object

| MsSMQXQueuel nfoPtr spQ nfo(__ uui dof (MBMQQueuel nfo));

spQ@ nf o- >For mat Name = MY_TRANS QUEUE PATHNAME;

/1l Step 2: Open the queue for receive operation

| MSMQueuePtr spQRec = spQ nf o->Open( MQ RECEI VE_ACCESS,
MQ_DENY_NONE) ;

/1l Step 3: Attenpt to receive a nessage within one second
_variant _t vtTransaction = (long) MQ MI'S TRANSACTI ON,
_variant_t vtReceiveTi neout = 1000L;
| MSMQVessagePtr spRMsg =
spQRec- >Recei ve( &t Transacti on, &vtM ssing,
&t M ssi ng, &vtReceiveTi neout);

if (NULL == spRMsg) {
return Error (OLESTR("No nessages found"),
__uuidof (I MyLi stener), E FAIL);
}

/1l Step 4. Process the nessage body
_bstr_t bsdient;



 ong | Amount ;
Par seXMLI nput (spRMsg- >Body, bsCient, | Amount);

/1 Step 6: Open and update the database
ADOConnecti onPtr spConn = OpenAccount sDB();
I ong | CurrentBal ance = Get Bal ance(spConn, bsCient);
if (lCurrentBal ance < | Anount) {
return Error(_T("Not enough bal ance"),
__uui dof (I MyLi stener), E _FAIL);

}
| ong | NewBal ance = | CurrentBal ance - | Amount ;

Updat eBal ance(spConn, bsC ient, | NewBal ance);

/1l Step 7. Prepare a response nessage

| MSMQVessagePtr spResponseMsg(__ uui dof ( MSMQMessage) ) ;
spResponseMsg- >Label = "Updated the database";
spResponseMsg- >Body = VARI ANT_TRUE;

spResponseMsg- >Correl ationld = spRVsg- >l d;

/1l Step 8: Open the response queue
I MSMQQuUeuePtr spResponseQ =
spRMsg- >ResponseQueuel nf 0- >CQpen( MQ_SEND_ACCESS,
MQ _DENY_NONE) ;

/] Step 8: Send the response
spResponseMsg- >Send( spResponseQ, &vt Transacti on);

return S_CK;
}

A dgnificant portion of the code came from our example in the previous chapter; the rest came from our previous
receive-message example.

The codeisrather straightforward. The main method, Listen, either commits or aborts the transaction based on the
outcome of method ListenEx. Method ListenEx receives the message, updates the database, and sends aresponse
message back.

The only part that is somewhat different isthat the transaction-type parameter passed to Send and Receiveis of type
MQ _MTS TRANSACTION. Thisisjust to inform these methods that they are being cdled as part of an externd
transaction.

It should be noted that a message that is sent as part of atransaction is not transmitted while the transaction is active.
If the transaction aborts, the message has to be recalled as part of the rollback process. However, amessage being
transmitted is like an arrow leaving the bow; thereisno way to recdl it. Therefore, COM+ will not send the message
until the transaction commits successfully.

wi s

- " = After sending a message as part of atransaction, do not wait for aresponse message within
- ~ thetransaction. Y ou will not get the response message while the transaction is active.

At this point, we should be reasonably comfortable with MSMQ? programming mode!.



Though MSMQ COM components offer arich set of features, one hasto be careful with some nasty details during
implementation. Moreover, programming with MSMQ (or any other queuing architecture) requires adifferent frame
of mind than what we are generally used to. Wouldn?it be nice if someone or something could hide the nasty details
of MSMQ programming from you, but il let you enjoy the benefits of MSMQ?

Thefolks at Microsoft COM+ design team made this magic happen by providing a service caled Queued
Components (QC).

<BACK NEXT >
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Queued Components

A queued component looks and fedls like any other COM component that you develop. A client application makes
method calls on a queued object much like any other COM object, except that the infrastructure can queue the
method calls.

Developing queued componentsisjust aseasy. Y ou just writea COM component in the way you are used to, with
whatever toolsyou like (ATL, VB, etc.). There are some rlatively minor restrictions on the interface method, such
asit cannot have [out] parameters. Next, install the component asa COM+ gpplication, marking itsinterfaces as
gueued via the Component Services snap-in. Thisisal you have to do. COM+ will take care of listening for
incoming M SMQ messages from clients and calling your component? methods when they arrive.

Before we get into the architectural details, let? see the queued componentsin action.

A Simple Phone Book Example

Let? create a sSsmple phone book application. The application stores phone numbers of your friendsin an MSDE
database. Let? name the database as PhonebookDB. This database contains atable, Friends, that has three
columns?LastName, FirssName, and PhoneNumber. A friend isidentified by hislast name and first name.

Thefollowing SQL statements can be used to creste the database (see Chapter 8 on how to execute these
Satements):

creat e database PhoneBookDB
go
use PhoneBookDB
create table Friends (
[ Last Nare] varchar (15) NOT NULL,
[ First Nane] varchar (15) NOT NULL,
[ PhoneNunber] varchar (15) NOT NULL)
create unique index MyFriend on Friends([LastNane], [FirstNane])
go
qui t

Let? develop acomponent that aclient can use to enter the phone number. The following isthe VBScript use case:

Set phoneEntry = Creat eObj ect (" PhoneBook. MyPhoneEnt ry")
phoneEntry. First Name = " Pradeep"”

phoneEntry. Last Nanme = " Tapadi ya"

phoneEnt ry. PhoneNunmber = "(222) 333-4444"
phoneEntry. Updat e

MsgBox "Added a new person to the hit-list"

Using the ATL wizard, | generated the component code and added the requisite logic. The code can be found on the
CD. Thefollowing code snippet isrelevant to our discussion:



STDMETHODI MP CMyPhoneEnt ry: : put _Fi r st Name( BSTR newval )

{
m bsFi r st Nane = newval ;
return S_CK;
}
STDMETHODI MP CMyPhoneEnt ry: : put _Last Name( BSTR newval )
{
m bsLast Nanme = newval ;
return S_CK;
}
STDMVETHODI MP CMyPhoneEnt ry: : put _PhoneNunber (BSTR newval )
{
m _bsPhoneNunber = newval ;
return S_CK;
}
STDMETHODI MP CMyPhoneEnt ry: : Updat e()
{
try {

ADCConnectionPtr spConn = OpenPhoneBookDB() ;
I nsert Entry(spConn, m bsLast Nane, m bsFirst Nang,
m_bsPhoneNunber) ;
}catch(_comerror& e) {
return Error((LPCWSTR) e. Description(),
__uui dof (1 MyPhoneEntry), E_FAIL);

}

return S_CK;
}

Thiscodeis very smple. Observe that we do not have asingleline of code that deals with MSMQ programming.

L et? see how we can configure this component to take advantage of MSMQ.

Using the Component Services snap-in, create anew COM+ server application. | will call it ?y Phonebook



My Phonebook Application Properties 2=

Generall Seu:urit_l,ll Identit_l,ll Activation Husuing |.-’-'-.u:|vann:ed|

v {Queued - This application can be reached by MSME queues.

¥ Listen - Thiz application, when activated, will process meszages
that arrive on itz MSMO quele.

£ MOTE: If thiz application iz already rnning, pou will need ta restart the
application before any changes made here will take effect.

QK. I Cancel Amply

Add the PhoneBook component to this gpplication.



public queue.



Thefollowing isour revised dlient script:
Set phoneEntry = _

Get Obj ect (" queue: Conput er Nanme=PVDEV/ new. PhoneBook. MyPhon
eEntry")

phoneEntry. First Name = " Pradeep"”

phoneEntry. Last Nanme = " Tapadi ya"

phoneEnt ry. PhoneNunmber = "(222) 333-4444"
phoneEntry. Updat e

MsgBox "Added a new person to the hit-list"

Before we run our test, let? check the PhonebookDB database (using osgl.exe). The database should currently
have no records.

1> use PhonebookDB

2> go
1> select * fromFriends
2> go
Last Nane Fi r st Name PhoneNunber

(0 rows affected)
1>
Now | will unplug the network cable for the PVDEV machine and execute the script.

The script executed just fine, even though PVDEV was not reachable.

If you check the outgoing queues on PVTEST, you will notice that there is amessage Sitting under a queue named



Tapadi ya Pr adeep (222) 333-4444

(1 row af fected)
1>

Vaild

We managed to work with aqueued component even when the server machine was not available, and without
touching the MSMQ API.

L et? see how this magic happened!

Queued Component Architecture

Recdl from Chapter 5 that under classc DCOM, when aclient activates aremote object, the client gets connected
to aproxy. When amethod call is made on the proxy, the datais marshaled and sent over the RPC channel to the
stub where the data gets unmarshaled and passed to the actual object? method. The whole operationis
synchronous and is depicted in Figure 9.8.

Figure 9.8. Classic DCOM using RPC.
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With a queued component, the communication between the client and the server is handled with MSMQ instead, as
shownin Figure 9.9.

Figure 9.9. Queued component usng MSMQ.
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Figure 9.9. Queued component usng MSM Q.
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When aclient activates a queued object, the client is not connected to the actua object but to a queued component
recorder. The recorder examines the server component? type library to obtain the type of interfaces supported by
the object, the methods and properties each interface contains, and the parameters for each method. The recorder
then exposes the interfaces of the actua object to the client. The client makes method callsin the usua manner, but
they get recorded on the client side. When the client deactivates the object, the recorder packages dl the method
cals made, dong with the call parameters, into one MSMQ message, and sendsit to the application-specific public
queue on the destination machine.

COM+ provides a utility component called QC.ListenerHel per. When the server gpplication islaunched, [4 COM+
activates the QC.ListenerHel per object. This object listens to the public queue specific to the application, retrieves
the message, and passesit to the queued component player. The player invokes the actual server component and
makes the same method callsin the order they were recorded.

[4] A server application can be launched either from the Component Services snap-in or programmatically through the Catalog Manager interfaces.

If the destination machine is not reachable, the message gets stored in the outgoing queue of thelocal machineandis
forwarded whenever the connection becomes available. AsMSMQ uses a transacted protocol for storeand-forward
messages, the messages will not belogt.

Note that QC abstracts the details of MSMQ programming; neither the client devel oper nor the component
developer deadlswith MSMQ directly.



The higher level of abstraction provided by QC has severd advantages.
1.

Thereisno need to learn the MSMQ programming model.

Deve oping aqueued component is no different than developing atypical COM componernt.

The component can be used either synchronoudly (via CoCreatel nstance, for example) or asynchronoudy
(using CoGetObject).

Note that the recorder flushesits call buffer only when the object is deactivated. Thereisno way to forcibly flush the
cal buffer without deactivating the object. However, by usng aqueued component, the client is saying that it
doesn?redly care exactly when the call gets processed. Consequently, flushing the buffer is not a concern for QC
developers.

Designing queued components has one restriction: any interface that needs to be queued should be unidirectiond, that
is, it cannot have any method with [out] or [in, out] parameters. Bidirectiond interfaces can only be used with
synchronous COM applications, as the method calls get blocked until aresult is returned. The asynchronous nature
of QC makesit impossible to wait for aresult; you do not know when the server will receive (and respond to) your
request.

How can we get a response back from the server?

Getting a Response

An obvious solution isto get the response back asynchronoudy aswell. Essentidly, the server becomesthe client.

To accomplish this, the server object hasto get enough information o that it can congtruct the display name that
Identifies the object to be crested. Recall that a queued component is created using the following syntax:

"queue: Conput er Name=Machi neNane/ new. Pr ogl d"

All that is needed then isthe name of the client? machine and the PROGID of the component interested in receiving
the response (as with MSMQ, the component receiving the response need not be the same as the component
originating the response).

Oneway to specify thisinformation isfor the client to provideitsloca machine name and the PROGID as
parameters to some method calls on the origina QC interface. This givesthe server the ability to congtruct the display
name and activate the object usng CoGetObject.

To demongtrate this, let? extend our earlier example. We will add two new methodsto the origina interface. [5] The



first method, Responsg, is the response the client expectsto receive. It passes a string as a parameter describing the
result of the update operation. The implementation is shown in the following code:

[5] The author believes that an interface is immutable only after it leaves his lab.

STDVETHODI MP CWyPhoneEnt ry: : Response( BSTR bsDesc)

{
USES_CONVERSI ON,

.. MessageBox(NULL, WT(bsDesc), _T("PhoneBook"),
MB_CK) ;

return S_OK;
}

Notethat | am digplaying amessage box within amethod cal. Asl am running the application as the interactive user,
the message box window would pop up in the interactive window station so that | could seeit. Ingenerd, itisnot a
good ideato mix user-interface code with non-user-interface code.

The second method, UpdateéWithResponse, is areplacement for our original Update method. It takes amachine
name as aparameter. The PROGID is hard-coded for the demonstration. The implementation of
UpdateWithResponse is shown in the following code:

STDMVETHODI MP CMyPhoneEnt ry: : Updat eW t hResponse(

BSTR bsd i ent Machi ne)

{
CConBSTR bsDesc;

try {
ADCConnecti onPtr spConn = QpenPhoneBookDB() ;
I nsert Entry(spConn, m bsLast Nane, m bsFirst Naneg,
m_bsPhoneNunber) ;
bsDesc = "Added entry: ";
}catch(_comerror& e) {
bsDesc = static_cast <LPCWSTR>(e. Description());

}

bsDesc += m bsFir st Nane;
bsDesc += " ",
bsDesc += m bsLast Naneg;

/1 Construct display nane to identify the object
CConmBSTR bsDi spl ayNane = "queue: Conput er Nane=";
bsDi spl ayNane += bsd i ent Machi ne;

bsDi spl ayName += "/ new:. PhoneBook. MyPhoneEnt ry";

CConPt r <| MyPhoneEnt ry> spPhoneEntry;

HRESULT hr = :: CoGet Obj ect (bsDi spl ayNane, NULL,
__uui dof (I MyPhoneEntry), (void**) &spPhoneEntry);

if (FAILED(hr)) {
return hr;

}

spPhoneEnt ry- >Response( bsDesc) ;

return S_CK;

}

After updating the database, the server object constructs the string describing the result of the operation, constructs
the display nameto identify the object, activates the object, and invokes the Response method on it.



This code should aso give you an idea of how to activate a queued component from C++.

Theorigina VBScript client code hasto be dightly modified to use the newly added method.

Set phoneEntry = _

Get Obj ect (" queue: Conput er Nane=PVDEV/ new. PhoneBook. MyPhoneEnt ry")
phoneEntry. First Namre = " Pradeep"”

phoneEntry. Last Nanme = " Tapadi ya"

phoneEnt ry. PhoneNunber = "(222) 333-4444"

phoneEntry. Updat eWt hResponse " PVTEST"

The client machinein my experiment is PV TEST. When this script was executed from PV TEST, amessage box
popped up on the screen after afew seconds that said the database could not be updated because arecord with the
index (FirstNamet+LastName) aready exists. Thiserror message is what was expected. Our earlier experiment had
already added the specific record to the database.

Transaction Support

The transaction support that is available in the underlying MSMQ mechanism isaso available to QC.

Between the client and therecorder

The recorder takes the same attributes as the client. If the client creates a queued component within the context of an
existing transaction, the transaction is propagated to the recorder. When the recorder is deactivated, it hands over the
message to MSMQ in the context of the transaction. MSMQ buffers the message pending the outcome of the
transaction. If the transaction commits, MSMQ transmits the message to the recipient. If the transaction aborts,
MSMQ discards the message; the server never gets the recorded COM cdlls.

On theserver side

QC usesthe transactions on the server sde aswell. If the component is marked as transactiona, the QC Listener
hel per on the server side becomes the root of the transaction. If a server-side operation aborts for some reason, the
message that triggered it is put back on the queuefor alater retry.

Thereis aproblem associated with putting the message back into the queue for alater retry, however; some
messages may calse atransaction to abort repeatedly. If such amessageis put back into the queue, the next timethe
component dequeues the message the transaction will abort and the mes-sage will go back to the queue. Other
messages in the queue would never get retrieved. One bad message may just hang up the whole application. Thisis
unacceptable.

In order to solve this problem, QC moves the message to a different queue so that it doesn? block other messages.
Now you know why COM+ created six private queues when the application was marked as Queued. An aborted
message moves to queue 0 and moves upwards as future retries continue to fail. Higher numbersindicate longer time
intervals between the retries. After five attempts (that brings the message to queue 4), the message is moved to the
private queue caled the DeadQueue, from which it will not be retried.
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- " = Oncein awhile, the system administrators should check the dead queue, fix the cause of
~ failures, and move the message back to alower queue. Alternatively, you can write some
adminigtrative code to periodicaly check this queue and take action.

Using Non-Transactional Queues
Transactional messagesin generd are dow. Y ou get robustness at the cost of performance.

When an application is marked as queued, the default behavior of COM+ isto create the application-specific queues
astransactional. Recall that the transactiona attribute on a queue cannot be changed once the queueis created.

If you know that the components you have do not require transactions, there isaway to make the queues
non-transactiond. Before ingtaling the gpplication, manually create the queues (as non-transactiond). Just remember
to use the correct queue names. Install the application after creating the queues. Asthe queues dready exist, COM+
will just reuse them. All of the QC?internal operationswill then use the non-transactional queues and execute

somewhat faster.

<BACK NEXT >
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Summary

Thefirgt part of the chapter provided an overview of MSMQ.

MSMQ facilitates asynchronous communication between two software programs by way of messages. A message
can contain any data, including persistable objects. The sender and the recelver have to agree on the format.

An MSMQ enterpriseis built asahierarchica topography of stes. An MSMQ server can beingtaled in anumber of
waysincluding a Primary Enterprise Controller, aPrimary Site Controller, a Connecter server, aRouting server, etc.

AnMSMQ client could be installed to be dependent or independent.

An MSMQ message can be sent as express or guaranteed. An MSMQ message can d o participatein a
transaction internally, aswell as one coordinated externaly.

Inthefirst part of the chapter, we aso observed how to develop scaable applications usng MSMQ components.

In the second part of the chapter, we looked at Queued Components (QC), a service provided by COM+ that uses
the MSMQ infrastructure for asynchronous communication but hides the details of MSMQ programming from the
developers. We looked at the QC architecture and examined ways to respond to messages, and participate in
transactions.

For moreinformation on MSMQ and QC, | have included some references. The MSDN library is aso agood
reference source (and the documentation kegps on getting better).
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Chapter 10. Events

One of the key challengesin distributed computing isto provide a mechanism that enablesinterested partiesto
receive notification regarding changesto data. In this chapter, we will look at the infrastructure provided by COM+
to set up clientsto receive notifications.
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| ntroduction

Notifying interested parties of changesto datais avery common requirement under distributed computing. A stock
ticker program needs to notify clients with a change in stock price; acomputer monitoring program needsto inform
the administrators of the status of the systemn; avirus detection program needs to warn the computer user if avirusis
detected; amedica monitoring program needs to page adoctor if a patient requiresimmediate attention, and so on.

Instead of referring to the interested parties as clients, we will use adifferent terminology. Wewill cdl them
subscribers; programsthat are interested in recalving information. Likewise, programs that provide such information
will be referred to as publishers. Aswe will see shortly, when a publisher notifies a subscriber of achangein some
data, the traditional role of aCOM client and aCOM server reversestemporarily; the COM client becomes a COM
server and the COM server becomes a COM client. Using the terms publishers and subscribers will keep us sane.

So the publisher detects the changes the subscriber isinterested in, but how does the subscriber find out from the
publisher when a change takes place? The smplest gpproach isfor the subscriber to poll the publisher every so often,
smilar to you refreshing aweb page periodicaly to get the latest stock quotes. Under COM terminology, the
subscriber would obtain an interface from the publisher object and periodically cal amethod on that interface to see
If any changes had taken place. The following codeillustrates this approach:

whil e(true) {
bool bMarket C osed = spSt ockWat cher - >l shvar ket C osed() ;
if (bMarketd osed) {
break; // time for dinner.

}
current Quote = spSt ockWat cher->Get Quot e( " MSFT") ;
}

Such polling interaction between a subscriber and a publisher isdepicted in Figure 10.1.

Figure 10.1. Subscriber pollsfor data.
i = i \

Subscriber Publisher
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Whilethis strategy issmpleto implement, it isaterrible ideafor severd reasons.
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Tightly Coupled Events (TCES)

Under thistechnique, the subscriber knows exactly which publisher to request notification from. During run time, the
subscriber enligtsitself with the publisher to receive events, and un-enlistsitsalf whenitisno longer interested in
receiving the events.

In order for this technique to work, the publisher and the subscriber need to agree upon a predefined interface to be
used for communication. The subscriber provides the publisher with an object that implementsthisinterface, and the
publisher callsamethod on it when something interesting happens.

Thisbidirectional communication between the publisher and the subscriber isillustrated in Figure 10.2.

Figure 10.2. Interaction in a tightly coupled event system.
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The agreed-upon predefined interface isreferred to as the source or the outgoing interface and the object the
subscriber providesto the publisher is caled the sink object.

For our example, we will define a source interface, | StockPriceUpdate, that can be used to inform a subscriber if the
price of astock has changed. The following isthe definition of thisinterface:

interface | StockPriceUpdate : | Unknown

{
HRESULT NewQuote([in] BSTR bsSymbol, [in] double dPrice);
H

Each time the price of astock changes, the publisher is expected to cal the NewQuote method on thisinterface,
passing in as arguments the symbol of the stock and its current price.

Now let?look a acommonly used technique for implementing atightly coupled event system called the connection
point.

Connection Points

The connection point techniqueis aso referred to as the connectible object technique, and is used in many
Microsoft COM-based technologies. In particular, ActiveX controls, ActiveX scripting engines, and VB class



modules use the connectible object technique to fire events.

To understand the connection point technique, the following andogy would be hepful.

Y ou are astock trader who just bought a pager and are interested in receiving stock quotes on the pager. There are
many brokerage firmsthat would provide their clientswith stock quotes. However, not dl of them provide paging
sarvice. Some of them use e-mail asthe meansto inform their clients. Some others probably provide both services. It
ISnow up to you to ensure that the brokerage firm you choose provides the paging service. Thisis how your
conversation with the broker would go:

Y ou: Do you have any serviceto inform the clients of a stock price change?

Broker: Yes.

Y ou: Ispaging aservicethat you provide?

Broker: Yes.

You: OK. Hereismy pager number. Put me on the list and give me atracking number that | can uselater in casel
wish to cancel the paging service.

Thisis pretty much how connection points work under COM. A subscriber asks the publisher if it supportsthe
connection point mechanism by querying for astandard COM interface | ConnectionPointContainer, as shown here:

CConPt r <l Connect i onPoi nt Cont ai ner > spCPC;
hr = spMyBroker->Querylnterface(
__uui dof (I Connecti onPoi nt Cont ai ner), (void**) &spCPC);

I nterface | ConnectionPointContai ner supports a method, FindConnectionPoint, that can be used to check if the
object supports the connection point of a specific interface type. On success, FindConnectionPoint returns a pointer
to another standard interface | ConnectionPoint, as shown here:

CConPt r <l Connect i onPoi nt > spCP;
hr = spCPC- >Fi ndConnect i onPoi nt (
__uui dof (1 StockPriceUpdate), &spCP);

At this point, the subscriber is ready to create asink object. The following code fragment shows an implementation of
the outgoing interface | StockPriceUpdate:

class CWSi nk :
public | StockPriceUpdate,
publ i ¢ CComDbj ect Root

{
public:

BEG N_COM MAP( CMySi nk)



COM_| NTERFACE_ENTRY( | St ockPri ceUpdat e)
END_COM_MAP()

STDMVETHODI MP NewQuot e( BSTR bsSynbol , doubl e dPrice)
{

}...
}s

Interface | ConnectionPoint supports amethod, Advise, that can be used to enlist asink object. On success, Advise
returns a cookie (the tracking number), as shown here:

CConPt r <CConObj ect <CMySi nk> > spSi nk;

hr = CConthj ect <CM/Si nk>: : Cr eat el nst ance( &spSi nk) ;
spSi nk->1 nt er nal AddRef () ;

DWORD dwCooki e;

hr = spCP->Advi se(spSi nk, &dwCooki e);

The subscriber is now ready to receive the data. Whenever the price of astock changes, the publisher can cal the
NewQuote method for all the enlisted objects.

If the subscriber isno longer interested in receiving the data, it can call Unadvise method on the | ConnectionPoint
interface, passing the cookie (the tracking number) as a parameter, as shown here:

hr = spCP->Unadvi se(dwCooki e) ;

— ], The pointersto | ConnectionPointContainer and | ConnectionPoint can be released after
—4 Advise hasbeen cdled. They can be recreated whenever needed.

If you observe the subscriber code, it should be obvious that the connection point is not an efficient mechanism. It
takes as many asfive round tripsto enlist and un-enlist the sink object. [2) 1t should be noted that a connection point
isnot the only way to establish abi-directional communication. All that is needed isfor the subscriber to hand out a
snk object to the publisher. Whenever possible, one should look for asimpler mechanism for the subscriber to hand
out the sink object to the publisher.

[2] The subscriber? code shows only four round trips. The fifth round trip comes from the publisher. The publisher receives the sink object as
IUnknown reference from the Advise method. Therefore, the publisher ends up calling Querylnterface on the sink object to receive the typed event
interface.

The implementation of the publisher code requires alittle more work. Obvioudy, the publisher should support the

| ConnectionPointContai ner interface. It should aso implement amechanism to manage alist of sink objects, and
should provide the logic to detect the change in data and to fire the events. Fortunately, ATL wizard makesit easy to
generate the mundane connection point code. The detection of data changeis specific to each component and hasto
be implemented by the developer. The broker example implementation generates some fake data and fires an event
every five seconds apart. The source can be found on the CD.



N 7
- " =~ Beware of ATL-generated connection point code. It is not thread-safe. It works fine for an
s gpartment-threaded publisher. For anon-STA object or if the events need to befired from a
worker thread, you not only have to provide the thread-safe logic but aso the code to marshal
the sink interface to the worker thread. Using GIT (see Chapter 6) would be agood way to
achieve both thread-safety aswell as marshaling.

The outgoing interface that was defined for our exampleis suitable for typed languages. Untyped languages such as
VBScript can work only with dispatch interfaces. If the interface is defined as dual, it should work from an ActiveX
Script supported environment, such as Microsoft Internet Explorer (IE). However, marking asink interface as dual is
aproblem for the publisher. Should the publisher fire events on the custom interface or on the dispatch interface? This
Issueisdiscussed at length in fective COMBox-98].

Under no clear guidelines, atypica implementation ends up using the | Dispatch::Invoke mechanism. Therefore, a dual
interface as an outgoing interface doesn? serve any rea purpose. A pure dispatch interface (dispinterface) is more
preferable as an outgoing interface.

For those interested, | have included on the CD amodified version of the sample that uses a dispinterface -based
outgoing interface.

Receiving M essages with M SM Q Events

Recall from Chapter 9 that the listener sample received messages synchronoudy. The Receive method on the
IMSMQQueue interfaceisablocking call. It doesn? return until it receives a message or atimeout occurs. While
this style of coding alows you to process messages asthey arrive, it dso holds the calling thread hostage.

To support receiving messages asynchronoudy, MSM Q supports connection points. It defines the following outgoing
interface:

di spinterface _DVMSMXEvent Events {
properties:
nmet hods:
[id(0)] void Arrived([in] ID spatch* Queue, [in] |long Cursor);
[id(1)] void ArrivedError([in] |D spatch* Queue,
[in] long ErrorCode, [in] long Cursor);
b

Some programming environments such as VB and ActiveX script engines are capable of creating asink object based
on the definition of the source interface. The interface should be present in the publisher? type library.

A typelibrary defines many interfaces. How would one know which of the interfacesis the source interface?

To addressthis problem, IDL supports an attribute called source that can be set on an interface. For instance,
MSMQ defines a publisher class, MSMQEvent, to describe outgoing asynchronous events. The class definitionis
shown here:



[uui d( D7D6EO7A- DCCD- 11D0- AA4B- 0060970DEBAE) |
cocl ass MsMEvent {
i nterface | MBMQEvent;

[default, source] dispinterface DVBMQEvent Events;

};

L et? see how we can implement an MSMQ event subscriber.

Though we can use C++ language to devel op the code, let? use VBScript for achange. After dl, dispinterfaceis
meant for late-bound languages such asthis.

Sincethe version of | E that ships with Windows 2000 supports VB Script, we will develop and host aweb pagein
|[E. To have some fun, we will develop aDHTML-based web page instead of the more traditional HTML web page.
For those not familiar with DHTML, hereisalittle background. WWhen a portion of aweb page needs updating, an
HTM L -based web page requires the whole page to be refreshed. DHTML isan extenson of HTML. Under
DHTML, only asection of the web page can be updated, thus reducing the flicker on the screen. Why isit funto
use DHTML? Y ou would know if you are a programmer.

To activate an object within I|E, an HTML tag called OBJECT needsto be used, as shown here:

<OBJECT VI EWASTEXT | D=MyRequest Event
CLASSI D="cl si d: D7TD6E07A- DCCD- 11D0- AA4B- 0060970DEBAE" >
</ OBJECT>

The CLSID of the component is specified within the OBJECT scope. In the above code, the CLSID isthat of the
MSMQ event class described earlier.

When |E parsesthistag, it activatesthe MSMQ object. This object isreferred to by the name MyRequestEvent
anywhereinthe HTML document.

Based on thetypelibrary, | E also recognizes that the object supports firing events. |E then parsesthe rest of the
document to seeif ether the MyRequestEvent_Arrived or MyRequestEvent_ArrivedError subroutines have been
defined (recall that Arrived and ArrivedError are the two methods available on the source interface). If any of the
methods are found, | E creates a sink and sets up the connection point. When the publisher invokes amethod on the
source interface, |E is capable of receiving the event and invoking the appropriate VB Script subroutine.

The main body of the DHTML pageis shown here:

<BCODY>

<H2>Recei ve MBM) nessages</ H2>

<I NPUT TYPE="button" VALUE="Start"
| D=My St art But t on><BR/ ><BR/ >

<DV | B=MyDi spl ayLi ne></ Dl V>
</ BODY>

For those unfamiliar with DHTML, the following VB Script line of code would update just the section identified as
MyDisplayLine.



MyDi spl ayLi ne.i nner Text = "Hello Worl d"

The DHTML body above sets the browser environment that, when the user clicks the Zart?outton, a user-defined
VBScript function, MyStartButton_ OnClick, will be called. Our implementation of this method will enable recelving
MSMQ messages, asfollows:

Sub MyStartButton_onclick
MyStartButton. disabled = true 'Start can be clicked just once
set MyQueuel nfo = Createj ect (" MSMQ MSMXueuel nfo")
MyQueuel nf o. Pat hNanme = ".\ MyPubQueue"
Set MyRequest Queue = MyQueuel nfo. Qpen(1, 0)
MyRequest Queue. Enabl eNot i fi cati on MyRequest Event
MyDi spl ayLi ne.i nner Text = "Waiting for nessages..."
End Sub

Thelogic of opening an MSMQ queueisSmilar to the onewe saw in Chapter 9.

After opening the queue, we call the EnableNoatification method on the IM SMQQueue interface (as opposed to the
Receive method we called in the earlier samples). Asthe nameindicates, EnableNotification turns on asynchronous
messaging. The method takes the sink object as a parameter.

All that isleft isto implement the logic to receive and process the message:

Sub MyRequest Event _Arrived(ByVal queue, ByVal Cursor)
D m MyMsg
Set MyMsg = queue. Recei ve(0)
if Not (MyMsg i s Nothing) then
MyDi spl ayLi ne. i nner Text = MyMsg. Body
end if
gueue. Enabl eNoti fi cati on MyRequest Event
End Sub

When the message arrives, we use our familiar Receive method to retrieve the message. Note that the timeout vaue
we specify is zero milliseconds. Since we were notified that a message has arrived, the message will most likely be
there in the queue and therefore we don? really need to wait. However, thereisadistinct possibility that someone
else has received the message. Therefore, we explicitly check to seeif the messageisnot NULL before updating the

display.

Also note that the above code cals EnableNaotification every time an Arrived event isreceived. Thisisrequired
because MSMQ sets up anatification only for the next message when EnableNotification is caled. To continue
receiving ongoing notifications, you must keep caling EnableNotification each time you processthe Arrived event.

Also note that once EnableNoatification is set, MSMQ raises events for messages aready present in the queue aswell
asnewly arrived messages.

<BACK NEXT >




<BACK NEXT >

L oosely Coupled Events (L CES)

While the TCE techniques are quite useful, they have some drawbacksin certain scenarios.

The lifetime of the publisher and the subscriber istightly coupled. The subscriber hasto be running and
connected to the publisher to receive the events. Thisis not usualy a problem for subscribers such as
ActiveX controls, which has no reason to receive events outside the lifetime of their containers. However, in
an enterprise system, forcing the subscriber to run at al times doesn? scale well.

The TCE techniques were devel oped without regard to distributed environments. A technique such as
connection pointsis not very efficient in terms of the number of round trips required to establish and bresk
down the connection. More importantly, thereis no support in place to guarantee a persistent connection, as
the only binding between the entitiesis the exchanged interface pointer.

Under TCE, thereisno mechanism in placeto filter events. For instance, in the earlier stock price events
example, a subscriber ends up getting the price changes for dl the stocks even though the subscriber is
interested in watching only a selected list of stocks.

Oneway to address these problemsisto bind the two entities at ahigher level of abstraction than the interface
pointer. Using this higher level binding information, the publisher can connect to the subscriber at thetimethe event is
fired. Thelifetime of the publisher and the subscriber are no longer tightly coupled. If the subscriber isnot running at
the time of firing the event, the mechanism will automaticaly start the subscriber. Likewise, asubscriber can Hill
subscribe to an event even if thereis no publisher running. Such asystem isreferred to asa loosely coupled event
(LCE) system.

A smpleway to implement an LCE system isto have the publisher maintain an external database of subscriber
CLSIDs. The publisher aso documents the mechanism by which a subscriber can add its CLSID to the database.
Whenitistimeto fire an event, the publisher goes through each CLSID in the database, instantiates an object of the
class, and callsamethod on that object. The database schema can easily be extended to | et the subscriber define
thalr filtering criteria.

This design gpproach has two snags.

Each publisher will need to develop and maintain the code to manage the subscription database.

As each publisher defines its own subscription process, there is no standard process to subscribe to an event
and/or define thefilters on the event.



COM+ defines a standard mechanism to publish and subscribe an L CE event that overcomes both of the
above-mentioned problems. Thismechanismiscaled COM+ Events.

COM+ Events Architecture

The COM+ Events architecture provides built-in logic for managing and maintai ning subscription database. In
addition, it defines a standard format for the publisher to advertise information on the eventsit can fire and for the
subscriber to locate and subscribe to the event.

The COM+ Events architecture is shown in Figure 10.3. Under this architecture, the publisher and the subscriber are
decoupled by means of an intermediary object caled the event class. An event classisa COM+ component that
contains the interfaces and methods used by a publisher to fire events. An event isdefined asasingle call to one of
the interface methods from the event class. A subscriber implements the interfaces and the methods of the event class
it wants to receive events from while the publisher cals a specific interface method to fire an event.

Figure 10.3. COM+ Eventsar chitecture.
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Event classes are stored in the COM+ cataog, typicaly placed there by the publishers. The part of the catalog that
stores event information is referred to asthe event store.

Matching and connecting publishers and subscribersis done by a COM+ service caled the COM+ Event service.

Toindicate its desire to receive events, the subscriber registers a subscription with the COM+ event service. A
subscription is a data structure that provides the event service with information about the subscriber so that it can
connect to the subscriber to deliver an event. Among other things, it specifies the event class and the specific interface
or method within the event class the subscriber wantsto receive calsfrom.

Subscriptions can be registered either by the subscribers themsalves or by some adminigtrative programs. When
registered, the subscription information is stored in the COM+ catalog.

A subscription comesin two flavors: persistent and transient. Persistent subscriptions survive asystem restart. They
exis independently of the lifetime of the subscriber object. A transient subscription requests that event calls be made
to agpecific running insgtance of a subscriber. Even though atransent subscription is stored in the COM+ catalog, the



subscription does not survive a system shutdown.

When a publisher wantsto fire an event, it creates an object of the desired event class (usng CoCreatel nstancein
C++ or CreateObject in VB). This object, known asthe event object, is synthesized by the event service. It
contains the event service? implementation of the requested interface. The publisher then cdlsthe event method it
wantsto fire an event on. When the method isinvoked, the synthes zed implementation of the method looksin the
COM+ catalog and obtainsalist of al the subscribersthat have registered subscriptions to that interface method. It
then ingtantiates the subscriber and calls the specified event method. Theingtantiation logic could cregate either the
subscriber object directly or use monikers or queued components, aswe will seelater.

From the publisher? perspective, firing an event is as smple as calling the appropriate method on the event class. It
isthe respongbility of the event serviceto deliver the event to the subscribers. For a persistent subscription, the event
service creates the subscriber object, invokes the appropriate method on the subscriber object, and releasesthe
object. For atransent subscription, the subscriber object already exigts, eliminating the need to create and destroy
objects on each event call.

Asthere could be more than one subscriber to a specific event, the event service places some restrictions on the
interface method that receives the event?he method cannot have any output parameters. It can only return an
HRESULT to indicate success or failure. Not only doesthis smplify the publisher?logic, it aso makesit possbleto
queue an event if asubscriber is not running when an event isfired, aswe will seelater.

Queued or non-queued, firing an event is aways synchronous with respect to the event object. When a publisher
firesan event, al the non-queued subscriptions are called immediately and the queued subscriptions are recorded for
later playback. When the event call returnsfrom all the subscribers, the event service consolidates the return codes
(HRESULTS) from each subscriber and returns one aggregated HRESUL T vaueto the publisher. Table 10.1 ligs
some possible return codes to the publisher.

Table?0.1. Event Method Return Codes

Return Code Description
S OK All of the subscribers were successfully invoked.
EVENT_S SOME_SUBSCRIBERS FAILED Some subscribers could not be invoked or some subscribers

returned afailed HRESULT code.

EVENT_E ALL_SUBSCRIBERS FAILED None of the subscribers could be invoked.

EVENT_E NOSUBSCRIBERS There are no subscribers for the fired event.

If one or more subscribersfail, thereis currently no smpleway to identify the subscribers or the reason for failure.
This, in generd, isnot a problem as an LCE publisher rarely cares about subscribers7dentities. If the publisher does
need to get thisinformation, it would have to implement a publisher filter, aswewill seelater.

The event service does not currently provide any mechanism for specifying the order in which the subscribersreceive
an event. The default protocol isto deliver the event to one subscriber a atime. However, this default behavior can



be changed by ingtructing the event serviceto firean event in parald, that is, to deliver an event to multiple
subscribers concurrently. (31 Thisreducesthe average delivery time of event notifications.

[3] Currently, there is no multicasting mechanism for event delivery. The event service just uses a thread pool to reach multiple subscribers concurrently.

By default, the in-process activation of subscribersis prohibited for security reasons. However, this behavior can be
changed by setting an option on the event class.

With this background, let? now look at the implementation specifics of the publisher and the subscriber.

A Simple Event Example

Wewill continue with the theme of monitoring changesin stock prices. Following isthe interface definition for the
event dlass

interface | MySt ockPri ceEvent : |Dispatch

{
HRESULT NewQuote([in] BSTR bsSynbol, [in] double dVval ue);
b

The publisher application will smulate stock price changes by caling the NewQuote method. The subscriber
gpplication will pop up amessage box each time it receives an event.

Registering an Event Class

An event classisa COM+ configured component that requires the following:
1.

A GUID to represent the event class. ThisGUID isreferred to as EventCLSID. The EventCLSID is
specified asthe CLSID of the component.

A readable unique identifier, caled EventClassName, for the event class. The EventClassNameis specified
asthe PROGID of the component.

A typelibrary. In order to synthesize the event object and provide marshaling logic for the event class
interfaces, the event service requires that the interfaces contained in the event class be provided in atype

library.

An optiond publication attribute called the PublisherID. A subscriber can choose to use Publisher| D instead
of EventCLSID to identify an event class.



\lf

- " = When defining an event classinterface, you have to use automation-compliant method
s parameters. Do not use MIDL attributes such assize isand length_is; they do not work with

type library marshding.

Being aCOM+ configurable component, the event class requires a self-registering DLL that exports
DlIRegigterServer (to register the component) and DIlUnregisterServer (to unregister the component).

The easiest way to create an event classisto usethe ATL COM AppWizard to generate adummy component. The
coclass sectioninthe IDL file should indicate the desired interfaces the event class intends to support. Thisis
illustrated in the following IDL code fragment. It istaken fromthe ATL AppWizard generated project that | created
to define our stock price event class.

l'ibrary STOCKPRI CELib
{

cocl ass MySt ockPri ceEvent

{
[default] interface | MyStockPriceEvent;

};
}

Note that the internd structure of the ATL COM AppWizard requires us to provide the implementation of the
interface methods. However, the methods on this component are never called by the event service (the service
providesits own implementation of the event class). Therefore, the method implementation can just be a stub that
smply returnsS_OK.

To register the event class, firgt create anew COM+ gpplication using the Component Services snap-in. Add anew
component to this gpplication. This brings up the component-ingtall dialog box shownin Figure 10.4.

Figure 10.4. Installing an event class component.
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Click on the ?ngtal new event class?button. Enter the path to the event class component. This brings you to the
dialog box shownin Figure 10.5.

Figure 10.5. Installing event classfiles.
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Figure 10.5. Installing event classfiles.
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Click Next followed by Finish.

Y ou have just finished adding an event classto the COM+ catalog!

An event class could dso beingalled usng the COMAdmin administrative object.
=4 COMAdmin objectsare covered in Chapter 12. Y ou can find aVBScript program on the
CD toingall the event class using the COMAdmin object. For thoseinterested, you haveto

cdl the Ingta|EventClass method on the ICOM AdminCatal og interface, which iswhat the
Component Services sngp-in doesinterndly.

When viewed from the Component Services snap-in, the event class component doesn? ook any different from a
typical component. The only differenceisthat the Advanced tab of the component? property sheet containsafew

more entries, as shown in Figure 10.6. For our example, | have defined the identification of a publisher as ?y Stock
Price Publisher.However, defining thisfidd is not mandatory.

Figure 10.6. Event class properties.
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We are done registering the event class. Now let? see how we can implement a subscriber.

Subscribing for an Event

For our demongtration, we will look at creating a persistent subscription. Trangent subscriptions will be covered | ater.

A persstent subscriber isaregular COM+ configured component. As such, it can be developed using the ATL
AppWizard. Theimportant thing to keep in mind is that the component must support the event interface(s) on which
it isinterested in receiving events as shown in the following C++ class definition:

cl ass CWSt ockEvent Subscri ber
public I D spatchl mpl <I MySt ockPri ceEvent,
& I D | MySt ockPri ceEvent, &LIBI D _STOCKPRI CELi b>,

{
/1 I MyStockPriceEvent
publi c:

STDVETHOD( NewQuot e) ( BSTR bsSynbol , doubl e dVal ue);
H

Do not forget to refer to the event interface within the coclass section of the IDL filefor the subscriber. Otherwise,
the event interface will not be available for subscription.

N -
- " = Alwaysrefer to the interested event interfaces in the subscriber? IDL file.
- L\

Implementing an event interface is al it takesto create a subscriber. Thisisassmple asit gets. Compare thisto the
connection point implementation that required a boatload of code to set up the connection.



Our demondtration example will just bring up amessage box when an event gets delivered via NewQuote method as
shown in the following code snippet:

STDVETHODI MP CMy St ockEvent Subscri ber: : NewQuot e( BSTR bsSynbol ,
doubl e dVal ue)

{
TCHAR buf[ 100];

_stprintf(buf, T("¥% %f"), bsSynbol, dValue);
. MessageBox(NULL, buf, _T("Stock Price"), MB_OK);

return S_CK;
}

Now, compile and link the subscriber code.

Next, we need to add the subscriber to the COM+ catalog. For that, wefirst need to ingtal the subscriber asa
regular COM+ configured component. We will create a new application from the Component Services snap-in and
add the component in the usua manner to this gpplication.

Note that the subscriber need not be added to a separate application. Y ou can add the subscriber to the same
gpplication asthat of the event class component, if desired.

Once acomponent is added, you will notice that each component shown in the Component Services snap-in contains
two folders?eis our al-too-familiar interfaces folder, and the second one is a Subscriptionsfolder. Thisisshownin

Figure 10.7.

Figure 10.7. Subscription folder.
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Select 2dd New Subscriptionrom the context menu of the subscription folder. This brings up a subscription wizard



that lists al the interfaces that the component claims to support (from the coclass section of the IDL filg). Thisis
shownin Figure 10.8.

Figure 10.8. Availableinterfacesfor subscrlptlon
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Y ou can subscribe to asingle method or to dl the methods on an interface. If you want to receive events on more
than one method, but not every method, you have to add a separate subscription for each desired method.

Once you choose an interface or a specific method on the interface and click on the 2ext?button, the subscription
wizard searches through the COM+ catal og for registered event classes that support the specified interface and

offers you a choice to subscribe, as shown in Figure 10.9.

Figure 10.9. Event class chomesfor subscrlptlon
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Y ou can select a specific event class (recal that an event classistypically tied to a publisher). Alternatively, if you
don? care for a specific event class, you can select all the event classes that implement the specified interface.



Sdlecting an event class brings up the next dialog box that requires you to specify aname for the subscription, as
shownin Figure 10.10.
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A subscription may be enabled or disabled. If disabled, a subscription does not receive any event notification. For
our demondiration, we select the option to enable the subscription from the subscription wizard dialog box.
Alternatively, we could have donethislater from the property sheet for the subscription.

Click the ?ext?button followed by the Znish?button. At this point, the wizard adds the subscription information to
the subscription list in the catal og.

Similar to the event classingdlation, asubscription can aso be ingtaled programmaticaly usng the COMAdmiIn
objects. You can find aVBScript file on the CD that demonstratesthis.

Firing an Event

A publisher need not be a COM component. It can be any application that isinterested in firing an event. When the

publisher wantsto fire an event, it Smply creates an object of the event class and cdls the appropriate method on it.
Thefollowing VBScript code fragment shows how to fire our stock price change event:

Set stockPriceEvent =Creat eCbj ect (" St ockPri ce. MySt ockPri ceEvent™)
st ockPri ceEvent. NewQuote "MSFT", 100.0
nmsgbox " Done"

Firing an event is as smple asthis. There? no need to maintain and manage alist of subscribers; COM+ doesthe
work.

Transient Subscriptions



We know that a persstent subscriber can exist independently of the lifetime of the publisher. If the subscriber isnot
running at the time the event isfired, the COM+ event service forcesit to start. Essentidly, the service managesthe
lifetime of the subscriber.

There are cases, however, where the lifetime of a subscriber object is controlled externally. For example, the lifetime
of an ActiveX control istied to the lifetime of its container. If the container gpplication quits, the ActiveX control
object dies. Such a subscriber would only care about getting updates during its externdly controlled lifetime. Thisis
where transient subscriptions comeinto play.

A transent subscription requests that the event calls be ddlivered to a specific existing subscriber object. Trangent
subscriptions do not survive system shutdown, athough they are stored in the catalog.

Developing the subscriber for trandent subscription issmilar to that of apersistent subscription in that the subscriber
hasto support theinterested event interface. The implementation follows:

class CWTransi ent Event : public | MyStockPriceEvent

{
publi c:

/1l I MyStockPriceEvent
publi c:
STDVETHOD( NewQuot e) ( BSTR bsSynbol , doubl e dVval ue);

H
/1l Create the object

CConPt r <CConmbj ect <CMyTr ansi ent Event > > spEvent;

HRESULT hr =

CConthj ect <CMyTr ansi ent Event >: : Cr eat el nst ance( &pEvent);
_ASSERT( SUCCEEDED( hr) ) ;

spEvent - >I nt er nal AddRef () ;

The Component Services snap-in doesn? have any provision to set up atransient subscription. One hasto usethe
COMAdmin objectsto do so.

Thefirst step isto obtain the list of transent subscriptions from the catalog as shown here:

COMAdm n: : | COMAdNi nCat al ogPt r spCat (

__uui dof ( COMAdM n: : COVAdni nCat al 0g) ) ;
COMAdm n: : | Cat al ogCol | ectionPtr spColl =
spCat - >Get Col | ecti on(" Transi ent Subscri ptions");

The second step isto add the transient subscription to the Trans entSubscriptions collection object, represented by
the ICatd ogCollection interface.
Adding atrangent subscription requires the following items:

1.

A user-defined namefor the transient subscription.



ThelID of theinterface it wishes to receive events on.

An interface pointer to the subscriber object.

Optiondly, the EventCL SID or the Publisherl D of the publisher? event class.

Thefollowing code fragment shows how to add atransent subscription:

| Di spatchPtr spDisp = spCol | ->Add();
COMAdMi n: : | Cat al ogObj ect Ptr spCat Cbj ect = spbi sp
spCat oj ect - >Val ue[ "Nane"] = bsSubscri pti onNane;
spCat bj ect->Val ue["Interfacel D'] =

"{ A9E6DB19- 1891- 462D B32C- ED4AAFD61B08B} " ;
/'l spCat oj ect ->Val ue[ "Event CLSID'] =

/1 "{1F6F353D 5738- 4C05- 9DA1- A64E19370A0E} "; /] optiona
/1 spCat bj ect->Val ue[ "PublisherlD'] =
/Il "My Stock Price Publisher"; /1 optiona

spCat Ooj ect - >Val ue[ " Subscri berl nterface"] =
stati c_cast <l Unknown*>(spEvent);
spCol | - >SaveChanges() ;

Notice the call to the SaveChanges method. Without this call, no changes are saved in the catal og.

The object isnow set to receive events!

To stop receiving events, the trangent subscription hasto be programmetically removed from the catalog, as shown
here. The codeisincluded on the CD.

spCol | = spCat->Get Col | ecti on("Transi ent Subscri ptions");

spCol | - >Popul at e() ;

long Il ndex = Getlndexl nCol |l ection(spColl, bsSubscripti onNane);
spCol | - >Renove( | | ndex) ;

spCol | - >SaveChanges() ;

In apersstent subscription, asubscriber object is repeatedly constructed and destructed each time an event isfired.
In atrangent subscription, however, the subscriber object is constructed just once. This makes atransent
subscription more efficient than a persstent subscription.

Events and Queued Components
LCE in COM+ grestly smplifies publisher coding. To fire an event, the publisher just crestesa single event class

object and cals an appropriate method on it. Keeping track of the subscribers and ddlivering eventsto the
subscribersis|eft to the COM+ event service.



There are two problemswith this mechanism:
1.

Congder the case where the event classisingtdled on aremote machine. If the network is down, the
publisher will not be able to create an event object, and therefore cannot fire any events. However, some
subscribers may beinterested in receiving the events when the network eventualy comes back up.

In an enterprise system, there could be many subscribers spread across many machines. When an event is
fired, thereisapossbility that either a subscriber is not running or a subscriber could not be reached because
the network is down.

In both these cases, the problem stems from the fact that the norma event firing or event delivery mechanism uses
synchronous DCOM, and synchronous DCOM cdlsfail if the remote object cannot be reached.

If you haven? skipped Chapter 9, you know that the solution liesin using Queued Components.

Fortunately, COM+ events were designed to work closely with Queued Components.

Thefirst problem can be easily solved by making the event classitself a Queued Component. Y ou do this by marking
the event class?application as 2ueued?and 7isten, ?as well as marking the event interface as 2ueued?(see Chapter
9).

Of course, in order to connect to the Queued Component? recorder, the publisher needs to instantiate the object
using the queue moniker syntax. The following code fragment illustrates the technique:

Set stockPriceEvent = Get Cbject( _
"queue: Conput er Name=PVDEV/ new. St ockPri ce. MySt ockPri ceEvent ")
st ockPri ceEvent. NewQuote "MSFT", 100.0
stockPriceEvent = NULL
nmsgbox " Done"

The second problem can a so be solved similarly. In order to queue the publisher? event and replay it to the
subscriber later, the specific subscription should be marked as queued. This can be done from the 2ptions?ab on
the property sheet of the subscription, as shown in Figure 10.11.

Figure 10.11. Marking a subscription as queued.
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¥ Enabled

Sermer hame:

Filter criteria;

] I Cancel | Apply

Once the subscriber is marked as queued, the event object will create a queued connection to the subscriber.
However, to create a queued connection, marking just the subscription as queued is not enough. Y ou need to mark
the subscriber? application as 2ueued?and ?isten?and the event interface as 2ueued.?For our demonstration
sample, interface IMyStockPriceEvent should be marked as queued.

In summary, to queue a COM+ event to a subscriber:



A gmilar problem exists when the subscriber is marked as a Queued Component. Multiple event notificationswill be
gueued as multiple messages. The COM+ listener service may pick the second message before the first one. If the
subscriber is dependent on the order of the event notifications, queuing should not be used.

Eventsand Filtering

So far we have learned that it is reasonably easy to set up an L CE-based application under COM+. A publisher fires
an event and the subscriber recaivesit.

There are Stuations, however, when asubscriber might not carefor dl the eventsthat a publisher fires. For example,
most investors are probably interested in a handful of stocks, and would only want the price changes for these stocks.

A subscriber can certainly write code to filter out uninteresting stocks. However, it would be niceif thistask could be
handled adminigratively. Some reasonsfor thisfollow:

Less code for the subscriber to write and maintain.

A subscriber object is created and destroyed each time an event isfired. Also, the event, evenif itisan
uninteresting one, gets delivered to the subscriber, taking up unnecessary CPU time aswell as network
bandwidth.

Likewise, there are times when a publisher wantsto selectively pass an event to the subscriber. Some examples of
such cases are:

The subscriber may not be licensed to receive the events.

The subscriber may indicate to the publisher some other event filtering criteria

The COM+ event service offers a smple subscriber-side filtering of events and a not-so-smple publisher-side
filtering of events. Let? take alook.

Subscriber Parameter Filtering

The COM+ event service provides asmple mechanism to define filters on event method parameters. The type of

filtering used is on a per-method per-subscription basis. Thefilter can be specified from the Options tab on the
property sheet of the subscription, as shownin Figure 10.12.

Figure10.12. Filtering criteriafor a subscription.
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Thefilter criteriastring supportsrelational operators (=, ==, !, =, ~, ~=, <>), nested parentheses, and logical
keywords AND, OR, or NOT.

Filtering criteriacan also be specified programmatically usng COMAdmin objects. For thoseinterested, it isthe
FilterCriteria property on the subscription collection.

When an event isfired, the event service checksthe filtering criteriafor each subscription and ddiversthe event only
if thefilter matches the current event values.

i s

- n = Beware of entering a syntacticaly incorrect filter. The Component Services snap-in does not
. complain about it. However, the event system logs an error entry into the Windows event log.
Be sureto check the event log while testing your filters.

Publisher Filtering

Filtering can aso be done at the publisher level instead of the event service leve. Not only isthismore efficient, but it
a so provides the following advantages to the publisher:

The publisher can control the order of firing the events. Perhaps some subscribers might have paid extrafor
priority notification.



The publisher can check the returns status from each individua subscriber.

The publisher can check if the subscriber islicensed to receive event notifications.

The publisher can exercise fine-grained control over the event firing process by adding the necessary logic in the
publisher codeitsaf. However, when used thisway, the filter behavior cannot be changed without rebuilding the
entire publisher program. Moreover, it won? help you control a publisher for which you have no source code.

Fortunately, the COM+ event system provides a mechanism by which a publisher filter can be defined as a separate
COM+ configured component. When installing an event class, you can specify which publisher filter to use by setting
the event class?PublisherFlIterCLSID property in the COM+ catalog. Unfortunately, the Component Services
snap-in doesn?let you specify the filter component; you need to write your own administrative program to do this.
Y ou can find an example on the CD.

Thisfilter class needs to support a COM+ provided standard interface, IMultilnterfacePublisherFilter. (4 Table 10.2
ligtsits methods.

[4] Thisinterface replaces an earlier interface, | PublisherFilter. The latter interface still exists but its use is deprecated.

Table?0.2. IMultilnterfacePublisherFlIter Methods

Method Description
Initidize Called by the event system when the event object isfirst created.
PrepareToFire Called by the event system when an event needs to be fired.

Besdes supporting IMultilnterfacePublisherFilter, thefilter class should also support the event interfaces supported
by the event class, asillustrated in the following code-fragment:

class CWFilterl npl
public IMiultilnterfacePublisherFilter,

public | MySt ockPriceEvent,

{

/'l 1 MySt ockPri ceEvent
STDVETHOD( NewQuot e) ( BSTR bsSynbol , doubl e dVal ue);

/1 IMultilnterfacePublisherFilter nethods

STDVETHOD( I nitialize)(IMiltilnterfaceEventControl *pM EC);
STDVETHOD( Pr epar eToFire) (REFI I D riid, BSTR nmet hodnane,

| FiringControl* pFC);

private:
CConPt r <l Event (bj ect Col | ecti on> m spCol | ;



CConPtr<l FiringControl > m spFC,
H

When the publisher creates the event object, the event system reads the CLSID of the filter specified for the event
classand creates an object of thefilter class. If thefilter object cannot be created, the creation of the event object
fals

After creating thefilter object, the event system callsthe IMultilnterfacePublisherFilter::Initidize method, passing ina
pointer to IMultilnterfaceEventControl. Thisinterface supports amethod, GetSubscriptions, that returnsa
subscription list for agiven interface and a given method. The filter should hold on to this collection, as shown here:

STDVETHODI MP CWFilterlnpl::Initialize(
I Mul tilnterfaceEvent Control *pM EC)

{
_ASSERT (1 SNULL(m spCol 1)) ;

int nErr = 0;

HRESULT hr = pM EC- >Get Subscri pti ons(
__uui dof (1 MySt ockPri ceEvent),
g_bsMETHODNANE,

0,

&nErr,

&m spCol I');
return hr;

}

Note that our example event class has just one interface with just one method, making us cache just one collection. In
general, you may have to cache many collections. For amore complex example, check the EventMonitor sample
program on the platform SDK.

When the publisher calls amethod on the event interface, the event system callsthe filter?
IMultilnterfacePublisherFilter::PrepareT oFire method. Thefirst two parametersidentify the event interface and the
event method. The last parameter isapointer to the IFiringControl interface. This interface has amethod,
FireSubscription, that we need to use later for delivering eventsto the subscribers.

STDMETHODI MP CWFi Il terlnpl :: PrepareToFire(REFIID riid,
BSTR net hodnane, |FiringControl* pFC)

{
if (NULL == pFC
return E_I NVALI DARG

_ASSERT (__uui dof (I MySt ockPri ceEvent) == riid);
_ASSERT (!wcsi cnp( et hodnanme, g _bsMETHODNAME) ) ;

m spFC = pFC,

return S_CK;
}

The event system now invokes the event method on thefilter object. At this point, thefilter object can chooseto filter
event notification to some subscribers and can control the order of firing events.

For our sample, we will check to seeif asubscriber islicensed to receive the events.



The event system supports a notion of specifying arbitrary name/value pairsto a subscription. These pairsare
referred to as the publisher properties and can be added to a subscription from its property sheet, as shown in Figure
10.13.

Figure 10.13. Publisher propertiesfor a subscription.
2] x|

My Subscription Properties
Generall Options ~ Publizher Properties I

Fublizher properties:

M ame | D ata |
kylLicensetl.ey 1234

k. | Cancel | Apply |

For our sample program, the filter expects each subscription to have a property called ?yLicenseKey.?The magic
vauefor the licenseis 1234. The following code shows the license-check logic.

STDVETHODI MP CMyFi I terl npl : : NewQuot e(/*[in]*/ BSTR bsSynbol ,
/*[in]*/ double dval ue)

{
_ASSERT (| SNOTNULL( m_spFQC));
_ASSERT (1 SNOTNULL(m spCol 1));

CConPt r <l EnunEvent Gbj ect > spEnum
HRESULT hr = m spCol | - >get _NewEnun{ & pEnunj ;
RETURNI FFAI LED( hr) ;

ULONG nRet = 0;
CConPt r <l Unknown> spUnk;
while(S OK == (hr = spEnum >Next (1, &spUnk, &nRet))) {
CConPt r <l Event Subscri pti on> spSub;
hr = spUnk->Queryl nterface(&spSub);
RETURNI FFAI LED( hr) ;
spUnk = NULL;

CConVari ant v;

hr = spSub->GCGet Publ i sher Propert y( CConBSTR(" MyLi censeKey"),
&v);

if (FAILED(hr)) {
continue; // not a valid subscriber

}

if (wescnp(V_BSTR(&v), L"1234")) {
continue; // not a valid subscriber

}

hr = m spFC >Fi reSubscri ption(spSub);



return hr;

}

In the above code, when the event method isinvoked, thefilter object goes through each subscription looking for the
license key property. If the valuefor this property matches the magic value, thefilter object tellsthe event system to
ddiver the event to the specific subscriber, usng the FireSubscription method. This method invokes dl the event
system? standard delivery mechanism, including the parameter filtering described earlier.
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Summary

An event isanatification of achange in someinteresting data. The publisher fires an event, and one or more
subscribers receive the event.

Event system implementation can be broadly categorized astightly coupled events (TCES) or loosely coupled events
(LCES).

Under TCE, the publisher and the subscriber have adirect connection to each other. The lifetimes of the publisher
and the subscriber aretightly coupled. A connection point isacommonly used technique for TCEs.

Another example of TCE implementation isMSMQ. When amessage listener enables notification on a specific
MSMQ queue, MSMQ fires an event when amessage arrivesin the queue.

Under LCE, the publisher and the subscriber do not have adirect connection to each other. COM+ eventsisa
mechanism based on LCE. Under COM+ events, the publisher and the subscriber are decoupled by an event class.

COM+ events can have persistent subscribers or transent subscribers. Persistent subscribers can survive asystem
shutdown while the transient subscribers cannot.

COM+ events support queuing the method call, from the publisher to the event class aswell as from the event class
to the subscribers.

COM+ events also support filtering of data, both at the publisher? side aswell asthe subscriber? side.
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Chapter 11. Scalability

An enterprise system must be designed to handle hundreds of clients concurrently. Furthermore, each client request
should be serviced in areasonable amount of time. Rather than designing the software to maximize performance,
thereby reducing the amount of time to service asingle reques, the devel opers have to focus on maximizing
throughput?he number of requests that can be serviced in agiven amount of time.

COM+ provides many servicesthat makeit relatively easy to develop such scaable gpplications. In the previous
chapterswe looked at some of them, such as queuing and events, which directly or indirectly help in developing
scalable applications. In this chapter, we shal examine severd other COM+ mechanismsthat help developerswrite
sophidticated, highly scalable applications.
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| ntroduction

Scdability is defined as the measure of an application? resistance to performance degradations when it services
multiple concurrent requests. A perfectly scalable application would provide constant performance regardless of the
number of concurrent users. However, such an application exisgts only in theory, asit requiresinfinite resources. In the
rea world, it isvery common for two applications to contend for a shared resource such as memory, database
access, or CPU time. In this case, one gpplication hasto wait until the other isfinished using the resource, resulting in
degraded performance.

There are severa waysto resolve this problem, including the following:

Increase the supply of available resources (more processors, memory, database handles, etc.)

Design the application so that each request uses shared resources as efficiently as possible.

For the greatest degree of scalability, the developers may end up doing both.

While the first method requires a hardware or software upgrade to the system, the second method can be achieved
programmeticaly.

Let?look at some COM+ services that help us achieve the second option.
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Resour ce Dispensers

Consider thefollowing scenario:

Assume that a component is set to open a connection to an SQL server database during activation. Let? say the
component isbeing used over and over again, very quickly. Each time the component is used, a connection to the
databaseis created. Thisisvery inefficient; making a connection to a database can be very time consuming.

A better strategy would be to keep the connection aive and reuse it for the next invocation.
Thisiswhat a resource dispenser (RD) does.

A resource dispenser is a software component that manages the non-durable state of aresource, such asthe
connection to a database.

Do not confuse the resource manager with the resource dispenser, dthough both often work hand in hand:

An RM manages the durable state of the resource, such as the changesto ardationa database. An RD
manages the non-durable state of the resource, such as the connection to the database.

An RM isamost awaysimplemented as an out-of -process server. An RD is always within the same process
asthat of theclient.

— ], Recdl from Chapter 8 that, when aclient connects to aresource manager, it gets aproxy to
—4 theresource manager (RM proxy). The RM proxy providesinterfaces or APIs so that the
client can talk to the resource manager.

An RM proxy istypicaly implemented as part of the Resource Dispenser.

Some commonly used examples of RDs are ODBC driver managers and OLE DB providers. Pooling offered by
ODBC driver managersiscaled connection pooling. Pooling offered by OLE DB providersiscaled resource
pooling.

An gpplication can make its database connection by using an ODBC database driver either natively or by using
ADO. Thefollowing code snippet uses ADO with ODBC to open a connection to an SQL server database



AccountsDB.

Set aConn = Creat eObj ect (" ADODB. Connecti on")
aConn. Open "DSN=Local Server ; dat abase=Account sDB; U D=sa; PWD=; "

When a client makes a database connection usng ODBC, the ODBC driver manager keeps the connection in a pool
and returns a copy to the client. When the client releases the connection, the ODBC driver manager does not drop
the connection. Instead, it waitsfor a certain amount of time to seeif the connection can be reused. When the next
connection to the database is made, if the data source and the user information match the one in the poal, the request
is satisfied from the connection in the poal. If there is no match, then anew connection is made to the database.

If the connection in the pool could not be used within the timeout period, the ODBC driver manager dropsthe
connection.

= |, Totake advantage of ODBC connection pooling, the underlying ODBC driver must be
— thread-safe. Fortunatdly, the latest versions of the most popular ODBC drivers (SQL Server,
Oracle, Access, etc.) are dl thread-safe.

ODBC connection pooling can be enabled (or disabled) programmatically (aswell as by other means such as
manipulating the Windows registry). Seethe MSDN article, ?Pooling in the Microsoft Data Access Components,
Ahl-99] for details. For a COM+ application, connection pooling is automatically enabled. Y ou do not have to
explidtly endbleit.

An application can adso use OLE DB to create a data source object, either by invoking the data provider directly or
by using ADO. Thefollowing code snippet uses ADO to create an OLE DB data source object to an SQL Server
database AccountsDB:

Set aConn = Creat e(bj ect (" ADODB. Connecti on")
aConn. Open "Provi der =SQLOLEDB; dat abase=Account sDB; Ul D=sa; PWD=; "

When the application creates an OLE DB data source object, the OLE DB services create aproxy data source

object in the application? process. When the application attempts to create another data source object, the proxy
triesto reuse the exigting initialized data source to the database, if possible.

When the gpplication releases the data source object, it isreturned to the pool.

Notice the difference between ODBC connection pooling and OLE DB resource pooling. The former poolsthe
ODBC connections to the database. The latter pools the OLE DB data source objects.

OLE DB resource pooling can be configured programmatically. The MSDN article, ?Pooling in the Microsoft
Data Access Components, 7AhI99] provides an in-depth coverage on thistopic.
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Just-in-Time (JIT) Activation

In an enterprise system, a user-driven client application often creates an object, makes a method cdll, and holds on to
the object to useit later. Thetime between cdlls can vary from seconds to minutes or even hours. Meanwhile, on the
server sde, the object continuesto stay alive, tying up resources. Imagine the resource-sharing problem that would
ariseif ahundred or more clients locked access to the resources that they weren? even using.

Jugt-in-time (JIT) activation isamechanism provided by COM+ to manage the lifetime of an object more efficiently.
Theideaisvery smple?the actua object isactivated just prior to thefirst call made on it and is deactivated
immediately after finishing itswork.

Here? how it works.

When the client creates an object that is marked for J T activation, COM+ activates the actua object and returnsa
proxy to theclient, asshownin Figure 11.1.

Figure11.1. JIT activation: Client getsa proxy.
Context Boundary
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l Client Server :
: Application Component :
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I Actual !
| O Object |

Oncethe object is created, the client makes method calls on it as usua. When the object is finished doing itswork,
COM+ deactivates the actual object. However, the proxy, the stub, and the ORPC channel connecting them are all
gill in place. The client continuesto hold the reference to the object viaits proxy, unaware that the underlying object
has been deactivated. Thisisillustrated in Figure 11.2.

Figure11.2. JIT activation: Theactual object has been deactivated.
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When aclient makes acall on the proxy, the proxy informsthe stub. At this point, COM+ activates a new ingtance of
the object, asshown in Figure 11.3.

Figure11.3. JIT activation of a new instance.
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A component is marked for J T activation from the Component Services sngp-in, asshown in Figure 11.4.

Figure 11.4. Enabling a component for JIT activation.
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Figure 11.4. Enabling a component for JIT activation.
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Now comes the million dollar question?ow does COM+ know that it is safe to deactivate the object?

COM+ could perhaps wait for a predefined timeout period to check if the client makes any cal. If no call comesin



within thistimeout period, then COM+ can deactivate the object. However, such atimeout-based deactivation
mechanism may result in an unexpected behavior.

Congder, for example, acomponent that supports obtaining salary information for an employee. It implementsthe
following interface:

interface | MyJI TDeno : | Di spatch

{
HRESULT Set Enpl oyee([in] BSTR bsEnpl oyeeNane) ;

HRESULT Cet Sal ary([out, retval] |ong* pVal);
H

Theideaisthat the client firgt calls SstEmployee to specify the employee name, and then cdls GetSdary to obtain the
salary of the employee. Let? say the client doesn? call GetSalary within the timeout period. Asaresult, COM+
deactivates the object. Later, when GetSdary call comesin, anew instance is activated. However, the new instance
has no ideawho the employeeisfor which GetSdary isbeing caled. In the best case, the cal will return afallure
condition. Intheworst case, it will return aninvaid vaue.

The redl problem isthat when the original object was being deactivated, it was in a state? state that contained the
name of the employee. When the object got deactivated, this Sate got lost.

In order for JT to work, the object should be deactivated when it is Xateless, 2hat is, it either contains no data, or
contains data that is not important and may be discarded.

But the stub doesn? have the foggiest idea about the statel essness or the statefulness of an object. Asfar asitis
concerned, the object is nothing but an implementation of abunch of interfaces.

Unlike the stub, however, the object does know what stateitisin. If only it can inform the stub that it is done with the
work it is supposed to do. Then the stub can go ahead and deectivate the object.

In our example case, it is not okay to deactivate the object after calling SstEmployee, but it is perfectly fineto
deactivate the object after the client cals the GetSdary method.

An object that is J T-enabled contains a bit in its context called the ?one?bit or, more precisely, the
deactivate-on-return bit. COM+ checksthis bit after its return from each method cal. If the bitisturned on,
COM+ will deactivate the object. By default, COM+ turnsthis bit off before entering amethod. However, one can
change thisbehavior at the interface method level from the Component Services snap-in.

The deactivate-on-return bit can aso be set programmatically by using the method SetDeactivateOnReturn
available on the interface | ContextState. The following isits prototype:

Interface | ContextState : | Unknown

{

HRESULT Set Deacti vat eOnRet ur n( VARI ANT_BOOL bVal ) ;
}



Parameter bVal informs COM+ whether or not the object should be deactivated.

\lf

- " = SetDeactivateOnReturn requires VARIANT _BOOL (and not BOOL ) asthe parameter type.
. Do not use TRUE or FAL SE asthe parameter. Use VARIANT_TRUE or
VARIANT_FALSE instead.

Method CMyJI TDemo::SetSdary can now be implemented asfollows:

STDVETHODI MP CMWyJI TDeno: : Get Sal ary (1 ong *pVal )

{
CConPt r <| Cont ext St at e> spSt at e;

HRESULT hr = :: CoGet Obj ect Cont ext (__uui dof (I Cont ext State),
(voi d**) &spState);
hr = spStat e->Set Deact i vat eOnRet ur n( VARI ANT_TRUE) ;

return S_CK
}

Note that the implementation of SetEmployee need not explicitly set the deactivate-on-return bit to
VARIANT_FALSE. Thisisbecause, by default, COM+ automatically setsthisbit to VARIANT _FAL SE before
cdling amethod.

When JIT activation is enabled on a component, COM + enforces the Synchronization attribute to be set to
Required. Thereason for thisissmple. If two clients were smultaneoudy calling a J T-activated component, and a
method call from one of them causes the object to be deactivated on return, the other method call would be left
accessing invalid memory location or other such resources. This problem can be avoided by ensuring that only one
method call gets serviced at atime, which is exactly what Synchronization=Required does (see Chapter 6).

Although JIT activation resultsin reclaiming the resource taken up by the object, it is often less than what you think.
Even though the COM object that finished itswork is deactivated, the channd and the stub il stay in place. Only
when the object consumes congderably more memory than these infrastructural itemsdoes JI T activation provide
some benefit. However, keep in mind that repeated activation/deactivation of the object resultsin some performance
degradation. Before enabling J T activation, you should consider if the benefit of saving resources outweighs
performance degradation. J T activation is more beneficiad when deactivating an object recovers a scarce, expensive
resource, such as a database connection.

Thered benefit of JT isthat it enforces transactional correctness. Recall from Chapter 8 that atransactionis
completed only after the root object of the transaction is deactivated. Forcing the client to release the root object and
re-cregteit for each transaction not only requires some programming effort on the part of the client, but itisalso
inefficient, asthe proxy, the stub, and the channd are torn down every time. Marking the root-object transactiona
component as JI T-activated and setting the deactivate-on-return bit within an appropriate method implementation
deactivates the root object. Not only doesthis enforce transaction completion, it also leaves the setup (the proxy, the
stub, and the ORPC channel) intact. Infact, JT activation is so crucid for transactiona correctnessthat, if a
component is marked to participate in a transaction, COM+ enforces that the component gets enabled for AT
activation.

If AT activation is enabled on a component, it impliesthat its objects are created and destroyed frequently. The



primary intention of destroying an object isto force the object to release its resources. If somehow we can force the
object to release its resources without actualy destroying the object, we could reuse the object without having to
create it, thus saving some CPU cycles. Thisiswhat object pooling, a COM+ provided mechanism and our next
topic of discussion, triesto achieve. By pooling JI T-activated objects, you can greatly speed up object reactivation
for thedlient.

<BACK NEXT >
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Object Pooling

The concept of object pooling issimple. Using the Component Services snap-in, the administrator marksa
component as pooled. The relevant property page for the component is shown earlier in Figure 11.4. When the
COM + application containing the component isfirst activated, COM+ creates a bunch of objects (the exact number
is specified as the minimum pool size) and holds them in apool. When aclient creates an object, by caling

CoCresgtel nstance, for example, COM+ first checks the pool to seeif the object of the specified typeisavailable. If
s0, COM + activates the object from the pool instead of creating anew one. If the object is not available, COM+ will
create anew one, up to the maximum specified size of the pool. When the object isreleased, ether through adirect
client request or asaresult of the JI'T deactivate-on-return bit set, the object goes back to the pool for reuse.

If dl the objects up to the maximum specified limit are aready in use when anew object creation request comesin,
COM+ waits for a specified timeout interval (configurable through the Component Services sngp-in) to seeif any of
the used objects become available for reuse. If not, the object creation fails with the error,

CO_E ACTIVATIONFAILED_TIMEOUT.

Notethat so far in this chapter, and a many placesin the earlier chapters, we deliberately chose the words object
activation and deactivation, as opposed to object creation and destruction. The semantic difference between the
two should now become clear. When an object is activated, it either gets created or fetched from apool of existing
objects. When an object is deactivated, it either gets destroyed or placed back in the pool.

When an object is being deactivated, it needs away to know this so that it can releaseits resources. Likewise, an
object needsto know when it isbeing activated so that it can initiaize its state. To accomplish this, COM definesa
gandard interface, |0bjectControl. Thefollowing isits definition:

| oj ect Control : | Unknown

{
HRESULT Activate();

voi d Deactivate();
BOOL CanBePool ed();

};

Any coclass whose objects are interested in receiving activation and deactivation notifications should support
|ObjectControl.

\.'f

- " = Implementing |ObjectControl is not mandatory for object pooling. Implement it only if you
- . wish to receive activation and deactivation notifications.

When an object is being activated, COM+ queries the object for the |ObjectControl interface and calsits Activate
method before handing the object over to the client. This givesthe object achance to do any necessary initidization.



\lf

- " = When an Activate call comesin, you can obtain areference to the object? context object
. and storeit asamember variable. Thisway, you don? have to acquire the context object
each timeyou want to useit.

The Activate method can aso be used to obtain the security credentials of the caller (see Chapter 7) and either dlow
or deny accessto the caller.

When the object is being deactivated, COM+ calls the Deactivate method. Thisis the object? chance to perform
whatever cleanup is necessary, such as releasing any held resources, beforeit is destroyed or recycled.

wi s

- " = If you are holding the context object as amember variable, do not forget to release it when
s Deactivateiscaled.

Immediately after calling Deactivate, COM+ calls the CanBePooled method on the object to check if the object is
willing to be pooled for reuse. If the object returns FALSE, COM+ destroys the object. Otherwise, COM+ places
(or may place) the object back into the pool.

Note that returning TRUE from CanBePooled does not guarantee that the object will be recycled; it only gives
COM+ the permission to recycleit. Returning FAL SE, however, guarantees that the object will be destroyed.

Requirementsfor Poolable Objects

With object pooling, a specific instance of apoolable object can be used by multiple clients. In order to work
properly with multiple clients, poolable objects have to meet certain requirements.

Stateless

To maintain security, consstency, aswell asisolation, poolable objects must not hold any ient-specific?state from
one client to another. Otherwise, for example, aresource opened with the security token of one client may
inadvertently get used with another client. Therefore, aper-client state should be managed using 1ContextControl,
performing client-gpecific context initiadization with Activate, and cleaning up any client state with Desctivate.

No Thread Affinity

It is possible that a poolable object gets created on one thread (at startup time) but gets activated on another thread
(when it istaken from the pool and connected to the client). Therefore, the object should be designed o thet it
doesn? care which thread it receives calls on. This means the object must livein either an MTA or neutral
gpartment, which implies the component cannot be marked with ThreadingModel=Apartment. [1] In addition,
poolable objects should not use thread local storage (TLS), nor should they aggregate the FTM (see Chapter 5).

[1] Though ThreadingM odel=both is supported, the ?partment?part of the threading model never gets used. The objects are always created from an
MTA thread.



Aggregatable

When COM+ activates apooled object, it aggregates the actual object to manage itslifetime. Therefore, the object
implementation should support aggregation. Thisis not such aterrible problem as the code generated by the ATL
wizard supports aggregation by defaullt.

Transactional Components

Poolable objects that participate in transactions must turn off the automeatic enlistment of managed resources (Chapter
8). The transactiona resources must be enlisted manually. Otherwise, if an object holds managed resources between
clients, there will be no way for the resource manager to automatically enlist in atransaction when the object is
activated in agiven context.

Notethat thisis not an issueif the managed resource gets loaded when Activate is caled. However, for performance
optimization, many components |oad the managed resource during the construction phase of the object. Such
components should add the logic to disable automatic enlistment of the managed resource during the construction
phase and enable it each time Activateis called.

The steps for automatic or manua enlistment of a managed resource are very specific to the resource manager of the
resource in question. Y ou should consult the documentation for your resource manager. Seethe MSDN article, ?
COM+ Technical Series: Object Pooling, M SDN-00] for a code example on manualy enlisting an ODBC
resource.

COM+ treats transactiona objectsin aspecid way when they are pooled. Generdly, when aclient requestsa
pooled object, COM+ may fetch any object from the available pool. However, for transactional objects, COM+
uses adifferent algorithm. It scansthe pool for an available object that is aready associated with the current
transaction. If an object with the transaction affinity isfound, it isreturned to the client; otherwise, an object from the
genera pooal isreturned. When the object with the transaction affinity is used, the object must have aready enlisted its
resources. Therefore, before enlisting aresource, you should first check for transaction affinity and enlist the resource
only if the object was fetched from the genera pool.

<BACK NEXT >
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Asynchronous M ethod Calls

Under the conventiona COM+ model, when a client gpplication cals amethod on an object, the client thread blocks
until the method executes and returns. Making such asynchronous cal isby far the most popular technique to the
clients. However, there are times when aclient gpplication would want to do some other work whilethecal isin
progress, rather than waiting for the call to complete.

One way to accomplish thisisfor the client to spawn aworker thread to make the method call. The primary thread is
now free to do some other work while the worker thread blocks until the method call returns,

Though thistechnique will certainly work, it is better if the underlying infrastructure providesthistype of service. This
reduces the thread management code for the client, especidly if the client intends to make many concurrent calls.
Moreover, the infrastructure can optimize the low-level calsto make it more performance-efficient.

The RPC layer under Windows 2000 includes support for asynchronous calls. COM+ leveragesthisfeature to
support asynchronous cal processing at the interface method level. The architectureis such that both the client and
the server can independently ded with asynchronous method cdls.

The client code can be devel oped to make asynchronous method cals without requiring the server to
implement any specia code. The COM+ MIDL compiler can generate proxies and stubsthat do dl the dirty
work.

The server code can process calls asynchronoudy without requiring any specia action on the part of the
client. Asameatter of fact, the server can process amethod call in an asynchronous fashion even if the client
makes a synchronous method call. Once again, the MIDL-generated proxies and stubs do al the magic.

To explore COM+ support for asynchronous calls, we will develop avery smple server component. The component
returns the sum of two numbers. Following istheinterface definition used for the demondtration:

interface | MySum : | Unknown

{
HRESULT Get Sum([in] long |IVall, [in] long | Val2,

[out, retval] Iong* plSunm;
b

Theimplementation of such an interface method is shown below. It is quite straightforward. To ensure that the
method call execution takes sometime, | have ddliberately added a five-second deep in the code:

STDVETHODI MP CWySum : Get Sun(l ong | Val 1, long I Val 2, |1ong *pl Sum
{

::Sleep(5 * 1000); // sleep for 5 seconds

*pl Sum = | Val 1 + | Val 2;



return S_CK;
}

In order for MIDL to generate proxy/stub code that deals with asynchronous method calls, the interface definition
needs to be marked with an attribute named [async_uuid], as shown here;

uui d(1189F283- 7248- 43C7- 988B- 57397D67BAB5) ,
async_uui d( E58D142E- 0199- 4178- B93A- 9F1919DE42D3)

]

interface | MySum : | Unknown

{
HRESULT Get Sum([in] long IVall, [in] long IVal2,

[out, retval] Iong* pl Sun;
H

When MIDL seesthe async_uuid attribute, it generates the proxy/stub code for two versions of the interface
IMySum.

1.

A synchronous version of the interface, named IMySum, with interface 1D taken from the uuid interface
atribute. Thisisthe norma MIDL processing that we are accustomed to.

An asynchronous version of theinterface, named AsynclMySum, with interface 1D taken from the
async_uuid interface attribute.

The AsynclMySum interface contains two methods for each method found in the IMySum interface. A 7Begin_ 7and
PFinish_ token, as shown below, prefixes each method:

i nterface Asyncl MySum

{
HRESULT Begin_GetSun{[in] long IVall, [in] long |Val2);
HRESULT Fi ni sh_Get Sunm( [out, retval] long* pl Sun;

};

Y ou can easlly guessthat aclient would call the 7Begin_“Aversion of the method to start an asynchronous method
cdl, and the ZFinish_ verson to obtain the outcome of the method call.

The coclassimplementsthe IMySum interface asusud. Typicaly, it does not implement the asynchronous version of
theinterface. Instead, COM + implements the AsynclMySum interface and makes it availableto the client.

Notethat only the [in] parameters of the origina method appear in the Begin. GetSum method and only the[out]
parameters of the origind method appear in the Finish_ GetSum method. Had the origina method contained any [in,



COM+ doesn? support asynchronous cals from configured components. As aworkaround, you can make
an asynchronous cal to a non-configured component and have that component call the configured
component.

Asynchronousinterfaces can only be derived from asynchronous interfaces. Thisrules out deriving interfaces
from dispinterface or I1Digpatch. Interface lUnknown, as you might have guessed, is marked to support
asynchronous calls, making it possble to define custom asynchronous interfaces.

As asynchronous cal support isimplemented by the proxy/stub code, type library marshaing cannot be used.
The proxy/stub DLL hasto be built and registered.

As the asynchronous magic happens because of the proxy/stub logic, aclient cannot use adirect interface
pointer to the object. A smpleway to ensure that the client gets a proxy isto make the component an
outof-process server.

Asthe proxy/stub code is meant to execute only on Windows 2000 or later versions of the OS, the code
compilation requiresthat amacro, WIN32 WINNT, be defined as at least 0x0500 (for NT 5.0).

N
- n = |f youareusing ATL to develop the server, be sure to pass FAL SE as a parameter to the
N _Module RegisterServer cdl. Thiswill ensure that the type library does not get registered.
Also, you need to edit the ATL wizard-generated proxy stub makefile and redefine the
_WIN32_WINNT macro to 0x0500.

Let?look at how a client can make asynchronous calls.

Asynchronous Clients

Firgt, we need to understand the client-side architecture of asynchronous calls.

As mentioned earlier in the section, the server object typicaly implements the synchronous version of the interface
and COM+ implements the asynchronous version. More precisely, a separate object, known as a call object,
implements the asynchronous version of theinterface. A client can get hold of the call object through the proxy
manager.

Recdl from Chapter 5 that when aclient activates an object from acontext that isincompatible with that of the
object? configuration, a proxy manager gets loaded in the client? context. The proxy manager acts asthe



client-sde identity of the object.
Figure 11.5 illustrates the interfaces exposed by the proxy manager for our sample gpplication.

Figure 11.5. I nterfaces exposed by the proxy manager.
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Besides exposing the interfaces supported by the actua object, the proxy manager aso exposes some other
interfaces. One such interface that we saw earlier in Chapter 7 is|ClientSecurity. Another interface that the proxy
manager implements, and the onethat is of interest to us, is1CdlFactory. Following isits definition:

interface ICall Factory : | Unknown

{
HRESULT CreateCall (

[in] REFIID riid,

[in] I'Unknown *pCtrl Unk,

[in] REFIID riid2,

[out, iid_is(riid2)]IUnknown **ppv );
}

Method CreateCall |etsthe client create acall object.

Parameter riid lets you specify the identifier of the asynchronous interface you are interested in. An object may
support more than one asynchronous interface. By specifying the asynchronousinterface identifier, the cal factory
can create acal object appropriate for the specific asynchronous interface.

Parameter pCtrlUnk, if not NULL, isused for aggregating the call object. Wewill seeitsuse later.

Besides supporting the asynchronousinterface, a call object supports two more interfaces, | Synchronize and
|CancelMethodCalls, asillustrated in Figure 11.6. Parameter riid2 specifiesthe identifier of the interface you wish to
obtain on the cal object.

Figure 11.6. Interfaces exposed by the call object.
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Given this client-side architecture, the procedure for executing an asynchronous method cal to GetSum can be
summed up asfollows:

Create the object that implements IMySum, using CoCreatel nstance, for example.

Query the obtained proxy manager for the | CdlFactory interface.

Cdl ICadlFactory::CreateCal to create acall object that supports the AsynclMySum interface.

Cdl AsynclMySum::Begin_GetSum on the call object to initiate an asynchronous call.

Later, call AsynclMySum::Fetch_GetSum on the call object to retrieve the call? output parameters.

The following code fragment demonstrates this procedure. As usua, error checking has been omitted for clarity.

voi d Si mpl eAsyncExecution()
{
/] Step 1: Create the instance
CConPt r <l Unknown> spUnk;
HRESULT hr = ::CoCreatel nstance(__uui dof (MySum, NULL,
CLSCTX_SERVER, __uui dof (I MySun), (void**) &spUnk);

/] Step 2: Get the call factory

CConPtr<Il Cal | Fact ory> spCal | Fact ory;

hr = spUnk->Queryl nterface(&spCall Factory);
spUnk = NULL; // not needed anynore

/1 Step 3: Get the async interface
CConPt r <Asyncl MySun» spMySum



hr = spCal | Factory->CreateCal | (__uui dof (Asyncl MySum ,
NULL,
__uui dof (Asyncl MySunj
(I Unknown**) &spMySum ;

spCal | Factory = NULL; // not needed anynore

/1 Step 4. Initiate the call
hr = spMySum >Begi n_Get Sun( 10, 20);

/1l Step 5. Get the value

l ong | Sum
hr = spMySum >Fi ni sh_Get Sum( & Sunj ;
cout << "Sumis: " << | Sum << endl;

/1l Step 6: Cean up
spMySum = NULL,;
}

Notethat the call to Begin_GetSum returnsimmediately, giving the cdler achance to do some other processing
before cdling Finish_ GetSum.

A couple of thingsto keep in mind while using the call object:
1.

It isimportant to pair every cdl to the Begin method with acdl to the corresponding Finish method. COM +
allocates memory to hold the call? output parameters when Beginiscalled. If Finishisn? called, this
memory (and some other resources) is not freed until the call object isreleased.

A call object supports only one outgoing call at atime. A client cannot call the Begin method a second time
without calling the Finish method first. Thisisnot redly aproblem. To execute multiple cals concurrently, the
cdler just hasto create multiple call objects.

Under the hood, when Begin is caled, the ORPC channel executes an asynchronous RPC call and providesthe RPC
subsystem with the address of a callback function. The Begin method then returns, freeing the caller? thread. When
the asynchronous RPC cal completes, it invokesthe calback function. The calback function in turn sgnasthe call
object that the call hasreturned.

If Finishiscaled after the asynchronous RPC call is completed, the method returnsimmediately (with the call?
output parameters). If the asynchronous RPC call is hot completed when Finishiscaled, Finish will block until the
cal completes.

Checking Call Status

To prevent Finish from blocking, aclient can check to seeif the RPC call has completed. It can do so by calling
ISynchronize::Wait on the call object. A return value of RPC_S CALLPENDING indicatesthat the cal has not
been completed (and hence acdl to Finish a the moment would block). The following code snippet demonstrates
how to check for call completion:

/1l Step 5: Check for call conpletion every one second
CConPt r <l Synchroni ze> spSync;



hr = spMySum >Queryl nterface(&pSync);
_ASSERT ( SUCCEEDED( hr) ) ;
for(;;) {
Sl eep(1 * 1000);
hr = spSync->Wait(0, 0);
if (RPC_S CALLPENDING != hr) {
/1 finished call conpletion. Get the val ue.
br eak;
}
cout << "Call is pending" << endl;
}
Call Completion Notification

Polling from timeto time is one way to check for cal completion. COM dso provides another way wherein the client
can be natified asynchronoudy when the call completes. Thisis accomplished by alittletrick.

When the asynchronous RPC call completes, COM natifiesthe call object by querying it for the |Synchronize
interface and calling the Signal method onit. If the caller provides acall object of its own that supports | Synchronize
and aggregates the system-supplied call object, then querying the call object for the | Synchronize returns a pointer to
the caller-provided call object. The Signad method will then be called on this object instead of the system-supplied
cal object. Thefollowing ATL-based code shows an implementation of such acal object:

class CW¢Cal | Notify :

public | Synchronize,

publ i ¢ CContbj ect Root Ex<CConiMul ti Thr eadModel >
{
public:

CWcCal | Notify() {}

HRESULT Init (I Call Factory* pCall Factory);

~owCal | Noti fy() {}

DECLARE_GET_CONTROLLI NG_UNKNOWN ()

BEG N_COM MAP(CMyCal | Not i fy)

COM_| NTERFACE_ENTRY( | Synchr oni ze)

COM_| NTERFACE_ENTRY_AGCGREGATE_BLI ND (m_spUnkl nner . p)
END_COM_NMAP()

/1 1Synchronize

publi c:
STDVETHOD( Wi t) (ULONG dwFl ags, ULONG dwM | | i seconds);
STDVETHOD( Si gnal ) () ;
STDMETHOD( Reset) () ;

private:
CConPt r <l Synchroni ze> m spSyncl nner;
CConPt r <l Unknown> m spUnkl nner;
H
HRESULT CMWyCal I Notify::Init(lCallFactory* pCall Factory)
{
/1l Step 1. Create a call object.
HRESULT hr = pCal | Factory->CreateCall (__uui dof (Asyncl MySunj,
Get Cont rol i ngUnknown(),
1 D_I Unknown, &m spUnkl nner);
if (FAILED (hr))
return hr;

/1 Cache a pointer to the aggregated object's
/1 1Synchronize interface.
hr = m_spUnkl nner->Queryl nterface(__uui dof (I Synchroni ze),



(voi d**) &m spSyncl nner);
if (FAILED (hr)) {

m spUnkl nner = NULL;

return hr;

}

return hr;

}

STDMETHODI MP CMyCal | Noti fy: : WAi t (ULONG dwHl ags,
ULONG dwM | | i seconds)

{

/1 Forward the call to the inner object
return mspSyncl nner->Wit (dwHl ags, dwM | |iseconds);

}

STDMETHODI MP CMyCal | Noti fy:: Signal ()
{

/1 Forward the call to the inner object
HRESULT hr = m spSyncl nner->Si gnal ();

/1 Notify the user
cout << "Call finished." << endl;
cout << "Press enter to fetch the sunt << endl;

return hr;

}

STDMETHODI MP CMyCal | Noti fy: : Reset ()
{

/1 Forward the call to the inner object
return mspSyncl nner->Reset ();

}

Note that the outer cal object only implements | Synchronize methods. If queried for any interface other than
ISynchronize, the outer cal object blindly delegatesthe call to the inner object.

Also note that, for proper functioning, it isimportant to delegate al the | Synchronize cdlsto theinner object. In
particular, if Sgna isnot forwarded, acal to Finish_ GetSum will block indefinitely.

Call Cancdlation

Onceacdl isinitiated, aclient has no control over how long the call takesto finish. In some cases, the client may
wish to cancd the cal if it hasn? returned after a specified period of time. The call object supports another interface,
| Cancel M ethodCdlls, to do exactly this. The following code snippet showsiits usage:

/'l Cancel the call if the call takes nore than a second
CConPt r <l Cancel Met hodCal | s> spCancel ;

hr = spMySum >Queryl nt erface(&spCancel ) ;

_ASSERT ( SUCCEEDED( hr));

spCancel - >Cancel (1) ;

/'l Get the value
l ong | Sum
hr = spMySum >Fi ni sh_Get Sun{ & Sum ;

The parameter to | Cancel M ethodCalls::Cancel specifies the number of seconds Cancel should wait before canceling
thecall in progress. A vaue of O impliesthat the call in progress should be canceled right away.



Notethat, for proper cleanup, aclient should still cal Finish after calling cancd. Of course, Finishwill fail withan
RPC _E CALL_CANCELED eror message. The client should just ignore the output parametersin this case.

When aclient cancelsacal in progress, the Finish method returnsimmediately withaRPC_E _CALL_CANCELED
message. However, the server is not aware about the client-side cancelation and will continue to execute the method
thereby wasting CPU time.

The server could be designed to detect cancelation. Recall from Chapter 7 that a server can obtain its call context by
caling CoGetCallContext. Thiscal context supports interface | Cancel M ethodCalls, which the server can useto
check periodicadly if acall hasbeen cancelled. The following code demondtrates this procedure:

STDVETHODI MP CMySum : Get Sun(long | Val 1, long |Val 2, |ong *pl Sum

{
CConPt r <l Cancel Met hodCal | s> spCancel ;

HRESULT hr = :: CoGet Cal | Cont ext (__uui dof (I Cancel Met hodCal I s),
(voi d**) & spCancel);

for(int i=0; i<5;i++) {
::Sleep(1 * 1000);
hr = spCancel - >Test Cancel ();
if (RPC_E_CALL_CANCELED == hr) {
return RPC_E CALL_CANCELED;

}

}
*pl Sum = |Vall + | Val 2;

return S_CK
}
Asynchronous Servers

With a conventional COM server, when acal entersthe server process, the calling thread gets blocked until the call
finishesits execution and returns.

If the call is expected to take asgnificant amount of time to execute, one can employ some clever techniquesin the
server codeto free up the calling thread in ashort time. For example, the server can spawn athread and dispatch the
method call to the threed, thus freeing up the caling thread immediately.

COM+, however, offersaformal architecture for developing asynchronous COM servers. An asynchronous server
written the COM+ way processes the incoming call in two stages, Begin and Finish, much like the asynchronous
method calsthe clients made in the earlier section. If the client makes asynchronous method calls, the stub maps
them to the server implementation of the method calls. In case the client makes a synchronous method call, the stub
calsthe Begin and Finish methods on the client? behalf.

In order to develop an asynchronous COM server, the following requirements have to be met:



The coclass hasto implement the | Call Factory interface.

When the stub cadls the | Call Factory::CreateCdl method, the coclass implementation should respond by
creating aserver-side call object and returning it to the stub.

The coclass need not implement the synchronous version of theinterface. Evenif it does, the stub never
invokes the synchronousinterface methods.

Following are the requirements for the server-side call object:

The call object must be an aggregatable object. When the stub creates your call object, it aggregates the call
object with asystem-supplied cal object whose lUnknown is provided in the second parameter to
CreateCall.

The server-side call object should implement the asynchronous version of the interface.

The server-sde cdl object should aso implement the |Synchronize interface.

The call object should ensure that only one call can be processed at atime. The Begin method should rgect a
second cal by returning RPC_S CALLPENDING if it iscaled whilethe call object isaready processing
another method call.

If Finishis called without caling the corresponding Begin method first, Finish should regject the cdl by
returning RPC_E_CALL_COMPLETE.

If the processing of the call fails, the failure status should be returned as HRESUL T when Finish isinvoked.

Implementing the coclassisrdatively straightforward. The following code snippet shows the implementation for a
classthat supports IMySum2. Thisinterfaceis equivaent in functiondity to IMySum that we used earlier.



class CwWSun? :
public | MySung,
public ICall Factory,

BEG N_COM MAP( CMySun)
COM | NTERFACE_ENTRY( | MySun®)
COM_| NTERFACE_ENTRY( | Cal | Fact ory)
END_COM MAP()

/1 1 MySun
public:
STDVETHOD( Get Sum) ( long |Vall, long | Val 2, |ong* pl Sun;
/1 1CallFactory
STDMVETHOD( CreateCal | ) (REFII D riidl, IUnknown* puUnk,
REFIID riid2, |IUnknown** ppv);

};

STDVETHODI MP CWySun®: : CreateCal | (REFI I D riidl, |Unknown* puUnk,
REFIID riid2, IUnknown** ppv)

{
*ppv = NULL;

/1l Step 1. Ensure that input paraneters are valid
i f (__uuidof (Asyncl MySun®) != riidl) {
return E_I NVALI DARG
}
if (NULL !'= pUnk && 11D I Unknown != riid2) {
return E_I NVALI DARG

}

/1l Step 2: Create call object and aggregrate it with pUnk
CConPt r <CConPol yhj ect <CMyAsyncSuntCal | Cbj ect > > spCal | oj ect ;
HRESULT hr =
CConPol yObj ect <CMWyAsyncSuntal | Cbj ect >: : Creat el nst ance(
pUnk, &spCall Object);
_ ASSERT ( SUCCEEDED( hr));
spCal | bj ect - >I nt er nal AddRef () ;

/1l Step 3: Return the requested interface
return spCall Obj ect->Querylnterface(riid2, (void**) ppv);

}

Implementing acal object requiresimplementing the 1 Synchronize and AsynclMySum interfaces.

Instead of implementing your own | Synchronize interface, you can use one from the system-supplied object whose
CLSID isCLSID_ManuaResetObject. All you need to do isto aggregate the system-supplied object with your call
object and delegate Querylnterface requests for | Synchronize to the aggregatee. In ATL, this can be donein one
sep by using the COM_INTERFACE_ENTRY_AUTOAGGREGATE macro. The class definition for our call
object isshown here:

cl ass CWAsyncSuntal | Obj ect
public Asyncl MySun®,
publ i ¢ CConmbj ect Root

{

public:
CW/AsyncSumCal | Obj ect () ;



HRESULT Fi nal Construct();
~CWAsyncSuntCal | Gbj ect ();

DECLARE_GET_CONTROLLI NG_UNKNOWN ()

BEA N_COM MAP( CMyAsyncSuntCal | Qoj ect)
COM | NTERFACE_ENTRY( Asyncl MySun®)
COM | NTERFACE_ENTRY_AUTQAGGREGATE( | | D_I Synchr oni ze,
m spUnkl nner. p, CLSI D_Manual Reset Event)
END_COM_MAP()

/1l Asyncl MySun®
publi c:
STDMVETHOD( Begi n_Get Sum) (/*[in]*/ long I Vall,
[*[in]*/ long I|Val2);
STDMVETHOD( Fi ni sh_Get Sum) (/ *[out, retval]*/ |ong* pl Sunj;

CConPt r <l Unknown> m spUnkl nner;

private:
friend class CWThread;
CWThread m Thr ead;
long ml Val 1;
long m| Val 2;
l ong m| Sum

t ypedef CCPLW nShar edResour ce<bool > SAFEBOQOL;
SAFEBOCL m bCal | | nProgr ess;

}s

It should be noted that the system-supplied cal object aso implements the | Synchronize object. Y our | Synchronize
interfaceisused only if your call object is not aggregated by the stub. Thisonly happensif your cal object resdesin
the same gpartment as the thread that calls | CallFactory::CreateCall.

In the above class definition, member variable m_bCallnProgressis used to make certain that only one Begincdl is
serviced at atime by the call object. Asthe Begin and Finish methods can be accessed from multiple threeds, this
variable needs to be thread-safe, which is what the CCPL WinSharedResource templ ate does (see Chapter 6 for its

usage).

A typical implementation of acall object spawnsathread in response to anincoming Begin cal and delegatesthe
processing to the thread. When the thread finishes processing, it needsto notify the call object by cdling the
ISynchronize::Signal method. My implementation of the call object usesathread class, CMyThread, to accomplish
this. Theimplementation of its main thread procedureis shown here:

void CWThread: : Proc()

{
_ASSERT (NULL !'= m pCal | Obj ect);

/1 Step 1
/1 For the sinulation, sleep for five seconds
/1 before computing the sum
:: Sl eep(5 * 1000);
m pCal | bj ect->m | Sum =
m pCal | Obj ect->m | Vall + mpCall Qbj ect->m]| Val 2;

[/l Step 2

/1 Signal the call object that the sum has been conputed
CConPt r <l Synchr oni ze> spSync;

HRESULT hr =



m pCal | Cbj ect - >Queryl nt erface(__uui dof (1 Synchroni ze),
(voi d**) &spSync);
_ASSERT ( SUCCEEDED( hr));
spSync->Si gnal () ;
}

When thefinished sateis sgnaed, the stub calls Finish_GetSum on the call object to obtain the output parameters.
Following isthe implementation of the Finish_ GetSum method:

STDMETHODI MP CMyAsyncSuntCal | Obj ect : : Fi ni sh_Get Sun(
/*[out, retval]*/ long* pl Sum
{

*plSum= 0; // initialize

/1 Ensure that begin has been called
SAFEBOCL: : GUARD guar d(m _bCal I I nProgress);
bool & bCal | I nProgress = guard;
if (false == bCalllnProgress) {
/1 "Finish" called before "Begin"
return RPC_E CALL_COWPLETE;

}

/1 wait till the thread signals the conpletion

CConPt r <l Synchroni ze> spSync;

HRESULT hr = this->Querylnterface(__uuidof (ISynchroni ze),
(voi d**) &spSync);

_ASSERT ( SUCCEEDED( hr));

spSync->Wait (0, |INFINTE);

spSync = NULL;

*pl Sum = m_| Sum
bCal | I nProgress = fal se;
return S_COK;

}

Notetha Finish_ GetSum cdlsthe | Synchronize::Wait method. Thiswill ensure that Finish will not return bogus
resultsif it is called before the spawned thread finishes its processing.

Why can?you just wait for the thread handle to close instead? Well, there is a problem doing so. When the
spawned thread cdls | Synchronize::Signd, the stub usesthe samethread to call Finish_ GetSum. Finish_ GetSum
would then be waiting for the current thread handle to close, resulting in a deadlock.

Canceling a Synchronous Call

Whether or not you use the asynchronous call mechanism in your application, thereis one COM+ feature that
deserves specid attention. Under Windows 2000, it is possible to cancel a synchronous blocking call! Here? how it
works.

Obvioudy, athread that iswaiting for the blocking cal to return cannot cancel itsalf. However, another thread can
cancel the cdl on the caling thread? behalf. Firg, the thread obtains the | CancelMethodCallsinterface by cdling a
Win32 AP, CoGetCance Object. Then it calls|CancelMethodCals::Cancd. The implementation is shown below:

voi d CMyCancel Thread: : Proc()

{
CConPt r <l Cancel Met hodCal | s> spCancel Met hodCal | s;



HRESULT hr = :: CoGet Cancel Obj ect (m dwThr eadl d,
__uui dof (I Cancel Met hodCal I s),
(voi d**) &spCancel Met hodCal | s) ;

spCancel Met hodCal | s- >Cancel (0);

}

Note that the ability to cancel synchronous calsisdisabled by default. Each thread that requires the ability to cancel a
method call that it makes (from some other thread) must enable call cancellation by caling the
CoEnableCallCancdlation AP, Thethread can later disable call cancdlation by caling the
CoDisableCallCancdllation API. However, be aware that enabling call cancellation resultsin serious performance
degradation.
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COM+ Pipes

The standard marshaing technique under COM was origindly designed to hide the details of the RPC mechanism as
much as possible. When the client callsamethod, the [in] parameters are transferred to the server, and the [out]
parameters are returned at the end of the cdll. In generd, the amount of data that is passed over the network via
method parametersis not much; the performance of datatransfer isnot that big an issue. However, if alarge amount
of data needsto be transferred, the standard transferring mechanism is not adequate. Pipes were introduced in
COM+ tofacilitate bulk datatransfer within amethod call.

A COM+ pipeisan ordered sequence of €lements of the same type. It supports two methods, Push and Pull. As
should be obvious, Push is used to send data to the server and Pull is used to fetch data from the server. The SDK
defines atemplate-like interface definition for the pipe, shown asfollows:

i nterface | Pi pe##nane : | Unknown

{
HRESULT Pul | (

[out, size_is(cRequest), length_is(*pcReturned)]type *buf,
[in] ULONG cRequest,
[out] ULONG *pcReturned );

HRESULT Push(
[in, size_is(cSent)] type *buf,
[in] ULONG cSent );
}

Based on thistemplate, COM+ definesthree pipe interfaces. | PipeByte (to transfer BY TE datatype), |Pipelong (to
transfer LONG datatype), and IPipeDouble (to transfer DOUBLE datatype).

An IPipeX XX interface can be used as any regular interface?he server can implement the interface and the client
can query for theinterface.

The following code snippet shows an implementation of the 1Pipelong::Push method:

STDVETHODI MP CMyPi peSvr : : Push(LONG *buf, ULONG cSent)

{
. MessageBox(NULL, _T("Received data"), _T("Server"), M_OK);

for (ULONG i =0; i<cSent; i++) {
/] do something with buf[i]

}
return S_OK;

}

The corresponding client-side implementation that calsthe | Pipel.ong::Push method is shown below. It generates
sequential numbers and passesit to the server.

voi d sub()
{

/1 Instantiate the object



| UnknownPt r spUnk(__uui dof ( MyPi peSvr));

/1 Obtain the | PipelLong interface
| Pi peLongPtr spPi pe = spUnk;

/1 Push data to the pipe

const int BUFSIZE = 100000;

LONG buf [ BUFSI ZE] ;

for (long i=0; i<BUFSIZE;, i++) {
buf[i] =1i;

}

HRESULT hr = spPi pe->Push(buf, BUFSI ZE)
if (FAILED(hr)) {
_com.issue_error(hr);

}
.. MessageBox(NULL, _T("Sent data"), _T("dient"), M XK);

}

Looking at the server and the client code, IPipeX XX doesn? ook any different from other interfaces. So what? so
specia about these interfaces? The answer liesin the COM+ implementation of the proxy stub for IPipeX XX
interfaces. For each pipe interface, COM+ provides a corresponding asynchronous version. The proxy/stub code for
the pipe interfaces performs read-ahead and write-behind buffer management using asynchronous versons of the
pipe interfaces. When Push is called from the client, the proxy pushes the datainto the ORPC channel and returns
immediately. Thistrangparently improves the performance of large data transfer within the application.
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Summary

In this chapter, we looked at various features that COM+ providesto help develop scaable enterprise systems.
Thesefeaturesinclude:

ODBC connection pooling and OLE DB resource pooling

JT activations

Object pooling

Asynchronous method cdls

COM+ pipes

There were more scalability featuresthat wereinitiadly planned to be released with Windows 2000 but were
ultimately dropped. Two such features were Component Load Baancing (CLB) and In-Memory Database (IMDB).

CLB will beincluded with anew product from Microsoft named AppCenter Server. With thistechnology, the client
requests the AppCenter Server machine to activate an object. The COM+ Service Control Manager (SCM) on the
AppCenter Server has been modified to handle the request locally or forward it to one of the specified set of
meachines based on dynamic input col-lected and analyzed by the load-balancing service. See Tim Ewad? articlein
Microsoft Systems Journal [Ewa-00] for more details.

With IMDB, a database can be completely loaded into memory. Asthe datais now accessed from the memory
instead of avery dow (comparatively) hard disk, the throughput increases significantly. IMDB isvery useful for those
applications where reads vastly outnumber writes. See David Platt? book [Pla-99] for more details. The current
status of IMDB can be found at the Microsoft website [MSDN-01].

A future rease of COM+ (COM+ 1.x) will provide more services that will improve the scalability of a COM+
application. Y ou will be able to configure theisolation level of atransaction (see Chapter 8) on a per-component
basis. The rdease will dso provide amechanism to automaticaly and gracefully shutdown and restart a server
process whose performance has degraded over time (for example, because of memory lesks). Thisfeatureis
referred to as process recycling.
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Chapter 12. Administration

In the previous chapters, we examined the COM+ programming model and learned how to creste COM+
applications that can avail various services provided by COM+. We aso observed that the configured settingson a
component are stored in the COM+ catalog. On severa occasions, we used the Component Services snap-in tool to

Specify these settings.

To hdp you ingtdl and configure components programmaticaly, COM+ provides a set of automation objects that
expose dl of the functionality of the Component Services snap-in. Using these automation objects, you can develop,
for example, batch mode ingtallation programs or scriptsto perform routine administrative tasks.

In this chapter, we will examine the administration object model of COM+ and see how we can automate some
routine tasks.
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Oveview

COM+ stores dl the information about an application in apersistent storage called the COM+ catalog (henceforth,
samply the cataog).
The catdog usestwo different stores:

the Windows registry (HKEY_CLASSES ROOT)

the COM+ regigtration database (called RegDB)

When acomponent isingtalled in the catal og, the classc COM aspects of registration, such asthe PROGID of the
class and the complete path to the component DLL, are stored under the Windows registry. The Windows reg-istry
isaso used to store the type library and proxy/stub information. All other configuration attributes are stored in the
RegDB database. This split-registration makesit easy to migrate existing components (components based on
classc COM) into the cata og without having to rebuild the component.

The catal og stores the configuration attribute at the application leve, the component level, the interface level, aswell
astheinterface method level. These configuration settings help an application specify and use various COM +
services such as transactions, synchronization, security, object pooling, JT activation, component queuing, and
COM+ events.

To access the catalog, COM+ provides an administrative component called the Catalog Manager. The Catalog
Manager exposes a set of automation objects collectively referred to asthe COMAdmin objects. Using these
COMAdmin objects, you can read and write information that is stored in the catalog and perform tasks such as.

ingal and configure COM+ gpplications

manage instdled COM+ gpplications

manage and configure COM+ services

export existing COM+ gpplications for deployment to other machines



remotely administer component services on adifferent machine

The COMAdmin objects can be used to devel op either lightweight scripts or general -purpose administration tools.
For example, you can:

write scriptsto perform routine administrative tasks

develop tools to administer and monitor component services

create ingtdlation programsfor your COM+ agpplications

In fact, the Component Services snap-initself isjust aconvenient graphical front-end that is based on the
COMAdmIn objects.

On each Windows 2000 machine thereisa COM+ catal og server running as a component in the system application.
The catalog server controls access to the catal og data stored on the local machine. The catalog server essentidly isa
query enginethat alows data to be read from and written to the catalog on that machine.

In order to access the catalog on a machine, a session has to be opened with the catalog server on that machine. As
we will see shortly, one of the COMAdmin objectsletsusdo just this.

Let?look at the COMAdmin objectsin detail.
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COM+ Administration Object Model

The COMAdmin objects offer asimple object mode for accessing the catalog.

The data stored in the catalog istreated as a hierarchy of collections. Collections serve as a container of
homogeneousitems. For instance, a COM+ gpplication contains a collection of components, each
component contains a collection of interfaces; each interface contains a collection of methods, and so on.

Each item in acollection exposes a set of propertiesthat is consistent across the collection. For instance,
every item in the ?pplications?collection will expose a ?Name ?property, an ?Appld ?property, and so
forth. Depending on how the properties are accessed, some properties are read-only while others can be
read or written to.

Table 12.1 lists some of the collection types that are currently exposed through the COMAdmin object modd.

Table?2.1. COMAdmin Collections

Collection Description

Applications List of all COM+ applicationsinstalled on the local machine

Components List of all componentsin an application

DCOMProtocols List of all the protocols used by DCOM

Errorinfo Extended error information when amethod on any COMAdmin
object fails

InprocServers List of all the in-process COM servers registered with the system

InterfacesForComponent List of all theinterfaces exposed by a component

Loca Computer List of computer-level settings information

MethodsForlnterface List of all the methods on an interface

PropertyInfo List of al the properties that a specified collection supports




RelatedCollectioninfo List of other collections related to the collection from which this
method is called

Roles List of rolesfor an application

UsersinRole List of usersinarole

Thehierarchy of collection objectsisshownin Figure 12.1.

Figure 12.1. Hierarchy of COM+ administrative collections. Adapted from [Pla-99].
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Note that three collections are missing from the hierarchica representation: Errorinfo, RelatedCollectioninfo, and
PropertyInfo. Thisis because these three collections have specia meaning and can be obtained from any other
collection.
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The Errorinfo collection provides extended error information in case of failure while usng COMAdmin methodsto
read or write to the catal og.

The PropertyInfo collection providesinformation about the properties that a specified collection supports.

The RelatedCollectionlnfo collection provides information about other collections related to the collection from which
itiscdled.

Wewill seethe programming usage of these three collectionslater in the chapter.




In order to access the catalog, the collectionsin the catal og, the itemsin the collections, and the properties on these
items, the COMAdmin library providesthree (and only three) generic objects: COMAdminCatal og,
COMAdminCatal ogCollection, and COMAdminCata ogObject. Each object implements adud interface, making it
convenient to be used from early bound devel opment tools as well aslate bound development tools such as VB,

VBScript, JScript, etc.

COMAdminCatalog Object

The COMAdminCatalog object is used to represent the catalog itsdlf. It isthe fundamental object that isused for any
programmatic adminigtration. It supports an interface, ICOMAdminCatal og, that provides methods to implement a
variety of adminidrative tasks. Some of these tasks are listed below:

Connect to a catalog server, on either the locd or the remote machine.

Retrieve various collections from the cataog.

Ingtal, export, start, shutdown, and obtain information regarding COM+ gpplications.

Install or import sngle COM+ components, that is, componentsthat are not part of any COM+ gpplications.

Start and stop COM+ services.

Table 12.2 describes some salected methods from |COMAdminCatal og interface.

Table?2.2. Sdected Methods From Interface ICOMAdminCatalog

Method

Description

Administrative M ethods

Connect

Opens a session with the catalog server on the specified machine

GetCollection

Retrieves the specified collection

GetCollectionByQuery

Retrieves any collection anywhere in the hierarchy




Component Methods

ImportComponent

Places an already registered component into the catalog

Install Component

Installs a new component into the catalog

GetM ultipleComponentsinfo

Retrieves information about one or more components

Application Methods

ShutdownApplication

Shuts down arunning server application

ExportApplication

Produces a self-contained installation file (.M SI) for installing the
application onto other machines

Install Application

Reads an M Sl file and installs the application

ServicesMethods

StartRouter Starts the load-balancing router service (if installed)
StopRouter Stops the load-balancing router service (if installed)
SatiMDB Starts the in-memory database service (if installed)
StopiIMDB Stops the in-memory database service (if installed)
ServiceCheck Checks the status of a COM related service
EventsMethod

Instal|EventClass

Installs an event class into an application

GetEventClassesForlID

Gets alist of event classes matching the specified interface




Backup Methods

BackupREGDB Backup RegDB into afile

RestoreREGDB Restore RegDB from afile

COMAdminCataog can be ingtantiated using the PROGID 2COMAdmin.COMAdminCataog, 7as shownin the
following VVBScript code fragment:

Set Catal og = Creat eCbj ect (" COVAdm n. COVAdm nCat al og")

When COMAdminCatalog isinstantiated, it opens asession with the local catalog server. To open asessontoa
remote catalog server, the Connect method on the object can be called, asillustrated in the following VBScript code

fragment:

Cat al og. Connect (" myr enot enachi nenane")

Wewill cover some other methods later in the chapter.

COMAdminCatalogCollection Object

COMAdminCataogCollection is ageneric object used to represent any collection. It supports an interface,
| Catal ogCollection, that enablesyou to:

enumerate through the items contained within the collection

add or remove items to or from the collection

save or discard any pending changes made to the collection or to the itemsit contains

retrieve arelaed collection from the catalog

Table 12.3 describes some sdlected methods from the 1 Catal ogCollection interface.

Table?2.3. Sdected Methods From the | Catal ogCollection Interface



Method

Description

Populate the collection

Populate Reads in current data from the catalog for al objectsin the
collection

PopulateByK ey Readsin data only for the specified objects

Popul ateByQuery Reads in data for the objects matching the query. Not

implemented in the current release

Information Retrieval

Count Obtains the number of itemsin the collection
Item Obtains an item given itsindex from the collection
_NewEnum Obtains an enumerator for the collection

Item Manipulation

Add Adds a new element to the collection
Remove Removes a specified element from the collection
SaveChanges Saves any changes made to the collection or its objects

Related Collection

GetCollection

Gets a collection related to this collection? specific object

A collection can be obtained in two ways.

1.




By calling GetCallection on the COMAdminCata og object.

By cdling GetCollection on the COM AdminCatal ogCollection object.

Actudly, GetCollection just setsup the returned list to befilled. Thelist isnot filled until Populate (or itsvariants) is
cdled, inwhich casethe ligt getsfilled up with the current items from the catalog. The usageisillustrated in the
fallowing lines of code:

set Applications = Catal og. Get Col | ecti on("Applications")
Appl i cations. Popul at e

Populate can be called as many times as desired. Each call just synchronizesthe list with the latest data from the
catalog. Notethat it is possible that some other gpplication would have changed the collection that you are holding.

When acollectionisretrieved, the datais actudly stored in atrangent cache. If an item is added, removed, or
modified in the collection, the transient cache gets modified, not the actual catalog. To commit the changesto the
catalog, you should call SaveChanges. After cdling SaveChanges you would need to reload the collection list (by
cdling Populate), as shown in the following code fragment:

' Add a new appliction
D m newAppl i cation
Set newApplication = applications. Add
Set various properties on newApplication

Commit new application and reload the list
appl i cati ons. SaveChanges
appl i cati ons. Popul at e

It ispossible that multiple programs may be working on the catalog smultaneoudy. While you are working on your
transient copy of the data, someone else may have modified the catalog, either programmaticaly or through the

Component Services snap-in. If thereis any contention when the changes are being saved, the generd ruleisthat the
last writer wins, that is, the data stored in the catal og is the one that came from the last oneto saveit.

COMAdminCatalogObject Object

COMAdminCata ogObject isageneric object that can be used to represent any item contained in acollection. It
exposes an interface, 1Catal ogObject, that can be used to:

obtain information about an item (in the collection) and its properties

modify the properties of theitem

Table 12.4 shows some properties available on the | Catal ogObject interface.



Table?2.4. Selected Properties From the | CatalogObject Interface

Method Description

Name Gets the name of theitem

Key Gets the unique ID of theitem

Vaue Gets or sets a named property on the item

Each item in a collection has aname and aunique key. The key serves asthe primary identifier for theitem. In some
casesitisaGUID, such asthe CLSID for acomponent; in some casesit isthe name of the item itself.

Each item in a collection contains properties that apply to that type of item. For example, every iteminthe
applications collection represents an application object. Each application object has properties such as activation.
(This property indicatesif the application isalibrary application or a server application.)

Each property of aspecific collection isuniquely identified by aname. The Value property on the | Catal ogObject
interface is used to obtain or save a pecific named property exposed by an item.

Thefollowing VBScript code fragment lists each gpplication ingtaled on thelocal system. For each gpplication, the
code displays the application? key and whether the application isalibrary application or a server application.

Instantiate a COMAdm nCat al og obj ect
Set Catal og = CreateCbject (" ComAdmi n. COMAdni nCat al og")

CGet the "Applications” collection and popul ate it
set Applications = Catal og. Get Col | ecti on("Applications")
Appl i cations. Popul at e

Di spl ay the nane of each application
for each AppObject in Applications

DispString = AppCbject.Nane & " " & Appbj ect . Key

i f AppQhject. Value("Activation") = 0 then
DispString = DispString & " - | NPROC

el se
DispString = DispString & " - LOCAL"

end if

wscript. Echo Di spString

next

Some collections may expose the name and key of an item as properties aswell. For example, the key of an
application object can aso be obtained as AppObject.Vaue("1D"). If you add anew object and save it with the key
property of an existing object, you will overwrite the existing object.

\'f

- " = Beware of setting the 2ey?property on an item. In most cases, it is better to let the catalog
N generate the key for you.



If aproperty ismodified, the changeis not committed until SaveChangesis called on the collection.

All the COMAdmin classes are served by one DLL2ComAdmin.DLL. It can befoundin the
system32\COM subdirectory.
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Programming Considerations

Now that we understand the administrative object model and various types of collections available in the catalog, we
are dmost ready to automate some common administration tasks. Before we do that, however, there are afew other
programming issues we need to examine.

Error Handling

Aswith al COM interface methods, COM Admin objects return error codesin the form of HRESULTs. For the
benefit of C++ programmers, these error codes are defined in <winerror.n> as Z7COMADMIN_E XXX Zerror
messages. For VB Script programmers, error codes can be accessed through the familiar err object.

When you use methods such as Populate and SaveChanges on COM AdminCata ogCollection, you could be reading
or writing datafor every item in the collection. Complicated errors can occur and they can be difficult to diagnose
based on asingle numeric error code. To address this problem, COMAdmin objects provide extended error
information through aspecid collection caled the Errorinfo collection.

The Errorinfo collection can be obtained in one of the following two ways.
1.

By caling GetCollection on the COMAdminCata og object with Errorlnfo as the name of the collection.

By calling GetCallection on the COMAdminCata ogCollection object with ErrorInfo as the name of the
collection, leaving the second parameter blank.

When a COMAdmin object method fails, you must fetch and Populate the Errorinfo collection immediately (before
caling any other method on the object). Otherwise, the Errorlnfo collection gets reset and you will lose the extended
error information.

Each ErrorInfo object in the collection has two important properties?Name and ErrorCode. The first property
indicates the name of the object or file that had an error, and the second property contains the error code for the
object or file.

Thefollowing VB Script code fragment shows how to retrieve and display the extended error information:

on error resume next
do some operation that may fail
if err <> 0 then
Dmerrorinfo
set errorlnfo = catal og. GetCollection("Errorlnfo")
errorlnfo. Popul at e



Dmitem
for each itemin errorinfo
nmsgbox item Name & " " & hex(item Val ue("ErrorCode"))
next
end if

Administrative Tasks and Transactions

Sometimes, it isdesrable to perform al the administrative operations within asingle transaction so that the
configuration changes are committed or aborted as one atomic operation. Some of the benefits of doing thisare:

Consistency of data? The administrative operations performed within atransaction are committed or
aborted asawhole.

Consistent deployment acr oss multiple machines? If aCOM+ application is deployed across multiple
machines, it isguaranteed that al servers are left with an identica configuration.

Perfor mance? When you perform multiple operations within atransaction, dl writesto RegDB are
performed at once. Writing to RegDB isardatively expensve operation. If you are making many writesto
RegDB (by caling SaveChanges, for example), you will get better performance.

The good news isthat the registration database (RegDB) is atransacted resource manager, that is, it can be enlisted
with the DTC (see Chapter 8).

The bad newsisthat many other resourcesinvolved in norma adminigtrative tasks, such asthe Windows registry, the
file system, and the Windows Ingtaller (MS]), are not transactiondl. In case of an error, any changes made to these
resources will not be rolled back. For example, if thereisan error ingtaling a COM+ gpplication from an M Sl file,
the application will not appear in the catalog, but some files that were copied to the hard disk may till be left there, in
which case one hasto manually delete them.

Changesto the normal administration programming model

To ensure proper data congstency, RegDB forces certain blocking and isolation behavior that you should be aware
of.

When any COMAdmin method is called within atransaction that causes awrite to the catal og, the catalog server
puts awriter lock on the catalog, that is, any other writer trying to modify the catalog gets blocked until the current
transaction gets committed or aborted. Only those writers that are part of the current transaction are alowed to enter
the lock.

The readers are not blocked. However, the data that the external readers see will not reflect any interim changes
made within the transaction until the transaction commits. Only those readers participating in the current transaction
can seetheinterim data states.



To achievethisisolation behavior, RegDB effectively provides a data cache for the transaction to use. Thisimpacts
the behavior of the SaveChanges method.

Normally, acal to SaveChangeswrites al the changes back to the catalog. Within atransaction, however,
SaveChanges returnsimmediately, whether or not all changes have been trangtionaly committed to RegDB. Thisis
particularly aproblem for the StartA pplication method call subsequent to a SaveChanges method call. Thereisno
guarantee that StartApplication will use fresh data.

i s

- " = Within atransaction, it isagood ideato introduce a Aeep?or afew seconds between
. SaveChanges and StartApplication calls.

Now that we understand the transactiona behavior of RegDB and the caveats thereof, |et? see how we can
perform adminigtrative tasks within atransaction.

Participating in a Transaction

Using the transaction context object would probably be the smplest way to perform administrative operations within
atransaction. Recall from Chapter 8 that anon-transactional client can use a transaction context object to create a
sngletransaction.

Thefollowing VBScript code fragment illustrates the use of atransaction context object:

Create the transacti on cont ext
DmtxCtx
Set txCQx = Createlbject("TxCtx. Transacti onCont ext™)

Create the catal og object within the transaction
D m cat al og
Set catal og = txctx. Createl nstance(" COVAdm n. COVAdni nCat al 0g")

if err <> 0 then
t xCt x. Abort

el se
t xCt x. Commi t

end if
<BACK NEXT >
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Some Common Administrative Tasks

In this section, we will develop some smple VB Script -based programs to automate some common administrative
tasks. To keep the code smple, | will assume that our adminigirative tasks will not fail; consequently, the error
checking codeis not written. The codeisincluded on the CD. Y ou may wish to add error checking yourself.

Uninstalling an Application

Wewill remove an gpplication by itsname.

An gpplication belongs to the Applications collection. Let? obtain this collection first, as shown below:

Create the catal og object
D m cat al og
Set catal og = Creat eCbj ect (" COVAdmi n. COMADmM nCat al 0g")

CGet the applications collection
D m appl i cations
Set applications = catal og. Get Col | ecti on("Applications")
appl i cati ons. Popul at e

Now, removing an application is as easy asiterating through the Applications collection, searching the gpplication by
its name, and removing the application once found.

Rermmove an application identified by applicationNane
Dimi, nunPackages, bChanged
bChanged = Fal se
nunPackages = applications. Count
For i = nunmPackages - 1 To O Step -1
If applications.Iten(i).Value("Name") = applicati onName Then
appl i cations. Renmove (i)
bChanged = True
End If
Next

Asthe name of an gpplication is not unique, the code above attempts to remove al the applications that match the
name.

Notice that we areiterating through the collection in abackward order. Thisis because when an item isremoved
from the collection, the COMAdmin library reindexes the items with higher indices downward to fill the removed
item? place. Iterating backwards through the indices is the smplest way to reach each item exactly once.

Also notice the use of the boolean variable bChanged. Recall that the changes are not persisted back into the catalog
until a SaveChangeiscalled. Variable bChanged just offers us alittle optimization in that we can commit the changes
only if the named agpplication was removed. The code fragment is shown below:

Commit our del etions



I f (bChanged = true) Then
appl i cati ons. SaveChanges
End If.

When an application gets removed, dl of the components that bel ong to the gpplication get unregistered. In addition,
if an application wasingdled from an MS file, theingdlation fileswill get deleted.

Installing an Application

Now let? develop a script to do the following operations:



For i = 0 To (nunmPackages - 1)
If applications.lten(i).Value("Nane") = applicati onName Then
appKey = applications.lten(i).Key
End If
Next

To add auser-role to the application, we just get the related collection caled rolesfor the application (identified by
itskey).

Add a role called "Minagers"
Dimroles
Set roles = applications. GetCol |l ection("Roles", appKey)
rol es. popul at e

D m newRol e
Set newRol e = rol es. Add
newRol e. Val ue( " Name") = "Managers"

rol es. SaveChanges

To ingal acomponent, the COMAdminCata og object has a method, Install Component. The method takes four
parameters. The first two parameters are the application key and pathname of the DLL containing the component.
Thethird parameter specifies an externd typelibrary file. If thereis no externa type library, an empty string can be
passed. The fourth parameter specifies the proxy/stub DLL for the component, if thereis one. Otherwise, an empty
string can be passed. The code is shown here:

Install a conponent
cat al og. | nstal | Conponent appKey, _
"F. \ MrAServer\ Debug\ MTAServer.dl 1" , "",

— ]| Thefirgt parameter to Install Component can either be the gpplication key or the name of the
— application.

In order to set any configuration on the just-added component, the components collection for the application hasto
be accessed, and the component has to be identified. For administrative tasks, acomponent istypically identified by
itsProgl D, as shown in the following code snippet:

D m conponent s
Set conmponents = applications. Get Col | ecti on("Conponents", appKey)
conponent s. Popul at e

di m nunmConponent s
nunmConponent s = conponent s. Count
for i = numConponents-1 to O step -1
i f conponents.lten(i).Value("ProglD') = "MIAServer. WTest.1" _
t hen
conponents. lten(i). Val ue("Synchronization") = 3
conponents. lten(i). Val ue("Transaction") = 3
conponents. lten(i).Val ue("JustlnTi neActivation") = true
end if
next
conponent s. SaveChanges

The numeric vauesfor synchronization and transaction settings can be obtained from ComAdmin.idl or from the
SDK help documentation.



We are done ingtdling an application.
This example provides the salient features of the COMAdmin programming moded. Though these are just three
object typesthey provide sgnificant functiondity and are easy to use.

Deploying an Application

Deploying an application that isingtalled on one machine to another machine requires the following three steps.

1.

Creste an indtd lation package for the gpplication
2.

Copy the ingtdlation package to a network share directory thet is ble from the remote machine
3.

Connect to the remote machine? catal og server and ingtall the application from the install ation package

To create an ingtallation package, the COMAdmin library provides amethod, ExportApplication, on the
COMAdminCata og object. When this method is cdled, COM+ generates Windows Ingtdler (MSI) compatible

ingalation image, which isasnglefile containing al the necessary piecesto ingdl the goplication on another machine.
Thisindudes

The application? set of classes, components, and attributes at the application, component, interface, and
interface method levels.

All the DLLsand type libraries that describe the interfaces implemented by the application? classes.

In addition to the .mg file, ExportApplication creates a cabinet (CAB) file. Thisfile, in effect, wrapsthe .md file,
allowing the usersto download the application from aweb browser such as Microsoft Internet Explorer.

In thefollowing sample code, | cresteaM Sl file, MyApp.MS|, from the application that | had installed earlier in the
Section:

Di m appl i cati onNane
applicati onName = "My Test Application”



Create the catal og object
D m cat al og

Set catal og = CreateCbj ect (" COMAdni n. COVAdm nCat al og")

Export the app to a file
cat al og. Export Application applicati onNane,
".\MyApp. MBI ", O

ExportApplication requires three parameters?he gpplication identifier (either the name or the key), the output file
name, and along val ue to specify some option flags. The option flags can be obtained from the SDK documentation.
In the above code, | used a0 vaueto indicate that | wish to export user-role information without exporting the actual
list of usersassgned to each role.

The second step of deployment isto copy the just-generated M Sl file to anetwork share that is accessibleto the
remote machine.

Thethird step isto connect to the remote machine, using the Connect method, and ingtd| the gpplication using the
Install Application method. Both these methods are available on the COMAdminCatal og object. In the code snippet
below, | ingal the application from the MyApp.ms filethat is present on my locd network share,
\\PVDEV\MyNetShare, to aremote machine caled PVDC.

Connect to the remote catal og server
D m cat al og

Set catal og = Creat eCbj ect (" COMAdni n. COVAdm nCat al 0g")
cat al og. Connect " PVDC'

Install the app fromthe file
catal og. I nstall Application "\\PVDEW MyNet Shar e\ MyApp. MsI "

= |, WhenaCOM+ applicaionisingaled from an MSl file, the Windows Ingtdler extractsthe

— necessary filesinto the \Program Filess COMPlus Applications\{ AppKey} directory, where
AppKey isaGUID uniqueto the gpplication. Theingaler aso adds an entry in the
Add/Remove Programs control panel.

<BACK NEXT >
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Future Enhancements

The future release of COM+ (COM+ 1.x) will add many servicesthat will increase the overal scaability, availability,
and manageability of COM+ 1.0 gpplications. Some of these features follow:

The ability to gracefully shutdown and restart a server process whose performance has degraded over time
(for example, because of memory legks).

The ability to run aCOM+ 1.x gpplication asa service.

Ability to disallow serversto be loaded or componentsto be created under low memory conditions. This
featureisreferred to as the memory gates. For example, a process-creation memory gate can be defined as
20 not create a processif 80% of the virtua memory on the system is already being used. Similarly, an
object-creation memory gate can be specified such that an object is not created under |low-memory
conditions. In this case, the client recelvesE. OUTOFMEMORY when it triesto create an object.

A COM+ server gpplication can be paused. Any future activation returns E_ APP_PAUSED error code. A
paused application can be resumed later to alow future activations.

A COM+ application (library or server) can be disabled. Thisfeatureis similar to pausing an gpplication
except that this attribute survives system reboots. A disabled gpplication can be enabled anytime later to
alow future ectivetions.

Ability to dlow an adminigtrator to dump the entire state of a process without terminating it. Thiseasesthe
troubleshooting process for a COM+ application.

The ability to dlias a sngle component with multiple CLSIDs. Each of the dliased component can be
configured individualy.

The ability to mark acomponent as private. A private component can only be seen and activated from other
components within the same gpplication.



The ability to dlow multiple configurations of asingle application on amachine.

The COMAdmin SDK will provide the necessary APIsto support these features.
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Summary

This chapter concerns the administration of COM+ applications and services. The COM+ cataog, organized asa
hierarchy of collections, usesthe Windows registry and an auxiliary database called RegDB to persst attributes
concerning gpplications. While the PROGID of aclass, path to the component DLL, type library, and proxy/stub
information are stored in the Windows registry, COM+ configuration attributes are stored in RegDB. Typica RegDB
dataincludes settings for the use of transactions, synchronization, security, object pooling, J T activation, queuing,
and COM+ events.

The catalog server on each Windows 2000 machine acts as a query engine that alows datato be read and written to
the catal og.

The administration object modd defines three COM Admin objects. These COMAdmin objects are used to read and
writeinformation that is stored in the catalog. Furthermore, the admin objects are dso used to manage COM+
goplications and sarvices, including the ingta lation of gpplications on the local machine and the deployment of
gpplicationsto remote machines.

The COMAdminCatalog object is used to represent the catalog itsdlf. It isthe fundamental object that isused for any
programmatic administration. It supports the ICOMAdminCataog interface, which provides methods to implement a
variety of adminigrative tasks.

The COMAdminCatalogCollection is a generic object used to represent any collection. It supports an interface,
| Catal ogCallection, which enables one to: enumerate through collections, add and remove items from a collection,
and retrieve related information from acollection.

The COMAdminCatal ogObject is ageneric object that can be used to represent any item contained in a collection. It
exposes an interface, | Catal ogObyject, that can be used to obtain and/or modify information about an item (in the
collection) and its properties.

Error handling issuesthat arise from attempts to modify the catalog must be considered when using the COMAdmIn
objects. The programming model providesthe ErrorInfo collection to obtain extended error information in case of
falure

Adminidrative operations may be performed within atransaction so that the configuration changes are committed or
aborted as one atomic operation.

Thefuture rdease of COM+ (COM+ 1.x) will add many servicesthat will incresse the overd| scaability, availability,
and managesbility of COM+ applications.
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