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Preface

Mastering Identity and Access Management with Microsoft Azure is a practical, hands-on
guide, packed with project experience and tailored to roles/scenarios and architecture and
hands-on guide. Business decision makers, architects, and system engineers are the audience of
this book. The book builds a very helpful reference for the three main Identity and Access
Management cloud scenarios to help the reader survive in future projects. The reader will
also be able to transition between the different scenarios and adapt the information
gathered from this book directly to a design, architecture, or implementation. With this
great resource, the reader gets an information package that also covers future functionalities
of Windows 10 and Windows Server 2016.

What this book covers

Chapter 1, Getting Started with a Cloud-Only Scenario, explains the main features and
licensing information, including some basic cost calculations for such an approach. The
challenging aspects with security and legal requirements will round off this chapter.

Chapter 2, Planning and Designing Cloud Identities, teaches everything you need in order to
understand and design identities for a cloud-only architecture. Starting with understanding
the user and group life cycles, you will learn how to design roles and administrative units
for Role-Based Access Control.

Chapter 3, Planning and Designing Authentication and Application Access, teaches you how to
design Azure AD as an identity provider and how to provide flexible and secure access to
Saa$S applications. Furthermore, you will learn about the rich authentication reporting
functionality.

Chapter 4, Building and Configuring a Suitable Azure AD, explains how to configure a
suitable Azure AD tenant based on the appropriate architecture. You will also learn how to
configure and manage users, groups, roles, and administrative units to provide user- and
group-based application and self-service access, including the audit functionality.
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Chapter 5, Shifting to a Hybrid Scenario, explores all the necessary information for a
transition process into a hybrid Identity and Access Management architecture with a single
or multi-forest on-premise Active Directory environment. You will be able to describe the
necessary architecture changes and relevant tasks to provide a successful solution shift.

Chapter 6, Extending to a Basic Hybrid Environment, guides you through all the business-
relevant information to plan and make the right decisions for a hybrid approach. You will
learn to adopt the correct features, licensing models, and security strategy for the typical
legal requirements.

Chapter 7, Designing the Hybrid Identity Management Architecture, teaches you how to take
advantage of managing common identities with Microsoft Identity Manager 2016 and to
build cloud identities with the Azure AD Connect utility. You will also explore all the
various functions for Identities by building a solid hybrid Identity Management solution.

Chapter 8, Planning the Authorization and Information Protection Options, explores the various
functions for authorization and information protection for building a solid hybrid Access
Management solution. Furthermore, you will get in touch with risk-based access control
and the future functionality of Windows Server 2016.

Chapter 9, Building Cloud from Common Identities, teaches you how to configure and manage
the Identity Synchronization and Federation environment. You will also be able to include
on-premise applications and Multi-Factor Authentication.

Chapter 10, Implementing Access Control Mechanisms, teaches you how to configure access-
control mechanisms in the hybrid environment. You will configure Multi-Factor
Authentication, Conditional Access, and Information Protection scenarios to apply the
required security functionality.

Chapter 11, Managing Transition Scenarios with Special Scenarios, guides you through the
transition process and principles for moving to a cloud-only or multi-forest approach.
Additionally, you will learn how to identify the right strategy to decide the correct direction
of a coming project. Furthermore, an effective change-management process will be
discussed in this chapter.

Chapter 12, Advanced Considerations for Complex Scenarios, discusses complex and hybrid
Identity and Access Management scenarios and teaches you all the necessary features and
licensing models to go ahead. You will learn to understand the special business
requirements and security and legal requirements in a complex hybrid infrastructure.

[2]
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Chapter 13, Delivering Multi-Forest Hybrid Architectures, teaches you the capabilities of
directory synchronization and single-sign on over different Active Directory forests. You
will also learn about Identity Management over company borders, such as in Business-to-
Customer (B2C) and Business-to-Business (B2B) scenarios. Furthermore, you will learn how
to enhance the management of identities, authentication, and authorization.

Chapter 14, Installing and Configuring the Enhanced Identity Infrastructure, teaches you how
configure and manage a Multi-Forest Synchronization and Single-Sign-On high available
identity and access management environment based on AAD Connect and ADFS in order
to provide the required infrastructure for several use cases in a hybrid identity and access-
management solution. You will also work with capabilities across company borders and
publish the most common on-premise services.

Chapter 15, Installing and Configuring Information Protection Features, shows you how to
configure information protection features with Azure RMS to secure access to sensitive data
in order to provide an extended access-management solution. You will configure and
publish custom Rights Policy templates, use RMS logging, and get a first view of the new
Azure Information Protection capabilities.

Chapter 16, Choosing the Right Transition, Method, and Future Trends, is the final destination
of our journey, where we will discuss additional information that will help you manage
several cloud scenarios and support new initiatives. We will jump into some upcoming
features and innovations of Microsoft.

What you need for this book

To use the book efficiently, you should have some understanding of security solutions,
Active Directory, access privileges/rights, and authentication methods. Programming
knowledge is not required but will be helpful for using PowerShell or working with APIs to
customize your solutions.

Who this book is for

This book is for business decision makers, IT consultants, and system and security
engineers who wish to plan, design, and implement Identity and Access Management
solutions with Microsoft Azure.

[3]
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Conventions

In this book, you will find a number of text styles that distinguish between different kinds
of information. Here are some examples of these styles and an explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows: "Mount
the downloaded WwebStorm-10*.dmg disk image file as another disk in your system."

A block of code is set as follows:

"use strict";

//--—— Start custom code —--—-—
function loadJquery (callback) {
var jqueryScript = document.createElement ('script');

jqueryScript.setAttribute('src',
'https://code.jquery.com/jquery—-1.11.2.min.js");
document .getElementsByTagName ('head') [0] .appendChild (jqueryScript) ;

Any command-line input or output is written as follows:

New-Item C:\inetpub\basicroot -type Directory
Import-Module Webadministration

New terms and important words are shown in bold. Words that you see on the screen, for
example, in menus or dialog boxes, appear in the text like this: "The shortcuts in this book
are based on the Mac 0s X 10.5+ scheme."

Warnings or important notes appear in a box like this.

Tips and tricks appear like this.

[4]
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Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book-what you liked or disliked. Reader feedback is important for us as it helps us develop
titles that you will really get the most out of. To send us general feedback, simply e-

mail feedback@packtpub.com, and mention the book's title in the subject of your
message. If there is a topic that you have expertise in and you are interested in either
writing or contributing to a book, see our author guide at www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

Downloading the example code

You can download the example code files for this book from your account at http://www.p
acktpub. com. If you purchased this book elsewhere, you can visit http: //www.packtpub.c
om/support and register to have the files e-mailed directly to you.

You can download the code files by following these steps:

Log in or register to our website using your e-mail address and password.
Hover the mouse pointer on the SUPPORT tab at the top.

Click on Code Downloads & Errata.

Enter the name of the book in the Search box.

Select the book for which you're looking to download the code files.
Choose from the drop-down menu where you purchased this book from.
Click on Code Download.

Nk ®Dh =

Once the file is downloaded, please make sure that you unzip or extract the folder using the
latest version of:

e WIinRAR /7-Zip for Windows
e Zipeg /iZip / UnRarX for Mac
e 7-Zip / PeaZip for Linux
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Preface

The code bundle for the book is also hosted on GitHub at https://github.com/PacktPubl
ishing/Mastering-Identity-and-Access-Management-with-Microsoft-Azure. We also
have other code bundles from our rich catalog of books and videos available at https://gi
thub.com/PacktPublishing/. Check them out!

Downloading the color images of this book

We also provide you with a PDF file that has color images of the screenshots/diagrams used
in this book. The color images will help you better understand the changes in the output.
You can download this file from https://www.packtpub.com/sites/default/files/down

loads/MasteringIdentityandAccessManagementwithMicrosoftAzure_ColorImages.pdf

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books-maybe a mistake in the text or the code-
we would be grateful if you could report this to us. By doing so, you can save other readers
from frustration and help us improve subsequent versions of this book. If you find any
errata, please report them by visiting http: //www.packtpub.com/submit-errata, selecting
your book, clicking on the Errata Submission Form link, and entering the details of your
errata. Once your errata are verified, your submission will be accepted and the errata will
be uploaded to our website or added to any list of existing errata under the Errata section of
that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/conten
t/support and enter the name of the book in the search field. The required information will
appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come
across any illegal copies of our works in any form on the Internet, please provide us with
the location address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected pirated
material.

We appreciate your help in protecting our authors and our ability to bring you valuable
content.
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Preface

Questions

If you have a problem with any aspect of this book, you can contact us
at questions@packtpub.com, and we will do our best to address the problem.
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Getting Started with a Cloud-
Only Scenario

Before jumping into the architecture and deployment of the Microsoft Azure IAM
capabilities, we will first start with a business view to identify the important business needs
and challenges of a cloud-only environment and scenario. Throughout this chapter, we will
also discuss the main features of and licensing information for such an approach. Finally,
we will round up with the challenges surrounding security and legal requirements.

The topics we will cover in this chapter are as follows:

e Identifying business needs and challenges

e An overview of feature and licensing decisions
¢ Defining the benefits and costs

e Principles of security and legal requirements

Identifying business needs and challenges

Oh! Don't worry, we don't intend to bore you with a lesson of typical IAM stories — we're
sure you've come across a lot of information in this area. However, you do need to have an
independent view of the actual business needs and challenges in the cloud area, so that you
can get the most out of your own situation.



Getting Started with a Cloud-Only Scenario

Common Identity and Access Management needs

Identity and Access Management (IAM) is the discipline that plays an important role in
the actual cloud era of your organization. It's also of value to small and medium-sized
companies, so that they can enable the right individuals to access the right resources from
any location and device, at the right time and for the right reasons, to empower and enable
the desired business outcomes. IAM addresses the mission-critical need of ensuring
appropriate and secure access to resources inside and across company borders, such as
cloud or partner applications.

The old security strategy of only securing your environment with an intelligent firewall
concept and access control lists will take on a more and more subordinated role. There is a
recommended requirement of reviewing and overworking this strategy in order to meet
higher compliance and operational and business requirements. To adopt a mature security
and risk management practice, it's very important that your IAM strategy is business-
aligned and that the required business skills and stakeholders are committed to this topic.
Without clearly defined business processes you can't implement a successful IAM
functionality in the planned timeframe. Companies that follow this strategy can become
more agile in supporting new business initiatives and reduce their costs in IJAM.

The following three groups show the typical indicators for missing IAM capabilities on the
premises and for cloud services:

¢ Your employees/partners:
e Same password usage across multiple applications without
periodic changes (also in social media accounts)

Multiple identities and logins

Passwords are written down in Sticky Notes, Excel, etc.

Application and data access allowed after termination

Forgotten usernames and passwords

Poor usability of application access inside and outside the company
(multiple logins, VPN connection required, incompatible devices,
etc.)

¢ Your IT department:
¢ High workload on Password Reset Support
¢ Missing automated identity lifecycles with integrity (data
duplication and data quality problems)

[91
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¢ No insights in application usage and security
e Missing reporting tools for compliance management

¢ Complex integration of central access to Software as a Service (SaaS), Partner
and On-Premise applications (missing central access/authentication/authorization
platform)

¢ No policy enforcement in cloud services usage

¢ Collection of access rights (missing processes)

¢ Your developers:
¢ Limited knowledge of all the different security standards,
protocols, and APIs
¢ Constantly changing requirements and rapid developments

e Complex changes of the Identity Provider

Implications of Shadow IT

On top of that, often the IT department will hear the following question: When can we expect
the new application for our business unit? Sorry, but the answer will always take too long. Why
should I wait? All I need is a valid credit card that allows me to buy my required business
application, but suddenly another popular phenomenon pops up: The shadow IT! Most of
the time, this introduces another problem — uncontrolled information leakage. The
following figure shows the flow of typical information — and that which you don’t know can
hurt!

Customer

data

service

Financial
data

Credit card
information

[10]
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The previous figure should not give you the impression that cloud services are inherently
dangerous, rather that before using them you should first be aware that, and in which
manner, they are being used. Simply migrating or ordering a new service in the cloud won't
solve common IAM needs. This figure should help you to imagine that, if not planned, the
introduction of a new or migrated service brings with it a new identity and credential set
for the users, and therefore multiple credentials and logins to remember! You should also
be sure which information can be stored and processed in a regulatory area other than your
own organization. The following table shows the responsibilities involved when using the
different cloud service models. In particular, you should identify that you are responsible
for data classification, IJAM, and end point security in every model:

Cloud Service Modell IaaS PaaS Saa$S

Responsibility Customer | Provider | Customer | Provider | Customer | Provider
Data Classification X X X

End Point Security X X X

Identity and Access X X X X X
Management

Application Security X X X X
Network Controls X X X X

Host Security X X X
Physical Security X X X

The mobile workforce and cloud-first strategy

Many organizations are facing the challenge of meeting the expectations of a mobile

workforce, all with their own device preferences, a mix of private and professional

commitments, and the request to use social media as an additional means of business

communication.

[11]
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Let's dive into a short, practical, but extreme example. The AzureID company employs
approximately 80 employees. They work with a SaaS landscape of eight services to drive all
their business processes. On premises, they use Network-Attached Storage(NAS) to store
some corporate data and provide network printers to all of the employees. Some of the
printers are directly attached to the C-level of the company. The main issues today are that
the employees need to remember all their usernames and passwords of all the business
applications, and if they want to share some information with partners they cannot give
them partial access to the necessary information in a secure and flexible way. Another point
is if they want to access corporate data from their mobile device, it's always a burden to
provide every single login for the applications necessary to fulfil their job. The small IT
department with one Full-time Employee (FTE) is overloaded with having to create and
manage every identity in each different service. In addition, users forget their passwords
periodically, and most of the time outside normal business hours. The following figure
shows the actual infrastructure:

ACCESS FROM ANYWHERE AND ANY DEVICE TO BUSINESS SERVICES AND DATA

EMPLOYEE

SAAS / CLOUD APPLICATIONS
A

Gouogle

|

CUSTOMER

..—
-

ON-PREMISE SERVICES

PARTNER FILE SERVICE E

Let's analyze this extreme example to reveal some typical problems, so that you can match
some ideas to your IT infrastructure:

¢ Provisioning, managing, and de-provisioning identities can be a time-consuming
task

[12]
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o There are no single identity and credentials

¢ There is no collaboration support for partner and consumer communication

e There is no Self-Service Password Reset functionality

e Sensitive information leaves the corporation over email

e There are no usage or security reports about the accessed applications/services

¢ There is no central way to enable Multi-Factor Authentication (MFA) for
sensitive applications

¢ There is no secure strategy for accessing social media
¢ There is no usable, secure, and central remote access portal

Remember, shifting applications and services to the cloud just introduces
more implications/challenges, not solutions. First of all, you need your
IAM functionality accurately in place. You also need to always handle on-
premises resources with minimal printer management.

An overview of feature and licensing
decisions

With the cloud-first strategy of Microsoft, the Azure platform and their number of services
grow constantly, and we have seen a lot of costumers lost in a paradise of wonderful
services and functionality. This brings us to the point of how to figure out the relevant
services for JAM for you and how to give them the space for explanation. Obviously, there
are more services available that stripe this field with a small subset of functionality, but due
to the limited page count of this book and our need for rapid development, we will focus on
the most important ones, and will reference any other interesting content. The primary
service for IAM is the Azure Active Directory service, which has also been the core
directory service for Office 365 since 2011. Every other SaaS offering of Microsoft is also
based on this core service, including Microsoft Intune, Dynamics, and Visual Studio Online.
So, if you are already an Office 365 customer you will have your own instance of Azure
Active Directory in place. For sustained access management and the protection of your
information assets, the Azure Rights Management services are in place. There is also an
option for Office 365 customers to use the included Azure Rights Management services.
You can find further information about this by visiting the following link: http://bit.1y/1
KrXUxz.

[13]
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Let's get started with the feature sets that can provide a solution, as shown in the following
screenshot:

ACCESS FROM ANYWHERE AND ANY DEVICE MANAGED AND ACCESSED TROUGH AZURE IDAAS TO BUSINESS SERVICES AND DATA

SAAS / CLOUD APPLICATIONS

PUBLIC CLOUD
IDENTITY & ACCESS
MANAGEMENT

EMPLOYEE

&

MICROSOFT AZURE
ACTIVE DIRECTORY

r
A
v

Gougld
PUBLIC CLOUD
MICROSOFT AZURE

CUSTOMER RIGHTS MANAGEMENT

INFORMATION
PROTECTION

PARTNER FILE SERVICE

ON-PREMISE SERVICES

Including Azure Active Directory and Rights Management helps you to provide a secure
solution with a central access portal for all of your applications with just one identity and
login for your employees, partners, and customers that you want to share your information
with. With a few clicks you can also add MFA to your sensitive applications and
administrative accounts. Furthermore, you can directly add a Self-Service Password Reset
functionality that your users can use to reset their password for themselves. As the
administrator, you will receive predefined security and usage reports to control your
complete application ecosystem. To protect your sensible content, you will receive digital
rights management capabilities with the Azure Rights Management services to give you
granular access rights on every device your information is used.

Doesn't it sound great? Let's take a deeper look into the functionality and usage of the
different Microsoft Azure IAM services.

[14]
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Azure Active Directory

Azure Active Directory is a fully managed multi-tenant service that provides IAM
capabilities as a service. This service is not just an instance of the Windows Server Domain
Controller you already know from your actual Active Directory infrastructure. Azure AD is
not a replacement for the Windows Server Active Directory either. If you already use a local
Active Directory infrastructure, you can extend it to the cloud by integrating Azure AD to
authenticate your users in the same way as on-premise and cloud services.

Staying in the business view, we want to discuss some of the main features of Azure Active
Directory. Firstly, we want to start with the Access panel that gives the user a central place
to access all his applications from any device and any location with SSO.

The combination of the Azure Active Directory Access panel and the
Windows Server 2012 R2/2016 Web Application Proxy / ADFS capabilities
provide an efficient way to securely publish web applications and services
to your employees, partners, and customers. It will be a good replacement
for your retired Forefront TMG/UAG infrastructure.

Over this portal, your users can do the following;:

e User and group management

¢ Access their business relevant applications (On-premise, partner, and SaaS) with
single-sign-on or single logon

¢ Delegation of access control to the data, process, or project owner

e Self-service profile editing for correcting or adding information

e Self-service password change and reset

[15]
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* Manage registered devices

Microsoft Azure jochennickel@inovitch | inovit GmbH | ?

applications  groups approvals  profile

a Jochen Nickel @

USER ID PHONE
jochen.nickel@inovit.ch N/A

Change password

ALTERNATE EMAIL MOBILE FHONE

N/A N/A
DEPARTMENT o

N/A

Register for
Password Reset

With the Self-Service Password Reset functionality, a user gets a straight forward way to
reset his password and to prove his identity, for example through a phone call, email, or by
answering security questions.

a

=4

< [im] & & passwordreset.microsoftonline.com (v]

Microsoft Online Password Reset +

Microsoft

Get back into your account

Who are you?
To recover your account, begin by entering your user 1D and the characters in the picture or audio below.
* User ID:

Example: user@contoso.onmicrosoft.com or user@contoso.com

Qq% p

Enter the characters in the picture or the words In the audio,

o
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The different portals can be customized with your own Corporate Identity
branding. To try the different portals, just use the following links: https:/
/myapps.microsoft.com and https://passwordreset.microsoftonline

. com.

To complete our short introduction to the main features of the Azure Active Directory, we
will take a look at the reporting capabilities. With this feature you get predefined reports
with the following information provided. With viewing and acting on these reports, you are
able to control your whole application ecosystem published over the Azure AD access
panel.

Anomaly reports

e Error reports

Activity logs

Integrated application reports

User-specific reports

REPORT

ANOMALOUS ACTIVITY

Sign ins from unknown sources

Sign ins after multiple failures

Sign ins from multiple geographies

Sign ins from IP addresses with suspicious activity

Sign ins from possibly infected devices

Irregular sign in activity

Users with anomalous sign in activity

ACTIVITY LOGS

Audit report

Password reset activity

Password reset registration activity

Groups activity

INTEGRATED APPLICATIONS

Application usage

Account provisioning activity

Account provisioning errors

DESCRIPTION

May indicate an attempt to sign in without being traced.

May indicate a successful brute force attack.

May indicate that multiple users are signing in with the same account.
May indicate a successful sign in after 3 sustained intrusion attempt.
May indicate an attempt to sign in from possibly infected devices.
May indicate events anomalous to users’ sign in patterns.

Indicates users whose accounts may have been compromised.

Audited events in your directory
Provides a detailed view of password resets that occur in your organization,
Provides a detailed view of password reset registrations that occur in your organization.

Provides an activity log to all group related activity in your directory

Provides a usage summary for all 5aaS applications integrated with your directory.
Provides a history of attempts to provision accounts to external applications.

Indicates an impact to users’ access to external applications.

[17]
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From our discussions with customers we recognize that, a lot of the time, the differences
between the different Azure Active Directory editions are unclear. For that reason, we will
include and explain the feature tables provided by Microsoft. We will start with the
common features and then go through the premium features of Azure Active Directory.

Common features

First of all, we want to discuss the Access panel portal so we can clear up some open
questions. With the Azure AD Free and Basic editions, you can provide a maximum of 10
applications to every user. However, this doesn't mean that you are limited to 10
applications in total. Next, the portal link: right now it cannot be changed to your own
company-owned domain, such as https://myapps.inovit.ch. The only way you can do
so is by providing an alias in your DNS configuration; the accessed link is https://myapps.
microsoft.com. Company branding will lead us on to the next discussion point, where we
are often asked how much corporate identity branding is possible. The following link
provides you with all the necessary information for branding your solution: http://bit.1ly
/175 f2nw. Rounding up this short Q&A on the different feature sets is Application Proxy
usage, one of the important differentiators between the Azure AD Free and Basic editions.
The short answer is that with Azure AD Free, you cannot publish on-premises applications
and services over the Azure AD Access Panel portal.

Features AAD AAD Basic | AAD
Free Premium
Directory as a Service (objects) 500k unlimited |unlimited
User/Group management (UI or PowerShell) X X X
Access Panel portal for SSO (per user) 10 apps |10 apps unlimited
User-based application access management/provisioning | X X X
Self-service password change (cloud users) X X X
Directory synchronization tool X X X
Standard security reports X X X
High availability SLA (99.9%) X X
Group-based application access management and X X
provisioning
Company branding X X
Self-service password reset for cloud users X X
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Application Proxy X X

Self-service group management for cloud users X X

Premium features

The Azure Active Directory Premium edition provides you with the entire IAM capabilities,
including the usage licenses of the on-premises used Microsoft Identity Manager. From a
technical perspective, you need to use the Azure AD Connect utility to connect your on-
premises Active Directory with the cloud and the Microsoft Identity Manager to manage
your on-premises identities and prepare them for your cloud integration. To acquire Azure
AD Premium, you can also use the Enterprise Mobility Suite (EMS) license bundle, which
contains Azure AD Premium, Azure Rights Management, Microsoft Intune, and Advanced
Threat Analytics (ATA) licensing. You can find more information about EMS by visiting ht
tp://bit.ly/1cJLPcMand http://bit.ly/29rupF4.

Features Azure AD
Premium

Self-service password reset with on-premises write-back

Microsoft Identity Manager server licenses

Advanced anomaly security reports

Advanced usage reporting

Multi-Factor Authentication (cloud users)

XX |IX|[X]X[X

Multi-Factor Authentication (On-premises users)

Azure AD Premium reference:

http://bit.ly/lgyDRoN

MFA for cloud users is also included in Office 365. The main difference is
that you cannot use it for on-premises users and services such as VPN or
web servers.
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Azure Active Directory Business to Business

One of the newest features based on Azure Active Directory is the new Business to
Business (B2B) capability. The new product solves the problem of collaboration between
business partners. It allows users to share business applications between partners without
going through inter-company federation relationships and internally-managed partner
identities. With Azure AD B2B, you can create cross-company relationships by inviting and
authorizing users from partner companies to access your resources. With this process, each
company federates once with Azure AD and each user is then represented by a single
Azure AD account. This option also provides a higher security level, because if a user leaves
the partner organization, access is automatically disallowed. Inside Azure AD, the user will
be handled as though a guest, and they will not be able to traverse other users in the
directory. Real permissions will be provided over the correct associated group membership.

Azure Active Directory Business to Consumer

Azure Active Directory Business to Consumer (B2C) is another brand new feature based
on Azure Active Directory. This functionality supports signing in to your application using
social networks like Facebook, Google, or LinkedIn and creating developed accounts with
usernames and passwords specifically for your company-owned application. Self-service
password management and profile management are also provided with this scenario.
Additionally, MFA introduces a higher grade of security to the solution. Principally, this
feature allows small, medium and large companies to hold their customers in a separated
Azure Active Directory with all the capabilities, and more, in a similar way to the corporate-
managed Azure Active Directory. With different verification options, you are also able to
provide the necessary identity assurance required for more sensible transactions. Azure
B2C takes care about all the IAM tasks for own development application.

Azure Active Directory Privileged Identity
Management

Azure AD Privileged Identity Management provides you with the functionality to manage,
control, and monitor your privileged identities. With this option, you can build up an Role-
based Access Control (RBAC) solution over your Azure AD and other Microsoft online
services, such as Office 365 or Microsoft Intune. The following activities can be carried out
with this functionality:

* You can discover the actual configured Azure AD Administrators
® You can provide just in time administrative access
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* You can get reports about administrator access history and assignment changes

¢ You can receive alerts about access to a privileged role

The following built-in roles can be managed with the current version:

Global Administrator
Billing Administrator

User Administrator

Azure MFA

Protecting sensible information or application access with additional authentication is an
important task not just in the on-premises world. In particular, it needs to be extended to
every sensible cloud service used. There are a lot of variations for providing this level of
security and additional authentication, such as certificates, smart cards, or biometric
options. For example, smart cards depend on special hardware used to read the smart card
and cannot be used in every scenario without limiting the access to a special device or
hardware or. The following table gives you an overview of different attacks and how they

Service Administrator

Password Administrator

can be mitigated with a well designed and implemented security solution.

Attacker

Security solution

Password brute force

Strong password policies

Shoulder surfing
Key or screen logging

One-time password solution

Phishing or pharming

Server authentication (HTTPS)

Man-in-the-Middle
Whaling (Social engineering)

Two-factor authentication
Certificate or one-time password solution

Certificate authority corruption
Cross Channel Attacks (CSRF)

Transaction signature and verification
Non repudiation

Man-in-the-Browser
Key loggers

Secure PIN entry

Secure messaging

Browser (read only)

Push button (token)
Three-factor authentication
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The Azure MFA functionality has been included in the Azure Active Directory Premium
capabilities to address exactly the attacks described in the previous table. With a one-time
password solution, you can build a very capable security solution to access information or
applications from devices that cannot use smart cards as the additional authentication
method. Otherwise, for small or medium business organizations a smart card deployment,
including the appropriate management solution, will be too cost-intensive and the Azure
MEFA solution can be a good alternative for reaching the expected higher security level.

In discussions with our customers, we recognized that many don't realize that Azure MFA
is already included in different Office 365 plans. They would be able to protect their Office
365 with multi-factor out-of-the-box but they don't know it! This brings us to Microsoft and
the following table, which compares the functionality between Office 365 and Azure MFA.

Feature 0365 | Azure

Administrators can enable/enforce MFA to end-users

Use mobile app (online and OTP) as second authentication factor

Use phone call as second authentication factor

Use SMS as second authentication factor

App passwords for non-browser clients (for example, Outlook, Lync)

Default Microsoft greetings during authentication phone calls

X XXX X[X[X

Remember Me

IP Whitelist

Custom greetings during authentication phone calls

Fraud alert

Event confirmation

Security reports

Block/unblock users

One-time bypass

Customizable caller ID for authentication phone calls

MFA Server - MFA for on-premises applications

XIXIXIX|XAX]XIX]X[X]X[X]X|X[X| XX

MFA SDK - MFA for custom apps
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With the Office 365 capabilities of MFA, the administrators are able to use basic
functionality to protect their sensible information. In particular, if integrating on-premises
users and services, the Azure MFA solution is needed.

Azure MFA and the on-premises installation of the MFA server cannot be
used to protect your Windows Server DirectAccess implementation.
Furthermore, you will find the customizable caller ID limited to special
regions.

Azure Rights Management

More and more organizations are in the position of providing a continuous and integrated
information protection solution to protect sensible assets and information. On the one hand
is the department, which carries out its business activities, generates the data, and then
processes. Furthermore, it uses the data inside and outside the functional areas, passes it,
and runs a lively exchange of information.

On the other hand, revision is required by legal requirements that prescribe measures to
ensure that information is dealt with and dangers such as industrial espionage and data loss
are avoided. So, this is a big concern when safeguarding sensitive information.

While staff appreciate the many methods of communication and data exchange, this
development starts stressing the IT security officers and makes managers worried. The fear
is that critical corporate data stays in an uncontrolled manner and leaves the company or
moves to competitors. The routes are varied, but data is often lost in inadvertent delivery
via email. In addition, sensitive data can leave the company on a USB stick and smartphone,
or IT media can be lost or stolen. In addition, new risks are added, such as employees
posting information on social media platforms. IT must ensure the protection of data in all
phases, and traditional IT security solutions are not always sufficient. The following figure
illustrates this situation and leads us to the Azure Rights Management services.
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Like its other additional features, the base functional is included in different Office 365
plans. The main difference between the two is that only the Azure RMS edition can be
integrated in an on-premises file server environment in order to be able to use the File
Classification Infrastructure feature of the Windows Server file server role.

The Azure RMS capability allows you to protect your sensitive information based on
classification information with a granular access control system. The following table,
provided by Microsoft, shows the differences between the Office 365 and Azure RMS
functionality. Azure RMS is included with E3, E4, A3, and A4 plans.

Feature RMS |RMS
0365 |Azure
Users can create and consume protected content by using Windows clients | X X

and Office applications

Users can create and consume protected content by using mobile devices | X X
Integrates with Exchange Online, SharePoint Online, and OneDrive for X X
Business

Integrates with Exchange Server 2013/Exchange Server 2010 and X X

SharePoint Server 2013/SharePoint Server 2010 on-premises via the RMS
connector

Administrators can create departmental templates X X

Organizations can create and manage their own RMS tenant key in a X X
hardware security module (the Bring Your Own Key solution)

Supports non-Office file formats: Text and image files are natively X X
protected; other files are generically protected

RMS SDK for all platforms: Windows, Windows Phone, iOS, Mac OSX, X X
and Android

Integrates with Windows file servers for automatic protection with FCI via X

the RMS connector

Users can track usage of their documents X

Users can revoke access to their documents X

In particular, the tracking feature helps users to find where their documents are distributed
and allows them to revoke access to a single protected document.

[24]



Getting Started with a Cloud-Only Scenario

Microsoft Azure security services in combination

Now that we have discussed the relevant Microsoft Azure IAM capabilities, you can see
that Microsoft provides more than just single features or subsets of functionality.
Furthermore, it brings a whole solution to the market, which provides functionality for
every facet of IAM. Microsoft Azure also combines clear service management with IAM,
making it a rich solution for your organization. You can work with that toolset in a native
cloud-first scenario, hybrid, and a complex hybrid scenario and can extend your solution to
every possible use case or environment. The following figure illustrates all the different
topics that are covered with Microsoft Azure security solutions:

[dentity Management ] [ Service Management ]

Cloud Solution H Policies & Workflows H Federation

[ACC@SS Management J [Im‘ormat'on Protect‘onJ

Defining the benefits and costs

The Microsoft Azure IAM capabilities help you to empower your users with a flexible and
rich solution that enables better business outcomes in a more productive way. You help
your organization to improve the regulatory compliance overall and reduce the information
security risk. Additionally, it can be possible to reduce IT operating and development costs
by providing higher operating efficiency and transparency. Last but not least, it will lead to
improved user satisfaction and better support from the business for further investments.

The following toolset gives you very good instruments for calculating the costs of your
special environment.

e Azure Active Directory Pricing Calculator: http://bit.1ly/1fspdhz
¢ Enterprise Mobility Suite Pricing: http://bit.1ly/1V42RSk
e Microsoft Azure Pricing Calculator: http://bit.1ly/1JojUfA
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Principles of security and legal requirements

The classification of data, such as business information or personal data, is not only
necessary for an on-premises infrastructure. It is the basis for the assurance of business-
related information and is represented by compliance with official regulations. These
requirements are of greater significance when using cloud services or solutions outside
your own company and regulation borders. They are clearly needed for a controlled shift of
data in an area in which responsibilities on contracts must be regulated. Safety limits do not
stop at the private cloud, and are responsible for the technical and organizational
implementation and control of security settings.

The subsequent objectives are as follows:

¢ Construction, extension, or adaptation of the data classification to the Cloud
Integration

e Data classification as a basis for encryption or isolated security silos
¢ Data classification as a basis for authentication and authorization

Microsoft itself has strict controls that restrict access to Azure to Microsoft employees.
Microsoft also enables customers to control access to their Azure environments, data, and
applications, as well as allowing them to penetrate and audit services with special auditors
and regulations on request.

A statement from Microsoft: Customers will only use cloud providers in
which they have great trust. They must trust that the privacy of their
information will be protected, and that their data will be used in a way
that is consistent with their expectations. We build privacy protections
into Azure through Privacy by Design.

You can get all the necessary information about security, compliance, and privacy by
visiting the following link http://bit.1ly/1uJTLAT.
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Getting Started with a Cloud-Only Scenario

Summary

Now that you are fully clued up with information about typical needs and challenges and
feature and licensing information, you should be able to apply the right technology and
licensing model to your cloud-only scenario. You should also be aware of the benefits and
cost calculators that will help you calculate a basic price model for your required services.
Furthermore, you can also decide which security and legal requirements are relevant for
your cloud-only environments.

In the next chapter, we will design a sustainable cloud-only IAM environment. We will
discuss the user and group life cycle and the roles and administrative units with the
relevant identity reporting capabilities. We look forward to seeing you work on your design
in the next chapter.
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Having read through the first chapter, you will have realized that Microsoft Azure provides
a whole bunch of functionality for Identity and Access Management. Now, after hearing the
relevant business information, we will dive into the architecture of Azure Active Directory
to understand the relevant concepts and design dependencies for cloud-only identities.
Furthermore, we will see that small or innovative companies often follow the cloud-only
strategy. This is perfectly normal, as most companies have an existing local IT
infrastructure. Often you will find a domain controller and file/print services on-premises,
but Azure Active Directory also provides users with important Identity Management as a
Service and identity repository features for a more flexible and value added IT ecosystem.
After reading this chapter, you will also be able to design and construct roles and
administrative units for Role Based Access Control (RBAC) in your current or planned
Microsoft Azure environment. We will go through these topics, starting with these cloud-
only capabilities and then on to basic and complex hybrid designs in the following chapters.
In this chapter, we will focus on the following main topics:

¢ Understanding the user and group life cycle
¢ Designing roles and administrative units
e Managing identity reporting capabilities
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Understanding the user and group life cycle

One of the basic concepts to understand is the user and group life cycle, so it's very
important to understand the different repositories and capabilities where objects are stored
and managed. In this section, we will provide you with the necessary information for
designing your solution.

Microsoft Azure Identity repositories and
capabilities

IAM is a very broad field in technology. Internet threats are becoming more intelligent and
effective, so IAM solutions must constantly evolve to keep up. In particular, these solutions
must address the four most important fields in order to be successful. The four main topics
are the administration, authentication, authorization, and auditing of identities. With
Microsoft Azure, you get several options for leveraging identity and access management
solutions.

Azure Active Directory is the central and main identity repository for the whole Microsoft
Azure landscape. The existence of an Azure AD directory is a requirement for an Azure
subscription, and you can find out more information on that by visiting: http://bit.1ly/2a
rPab54.

Each Azure tenant has at least one directory associated with it. Azure
tenants can have multiple directories and these directories are all separate
and unique. For example, if two Azure AD directories exist in the same
tenant, they have their own set of administrators and there is no data
shared between them. The administrator of one directory in the tenant
does not have access to another directory in the same tenant, unless you
explicitly grant access to it.

¢ Mandatory: There is always one directory in a tenant (. onmicrosoft .com)
¢ Recommended: There should be an Azure AD directory for testing purposes

¢ Optional: Developers may have their own Azure AD directory for development
reasons

[29]


http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
http://bit.ly/2arPa54
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Azure Active Directory is used for logging into and accessing the Azure portal, Office 365,
Dynamics, Intune, and other Microsoft cloud services. It also offers a variety of specific
manifestations for addressing the most important use cases in actual environments. The
following figure shows the main subsets of Azure Active Directory and further identity
services that can be designed and implemented:

AAD AAD
B2C ‘ DS

@.%.

Azure Ildentity Services AD DS

Access
Control
Services

SaasS
Services

All the shown services allow you to work in a cloud-only and hybrid Identity and Access
Management approach, so it's important that you can map the specific service to the
requirements and use cases to provide a suitable solution for your company.

e Azure Active Directory: Azure AD is a single, multi-tenant directory and cloud-
scale identity service. Azure AD has features that rely on cloud services, such as
Azure Multi-Factor Authentication(MFA). You can use the cloud Identity
Management as a Service (IdMaaS) feature, such as Self Service Password Reset,
to enable new identity management features that traditionally take weeks of
months to deploy on-premises.
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e Azure Active Directory Domain Services: They allow you to move workloads to
the cloud with Kerberos, NT LAN Manager (NTLM) as authentication protocols.
You are also able to connect by Lightweight Directory Access Protocol (LDAP)
to the directory service. Basic group policies are also available in this scenario.
This service is an extension of your current Azure Active Directory and you can
take advantage of the functionality.

¢ Active Directory Domain Services on IaaS: This is a Domain Controller hosted
on a virtual machine in Microsoft Azure IaaS and allows you to provide an
Active Directory that you are familiar with from on-premises infrastructures.

e Azure Active Directory Access Control Services: This does not own any
identities; it federates identities. It is a federation provider and allows you to
adopt social media logins.

e Identities in SaaS identity repositories: These services rely on their own user
repositories and can be integrated in a federation scenario.

e Azure Active Directory B2B: This is an extension of your Azure Active Directory
that allows you to provide your application ecosystem to partners and other
external parties with focus on the authorization process. The authentication
process will be simplified both for organizations with Azure Active Directory and
without.

e Azure Active Directory B2C: This has an own directory in your tenant that
allows you to provide customer facing applications with the entire capabilities of
Azure Active Directory, including the integration of social media identity
providers. It allows developers to focus on the application and not on the identity
and access management functionalities.

Azure Active Directory conceptual architecture

Essentially, Azure Active Directory is a scalable directory infrastructure that provides
functionality for data access, replication and synchronization, device registration, and
Security Token Services(STS). Azure AD follows the Windows Server AD(WSAD) data
model with special modifications for the cloud usage scenario. The core data model
contains the following main information:

¢ Directory contexts, one or multiple per tenant plus a system
¢ Each object has an object class or type (Object Type)
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¢ An object contains a set of properties
¢ An object may contain a set of navigation properties
¢ Object (link) instances

Objects do not have distinguished names and are not arranged into a
distinguished multi-level hierarchy. Also, the directory doesn't support
object class inheritance.

The following figure shows the Azure AD core directory, the administration, and
authentication endpoints, including the capabilities for integrating On-premises Active
Directory Federation Services for a better understanding of the whole architecture:

login.microsoftonline.com
Sign-In Service STS

H

loginwindowsnet
Sign-In Service STS

End[:oims
W5-Federation metadata
SAML 2 0 metadata
WS5-Federation/SAML 2.0
WS-Trust

-
Corporate Network

Connector

http://webapp 1

Resource

Endpoints
'W5-Federation/SAML 2.0 metadata
W5-Federation

( Azure Active Directory
Azure AD core directory A Web-based Management
https://webapp1- Portal
example.msappproxy.net Windows PowerShell cmdlets
Sync from On-Premise
Azure AD
Application Proxy Organization’s directory tenant [« ® Graph APl 4 - 2. Usethe Actess token” - *
Graph API REST interface to query your Windows
\ J graphawindows.net/ Azure AD directory
¢ <tenant> endpoint tenant
Windows Azure AD STS h
(logical)

Windows Azure Access
Control Service STS

1. Obtain an Access
Token

OpenlD provider configuration information

OpenlD provider user information

OpenlD provider keys discovery (enly tenant-independent)

SAMLZ2D

OAuth 20 authorization
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Usage scenarios of Azure Active Directory
Premium

With the premium version of Azure Active Directory, you get a rich set of capabilities that
allow users and administrators to manage identities in the cloud. Beginning the design
process, we separate the key areas into two sections: basic and advanced modules. You will
mainly start to design a solid user and group life cycle, followed by advanced topics such as
administrative units and role-based access management. Finally, you will move to the
reporting features to provide a variety of activity, security, and audit reports. The following
figure gives you a graphical overview of the next sections:

=
Azure AD Usage Scenarios
A

= User Password Group Device
0 Management Management Management Management
3 Administrati

ministrative
= . Role-based access
o Units
> Management
o Management
<L

Reporting
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Generally, you can use different methods to manage the various scenarios. In no particular
order, here are some common methods:

¢ UX management: This manually uses the Azure Management Portal. This portal
is very intuitive and easy to understand. In special companies without on-
premises directories or a small number of employees, this approach is used to
manage their identities. It's also very handy for tests, small proof of concepts, and
application development. The following figure gives you an idea about how to
manage users with the Management Portal:

B jochen nickel
@ PROFILE  WORKINFO  DEVICES ~ ACTIITY
EI Anas Nickel

Jochen Nickel . .
E Jochen Mickel ide rmty

lochen Mickel
6 On-Premises Direct... FIRST NAME Jochen

Tenant Administrat...
Eh

HJ LAST NAME M
DB
@ DISPLAY NAME Jochen Nickel
USER NAME |iochen.nitkel |@|'\dent’\typlus.ch hd
c
EL OBIECTID 17bc8200-46bd-49be-b693-bafddbde2ba5 T
E role
@ ORGANIZATIONAL ROLE User hd
ALTERNATE EMAIL ADDRESS
@ settings
@ ALLOW THE USER TO SIGN IN AND ACCESS ALLOW BLOCK
"
+ u v
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e PowerShell management: This is a scripted way of using PowerShell and the
Azure Active Directory cmdlets. This method provides you with a simple way
to automate tasks such as user licensing or bulk modification operations.

e Graph API management: This programatically uses the Azure AD Graph APL
This is an extremely powerful option that essentially gives you full control of
how identities are managed in Azure Active Directory. To be able to design a
powerful management solution and to get a better understanding of this option,
we will provide a short introduction to this field of technology.

Basically, we start with the question: What is a graph? The simplest answer to this question is
to say that it's a RESTful interface for Azure AD. This interface allows you to perform
tenant-specific queries and programmatically access directory objects like users, groups,
and roles. You can also access relationships like members, memberof, and
directReports. The requests use the HITTP standard methods get, post, and delete to
create, read, update, and delete objects in the Azure Active Directory. The Graph API also
provides the following functionality:

¢ The responses support JSON, XML, and standard HTTP status codes
e Compatibility with OData V3
e Uses OAuth 2.0 for authentication and role based assignment

The following shows a simplified interaction flow between the application and the graph
API to understand the architecture of this interface:

Azure AD

Authentication
Endpoint (OAuth)
JWT Token Request Return JWT Token

Azure Active Directory

4 ~ HTTP Request .
— T Token ™ REST Service Authorization
Application Validates token, processes Check
_ Return Response request, returns data
. S Wwith Data .
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For completeness, we need a short answer to the question: What is REST? REST stands for
Representational State Transfer and is an architecture style and not a protocol. It gives a
description of how HTTP should be used for accessing data and follows these
characteristics:

RESTful Web Services expose resources through a URI
Clients use HTTP Verbs
Single resource, with multiple representations

Stateless

After studying the theory, it's time to show you an example of how to create a new user in
Azure Active Directory. You can also use the online Graph Explorer to get a deeper
understanding of this material. There is the option to use the provided demo company or
your own tenant at: https://graphexplorer.cloudapp.net/.

Example: Create new user

Method: POST
https://graph.windows.net/identityplus.ch/users?api-version=2013-04-05

HEADERS

Content-Type: application/json

Authorization: Bearer
eyJ0eXArOiJLV1QiLCJhbGciOiJSAzIINiIsEng1dCI6Ik8HVEZSZEstZnl0aEV1T.. ..

BODY

{

"accountEnabled":true,
"userPrincipalName":"NewUser@identityplus.ch",
"displayName":"New User",

"passwordProfile":{ "password":"NewStartWithGr@phAP1",
"forceChangePasswordNextLogin":true},
"mailNickname":"NewUser"

}

RESPONSE:
201 Created
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The previous example fulfills the following requirements:

e Password meets the tenant's accepted password complexity
e Uses the minimum set of properties to create a user
e Usage location is not set by the example above

You can use this functionality in the different reading scenarios, such as:

e Simply reading from Azure Active Directory
¢ Receiving Deltas from changes

¢ Using it for authorization decisions, like getting users group and role
memberships

¢ Designing workflows that look up relationships (Manager/Direct Report)

¢ Checking subscribed services such as Exchange, SharePoint, Skype, or Dynamics
CRM

e For designing people or group pickers with list, search user, or groups functions

Also for typical writing scenarios, such as:

¢ Updating users, groups, and roles

¢ Adding users to groups or roles

e Setting the user password

¢ Provisioning and de-provisioning of users

After discussing the different management methods and scenarios for designing an
administrative solution, we will move on to the first basic module: User Management.
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Important user principles

The main focus of an Identity and Access management solution is to reflect an end-to-end
life cycle. The identity lifecycle with the main principles of hiring, transition, and
termination is also valid for a cloud identity scenario and can be represented with the
necessary work items, as follows:

Create,
Change,
Register

Distribute,
Deactivate, Provide,

Delete Integrate,
Transform

Employee life cycle (word smart)

The relationship starts when a new employee joins the organization and his identity and
corresponding information must be provided. Initially, an identification of the employee as
a user will be created and an assignment of standard access rights to applications will be
implemented.
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The following partial processes run in a typical end-to-end process:

e Provisioning

¢ Creation of the person and identifier(s)

e Definition of group and role memberships

e Definition of the required system and application access
e Authentication and Authorization

e Validation of the person's identity

e Determination of the right-to-access

e Audit and security reporting

e Management of system authorizations
e Self-Service

¢ Registration for Password Reset and maintenance of other
verification options

e Password Reset and Changes, Account Unlock
¢ Maintenance of personal information
e De-provisioning
¢ Revoking of permissions/authorizations based on current role(s)
e Deactivation of the user account
¢ Deletion of the user account
e Security controls

After a brief refresher of the standard processes and work items, we will now dive into the
specialties of Azure Active Directory, starting with the different account types you can
create. In Azure Active Directory, you can use three main types:

e Azure Active Directory Accounts
* Microsoft Accounts
e Organizational Accounts
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The following figure shows the manual process of creating a new user account in Azure

Active Directory over the Azure Web Management Portal:

TYPE OF USER

Mew user in your organization

User with an existing Microsoft account
User in ancther Microsoft Azure AD directory
Users in partner companies

@ | identityplus.ch

v

e Azure Active Directory Accounts: In Azure Active Directory, you can create

users and groups in your directory. This service works independently because it's

able to perform the authentication of a user without any on-premises

infrastructure integration. With the integration of on-premises directory services,

users and groups can directly access resources within Azure. Every user is then

represented in the Azure Active Directory.

Jochen Nickel Jochen.nickel@identityplus.ch Microsoft Azure Active Directory
Jochen Nickel Jochen.nickel@azureid.ch Local Active Directory
Jochen Nickel Jochen.nickel@outlook.com Microsoft account

I Jochen Nickel Jochen.nickel @identityplus.onmicrosoft.com

Microscft Azure Active Directory

e Microsoft Accounts: These are normally used for private usage scenarios and

without any organizational control.
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Recommendation

Provide access to resources whenever possible with Organization
Accounts in Azure subscriptions. Do not allow the use of existing personal
Microsoft accounts. Depending on the individual permissions, these
accounts may be tied to the company Azure Subscriptions, have access to
storage accounts, and billing information. Also, aliases are used in the

naming of the account, like alias4711@outlook.com.

A valid design principle for Microsoft Accounts is to map them to a
person and use a format like FirstName.LastName@outlook.com. A
format like FirstName.LastName.Suffix@outlook.com can also be
used to identify different environments, such as DEV for the

development account.

Jochen Nickel Jochen.nickel@identityplus.ch Microsoft Azure Active Directory
Jochen Nickel Jjochen.nickel@azureid.ch Local Active Directory

I Jochen Nickel Jjochen.nickel@outlook.com Microsoft account
Jochen Nickel Jjochen.nickel@identityplus.onmicrosoft.com Microsoft Azure Active Directory

¢ Organizational Accounts: The recommended way to manage Azure
subscriptions is to use Organizational Accounts. The form of an organizational

account can be the organization's email address, such as

FirstName.LastName@organizationalname.com. This happens if a company
configures a custom domain and uses a cloud only, directory synchronization, or
federation scenario. The main reason for using Organizational Accounts is that
the organization has more control over the user account. Furthermore, many of
the Azure Service offerings depend heavily on Organizational Accounts.

Jochen Nickel Jochen.nickel@identityplus.ch Microscft Azure Active Directory
Jochen Nickel Jochen.nickel@azureid.ch Local Active Directory

Jochen Nickel Jjochen.nickel@outlock.com Microscft account

Jochen Nickel Jochen.nickel@identityplus.onmicrosoft.com Microsoft Azure Active Directory

[41]




Planning and Designing Cloud Identities

If we create a user account in Azure Active Directory, we are already using
another very important design principle. The User Principal Name (UPN) is
used as the user's sign-in name. The following figure shows the re-usage of
this convention for a user account in a pure cloud identity scenario.

Login
E-mail address

SIP address —

Organization 1D

jochen.nickel@identityplus.ch

User principal name (UPN)

As an architect or engineer of such a solution, you should be aware of the following
statements about the user principal name:

¢ Alternate Login ID: This is a way to achieve UPN alignment without having to
modify the UPN attribute of user accounts (AAD Connect — Synchronization

Scenario)

e UPN requirements:

e Limitations:
[ ]

Can only contains letters, numbers, periods, dashes, and
underscores

Must be known by users

The domain suffix must be under the domain chosen for Single
sign-on

UPN alignment

The domain selected to federate must be registered as a public
domain

A required change of UPNs in on-premises Active Directory
domains

No usage in an Exchange Hybrid Online Deployment.

Current Azure AD Connect deployments with synchronized
objects; need to change the UPN of every user account.
Kerberos-based SSO no longer works for applications that rely on
the Sign-in Assistant for example, S4B or OD4B

Azure AD Application Proxy and Kerberos Constrained Delegation
requires a UPN match between Azure AD and the on-premise
Active Directory
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e If you start thinking about the integration of your on-premises infrastructure, you
should also think about what implications a change of the UPN has on the rest of
your infrastructure. Just to give you an idea of this, think about the certificates
and applications that depend on this attribute. We will discuss and give you
further information on this topic in the hybrid scenarios later on in the book.
Next, we will discuss the different ways to manage your users in Azure Active
Directory.

Whenever possible, try to have the e-mail address aligned with the UPN
for a better user experience and the usage of the most compatible scenario.

Defining the correct user management

The user management in Azure Active Directory can be arranged in three different ways.
We have already discussed this issue more generally in the section on usage scenarios in
this chapter. Now we will focus on managing user accounts. The first, and easiest, way to
administer user accounts is to use the Azure Web Management Portal, as you can see in the
following figure:

&3 DASHBOARD USERS GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION CONFIGURE REPORTS LICENSES

DISPLAY NAME USER NAME SOURCED FROM yel
Jochen Nickel Jjochen.nickel@identityplus.ch Microsoft Azure Active Directory

Jochen Nickel jochennickel@azureid.ch Local Active Directory

Jochen Nickel Jjochen.nickel@outiock.com Microsoft account

On-Premises Directory Synchronization Service Account  Sync_AZIDADSO1_c4035ede7504@identityplus.onmicrosoft.com Local Active Directory

Tenant Administrator admin@identityplus.onmicrosoft.com Microsoft Azure Active Diractory

= (2]

ADD USER. MANAGE MULTI-
FACTOR AUTH
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With the portal you are able to create, change, and delete user accounts and their attributes.
In the local Active Directories you are able to disable user accounts. Azure Active Directory
allows you to Al1low or Block the user to sign in and access services. This helps you to
manage temporary staff or the deactivation of a user account before you delete it:

settings

ALLOW THE USER TO SIGH IMN AND ACCESS ALLOW BLOCK
SERVICES?

The portal also allows you to monitor the used devices and applications directly on the
user's properties, as you can see in the following example:

11/25/2015 11:42:57 PM Microsoft Device Registration Cli...  84.75.23.101 Zuerich, Zuerich, CH Windows
11/25/2015 11:42:40 PM Universal Store Native Client 84.75.23.101 Zuerich, Zuerich, CH Windows
11/25/2015 11:42:37 PM Accounts Control Ul 84.75.23.101 Zuerich, Zuerich, CH Windows
11/25/2015 11:40:22 PM Unknown First-Party App 84.75.23.101 Zuerich, Zuerich, CH Windows
11/25/2015 11:40:05 PM Device Registration Service 84.75.23.101 Zuerich, Zuerich, CH Windows

Another important aspect is to set the user's manager. You can do that just by copying the
user's object ID of the manager to the managed user.

ORIECT ID 17bc9a00-46bd-49be-b693-bafi9bde2b85 I'.

MANAGER 1D 17bc9a00-46bd-49be-b693-bafdSbde2b85 | VIEW MANAGER
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Your user management solution can also use PowerShell with the Azure Active Directory
module. This option should be used for bulk or detailed operations or for scenarios with a
higher number of employees. The cmdlets help you to perform many tasks, such as
managing users, passwords, and user principle names. After installing the Azure Active
Directory module (http://bit.1ly/10dzTIs), you can use the PowerShell to administer
your Azure AD. See the following figure, which shows you some example cmdlets that
you can use to design your solution scripts:

E3 Administrator; Windows PowerShell — O e

Function

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet r
Cmdlet M r Authentication
Cmdlet M r Authentication
Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

Cmdlet

ine
nlineExtended

nlineExtended
nline
nlineExtended
nline
nlineExtended

[ e el e e e e e e e e N e e e S = T e S S S =T S

ncipalName

The following link provides you with all the necessary user management references:
PowerShell reference: nttp://bit.ly/1TerDQ].

A typical task you can't do over the management portal is restoring a deleted user account
from the Azure AD Recycle Bin. For that, you can use the following cmdlet to view the
deleted user accounts and provide a valuable restore capability:

e View deleted users: Get-MsolUser —-ReturnDeletedUsers
¢ Restore deleted users: Restore -MsolUser -UserPrincipalName <string>
¢ Retention time: 30 days
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Another way is to use the Office 365 management portal, https://portal.office.com,
with the following option:

i Office 365

Office 365 admin center «
& crsroonno DELETED USERS

Search users, admin tasks am
s o ’O These user accounts have been inactivated. The accd

Deleted Users e —~

The third option is to use the Graph API. For most companies, there should be a real need,
or a special integration scenario, to develop their own Graph API application for managing
their user accounts and groups. The implementation for creating a new user could be like
the following example in C#:

// Example for Graph API
// Create a new user object in Azure Active Directory.
var newUser = new User ()

{

}i

// Set Required settings

DisplayName = "John Smith",

UserPrincipalName = "john.smith@identityplus.ch",

PasswordProfile = new PasswordProfile()

{
Password = "ImS@Strong!",
ForceChangePasswordNextLogin = false

}!

MailNickname = "John.Smith",

AccountEnabled = true,
// Set some optional settings

GivenName = "John",

Surname = "Smith",

JobTitle = "Senior Sales Agent",
Department = "Sales",

City = "Zuerich",

State = "ZH",

Mobile = "0041-123-4567",

// Add the user to the Azure Active directory
adClient .Users.AddUserAsync (newUser) .Wait () ;
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For designing and implementing an application by calling the Azure AD Graph AP, you
could use the following references:

Operations on users and Graph APIL: http://bit.1ly/1PYMdEL
Sample console application: http://bit.1ly/1YUnGnl
Sample web application: http://bit.1ly/1PQMIbw

Be aware that the Graph API and the PowerShell methods don't offer all
the management capabilities.

The last section has demonstrated the different ways of administering your cloud-only
identity scenario. We recommend that you design an administrative solution with the
management portal and the PowerShell as a starting point. Because you will often need to
integrate on-premises infrastructures, the Microsoft synchronization toolset allows you to
automate many tasks. The authority will be on the known Active Directory management
console or a local identity management system, such as Microsoft Identity Manager 2016.

Addressing successful user scenarios

In addition to the previously discussed management solutions, there are some other
important options for technically implementing an end-to-end user life cycle. In this section,
we want to focus on two special scenarios: Workday HCM and the future functionality of
Azure AD Connect synchronization capabilities. The Workday example provides insight into a
Microsoft partner solution with the goal that user data is mastered by HR and provisioned
by Azure Active Directory. In future releases, the Azure AD Connect utility is able to
connect to directories other than Active Directory. If this feature set is enabled, you can
connect directly to your on-premises HR system and provide a similar way of provisioning
user accounts to Azure Active Directory. You need to do that with your on-premises
Identity Management system, such as Microsoft Identity Manager(MIM) 2016.
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The following figure gives you a graphical summary of the solutions:

~
[_______muw
O —
O —
O —
APl
Cloud-based HR Azure AD
e.g. Workday Management Ul
PowerShell
Graph APl

later Azure AD Connect

On-Premise HR

For example, if you use Workday Human Capital Management(HCM) (http://bit.ly/1]
3M471) as your cloud HR system, you are able to use the inbound provision of user accounts
in your Azure Active Directory and build with the outbound provisioning, for example,
using Salesforce, ServiceNow, and Citrix GoTo Meeting in a completely automated way to
get user data out of your HR system and into your cloud applications.
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The following figure shows the capabilities of integrating Workday in your Azure Identity
and Access management solution:

&3 DASHBOARD USERS AND GROUPS ATTRIBUTES CONFIGURE

Workday has been added

)

workday.

[ Skip Quick Start the next time | visit

1 Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application.

Configure single sign-on

7 | Assign users to Workday

Specify which accounts in Microsoft Azure AD can access this application.

Assign accounts

Import people from Workday to Microsoft Azure AD erevew
Import workers from Workday into Microsoft Azure AD as user accounts

o

Configure user import

The following reference link http://bit.1ly/1TTTOfy gives you all the necessary details to
design and implement the solution with Workday HCM.
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As discussed, you can enable user provisioning to other SaaS applications, such as
Salesforce, to complete the solution. In this scenario, Azure Active Directory can be used to
manage user access, to synchronize user accounts, and to provide SSO to Salesforce. In this
case, you configure the outbound provisioning process to the application, like the following
example with the Salesforce sandbox system:

Enable automatic account provisioning to Salesforce Sandbox

Automatically provision accounts from Microsoft Azure AD to Salesforce Sandbox upon account assignment.

Configure account provisioning

To design and implement this solution, you need to decide the correct attribute mappings to
use the outbound provisioning process. Microsoft provides the standard attribute mappings
shown below to integrate with Salesforce. Furthermore, you can use the reference link http
://bit.ly/1£Qer6q to get the required tutorials and then design criteria to implement such
a solution:

attribute mappings
TARGET ATTRIBUTE (SALESFORCE SAND... | TARGET OBJECT SOURCE ATTRIBUTE (AZURE AD) SOURCE OBJECT REQUIR... p
IsActive User Mot([Is=oftDeleted]) User Yes
Alizz User Mid([userPrincipalMame], 1, 8) User Yes
Email User mail User Yes
EmailEncoding Key User “150-8850-1" [default) - Yes
Languagelocalekey User "en_US" [default) - Yes
FirstName User givenMame Uszer Yes
LastMame User sumame User Yes
LocaleSidKey User Replace{[preferredLanguage], "-", .. "_". .} User Yes
ProfileMames User SingleAppRoleAssignment([appRoleAssignments]) User Yes
TimeZoneSidikey User “America/Los_Angeles” [default) - Yes
Username User uzerPrincipalMame User Yes
UserPermissionsCallCenterAutoclogin User “Falze” (default) - Yes
UserPermissionzhMarketingUser User “Falze” (default) - Yes
UserPermizsionsOfflinelser User “Falze” (default) - Yes
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These two examples give you an idea of a complete end-to-end scenario and you can try
this scenario and find all the information to feel confident during design and
implementation. To capture all these scenarios in this book would take us far beyond the
possible number of pages.

For the Azure AD Connect tool, Microsoft plans two major innovations. The first is the
capability to connect additional directories like databases, LDAP directories, and more. This
option will give you the chance to adopt local LDAP directories and, for example, HR
systems. The other innovation is to allow a User write back, which allows you to provision
user accounts to your local Active Directory and use Azure AD as Identity Management as
a Service (IdMaaS). Special, smaller organizations can use the Management Portal as their
primary management tool and profit from services like Self-Service Password Reset, MFA,
and SSO. Equipped with all this information, we will move on to the next section: Password
management.

Designing an added value with password
management

Oops, I forgot my password. I'm sure you've been in that situation before. Azure Active
Directory Premium provides the functionality of a Self-Service Password Reset (SSPR). With
this service, users can reset their forgotten passwords in Azure AD without the help or
assistance of the help desk.

Password management in Azure Active Directory Premium provides the following
capabilities:

¢ Self-Service password change: This allows the changing of expired or non-
expired passwords.

e Self-Service password reset: This allows the resetting of forgotten passwords.

¢ Administrator-initiated password reset: This allows users to reset passwords of
end users or other administrators within the Azure Management Portal.

e Password write-back: New passwords can optionally be written back to the on-
premises Active Directory. In order to support password write-back, the
following services and connections must be in place:

e AAD Sync or AAD Connect must be used for synchronizing user
accounts to Azure AD
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Microsoft Identity Manager 2016 with the AAD Connector is not
supported with password synchronization. Azure AD Connect also
provides an auto-update mechanism without the need of re-installation.
This is very helpful because there is currently a monthly release of the tool
at the moment.

e Password hash synchronization must be enabled so that a hash of the
on-premises password hashes is synchronized into the Azure AD
tenant for each user

The password write-back design will be discussed in the section on hybrid identity
scenarios later on in chapter 7, Designing Hybrid Identity Management Architecture, of this
book.

With the following 10 point list, you will be able to design a password management
solution based on Azure Active Directory with all the relevant information.

e Password Reset: Enabled/Disabled
o Restrict Access to password Reset: All Users/Limited Users

SSPR can be enabled for all users or only for a subset of users in the directory. To enable
SSPR for a subset of users, the users can be added to an Azure AD security group, which is
referenced in the SSPR configuration. There are two options for adding users into this

group:

¢ Create the group in the cloud and manage members through Azure AD. This
process would work well for organizations with a smaller amount of people
where administrators can effectively manage users through the Azure
Management Portal.
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¢ Create the group in the on-premises AD, manage its membership in the on-
premises AD, and synchronize it into Azure AD via AAD Connect. This is the
preferred process for large and medium-sized organizations that already have a
process for managing group memberships on-premises.

user password reset policy

USERS ENABLED FOR PASSWORD RESET E NO
RESTRICT ACCESS TO PASSWORD RESET YES n

¢ Authentication Methods: Azure AD SSPR supports the following forms of
authentication for forgotten passwords:
¢ Phone call with a one-time code

¢ Text message with a one-time code
e Email with a one-time code to an alternate email address
e Security Questions

e Number of Authentication methods required: 1 or 2
e Number of questions required to register: 3 to 5

e Number of questions required to reset: 3 to 5

e Security Questions: Limit of 20 questions

¢ Require users to register when signing in to the Access Panel. During
registration they are asked to enter their contact information: Yes/No

e Number of days before users must confirm their contact data: Range from 0 to
730 days

¢ Customize the contact for your administrator link: Disabled/Enabled
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The following figure shows you the relevant settings in the Azure Management Portal:

user password reset policy

USERS ENABLED FOR PASSWORD RESET E NO
RESTRICT ACCESS TO PASSWORD RESET YES n

Before users can reset their passwords, they must first have at least one authentication method defined. Edit users in identityplus Demo Environment”
now.

AUTHENTICATION METHODS AVAILABLETO ] Office Phone
USERS [ Wobils Phone
[ Akernate Email Address

D Security Questions

MUMBER OF AUTHENTICATION METHODS 1
REQUIRED

You can send users to a webpage where they can register their own authentication method information. Go to this webpage now.

REQUIRE USERS TO REGISTER WHEN n NO
SIGNING IN?

MNUMBER OF DAYS BEFORE USERS ARE
ASKED TO RE-CONFIRM THEIR
AUTHENTICATION INFORMATION

[54]



Planning and Designing Cloud Identities

The authentication methods are one of the most important design criteria, because if a user

initiates the password reset process, he needs to be verified by an alternate authentication

method in order to successfully reset his forgotten password. As discussed previously,

Azure AD SSPR supports different methods, and we need to discuss them in more detail.

The following figure shows the user's registration process:

Microsoft Azure

don't lose access to your account!

To make sure you ¢

secure. You'll need to set up at |ea
o Authentication Phone is not configured. Set it up now

0 Authentication Email is not configured. Set it up now

cancel

ur password, we need to collect some info so we can verify who you are. We won't use this to spam you - just to keep your account maore

Jjechen.nickel@identityplus.ch |

?

Design Tip 1: The user can be required and prompted to register his
verification methods before being allowed to access any application. There

is also a direct link you can provide to the users, which is as follows:
https://account.activedirectory.windowsazure.com/PasswordReset
/Register.aspx?tenantIdentifier=e98b729%9a-add6-4565-b21-454
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If you enforce registration, the user will be prompted with the following message:

Your administrator has required you to verify your contact
info. You can use this to reset your password if you ever lose
access to your account.

verify now

¢ Phone-Based Authentication: To use the phone-based method, the user must
register his mobile phone or office phone number. This can be done with the
registration process mentioned previously or pre-populated through the
administrator over the web interface, PowerShell, or the AAD Connect tool.

Design Tip 2
Please be aware that not every employee provides his private mobile
number or is in possession of a mobile phone.

¢ E-mail-Based Authentication: If you want to use the email option, the Alternate
Email Address attribute of the user account needs to be populated with a valid
external email address. Similar to the phone number, this can be done with
options such as phone-based authentication.

Design Tip 3
Please be aware that not every employee provides his private email
address.
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* Question-Based Authentication: To use this option, a user needs to answer a
pre-defined pool of security questions. Azure AD will require that some number
of questions must be answered during enrollment and either all or a subset of
those questions need to be answered during a password reset event.

Design Tip 4

This option is the last choice in terms of the usability and comfort of the
password reset process. It's also important to ensure that questions don't
inappropriately ask users for sensitive PII information, and that the
questions are secure with the answers hard to guess.

Reset your password

verification step 1 > verification step 2 > choose a new password

* Ancwer my security questions
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It is recommended to create an end-user communication plan to provide users with details
on how to register for SSPR, reset their password, and what to expect. From a practical
perspective, a small video about the process is very helpful.

After successful registration, a user will be able to reset or change his password in many
different ways:

e Over the https://myapps.microsoft.com portal
e Over the https://portal.office.com portal

e Over the https://manage.windowsazure.com portal

The following figure shows the example over the Azure Web Management Portal:

Sign in with your work or school account

jochen.nickel@identityplus.ch

Password

[ Keep me signed in

Can't access your account?
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If you want to reset your password, you can use the Can't access your account? link that
will request your User ID and where you answer a captcha, as you can see in the following
figure:

Get back into your account

Who are you?
To recover your account, begin by entering your user ID and the characters in the picture or audio below.

* User ID:

[$]

2
;‘-"F

The user can use also the direct link https://passwordreset.microsofto
nline.com to reset the password.

The following standard values for passwords are set in Azure AD:

e Password restrictions: 8 characters minimum and 16 characters maximum
e Password expiry duration: 90 days
e Password expiry notification: 14 days
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e Account Lockout: After 10 unsuccessful logon attempts
¢ On-premises account: Will be respected

To see whether a single user's password is set to never expire, run the following cmdlet by
using the UPN (for example, jochen.nickel@identityplus.ch) or the user ID of the
user you want to check:

Get-MSOLUser -UserPrincipalName user(@example.com | Select
PasswordNeverExpires

To verify your newly-designed and implemented password management solution, you
should provide a small test plan with the following test cases:

TC-01 | Verify that a user can successful sign in to the access panel
https://myapps.microsoft.com and register for a password reset using the contact

methods.

TC-02 | Verify that users can reset their password by visiting https://myapps.microsoft.co
m and clicking on Can't access your account?. The user needs to provide the UPN and
contact details to complete the verification process and set up a new password. Users
should be able to log in with the new password.

Describing the required group principles

The Azure Active DirectorySelf-Service Group Management (SSGM) functionality enables
users to manage their own groups and group memberships. The following scenarios are
supported:

* A user can create their own groups, which can be used to authorize people to
access applications that are integrated with Azure AD

e A user can manage the memberships of groups that were created in Azure AD
e A user can request to join groups that were created in Azure AD

Azure Directory differs between two types of group management scenarios: delegated and
SSGM.

Self-Service Group Management requires an Azure Active Directory
Premium license. The user performing group management must have a
license assigned. We highly recommend that you study Office 365 and

visit the following link:
https://support.office.com/en-us/article/Learn-about-0ffice-365-

groups-b565caal-5c40-40ef-9915-60fdb2d97fa2.
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The group management switches in Azure Active Directory are shown in the following
figure:

group management

DELEGATED GROUP MANAGEMENT wl== MO
EMABLED
USERS CAM CREATE SECURITY GROUPS YES MO

USERS WHO CAMN USE SELF-SERVICE FOR SOME
SECURITY GROUPS

USERS CAN CREATE OFFICE 365 GROUPS wl== MO
USERS WHO CAMN USE SELF-SERVICE FOR SOME
OFFICE 365 GROUPS

EMABLE DEDICATED GROUPS YES MO

EMABLE "ALL USERS" GROUP YES n

The Delegated Group Management feature provides the following capabilities:

e Administrators can assign applications to groups

Enables group owners to maintain group memberships

Azure Groups must be managed within Azure

Synced on-premises groups cannot be delegated in Azure
e Azure-created groups do not synchronize back to on-premises
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Group write-back is in preview: https://azure.microsoft.com/en-us/d
ocumentation/articles/active-directory—-aadconnect-feature-prev

iew/#group-writeback.

The Self-Service Group Management feature provides the following capabilities:

e Azure AD Premium empowers users to request membership to security groups
and permits group owners to approve or deny access

e Currently supported on Azure AD are groups created from within the myapps
portal (myapps .microsoft.com)

Create Group

Display name
Sales Team Sharepoint Online

Description (optional)

This group provides access to the Sales team SharePoint
Online.|

Group policy

This group requires owner approval ﬂ

Group type
Security ﬂ
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Planning and Designing Cloud Identities

The group membership policy is controlled via one of three methods:

¢ Open access
e Only owners can add members
e Group owner approval

SSGM can be enabled for all users or a subset of users in a specific Azure AD security
group. There are two options for adding users into this group:

¢ Create the group in the cloud and manage members through Azure AD

Design Tip
8 This works well for organizations with a smaller amount of people, where

administrators can effectively manage the users through the Azure
Management Portal.

¢ Create the group in the on-premises AD, manage its membership in the on-
premises AD, and synchronize it into Azure AD using AAD Connect (which will
be discussed in the hybrid identity scenarios section later on in this book)

Design Tip 2
This is the preferred process for large and medium-sized organizations
that already have a process for managing group memberships on-

premises.

Group management in action

When enabling a user for Self-Service Group Management, the user will be able to create
groups and submit requests to join groups. After activating SSGM, a variety of options are
available:

¢ Allow users to create their own groups: This is not always the preferred option
for organizations. Organizations are able to turn off the feature.

¢ Restrict who can use SSGM: This option limits which users are enabled for
SSGM.

[63]



Planning and Designing Cloud Identities

The following figure shows the option to create your own groups in the access panel on htt
ps://myapps.microsoft.com. The user is allowed to set owners and members, and as the
owner he needs to approve the joining requests.

®

1 members Add member

Sales Team Sharepoint Online

DESCRIPTION
This group provides access to the Sales team SharePoint Online.

Leave group Delete group

GROUF TYPE
Security

TELORENTGY Set Owners
This group requires owner approval

OWNERS
Jochen Nickel (jochen.nickel@identityplus.ch)

Groups that are created in the Azure Management Portal have SSGM
disabled by default. Groups cannot be enabled for SSGM unless they have
an identified owner.

Often, groups have no valid owners because the previous owner may have left the
organization or the group may have been created without an owner and no one is sure what
organization the group should be managed by. For analysis, you can use PowerShell to find
all groups without a valid owner.

Dedicated groups are special groups that are created and managed by Azure AD
automatically. One example is the dedicated group for A11 Users, which contains every
user account in Azure AD.

You can choose to enable or disable dedicated groups. In order to use
Dedicated Groups, SSGM must be enabled in Azure AD.

[64]
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Planning and Designing Cloud Identities

Dynamic groups allow an administrator to specify some criteria, by which all users who
meet the criteria are automatically members of the group.

These criteria take the form of a user attribute query based on attributes
that are present in the directory.

The following example shows the mechanism of dynamic groups:

Users Policy Rules Groups
() 0 ®
an ol 03

(user.department -eq "Engineers1”) - (Y
or (user.department -eq
. "Engineers2”) ....
[ ] : S|
(user.department -eq " Developers”) - -.
and -not (user.jobTitle -contains
. "ENG™) ...‘
[ ea
I ]
Dynamic Groups

Limitations and Extensions: The number of dynamic groups at the time of
writing is limited to 10 dynamic groups in the Azure AD tenant. All
attributes that you want to use for group membership evaluation must be
present on the user objects in Azure AD. You are also able to extend your
Azure AD with custom attributes. With these additional attributes, you
can also populate group memberships; see the following example: http: /
/bit.ly/2afrAan.

You should be aware of the following characteristics when designing a successful solution:

e Converting a standard group in a dynamic group will result in losing the
previous membership.

e When creating a custom (advanced) membership evaluation policy, there is a
limit of 255 characters. Therefore, complex evaluations that involve multiple
attributes and and/or conditions should be limited.
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Planning and Designing Cloud Identities

The following figure shows the configuration of dynamic group memberships. You can use
the following reference http://bit.1ly/29Wohss to construct advanced rules for dynamic
group memberships:

sales team sharepoint online

MEMBERS ~ OWNERS ~ PROPERTIES ~ CONFIGURE  SELF SERVICE ACTIVITY

dynamic memberships

ENABLE DYNAMIC MEMBERSHIPS NO

@ ADD USERS WHERE [department V| [Equals (eq) V| [saled x

O ADVANCED RULE

To manage groups, you can use the following group management references:

e PowerShell: https://msdn.microsoft.com/en-us/library/azure/dn919663.a
Spx

. CﬁaphJqu:https://msdn.microsoft.com/Library/Azure/Ad/Graph/api/grou
ps-operations

Defining the required device principles

With Azure Active Directory, you're able to connect personal or corporate devices to the
directory service. After joining the device, it becomes a known device and the user is able to
use single sign-on with his corporate resources and applications.

This functionality works very well for the following usage scenarios:

¢ Scenario 1: When most user apps and resources are in the cloud, for example, if a
company uses Office 365 as their collaboration platform and Workday as their
HR system, employees can connect Windows 10 devices to Azure AD
independently during the first-run experience or from System Settings. They can
also sign in to Windows 10 using their Azure AD credentials. The applications
are accessed with single sign-on — including the Azure AD Access Panel https:/

/myapps.microsoft.com.
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e Scenario 2: Seasonal workers, students, and externals don't need a fully equipped
and domain-joined corporate PC or notebook. They can choose their own device
and can profit from single sign-on application access. The Azure AD joined
device can also be used as a second factor.

The following figure shows the capabilities in a solution overview, including the necessary
settings in the Azure Management Portal:

Oﬁ\ce 365 d and more... P

myapps.microsoft.com USERS MAY JOM DEVICES T0 AZUREAD “sfj(rs'} NOHE
AuthM Service

f Single-Sign-On v
ADDITIONAL ADMINISTRATORS ON AZURE SELECTED m

AD JOINED DEVICES
Azure AD Join
Device Registration
service USERS MAY REGISTER THEIR DEVICES WITH
? AZURE AD
REQUIRE MULTI-FACTOR AUTH TO JOIN

Key Registration DEVICES “

Azure
Active Directory

Service

MAXIMUM NUMBER OF DEVICES PER USER

Online device management

With the Azure AD join scenario, the user is able to join the device in a self-service manner.
With Windows 10, for example, the user can directly log on to Azure AD and his/her user
account is managed with the device in a known state.
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This user process is shown in the following figure:

Choose how you'll connect

You can connect Windows to your organization in one of two ways:

E Join Azure AD
R Join a domain

Choose this option if your organization uses Office 365 or other business services from Microsoft. Your
organization might collect info about you, install or remove apps, change settings or disable features,
delete content, or reset your device. Talk to your support staff to learn more.

Administrators are also able to configure an automatic device registration
process:
https://azure.microsoft.com/en-us/documentation/articles/active-
directory-conditional-access—-automatic-device-registration-
windows7/

This feature will be discussed in more depth in the section on hybrid identity scenarios later
on in this book.

Designing roles and administrative units

In this section, we will discuss the designing of roles and administrative units that we can
use to provide Role-based Access Control and the delegation of rights to several types of
administrative persons.

Roles and RBAC

RBAC is well implemented in the Microsoft Azure platform and has a security model to
perform access control of resources by users on a more granular level. Users can access and
execute actions on the resources within their scope of work.
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There is an actual limit of 200 co-administrators per subscription. RBAC is
only available in the new Azure Portal https://portal.azure.com, in
addition to the usage of the Azure Resource Manager APIs.

RBAC allows more users to manage their Azure services, and at the same time limits access
to only specific resources, rather than the entire subscription.

Practical Notes:

¢ Administrators and co-administrators: They will see all resources in all portals
and through APIs

e Users defined in RBAC: They will not have access to Service Management
portals or APIs

e Users not assigned to either: They will only see the empty ARM portal, and will
not be able to access the Service Management Portal

e The subscription: This is no longer the management boundary for permissions in
Azure

¢ Role permissions: There are 22 built-in Azure RBAC roles for controlling access
to Azure resources

The following figure shows a schematic overview of the Azure RBAC capabilities:
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The following articles can be used for more information about the whole RBAC solution
and help you gain confidence in your ability to provide a solution design for your
customers.

® http://blogs.technet.com/b/ad/archive/214/12/18/azure-active-directo
ry-now-with-group-claims-and-application-roles.aspx

® https://azure.microsoft.com/en-us/documentation/articles/role-based-ac
cess—control-configure/

Designing administrative units

With the Azure AD Premium features, you get the capabilities of administrative units.
Administrative units help you to delegate administrative access in large enterprises. For
example, you can allow a set of people to manage a subset of users in your company or
delegate administrative tasks to special regions or business units. From a design
perspective, you are able to model and delegate administrative access in the cloud. If you
are familiar with role-based access control, you can think about administrative units as a
custom resource scope that can be defined to represent the administrative boundaries. The
following figure gives you an idea of the possible design scenarios:

f ™

IDENTITYPLUS @ Global Administrator Role

L J @
m ‘ o ’ [ —— Regional Administrator Role

} -ty

Morocco ’ [ Victoria Regional Policy and
The following limitations are available in the current state of implementation:

Management Role

J
.ty

¢ Administrative units are only available in PowerShell

¢ Administrative unit-scoped user account administrators cannot create or delete
users
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e Groups are not supported as members of administrative units, and
administrative unit-scoped user account administrators cannot create or delete
groups

e Currently, only user objects are supported as members of administrative units

Managing identity reporting capabilities

Azure Active Directory contains a series of reports that can be used to gain insight into
various activities around the user. These reports are broken down into three categories:

¢ Anomalous Activity: This reports potentially suspicious activity that could be an
indicator of a security incident

e Activity Logs: This provides reports on various activities that are taking place
within the directory, such as password management or self-service identity
activities

e Integrated Applications: This provides statistics regarding which applications
are being used

The following figure represents the Azure AD reporting architecture and informs us of the

different interfaces and capabilities:

Azure Active Directory

¥

User and Device Activity

UX

74D

-
— e$e
-

Location

SaaS Applications

Reporting Services

API

Digital Crimes Unit

r4 44
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Azure Active Directory Audit Report events
With Azure AD Audit Reports, you can identify the following possible causes:

User is sharing their password
e User is using a remote desktop to launch a web browser for sign in

User is using a VPN or going through a proxy in another region

A hacker has signed in to the account of a user from a different country

User has forgotten their password

User is the victim of a successful password guessing brute force attack

The following figure shows an example report on the dashboard:

£2 | DASHBOARD USERS GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION CONFIGURE

SECURITY AND HEALTH STATUS STATUS (LAST 30 DAYS) DETAILS P
Users with Anomalous Logins 0 View Anomalous Sign-in Activity
Application Usage 25 View Application Usage
Self-Service Password Reset 0 View SSFR Activity

Self-Service Password Reset Registration 20 View SSPR Registration Activity

Self-Service Group Management 0 View SSGM Activity

[72]




Planning and Designing Cloud Identities

In particular, the marked causes in the following figure are interesting to note when
identifying attacks to user accounts in Azure Active Directory:

USERS  GROUPS  APPLICATIOMS

DASHEOARD

SEARCH ACTIVITY REPORTS

DOMAINS

DIRECTORY INTEGRATION

CONFIGURE | REPORTS | LICENSES

oM [10/25/2015 | 1o [11/25/2015

USER  |S=arch Dizplay Mame or UPN

REPORT

ANCMALOUS ACTIVITY
Sign ins from unknown sources
Sign ins after mubtiple failures
Sign ins from multiple geographies
Sign ins from P addresses with suspicious activity
Sign ins from possibly infected devices
Irregular sign in activity

Users with anomalous sign in activity

Users with |saked credentials

Users with threatened credentials

ACTIVITY LOGS

Audit repart
Pazsword reset activity
Passwaord reset registration activity

Self service groups activity

INTEGRATED APPLICATIONS
Application usage
Account provisioning activity
Pazsword rollover status

Account provisioning emrors

DESCRIPTION

May indicate an attempt to sign inwithout being traced.

May indicate a successful brute force attack.

May indicate that multiple users are signing in with the same account.
May indicate a successful sign in after 3 sustained intrusion atternpt.
May indicate an attempt ta sign in from possibly infected devices.
May indicate events anomalows to users' sign in pattems.

Indicates users whose accounts may have been compromised.

Users with [eaked credentials

Users with threatened credentials

Mudited events in your directony
Provides a detailed view of password resets that poour in youwr onganization
Provides a detailed view of password resst registrations that ooour in your crganization.

Provides an activity log to all group self serdce activity in your directory

Provides a usage summary for all SaaS applications integrated with your directory.
Provides a history of attempts o provision acoounts to extemal apphcations.
Provides a detailed owerview of automatic password rallover status of SaaS applications.

indicates an impact to users’ access o evternal applcations.
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There is also the capability to download the reports as a CSV file for further analysis or
presentation.

audit report

Audited events in your directory
FROM [11/18/2015 | 7o [11/25/2015 v
DATE AND TIME ACTOR ACTION TARGET el
11/25/2015 %:36:39 PM Jjochen.nickel@identityplus.ch Change user password. Jjochen.nickel@identityplus.ch
11/25/2015 9:35:47 PM admin@identityplus.onmicrosoft.com Reset user password. Jjochen.nickel @identityplus.ch
11/25/2015 1:55:45 PM admin@identityplus.onmicrosoft.com Add user. Jochen.nickel_outlook.com#EXT#®@identity...
11/25/2015 1:47:04 PM admin@identityplus.onmicrosoft.com Add user. Jjochen.nickel @identityplus.ch
11/24/2015 3:19:13 PM Unknown Add service principal BillingExtension
11/21/2015 12:25:51 PM Unknown Add service principal IbizaPortal

¥

DOWNLOAD
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Additionally, you can use the different notifications shown in the following figure to
actively get informed about sensitive interactions, such as password changes in
administrative accounts:

audit report
Audited events in your directory
FROM [11/18/2015 | 1o [11/25/2015 Vv
DATE AND TIME ACTOR ACTION TARGET fel
11/25/2015 9:36:39 PM Jochenunickel@identityplus.ch Change user password. Jjochen.nickel @identityplus.ch
11/25/2015 9:35:47 PM admin@identityplus.onmicrosoft.com Reset user password. Jjochen.nickel @identityplus.ch
11/25/2015 1:55:45 PM admin@identityplus.onmicrosoft.com Add user. Jjochen.nickel_outlook.com#EXT#@identity...
11/25/2015 1:47:04 PM admin@identityplus.onmicrosoft.com Add user. Jjochen.nickel @identityplus.ch
11/24/2015 3:19:13 PM Unknown Add service principal BillingExtension
11/21/2015 12:25:51 PM Unknown Add service principal IbizaPortal
¥
- ?

DOWNLOAD

To provide more in-depth reports, you can develop your own application against the Azure
AD Reporting APIL

With the following references, you can design and use the Azure AD
Reporting API:

Sample Application in C#: http://bit.ly/10spFKq

Getting Started Guide: http://bit.1ly/11KGFCh
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Summary

After reading this chapter, you should be able to describe the Azure Active Directory
architecture and to design a complete user and group life cycle. You should also be able to
describe the different roles, administrative units, and the identity reporting capabilities.
This chapter has captured the principles, features, and functionality that are integral to the
designing and architecture of cloud identities.

In the next chapter, we will plan and design the authentication and application access. You
will learn how to use Azure AD as an Identity Provider. Furthermore, we will dive into user
and group-based access management, including the associated reporting capabilities. We
hope to see you in the next chapter as you learn how to design the authentication and
authorization capabilities of Microsoft Azure.
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Authentication and Application

Access

Now that we have finished going through the relevant architecture and the principal
identity management capabilities of Azure Active Directory, it's time to move on to
authentication and authorization. This chapter will discuss the essential topics for using
Azure AD as an identity provider and for providing flexible and secure access to SaaS
applications. Furthermore, we will get to know the rich authentication reporting
functionality. This chapter deals with the following topics:

e Using Azure AD as an identity provider
¢ User and group-based application access management
¢ Managing authentication reporting capabilities
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Using Azure AD as an identity provider

In the new cloud era, the externalization and consumerization of IT is playing a main role.
Users need to access all their data and resources from many different places and devices
without thinking about where the application is actually installed. SaaS applications are
very useful for meeting this demand. Here enters another issue, however, because
purchasing and using SaaS applications is easier than ever and various departments are
bypassing their IT departments. Shadow IT is born — application usage without central
management. This trend called Shadow IT will be seen more often as more companies try
to adopt cloud-based Saa$S apps.

Typical questions we hear in our projects are as follows:

¢ How can I arrange collaboration without managing foreign users? (management)

¢ How do I monitor the usage of these applications? (management)

e How do I enforce the correct set of permissions to these applications? (access
control)

e How do I ensure that only legitimate users have access to these applications?
(security)

Shadow IT also introduces challenges surrounding user experience because in an
unmanaged SaaS application landscape, the user needs to remember and manage multiple
usernames and passwords in order to access his applications. Just imagine a user accessing
six different SaaS applications and trying to manage six different credential sets. You know
what will happen — the passwords will be very easy to guess, written on post-its, or
managed in Microsoft Excel sheets. Furthermore, the user will be forced to enter his
credentials several times and the user experience is highly compromised.
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This brings us to another point: modern authentication, such as federation with other
identity providers. Federated Identity Management requires that the organization have a
common set of policies, practices, and protocols in place to manage the identity and trust of
IT users and devices across organizations. Federation also often requires that users are
provisioned in SaaS platforms.

Microsoft Azure Active Directory will help organizations and IT administrators to bridge
the gap and address these challenges mentioned previously. The following figure
summarizes the graphically:

.-
= =g B O 2

ANY USER ON ANY DEVICE USING ANY IDENTITY APPLICATION MANAGED BY ANY
PROVIDER DELEGATE

OPEN STANDARDS PROVIDED BY
AZURE ACTIVE DIRECTORY

WS-*, SAML OAUTH, OPENID CONNECT

ON-PREMISE - CLOUD
SERVICES SERVICES
FEDERATED
IDENTITY
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Azure Active Directory Authentication endpoints

Today, the common authentication mechanisms like Kerberos or NTLM (Identity 1.0) no
longer apply to the needs of inter-organizational or cloud usage. Identity federation
protocols are increasingly taking on the role to meet these requirements. Azure Active
Directory provides the most important open standards in this technology field. The
following figure shows the different authentication endpoints that can be used with
Microsoft Azure:

[ Azure Active Directory b
Windows Azure AD STS
(logical)
login.microsoftonline.com login.windows.net
Sign-In Service STS Sign-In Service STS
. J

L ]
Endpoints
W5-Federation Metadata
SAML 2.0 Metadata
W5-Federation/SAML 2.0
WS5-Trust

L
Endpoints
W5-Federation/SAML 2.0 metadata
W5-Federation
OpenlD provider configuration information
OpenlD provider user information
OpenlD provider keys discovery (only tenant-independent)
SAMLZD
OAuth 2.0 Authorization
OAuth 2.0 Token
Oluth 2.0 Logout
OAuth 2.0 Check session
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Azure Active Directory supports these most widely used authentication and authorization
protocols (Identity 2.0) using a Security Token Service (STS). This STS is implemented by a
combination of two security token services.

e The 1ogin.microsoftonline.com sign-in service handles the user authentication
with an optional second-form of authentication

¢ The 1ogin.windows.net, used for modern business applications handles the
policy and claims generation steps for modern application

Design Note 1
The complete references are available on http://bit.1ly/1k620kv. In this
chapter, we capture the most important facts about this protocol standard.

Common features for application access in Azure
AD

Microsoft provides two methods for providing SSO with the Azure Active Directory
implementation:

e Federation-based SSO
e Password-based SSO

The following two sections will provide a short overview of these methods.

Federation-based SSO

The configuration of federation-based SSO enables the users in your organization to be
automatically signed in to a third-party SaaS application. For example, when you have
already been logged into Azure AD by the Access Control Panel https://myapps.microso
ft .com and you want to access resources that are controlled by a third-party SaaS
application, federation eliminates the need for a user to be re-authenticated. Federated SSO
is available for end user browsers that support JavaScript and CSS.
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Design Note 2

Applications with support of SSO and full user management:
http://bit.ly/10VYvgZ

Complete list of all SaaS applications in the actual catalog:
http://bit.ly/1Pcxudh

Password-based SSO

The configuration of password-based SSO enables the users in your organization to be
automatically signed in to a third-party SaaS application by Azure Active Directory using
the user account information from the third-party SaaS application. When you enable this
feature, Azure AD collects and securely stores the user account information and the related
password.

Password-based SSO relies on a browser extension to securely retrieve the application and
user specific information from Azure AD.

Password-based SSO provides two different models in the case of identity provisioning:

e Password-based SSO without identity provisioning
e Password-based SSO with identity provisioning

Most third-party SaaS applications that are supported by Azure AD
support this feature.

The following end user browsers can be used:

e IE 11, remember IE 8 and IE9 are EOL, IE10 on Windows 7 EOL or later.
e Chrome on Windows 7 or later or Mac OS X or later
e Edge isn't supported
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Password-based SSO without identity provisioning

This option allows the administrator to pre-stage applications for the user. You need to
choose the option Users authenticate with their existing application account in the Azure
Management Portal.

All users in the directory will see all applications that have been
configured in this mode.

The user will be prompted to install the Password SSO plugin for Internet Explorer or
Chrome the first time he clicks the application. The browser requires a restart after
installing this plugin. The user needs to return to the Access Panel and click on the
application tile again and will then be prompted for a username and password for the
application. Once the username and password are entered, these credentials will be
securely stored in Windows Azure Active Directory and linked to their account.

The next time a user clicks on the application tile, they will be automatically signed into the
application without needing to enter the credentials again.

Password-based SSO with identity provisioning

This option allows the administrator to add applications and pre-configure a central
credential set for the applications. You need to choose the option Users authenticate with
their existing application account in the Azure Management Portal.

The user will also be prompted to install the Password SSO plugin for Internet Explorer or
Chrome the first time he clicks the application. The browser requires a restart after
installing this plugin. When the user returns to the Access Panel and clicks on the
application tile again, he will then be automatically signed in to the application.

The next section gives you an overview of all the relevant protocols supported by Azure
Active Directory.
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Common token standards in a federated world

When a digital identity is transferred across a network, it's only a collection of bytes. It's
common to refer to a set of bytes containing identity information as a security token or just
a token. In a claims-based world, a token contains one or more claims, each of which carries
some piece of information about the user it identifies.

Today, the tokens come in different flavors, like the following token formats:

e SAML - Security Assertion Markup Language
e XML-based
e Very descriptive metadata
e JWT - JSON Web Token
¢ More easily human readable
¢ Smaller token size
e SWT - Simple Web Token
e Form-encoded attribute/value pairs
¢ Not very common

¢ Kerberos

knowledge of claims-based authentication. You can download the
Microsoft Claims-based authentication handbook to prepare yourself. Use

0 For the following protocol specifications we recommend a good basic
the following download link http://bit.ly/1MkAOsk to get the book.

Security Assertion Markup Language (SAML) 2.0

SAML is the foundation for much of the current identity federation activity and SAML 2.0 is
preceded by SAML 1.0 and 1.1. SAML 1.1 was released in 2003 and had just two scenarios
(also known as profiles), and both were IdP-initiated. Shibboleth 1.3 and Liberty Alliance—
WS-FF 1.2 extended SAML 1.1, and SAML 2.0 was released by OASIS in 2005.

[84]


http://bit.ly/1MkAOsk

Planning and Designing Authentication and Application Access

The following table shows the SAML core principles:

Assertions Protocols Bindings
Package of identity Request / Response Based Associates a message (protocol)
information with transport (communication
mechanism)
Synonym Token Defines the messaging Examples:
requirements HTTP Redirect
HTTP POST
SOAP
XML-based Examples:
Authentication Request
Single Logout
Artifact Resolution

Key facts about SAML

SAML precisely defines messages for exchanging queries and assertions (claims). The
SAML standard defines a transport-neutral protocol that can be used with various bindings,
SOAP being one of them. The SAML standard defines identity information in the form of
assertions. Large parts of the standard go into defining the assertions and attribute profiles.
Logout information will always be sent to as many receivers as possible. There is no notion
of session timeout.

SAML 2.0 uses profiles, which describe how assertions, protocols, and bindings combine to
form a federation scenario. For example, a Web SSO Profile will be used like the following;:

e AuthN Request Protocol
e HTTP Redirect Binding at IdP
e HTTP POST Binding at SP
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There are many different SSO profiles available that are defined in the specification:

e Web Browser SSO Profile
Enhanced Client or Proxy (ECP) Profile
Identity provider Discovery Profile

Single Logout Profile

Name Identifier Management Profile

Artifact Resolution Profile
Assertion Query/Request Profile
Name Identifier Mapping Profile

There are also SAML attribute profiles, such as the following, available to use:

Basic Attribute Profile
X.500/LDAP Attribute Profile
UUID Attribute Profile

DCE PAC Attribute Profile
XACML Attribute Profile

To give an example, we use the typical SAML WebSSO profile in the following figure:

E SAML Issuer

Authenticate A
|
|
|
|
|
|
|

. - Redirect
I I Browee - DW&I:: Application

User
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1. Trust is established between the web application and the SAML issuer.
. The user browses to the web application.

W N

The web application detects that the user is not authenticated and redirects him
to the SAML Issuer.

The user automatically browses to the SAML Issuer.

The user authenticates to the SAML Issuer.

The SAML Issuer builds the token and passes it back to the user.
The user POSTs the token to the web application.

NSO

In summary, we can say that SAML 2.0 was released in 2005 by OASIS
and is commonly used in Web Sign-in scenarios, particularly for web
applications with an XML token format.

WS-Federation

WS-Federation was developed by an industry consortium and was released in December
2006 with Microsoft being a key contributor. WS-Federation is also part of a larger
framework, WS-Security, and builds on the work of WS-Trust from February 2005, defining
the following two key principals:

e The protocol for requesting/receiving security tokens
e How trust should be brokered between parties (using an STS)

It also defines two profiles:

e Active Requestor Profile
e Passive Requestor Profile
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WS-* Federation Suite:

e WS-Trust
e WS-Federation
e WS-Policy

Key facts about WS-Federation

The token format in WS-Federation is agnostic, and unlike SAML, the token can be
anything. WS-Federation does not define any specific messages but suggests using a web
service for this purpose.

The WS-Federation specification defines its services using SOAP and then builds facilities
for tunneling SOAP through the browser. There is no definition of what the security token
looks like; the token is opaque, with one possible security token being a SAML assertion as
defined in the SAML standard. Thereby, WS-Federation can leverage part of SAML, which
is well in line with the composability concept normally used in WS-* specifications. An
application has to register to receive logout information. There is no notion of session
timeout.

There are also some relationships regarding SAML-P with the WS-Federation and the
passive requestor profile:

e Similar to SAML WebSSO Profile

¢ Incompatible:
e Different request and response messages

No IdP-initiated use case

No Assertion Query Profile
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The following figure gives us an example of the WS-Federation Passive Requestor Profile:

Requestor Requestor WS
Browser IP/STS Resource
1 .-.,L
Access Resource ¥
A
2. [ >~
Request authentication N \\
3 I".L_ \\\ .\\
’ ﬁaqu&sl " ‘-M L
authentication Wy A
O |
4. |- B Yo
Authentication P O
.a-'f !y
5 |- - ,-'; .-"IF
/TIssue authentication -
'1_\. ,/ Fa
6. A -..f Vg
Issue authentication frj
&
7. |-
Returr] result

Source: Microsoft

In summary, we can say that this standard was established in 2006 and is
commonly used for Web Sign-In scenarios, and in particular .NET web
applications. The token format is agnostic like SAML, JWT, etc.
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OAuth 2.0

In simple words, authentication is the act of proving who you are, whereas authorization is
the act of determining what you can do. OAuth 2.0 is about delegated authorization and not
about authentication. It is not a protocol, it's an authorization framework defined in the RFC
6749, The OAuth 2.0 Authorization Framework. This can be confusing because there are many
cases in which you use OAuth 2.0 to log in to a client Web Application.

The authentication process must end by figuring out and validating the identity of the end
user, but OAuth doesn't do that. OAuth provides time-based tokens, which can be used to
access a resource on behalf of the end user without providing any identity information
about the end user.

OAuth 2.0 is the de facto standard for API security and is a major breakthrough in identity
delegation.

The principal facts about OAuth 2.0

The following are the principal facts about OAuth 2.0:

e It is an Internet Protocol/specification for creating and managing application
identity

e Itis a cross-platform mechanism

e It has delegated authorization to APIs

e Its main purpose is to get the client an Access Token

e It is not an authentication protocol

e It is preceded by OAuth 1.0 and OAuth Web Resource Authorization Profiles
(WRAP)

e It is an Internet standard used by Facebook, Google, and Twitter

¢ Microsoft, for example, uses OAuth with Azure Active Directory and SharePoint
2013

The OAuth framework differs between two client (application) types when accessing a
service on behalf of a user. The two types of application can be described as follows:

e Public: Runs locally on a device. Not trusted to hold a secret.
e Private: Runs behind firewalls. Can be trusted with secrets.
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The following figure gives an example of the roles in the OAuth framework:

User Data

7 1\

Client D Get Data - '==§ Resource
Server
K3

Issue Token

Authorization
Server

Y

L]
User .
- Authenticate and Consent
It is also important to understand the flows in OAuth 2.0 that define the process for
obtaining an Access Token.

Main flow facts

There are four flows defined in the specification:

1. Authorization Code flow.

e One-time code issued to client
e Client redeems code for access token
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2. Client Credentials flow.

e Authenticates the client, not the user
¢ Client receives an access token for itself

3. Resource Owner Password flow.

e Client collects username/password from user
¢ Exchange username/password for access token

4. Implicit flow.

e Client is untrusted (public)
e No refresh token issued

Practical Note
The main practically used flows in the real world are the Authorization
Code and Client Credentials flows.

Authorization code flow (very common)

The main concept of this flow is that the client gets an authorization code first and uses the
code to redeem the access token. It's recommended for private clients (web apps or native
mobile applications) that have the capability to spawn a web browser. In that case, private
clients establish a secret with the OAuth server. The secret will be used to authenticate the
client during the access token redemption.

The access tokens expire and need to be refreshed with refresh tokens, and each of them has
their own lifetime and can be stored for a longer term. A refresh token can also be used to
redeem a new access token later.
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The following example shows the Authorization Code Grant Type:

NSOk =

User
. > Facebook
- > Authorization
- Server

Amazon

L

L
il ‘. -g Facebook
D ‘. F Graph
P

Client

The user clicks the button to Post this purchase.

The client redirects the user to OAuth Server.

The user authenticates and grants consent.

The OAuth Server redirects the user to the client with the Authorization Code.
The client requests an Access Token from the Authorization Server.

The OAuth Server returns the Access Token to the client.

The client uses the Access Token to authorize to the Resource.
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Client credential flow

The main concept of this flow is application authentication and not user authorization,
where the application establishes a secret. The application authenticates with the secret and
receives an access token. Users are not involved in this flow and the client can perform this
flow out of band.

The following example shows the Client Credential Grant type:

App

. dams
o @

N

OAuth

[ o

User

1. The user uses the client (through the address book app).

2. The client authenticates to the OAuth Server (Azure AD).

3. The OAuth Server provides an access token to the client.

4. The client calls Resource (Web Service) with the access token in the header.
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Implicit grant flow

When acquiring an access token, this flow is mostly used by JavaScript clients running in

the web browser. Also important to note is that there is no authentication requirement for
the JavaScript client. The difference between this and the Authorization Code flow is that
the access token will be received in the grant request.

The following example shows the Implicit Grant type:

User
Resource Qwner

Implicit Grant Request

Client Application

( B Implicit Grant Requesty,
User Credentials | User Agent User Credentials - Authorization
(Browser) Server
|, Access Token
S

Resource Owner Password Credentials flow

The main concept in this flow is that the resource owner must trust the client application.
This means that the resource owner has to give its credentials directly to the client

application.
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The following example shows the Resource Owner Password Credentials Grant type:

. - Access Token Request
User Credentials " o
- Authorization
Server
Access Token
L ]

Client Application

In summary, we can say that the specification of OAuth 2.0 was published
in October 2012 and is commonly used in rich client and modern
application scenarios and with RESTful Web API access. The token format
is agnostic but JWT is primarily used.

OpeniID Connect

OpenID Connect was established as a standard by its membership in February 2014.
OpenlD Connect provides a lightweight framework for identity interactions in a RESTful
manner. The specification was developed under the OpenID Foundation and has its roots in
OpenlD; it was greatly affected by OAuth 2.0 because that specification was not intended
for authentication. Microsoft was also a co-author of the OpenID Connect specification.

It defines the following identity layer on top of OAuth 2.0:

e It uses two OAuth 2.0 flows:
e Authorization Code flow

e Implicit flow
e Adds an ID Token to OAuth 2.0 exchange
¢ Adds the ability to request claims using an OAuth 2.0 access token
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The following example shows the Authentication (AuthN) process with the Authorization
Code flow:

OpenlD Connect Provider (OP)

Authenticate

& Consent .
Client

Registration

»-
—————————

User

AuthN Request
AuthN Response | Web Application
>

Browse and Log In

A client registers with the OpenID Connect Provider (OP).

The user browses to the Web App and initiates Log IN.

The Web App redirects the user to the OP.

The user authenticates to the OP and gives consent for the Web App to use his
identity.

OP builds the Authorization Code.

OP redirects the user back to the Web App with the Authorization Code.

The Web App sends the Authorization Code to OP.

OP creates the ID Token and Access Token and sends back to the Web App.
The Web App verifies the ID Token.

L e

© % N o
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The specification also uses a UserInfo EndPoint with the following characteristics:

e Returns additional claims about a user

e REST-based endpoint

o Authenticates with Access Token received from OPx
e Response returned in JSON

In summary, we can say that the specification was released in February
2014, was co-authored by Microsoft, and is used for Web Sign-In when
consent is needed. The token format is JWT.

Azure Active Directory Domain Services

Azure AD Domain Services helps you to move your on-premises applications, depending
on traditional authentication methods like Kerberos and NTLM, to the cloud. This cloud-
based service allows you to join your IaaS virtual machines to a managed domain without
the need to provide domain controllers on virtual machines. With this solution, you can
integrate directly in your Azure Active Directory services and benefit from the rich feature
set. The following figure shows the integration scenario from the perspective of an
application installed on an IaaS virtual machine:

OAUTHZD

Direc‘tory OPEMNID CONMECT 1.0

L —— .
WA (KERBEROS) : @ AEL_AreC.:‘ctwe

—— : irectory
‘ WIA (NTLM) Azure Active

LD AP

Domain Services WS-FEDERATION 12

LEGACY

SAML

APPs
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Actually, this service provides a flat organizational unit structure for managing the domain
joined server systems. Generally, it's not an idea to join client computers in this directory.
Hierarchical organizational units are not supported in the current version. You can also
benefit from simple group policies for managing your server systems. It's not allowed to
create your own GPOs at the moment. Furthermore, the extension of the computer object's
schema is not possible. The following figure gives you an idea:

4 Default Domain Policy | N?'DDC Computers GFU Enabied
4 2] AADDC Computers ?T"DDC Lisers GPO Enabled
4/ AADDC Computers GPO Defau Domain Controllers Policy Enabled

4 51 AADDC Users Defaul Domain Policy Enabled

i/ AADDC Users GPO
b |y Group Policy Objects
b _'r WMI Filters
b g Starter GPOs

The following points represent the current feature set:

e Domain join —joins your servers to AAD DS

User attributes and group memberships sync with Azure AD
¢ Usernames/passwords are synced with Azure AD

GPOs for the built-in users and computer containers

High availability — two Domain Controllers are provisioned

Azure Active Directory B2B

The Azure AD B2B feature set mainly addresses the need to share applications with your
business partners. Normally, you need to do it the hard way and federate with your
business partner or create and manage a shadow user in your Active Directory. If you go to
federate, you need to exchange information about the planned protocols, certificates, and
claims and this is, most of the time, a burden for smaller or medium-sized companies,
particularly if the business partner doesn't have a federation services infrastructure.
Microsoft simplifies this process with the Azure AD B2B feature.
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The following figure shows the process of enabling business partners to access your
applications:

EXTERNAL USER ID CREATED
STATUS: PENDING CONFIRMATION

2N = 4

Azure Active
Directory
(SENDER) INVITATION RECIPIENT
ACCEPTS
INVITATION

%

ADMINISTRATOR
CREATES
INVITATION

EXTERNAL USER ID
STATUS: ID CONFIRMATION
RECIPIENT HAS

AZUREAD
ACCOUNT?
Azure Active Azure Active
Directory Directory
INVITATION (RECIPIENT)

(SENDER]

EXTERNAL USER
STATUS: ALLOWED ACCESS TO SHARED RESOURCE
EXTERNAL USER ID

RECIPIENT HAS STATUS: ID CONFIRMATION

AZUREAD
ACCOUNT? Sign up
NO
FLOW 2 — =
Azure Active
INVITATION DIRECTORY SERVICE o] AZD‘;:c’:;“VE Directory
(RECIPIENT) Y

(SEMNDER)

EXTERNAL USER
STATUS: ALLOWED ACCESS TO SHARED RESOURCE

In the case of FLOW 2, the user signs up for his own Azure Active Directory and will be
added to the Azure AD from which the invitation process was started. To get more
information about the process, we recommend referring to the following resource http://b
it.ly/2axgUjM and watching the following video http://bit.ly/2apLrB.
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The high level workflow is based on an invitation process based on a CSV file imported to
your Azure Active Directory. The file contains the following fields:

Field Example

E-mail jochen.nickel@idam.ch

DisplayName Jochen Nickel

InviteAppID cd3ed3de-93ee-400b-8b19-b61ef44a0f29

InviteReplyUrl http://identityplus.sharepoint.com/SitePages/Home.aspx

InviteAppResources | cd3ed3de-93ee-400b-8b19-b61ef44a0f29
InviteGroupResources | 8cd678e5-6ef7-48dd-b178-2af0798778ef

InviteContactUsUrl https://de.linkedin.com/in/nickeljochen

With this file you define which users get access to which applications.

To get the relevant information for the file, you can use the following commands:

Get-MsolServicePrincipal | f1 DisplayName, AppPrincipalld
Get-MsolGroup | f1 DisplayName, ObjectId

After importing the CSV file, the invitation process starts and can go in two directions:

e The user has an Azure Active Directory account
¢ The user doesn't have an Azure Active Directory account

The two directions you see in the preceding figure are described as FLOW
1 and FLOW 2.

Azure Active Directory B2C

The Azure AD B2C feature set allows you as a developer to work on the application
functionality while Azure Active Directory provides the whole identity management
framework around your application.
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Azure AD B2C provides you with the following five main topics:

e Usage of social and local accounts

e Usage of multi-factor authentication

¢ Sign up, sign in, password reset, and profile editing
e User experience customization

e Seamless integration for development

The following figure shows you the Sign up process as an example:

[ ization's B2C directory tenant
‘our organization's irectory tenan {b' FPBSEWEI‘E, |nn.
Signilip-1 policy
: Products & Solitiens  Putiorm  Parnen. Services. Anout us.
2 H Signp-2 policy
------ : il
i R o Signklp-npokcy St signup wan Googe
i | As needed
App1 Application :
Signin-1policy
o P
: i [+ Signin-mpoliy
....... : As needed
App2 Application B > P’ﬁz’“"
i o Profietdiingp
s needed policy
iallogin  mmm
seee P
Social identitylogin
Redirects with :
s @ .
SignUp-1 Palicy . User
| SI(,‘DZ. poss o
SOOI Azure Multi-Factor
Authentication
rms ]
Step 3. User self asserts attributes
Reading Note:

Azure AD B2C will be addressed in more detail in the hybrid identity
complex section. For now, it's helpful to just get an idea about the different
capabilities you can use to design authentication and authorization with
Microsoft Azure. There is also an Azure B2C Premium in preview with
limited information at the time of writing this book.
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By example — SharePoint claims-based

authentication

SharePoint 2013 provides a full set of authentication mechanisms, including claims-based
authentication. The following schema shows the capabilities and the flow in SharePoint.

The claims-based authentication is particularly relevant to an effective collaboration

solution:

o—
L la

User

SharePoint WebApps )

SharePoint Authentication Components

[ Authentication Selection J

Windows Authentication

— e
SharePoint ﬁ
Security Token Service
(5TS)
- - Forms-Based Authentication
Claims Providers
- - -
- w . &
SAML Authentication (:)
—
o Ry
N v

SharePoint also supports authentication using OAuth 2.0, particularly for external
authentication in the Office 365 environment. The Azure Access Control Services (ACS) are
required and the access tokens are passed to the SharePoint in CSOM calls and REST API
calls. The next section shows this scenario.

SharePoint Online use case using OAuth 2.0

When using OAuth 2.0 with SharePoint Online, the Azure ACS is required in order to
implement the solution. The ACS acts as the authentication server in this scenario and
Office 365 needs to be trusted to the ACS. The client application will communicate with the
ACS to acquire the access tokens. The following terms need to be adopted to the solution:

¢ The content owners are SharePoint users who can grant permissions to site
content
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¢ The content server is the SharePoint web server that hosts the sites with the
content

¢ The client application is a remote application that needs permissions to access the
requested site content

¢ The authentication server is a trusted service that provides applications with the

necessary access tokens
Office 365 x‘

A

Azure
Access Control Service

I
\ . <

Client App
Web Server runs remote
app code
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1. The User accesses the SharePoint application and authenticates using claims.
2. SharePoint requests the context token for the user.
3. ACS returns the context token.

4. SharePoint passed the context token to the user.

5. The user POSTS to the application and passes the context token.

6. The client application extracts the refresh token from the context token and
passes it back to the ACS to request the access token.

7. ACS returns the access token to the client application.

8. The client application makes CSOM/REST calls to the SharePoint Site passing the
OAuth token.

9. SharePoint authenticates the application and processes CSOM/REST calls and
returns the content to the application.

10. The client application returns HTML to the user device.

User and group-based application access
management

For authorization, Azure Active Directory delivers many methods. As we already discussed
in Chapter 2, Planing and Designing Cloud Identities groups are a preferred way of
providing users with the correct permissions and access to their applications. It's good
practice that users work with the Access Control Panel Ul and access their applications,
change the password, and add verification options. With this option, you can also allow the
user to build his own preferred workplace. For example he can add his own applications
and leave the passwords secure in Azure Active Directory, benefitting from SSO.

[105]



Planning and Designing Authentication and Application Access

Generally, Azure Active Directory provides three main concepts for authorization:

e Direct: The user will be directly authorized
¢ Group-based: Rule based or Delegated
¢ Role-based: The developer can publish his own application roles

The following figure shows the complete context:

@
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REPORTS
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The following section describes the different methods for these concepts.

User directly assigned

Access to an application can be granted either manually or through security groups from
the Azure Management Portal. When granting access per user, the administrator has to
select a specific user account from the ones available in Azure AD.

&3 DASHBOARD USERS AND GROUPS CONFIGURE
sHow  |All Users v v
DISPLAY NAME USER NAME JOBTITLE DEPARTMENT ACCESS METHOD el
Anas Nickel anas.nickel@azureid.ch Mo Unassigned
Azureid Postmaster postmaster@azureid.ch Mo Unassigned
kram Berady ikram.berady@identityplus... Senior Sales Manager Sales No Unassigned
Jochen Mickel jochen.nickel@identityplus... Yes Direct

Currently, user access management is supported only for applications that
have automatic user provisioning or password-based SSO enabled.
Always assign permissions through groups.

Group-based

For group-based access control you can use three concepts to provide a flexible
authorization framework:

¢ Rules-based: Mainly used for organizational groups or roles
¢ Delegated: Mainly used for project or resource groups
¢ Rules-based (EXT): Able to provide a simple segregation of duty scenario
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The following section discusses the first two from the list.

Rules-based

This method can be used to build organizational groups or roles based on user attributes,
such as department=Sales or job title=Sales Manager. Thisis a good way to
provide access to applications based on the department or the business role of the
employee. The following figure shows the concept in a graphical way to provide a better

understanding:
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- GROUP
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:... ACCESS
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ADMIN

CREATES
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TO APP
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GROUP

USER MATCH

RULE

ORG GROUP
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Data owner

This method is mainly used to provide access to a specific subject or context, which group
the employees together, for example, in projects or a product they work for. To provide this
concept, you need to allow the project, product, or process owners the create security
groups in Azure Active Directory. They are the data owners for those groups and can
define which users are directly in a group or who can join with or without approval. The
following figure shows the concept in a graphical way to provide a better understanding:

o
MEMEBERSHIP -

APPROVAL SROJECT
APPROVE MEMBER
REQUEST

)( DENY JOIN

0 00

- CREATES ..‘ ACCESS
e GROUP - TO APP
PROJECT LEAD

PROJECT
GROUP
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BY DATA OWMER

PROJECT
MEMEER
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Application Roles-based

This method provides the capability of using RBAC. Simply put, a role is a collection of
permissions. Roles can be granted to users or groups. The developer defines a set of roles
for the application, and the security administrator, for example, assigns the roles to manage
access to the application. The following figure shows the concept. You will find more in
depth information on this topic in the hybrid identity section of this book:

ADMIN

Assign
Roles

TOKEN CONTAINS
. Publish . :...I TR ROLE
A
Mm e m" > @
DEVELOPER ’
®

USER, GROUP, APP

The developer can download the manifest of the application, locate the appRoles
settings and is able to insert his own definitions in the array and upload the new manifest.

The following fields are available: 1D, displayName, description, value,
allowedMemberTypes, IsEnabled, and Origin.

The user experience looks as follows:

Assign Users

Select TrainingPoint role

Trainer |
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Managing authentication reporting
capabilities

You can use access and usage reports to gain visibility into the integrity and security of
your organization's Azure Active Directory tenant. With this information, you can identify
security risks and be able to adequately plan for mitigating those risks.

In the Azure Management Portal, reports are categorized in the following ways:

¢ Anomaly Reports: Contains sign-in events that were found to be anomalous

¢ Integrated Application Report: Provides insight into how cloud applications are
being used in your organization

¢ Error Reports: Indicates errors that may occur when provisioning accounts to
external applications

¢ User-specific Reports: Displays device/sign in activity data for a specific user

Some advanced anomaly and resource usage reports are only available
when you enable Azure Active Directory Premium and Basic. Advanced
reports help you improve access security, respond to potential threats, and
gain access to analysis on device access and application usage.

There are currently a few new reports available. When you enable Azure RMS as part of the
EMS suite, you will receive an RMS section with four reports available. When you enable
Azure B2B, you will receive an External Access section including an invitation summary
report. And finally, the Integrated Applications.

Azure AD free monitoring capabilities

The following reports are available for free in Azure for monitoring;:

e Sign-ins from unknown sources: Successfully signed-in users with a client IP
address

¢ Sign-ins after multiple failures: Successfully signed-in users after multiple failed
sign-in attempts — hacker has been trying to guess the password of a user and
finally succeeded
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Sign-ins from multiple geographies: Shows all successful sign-in activities from
a user where two sign-ins appeared to originate from different countries where
the time between sign-ins makes it impossible for the user to have traveled
between those countries — hacker has signed in to the account of a user from a
different country

The Premium offering adds the following machine learning-based anomaly reports:

Sign-ins from IP addresses with suspicious activity
Irregular sign-in activity

Sign-ins from possibly infected devices

Users with anomalous sign-in activity

Users with leaked credentials

The following usage, error, and activity reports are free for monitoring user provisioning to
external SaaS applications:

Application usage
Account provisioning activity
Account provisioning errors

In addition to the above reports, the following new activity log reports are now available in
Azure Active Directory Free and Basic to give you very detailed views of user activity:

Audit: You can use this report when you want to view and audit all the key
changes in the directory, for example, role membership changes, credential
updates, and domain, user, license, and application management

Password reset activity: Use this report when you want to view the history of
resets done

Password reset registration activity: Use this report when you want to view
which users have registered their methods for password reset and which
methods they have selected

Group activity: Use this report when you want to view the history of changes to
the groups that were initiated in the Access Panel
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Summary

After reading this chapter you should be able to explain and design the authentication and
authorization capabilities of Azure Active Directory. You should know which functions,
protocols, and interfaces Azure AD provides as an identity provider and you should be able
to design a flexible and secure application workplace for the business to improve its
productivity. Additionally, you will have seen the different reports for monitoring your
solution. This will help you to design a proactive security solution and to mitigate security
issues. Let's move on to implementing a designed example solution - see you in the next
chapter!
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Building and Configuring a
Suitable Azure AD

This chapter explains how to configure a suitable Azure AD tenant based on the decided
cloud identity architecture. You will learn how to configure and manage users, groups,
roles, and administrative units in order to provide a user and group-based application and
self-service access, including audit functionality.

In this chapter we are going to cover the following topics:

¢ Implementation scenario overview

¢ Implementing a solid Azure Active Directory

¢ Creating and managing users and groups

¢ Assigning roles and administrative units

e Providing user and group-based application access
¢ Activating password reset self-service capabilities
e Using Standard Security Reports

e Integrating Azure AD join for Windows 10 clients
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Implementation scenario overview

After completing the following configuration tasks, you will see the rich functionality of
Microsoft Azure in the field of IAM for cloud identities. You will be able to demonstrate the
different capabilities in your own Microsoft Azure environment. This guidance will focus
on the most important feature sets to give you an idea of how to improve your design
considerations. We will use the default directory, which we call
domain.onmicrosoft.com, from now on. Domain stands for your desired name. Be aware
that this name will be visible in various applications, such as SharePoint online and Skype
for business, to the end user. We recommend using the company name without the
company form, for example inovit GmbH will be inovit.onmicrosoft.com. The
configuration will be the base for additional, different scenarios in this book. For this
reason, we will use an Azure, Enterprise Mobility Suite, and an Office 365 subscription so as
to use all the available features. The following figure shows the different main areas we will
focus on:

Application Management - Activated Services o
User and Group Management | E ﬂ
E Office 365 E3 Plan
m

3 Enterprise Mobility Suite

(;r"
ure AD Premium

User Experience (UX)
— s Azure AD Premium
b »  User/Group

e - Management
o

— n

: - ]

[

—

Mobile Management
Windows Intune
Administrative Units
Application Management
Using Security Reports
Azure AD Join

Simple HR Export :/f D > Administrative
NewHire.csv - - Tasks

Administrator
Windows 10 Enterprise
Client

Microsoft
Azure Subscription

Implementation
Qverview
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Implementing a solid Azure Active Directory

The first step we need to do is to get an Azure Active Directory tenant. There are many
ways to reach this target. The following four examples build the main entry points:

e Start with an Office 365 subscription, http://bit.ly/1RVpFXe

0 DASHBOARD SUBSCRIPTIONS Jochen Nickel
admin@leano.onmicrosoft.com
About me
ACTIVE . . . View account
_ ~_ Office 365 Enterprise E3 Trial
Office 365 Enterprise E3 Trial

e Use an Azure subscription associated with a Microsoft Account:
e A typical start from an MSDN subscription:

Check out the new portal @ jochen.nickel@outlook.com

all items

NAME TYPE STATUS SUBSCRIPTION LOCATION pel

identityplus Demo Environment -

e Use an Azure subscription associated with an organizational account:

Check out the new portal @ admin(@leano.onmicrosoft.com @

all items

NAME TYPE STATUS SUBSCRIPTION LOCATION pel

Learning Online inovit GmbH ->

e Starting from scratch, http://bit.1ly/1R20Ifx

We will start with the last option. Let's go on and configure our personal Azure AD tenant.
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Configuring the requirements

First of all, we need to configure the prerequisites to work through this guide. You need to
have a Windows 10 Enterprise client machine in a workgroup configuration. We
recommend using a freshly installed Windows 10 Enterprise virtual machine. We need a
Windows 10 device to use the Azure AD Join mentioned later in the book. If you are not
able to access the Volume Licensed or MSDN versions, you can use the Enterprise
Evaluation version at http://bit.ly/1P608Yc.

In the code section for this chapter you will find the following software to install on the

client machine: the Azure AD PowerShell module and the required Microsoft Online Sign-
In Assistant.

Mame Date modified Type Size
ﬁ%‘ AADPowerShellModule_gd.msi 20,12.2015 12N Windows Installer ... 752 KB
ﬁ%‘ MSOLSigninAssistant_32.msi 20,12.201511:58 Windows Installer ... 4TR KB

ﬁ%‘ MSOLSigninAssistant_Bd.msi Windows Installer ... 6'035 KB

On the Windows 10 Client, you will need to extract the demo files, navigate to the
C:\Configuration\AdminTools directory, and install the following modules:

e MSOLSignInAssistant_ (32/64): Microsoft Online Services Sign-In Assistant
for IT Professionals RTW from nttp://bit.1ly/1TugAlN

e AADPowerShellModule_64.msi: Azure Active Directory Module for Windows
PowerShell from http://bit.ly/1peKv6A.

Azure Active Directory Module for Windows PowerShell (32-bit version)
is discontinued. There is no support for the 32-bit version.

With the following cmdlet, you can determine the currently installed version:

(get—item
C:\Windows\System32\WindowsPowerShell\vl.0\Modules\MSOnline\Microsoft.Onlin
e.Administration.Automation.PSModule.dll) .VersionInfo.FileVersion
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The C:\Configuration\HRExports directory contains the required HR import and group
creation scripts for configuring your Azure AD tenant with some test data:

Mame Date modified Type Size

| & AddCOrgGroups.psl 20122015 21:48 Windows Power5... 1 KB
| & HRImportToAAD, ps1 20122015 21:57 Windows Power5... 2 KB
B MewHire.csv 01.01.2016 20:24 Microsoft Excel C... 1 KB

In the HRImport ToAAD. ps1 script, the following important variables will be used:

$domain = Get-MsolDomain | where {$_.Name -notlike "*mail*"}
$dir = "C:\Configuration\HRExports"

The domain variable will contain the domain.onmicrosoft.comname of your Azure AD
default directory. We will use this directory and not a registered domain name for the
different steps, so as to limit the requirements for these guidelines. To be productive, we
recommend using a registered domain name. As you can see, the dir variable contains the
path to the scripts and the simple HR export file called NewHire.csv. The contoso.com
domain in the file will be replaced with your domain name, which is stored in the domain
variable.

The NewHire. csv file contains the following demo user set, which will be used in further
configurations to demonstrate the different functionalities:

userPrincipalName,DisplayName, FirstName, LastName, password
Don.Hall@contoso.com,Don Hall,Don,Hall,Pass@wordl
Ellen.Adams@contoso.com,Ellen Adams,Ellen, Adams,Pass@wordl
Jeff.Simpson@contoso.com, Jeff Simpson,Jeff, Simpson,Pass@wordl
Brian.Cox@contoso.com,Brian Cox,Brian,Cox,Pass@wordl
Doris.Sutton@contoso.com,Doris Sutton,Doris, Sutton,Pass@wordl
Petro.Mitchell@contoso.com,Petro Mitchell,Petro,Mitchell,Pass@wordl
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Azure Active Directory deployment
We will start the implementation by registering an Office 365 E3 plan:

1. Open your browser and navigate to http://bit.1ly/laza9xk and subscribe to
the free Office 365 Enterprise E3.

2. Start to follow the registration process and define your user ID, such as
admin@domain.onmicrosoft.com We recommend using a non-personal ID.

Office 365
Enterprise E3 Trial

Switzerland ﬂ ‘
This can't be changed after sign-up. Why not?

Step 1 o

About you Jochen Nickel

Step 2 jochen.nickel@inovit.ch

Create an ID

41564060709

Step 3 ’

You're in -
inovit GmbH
5-24peope

W
He xt
]

Welcome,
Let's get to know you
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3. Next, you need to enter a new user ID and password.

Office 365

Enterprise E3 Tria C reate you I yser | D

admin
leano .onmicrosoft.com
Step 1 v
About you v admin@leanc.onmicrosoft.com
Step 2 ®
SO0 BOROY SO0 BOROY
Create an ID
Step 3
You're in N eXt @

4. Prove your identity with a text message or a phone call.
5. Enter the received code. Next, click Create my account.
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6. The provisioning process takes a few minutes and should end with a success
message.

Save this info. You'll need it
later.

Office 365 sign-in page
https://portal.office.com

Your user ID
admin@leano.onmicrosoft.com

+¢ Bookmark the sign-in page

You're ready to go... ®
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7. Next, you will log in to https://manage.windowsazure.com with your newly-
created user ID.

Microsoft Azure

Sign in with your work or school account

admin@leano.onmicrosoft.co...

[ Keep me signed in

Can't access your account?

Don't have an account assigned by your work or school?
Sign in with a Microsoft account
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8. Next, you will receive a message saying that no subscription is found for your
account.

No subscriptions found.

senout @ Before you can start using Microsoft
SIGN UP FOR MICROSOFT AZURE @ Azure you need to get 3
MICROSOFT AZURE HOME PAGE @ ’_ :
CONTACT SUPPORT ® SUbSCﬂptIOﬁ.

PORTALAZURECOM & \We were unable to find any Azure subscriptions where
you are a service administrator or co-administrator.

You are signed as admin@Ileano.onmicrosoft.com in
the directory leano.onmicrosoft.com (‘inovit GmbH"). If
this was not the account you intended to use, please
sign out and sign in again using the intended account.

Have DreamSpark or CSP? Visit portal.azure.com

9. We will receive the correct message, that is, we have no active subscription
assigned to this user ID. Next, click Sign up for a Microsoft Azure subscription.
10. After we have signed up successfully for the Azure subscription, we will see our
default directory domain.onmicrosoft.com, which we have already
provisioned with the Office 365 E3 plan.

all items

NAME TYPE STATUS SUBSCRIPTION LOCATION pel

Learn Online inovit GmbH -
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11. Extend the default directory and navigate to Licenses. Activate the Enterprise
Mobility Trial.

learn online inovit gmbh

&3 UsERs GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION COMNFIGURE REPORTS LICENSES

AZURE ACTIVE DIRECTORY PREMIUM

With Azure Active Directory premium you can gain access to richer reports and rule based assignments to applications. Your end users
will benefit from self-service capabilities and customized branding. Learn more

TRY AZURE ACTIVE DIRECTORY PREMIUM NOW @

ENTERPRISE MOBILITY SUITE

The Enterprise Mobility Suite is the comprehensive cloud solution to address your consumerization of [T, BYOD, and Saa5 challenges. In
addition to Azure Active Directory premium the suite includes Microsoft Intune and Azure Rights Management. Learn more

TRY ENTERPRISE MOBILITY SUITE NOW @

12. After a successful activation, you should see something resembling the following:

&3 UsERs GROUPS  APPLICATIONS DOMAIMS DIRECTORY INTEGRATION COMFIGURE REPORTS LICEMSES

LICENSE PLANS ACTIVE UNITS ASSIGNED INFORMATION pel

Enterprise Mobility Suite Subscription renew date is 1/28/2016 1.
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13. With the next step, we will assign the first Azure AD premium license to our
global administrator admin@domain.onmicrosoft.com.

enterprise mobility suite

3 USERS AND GROUPS

Your licenses are active!
Assign licenses to users in your organization.

[ Sk Duick Start tra nat tme | visi

Assign licenses to users

ooty which used Jcccunts in Azane AD can use Azure AD Presnium feabures.

Assign users

14. Assign the license with the Assign users button. See the following link for
automatic assignment: http://bit.ly/2axiHwWl.

&3 USERS AND GROUPS

Show| |All Users ~ v

NAME USER NAME JOB TITLE DEPARTMENT METHOD ASSIGNMENT STATUS | O

Jochen NMickel admin@leano.onmicroso... Unassigned
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As a different option, you could start with your MSDN subscription account or use a demo
with the amount of money specific to your subscription and country after the trial period.
Log in to your MSDN subscription. Under My Account, you will find the option to Activate
Microsoft Azure. You are also able to add a subscription at a later date. For now, just add
your MSDN account as a Co-Administrator to your Azure Settings.

msdn SUbSCI‘i TionS b'nS;.. United States (English)  Sign out
P | | Jochen Nickel inovit GmbH
Home My Account Buy Renew or Upgrade Subscriber Downloads My Product Keys Help msdn
ACCOUNT Help SUBSCRIPTION BENEFITS
My Subscriptions Software downloads

Cwer 11 terabytes of Microsoft Products are available to you

Visual Studio Enterprise with MSDN — _,
(MPN) ‘znfer a Product Name Search

JOCHEN MICKEL, jochen.nickel@inovit.ch

Go to Subscriber Downloads  Go to My Product Keys

Status: Active m Visual Studio Team Services
Expires on 7/15/2016

Create a Visual Studio Team Services account Learn more

Link to your work account {optienal) Learn more

Remove this Subscription from my account
Add an existing subsaription to my account
Change Microsoft Account for this subscription Microsoft Azure
View Support information

Activate Microsoft Azure
Go to the Microsoft Azure Management Portal

Link to your work account {optienal) Learn more

rj Microsoft Power Bl Pro
ull

Activate Microsoft Power Bl Pro

Go to the Microsoft Power Bl Pro Portal
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Custom company branding

Most companies like to see how they can apply their corporate identity to Azure services.
With a few easy steps, you can demonstrate the most important capabilities. The following
simple example will show you what you can customize. These configuration tasks are
always a good starting point in a demo or proof of concept. You are free to use your own
pictures and designs for this setup.

Large Illustration Banner Logo
Background Color

Sign in with your work or school account

. admin@leano.onmicrosoft.co...

[JKeep me signed in

Can't access your account?

Daon't have an account assigned by your work or school?
Sign in with a Microsoft account

Sign-in Page Text
This service is for the exclusive use of Learning Online inovit GmbH employees
and partners, Please don't share your credentials and refrain from signing in
from untrusted computers. Need help? Call the IT Help Desk at (56) 406-0709.

rr;" Your work or school account can be used anywhere you see this
symbol. & 2016 Microsoft Terms of use Privacy & Cookies
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1. The first thing we are going to change is the NAME of the directory in the
CONFIGURE section. Just enter your desired name. We used Learn Online
inovit GmbH.

learn online inovit gmbh

L ¥ = = L A ¥ W DONAGLRE
[} (I ¥ far |

ANE Laaim Onliesd inonit GabH

SGH 1N 44D ACEESS PANEL PAGE

APPIARARCE

2. Next, click Customize Branding and you will see the following options. That you
can prepare your pictures and brands we summarized the help information
provided in Microsoft TechNet.

Manage how company logos, text, and colers should appear on your organization's Sign In and Access Panel
pages. You can also apply unigue branding settings for different languages.
iearmn more

EANMER LOGO

WSE F
|E| BROWSE FOR FILE [ remove logo

SQUARE LOGO

IE‘ BROWSE FOR FILE.. O remove logo
SQUARE LOGO, DARK THEME

IE‘ BROWSE FOR FILE.

USER ID PLACEHOLDER

Leanc employes ID
SIGN-IN PAGE TEXT HEADING

Learning Online inowvit GmbH

SIGM-IN PAGE TEXT

This service is for the exclusive use of Learning Online inovit
GmbH employees and partners. Please don't share your
credentials and refrain from signing in from untrusted
computers. Need help? Call the IT Help Desk at (56) 406-
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Summary and recommendations of the help information

The following section provides you with several capabilities to customize your
environment:

For the BANNER LOGO (60x280 pixels / PNG), choose between the following options:

¢ Displayed on the Azure AD sign-in page and myapps.microsoft.com
¢ Max. size: 60x300 pixels with a file size of: 5-10kb
e Recommended file type: PNG with transparent background (JPEG support)

For SIGN-IN PAGE TEXT body, choose between the following options:

e Appears at the bottom of the Azure AD sign-in page and in the Azure AD Join
process for Windows 10

e Plain text only with a recommended length of 250-300 characters (max. 500
characters)

e Visible to everyone
For SIGN-IN HEADING (1420x1200 / PNG, JPEG, GIF), Choose between the following
options:

¢ Displayed on the side of the Azure AD sign-in page
e Recommended 1420x1200 with a recommended file size of 300kb (max. 500kb)
¢ Keep the interesting part in the top-left corner (image is resized and cropped)

Further customization options
You are also able to do some extended customization with the following options:

For SQUARE LOGO (240x240 / PNG) and DARK THEME, Choose between the following
options:

e Represent user accounts in your organization on the Azure AD web Ul and in
Windows 10

¢ Dark theme option for dark backgrounds like the Windows 10 Azure AD Join
screens
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For USER ID PLACEHOLDER, Choose between the following options:

¢ Replacement of the hint someone@example. comin the user ID input field on the
Azure AD Sign-In Page

¢ Sign-In Page Text Heading
¢ Recommended length of 30 characters of plain text

In Sign-in Page Background Color (RGB), choose between the following options:

¢ Recommended for high latency connections if the sign-in page illustration does
not load

¢ Hide Keep Me Signed In (KMSI)

¢ Be aware that some features need this checkbox (for example, SharePoint Online
and Office 2010)

In the Post-logout link (Plaintext Label/URL), choose between the following options:

o After users sign out, a link to a web site can be displayed
¢ Always configure both the label and the URL
¢ Language-specific information

You will find more information on this at: http://bit.1ly/104HHQC.

1. You are also able to configure language-specific branding content with the ADD
BRANDING SETTINGS FOR A SPECIFIC LANGUAGE option, after you
configure the default branding settings.

Manage how company logos, text, and colors should appear on your organization’s default Sign In and Access
Panel pages. You can also apply unique branding settings for different languages.

Learn more

) EDIT EXISTING BRANDING SETTINGS

Default j

®) ADD BRANDING SETTINGS FOR A SPECIFIC LANGUAGE

T r—— v
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2. Next, we will configure the CONTACT YOUR ADMINISTRATOR link.

CUSTOMIZE "CONTACT YOUR MO
ADMINISTRATOR" LINK?

CUSTOM EMAIL ADDRESS OR URL servicedesk@leano.anmicrosoft.con %

Now that we have provided a basic company branding, we will start with creating and
managing users and groups.

Creating and managing users and groups

In the next steps, we will connect to our Azure AD and create test users and groups.

Start the Azure AD PowerShell console.

Connect to Azure AD.

Type $msolcred = get-credential and enter your fresh user ID.
Type connect-msolservice —-credential$msolcred.

Start the script C: \Configuration\HRExports\HRImportToAAD.psl.

SUE RSN

Remember the Execution Policy settings of your PowerShell. More
information can be found at: http://bit.ly/1EWLG3.
Alternatively, you can also use connect-msolservice to connect.
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After starting the SCI‘ipt, go directly to https://manage.windowsazure.com with your
admin@domain.onmicrosoft.com credentials. Select the user's section under your
Azure Active Directory. You should find the users from the HireUsers.csv file.

learn online inovit gmbh

&3 DASHEOARD USERS GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION COMFIGURE REPORTS LICEMSES

DISPLAY NAME USER NAME SOURCED FROM el
Brian Cox Brian.Cox@leano.onmicrosoft.com Microsoft Azure Active Directory
Don Hall Don.Hall@leano.onmicrosoft.com Microsoft Azure Active Directory
Droris Sutton Doris. Sutton@leano.onmicrosoft.com Microsoft Azure Active Directory
Ellen Adams Ellen.Adams@leano.onmicrosoft.com Microsoft Azure Active Directory
Jeff Simpson leff.Simpson@leano.onmicrosoft.com Microsoft Azure Active Directory
Jochen Nickel admin@leano.onmicrosoft.com Microsoft Azure Active Directory
Petro Mitchell Petro.Mitchell@leano.onmicrosoft.com Microsoft Azure Active Directory

6. Next, we will create three example groups to represent the company organization
with the script C: \Configuration\HRExports\AddOrgGroups.psl.

learn online inovit gmbh

&3 DASHBOARD USERS GROUPS  APPLICATIONS DOMAINS DIRECTORY INTEGRATION CONFIGURE REPORTS LICENSES

NAME DESCRIPTION SOURCED FROM 2
Accounting =>»  Accounting Microsoft Azure Adtive Directory
HR Human Resources Microsoft Azure Active Directory
Sales Sales Microsoft Azure Active Directory

7. Openhttps://portal.office.com and navigate to Admin | Active Users; you
will see your users with active licenses in Office 365.
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8. You will also see the groups you created.

Office 365 admin center <«
& ouovsomo GROUPS

Search users, admin tasks an . - .
‘ p Use security groups to assign permissions for SharePoint groups.

Use distribution lists in Exchange to manage email distribution, Set up distribution lists and other Exchange groups in the Exchange admin center,

~

MEETING ROOMS + o o

e
GROUPS
[0  Name Email address Status

DOMAINS

PUBLIC WEBSITE O Accounting In cloud
} BILLING [0 HR In cloud
) EXTERMAL SHARING O sales In cloud

MOBILE MANAGE MENT

9. Test your configuration by opening https://myapps.microsoft.com and logging
in with the user Don.Hall@domain.onmicrosoft.com; you should see Office
365 SharePoint and Exchange in the Access Panel UL Click Exchange and you
should be able to open the app without entering any additional login information
to access your mailbox.

= Access Pand Applicier X = ] x
“— (9] £ oot actived recianwindawsaTure.c amyappheatank/deta it ae ¥ = ¥ O
Microsoft Azure DonHalfEleann onsiciascfcam | Leam Cnkne inowit Gtk 7

applications  groups  approvals  profile
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Setting group owners for organizational groups

To provide group management by the department manager, we will confirm the following
users as owners of their department group.

. Accounting: Brian.Cox@domain.onmicrosoft.com

accounting
OWNERS PROPERTIES COMFIGURE SELF SERVICE ACTIVITY

NAME USER NAME DEPARTMENT

e Do the same for HR: Don.Hall@domain.onmicrosoft .com

¢ Delete the figure for Sales: Doris.Sutton@domain.onmicrosoft.com

Delegated group management for organizational
groups

To allow a principal data owner, we activated the delegated group management feature.
You will find it under the CONFIGURE section in your brand new Azure AD. Scroll down
to group management. Log in as admin@domain.onmicrosoft.com on onhttps://mana

ge.windowsazure.com.
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1. Enable DELEGATED GROUP MANAGEMENT.

group management

DELEGATED GROUP MANAGEMENT
EMABLED

USERS CAM CREATE SECURITY GROUPS

USERS WHO CAM USE SELF-SERVICE FOR
SECURITY GROURS

USERS CAM CREATE OFFICE 265 GROUPS

USERS WHO CAN USE SELF-SERVICE FOR
OFFICE 365 GROUPS

EMABLE DEDHCATED GROUPS
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2. Login asDon.Hall@domain.onmicrosoft.comon
https://myapps.microsoft.com. Click on the HR group.

applications  groups approvals  profile

Iy groups T |

3. Add Ellen.Adams@domain.onmicrosoft.com to the HR group.

applications groups appr’ova|5 proﬂle Delegated group management

HR
2

DESCRIPTION
Human Resources

®

0 members Add member

GROUP TYPE
Security

Add Member

Name:
r-)
Jochen Mickel Ellen Adams
Brian Cox

Set Owners

JOIN POLICY
Only the owner of this group can add members

OWNERS
Den Hall (Don.Hall@leano.onmicrosoft.com)

This group is not enabled for self-join requests,
please contact your admin if you need to join
this group

4. Review the JOIN POLICY.
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Configuring self-service group management

Another request might be from users who want to create groups, for example for projects or
distribution groups. For this, they need the capability of an approval process. You can
provide this functionality by activating the two shown options under group management.

group management

DELEGATED GROUP MANAGEMENT NO
ENABLED
USERS CAN CREATE SECURITY GROUPS *

USERS WHO CAN USE SELF-SERVICE FOR SOME
SECURITY GROUPS

Office 365 groups Note
An Office 365 group includes a distribution list but also includes a shared:

USERS CAM CREATE OFFICE 265 GROUPS

e Inbox for group email communication

Calendar for scheduling group meetings and events

Library for storing and working on group files and folders

OneNote notebook for taking project and meeting notes

Planning tool for organizing and assigning tasks and getting
updates on project progress

1. LoginasDoris.Sutton@domain.onmicrosoft.com (HR manager) on
https://myapps.microsoft.com.

Practical note:

Use a different browser or the private browsing option to handle the
different user sessions. We recommend one session on
https://manage.windowsazure.com as
admin@domain.onmicrosoft.com and another session as the explicit
user under https://myapps.microsoft.com.
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2. Create the group Sales Internal News asan 0365 (Distribution group).

3. Check Group policy as This group is open to join for all usersasNo
Approval.

Create a group

Create Group

Display name

ISaIes Internal News

Description (optional)
Sales Internal News|

Group policy

| This group is open to join for all users ‘

Group type

| 03865 ‘
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4. Review the JOIN POLICY of your newly-created group.

applications  groups  approvals  profile

®

Add member

. Sales Internal News
S

DESCRIFTION

Sales Internal News 1 members

GROUP TYPE
0365

JOIN POLICY
This group is open to join for all users

Leave group

Delete group

OWNERS
Doris Sutton {Doris.Sutton@|eanc.onmicrosoft.com)
Set Owners

5. In your Azure AD, under groups, you will also find the newly-created group.

sales internal news

MEMBERS ~ OWNERS PROPERTIES ~ CONFIGURE ~ SELF SERVICE ACTIVITY

properties
DISPLAY MAME Sales Internal News
DESCRIPTION Sales Internal News

Office 365
SOURCED FROM

Distribution group
GROUP TYPE

OBJECT ID | TcdTeT43-aaba-4796-9435-95b3d75ach00 | Fn ‘
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6. Now, as the group owner, you can change the group to request manager
approval.

Update Group

Display name

Sales Internal News

Description (optional)
Sales Internal Hews

Group policy
This group requires owner approval

Group type

0365
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7. Test the new configuration and log in as Don.Hall@domain.onmicrosoft.com
on https://myapps.microsoft.com. Navigate to groups. Choose Sales Internal
News.

applications  groups  approvals  profile

AP Sty el v

DESCRIPTION
Sales Internal News

1 members Join group

GROUP TYPE
0365

JOIN POLICY
This group requires owner approval

OWMNERS
Daoris Sutton {Doris.Sutton@|eano.cnmicrosoft.com)
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9. Type a Business justification, click Request, and the request should be started.

10. Login as Doris.Sutton@domain.onmicrosoft.comon
https://myapps.microsoft.com.

11. Check your Inbox. You should have received the join request mail.

msonlineservicesteam@microsoftonline.com

To: O Doris Sutton; ¥

Someone wants to join your group

Security group name: Sales Internal News
Requestor: Don.Hall@leano.onmicrosoft.com

Business justification: Need to be informed _..
Act on this Request

Manage Groups | Privacy | Legal

12. Click on Act on this Request and Approve the request.

applications  groups  approvals  profile

My Approvals|v|
RESOURCE  NAME REQUESTER REQUEST BUSINESS JUSTIFICATION
¥ Group H Sales Internal News E Don.t nmicrosoft.com  Don.t m requested to join "Sales Internal News”  Need to be informed ...
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Next, you will see the group members of the Sales Internal News group.

applications  groups approvals  profile

Sales Internal News

X Doris Sutton

13. Login as Don.Hall@domain.onmicrosoft.comon
https://myapps.microsoft.com.

14. Check your inbox; you should have received the approval message.

msonlineservicesteam@ microsoftonline.com
01114

Your membership request was approved
To: Don Hall

Your group membership request was approved

Security group name: Sales Internal News
Approved by: Doris Sutton

Business justification: Need to be informed ...

View Group Memberships | Privacy | Legal

Check your group membership. Next, we will configure dynamic group memberships.
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Configuring dynamic group memberships

In the next section, we will configure simple dynamic group memberships to use the
department attribute to automatically add users to their department group.

When enabling dynamic groups, current memberships will be lost.

1. As admin@domain.onmicrosoft.com, choose the accounting group and
navigate to CONFIGURE.

2. Check ENABLE DYNAMIC MEMBERSHIPS as YES.
3. Create a simple rule: department Equals (-eq) Accounting.

accounting

MEMEERS OWMNERS PROPERTIES SELF SERVICE ACTIVITY
dynarmic memberships
EMABLE DYMAMIC MEMBERSHIPS .
m Simple rule
|department V| | Equals (-eq) V| ;; g Xb

_/—//

(@) ADD USERS WHERE

) ADVANCED RULE
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4. Set the DEPARTMENT attribute on the accounting users for Brian Cox and
Jeff Simpson to Accounting.

brian cox

ROFILE WIORK IMFO DEVICES ACTIVITY

JOB TITLE

DEPARTMENT Accounting| X

5. The member should be added automatically. Check the group membership.

Assigning roles and administrative units

Top delegate tasks are used to create administrative units and assign roles for specific tasks.
In this configuration, we will generate an HR and we will assign the role of managing user
accounts to manager of the HR department.

Connecting to Azure Active Directory

First of all, we need to connect to our Azure AD with the PowerShell cmdlet Connect-
MsolServicewith the admin@domain.onmicrosoft.com user.
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Creating an administrative unit

Type New-MsolAdministrativeUnit—- DisplayName'HR' -
Description'HumanResourcesUsers' to create the HR.

Desc

System.Runtime.Serialization.ExtensionDataObject Human R lae3@ead-bld3-4414

Adding users to an administrative unit
Next, we need to add the users of the HR department to the HR.

1. Type the following commands;

$au = Get-MsolAdministrativeUnit -searchstring 'HR'
Suserl = Get-MsolUser -UserPrincipalName
'don.hall@domain.onmicrosoft.com'

Suser2 = Get-MsolUser -UserPrincipalName
'ellen.adams@domain.onmicrosoft.com'

2. Test your variables, for example:

4> Write-Host
d-b1d3-4414

Write-Host
-b15: 9

3. Type the following commands to add the users to the HR:

Add-MsolAdministrativeUnitMember —-AdministrativeUnitObjectId
$au.ObjectId -AdministrativeUnitMemberObjectId $userl.ObjectId
Add-MsolAdministrativeUnitMember —-AdministrativeUnitObjectId
$au.ObjectId —-AdministrativeUnitMemberObjectId $user2.ObjectId
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4. Test your configuration with the following command:

Get-MsolAdministrativeUnit -UserObjectID $userl.ObjectId
Get-MsolAdministrativeUnit -UserObjectID $user2.ObjectId
Get-MsolAdministrativeUnitMember —-AdministrativeUnitObjectId
$au.ObjectId

Scoping administrative roles

In the next step, we need to assign the User Account Administrator role. Verify the
available roles with Get -MsolRole.

Get-MsolRole

p

support tasks.

Suppo
Admi
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1. Set the variables to assign a user to a role. Type the following command:
Srole = Get-MsolRole -RoleName 'User Account Administrator'
$user = Get-MsolUser -UserPrincipalName
'don.hall@domain.onmicrosoft.com'

2. Assign the role. Type the following command:
Add-MsolScopedRoleMember —RoleObjectId $role.ObjectId

—-AdministrativeUnitObjectId $au.ObjectId -RoleMemberObjectId
Suser.ObjectId

Testing your configuration

Open a new PowerShell and connect with the commandConnect-MsolService to the
Azure AD and log in with the Don.Hall@domain.onmicrosoft.com credentials.

1. Modify a user account assigned to the HR administrative unit with the following
command:

Set-MsolUser -UserPrincipalName ellen.adams@domain.onmicrosoft.com
—-Department HR

2. Verify your modification using the following command:

Get-MsolUser -UserPrincipalName ellen.adams@domain.onmicrosoft.com | fl

Set-MsolUser
Get-MsolUser

=

Blx

isioningErrors

[ B e B e I
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Providing user-and group-based application
access

In the next section, we need to configure a typical workplace that a user can access under
the Access panel Ul (myapps.microsoft.com). We will assign the applications to users and
groups to see the different capabilities. These steps don't contain a scenario with user
provisioning.

Use the following links to integrate Salesforce at the end of this section:
Tutorial: http://bit.ly/1fQer6qg

Video: http://bit.ly/1WCpf7V

Salesforce Sandbox: http://sforce.co/105XPS6

Adding several applications from the application
gallery

In the first step, we will add some example applications for a typical workplace in Azure
AD under the APPLICATIONS section. After adding the application, we will assign the
accounts to provide the access.

alaska airlines

&3 DASHBOARD USERS AND GROUPS CONFIGURE

Your app has been added!

=itz iy Enable your app to integrate with Microsoft Azure AD

[ Skip Quick Start the next time | visit
Enable single sign-on with Microsoft Azure AD
Configure single sign-on access ta this application.

Single sign-on is enabled for existing application

accounts

Assign users to Alaska Airlines

Specify which accounts in Microsoft Azure AD can access this application.
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1. Build a list of applications, such as the following, and assign all groups to access
the applications, except the one with user provisioning.

&3 DAsSHBOARD USERS GROUPS  APPLICATIONS DOMAINS DIRECTORY INTEGRATIOM CONFIGURE REPORTS LICENSES

Show|AppIicat|'ons my company uses V|Sea'ch | v
NAME PUBLISHER TYPE APP URL P
Maoodle Maaodle™ httpsy/Ymoodle.org/

Doodle Doodle https:/fwww.doodle.com/

Google Apps Gaoogle http/fwww.google.com/enterprize/apps/b...
Docusign DacuSign Inc. http:/fwwier. docusign.com/

Box Box https/wen box.comy

Salesforce Salesforce.com http:/fwww.salesforce.com/

Salesforce Sandbox Salezforce.com httpe//test salesforce. com/f

PayPal PayPal https:/fwww.paypal com

MNetflix Metfliz, Inc. https:/fwenanetflis.com/

Microsoft OneDrive Microscft Corporation http:/fwww.onedrive.com/

Facebook Facebook https:/fwww. facebook.comy

Skype Microscft Corporation httpc/ fwwwskype.com,/

Microsoft Intune Microsoft Corporation Wb application it/ fww microsofcom,/en-us/server-cl. .
Office 365 Exchange Online Micresoft Corporation Web application http/foffice. microsoft.com/outlook/

Office 365 Management APIls Microsoft Corporation Web application

Office 365 SharePoint Online Microscft Corporation Web application httpe/foffice. microsoft.com/sharepaint’
Office 365 Yammer Microscft Corporation Web application
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2. Note the formatting differences depending on whether it is with or without user
provisioning.

€2 DASHBOARD USERS AND GROUPS ATTRIBUTES CONFIGURE

Box has been added

O Skip Quick Start the next time | visit

1 Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application.

Configure single sign-on

2 Enable automatic account provisioning to Box

Automatically provision accounts from Microsoft Azure AD to Box upon account assignment.

Configure account provisioning )

3 Assign users to Box

Specify which accounts in Microsoft Azure AD can access this application.

Assign accounts
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alaska airlines

&3 DASHBOARD USERS AND GROUPS CONFIGURE

Your app has been added!
ez Ty Enable your app to integrate with Microsoft Azure AD

[ skip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application.

Conﬁgure single i gn-on Single sign-on is enabled for existing application
accounts

Assign users to Alaska Airlines

Specify which accounts in Microsoft Azure AD can access this application.

3. Test your newly-configured workplace and log in as
Don.Hall@domain.onmicrosoft.comoOn https://myapps.microsoft.com.

applications groups  approvals  profile

BH

4. Also test the user experience on Office 365 and log in as
Don.Hall@domain.onmicrosoft.comon https://portal.office.com.
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5. ]urnp back to https://myapps.microsoft.comas Don Hall and click on
Microsoft OneDrive; you will receive an Update Now message.

6. You need to install the Access Panel Extension add-on for Internet Explorer:

Almost done installing...

To finish installing the Access Panel extension for Internet Explorer,
complete the following steps:

1. Click "Enable" below

There should be a prompt at the bottom of the
window that says that the Access Panel add-on is
ready for use.

If you don't see the prompt. check cur
Troubleshoocting guide.

2. Restart Internet Explorer

Close this window. and then open Internet
Explorer again.

Then you're dene!

© 2015 Microsoft Legal Privacy

The 'Access Panel Extension’ add-on from ‘Microsoft Corporation’ is ready for use, Enable Don't enable
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Assigning applications to users and defining

login information

In the next step, we will provide Don Hall with the LinkedIn application with company
credentials. Don Hall will not be able to see the credentials, so if he leaves the company the

credentials are still protected.

1. Add the LinkedIn application from the application gallery.

FEATURED APPLICATIOMS (16)
CUSTOM Linkedin

BUSINESS MANAGEMENT (108)
COLLABORATION (297)
CONSTRUCTION (3)

CONTENT MANAGEMENT (91)
CRM (110}

DATA SERVICES {110)
DEVELOPER SERVICES (86)
E-COMMERCE (69)
EDUCATION (74)

ERP (38)

.
Linked [
NAME Linkedin
PUBLISHER LinkedIn Corporation
APPLICATION hitpsy A linkedincom,/
URL

Use Microsoft Azure AD to enable user
access to Linkedin.

Requires an existing Linkedin subscription.

2. Next, we need to assign Don Hall to access this application.

linkedin

&3 DASHBOARD USERS AMD GROUPS COMNFIGURE

sHOoW | All Users v

DISPLAY NAME USER NAME JOBTITLE DEPARTMEMT

Brian Cox Erizn.Cox@leanc.onmicros...

ACCESS METHOD el

Unassigned
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3. Next, we provide valid LinkedIn credentials. If you don't have any, just register
as a demo. Don't check I want to enable automatic password rollover. For more
information on this feature, visit: http://bit.ly/lvriiwU.

Assign Users

This action will allow the selected user to authenticate to the Linkedin application from within the
Access Panel. Users can enter and update their Linkedin credentials using the Access Panel at any

time.

| want to enter Linkedin credentials on behalf of the user
Account Name

jechen.nickel @hotmail.com

Password

@ I want to enable automatic password rollover. >

If you assign an application to a group, you can decide whether the
credentials will be shared.
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¢ View with shared credentials: The user can view this for just a few
seconds after clicking on the application. Test it with the Twitter app.

Log in to Twitter

| jochen. nickel@hotmail.com x

m ] Remember me - Forgot password?

New to Twitter? Sign up now =

Already using Twitter via text message? Activate your account »

¢ View with no shared credentials: The user needs to add the preferred
credentials once. Test it with the Twitter app. You should see the
following result.

Twitter

Enter your credentials to sign in for this application

Username

Password

Your sign-in information will be stored securely. Click here for more information.
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You will receive the same behavior if you as the administrator don't
0 provide the credentials.

4. Test this behavior with the user account you used.

Assigning applications to groups and defining
login information

In the next steps, we will do the same for groups. In this example, we'll use an HR group
that uses groups to get news from a dedicated Twitter feed.

1. Add the Twitter app from the application gallery.
2. Assign the HR group.

twitter
&3 DASHBOARD USERS AMD GROUPS CONFIGURE
som SARTING WiTH v
MNAME EMAIL ADDRESS OWMERS ASSIGNED
Accounting Brizn Cox No
Sales Doris Sutton Mo
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3. Enable the sharing option and don't check the I want to enable automatic
password rollover feature.

Assign Groups

This action will allow the members of selected group to authenticate to the Twitter application
from within the Access Panel,

o | want to enter Twitter credentials to be shared among all group meml}ers>
"N"!_

User Name

Password

@ I want to enable automatic password rnllnueD

4. Check the application on https://myapps.microsoft.com with a user of the HR
group.

5. Read the article on the I want to enable automatic password rollover feature at:
http://bit.ly/lvriiwU.

6. Activate the password rollover and test the configuration.
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Self-service application management

In the next section, we will allow users to add their own applications to their workplace
under https://myapps.microsoft.com so as to enjoy the SSO behavior. Under your Azure
AD in the CONFIGURE section, navigate to integrated applications. Activate the shown
feature.

integrated applications

USERS MAY GIVE APPLICATIONS YES NO
PERMISSION TO ACCESS THEIR DATA

USERS MAY ADD INTEGRATED YES MO
APPLICATIONS

PREVIEW

USERS MAY ADD PASSWORD S50
APPLICATIONS FROM THE AZURE AD APP
GALLERY

1. LoginasEllen.Adams@domain.onmicrosoft.comon
https://myapps.microsoft.com.

2. Click Get more applications and add MailChimp.

3. After you have added MailChimp, click manage applications and choose
MailChimp.

manage applications

N & hailChirmp

ACMiH
Ellen.fdzms il esno. onmicoso
Maoom
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4. As admin@Rdomain.onmicrosoft.comonhttps://manage.windowsazure.com,
you will be able to see the newly-added application under the Applications
section of your Azure AD.

Show | Applications my company uses ¥ | Search v
NAME PUBLISHER TYPE APP URL pel
Alaska Airlines Alaska Air Group, Inc. Web application https:/fwww.alaskaair.com/
Box Box Web application https:/ yw.box.com/
Docusign DocuSign Inc. Web application httpy/fwww.docusign.com/
Doodle Doodle Web application https:/fwww.doodle.com/
Facebook Facebook Web application https:/ v.facebook.com/
Google Apps Google Web application httpy//www.google.com/enterprise/apps/b...
Linkedin Linkedin Corporation Web application https:/fwww.linkedin.com/

Q‘Iarlcn\'mp The Rocket Science Group Web application httpy//mailchimp.com/ >
Microsoft Intune Microsoft Corporation Web application hittpy//www.microsoft.com/en-us/server-

5. Configure the application, add some users, and test it!
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Activating password reset self-service
capabilities

In this section, we will configure the password reset capabilities of Azure AD to reduce
support costs and introduce 24/7 availability. We add no restrictions to the service, and we
only require one verification option to reset the password. To verify the reset, we will use
the Mobile Phone and Alternate Email Address methods.

user password reset policy

USERS ENABLED FOR PASSWORD RESET m
RESTRICT ACCESS TO PASSWORD RESET YES “

Before users can reset their passwords, they must first have at least one authentication method defined. Edit users in 'Leaming Online inovit GmbH' now.

AUTHENTICATION METHODS AVAILABLETO [ Office Phone

USERS ] Mobile Phone
] Alternate Email Address
[T Security Questions

NUMBER OF AUTHENTICATION METHODS 1 j
REQUIRED

You can send users to a webpage where they can register their own authentication method information. Go to this webpage now.
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1. The next option we will activate is that the user will be forced to register their
mobile phone number or an alternative e-mail address.

2. We can also activate an option so that a user can unlock his account over this
functionality.

REQUIRE USERS TO REGISTER WHEN m
SIGNING IN?

NUMEBER OF DAYS BEFORE USERS ARE
ASKED TO RE-COMFIRM THEIR
AUTHENTICATIOM INFORMATION

CUSTOMIZE "CONTACT YOUR YES n
ADMIMISTRATOR" LINK?
q

You need to install Azure Active Directory sync and enable the "Password Writeback” feature to manage on-premises passwords from the cloud, Learn

more.,
WRITE BACK PASSWORDS TO ON-PREMISES NO
ACTIVE DIRECTORY
Will be configured in hybrid scenarios
PASSWORD WRITE BACK SERVICE STATUS Mot configured

N J

ALLOW USERS TO UNLOCK ACCOUNTS
WITHOUT RESETTING THEIR PASSWORD
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Configuring notifications

In this section, we will configure notification options so that the administrator will be
notified if anomalous sign-ins or administrator password resets happen. Configure the

notifications as in the following screenshot:

notifications

English

EMAIL LANGUAGE PREFERENCE

EMAIL NOTIFICATION OF ANOMALOUS ENABLED gelit:iNse]

SIGM INS

NOTIFY ADMINS WHEN OTHER ADMINS
RESET THEIR OWN PASSWORDS

NOTIFY USERS AND ADMINS WHEN THEIR ﬂ NO

OWHN PASSWORD HAS BEEN RESET

Forcing password reset information

In this section, we will test our newly-configured feature and will see the required
registration scenario for your verification options.

Next we will test the password reset

1. Test the newly-configured settings and log in as
Don.Hall@domain.onmicrosoft.comon https://myapps.microsoft.com.
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2. You will receive a message saying that you need to register for a password reset.

Your administrator has required you to verify your contact

info. You can use this to reset your password if you ever |lose
access to your account,

verify now

3. Add your preferred method for Don Hall.

Don Hall@leanoonmicrseateom | 7

don't lose access to your account!

Tos itk sisre yoa can resel your pacswind we reed te collect same infa so we can venly who you are. Ye weet use Ehis e spam you - st o keep your scouet mors
securd Vou'll reed b sefup ab Teast 1 of e optians below. |

g Authenticstion Phore is not configurad. Set it up row

a':.. thenbication Ermail is nod configured, Sel @ up noey

carcel
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4. You will receive an SMS text message or a mail to your mailbox.

S0.03.01.2016 16:33

Microsoft on behalf of Learning Online inovit GmbH <msonlineservicestea

Learning Online inovit GmbH account email verification code
To M Jochen Nickel

m@microsoftonline.com>

Verify your email address

Thanks for verifying your Don.Hall@leano.onmicrosoft.com account!

Your code is: 624634

Sincerely,
Learning Online inovit GmbH

This messs
not reply to this m

from an unmonitored email sddress Please do “w
3 ONLINE
% e

Log in as admin@domain.onmicrosoft.comon https://myapps.microsoft.comand you
will see the request for two verification options.

Administrative users need two verification options by default.

don't lose access to your account!

To makesure voy can recat wp e pacoyord e ne some info so we can verify who you are. We won't use this to spam you - just te keep your account more
sec.Jr4 You'll need to set up at least 2 of the opfions below.

A Authentication Phone is set to & +41 79 Verify

o.&uheﬁt'cat'cr Email is not configured. Set it up now

Testing the password reset process

1. Open https://myapps.microsoft.com and enter
Don.Hall@domain.onmicrosoft.com.
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Building and Configuring a Suitable Azure AD

2. Click Can't access your account? or use the following link:

https://passwordreset.microsoftonline.com.

Don.Hall@leano.onmicrosoft....

|ba ssword |

[ Keep me signed in

Em o

Can't access your account?

3. You will enter in the verification process and you will also need to follow the
relevant tasks.

Get back into your account
verification step 1 > choose a new password

Please choose the contact method we should use for verification:

You will receive an email containing a verification code at your alternate email
mail my alternate email address (jo™****@inovit.ch).

4. Finish the process and log in with the new password.
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Using standard security reports

In this section, we will configure and simulate some typical events that get reported in the
Azure AD Reports section.

Configuring — sign-ins after multiple failures

1. Configure in sign ins after multiple failures to 10.

sign ins after multiple failures

REFPORT CONFIGURE

NUMBER OF CONSECUTIVE FAILED S5MGM INS CONSIDERED 10
ANOMALOUS:

2. Lock out a user account with a limit of 10 wrong login warnings.
3. You should receive the following message:

Your account is temporarily locked to prevent unauthorized use.
Try again later, and if you still have trouble, contact your support
[PErsomn.

Don.Hall@leano.onmicrosoft.com

4. Next, we need to unblock the user account
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Possible ways to unblock a blocked user account

The following are two methods to unblock a user:

¢ Method 1: Wait 15 minutes
e Method 2: Unlock your account with the password reset process

Possible ways to unblock a blocked user account for
administrators

¢ Method 1: Reset the user's password; as an Office 365 or Azure AD admin,
perform a password reset for the user.

e Method 2: Make sure that the user is allowed to sign in. Sign in to the Office 365
portal as an admin.
e Locate the user and then open the settings for that user

e Under Set sign-in status, click Allowed and then click Save

e Method 3: Reset the user's sign-in status

Change the sign-in status of the user from Allowed to Blocked and then
0 change it back to Allowed.

To do this, follow these steps:

1. Sign in to the Office 365 portal as an admin.

2. Locate the user and then open the settings for that user.

3. Under Set sign-in status, click Blocked and then click Save.
4. Under Set sign-in status, click Allowed and then click Save.
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Unlocking the user account

Perform the following steps to unlock a user account:

1. Unlock user accounts as an administrator (Azure).

settings
ALLOW THE USER TO SIGM IN AND ACCESS BLOCK
SERVICES?

2. Unlock user accounts as an administrator (Office 365).

Admin

he user can sign in and access services.

The user can't sign In or access senvices.

3. Login as Don.Hall@domain.onmicrosoft.com several times without blocking

the user on https://myapps.microsoft.com and perform a successful login.

4. Check the Sign ins after multiple failures report to see the activity.
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Configuring — sign-ins from multiple geographies

1. Log in with an account between geographic regions that are far apart. This
requires a remote machine from your location and in a different time zone. Make
sure the logins are as close together as possible.

. Log into https://myapps.microsoft.com as
Don.Hall@domain.onmicrosoft.com from your local PC.

e Logintohttps://myapps.microsoft.comas
Don.Hall@domain.onmicrosoft.comon a machine in a
different time zone to your original PC.

You can simulate such login activity with the simulation software
CyberGhost.
Download: http://bit.ly/1wVSgcs

2. Select REPORTS from the top menus.
3. Select ANOMALOUS ACTIVITY.

&3 USERS GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION CONFIGURE REPORTS LICENSES

REPORT DESCRIPTION

ANOMALOUS ACTIVITY

Sign ins from unknown sources

Sign ins after multiple failures

Sign ins from multiple geographies

Sign ins from IP addresses with suspicious activity

Sign ins from possibly infected devices

Irregular sign in activity

Users with anomalous sign in activity
ERROR REPORTS

Account provisioning ermors
INTEGRATED APPLICATIONS

Application usage: summary

Application usage: detailed

May indicate an attempt to sign in without being traced.

May indicate a successful brute force attack,

May indicate that multiple users are signing in with the same account,
May indicate a successful sign in after a sustained intrusion attemnpt.
May indicate an attempt to sign in from possibly infected devices,
May indicate events anomalous to users” sign in patterns.

Indicates users whose accounts may have been compromised.

Indicates an impact to users’ access to external applications.

Provides a usage summary for all SaaS applications integrated with your directory,

Provides usage details for a specified Saas application.
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4. Review the different reports:

e Sign-ins from unknown sources

Sign-ins after multiple failures

Sign-ins from multiple geographies

Sign-ins from IP addresses with suspicious activity

Sign-ins from possibly infected devices

Irregular sign-in activity

Users with anomalous sign-in activity

sign ins from multiple geographies

INTERWVAL Last 30 days A ~

Sign ins have been processed up to 1/3/2016 3:5%:59 PM.

USER FIRST SIGM IN FROM SECOMND SIGN IN FROM TIME BETWEEN SIGN INS ESTIMATED TRAVEL HOU... | TIME OF 2ND SIGN IN| O

Don Hal Zuerich, Zuerich, CH Bucuresti, Bucuresti, RO 00:13:57 z £2/2016 11:45:37 PM

5. Select a report and click on DOWNLOAD at the bottom of the page.

Configuring users with anomalous sign in activity

Utilize an anonymous browsing tool such as Tor.
Download: http://bit.1ly/1dhroym.
Download the secure Tor Browser.

L e

Open the Tor browser and go to https://myapps.microsoft.comand logon as
Don.Hall@domain.onmicrosoft.com.

- Congratulations!
) Ihis bror configured to use lor
= Yo ave pgw gy eh

PO GHEH IO R

| S - prp E
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5. Check the report users with anomalous sign in activity.

users with anomalous sign in activity

INTERVAL | Last 30 days v

Sign ins after 1/3/2016 2:5%:59 PM may not have been processed completely

USER REASON DATE AND TIME
Don Hall Expand to view details. 1/2/2016 11:45:51 PM
Don Hall Signed in from & concealed IP address. 1/2/2016 11:45:51 PM
Don Hall Signed in from geo-distant locations 1/2/2016 11:45:51 PM

Integrating Azure AD join for Windows 10
clients

In this section, we will configure the Azure AD join functionality and join our first
Windows 10 client to Azure AD, with a maximum of five devices per user.

LSS WAY 10N DDV TO ATURD A0 “ SELSCIEL | SOME

ADDITICHAL AL KIFITAATORS OH AZLAL '.:.:'.I:.lm
ADFCRCD DOVCLS

USTAS WAY REQISTIR THER O DACES 'WTH
AZLNI RO

tion will be configured in
P T4 AR AT T - | Option will be configured ir

nRAcE the hybrid scenarios

o
FIARIRAL R USE OF DEVICES FER USER __
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Join your Windows 10 client to Azure AD

1. Log in to your newly-installed Windows 10 client machine and navigate to
Settings.

am Windows10

PC name DOMHALLMED

Renarne PO

Chrganization WORKGROUP

laoin a domain

lain Azure AD
Edition ‘Windows 10 Enterprise
Version 151
5 Buikd 10586.36
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2. We will sign in with Don.Hall@domain.onmicrosoft.com. Check your
branding information.

T
ety

Let's get you signed in :

Work or school account

don.hall@leanc.onmicrosoft.com

....------| Q

| forgot my password

Need help?

This service is for the exclusive use of Learning Online inovit GmbH employees and
partners. Please don't share your credentials and refrain from signing in from
untrusted computers. Need help? Call the IT Help Desk at (56) 406-0709.

Privacy statement
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3. Click through the next section and join the client.
4. Check the new status Organization as your Azure AD Directory name.

Make sure this is your crganization

Make sure this is your organization

If you continue, system policies might be turned on or other changes might be made to your PC.
Is this the right arganization?

Connecting to: leanc.onmicrosoft.com
User name: Don Hall@leano.onmicrosoft com
User type: Administrator

am Windows10

PC name DONHALLNED1
Rename PC
Organization Learning Online inovit GmbH

Disconnect from organization
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Verifyng the new joined Windows 10 client

Login to https://manage.windowsazure.comas admin@domain.onmicrosoft.com and
view under the User | Devices section the newly joined Azure AD device.

don hall
PROFILE ~ WORKINFO  DEVICES  ACTIVITY
VIEW | Devices v
DISPLAY NAME STATUS PLATFORM TRUST TYPE TRUST LEVEL el

Login and adopt security policies

1. Log in to the Windows 10 client with the credentials of
Don.Hall@domain.onmicrosoft.comand click through the security policy
configuration. Click Enforce these policies.

plies wilh 2y ser
il iy

e ————
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2. Click through the PIN setup and finish the process

et up a PIN

THhrs e lrher iy e ke, syl sl e b | eedoerases
rlew s mpre e ErAe m NMH o ey e cad reeer s e s e e
- e o F T dla bl

Testing the user experience

Now we will test the newly-provided Single Sign-On capabilities.

1. Open the Mail application, and you will see that the system recognizes your User
ID and Single Sign-On is provided.
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2. Also, if you open https://myapps.microsoft.com, you will be directly logged in
to the Access Panel UL

Accounts

First things first. Let's add your accounts.

Add account

- P | T ————

R [ T R WS— S I

applications groups approvals  profile
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Configuring a custom domain

After configuring the most relevant feature sets of your Azure AD tenant. We will prepare a
registered domain name to set the configuration to a productive environment.

This step is optional, because you need to register an official domain at a
registrar in your country.

learning online inovit gmbh

&3 ras-BoaRD WISERS GROUPS  APPLICATIONS f;‘;h’lu.l_ﬂ-iji DRECTCHRY INTEGRATICGN CONFICLRE  REPORTS  LMCEMZES
Your directary comes with a default domain, leanc.onmicrosoft.com. Add a
custom domain to improve user sign-on experiences!

A LS TN IO II'-F
0 A CUSTOM DOMAIN (3]

1. Click ADD A CUSTOM DOMAIN and see the verification options; note that
you are the owner of the domain.

Specify a domain name

Enter the name of a domain Bhat your arganization oems

CHoRAAIN PLARAE

|ﬂ|‘1D.EH 4

[ 1 plan to configure this demain for single sign-on with my lecal Active Directory
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2. Add a TXT entry to your DNS zone to verify the domain.
3. Click the Verify button on your Azure portal.

i Successfully verified the domain.

x
Verify leano.ch
4. After a successful verification the new DOMAIN NAME will appear under
DOMAINS.

learning online inovit gmbh
&3 DASHBOARD USERS GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATIOMN COMNFIGURE REPORTS LICENSES

DOMAIN NAME TYPE STATUS SINGLE SIGN-ON PRIMARY DOMAIN P

leano.onmicrosoft.com Basic Active Mot Available Yes

Configuring Azure AD Domain Services

To integrate a legacy application based on NTLM and Kerberos authentication in an Azure
IaaS scenario, we need to configure the Azure AD Domain Services. In this section, we will
configure only the basic service and will integrate an active example application in a hybrid
scenario.
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The first step is to create a new group called AAD DC Administrators; the group needs to
have this exact name. Afterwards, you need to add your administrator account
admin@domain.onmicrosoft.com to the newly-created group.

Add Group

MAME

AAD DC Administrators

DESCRIPTION

Azure AD Domain Services administrators gr@upl

Add the admin account as a member of the group.

Add members
SHOW | Lasars v W'
AL DEPARTMENT = SELECTED
Bria Arcountirg Jochen Micke
Do Ha SR T oo
Daoil s Sur ve gl ftou] ey
b= x sl esT ft.oom
T ST Mt Sim P il Sanc oo s o o Artountieg
Pztne b nche Petoo Wi bciel @lear c.ane iosam oo
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Creating a virtual network

When enabling Azure AD Domain Services, you will need to specify which Azure virtual
network is being used. We use the name LeanoAzureNet and a 192.168.x.x/20 as the range
to configure the network.

Please note that you must satisfy the following criteria:

e The virtual network belongs to a region supported by Azure AD Domain
Services. See the region page for details.

¢ Ensure the virtual network is a regional virtual network and doesn't use the
legacy affinity groups mechanism.

¢ Ensure your workloads deployed in Azure Infrastructure services are connected
to this virtual network.

e Create the network and make a note of the virtual network's name.

MNAME

LeanodzureMet

ADDRESS SPACE @ MAXIMUM VM COUNT @@

[192.168.0.0 - 192.168.15.253]

LOCATION DMNS SERVER .
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Verify the result.
WIRTUAL NETWORKS LOCAL NETWORKS DNS SERVERS
NAME STATUS SUBSCRIPTION LOCATION pel

LeanoAzureNet >

Enabling Azure AD Domain Services

You will notice the IP addresses for Azure AD Domain Services start to appear on the page
as they come online. In our configuration, that is 192.168.0.4 and 192.168.0.5.

Azure AD Domain Services provide high availability and you should
expect to see two IP addresses when the services are fully provisioned for
your domain. It can take a while for the first IP address to be displayed
and a bit longer for the second.

EMABLE DORMAIN SERVICES FOR THIS
DIRECTOARY Pending ..

Users will not be able to login to the domain using their credentials wntil you P\ ble password synchronization.

DMS DOMAN NAME OF DOMAN SERVICES
eano.onmicroseft.com

COMNECT DOMAIN SERVICES TO THIS
WIRTUAL METWORK

P ADDRESS

After successfully activating the Azure AD Domain Services, we need to update the DNS
servers in the virtual network configuration.
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1. Edit the LeanoAzureNet virtual network.
2. In the DNS servers section add the two IP's as DNS servers for the new

environment.
dns servers
I leano.onmicrosoft.com 1 192.168.0.4
I leano.onmicrosoft.com 2 192.168.0.5 | X

Enabling password synchronization

The last important step that you will need to complete in order to use the domain you have
just created is to enable password synchronization.

By default, Azure AD does not store the credential hashes required for
NTLM and Kerberos authentication. You need to populate these credential
hashes in Azure AD so that users can use them to authenticate against the
domain.

The steps involved in populating these hashes in Azure AD Domain Services are different
for cloud-only and synced tenants.

If your organization is a cloud-only Azure AD tenant, users that need to use Azure AD
Domain Services will need to change their passwords. This step causes the legacy credential
hashes required by Azure AD Domain Services for Kerberos and NTLM authentication to
be generated in Azure AD and populated into Azure AD Domain services.

You can either expire passwords for all users in the tenant that need to use Azure AD
Domain Services or instruct these end-users to change their passwords.

Users can use Azure AD's self-service password change mechanism from the Azure AD
Access Panel page in order to change their passwords.

For more information about this task, visit: http://bit.ly/1PFDjwe.
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Testing and verifying your new Azure AD Domain
Services

Testing your Domain Services is an optional task for the moment. We will perform a
complete integration in the complex hybrid identity scenario of this book. If you can't wait:

e Install a virtual Windows Server in your Azure laaS environment
e Install the administrative tools for Active Directory

¢ Connect to Active Directory Users and Computers and the Group Policy
Management console to verify your configuration

Summary

After working through this implementation scenario, you will be able to configure and
manage a suitable Azure AD tenant with the most important tasks. You will also be able to
integrate Windows 10 and Office 365 to build a productive workforce for your users. Do not
worry about the absence of functionalities such as MFA or other capabilities. We will
integrate them in the following chapters, as they need to be explained in the context of their
role in a hybrid identity infrastructure. In the next chapter, we will discuss the concepts
required for providing an effective way to transition in an advanced scenario.
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After discussing and implementing a cloud-only identity strategy we will explore some
necessary information for a transition process into a hybrid IAM architecture with a single
or multi forest On-Premise Active Directory environment. In this chapter, we describe the
architecture changes and relevant tasks that need to be applied to provide a successful
solution shift. This chapter provides you with the big picture; it will be filled with these
details in related chapters:

¢ Identifying the business drivers and changes for a hybrid move
e Special handling for moving to a multi forest Active Directory environment
¢ Describing the architecture and needed changes

Identifying business drivers and changes for
a hybrid move

There are many reasons why a company needs or wants to move to a hybrid IAM strategy.
The first relevant argument is that such a strategy builds the base infrastructure to support
all other cloud solutions by providing authentication and authorization over company
borders. Another very important side-effect is that you start to support new services and
workloads. Furthermore, to be realistic, most companies drive their own On-Premise
infrastructure, which needs to be integrated and added with additional functionality to
support different cloud scenarios. Typical questions you will receive are:

¢ Does the company need to support different cloud delivery models such as SaaS
or PaaS?

¢ Does the company need to support legacy applications or do they try to move
them to the cloud?
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Does the company need a central solution to manage On-Premise and cloud
services at the same time?

Does the company need to integrate external identities to work with them On-
Premise and does it need cloud services?

Additionally, you need to handle the following typical challenges from developers and the
company's operation team:

Role

Challenge

Developer | « Knowledge about several security standards and protocols

* Requirements are quickly changing
* Move to other identity providers will be complex

Operation | * Bad usability (per application — identity provider and help desk)

* Different password policies

* Password Reset and User unlock

* Users collecting permissions because of missing processes such as on-boarding,
change, and termination

* Replication of identities

* Complex support to provide a central access platform to SaaS, partners, or On-
Premise applications

* Complex support to provide a central authentication and authorization platform

To illustrate the challenges also from the perspective of a department, we look at the
following example:

Employee John works at company A and uses an ordering system of company B.
Employee John does not use the identity provider of company A rather the
identity provider of company B to log into the ordering system.

In principle, this process works until employee John decides to leave company A.
Employee John will be deleted from the identity provider of company A, but
often remains in the identity provider of company B. This is still active and he can
access the systems.

For this reason, some additional aspects of the On-Premise IAM system, to use efficient
partnerships or SaaS applications, need to be available:

Extension of identity classification for sensitive identities — their personal data
may not be transferred or synced to the cloud
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authentication and authorization process

Use of standardized interfaces that support a hybrid approach

Expansion or replacement of existing remote access (for example, VPN) and the

¢ Providing a central authentication and authorization point in combination with a

user portal

¢ Providing a synchronization and federation with SaaS providers

To provide a central and transparent user authentication and authorization service,
Microsoft brings the necessary technology components with hybrid identity feature sets.

The following screenshot shows the schema of a hybrid IAM architecture:
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The architecture uses the investments already made in the area of On-Premise IAM and
builds on it. Microsoft provides MIM 2016 for On-Premise identity management solutions
(On-Premise/Private cloud IDM).

Identity On-Premise integration

In particular, the results from the identity classification have to be considered. These
include, for example, sensitive identities or attributes that cannot be synchronized to the
cloud. Another result can be that password hashes are synchronized (or not). The hybrid
construction and the provision of cloud identities in Microsoft Azure Active Directory will
be achieved through synchronization or federation. To synchronize identities, the Microsoft
Azure Active Directory Connect tool will be used, and for federation, Active Directory
Federation Services 3.0/4.0 are included in the Windows Server 2012 R2/2016 operating
system.

In principle, a decision must be made whether the central authentication service is provided
in the cloud or On-Premise . In the proposed architecture, both options are possible.
Depending on the choice, synchronization or federation will be configured accordingly.

The integration can be extended at any time and can be flexibly adapted to your needs. The
following screenshot shows the Configuration tab in the Azure Active Directory:

integration with local active directory

DOMAINS VERIFIED FOR DIRECTORY SYNC 2

DOMAINS PLANMED FOR SINGLE 5IGN-ON 0

DOMAINS CONFIGURED FOR SINGLE SIGN-ON 1

DIRECTORY SYNC VISR DEACTIVATED
LAST SYNC 2 hours ago
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With this integration you provide more transparent access for the end user to their own
cloud applications, SaaS, and/or On-Premise partner applications with a single identity.

For the user, is it possible to access their business applications with any device, centrally
authenticated and authorized in compliance with the security requirements of the
company? In the area of federation, Microsoft Azure Active Directory supports the
following excerpt from the Standards for Identity (Federation) provider and authorization
servers.

The following table shows the differences between the Azure Active Directory and
Microsoft Active Directory Federation Services (ADFS) 3.0 in Windows Server 2012 R2. In
a later chapter, we will explore the new features of the Windows Server 2016 and ADFS 4.0.

Azure Active Directory | Active Directory Federation Services 3.0
SAML-P SAML-P

WS-Federation / WS-Trust | WS-Federation / WS-Trust

OAuth2 OAuth2

OpenlD Connect

Graph Web API
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The result of the whole integration is that a consistent identity can be used On-Premise and
in the cloud. The following screenshot shows the results of the integration in the Azure
Active Directory management portal:

idam demo environment
&3 UsERs GROUPS APPLICATIONS DOMAINS DIRECTORY INTEGRATION CONFIGURE REPORTS LICENSES
DISPLAY NAME USER NAME SOURCED FROM pel
Adam Barr adam.barr@cnidam.ch Local Active Directory
Alan Brewer alan.brewer@onidam.ch Local Active Directory
Alan Steiner alan.steiner@conidam.ch Local Active Directory
Alexandre Silva alexandre.silva@onidam.ch Local Active Directory
Alfons Parovszky alfons.parovszky@onidam.ch Local Active Directory
Alicia Thomber alicia.thomber@onidam.ch Local Active Directory
Alisa Lawyer alisa.lawyer@onidam.ch Local Active Directory
Allan Guinot allan.guinot@onidam.ch Local Active Directory
Allison Brown allison.brown@onidam.ch Local Active Directory
Amy Alberts amy.alberts@onidam.ch Local Active Directory
Anders Madsen anders.madsen@onidam.ch Local Active Directory
Andrea Dunker andrea.dunker@onidam.ch Local Active Directory
Andrew Ma andrew.ma@onidam.ch Local Active Directory
Andy Jacobs andyjacobs@onidam.ch Local Active Directory
Anna Lidman annalidman@onidam.ch Local Active Directory
Anne Weiler anne.weiler@onidam.ch Local Active Directory
Annelie Zubar annelie.zubar@onidam.ch Local Active Directory
Anu Deshpande anu.desphande@onidam.ch Local Active Directory

= [t e

ADD USER MANAGE MULTI-  RESET PASSWORD
FACTOR AUTH
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Application detection and analysis

For a future-proof application ecosystem, it is important to know the exact state of the
applications used in the company. Often there are several applications that could be already
outsourced as a SaaS application. Another aspect we already discussed in chapter 1,
Getting Started with a Cloud-Only Scenariois shadow IT'S, which occur when the
requirements of the department cannot be met by IT. This way, an uncontrolled outflow of
sensitive information can happen.

For this reason, Microsoft provides the Cloud App Discovery tool. This tool helps you to
collect the following information for analysis:

Information transmitted over HTTP/HTTPS
Destination URL's — sites/applications
HTTP header and metadata

Name of the user

Name of the computer

A selection of the application categories to be collected can be centrally configured. With
these capabilities you are able to plan your hybrid environment. Identifying SaaS
applications in an improved UX helps you to provide single sign-on for these applications.
The following screenshot shows the concept of the Cloud App Discovery tool:

APPLICATION REPORT

SAAS / CLOUD APPLICATIONS

u ﬂ
n o E .

Limitation — only application-relevant information categories is listed in
the application gallery to protect the user's privacy. Azure AD Cloud App
Discovery is currently only available for full Windows operating systems.
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Looking at the IAM in this overall context, it is noted that these functions constitute the
foundation not only for mobility, but also for the security of sensitive corporate data in the
processing cycle.

Identity Access Mobile Application Mobile Device Mobile Information Mobile Content
Management Management Management Management Management

-

K i
@h- , . : . .._, L)?JAI_E’“

|

@
|

\

%

<)

Special handling for moving to a multi-forest
Active Directory environment

Microsoft provides three main integration scenarios that can be used standalone or
combined in a hybrid IAM architecture. The first scenario builds the cloud identity scenario
which we have already discussed and implemented in the first chapters of the book. The
next two scenarios are:

¢ Synchronized Identities: Azure AD Connect with password synchronization

e Federated Identities: Azure AD Connect and ADFS for federation and local
passwords will be used

As you can see, the Azure AD Connect tool is always required for any hybrid scenario you
drive. So we need to start the supported topologies so that you can move to a single or
multi forest scenario combined with single or multiple Azure Active Directories.

Supported topologies

The following topologies are supported by Microsoft:

e Single Forest mapped to single Azure AD

e This scenario is a commonly used one. Single forest and a single instance of
Azure AD. For this scenario, the express settings of the tool can be used.
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We recommend filtering objects so that service accounts, computers, or
other objects will not be synchronized to the cloud.

e Single forest filtering scenario to multiple Azure AD's:

The following decisions must be borne in mind:

e Azure AD Connect must be configured for filtering
e DNS domain registration is only possible in a single Azure AD

¢ UPNs of the users On-Premises must use separate namespaces

e One Azure AD directory can enable an Exchange hybrid with the On-
Premises Active Directory

e Group and device write-back scenarios are possible

Practical Tips

It is not possible to sync the same user to multiple Azure Active
Directories.

It is not possible to modify Azure AD Connect to connect to multiple
Azure Active Directories.

e Multiple forests to single Azure AD:

The following must be borne in mind:

¢ Users have only one identity across all On-Premise Active Directory
forests

e UPN and Source Anchor will be provided from the forest

¢ Users have only one mailbox

e There is no need to use Azure AD Connect on a domain joined server

Remember that multiple forests and multiple Azure AD Connect Tools on
one Azure Active Directory are not supported. The only exception is the
usage of a staging server. A staging server can be configured for High-
Availability scenarios (active/passive). In this scenario, the staging server
doesn't export information to the target system.
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e Multiple forests to multiple Azure AD's

For each Azure AD directory, you will need one Azure AD Connect
installation.

Azure AD directory instances are isolated by design!

Users in one Azure AD will not be able to see users in the other directory. You can also use
the same design principles, such as the single forest to single Azure AD scenario. The
following screenshot shows the different scenarios as a small summary. Be aware that we
discuss these scenarios in depth in upcoming chapters.

B2

Active Directory Azure AD
Forest Connect AR

Single Forest scenario

Multi Forest scenarlo
& e
Active Directory T E = =
Farest @
>
a— Azure AD Azure AD
Connect

Active Directory
Farest

Single/Multi Forest - Multiple Azure AD scenario

" )

Azure AD Azure AD
Connect
Active Directory
Farest . -— @
Azure AD P——
Connect
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Describing architectures and needed
changes

In this section, we will describe different architectures including the needed changes in big
picture scenarios. In particular, we will discuss the integration of On-Premise applications
with the whole authentication and authorization strategy. Furthermore, we start to take the
first steps in the hybrid usage of MFA and Azure Rights Management Services (RMS) with
typical examples.

Authentication integration

Azure AD provides the capability to integrate On-Premise applications with the Azure
Active Directory Application proxy service. To use these capabilities, you just need to install
the dependent module, the application proxy connector on your existing Windows Server
2012 R2 Web Application proxy server. With this installation and the necessary
configuration, you have taken the first step in this hybrid authentication solution. The
following figure shows this scenario to provide you with a better idea about this concept:

SAAS / CLOUD APPLICATIONS

ﬂ m
. - D B o E .
E

- - » P T——

USER Azure Active Directory I S
Application Proxy ON-PREMISE APPLICATIONS

A
D :
— 7 E I
FILE SERVER

Web
Application Proxy

n J'n

‘Ln

AREPOINT

EXCHANGE SERVER
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The Azure Active Directory proxy can publish On-Premises/Cloud
applications. In the preceding figure, you see an example where the
connector is centrally installed on the On-Premise Web Application proxy.
You can also install the connector on the application itself and completely
work without a local Web Application Proxy.

You are also able to add Conditional Access Controls to this scenario. The following
parameters can be used:

Dependencies Parameter

Properties of the user | Identity of the user
Group memberships
Policies for authentication

Device Ownership

Managed by the organization
Policy compliant

Not stolen or lost

Application Sensitive business applications
Access restrictions
Actuality and strength of authentication

Network Inside or outside the corporate network

To get a better idea and to give an example of a conditional access scenario, we provide the
following access control matrix:

Application |Policies

On-Premise | Allow Access in the event of:
SharePoint |* Employee Access

Exchange ¢ Personal device joined to domain
* Managed by MDM

» Compliant with device policies

Cloud Employee Access
Amazon S3 |[e Access from unknown device
SAP * Access from outside Corp Network

Service Now | « Azure MFA satisfied
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Other examples that are often included in the security requirements are:

¢ Exchange Active Sync (EAS)
¢ One Drive for Business (OD4B)
e SharePoint MySite

Not only end users, but also administrators must meet certain requirements to work on the
corporate services. For this, administrators are often limited through the conditional access
controls to perform technical tasks from a non-protected terminal or from an unsafe defined
network location.

Multi-Factor Authentication (MFA)

Very often we find it to be a security requirement that access over the Remote Desktop
Services need to be protected. With this example we want to start to explain the hybrid
approach of the Azure MFA services (more information about the service itself can be found
here: http://bit.1ly/1pXcbyh). The following figure shows an example where the user
needs to provide an additional verification to get access for the corporate On-Premise
Remote Desktop Services.

This scenario also works very nicely with any other On-Premise service
and obviously with a Citrix configuration. However, DirectAccess is not
supported for this scenario.

VERIFICATION
DEVICE

Azure Multi-Factor !

Authentication
MFA Server

HTTPS
— __ROP

ACCESS Remote Desktop Remote Desktop

DEVICE Gateway Services Hosts
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The following integration modules are needed to provide this functionality:

¢ The On-Premise setup and configuration of the Azure MFA server
¢ Configuration of the Network Policy server to provide the correct access rules

In the following section, the essential components and processes involved in the integration
with the ADFS are shown. The common functionality and basic description of ADFS are not

included in this section.

When integrated with ADFS, there are three major components that are required for the
solution. Besides the ADFS services, even the ADFS MFA adapter and the MFA Provider
(server) of the Azure Active Directory need to be downloaded from the management side
and linked by a code with the online component. In the following figure you can see the
interaction between the On-Premise components:
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In order to make the interaction more understandable, we explain the AuthN flow with a
typical application in the next figure. If we assume that the reliant party is a typical SaaS
application such as Outlook Web Access with Office 365, the browser opens and
https://portal.office.com will be opened. Since it is no cloud user, a redirect is triggered
to the On-Premise ADFS server and the user is prompted to authenticate. If authentication
is successful, and the Application MFA is activated, it starts with the verification. The data
is processed through the server adapters and completed in the best case as successful.
Thereafter, a POST is triggered on the actual application, the authentication is performed
with the token, and the user can use the application.

Relying Party

Active Directory
Federation Services

MFA Provider

ADFS
Server

(ADFS) MFA Adapter

The following figure shows the process of integration with further details:

Protocol
Handlers

Ws-Fad
Client Oéuth
Request

Additional
Authentication

RP Issuance
Authorization Rules

Primary and Device
Authentication

Access token

MFA Triggers

Access denied

The cloud components in the following solution architecture are purely used for licensing
and required for the registration of verifying devices or applications. The configuration and
management of the individual functions for the integration of the On-Premise infrastructure
are consistently performed in the corporate infrastructure.
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The solution infrastructure does not differ greatly from a standard ADFS architecture. The
reasons are very simple as to install the server component for MFA on current ADFS
servers. This results in a reduction in complexity and improves the manageability of the
solution. Furthermore, a second MFA server can be added quickly and efficiently to map a
redundant solution in this area. The second change is the installation of the adapter on the
ADFS servers and the basic structure of MFA Claim Rules results, defining when, how, and
if a MFA is required.

The following core principles are the most important ones in the solution:

Authentication

Alarms and reports

One-Time Bypass
¢ Custom voice messages
¢ Contact methods

This diagram shows the required communication paths of the solution and the required
installations on the ADFS components:
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Office 365 k)
Load Balancer Load Balancer
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S
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Directory
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(Office 365 Identity Platform)

MFA Service
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Rights Management Services

With the integration of Azure RMS, we can deal with the need for information protection
and partially sensitive access to security zones based on the data classification. Rights
Management Services provide the technology for such a solution. Microsoft also provides a
hybrid approach to use this service. Maybe because of security requirements you need to
have special protection mechanisms for the master key material; for example, they must be
stored and managed within the corporation and protected by a Hardware Security Module
(HSM). Azure RMS allows you such a scenario. The Azure Rights Management Service
accesses the key to enable the encryption process. Furthermore, the cloud service can
integrate local server systems such as SAP, File Server, SharePoint, and Exchange to allow
encryption with RMS in the applications.

The following figure shows the architecture schematically:
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Summary

Now that you have finished working through this chapter, you will be able to identify some
business drivers, feature sets, and architecture changes involved in stepping into a hybrid
IAM scenario. You are also in a position to handle the special requirements of a hybrid
approach with a single or multi forest On-Premise Active Directory. Remember that this
chapter just provides overview information. However, don't worry, as we will get into all
the details in the next couple of chapters.
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With this chapter, we will start to jump into our first hybrid identity and access
management scenario. You will be guided through business-relevant information to plan
and make the right decisions for a hybrid approach with a single On-Premise Active
Directory forest. You will learn to adopt the relevant features, licensing models, and a
common security strategy for typical legal requirements. Furthermore, you will also be in a
position to build the first basics for the special requirements of a hybrid approach with a
multi forest On-Premise Active Directory.

¢ Identifying business needs for a hybrid approach

¢ Choosing the correct features

¢ Getting the benefits and costs

e Applying the right security strategy for legal requirements

Identifying business needs for a hybrid
approach

First, we will start to discuss important and relevant business needs of the hybrid identity
and access management approach. We will divide this section into three parts:

¢ Typical business needs — common use case and challenges

¢ Enterprise Mobility context — supporting Enterprise Mobility with hybrid
identity and access management
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¢ Enterprise cloud suite context — supporting Office 365 and Windows 10 clients
on top of Enterprise Mobility

Typical business needs

As already touched upon in previous chapter's, companies usually have Active Directory as
their local identity provider to authenticate users with a single sign-on scenario to access
their applications. Larger companies have also made investments in On-Premise identity
and access management tools to provide the capabilities for user provisioning, automation,
and data integrity. In terms of Microsoft technologies, MIM 2016 or earlier versions of the
product could be in place. But it doesn't really matter which tool is in place. So until last
year, the main focus was on the On-Premise world. With the area of cloud services and
other identical scenarios such as hosting, they need to think about managing both the On-
Premise and the services outside the company network.

With these changes, companies need to extend their strategies for managing both scenarios
including many other different challenges that come up, such as integrating external users
for collaboration, building their own apps with a rich set of identities, and access
management functionality facing customers.

So the biggest need is to build a flexible and standardized identity bridge to integrate cloud
services and external partners. Microsoft provides different tools and architectures to fulfill
the existing requirements, and we will discuss them in upcoming chapters.

Enterprise Mobility context

Today companies face the challenge of building the foundations for the further usage of
cloud technologies to create and develop an effective and sustainable strategy for a
manageable and overall secure infrastructure.

The most important aspects are:

¢ Development of a hybrid cloud strategy for a secure and phased implementation
of cloud services (2800+ in Azure Marketplace) such as Office 365

¢ Providing a modern workplace by an Enterprise Mobility Management solution
supported by Microsoft Intune

e Optimization of IAM for the use of standardized authentication, and
authorization protocols
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e Reduction of fractures in the area of authentication, and double identity
management and related services

e Optimization of resource your access concerning usability/security

These development steps are currently going through a number of companies in different
sizes and sectors. Looking at the developments and trends, which are shown by Gartner,
you find yourself very quickly thinking of ideas and strategies for your own company. The
following figure shows the relevant information based on the hype cycle from 2015:
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For the construction of a hybrid cloud strategy, individual manufacturers offer a large
number of functions and the appropriate solutions and products. Also does this as we
already know? Microsoft's global approach, in addition to the cloud-first strategy, is to
support all major cloud models such as public, private, and hybrid. This approach enables a
differentiated and specific use of cloud services for different application scenarios and
security requirements of an enterprise.
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The three basic cloud services of Microsoft in the field of IAM and Enterprise Mobility are
represented by the following products:

e Microsoft Azure Active Directory Premium
e Microsoft Intune
e Microsoft Azure Rights Management

The following figure shows the main themes in strategically building a hybrid cloud
strategy:

Data Classification

Identity &
Access
Management

-

Hybrid

To gain a better understanding, we provide the main technology objectives or functions to
support an Enterprise Mobility initiative based on solid identity and access management.
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Data classification

The classification of data, such as business information or personal data, is not only used for
On-Premise infrastructures as a basis for providing secure business-critical information and
the fulfilment of compliance with official requirements, it is also even more pertinent to the
use of cloud services or solutions for a company. As they use a controlled transfer of data in
a region in which responsibilities need to be defined, contracts must be regulated. Security
requirements do not stop at the private cloud, maybe the responsibility for the technical and
organizational implementation and control of security settings.

Subsequent objectives are:

¢ Construction, extension, or adaptation of data classification schemas for cloud
integration

e Data classification as a basis for encryption or the usage of isolated security silos

¢ Data classification as the basis for authentication and authorization

In principle, data classification is the categorization of data in document classes. These
document classes define the level of control over how the data needs to be protected against
theft, compromise, or inappropriate usage.

By classifying data, managing information security is greatly increased in
its maturity.

Data classification is an important component in the implementation of audit and
compliance activities in an enterprise. For a successful data classification, you need to know
where and with which security criteria information needs to be stored, and what the impact
is when data loss occurs. In principle, information can be in three different states:

e Saved state (at rest, for example, a file server)
e In process
¢ On the move (transport)
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The following figure shows the different states in an enterprise:
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The classification of unstructured data such as documents or e-mail
messages is a more complicated and expensive process than structured
data.

The classification of data should be a prerequisite for the use of common initiatives such as
Bring Your Own Device (BYOD), Consumerization of IT, or a cloud solution. Only, if it's
clearly defined what information can be at what location and which safety measures need
to be taken or processed, can these be used safely and efficiently used.
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Typical needs of data classification for cloud applications are:

e Meeting compliance requirements

e Optimization of storage management

e Compliance and definition of security requirements in the area of access
protection

e Compliance and definition of security requirements in Data Leak Prevention
(DLP)

Hybrid IAM

As a cloud service for this area, the Microsoft Azure Active Directory, which is built on the
context of SaaS and Cloud IAM, plays a central role in hybrid deployment. Azure Active
Directory also serves as a central platform for each SaaS application from Microsoft.

The service provides the following main objectives:

¢ Synchronization of identities with the On-Premise Active Directory

¢ Group and role-based access control for SaaS applications

¢ Management of security and distribution groups (managed/self-service)
Reduction of risks

e Compliance with safety reports and MFA

Providing a Self-Service Password Reset and Change functionality

Mobile Device and Application management

The cloud service for this area is Microsoft Intune (standalone) and it includes On-Premise
System Center Configuration Manager infrastructure (an Intune hybrid) through a specific
connector. The identities of the user-controlled distribution of applications and security
settings are provided with the Azure Active Directory.

This service provides the following functions:

¢ Controlling resource access using registration of the device and configuring
compliance policies

¢ Central overview and administration of all devices to be managed from servers to
smart phones via one central management console

¢ Application delivery for all current platforms such as IOS, Android, and
Windows
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e Seamless integration in the deployment and management of Office Mobile
applications

e User-Oriented Applications and Safety administration

Information protection

Azure Rights Management provides a solution for the protection of information on the basis
of digital rights management. Identities are also provided by the Microsoft Azure Active
Directory. The hybrid approach is carried out by the integration of the On-Premise
infrastructure through a connector and the provision of the master key material by a HSM.

e Data security for all current platforms such as IOS, Android, and Windows

e Support for all file formats

e Support for current identity federation

e Providing B2C by RMS for individuals, the user can consume protected documents

Microsoft RMS can help you to fulfill nearly all the actual challenges out-of-the-box. RMS
protects sensible information such as:

¢ The information can only be consumed by the right person

The information can only be modified with very detailed rights

The protection level moves with the data

The information is always under the control of the company
e Documents can be tracked and revoked

The following figure shows the functionality of RMS:
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The process starts with protecting information and ends with consuming it with the applied permissions from
the data owner or the classification level.

1. Applying permissions: The document will be created and protected with RMS -
for this we need to be authenticated against the RMS by SSO.
2. We define the rights, and the key material will be requested transparently to the

user.
User Rights Summary - <inovit Finance Admin Cnly> -
User or Full g : Export ] Reply Allow
Group Control View Edit Save [Save as) Print Forward Feply Al Extract Macros

v vl v vl v v

Owner

Close

The key material will be received transparently by the user.

The document will be protected with the chosen rights.

The document will be distributed to the required recipients.

Usage rights. The document will be received from the recipient — the recipient
need to be authenticated against the Rights Management Service by SSO or Single
Logon.

7. The key material and the usage rights will be requested transparent to the
recipient.

8. The key material will be received and the recipient can access the information
with the appropriated rights — or the user will get an access denied message.

o Gk W

Desktop and application virtualization

By Microsoft Azure RemoteApps or the operation of a Remote Desktop Services
infrastructure such as Azure IaaS, desktop and application virtualization can be achieved
within a hybrid approach. In the area of IaaS, virtual Remote Desktop Services are instances
integrated in the On-Premise Active Directory of the company and can be equipped with
local security configurations.
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The following main objectives will be provided:

¢ Desktop and application virtualization for all current platforms such as iOS,
Android, and Windows

e Scale up or scale down/scale out/scale in — for example, in mergers for quick and
efficient delivery of relevant business applications

¢ Providing an access solution for certain security silos

e Integration of multi-factor authentication through the Azure Active Directory

Practical Note:

Azure Remote Apps don't provide a real desktop virtualization and are
positioned to bring current (legacy) Windows 32 applications to mobile
devices such as iOS, Android, Windows (phone/mobile) and Mac OS.

Requirements for expansion — identity classification

First, it must be determined whether the standard information may be synchronized by an
employee within the enterprise to the cloud. In the following example, there are default
attributes that are synchronized for the use of Office 365 with all of its functions:

Attribute Name | Value | Contributing MA | Sync Rule | Type |
countryCode 0 onidam.ch In from AD - User ... number
department Sales onidam.ch In from AD - User ... string
displayMame Aprl Stewart onidam.ch In from AD - User ... string
domainFG DN onidam.ch onidam.ch In from AD - User ... string
domainMetBios OMIDAM onidam.ch In from AD - User ... string
forestFQOM onidam.ch onidam.ch In from AD - User ... string
forest MetBios OMIDAM onidam.ch In from AD - User ... string
givenMame April onidam.ch I from AD - User ... string
object Sid 01 050000 000000 0515000000 ... onidam.ch In from AD - User ... binany
object SidString S-1-5-21-1323180023-1460257248-12...  onidam.ch I from AD - User ... string
pwdlastSet 2014091 2112541.02 onidam.ch In from AD - User ... string
sn Stewart onidam.ch I from AD - User ... string
sourcefnchor ¥urghcNW+00OR fwpaoHl¥dg== onidam.ch In from AD - User ... string
sourcefnchorBin.. BEEAEABRCISHEFE 4391 EFDAS... onidam.ch In from AD - User ... binany
sourceCbject Type  User onidam.ch In from AD - User ... string
telephoneMumber  (312) 555-5454 onidam.ch In from AD - User ... string
thumbnailPhata FFD3FFEDOD 01D 44 46 4546 00 0... onidam.ch In from AD - User ... binany
title Sales Manager onidam.ch I from AD - User ... string
userPrncipalMame  aprl stewart@onidam.ch onidam.ch In from AD - User ... string
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Attributes such as the job title or phone number do not necessarily have to be synchronized.
Private information is very rare in this process, and if it is present, it's then taken specifically
with the consultation of the employee. A typical example could be a MFA solution such as
Azure MFA using a private e-mail address or cell phone number for a Self-Service
Password Reset or user unlock.

Enterprise cloud suite context

The last context you should know is the Enterprise Cloud Suite (ECS). Just remember the
basics: all the products in the ECS, and also the Enterprise Mobility Suite (EMS) within the
ECS, are available separately. So ECS and EMS are new license bundles; they are licensing
suites to put different use cases together to match customer needs in a simple and cost-
effective way. Yes, it is cheaper to buy the suite than individual products.

The following figure shows the included products in the ECS:

So, when can you use ECS?

As you see, the products inside this licensing model help you save money if you use a
combination of Office 365, EMS, and user-associated clients such as a Windows 10 Notebook.
For this very use case, Microsoft has designed ECS to give users the productivity they want
and IT the security and control they need to enable this.
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In detail, you may well be familiar with the components of this suite:

e Office 365 E3 plan
e EMS
e Windows Enterprise

In this usage scenario, Office 365 E3 gives you access to all the productivity services and
Office 365 Pro Plus. Coming from the EMS, you get some additional licenses:

e Windows Server CAL

e System Center Configuration Manager CAL

e System Center Endpoint Protection CAL

e Windows 8.1 Enterprise edition (or higher) of the client operating system

With this combination, the licensing has been updated to User Subscription License (USL).

The biggest change here is that Windows Enterprise has always been
0 licensed per-device, but now it will also be available on a per-user basis.

Choosing the correct features

In this section, we will provide you with an overview of the most important features to
provide a suitable hybrid identity and access management platform. We will divide this
section into the following feature parts:

¢ MIM - On-Premise Identity Management

Azure AD Connect - First part of the identity bridge

Azure Active Directory Connect Health (part of Azure AD Connect binaries)

Active Directory Federation Services — second part of the identity bridge
Azure MFA Server

Azure Rights Management Connector

Bring Your Own Key (BYOK)
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MIM 2016

MIM 2016 is the On-Premise IAM product. So if you want to integrate a native solution with
the following capabilities it will be a good choice to take:

ity Syne i Delegation of ini Dynamic Groups
Pravisioning / Deprovisioning Self Service Password Reset Certificate Management
Access Request Management  Self Service Group Management Reporting & Compliance

Access Policy t Role M (RBAC, ABAC. 5601 Access Cortification

The following are new features is in MIM 2016:

¢ Licensed with Azure AD Premium — remember Azure AD premium is part of
EMS and ECS

e Windows 10 support

e Privileged Access Management (PAM) — also management of Windows Server
2016 in the near future

¢ More self-service capabilities such as user unlock or privileged access requests

¢ A brand new certificate management

e New hybrid identity management

¢ A cloud-ready solution — the next steps in the roadmap are to merge the MIM

2016 synchronization engine with Azure AD Connect, which we will describe
soon in this chapter

Azure Active Directory Connect

Azure AD Connect is the first part of the identity bridge (hybrid identity) to integrate the
cloud IAM. The main functionality of this tool is to synchronize On-Premise identities to the
cloud. MIM 2016 is also able to do this with the Azure AD Management Agent. Be aware
that this will only be supported until the merger of the synchronization engine is done.

Also, another question we always get is: Can I use another tool to synchronize identities to
Azure AD?
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Yes. But keep the following in mind:

e Supportability
* You need to develop all the rules and functions in your tool

e Some functions will not be available such as password re-hashing/
synchronization

e Why you should not use two tools — separate the workloads, rules, and functions

bridge. This means that you can also install and configure your ADFS

Azure AD Connect is able to install and configure the whole identity
0 infrastructure for federation reasons with this tool.

Azure Active Directory Connect Health

Azure AD Connect Health it offers you the ability to view alerts, performance, usage
patterns, and configuration settings; it also enables you to maintain a reliable connection to
Office 365, and much more. This is accomplished by using an agent that is installed on the
targeted servers.

Azure AD Connect Health for AD FS supports AD FS 2.0 in Windows Server 2008/2008 R2,
and AD FS in Windows Server 2012/2012R2. These also include any AD FS Proxy or Web
Application Proxy servers that provide authentication support for extranet access. Azure
AD Connect Health for AD FS provides the following set of key capabilities:

e View and take action on alerts for reliable access to AD FS-protected applications
including Azure AD

¢ E-mail notifications for critical alerts
¢ View performance data to determine capacity planning

e Detailed views of your AD FS login patterns to determine anomalies or establish
baselines for capacity planning

Installation notes

The Azure AD Connect health agent is natively integrated from Azure AD
Connect (1.0.9125.0) and has to be manually installed on your AD FS/WAP
servers. Azure AD Connect Health requires an Azure AD Premium
assigned to the relevant Azure administrator in order to be pinned to your
Azure Portal dashboard. Actually, as a preview, you will also be able to
monitor your local Active Directory in future (http://bit.ly/2aAtRtr).

[217]


http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr
http://bit.ly/2aAtRtr

Extending to a Basic Hybrid Environment

The following figure shows an example of the Azure portal:
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Active Directory Federation Services

AD FS are the second part of the identity bridge, and the main capability they provide is
federation. This service is required to build single sign-on to your Azure AD and associated
Saa$S applications. ADFS can also be used to integrate partners or social identities without

Azure AD and a lot more.

Azure MFA Server

The Azure MFA server is the On-Premise component of the Azure MFA service. With this
server installation, you are able to integrate On-Premise applications into a multi-factor

authentication scenario. Very common use cases are:

e ADFS Integration
e Remote Desktop Services or Citrix landscapes
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¢ On-Premise SharePoint or Exchange
e On-Premise IIS applications
e VPN's or other local applications

DirectAccess is not supported because of technical reasons.

Azure Rights Management Connector

With Rights Management Connector, you will be able to include On-Premise Exchange,
SharePoint, and Windows File Server to use the Azure RMS service. This gives you the
capability to use the File Server Resource Manager to protect your local stored information
on a Windows Server 2012 R2 file server. The following screenshot shows a use case with
integration in a Work Folders scenario:
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The main benefit in the case of a file server is that you use the classification engine and a
fully integrated scenario with the Azure RMS services. The following figure shows this
integration from a technical perspective:
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Bring Your Own Key

An additional component to the hybrid approach of Azure RMS is that you are able to
create and protect the sensitive key material of Azure RMS on a local Hardware Security
Module (HSM). This helps companies with very restrictive security controls to use cloud
services to protect sensitive information. The following figure shows the relevant concept:

Your key stays protected by Thales HSMs.
Microsoft cannot see or leak your key

Microsoft Rights Management service

@ Bring-Your-Own-Key [BYOK) to the
using HSM-to-HSM transfer

You generate your keys. You keep master
key and contrd key lifecycle per your
compliance requirements

Om Your Premnises.

I

(-_-_-_-_-_-_-_-_- .

|
t
P

®

®
| ©

The Microsoft Rights Management service can use
your key

Microsoft can replicate your key for scale /
disaster recovery

Microsoft provides you near-realtime log
of how your keyis used

This scenario is not supported for Exchange online. Exchange Online will
be supported at the end of 2016.
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Getting the benefits and costs

In this section, we give you an idea about the different possibilities to buy the discussed
licenses of the services. If you remember the tables from chapter 1, Getting Started
with a Cloud-Only Scenario, it will be clear that with a hybrid approach it makes sense to
invest in Azure AD Premium, as you see in the following table:

Features Azure AD
Premium
Self-Service Password Reset with On-Premises write-back [ X
MIM server licenses X
Advanced anomaly security reports X
Advanced usage reporting X
MFA (cloud users) X
MFA (On-Premises users) X

So, if you also use Office 365 and want to use other hybrid services, it would be great to take
a look at EMS and ECS. To be up-to-date, use the following link: http://bit.ly/2atHFel.

The following list shows you Microsoft's different sales models:

Product EA/NL Open CSP MPN use rights  Direct purchase  Trial
Enterprise Mobility Suite X X X X X
Azure AD Premium X x X X X
Azure AD Basic X x X X

Remember to use the licensing tools from chapter 1, Getting Started
with a Cloud-Only Scenario!l Azure RMS and Microsoft Intune can also
be licensed on a standalone basis.
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Applying the right security strategy for legal
requirements

In this last section, we want to briefly explore the most important topics about Azure and
security, so that you can get a toehold in this area to provide a suitable strategy for a hybrid
approach. We start with service regions and finish with an overview of Microsoft
certifications.

Service regions

To decide the correct strategy it's very important that you know that the core Azure Active
Directory service is a global service. So your identities will be replicated over the whole
world. For example, with Office 365 you can define in which location/datacenter the service
should run. You say YEAH! — But what about the identities! Be aware that you need to be
sure that your identities and the associated attributes are allowed to be replicated to the US.
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Microsoft certifications

Microsoft invests a lot of money in governance, risk, and compliance to provide the best
security strategies and controls for their customers. They have already reached a very high
certification standard level around the world. An important one is the ISO/IEC 27000 family
of standards, which helps organizations of any type and size keep information assets
secure. ISO adopted ISO/IEC 27018:2014 in 2014, the first international code of practice for
cloud privacy. Based on EU data-protection laws, it gives specific guidance to cloud service
providers acting as processors of Personally Identifiable Information (PII), on assessing
risks and implementing state-of-the-art controls for protecting PII.

By following the standards of ISO/IEC 27001 and the code of practice embodied in 27018,
Microsoft demonstrates that its privacy policies and procedures are robust and in line with
its high standards.

The following figure shows Microsoft's actual standards:
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The following link will provide you with information about different standards based on
different services:

e Microsoft Trust Center http://bit.1ly/1IXTGU4

You can also review ISO/IEC 27001 certificates:

o Reference BSI Azure http://bit.1ly/1d3jnCn

Summary

After working through this chapter, you will be able to make the right business decisions
and apply the key concepts about features, licensing, and security to planned basic hybrid
infrastructure. Furthermore, you can now describe the basic need for data and identity
classification. Additionally, you have taken first steps in mapping existing use cases and to
providing good project marketing.

In the next chapter, we will start to design our hybrid identity architecture. We will focus on
key design concepts with several capabilities. As an extra, we will start to enable strong
authentication scenarios and advanced identity and authentication reporting features.
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Designing Hybrid Identity
Management Architecture

After reading the business-relevant aspects for hybrid identity management architecture,
we will start to take advantage of managing common identities with Microsoft Identity
Manager 2016 and build the cloud identities with the Azure AD Connect utility. We will
also explore all the various functions of identities building a solid hybrid identity
management solution. Additionally, we will discuss the bigger picture of hybrid
architecture, and all its relevant features, at the beginning of this chapter to get a better
overview and understanding. We will also use this architecture throughout the following
chapters as a reference. The key points that we are going to go through in these chapters
are:

¢ Key design concepts

e Management of common identities with Microsoft Identity Manager and Active
Directory

e Choosing the best directory synchronization scenario for cloud identities
e Delivering password management capabilities

¢ Using multiple identity providers and authentication scenarios

¢ Enabling strong authentication scenarios

¢ How advanced identity and authentication reporting works



Designing Hybrid Identity Management Architecture

Key design concepts

As promised in the chapter overview, we will start with a bigger picture of the hybrid
identity and access management features that are provided by Microsoft. From talking to
customers, we found that many of the features in this technology field are not known of or
not assigned correctly. This is not surprising, because the speed and breadth of this
specialized area is extremely high and large. This led us to create a blueprint with all the
actual features and relations to provide users with a better understanding.

In the following figure, you will find our ideas and the key components of a hybrid

environment.
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The blueprint consists of two main actors: your on-premises infrastructure and the Azure
hybrid identity and access management services in the right box of the blueprint. Let us

briefly discuss the main actors in the following section.
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On-premises features overview

Active Directory is your core directory service and mostly your primary identity provider.
With this service, the reality is single sign-on based on Kerberos and NTLM in your own
infrastructure. An Active Directory forest is used as the main security boundary. To work
between two or more forests, a trust relationship will be used to provide access to the
relevant resources. This environment stores your everyday user account. There are also
different scenarios to consider, including a common three forest model made up of a fabric
forest, a service forest, and an account forest. Another service model that is commonly used
is a resource and account forest scenario.

Microsoft Identity Manager is the main identity and access management product of Microsoft
that integrates with all the different server roles and components provided in this field of
technology. MIM 2016 is mainly used to provide a sanitized and central identity in on-
premises environments. In the context of hybrid architecture, it plays a key role in
connecting any kind of repository to manage identities in different repositories.
Furthermore, complex identity management scenarios are provided with this component.
This also includes the management of Azure Active Directory, as well as many SaaS
applications available in today's market. A practical example is its usage for licensing Office
365, which can be done by a MIM PowerShell connector or the MIM Workflow Activity
Library (WAL) (http://bit.ly/1vbw3dlv), because the actual directory synchronization
tools do not automate license provisioning in Office 365 or other services.
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This is a feature planned for future release for AAD Connect, which we will describe in the
next section. Additionally, Microsoft has a plan to merge the different synchronization tools

into one that can be used for every scenario. The following main feature sets are provided
by MIM 2016:

e Identity Synchronization, including provisioning/de-provisioning
e Access Request and Access Policy Management

¢ Delegation of Administration

e Self-Service Password Reset

e Self-Service Group Management

¢ Role Management (RBAC, ABAC, SoD)

e Dynamic Groups

e Certificate Management

e Reporting & Compliance and Access Certification

If you want to use MIM 2016 as your central identity management system,
we highly recommend that you take a look at the described WAL. The
combination of newly-integrated privileged access management solutions
in Windows Server 2016 and MIM 2016 provides an effective way of
managing and limiting security issues with administrative accounts.

AAD Connect is the most commonly used synchronization tool between local Active
Directory and Azure Active Directory core services. The tool provides users all the
necessary functionality for supporting exchange co-existence scenarios, and combined with
ADFS is the best out-of-the-box option for federation and synchronization. Using the
installation wizard, you can build the whole identity bridge, which also supports password
hash synchronization.

Identity Bridge = AAD Connect + ADFS

MIM 2016 doesn't provide password hash synchronization to the cloud
and back. The password will be re-hashed in the synchronization process.
The password sync is provided directly through a special service, which
we will explain later on in this chapter.
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To give you more of a differentiator to MIM 2016 to assist you in designing hybrid
architecture, be aware that MIM is commonly used for the following scenarios:

e Connecting different repositories like SAP HR/OM, Oracle, or others
e Complex multi-forest AD scenarios with more than one Exchange organization

e Usage of non-AD synchronization, such as entitlement databases or other
authentication repositories

Another important thing to note is that PowerShell-managed Azure Active Directories are
suitable for small or medium sized organizations with or without Active Directory.
However, there are performance and functionality limitations inside the provisioning and
management process. Instead, use PowerShell for writing wrappers. Keep in mind support
from Microsoft!

Under the hood, AAD Connect is a packed version of the FIM/MIM Synchronization
Service and covers the following central options:

e Metaverse, Management Agents and run profiles, and everything you know from
Forefront Identity Manager and Microsoft Identity Manager
e Can be installed with SQL Express, and if you have more than 100K objects in
your Active Directory you should move them to an SQL Server — keep in mind
that high availability is only available with SQL Cluster
e Provides the following enhanced functionality:
¢ Exchange Hybrid Deployment
e Azure AD app and attribute filtering for providing a minimal
footprint in limiting attribute sets

e Password Synchronization and write-back
e Group and Device write-back
¢ Directory extension attribute sync for providing special attributes

ADFS Server, the Active Directory Federation Services (ADEFES), builds the second
component of the identity bridge and provides the capabilities of federation-based
authentication. Federation-based single sign-on enables the users in your organization to
automatically sign in to a third-party SaaS application by Azure AD using the user account
information from Azure Active Directory. This means, when you are already logged into
Azure Active Directory, and you want to access resources that are controlled by a third-
party SaaS application, federation will eliminate the need for a user to be re-authenticated.
Federated SSO is available for end-user browsers which support JavaScript and CSS.

[230]



Designing Hybrid Identity Management Architecture

Another option is to use password-based single sign-on, which enables an organization to
automatically sign in to a third-party SaaS application by Azure Active Directory using the
user account information from the third-party SaaS application. When you enable this
feature, Azure Active Directory collects and securely stores the user account information
and the related password.

A new era in modern authentication has begun; in the past we could only use ADFS to
provide SSO to web-based Office 365 applications such as Outlook Web Access. Now with
modern authentication, Active Directory Authentication Library (ADAL)-based sign-in
comes into play, providing SSO to Office client apps across different platforms. The
following figure shows ADAL in combination with the Office 2013 client:
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The following features will be enabled:

e Multi-Factor Authentication (MFA)
e SAML-based third-party Identity Providers with Office client applications

Smart card and certificate-based authentication

e Removes the need to use the basic authentication protocol

You can find similar design options by visiting the following link:
http://bit.ly/1RPZJINZ.

The Web Application Proxy role was first established in the Remote Access role service in
Windows Server 2012 R2. The Web Application Proxy provides reverse proxy functionality
for web applications inside your corporate network, which allows users on any device to
access apps from outside the corporate network and functions as an AD FS proxy.

The following key functionality will be provided by this role:

Secure access to on-premises line of business applications

Application publishing with the reverse proxy functionality

Clients include a standard browser, an Office client, or a rich client using OAuth
Deployment with ADFS, replacing the typical ADFS proxy role

Supports applications using claims-based authentication and Integrated
Windows authentication using Kerberos Constrained Delegation — the
authentication capabilities will be extended with Windows Server 2016, which we
will discuss in further chapters

Integrated Windows authentication-based applications can be defined as relying
party trusts

External threat protection to protect applications
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Advanced Threat Analytics provides the capabilities for identifying breaches and threats
using behavioral analysis against your directory and authentication services. This
component helps you to protect your identities in a proactive way, because cybersecurity is
also knocking on your data center door. Advanced Threat Analytics (ATA) provides deep
packet inspection technology and integrates in your Security Information and Event
Management (SIEM) and Active Directory. The following attacks and behaviors can be
detected:

o Pass-the-Ticket (PtT), Pass-the-Hash (PtH), and Overpass-the-Hash

e Forged PAC (MS14-068), Golden Ticket, Skeleton key malware, and
Reconnaissance

¢ Brute force, remote execution, anomalous logins, unknown threats, and password
sharing

¢ Lateral movement, broken trust, weak protocols, and known protocol
vulnerabilities

This functionality helps you to secure your hybrid identity and access management
architecture and assists you in protecting against highly personalized phishing emails and
sophisticated social engineering techniques that trick users into providing their sensitive
access information.

Rights Management Connector is the connector to the Azure RMS service that integrates on-
premises file servers, exchange servers, and SharePoint servers. The connector acts as a
relay. With on-premises tenant key management (BYOK), the RMS connector and the on-
premises server do not need access to the Hardware Security Module (HSM). The
connector can also be used in a hybrid scenario, for example with Exchange Online and
Exchange On-Premise. Typically, we will need to install two load-balanced connectors to
provide high availability. We highly recommend an AAD RM Role-Based Administrator
with the role ConnectorAdministrator for the configuration.

The following servers can be connected:

¢ Exchange 2016 and Exchange 2013: Client access servers and mailbox servers

¢ Exchange 2010: Client access servers and hub transport servers

¢ SharePoint: Front-end SharePoint webservers, including those hosting the Central
Administration server

e File Classification Infrastructure: Windows Server computers that have File
Resource Manager installed

[233]



Designing Hybrid Identity Management Architecture

Finally, there are different agents installed to provide the connection to Azure services. We
will discuss these agents in the following section in combination with the services.

Azure services features overview

After discussing the on-premises components, we now need to change focus to Azure
identity and access management services.

The Azure Active Directory core is your tenant directory and the key component of every
Azure subscription and Office 365 plan. However, it's not just an Active Directory in the
cloud, as we already know from chapter 2, Planning and Designing Cloud Identities. It's
much more than that, and includes many identity management options as a service, as well
as many subordinated features. It's able to provide a suitable solution for almost all
environment and organizational needs. The following solutions and services work in direct
ways with Azure Active Directory.

e Privileged Identity Management: the cloud version of the on-premises Privileged
Access Management (PAM) of Windows Server 2016 and MIM 2016.

e Identity Protection: the adoption of ATA for protecting your cloud identities.

e Identity Manager Reporting: a hybrid reporting feature providing relevant
reports from the On-premise MIM 2016 solution in the Azure Active Directory
management portal.

e Application Proxy: the Azure AD Application Proxy is similar to the On-premise
Web Application Proxy role in Windows Server 2012 R2. With this service you
can enable external access for On-premise applications. Azure AD Application
Proxy requires an Azure AD Basic or an Azure AD Premium subscription. The
connection is made directly with Azure and done through proxy into the private
network with an application proxy agent installed on the On-premise Web
Application Server.

e Device Registration: also known as Azure AD Join. With this service you are able
to join Windows 10 and other devices in Azure Active Directory to use device
information for access control or management of the device. Additionally, you
can gain SSO to the SaaS applications used by your company based on device
authentication. The registered device information can also be synchronized back
to the On-premise Active Directory via the AAD Connect tool. In such a use case,
your local ADFS infrastructure can use the device information, for example, for
conditional access.
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¢ Cloud App Discovery: this service helps you to discover cloud applications used
in the On-premise environment. To gain information, the cloud app discovery
agent needs to be installed on local computers. Unauthorized access to corporate
data, possible data leakage, and other security risks can be avoided if you know
which applications are used by your employees.

The Azure Multi-Factor Authentication service adds the capability of a secondary
authentication prompt when a user signs in to an application integrated in Azure AD or
your local infrastructure. For a hybrid use case, a server component needs to be installed in
your environment. There are exactly two deployment models of the service: activated as an
Azure feature or combined with the local instance of the Azure MFA server. We have
already discussed the cloud service functionality in previous chapters, so this chapter
focuses on the local instance.

The following list provides a short overview of the key facts:

e Secure cloud applications use Microsoft Azure Active Directory (AAD).

You can have one MFA provider per tenant

e Secure on-premises resources and Active Directory Domain Services (AD DS) use
the Azure MFA Server.

e Secure custom applications are used with the MFA Software Development Kit
(SDK).

e Secure Microsoft Office 365 Applications: actually, there is no way of separating
the different Office 365 applications; this means all or nothing. Microsoft plans to
change this behavior in the near future.

e MFA used for Microsoft Azure Administrators and access to the Azure
Management Portal
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We recommend using the On-premise Azure MFA server if you need:

e MFA to On-Premises devices, such as VPN devices or for
securing your Remote Desktop connections like RDS and Citrix
with the usage of RADIUS

e MFA to applications that don't support identity federation
protocols or are not integrated with Azure AD

e To integrate MFA with AD FS directly

If you want to use one of the following MFA methodologies: OAuth
tokens or Two-Way SMS.

o Azure Rights Management helps you to protect data at rest or in transit. There are
three available deployment models of the Rights Management services, as shown

in the following table:
Cloud Only with Azure AD Azure RMS
Azure RMS
Hybrid Identity with Azure Azure AD, On-Premises AD, Azure | Azure RMS
RMS AD Syngc, and (optional) AD FS
On-Premises only with AD On-Premises AD On-Premises AD RMS
RMS
Cross-Premises with Azure Azure AD, On-Premises AD, Azure | Azure RMS, RMS
RMS AD Syngc, and (optional) AD FS Connector

Microsoft is planning to ship a special complex deployment model that
should allow a parallel service installation On-premises and in the cloud.
It's called Dual Server.

You will find a public beta with Azure Information Protection at http://b
it.ly/2aN41pWw.

This will help organizations with high security requirements to use the full feature set for
every use case and need.
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From a design perspective, it's important to know that you can limit the synchronized
attributes to a small subset that is needed to use Azure RMS. The following table shows that
the only PII data included is the first name, last name, and the email address of the user:

CN (common name) tsmith

displayName Tony Smith

Mail tony.smith@idam.ch

proxyAddresses SMTP: tony.smith@idam.ch

userPrincipalName tony.smith@idam.ch

accountEnabled True

objectSID (sync ID) 0105...0005150000E2DB ... AD A129710409 ..
pwdLastSet 20151013171110.0Z

sourceAnchor (for Licensing) | MySourceAnchor.....==

usageLocation (for Licensing) | CH

The implementation of the cross-premises deployment scenario provides a flexible and
highly functional solution that can fulfill most requirements in a typical organization. To
integrate On-premise files or exchange servers, the Azure RMS connector needs to be
installed on a local server. Furthermore, there is the capability of using different scenarios
for key management, which we will discuss in the following section on Azure Key
Management and the Bring your Own Key (BYOK) scenario.

Azure Key Management is an Azure Key Vault that helps your organization to save
cryptographic keys and secrets used by cloud applications and services on a Hardware
Security Module (HSM). Azure Key Vault offers you different levels of control. The Key
Vault server key becomes your key in Azure, and you can trade off the level of control you
desire. By default, Azure generates and manages the lifecycle of your key. As an option, a
unique BYOK capability lets you generate your key On-premises and gives you additional
levels of security, such as near-real time usage logs that allow you to see exactly how and
when your key is being used.

The BYOK scenario is not actually supported for Exchange Online will be
supported at the end of 2016.
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HSMs provide organizations with the ability to securely manage their private keys On-
Premises. The following table provides a summary of the benefits of implementing a Thales
HSM in the Azure RMS deployment:

Secure Key HSMs provide a tamper-resistant environment for the storage of private
Storage keys. All Thales HSMs are certified to meet the highest security
standards.

Compliance HSMs are FIPS 140-2 Level 3 Standard: the most widely accepted
benchmark for hardware security in both enterprise and government
environments.

Extensibility Using a Thales HSM for key storage allows the Azure RMS environment to
be extensible to on-premises per a future migration. Microsoft solely uses
Thales HSMs for key storage in Azure RMS; therefore, a Thales HSM is
required for Azure RMS.

Azure Active Directory design decisions

The most common starting point in any customer conversation is a question on how many
Azure Active Directories an organization needs, or rather how many should they already
own. A typical problem we always see is that, for example, productive environments are
created and operated on MSDN subscriptions, and with the ease of creating a new
subscription, they build more than one fully independent Azure Active Directory tenant.
Usually, this situation arises when a company already uses Office 365 and an administrator,
let's call him John, decides to sign up for Microsoft Intune or an Azure subscription. In this
moment, he created a second Azure Active Directory which cannot be used for supporting
the actual Office 365 environment. John could avoid this scenario if he signs up to Microsoft
Intune or the Azure subscription with the global administrator account in Office 365.

As a general rule, we can say that an Azure subscription always includes Azure Active
Directory. So, if an organization wants to completely separate the administration and usage
scenario between two Azure Active Directories, for example if you need a development
environment for your developers separate from Azure Active Directory, then they need to
create a second directory.

We highly recommend that you design and create at least two isolated
Azure Active Directories for development and productive usage. In the
field of IAM, you always need the capability to test new processes.
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The following figure presents the idea of having two Azure Active Directories for this case.
Keep in mind that a public domain name and the UPN need to be unique over all Azure
Active Directories, for example, you cannot use the same public domain name for two
Azure Active Directories.

Custom domain
inovitdev.ch

Custom domain
inovit.ch

inovitdev.onmicrosoft.com

inovit.onmicrosoft.com

inovit.ch inovit dev.ch
A (& A (&
Active Active
! AAD Connect i AAD Connect
Directory Directory

If you design this scenario, be aware of the following conditions:

e Is there a need for Azure AD premium features such as password reset or MFA?
If so, you need to have an additional Azure AD premium subscription; Azure AD
Premium is licensed per-directory. This is the same with Office 365 and other
services.

e If you need to maintain twice: for example, both ADFS and Azure AD Connect.
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The following figure illustrates this scenario in the Azure management portal. For this use
case, we created an additional directory in the same Azure subscription. You can also work
with two Azure subscriptions to completely isolate the administration without the usage
roles and permissions.

active directory

DIRECTORY ACCESS CONTROL NAMESPACES MULTI-FACTOR AUTH PROVIDERS RIGHTS MANAGEMENT
NAME STATUS ROLE SUBSCRIPTION DATACENTER REGION COUNT... O
inovit GmbH Production Active Global Administrator Shared by all inovit GmbH... Europe, United States Switzerland

Azure subscription management

The next point of discussion comes from the previous section — subscription management.
In the past, a subscription was the administrative security boundary inside of the Microsoft
Azure ecosystem. Since Microsoft introduced the Azure Resource Management (ARM)
capabilities, we now have two administrative models:

¢ Azure Service Management (classic)
¢ Azure Resource Management

With the usage of Azure Resource Management and the granular RBAC
model, a subscription is no longer required as an administrative
boundary. You can find more details on this by visiting the following link:
http://bit.ly/1XJIMpJ6.

The usage of multiple Azure subscriptions as a security boundary is required if you want to
design an Azure subscription-based model for separating the administration and Azure
Active Directories, as discussed above. If you use such a model, clearly define naming
conventions to prevent any misunderstanding.

The naming convention can be designed in the following format:

<Company><Department (optional)><Product or Project (optional)>
<Environment>
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The following are some examples:

inovit GmbH - Engineering - BusinessApplication 1 - Development
inovit GmbH - Core Services - Business - Production

e Company — most of the time, this is the same for all subscriptions. However, if you
have more companies in your organizational structure, or you need to be open
for acquisitions, it's a good idea to use the company value.

e Department — this represents the department or team. This value is often used in
bigger companies, not in small or medium ones.

e Product or Project — this represents, for example, a development of a new

product or the project for a new app. This is commonly used to organize
resources that are used. Also rarely used in small or medium organizations.

e Environment — this is the description of the environment used to adopt the
management strategy representing the lifecycle.

To recap, we use the following subscription principles:

e The first container created
e Represents a billing unit

Defines a logical limit of scale

Is used as an administrative security boundary
Supports Role Based Access Control (RBAC)

The limits of the Azure subscription and its services can be found at the
following link: bit.1ly/1LjBORA.

Another important topic to cover is how to build the toolset and associated accounts. The
management of your subscription can be done in several ways. The easiest way to view and
manage your subscriptions will be through the Azure management portal, as shown in the
following figure:

settings
-
SUBSCRIPTICMNE MAMNAGEMENT CERTIFICATES ADMIMISTRATORS AFFINITY GROUPS USAGE REMOTEAPP
SUBSCRIPTION SUBSCRIPTION ID ACCOUNT ADMINISTRATOR DIRECTORY sl
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If you prefer to access your subscriptions with PowerShell, we recommend using the Azure
AD authentication with the Add-AzureAccount and Login-AzureRmAccount (in ARM)
cmdlet to enter your credentials in the provided window. If you want to go back to the
management certificate method, you just need to use the cmdlets Remove-AzureAccount
or Remove-AzureRmEnvironment (in ARM).

Azure AD authentication is the preferred mode if you work interactively.
This method is also the primary authentication method for the new ARM
deployment model.

Additionally, you will have the following options for managing your subscriptions:

e Azure Service Management Certificate Authentication
e The Publish Settings File (Azure Service Management)

With the following toolsets:

o Azure PowerShell (Microsoft devices)
¢ Software Development Kits (SDKs)
¢ XPlat-CLi (Cross-Platform)

You will find the necessary tools at the following link:
http://bit.ly/238wmbj

Now that we have discussed the different authentication mechanisms and toolsets, we can
dive a bit deeper into associated accounts, in particular the three most important accounts
related to subscriptions:

e Service Administrator
e Co-Administrator
e Account Administrator
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Let's use a brief example to explain the different accounts and their permissions. First of all,
if you create a new subscription, by design, a service administrator will be assigned to the
subscription and the default service administrator will also be the account administrator for
the subscription. The account administrator can assign a different service administrator by
editing the subscription:

Make it yours

Personalize your subscriptions to keep them organized. Privacy & Cookies

SUBSCRIFTION MAME

Wisual Studic Enterprise with MSDN

SERVICE ADMINISTRATOR

Service Administrator@outlook.com

®

Next, we add Co-Administrators that assist with the management of Azure Services. The
Co-Administrators have the following characteristics:

e Requirement of a valid Microsoft Account or Organizational Account

The first Co-Administrator must be added by the Service Administrator
Additional Co-Administrators can be added by other Co-Administrators
Co-Administrators can log in to the Azure Management Portal (view all services)
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¢ Co-Administrators share the same rights as the server administrator, except the
right to remove the service administrator

Using the ARM Portal, subscription owners share the same rights and permissions that the
service administrator owns, except the right to remove the service administrator from the
subscription

Dashboard Now dashboard ¢ Edit dashboard (3

All resources
Resource groups ALL SUBSCRIPTIONS

All resources @ nickel-berady.ch

T jochennickel.ch
Recent B Azure AD Privileged
@ idamdemo Identity Management

App Services

Virtual machines (dassic) -

Azure classic
B virtual machines ﬂ‘ j portal Q

® 50l databases

Marketplace Azure AD Connect Health

Clo fces (dlassic) Q Portzl semings

Subscriptions

TR T e jochennickel.ch nickel-berady.ch

Multi-factor authentica... p)

») RemoteApp collections Azure AD Cloud App
Discovery

& Active Directory

Browse >
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The following diagrams explain the different roles: the account administrator, the service
administrator, and the co-administrators. These roles can be assigned to one or multiple

identities.
. Account Administrator AC.C?UM Co-Administrator
Administrator
Create or manage account q w -
Sign in
. XP- Azure Account
Center
Create or Sign in
manage Azure
'/‘ Management
& Can access Portal
only assigned
Azure subsaiption(s) /‘ "/‘
each assigned each gets @ &
. : Account Administrator Azure subscription  Azure subsaiption
- Dedicated Global Administrator
Service Administrator (only 1) sdicate Azure
/accounting Active
Directory manage  access manage or add
e @
@ @ - s
Azure
Active
Directory

Now that we know you can use two administrative models to manage your subscriptions,
keep in mind that if you choose the ASM classic option you will have multiple objects
combined into a single manageable instance. Therefore, if you use the ARM resource
manager you will receive the capability to manage each object separately.

The resource manager model is where the development of Microsoft

happens.
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Obviously there are many other topics related to the key design concepts, but we have only
described the most important ones. If you need further information, visit the following link
to gather more information: http://bit.1ly/10n2Iq4.

Management of common identities with
Microsoft Identity Manager and Active
Directory

The classic Identity Management service deals with the life cycle of an identity within, or in
conjunction with, an organization. Furthermore, it manages identities across different
directories, databases, and applications in On-premise environments based on business
processes and the employee lifecycle. Microsoft Identity Manager (MIM) 2016 is the latest
Identity Management product from Microsoft that focuses on this field of technology. For
hybrid identity and access management strategies, the management of On-premise
identities becomes more and more relevant.

General capabilities of MIM 2016 in a hybrid world

In particular, the usage of MIM 2016, or other Identity Management services, provides the
capability to prepare identities stored in the local Active Directory for the cloud
synchronization tool AAD Connect so it can be used in Azure Active Directory for SaaS
application access. The main advantage MIM provides to this solution is help with
domain/forest consolidations, attribute normalization, and obviously, complete On-premise
identity management. Another important point to note is that you can prepare complex
group management based on policies and workflows to control access to SaaS applications.

Other typical use cases are:

Office 365 licensing

Identity provisioning/de-provisioning to SaaS applications

Azure Active Directory application role management

Providing a rich policy framework for enforcing corporate security policies
regarding identity and access
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The following figure provides you with an in-depth look at the hybrid synchronization
environment.

Be aware that we have not discussed the On-premise identity
management tasks in depth. We have just given you the first steps of
making decisions so you can have a good basic understanding of MIM.

Identity Manager 2010 R2 Handbook and Enterprise Identity Management with
Microsoft Forefront Identity Management. There is also an upcoming
handbook about MIM 2016 where we actually review the writing process
of this book.

Packt Publishing provides complete guidance books for this topic, such as
the book and video series from Kent NordstrA{m, Microsoft Forefront

Other LDAP

directories E

Exchange Online
—— Azure intemal
Other Apps - AAD MA L—__,___ synchronlzatlon
- mfrastructure
E Identity A AAD Connect E @ I

HR. System Manager Active Directory SharePoint Online
. Azure AD
- Default Directory

<tenantname >.onmicrosoft.com

Other Saas Apps

i

LOB Apps

Other -
Repositories Employee
- -
Connected Connected

Data Source Data Source

&

MIM Service

Staging Synchronization Export
CD cs MV cs @]
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As you can see in the previous figure, MIM 2016 is also capable of synchronizing identities
with the Azure Active Directory. So, the first question we always get is: Which tool do we use
for synchronizing identities with Azure Active Directory? The short practical answer for a
common scenario is the Azure AD Connect tool. The following figure shows you a small
decision helper:

_ SIMPLE COMPLEX
AAD Connect Identity Manager
* Single-forest environments e Advanced environments

e Common multi-forest environments

® Password hash synchronization for single
and multi-forest environments

e Other repositories through ECMAw2

Multiple repositories
Custom solutions
Workflow-based solutions

To give you an idea of when it makes sense to use MIM 2016 for synchronizing identities or
identity information directly, we use the following two examples. There are many other
scenarios available — we have just used the two most common ones.

Use case — Office 365 license management

There is no functionality in the AAD Connect tool for assigning different Office 365 plans to
a user or, like with Azure AD Premium licenses, over a group membership.

So, you have different options for solving this requirement:

e Licensing users after synchronization with a PowerShell script

¢ Adding a PowerShell Connector based on ECMAV2 in combination with AD
extension attributes to the AAD Connect Tool - for example, FIM/MIM Granfeldt
PowerShell Management Agent (http://bit.ly/1N4bgla), which is based on

ECMAv2
og! Create Connector -
Connector Designer Create Connector
= Create Connector Connector for:
Active Directory Domain Services j

Active Directory Domain Services
BExtensible Connectivity 2.0

Windows Azure Active Directory (Microsoft)
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¢ Implementing a solution in MIM also based on a PowerShell connection, but with
a clear integration in the identity management process without using Active
Directory extension attributes

"
i

ol BT s
O 385 Licending Optont —_—

L) Deplay Name Dot riptcn

- e

[ Eschange Onling (Plan 2 for Faculty

] Exhange Onfine Archiving {Exchange Online] for Faculty

L] Offepe 365 Educatson EL for Fatulty - Eathange Ondine {Plan |

| Office 365 Educatson E1 for Facuity - Office Onlne For Edecation

L] Offsce 385 Educatan EL for Facuily - Sharefosnt Plan 1 for EDU gt

M - e a - " # - - -

e Bk Fage | ofl 4 4 & Bl

Language

|;_..; th-UnitedStates :.':]

Time Jone |I T

_‘I;.
<]

Date Format

Twme Format j' o N

e This solution can be prepared with the MIM PowerShell MA or the Workflow
Activity Library (WAL), as you can see in the following figure:

Run Powershell Script Log on type
Log on type to use when impersonating the PowerShell [tog on = a batch job I~

Activity Display Name [

ced Features

" & activity will locate the script for [include in Workflow Definition V]
option to configure advanced behavior for the ]

Activity Execul
Optionally
for executi

ion
ftion which must be satisfied

PowerShell Script User
Specify the uses in the format domain\userName to be [
used to construct PowerShell Credential object

PowerShell Script Uses Password

v
[ < >
Input Type
I input is required, specify how it should [More Iv|
the 2
2 Sc
I
5] Th
o L
Nor v
Load user profile Al s Mone
Load user prafile when impersonating the PawerShell ] na an be published to
user dictionary using corresponding key names.

With these options, you should be able to design a suitable solution for different customer
sizes and needs.
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future. But there will still be a need to integrate this in the employee

Microsoft plans to provide Office 365 based on group memberships in the
0 lifecycle based on Azure AD Premium features or MIM 2016.

Use case — provisioning in an SaaS application

In this use case, we will discuss the capability to provision SaaS applications.

0 This use case is not shown in the general capabilities architecture.

Azure Active Directory already provides automated provisioning for the following
applications:

¢ Box

e Citrix GoToMeeting
e Concur

e DocuSign

e Dropbox for business
e Google apps

e Jive

e Salesforce

e Salesforce sandbox

e ServiceNow

e Workday (inbound provisioning)

This automated provisioning functionality is a nice starting point for providing users in
your Saa$ applications, but it's missing some very important functionality, such as inbound
and outbound synchronization or other identity types such as groups or roles with complex
advanced rule sets.
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The actual functionality of Azure Active Directory can be seen in the following example of

the Salesforce sandbox:

user (azure ad)

SCOPING FILTERS

MATCHING RULES

- user (salesforce sandbox)

SCOPE NAME

EXAMPLE: IV

OIVE FROM SALES DEPARTMENT

FRORITY oo

TARGET ATTRIBUTE [SALESFORCE

MATCHES WITH AZURE AD

ATTRIBUTE MAPPINGS ;i:‘i:c‘;—rm”“ (SALESFORCE SOURCE ATTRIBUTE [AZURE AD) REGUIRED
IsActive Mot{[lsSoftDeleted]) Yes
Alias Mid(JuserPrincipalName], 1, 8) Yes
Email mail Yes
EmailEncodingKey "IS0-8859-1" (default) Yes
Languagelocalekey “en_US” (default) Yes
Firstame givenName Yes
LastName surname Yes
LocaleSidiey Replace([preferredlanguage], ™", Yes
ProfileName gleApp [ap ts]) Yes
TimeZoneSidKey “America/Los_Angeles” [default) Yes
Username userPrincipalName Yes
UserPermissionsCaliCenterAutologin  “False” (default) Yes
UserPermissionsharketingUser “False” (default) Yes
UserPermissionsOffiineUser False” (default) Yes

L Usemname

userPrincipalName

Obviously, we know that there is a SCIM model for enabling the automatic
provisioning of users and groups from Azure AD to applications. If you need
more information about this topic, you can visit:

http://bit.ly/1VmMkMx.

[251]



http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx
http://bit.ly/1VmMkMx

Designing Hybrid Identity Management Architecture

From our experience, we often need to integrate MIM 2016 with SaaS applications for the
relevant identity and management tasks, and then integrate them in the policy and
workflow based on the on-premises environment.

Small technical footnote about MIM 2016

The following section gives you a short overview of the key components and possible
interactions that need to be included in the blueprint for a suitable architecture solution. We
have also included some of these components in the provided implementation guides in
this book.

MIM 2016 components overview
MIM 2016 contains the following components:

e Synchronization Service: the core engine of MIM that connects different

repositories
=l Synchronization Service Manager on AZIDIDMO1 == -
File Tools Actions Help
ﬁ Operations Q:‘Q Management Agents %ﬂ Metaverse Designer _{‘_d. Metaverse Search | i Joiner
Management Agents
Name | Type | Description | State
DM FIM Service Management Agent Idle ] Create
ADS Active Directory Domain Services Idle z Properties
MRS JSQlSener | i Ji»
] Delete
] Configure Run Profiles
¥ Run
] Stop
] Export Managernent Agent
& Import Managernent Agent
&) Update Managerment Agent
) Refresh Schemna
< m 5 || &) Search Connectar Space
[Total number of management agents: 3

[252]



Designing Hybrid Identity Management Architecture

e Service and Portal: this provides management policies and workflows, including
several activities

T=Te ]|

@@@ https://eim.azureid.ch/IdentityManagement/d O ~ @ & H [ Forefrant Identity Manager ‘ ‘ Xt
AZUREID\idmadm | Site Actions g A
Microsoft Identity Manager
Home . Search for: Search within:
Welcome, idmadm £ [anvsers
Distribution Groups (DGs)
Wy DGs Distribution Groups (DGs) &2 administration
My DG Memberships % = Unlock Users.
. Create a new DG See my DG memberships * Schema Management
Security Groups (SGs) 5 Manage my DGs Join a DG = Search Scopes
L/
My 5Gs Distribution Groups (DGs) provide an easy way to send email to a group of users. When you * Workflows
My SG Memberships send email to a DG, the email will be delivered to all its members, * Management Palicy Rules
« Sets
Users Security Groups (5Gs) « Synchronization Rules
My Prafile « All Resources
Authentication Warkflow e Create a new 5G See my 5G memberships * Resource Control Display Configurations
Registration Manage my SGs Join a 5G * Home Page Resources
* Navigation Bar Resources
_ Security groups (SGs) are used to secure network resources. When permissions to a
Management Policy Rules
resource are assigned to a SG, all members of the group can access that resource, @ Hel
Workilows L)
Sets Users, Profiles, and Passwords [@ nbout Forefront Identity Manager
Requests & Approvals
Edit my profile Register for password reset
Manage My Requests
Profiles allow you to see information about users in your organization. You can also update
Approve Requests certain information in your profile, such as your phone number, or register to reset your
Search Requests password.
Privileged Access quugsts
Management N
PAM Roles
%. Apprave requests See requests I've made
PAM Requests by i,
See requests you've made, or approve requests that others have made ta you.
Administration
Service Requests
Business Objects
Qrganizational Units Create request
Manage requests
|dentities View requests
Contracts v

e Password Synchronization: this provides password synchronization to other
repositories based on the Active Directory password change or reset
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e Password and Account Self-Service: these are separate portals that provide self-

service password reset and account unlock capabilities

Login Assistant
Account Unlock: Keep Your Current Password
(Resetting password for JohnSmith)
Enter a new password:

Re-enter the password:

® Password Reset: Choose Your New Password and Unlock Your Account

e Privileged Account Management: the management of administrative user

accounts: JIT and workflow-based

contescocom O = & | 85 pAM Portal - Elevate

Roles for Elevation

Show 10  entries

Role Mame Description Actions *  Expiration Time
AD Adrninisirators ]

CompAdmins

TestAdmins Test

&

Search:
MFA Enabled
talse
alse
talse

- cIEM |

PRIWVIPRIV Jen

Approval Enabled

rue

Showing 11 3 of 3
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e Reporting: this provides central reporting in the System Center Service Manager
data warehouse and others

¢ Role Management: this is a special BHOLD module that provides role mining,
management, and different attestation campaigns

Home / Role / Accounts Payable Clerk

Madify Remove Change log Help
" Role attributes

I Extra Role Attributes

" Role Attributes

" Sub-roles (0)

I Parent roles (0]

I Inherited permissions (0
I Permissions (6)

" Users (11)

" Policies (1)

I Organizational units (1)

" Proposed linked organizational units (0)

I Supervision

e Certificate Lifecycle Management: this is a workflow-based certificate
management system for soft certificates and smart cards

Microsoft Identity Manager [
— 'S
l Profile Template Management Help
Views You can hist profile templates, and then select one to change or copy.
All profile templates
aanit e profile Profile Template List )
templates To change a profile template, click the template name.
Software profile templates
To copy & template, select the check box, and then dick Copy a selected profile template.
Quick Links
Main Menu Selected Name (click to edit) Read only  Supports smart c... Version Description
0O FIM CM Sample Profile Template x x 1 Description of the template goe...
O FIM CM Sample Smart Card Logon ... X s 1 Description of the template goe...
0 Virtual Smart Card Logon Profile T... X s 28 Description of the template goe...

*  Copy a selected profile template
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As you can see from previous figures, MIM 2016 uses technical terms inside the
synchronization service, which we need to discuss. AAD Connect works in an almost
identical way, with only a few differences.

MIM Synchronization Service

A Metadirectory (Metaverse MV) is at the core of all identity management solutions. The
Synchronization Service component of the MIM is a metadirectory. The purpose of a
metadirectory is to collect information from different data sources throughout an
organization and then combine all or part of that information into an integrated, unified
view called the metaverse. This unified view presents all the information about an object,
such as a person or network resource, that is contained throughout the organization. It
provides an organization with a unified view of their identity information regarding users,
groups, resources, applications, etc., but it also provides the basis for pumping identity
information between data sources according to technical and business rules. The Metaverse
(MV) is a set of tables within MIM 2016 that contains the integrated identity information
from multiple connected sources. All identity information about a specific person or object,
which is stored in multiple connected sources, is synthesized into a single entry in the MV.

Do consider the following design notes:

1. MIM Synchronization Service is a state-based system:

e Imported data will be compared with previously imported data — a
difference indicates modifications in source

e Imported data will be compared with previously exported data — no
difference indicates a successful export

2. MIM is not real time, it uses run cycles that can be configured.

Connected Data Source

The Connected Data Source (CD) is a data source that can be represented by a repository,
directory, database, or data included in flat files.

Management Agent

The Management Agent (MA) is the connector to a CD and manages the data specific to the
CD.
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Connector Space (CS)

The Connector Space (CS) represents a storage and staging area. It stores the states that
indicate whether information has changed in the CD. Each CD has its own logical area in
the connector space.

Staging

If you run a Staged Import operation on a Management Agent, such as Full/Delta Import
(Stage Only), the data is imported from the CD into the CS but with no synchronization rule
applied to it. Therefore, a staged Import does not affect the MV.

Synchronization

This is the process of applying all the configured rules to the staged objects in the connector
space. Synchronization can be divided into inbound and outbound.

Export

This is the process of writing changes that occurred during synchronization from the CS
back to the CD.

MIM Service

The MIM Service provides all the necessary capabilities for policies and workflows. All
users, groups, requests, workflows, and other resources used in MIM are stored as objects
in the FIM Service database. These objects can be modified through Create, Read, Update,
and Delete (CRUD) requests made to the FIM Service IDM Platform.

After working through this small introduction section for MIM 2016, you should now be
able to interpret the basic functionality of MIM and to understand the overview figure. In
the next section, we will walk through the different options for directory synchronization.
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Choosing the best directory synchronization
scenario for cloud identities

To integrate or extend the local Active Directory to the cloud, we need a rich set of
capabilities to address all the different requirements of our customers. In the following
figure, we see the three most common synchronization and two extension scenarios we can
use.

¢ Synchronization scenarios:
e Directory and password synchronization

¢ Federation and directory synchronization

e Federation, directory, and password synchronization
¢ Extension scenarios:

e Stretching your local Active Directory to Azure IaaS

¢ Using Azure Active Directory Domain Services to bring legacy
authentication LOBs to the cloud
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Synchronization scenarios

With the creation of a new Azure Active Directory tenant, directory information is managed
independently from the On-Premises Active Directory forest by default. A new on-board
user must be created in both the Azure Active Directory and the local Active Directory.
Unless you drive a cloud-only company, you always need to synchronize identities from
the On-premise AD to the AAD tenant you own to provide a single identity. After the
synchronization process is in place, AAD and AD can be viewed as one single identity
service.

In this chapter, we have discussed the usage of a single forest with a single
Azure AD tenant. In complex hybrid scenario chapters, we will discuss the
following scenarios: single forest with multiple domains, account/resource
forest models, and multiple forests with unique and duplicate users. You
can also synchronize your domain-joined Windows 10 devices; for more
information, visit:

http://bit.ly/2blVuMv.

Directory and password synchronization

By synchronizing identities and the associated passwords from the On-Premise Active
Directory to the Azure Active Directory, we build a basic scenario for smaller companies if
they don't want to invest in an Active Directory Federation Services (ADFS) infrastructure.
In addition, there is no SSO required. With this scenario, the same password can be used to
authenticate the user either in the cloud or On-premise, depending on what resource is
being accessed. Furthermore, the password reset and account unlock features are available
with an Azure AD Premium license.

The requirements for this process are an AAD Connect with password hash
synchronization enabled. Optional password write-back is enabled.

For this process a re-hashing functionality is in place, which allows users
to have two different hash values in the local AD and the Azure Active
Directory. Additionally, multi-forest synchronization is supported.
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Federation and directory synchronization

With the implementation of federation, all authentication is retained On-Premises and all
passwords are stored on-premises only. All authentication traffic is redirected from Azure
Active Directory to the On-Premises ADFS, which authenticates the user against a trusted
Active Directory domain. This scenario is commonly used in various company sizes if SSO
is required and password hash synchronization is prohibited because of security reasons.

The requirements for this process are the usage of a federation service provider, such as the
ADFS, in addition to AAD Connect.

Federation, directory, and password synchronization

This combination relates to the usage of federation for SSO, the synchronization of
identities, which is always required, and the usage of the self-service password reset and
account unlock capabilities from the Azure Active Directory Premium feature set. This
scenario is commonly used in all company sizes without any special security requirements
for the password synchronization process.

The requirements for this process are the usage of a federation service provider, such as the
ADFS, in addition to AAD Connect with password synchronization and write back enabled.

Extension scenarios

Extending Active Directory Domain Services (AD DS) supports different use cases
compared to the synchronization of identities using the AAD connect tool to Azure Active
Directory. The following reasons are the key indicators for using an extension scenario:

¢ Required legacy authentication mechanisms, such as NTLM or Kerberos
¢ Domain joined virtual servers for management reasons
¢ Cross-platform support is needed
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Stretching your local Active Directory to Azure laaS

Extending your local AD DS to Azure laaS provides you with a very flexible scenario for
using your line-of-business applications in the cloud. To realize this integration, you will
need to build a VPN or express route connection to Azure.

Domain controllers are highly sensitive roles and will focus mainly on trusting the service.
Many alternative solutions do not support seamless lift and shift migration to Azure like
this one.

Domain Controllers (RW)

Will be the best choice for IaaS workloads; be aware of your replication
considerations

Domain Controller (RO)

Normally used for scenarios with poor security; not a good choice for laaS
workloads

Resource Forest scenarios

Also not recommended in laaS

Using Azure Active Directory Domain Services

This service provides the capability to use AD DS as a service in Azure. It provides two
domain controllers with a small footprint of management options. It integrates directly with
your Azure Active Directory. It's a very good option for moving everything used on-
premises to the cloud, providing smaller companies a way of functioning without a local
infrastructure. In this case, a legacy main LOB can now be used in an Azure Active
Directory integration scenario, with everything managed under service conditions. We have
already discussed this new service in previous chapters.

Source Anchor decisions

It's important to understand source anchor because it builds the basis for the relationship
between AD DS users and Azure AD users. If a user account is to be migrated to another
forest, you need to use a different source anchor; this is because objectGUID can't be
migrated with the user. After migration, there will be multiple accounts in Azure AD for
migrated users: one for the old forest and another for the new forest.
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AD GUID Object
Y
.
SourceAnchor
(AAD Connect Metaverse)
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Other valid source anchors are the user's email address or UPN.

If you plan to migrate in the near future, plan to use another Source
Anchor in your environment and be sure that it's unique in the other
forests.

We will provide some synchronization examples in the complex hybrid
chapters to provide you with a better understanding of this topic.

IdFix error remediation tool

To prepare your Active Directory environment, you can also use the IdFix tool. This
performs the discovery and remediation of identity objects and their attributes in an on-
premises Active Directory environment in preparation for migration to Office 365. IdFix is
intended for the Active Directory administrators responsible for AAD Connect with the
Office 365 service. You can also use the tool for every synchronization scenario.

You can download the tool at: http://bit.ly/1VnsvVn.
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AAD Connect tool

After discussing Microsoft Identity Manager 2016 in the previous sections, we now want to
start diving into the AAD Connect tool.

General overview

The tool uses the following terms:

e Like in MIM, we have the CS. The CS can contain three kinds of objects:
connector objects, disconnector objects, and placeholder objects.

¢ Connector objects — there are two types of connector objects: connectors and
explicit connectors.

The connector is an object in the CS that represents an object in a connected data source that
is currently linked to an object in the MV. All management agent rules will still be applied
to this type of connector.

An explicit connector is an object in the CS that is linked to an object in the MV and cannot
be disconnected by a connector filter. An explicit connector can only be created manually
with Joiner, and it can only be disconnected by provisioning or by using Joiner.

Disconnector objects means:
There are three types of disconnector objects:

¢ Disconnectors: An object in the connector space that represents an object in a
connected data source and is not currently linked to an object in the MV

¢ Explicit disconnectors: An object in the connector space that is not linked to an
object in the MV and can only be joined by using Joiner

e Filtered disconnectors: An object in the connector space that is prevented from
being joined or projected to an object in the MV based on connector filter rules in
the associated management agent

The placeholder objects are objects in the CS that represent a single level of the hierarchy of
the CD. For example, if you want to synchronize objects with an AD DS forest, you need to
import the containers that make up the path for the Active Directory objects. A placeholder
object can also represent an object in the connected data source to which an imported
reference attribute value refers, for example, the object to which the manager attribute refers
in a User object. Placeholder objects do not contain attribute values and cannot be linked to
the MV.
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Run profiles: One per forest, one step per domain:

e We import (stage) all objects into the CS (filtered by the connector filter)
e Full import: all objects
e Delta: only changed objects

The MYV is the same as in MIM 2016.

When you create a management agent, you configure how the MV object types map to the
object types in the data source. For example, a User object type in a data source might map
to the Person object type in the metaverse, or a Distribution list object type in a data source
might map to the Group object type in the metaverse.

¢ During sync, we handle either all objects (full) or only changed (delta)
* We search for a matching object in the MV (based on a join criteria) and join

e If there is no join, we first project one object in the MV, join the connector space to
the MV object, and then run attribute the flow with join rules

The Anchor attribute works as a unique identifier for an object in the management agent's
connector space. It can consist of a single attribute or a combination of multiple attributes
from the connected data source. All attributes used for an anchor must be single-value
attributes or multi-value attributes with only one value. Typical candidates for an anchor
attribute are unique attributes, such as the employee ID or possibly a distinguished name
(also known as DN) for directories where the distinguished name is not subject to change.
The anchor attribute is configured in Management Agent Designer.

Join rules determine the linking of a connector space object with an existing MV object. Join
rules can have two parts: search criteria and resolution. You use the search criteria to
compare connector space object attribute values and MV object attribute values. The search
criteria are listed in the join rules in order of precedence. When you run a management
agent, a join search is applied to each object in the connector space, which attempts to find a
corresponding object in the MV based on the search criteria:

¢ Not one MV object is acceptable — The next search criteria in the precedence list
are evaluated. If there are no more criteria in the precedence list, processing
proceeds to the projection rules, if they exist.

¢ Exactly one MV obiject is acceptable — If there is no rules extension for join
resolution, the connector space object is joined, or linked, with the MV object. If
you have configured a rules extension for join resolution, the rules extension will
determine if the object can be joined.
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e More than one MV object is acceptable — The connector space object is not
joined with the MV object. If you have configured a rules extension for join
resolution, the rules extension will attempt to determine which object to select.
Alternately, you can use Preview to diagnose the reason for the multiple search
results and then use Joiner to manually join the connector space object to the MV.

Best practices for join rules

Join rules are evaluated in order from top to bottom until a single match is
found. When you configure the order of join rules, start with the most
significant first and work down to the least significant.

Now, we run:

e Import Attribute Flow (IAF)
¢ Export Attribute Flow (EAF) and their join rules

An attribute flow is the process of pushing changes to an object's attributes into and out of a
connector space. Attribute flow rules are defined by the attribute mappings in the
management agent.

e IAF rules from the connector space to the MV are applied when the connector
space flows a change to the MV

e EAF rules from the MV to the connector space are applied when the MV flows a
change to the connector space

We have joined and run the attribute flow. If an MV entry is modified, we call provisioning.
Now, we provision a new object.

Provisioning

When an authoritative source projects a new object into the MV, a new connector space
object can be created in another connector representing a downstream connected data
source. This inherently establishes a link, and the attribute flow can proceed bi-
directionally. Whenever a rule determines that a new connector space object needs to be
created, it is called provisioning. However, because this operation only takes place within
the connector space, it does not carry over into the connected data source until an export is
performed.
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AAD Connect Sync Flow

ISR is the abbreviation for Inbound Synchronization Rule; the following are the

characteristics of an ISR:

¢ Connector — The code modules that are used to communicate with a connected
data source are called connectors (formerly Management Agents (MAs)). These
are installed on the computer running Azure AD Sync.

e Attribute flow — The MV is the consolidated view of all joined identities from
neighboring connector spaces. Attribute flow occurs between the connector space
and the MV bi-directionally when synchronization (full or delta) operations are
scheduled to run. Attribute flow occurs only when these synchronizations are
run. Attribute flows are defined in the synchronization rules. These can be
inbound (ISR) or outbound (OSR).

AAD Connect Synchronization Service DB
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Active Directory
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AAD Connect high availability

For high availability, a new Azure AD Connect server can be re-built and re-synchronized
in a couple of hours for a medium sized business. However, this is not an option for bigger
organizations. Larger organizations with more than 100,000 users will take more time to
synchronize. If there needs to be a faster recovery time, AAD Connect can be configured to
use a dedicated SQL server deployment with SQL high availability. When the number of
users is over 100,000, a SQL server is required because a large organization needs to have a
low recovery time for the synchronization service.

Another method is to use another server with AAD Connect installed and configured in
staging mode. This functionality reduces the recovery time. The following figure shows a
staging mode configuration.

Full synchronization mode
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AQ—AD CONNECTO - E*AAD Connector—b@
Active Directory AAD Connect Azure
Domain Services Primary Server Active Directory
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Delivering password management
capabilities

For providing password management capabilities, there are four main feature sets available
in a hybrid scenario:

Self-Service Password Reset and Account unlock, MIM 2016

Password Change Notification Service to synchronize the actual AD password to
different repositories, MIM 2016

Password Update functionality, ADFS 3.0 and ADFS 4.0
Password Self-Service Change, Reset and Account unlock, and AAD

The following figure shows the different capabilities in solution architecture:

Update Password

Password Change

[ tea ] e |
Self-Service Password Password Change Self-Service Password
Reset & Account Motification Service & Account Unlock
Unlock Portal (PCNS) Management

facebook

Identity ’ 1
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... Endpoint 3
o P - Automated

Other Active Directory Azure AD Password roll-over

Repositories
MM Portal
MIM Service

Self-Service
Password
Registration Portal | | MM EOE L e e e e e e e e e e e e s
Multi-Factor
Authentication

What happens when a user resets their password in the cloud?

1. Check if password write-back services are running. If yes, proceed
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The service checks that a user has a valid license assigned.

The user reaches the password reset screen and then enters the new password
The password is encrypted with a public key created for the process
The password is sent through HTTPS to the tenant bus relay

SRS

The connector password reset endpoint looks for the user object in the AD
Connector Space through the AAD Connector Space and the Metaverse; On-
premise password policies will also be checked

6. Once the user is found, their password is reset in the appropriate forest; if a user
account is enabled for password hash sync, the cloud password is reset
simultaneously

7. The user is informed their password has been successfully changed

If you want to use the On-premise feature set of MIM 2016, you can use the following
solution designs for your architecture

LOAD BALANCER LOAD BALANCER
= = = =
E—) > > =S
Web App Proxy Layer Web App Proxy Layer
LOAD BALANCER LOAD BALANCER LOAD BALANCER
A o1 b ol £ 159 b
E\! > 7 w7 7 s Y
S5LA Portal Layer Registration Portal Reset / Unlock Portal
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MIM Service Layer MIM Service Layer
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The figure shows the different scenarios in a highly-available manner, but obviously you
can also use them as single instances. You can use the following verification modes for
password reset and account unlock:

e Security questions over Q&A gate
e SMS notifications

¢ E-mail notifications

o Azure MFA

Using multiple identity providers and
authentication scenarios

Users can log into the accounts and access applications that are integrated with Azure AD.

Using multiple identity providers

There are two options for signing users into Azure AD:

¢ Authenticating to Azure AD.
¢ Authenticating to an On-premises Identity Provider.

In the following figure, you can see a simple example of a combination of these two modes.
If you are a user of msazure.ch, you use AAD as your identity provider and a user from
idam. ch the local Active Directory with a configured ADFS infrastructure.

DOMAIN NAME TYPE STATUS SINGLE SIGN-ON PRL. 0
Jjochennickel.ch Azure AD IDP Custom Verified Not Planned Ne

| msazure.ch Custom Verified Mot Planned Ne I
onidam.ch Oﬂ—Prer‘niSe AD IDP Custom Verified Configured No

| idam.ch Custom Verified Configured Ne |
idamcloud.onmicrosoft.com Basic Active Not Available Ves
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AD FS architecture including the Web Application
proxy (AD FS proxy)

The Web Application proxy, or the AD FS proxy in older versions, is used for the following
reasons:

¢ Used to enhance the security and performance of the AD FS installation

e The proxy service is exposed over HTTPS and client connections terminate at the
proxy

e When installing AD FS proxy, a trust is created between the proxy and the AD FS
farm

e Itis included in the web application proxy role for AD FS 2012 R2 and in AD FS
2.0 executable for AD FS 2.0

e A trust is established by issuing a proxy trust certificate that will be stored locally
on each Web Application proxy/AD FS proxy

e A Web Application proxy:
e Combines the AD FS Proxy and web publishing service

e Should be located in the perimeter network/edge network
e [s typically published to the Internet

e Provides the ability to pre-authenticate or pass through HTTPS
connections

e AD FS 3.0 farm is required to set up the Web Application proxy

The following figure shows the authentication flow in an ADFS 3.0 and Web Application
proxy configuration:
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We highly recommend using the Web Application proxy in medium and
large environments.
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With the integration of the Web Application proxy and the AAD application proxy, you
will receive the following features and capabilities:

¢ End-user portal: The Azure Access panel at https://myapps.microsoft.com

e The Azure AD authentication capabilities are as follows:
¢ Usernames and passwords synced from on-premises AD DS

e Federated login to on-premises or other federation servers
o MFA
¢ Customized login screen
¢ Authorization based on the user or groups
e 5S0 to Office 365, thousands of SaaS applications, and all
applications integrated with Azure AD
e Reports, auditing, and security monitoring are based on big data and machine
learning
o All HTTPS traffic is terminated in the cloud, blocking most HTTP level attacks
e Unauthenticated traffic is filtered in the cloud, and will not arrive On-Premises
¢ There are no incoming connections to the corporate network — only outgoing
connections to the Azure AD Application proxy service

e Internet-facing services are always up to date with the latest security patches and
server upgrades

¢ Login abnormalities detection, reporting, and auditing by Azure AD
e S5S0 experience from Azure AD to On-Premises applications

¢ Connectors use the Azure AD token data to impersonate the end user to the
backend applications using Kerberos Constrained Delegation (KCD)

¢ Support for any application that uses Integrated Windows Authentication
(IWA) such as SharePoint, Outlook Web Access, and Microsoft Dynamics CRM

e There is no need to change the backend applications
¢ There is no need to install agents on backend applications
¢ There is no need to expose on-premises applications directly to the Internet
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So, how does it work?

e Connectors are usually deployed on corpnet next to resources

e Multiple connectors can be deployed for redundancy, scale, multiple sites, and
different resources

e The connector auto-connects to the cloud service

e The user connects to the cloud service that routes their traffic to the resources
using the connectors

The following figure shows the different identity delegation modes and the scale to
different datacenters.

laas
‘ Resource ‘ Resource
. . | Connector H Connector |
Azure Active Directory
e

Application Proxy P

r 3 F 3
DATACENTER 1 | DATACENTER 2 | |

Connector Connector I Connector || Connector |

‘ Resource ‘ Resource | Resource ‘ | Resource H Resource ‘ Resource
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So, what do we need for identity delegation? Admin can now control the identity that is
delegated to the backend application.

The identity enables the following capabilities:

e Alternate login ID for customers who have different cloud and On-Premises
identities

o Applications that are in use

¢ Assignment of applications to a specific group of connectors

The following use cases can be fulfilled:

Applications that are installed on isolated networks

Multi-forest -different connector groups for each forest

Applications installed on IaaS

Optimized multi-data center experience
e Requirement of disaster recovery sites

You will also get the following capabilities:

¢ The selection of an external URL - your own public domain to publish the app by
creating a CNAME entry pointing to the mssappproxy.net URL

¢ Allowing pass-through apps to hide from the portal, only showing them to
specific assigned groups

¢ Disabling header translation

e Self-service application access
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We highly recommend building a highly-available AD FS infrastructure that fulfills the
security and availability requirements of your customer. We commonly use the following

design with the Windows internal database. For larger customers, we use a dedicated SQL
server in high availability mode.

Firewall

Firewall
1 e DMZ T Internal
[ ] | - |- ]
e { \) u Web Application Proxy ADFS -
Office 365 ) k]

Load Balancer Load Balancer

Azure Active A

Web application Proxy ADFS

Directory

The only requirement for joining the Web Application proxy in the Active
Directory is KCD and the usage of the Workplace Join feature. You can

also join devices to Azure AD and sync the devices back to your local
Active Directory.

Enabling strong authentication scenarios

Initially, a user signs in from any device using their existing account credentials. If a user is

signing into an on-premises application, the Multi-Factor Server that is installed at the
customer's site intercepts the authentication request.

Authentication requests can be differentiated based on the location and
the device trust level, such as managed (isManaged) or compliant
(isCompliant).
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First, it checks the username and password against the user directory. If the correct
credentials are entered, a request is sent to the MFA cloud service. The service sends the
authentication request to the user's phone. Once the user has been authenticated, they are
instantly signed into the application. There are a number of ways to configure the service to
secure cloud apps. First, the on-premises multi-factor server can be used with Active
Directory Federation Services, or any other SAML application for single sign-in to cloud
applications.

For apps that use Azure AD, the directory can call the MFA cloud service directly, or
developers can build multi-factor servers into their custom apps using one of the Software
Development Kits. The following figure shows the principal flow with the usage of Azure
MFA.

Access resource

Login & password

-

Resource
Multi-Factor
Enter CDd =1 Authentication

L J

2™ Authentication
method

Send code
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scenario. We will dive into the On-premise feature set in the risk based

We have already discussed the Azure MFA functionality in the cloud-only
0 access control section in the next chapter.

What are app passwords?

Non-browser apps, such as Microsoft Outlook and Microsoft Lync, do not currently do
support multi-factor authentication.

applies for Skype (on Windows). Further information can be found at

Outlook 2013 and higher supports modern authentication, and the same
8 http://bit.ly/2blWvol.

An app password is a password that is created within the Azure portal that allows the user
to bypass the MFA and continue to use their application.

Deployment models

As already discussed, the Azure MFA (http://bit.ly/2aAIuNv) functionality can be
deployed in two models:

e Azure MFA cloud-only
e Azure MFA server On-premise

With the integration of the Azure MFA server On-premise, you will have the following
capabilities to protect:

e ADES

o IIS Authentication

o RADIUS Authentication
¢ LDAP Authentication
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The User Portal section allows the administrator to install and configure the Azure MFS
User Portal.

App/Service

l - User Portal I
E.— —E l [
—
Multi-Factor E ‘ ! ADFS Proxy

Authentication g
Service
MFA Server | I
L 1] L l
\
—"‘A ADFS Server
—
——————

Active Directory

The previous figure shows the interaction between the components:

1. The user requests access to an application.
2. The application redirects to Azure AD for authentication.

3. Azure AD redirects to AD FS

¢ A federated domain has been configured between AD FS and Azure
AD

¢ Microsoft loads the logon page

¢ The user inputs their credentials, which executes home realm
discovery

¢ The home realm discovery uses a suffix to determine federated trusts
and redirects users to your configured AD FS endpoint (AD FS Proxy)
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4.

5.
6.

10.

11.
12.
13.

14.
15.

16.

The AD FS Proxy receives and validates the request and forwards it to the AD FS
server.

AD FS performs Windows logon against the on-premises Active Directory.

The AD authenticates the user, the AD FS server validates the MFA policy and
sees that MFA is required; the AD FS loads the installed MFA adapter.

The AD FS MFA adapter sends request to the MFA server. The MFA server finds
that a user in its data store and looks up the user's MFA settings.

The MFA server sends a request to the MFA service.
The MFA service performs the call, text, or notification.
The device returns a result to the MFA service.

For one-way SMS or OATH tokens, the MFA AD FS adapter displays a
textbox to the user into which they will then enter their OTP.

The MFA server receives the authentication result from the MFA cloud service.
The MFA server returns the result to the AD FS MFA adapter.

Upon successful validation, AD FS executes an issuance policy and generates a
security token based on the claims and passes it to the AD FS proxy.

The AD FS proxy passes the security token to Azure AD.

Azure AD creates a new security token and sends this security token to the
application with the appropriate claims.

The user has now gained access to Azure AD and is redirected to the
application/service.

This procedure information is based on the following original article:
http://bit.ly/1gp8LoR
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How does advanced identity and
authentication reporting work?

With MIM hybrid reporting, you receive a unified view of the most common identity
management activities that happen in your Azure AD or in the on-premise identity
management solution, from password self-service reset to group management. To include
the On-premise data, you need to install the reporting agent on all the MIM Service servers
that need to be included. The agent uploads data from service requests in the MIM service
to the tenant-specific reporting service in Azure Active Directory. When using this scenario,
there is no dependency to the MIM SCSM Reporting.

You will still need to implement a local reporting infrastructure if you
want to hold data for auditing purposes for longer than one month. The
Azure Active Directory reports are kept for no longer than one month.
The hybrid reporting feature is an Azure AD Premium licensed feature.

Additionally, the reporting data uploaded to your Azure Active Directory can be turned off
from the MIM Service configuration file. The following figure shows this process:

Windows
Event Log
Application and Services -
Identity Manager Request Log

Azure AD Request based

decrypted, parsed,
filtered and
displayed

! Identity
Manager

Upload
encrypted

Upto 4
hours delay

) o i S g e |

Reporting Agent Azure AD
SCSM Data Warehouse (on-premise) Reports
SQL Reporting Services
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The main function here is that the reporting data will be written to the event log and will be
viewable in the Event Viewer of the server system. This reporting data can also be
forwarded to a Security Information and Event Management (SIEM) system for
customization.

The events are stored under the following section in the Event Viewer:
Application and Services logs | Identity Manager Request Log

In the following format:

Event type [ID |Event Details

Information 4121 | FIM event data that includes all the request data.

Information | 4137 | FIM event 4121 extension, in the case there is too much data for a single
event. The header in this event is in the following form: Request :
<GUID>, message <xxx> out of <xxx>

The following figure shows an example report of the functionality:

password reset activity sve

Provides a detailed view of password resets that accur in your organization

Sagn ins from unkm..

FROM 51002015 T ST o
= s it ' o . 2
Sy ins afher misl SOLRCE |dﬂntlt:.-' Hanager "
Laqn ins from muli-
S0 I from IF ad.. USER ROLE DWTE AMD TIME METHODIS) USED RESULT
Sﬂﬂ W15 Troim poses .

Jehin Do Liser A0S F3300 Pl Securimy CQuestians, Azine MEA Aipccpedad

Irecguilar sige i act.

! s
Lisers with anomall.

Aulit report

Pagsward raset a...
Peresword resel reg...

Sl SEsnvaces gRCHIS...
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The hybrid reporting feature integrates natively in the reports for authentication activities.

REPORT

ANOMALOUS ACTIVITY
Sign ins from unkmown sources
Sign ins after multiple failures
Sign ins from multiple gecgraphies
Users with threatened credentials
Users with leaked credentials
Sign ins from IP addresses with suspicious activity
Sign ins from possibly infected devices
Irregular sign in activity
Users with anomalous sign in activity
ACTIVITY LOGS
Audit report
Password reset activity
Password reset registration activity
Self service groups activity
Office365 Group Mame Changes
NTEGRATED APPLICATIONS
Application usage
Account provisioning activity
Password rollover status
Account provisioning errors
RIGHTS MANAGEMENT
RMS summary
RMS active users
RMS device platforms
RMS application usage
EXTERMAL ACCESS

Inwitation summary

DESCRIPTION

May indicate am attampt to sign in withowt being traced.

May indicate a successful brute force attack.

May indicata that multiple users are signing in with the same account.
Users with thraatanad credantizls

Users with leaked credentials

May indicate a successful sign in after a sustained intrusion attemnpt.
May indicata am attampt to sign in from pozsibly infacted devices.
May indicate events anomalous to users’ sign in patterns.

Indicates users whose accounts may have been compromised.

Audited events in your directory

Provides a detziled view of password resets that ocour in your organization.

Provides a detziled view of password reset registrations that ocour in your organization.
Provides an activity log to all group seif service activity in your directory

Creations and name changes to Office 365 groups.

Provides a usage summary for all Saas applications integratad with your dirsctory.
Provides a history of attempts to provision accounts to external applications.
Provides a detailed overview of automatic password rollover status of 5aas applications.

Indicatas an impact to uzers’ access to axternal applications.

Rights Managemeant (RMS) usage summary
Top 1000 users who accessed content protected by Rights Management (RMS)
List of device platforms used to access content protected by Rights Management (RMS)

Applications that accessed contant protected by Rights Management (RMS)

Invitation surnmary
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Summary

After having worked through this chapter, you will now be able to design common and
cloud identities. Furthermore, you are in the position to build identity management
architecture, including MIM 2016 and the Azure AD Connect utility with the necessary
considerations. Additionally, you will be able to construct a blueprint with different
authentication scenarios including MFA. You are also well-equipped to take the necessary
decisions regarding reporting functionalities and usage scenarios. In the next chapter, we
will go ahead with the planning of authorization and information protection. We will take
an in-depth look into risk-based access control mechanisms and offer you insight into
Microsoft rights management services.
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Information Protection Options

In this chapter, we will explore the various functions for authorization and information
protection when building a solid hybrid Access Management solution. Furthermore, in this
chapter you will get to know risk-based Access Control and the future functionality of
Windows Server 2016. The following topics to be covered in this chapter include:

¢ Designing and applying risk based Access Control

¢ Delivering authentication and authorization improvements with Windows Server
2016

Enabling advanced application Access Control

Getting in touch with information protection

How authorization and information protection reporting works
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Designing and applying risk-based Access
Control

In the first section of this chapter we will discuss both the design required information for
applying risk based Access Control. The main actor in this story is your ADFS and WAP
infrastructure, which will help you to integrate such a solution in your environment.
Obviously, there are many other technologies in the field, but we want to focus on the
native components that are already in place with the use of an identity bridge. This will
give you the opportunity to provide an efficient and flexible solution for providing Risk-
Based Access Control. We will divide this section into the following topics to provide a
better understanding:

e Managing device registration
e Managing authentication and authorization
e The magic of claims rules for application access

The main focus will be on how to support a risk matrix, like the following simple example:

https://projects.idam.ch/sites/pressreleases/ )

;

https://projectsidam.ch/sites/productinfos/ )

https://projectsidam.ch/sites/teamcollaboration/ )

MBI Policy
Rule 2 required

J

https://projectsidam.ch/sites/projectstatus/ )

MBI PO“CY https://projects.idam.ch/sites/tranl ations/ )

Rule 3 required

f

https://outlookidam.ch/ecp/

https://idmportal.idam.ch/identitymanagement/ )

https://projects.idam.ch/sites/newproductpricings/ )

k

https://projects.idam.ch/sites/financialforecasts/ )

;

https://projectsidam.ch/sites/prototypes/ )

https://projectsidam.ch/sites/hiringinformation/ )

(https://projectsidam .ch/sites/projectbudgets/ )

._...__,"'--{https;jjprojects.idam.ch,-"sites,.-"compan}'ex‘tmﬁnS.-" )
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The terms of the matrix (HBI, MBI, and LBI) define the business impact:

HBI stands for High Business Impact (including additional Access
Controls like Azure MFA).

MBI stands for Medium Business Impact (group, role, and device based

Access Controls).

LBI stands for Low BusinessImpact (standard Access Controls).

Managing device registration (AD FS DRS)

To include the device information for authentication and Access Control, Windows Server
2012 R2 provides the Device Registration Service (DRS), which is included in the AD FS
role. With this functionality, a user is able to use the Workplace Join procedure to register
the device in the on-premises Active Directory. DRS implements the server-side of
Workplace Join. Azure AD Join is the cloud-based approach. You will find more
information on this at http://bit.1ly/2b1ZM6K.

" Services (Local)

Device Registration Service Name

Stop the service
Restart the service

L DHCP Client

L Device Install Service
* 1 Device Registration Service

& Device Setup Manager

Log On As
Local System
IDAM\sveidfs

Local System

Status Startup Type

Manual (Trig...
Automatic (D...
Manual (Trig...

Automatic

Description

Enables a c...
Enables Dev...
Enables the ...

Registers an...

Running

Running Local Service

A Workplace-joined device can be a personal or corporate device and is in the second stage
of the following managing and usage scenarios:

Device not joined
to Active Directory

Device is
Workplace joined

Device is joined in
Active Directory

v

Personal device

with limited Access and
no IT Control

Mo 550 capabilities

Personal or corporate device
with applied IT governance
and controlled access to
applications

S50 capabilities SaaS
applications

Company owned device
Full IT control and full access
to applications

S50 capabilities on premise and
Saa$ applications
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Workplace Join targets on premise environments, such as Windows 8.1.
With the usage of Azure Active Directory, this process and feature is
called Azure AD Join (we have already used this in previous chapters).
Windows 10 is a requirement for AAD Join. The device write-back
capabilities of the Azure AD Connect tool provide the synchronization of
the device information back to your local Active Directory.

The following key scenarios will be enabled with the usage of this feature:

¢ Device-to-user mapping for domain-joined and non-domain-joined devices
e Workplace Join deployment of a user certificate to the device

¢ The certificate subject name is mapped to an object in Active Directory

e Provision of a second factor for seamless authentication

e Provision of additional authorization decisions

e Enabling of a better end-user experience with SSO

¢ Avoiding risks involved in saving passwords with each application

¢ Avoiding users repeatedly entering their credentials

¢ Relying Party Applications may also leverage Workplace Join, for example, Work
Folders or the ADFS Update Password Portal

In addition to the ADFS requirements, the Device Registration Service requires the
following configuration items:

Windows Server 2012 R2 Active Directory Schema version 69 or higher

The SSL/TLS Service Communication Certificate, which must include:

SAN of enterpriseregistration.<domain_name> for each UPN suffix

DNS CNAME record enterpriseregistration.<domain_name> pointing to
the STS URL
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From the client's perspective, you will need to fulfil the following requirements:

e Personal device support

¢ Microsoft Windows 8.1 or higher

(©) Ne

Connections

User ID

Enter your user ID to get workplace access or turn on device management

Workplace

Waorkplace join

Join your workplace network 5o that you can use network rescurces like intemal websites and

Dusiness apps

Turn on device management

¢ T 3dmin Can Mmanage you

18 SErver addness,

U hawve a server address

Enter sarver 3

pociress

You can do the same with the following command line tool:
$SystemRoot%$\System32\AutoWorkplace.exe join
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e Microsoft Windows 10
e Apple iOS 6.0+
¢ Android 4.0+ only for Azure AD join

* QN ] d L

B ActivateAc. B >

Workplace Join

LDAP

Enter the activ: "
your Mult-Fact
Linkedin [ ] = Join this deviee 1o your workplace 1o
B AP pccount scoess organizstion resources, such
as web applications, and moderm line
o Lymec 2013 L] of business applications. By entering

your user credentials assigned by
your organization below and clicking

Microsoft Exchange ActveSy. @ the “Join” button you agree to the

Licence Terms. Click here to read the
- -ty
1 office ® : 1
F oy
Bl Sync apps with Google+ °® e
W Twitter ®
£Y Windows Live L] ﬂ
(P work account ) ]
. Yahoo L]

¢ Domain-joined device support

Microsoft Windows 7 (with updates)
Microsoft Windows 8.1
Microsoft Windows 10
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The process for joining a device is shown in the following figure:

Locate DRS

i

Perform DRS discovery

T

Authenticate user

¥

_I_

Register device

ADFS DRS
- ; ;
Device registered and
certificate installed | . ADFS Server
Create device
objectin AD
l and associate
it with user
] Active Diectory Users and Computers | IDAMADS0 idam || Mame Type Description
b [ Saved CQueries 17k 4 26-Lachesiey . =
- /49208ab-cbd4-4908-9bde-82eTcATT 21T I_-
+  dameh B 7452080t chat4505 Sode-R2eTATINTE i Device | | z Gl
b Builtin o | Obiect ] Aotnge Edtor
b Computers - o L
1 Dornain Controllers \ Aarbtes:
ForegnSecurityPrincipals . [ '~
| LostAndFound csptaytarme MyDewce
il Managed Business Obpects iN CNa 74520800 < 634-4308-Sode-20e 14 TTH
Managed Client Objects d5ComPropagatonD... 14122015 155055 W. Europe Dayight Ty
Managed Exchange Objects ratarceTyoe Dot = (WRITE} _
b [ Managed Service Accounts maDS-Approsmatels...  130933508969085644 E
Managed Service Objects maD5OoudlsManaged FALSE
Microscét Exchange Security Groups OS2 74D DEEPE
P maDS-DewceObrecty... 1
S;:‘T:“mo“‘ maD5DevicelSType 05
. - Uy maDS-DeviceOSVers.. 138143
b [ Micreselt Eschange Systeen Objects m;g.:snau: ;uEn i
k NIDS Ouct
DS dsMansged FALSE
D5-Ra 0w, 5152 E4%. TI031%-2842089
k FH Devices . = B
[
ok | [ canew | reo |

Design note
We recommend using MFA to use Workplace Join.
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The following important device object properties are used:

DisplayName Friendly name of the device. Windows devices use the host
name of the computer.

DevicelID GUID generated by the DRS server in the join process.

AltSecurityIdentities |[SHA 1 hash X509 certificate thumbprint. Certificate signed by
the DRS server in the join process.

0SType OS of the device.

OSVersion OS version of the device.

IsEnabled Boolean that represents the status of the device —
enabled/disabled.

ApproximateLastUseTime | When the device was last used to access resources. This value
will only be updated every 14 days to minimize replication
traffic.

RegisteredOwner SID of the user that joined the device.

The DRS can be used with some limits and considerations. The first important factor is that
you can only use one device/user combination, which means that you cannot register with
different DRS instances. Obviously, you can register a computer multiple times with
different user profiles. Another important point to note is that there is only one DRS
configuration per forest. All your ADFS farms will use the same instance. With two DRS
servers, you should be able to handle 200,000 user/device combinations — this represents no
hard limit. Furthermore, you can use your ADFS/DRS farm in any trusted forest. To support
this scenario, a forest level trust is required.

Managing authentication and authorization

The ADFS in combination with the WAP role of Windows Server 2012 R2 is a very powerful
solution not only for providing simply federation, but also for enabling risk based Access
Control scenarios. One of the additional capabilities we now know from a registration
perspective is your Workplace-joined device. To get a better understanding of how to
design tasks, we will explain the main concepts of ADFS in relation to the different
authentication and authorization capabilities.
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The following figure illustrates how to receive a token to access resources and services:

~ e
L. -

Global Edranet Global Intranet

AuthM Policy AuthM Policy
Security
hﬁuT‘:tl’:]Nd Token

etho
- + =

Reuqested DTz (i S50 satisfies
(Protocal)

Additional AuthN

OAuth

Ws-Fed

Protocal
Handlers

SAML

N SSOsatlsfles --------------
Primary AuthN
Token
MFA Global MFA Access Denied
Requested o
(Protocol) e

Request
RP/Resource -
MF& Paolicy

MFA Triggers (Policy/Protocal)

Primary Authentication (Primary AuthN) applies to all applications that trust AD FS. The
authentication types are limited to what is supported by the AD DS. You can choose
different authentication policies for intranet and extranet scenarios. The authentication
methods for extranet include forms- and certificate-based methods. With the intranet
configuration, you can use Windows-integrated authentication with a fall-back to forms-
based authentication. On the other hand, you can also use the same methods used in the
extranet configuration.

Windows Integrated Authentication (WIA) for intranet and forms for
extranet. The WIA fall-back to forms is used for a better user experience.
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Typical configuration Windows Integrated Authentication (WIA) for intranet and forms for
extranet. The WIA fall-back to forms is used for a better user experience.

The device authentication method is the usage of the Workplace-joined device object, which
is always validated against directory information in Active Directory. This option builds the
basis for SSO, seamless to a MFA.

Furthermore, you should also be aware that you have the option to force fresh
authentication for sensitive apps. Typically, this option will be used for payroll or HR
applications. The user is required to authenticate each time they try to access the
application.

Edit Authentication Policy for Outlook Web App -

Primary | Muttifactor

Corfigure custom authentication settings for this relying party trust.

To access global authentication policy settings. navigate to Authentication Policies node.
|Isers are required to provide credentials each time at sign in.

With Additional Authentication (MFA) Triggers, you add a second authentication factor to
the process in order to fulfil restrictive security requirements and to protect your
applications and information. You can use these options in the following manner:

* You can apply them to only your sensitive applications and resources

* You can trigger additional authentication based on the user, device, and location
context, for example Trigger additional authentication if the
following statements are true

e ...my users are coming from the extranet
e . ..the user is part of the finance group
e . ..the user is accessing from a non-workplace joined device

You can also apply this trigger for all applications to support broad organization
policies and security requirements
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¢ You can also use X509 Certificate Authentication, like smart cards or soft
certificates

Select additional authentication methods. You must select at least one of the fallowing methods
to enable MFA:

3| Certificate Authertication
Windows Azure MuttiFactorAuthertication

The Extensible Additional Authentication part includes the framework to support Web
credential collection from any third-party MFA provider (for example, phone-based or
OTP-based MFA systems). This supports challenge-response interaction, and the sign-in
experience is consistent with the rest of the AD FS sign-in pages. Additionally, third-party
MFA providers can provide additional data to the authentication context for the enrichment
of the authentication process.

After discussing authentication methods, we will now jump into the authorization
functionality of the AD FS. In AD FS, you can configure authorization policies per
application. In detail, you get the chance to permit or deny access to applications based on
the user, device, and network location. The following examples can be used:

e We only allow Workplace-joined devices from the extranet to this application

e Only users that are members of a specific security group from the extranet are
allowed to access this application

The magic behind this gives you all the necessary tools for conditional Access Control
capabilities with the issuance authorization rules.
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The following figure shows the placement of the issuance authorization rules in the claims
pipeline:

Rule - Rule | Ifvalue = [, then issue Rule _ . Rule _
| 1 Ifvalue = [, thenadd || ‘ | 1 | MuttipleALtht | l 1 Ifvalue = [, then Permit | ‘ 1 Ifvalue =[], then add [ ‘ »
Claims Request | R‘;IE I If value =[], then issue [ | R‘;‘E | If value =[], then add [J | [ Ruzle If value =[], then Deny | ‘ R‘ile If value =[], then issue [] } | Claim Set
| R‘;IE Ifvalue =[], thenadd | ‘ | R‘;‘E | vaa,'\:i;plkgmrzﬁue | | R“S‘IE Ifvalue = [, then Pemit | ‘ R“;IE Ifvalue =[], then issue [| ‘
| Rj'g [fvalue = [, then add [ ‘ | R;”E | 'r"a,'\:'igpqé;'mrfsua | [ R'i'e [fvalue = [, then Pem it | ‘ P‘j'e [fvalue = [, then add [ ‘
Input Set: Qutput Input Set: Output Set: 53 Input Set: Input Set: Output Set:
s1 Set: 52 52 (52 +MFA Claims) 53 S3 54

During the authorization process you are also able to provide custom access or deny
messages, even per relying party application. This helps the user understand access deny
and self-service guidance.

The following PowerShell commands give you an overview of the custom error messages
that can be used in your planned environment:

Set-AdfsGloblaWebContent -ErrorPageDescriptionText "This is the
identityplus error page description."

Set-AdfsGlobalWebContent -ErrorPageGenericErrorMessage "This is a generic
error message. Contact identityplus IT for assistance. "
Set-AdfsGlobalWebContent -ErrorPageAuthorizationErrorMessage "You have
received an Authorization error. Contact identityplus IT for assistance. "
Set-AdfsGlobalWebContent -ErrorPageDeviceAuthenticationErrorMessage "Your
device is not authorized. Contact identityplus IT for assistance. Or
directly register your device. "

Set-AdfsGlobalWebContent —-ErrorPageSupportEmail
"servicedesk@identityplus.ch"

Set-AdfsRelyingPartyWebContent -Name fedpassive -
ErrorPageAuthorizationErrorMessage "<p> You need to be a member of HR group
to access this site. Click <A
href='http://accessrequests.identityplus.ch/'>here</A> for more
information. </p> "
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The magic of claims rules for application access

Before we start investigating the different scenarios and configuration options, we will use a
brief claims rule language example. If the claims pipeline includes a claim of type
firstname and a claim of type lastname, concatenate them and issue the result as a claim
of type name:

cl:[type == "http://example/firstname"] && c2:[type ==
"http://example/lastname"] => issue(Type = "http://example/name", Value =
cl.value+" "+c2.value);

Practical note

If you are not familiar with claim rules, we highly recommend visiting the
following link at http://bit.ly/1gAwjHt to get an in-depth look into the
claims rule language.

You can also use the claims rule wizard with the provided templates for common claim
rules. Some scenarios require custom rules constructed with the claims rule language,
which can permit the:

e Modification of claim values

o Concatenation of claim values
¢ Conditional claim issuance

¢ And much more

The following examples give you a starting point of practical usage scenarios:
¢ Scenario 1: Validating user identity with MFA

@RuleTemplate = "Authorization"

@RuleName = "UserValidationWithMFA"

c:[Type == "http://schemas.microsoft.com/claims/authnmethodsreferences",
Value =~ "7~ (?i)http://schemas\.microsoft\.com/claims/multipleauthns$"] =>
issue (Type = "http://schemas.microsoft.com/authorization/claims/permit",
Value = "PermitUsersWithClaim");
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e Scenario 2: Validating a user via Workplace Join

@RuleTemplate = "Authorization"

@RuleName = "ValidateUserViaWorkplaceJoinedDevice"

c: [Type ==
"http://schemas.microsoft.com/2012/01/devicecontext/claims/isregistereduser
", Value =~ """ (?i)true$"] => issue (Type =
"http://schemas.microsoft.com/authorization/claims/permit", Value =
"PermitUsersWithClaim") ;

e Scenario 3: Permitting access with Workplace Join and MFA validation

@RuleTemplate = "Authorization"

@RuleName = "MFAOnRegisteredWorkplaceJoinedDevice"

cl: [Type == "http://schemas.microsoft.com/claims/authnmethodsreferences",
Value =~ "~ (?i)http://schemas\.microsoft\.com/claims/multipleauthns$"] &&
c2: [Type ==
"http://schemas.microsoft.com/2012/01/devicecontext/claims/isregistereduser
", Value =~ "~ (?1)true$"] => issue(Type =

"http://schemas.microsoft.com/authorization/claims/permit", Value =
"PermitUsersWithClaim") ;

e Scenario 4: Extranet access with MFA user validation

@QRuleTemplate = "Authorization"

@RuleName = "MFAForExtranetAccess"

cl: [Type == "http://schemas.microsoft.com/claims/authnmethodsreferences",
Value =~ "7 (?i)http://schemas\.microsoft\.com/claims/multipleauthns$"] &&
c2: [Type ==
"http://schemas.microsoft.com/ws/2012/01/insidecorporatenetwork", Value =~
"~(?i) false$"] => issue (Type =

"http://schemas.microsoft.com/authorization/claims/permit", Value =
"PermitUsersWithClaim");

You can also create a custom MFA trigger using PowerShell:

Consider a scenario where you want to trigger MFA based on a specific group.
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First, we need to get the SID of the specific group. In our example, this is the Sales group.

ey Administrator, Windows PowerShell

roup sales

CH=5ales,0U=Hanaged Business Objects,DC=idam,DC=ch
Distribution
Universal

Sales

group
23921 ad-1e63-hech-972f-bb%3bcalaZla

Sales
$-1-5-21-3123384963-3601710319-2853089171-2145

$rp = Get-AD FSRelyingPartyTrust —-Name "SharePoint"
$GroupMfaClaimTriggerRule = 'c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/groupsid", Value
=~ "A(?i) S-1-5-21-3123384963-3601710319-2843089171-2145%8"] => issue(Type =
"http://schemas.microsoft.com/ws/2008/06/identity/claims/authenticationmeth
od", Value = "http://schemas.microsoft.com/claims/multipleauthn");"'

Set-AD FSRelyingPartyTrust -TargetRelyingParty $rp -
AdditionalAuthenticationRules $GroupMfaClaimTriggerRule

The last practical example we want to provide is very common for Office 365:
e Bring the relying party information in a variable:

$rp = Get-AD FSRelyingPartyTrust -Name "Microsoft Office 365 Identity
Platform"

e Identify the group that triggers MFA, for example, this is the Finance group in
our environment:

$groupMfaClaimTriggerRule = 'c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/groupsid", Value
=~ "A(?i) S-1-5-21-3123384963-3601710319-2843089171-2188%"] => issue(Type =
"http://schemas.microsoft.com/ws/2008/06/identity/claims/authenticationmeth
od", Value = "http://schemas.microsoft.com/claims/multipleauthn") ;"
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e Set the new rule:

Set-AD FSRelyingPartyTrust -TargetRelyingParty S$rp -
AdditionalAuthenticationRules $groupMfaClaimTriggerRule

Design note

The default MFA behavior for federated Azure AD/Office 365 tenants is
set to authenticate against the Azure MFA service and not to the on
premise instance of your MFA server.

To perform MFA to your On-Premise MFA server, you need to fire the following
PowerShell command:

Set-MsolDomainFederationSettings —-DomainName <domain name> —-SupportsMFA
Strue

If SupportsMFA is set to true, Azure AD will redirect the user to AD FS for MFA if MFA is
required and a claim of type
http://schemas.microsoft.com/claims/authnmethodsreferences with the value
http://schemas.microsoft.com/claims/multipleauthn, which is the so-called MFA
claim, is missing.

We highly recommend activating additional risk mitigation features that will help you
achieve the following functionality:

e Soft account lockout for extranet access

e Setting password lockout policy for extranet logins

¢ Badpwdcount count increase for bad passwords

¢ Users locked-out of extranet login until reset

¢ Independent of AD DS password lockout mechanism

¢ Protecting DOS or DDOS attacks from AD DS account lockout
e Protecting against extranet brute force password guessing

Set this protection level using the Windows PowerShell for the AD FS module:

Set-AdfsProperties -ExtranetLockoutEnabled: $true

Set-AdfsProperties —-ExtranetLockoutThreshold 3

Set-AdfsProperties —-ExtranetObservationWindows: (new-timespan - Minutes 30)
Get-AdfsProperties | Select-Object *extranet* | fl
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Another valuable feature that you should think about is Password Expiration
Notifications. You can enable a notification regarding expiring passwords within the
Office Portal and its applications. The only thing you need to do is to add password
expiration claims in the token. With the following issuance rule for Azure Active
Directory/Office 365 relying party trusts, you will activate the function:

cl: [Type ==
"http://schemas.microsoft.com/ws/2012/01/passwordexpirationtime"]
=> issue(store = "_PasswordExpiryStore", types =

("http://schemas.microsoft.com/ws/2012/01/passwordexpirationtime",
"http://schemas.microsoft.com/ws/2012/01/passwordexpirationdays",
"http://schemas.microsoft.com/ws/2012/01/passwordchangeurl"), query =
"{0};", param = cl.Value);

Additionally, you can enable the Password Update Feature in AD FS so that users will
be informed about the expiring state of their password. They can then change their
password over the AD FS capabilities, which can be activated with the following tasks:

e AD FS - enables the Password Update function
¢ Restart AD FS on every node when enabled
e Restart WAP on every node when enabled at proxy

il ADFS - 2 -

7 File Action View Window Help
=z
S rors R | i

v [ Service

- R Enabled Prosy Enabled = URL Path - Endpoints -
_| Attribute Stores P
- - roxy v »
| Authentication Methods L
= Certificate Authori Yes Mo Jadfs/proxy/ )
ertificate Authori
a Yy Yes No Jadfe/prowy/Establish Trugt/ New Window from Here
| Certificates
Device Registration |G Refresh

~| Claim Descriptions
~ Device Benjstration es Yes /Enroliment Server/ Help

_| Endpoints WebFinger
= fadfs/portal/updatepassword/ -
COpE Descriptions Yes Yes / well4nown fwebfinger P P

| Web Application Proxy Enable on Proxy

| Access Control Policies Enahle

- . No No /adfs/portal /'updatepassword.

Rel Party Trust: h y
- e:!rmg art;.r rusts No No J/adfs/Certificate Authority/c ErtEemies,
| Claims Provider Trusts Enable

| Application Groups
7 App P < = e

Other

In the next section, we will discuss a few new AD FS 4.0 features in the new Windows
Server 2016.
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Delivering authentication and authorization
improvements with Windows Server 2016

For Microsoft, and the hybrid vision AD FS, Windows Server 2016 plays a key role in the
whole IAM strategy. It's critical to the overall success of Azure Stack and the hybrid
identity. This takes us to the point of the new feature sets of AD FS 4.0, which you can
include in your design considerations. Additionally, we will provide more in-depth insights
in a later, special chapter dedicated to the new features of Windows Server 2016.

Features overview

The AF FS provides the following extensions to the identity and access management
framework:

e Comprehensive Authentication, supporting multiple stores with additional
security controls for MFA

¢ Enhanced Conditional Access, supporting MDM capabilities for conditional
Access Control

e Modern applications — REST based services support with OAuth

¢ Enhanced Sign-In experience — a rich and flexible set of customization options in
special per relying party

¢ Simplified deployment — more scripts and guidance, particularly in the rule sets

LDAP authentication

One of the main changes or features that often come back is the authentication capability to
LDAPv3 directories. The details are:

¢ Each LDAP directory is modelled as another CPT, like Active Directory

¢ Each directory shows up as another claims provider in the HRD for passive
authentication
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e They augment claims for a user after authentication by modifying claims
provider rules

e They can restrict the scope of directory-based OU
¢ Login IDs can be of any attribute
¢ An untrusted AD forest can be modelled as an LDAP directory

Azure MFA integration

Another feature that will also be directly included is the built-in Azure MFA adapter.

Edit Authentication Methods >

Primary Muttifactor

Select additional authentication methods. You must select at least one of the following methods
to enable MFA:

[ Cerificate Authentication
Azure MFA

Following are features of Azure MFA integration:

¢ No requirement for deploying and managing MFA server
¢ Bootstrap with Azure AD Credentials
e Eliminate extranet passwords using MFA

You can gather or set the Azure MFA with the following PowerShell commands:

Get-AdfsAzureMfaConfigured
Set-AdfsAzureMfaTenant

[303]



Planning Authorization and Information Protection Options

In the case of device authentication, there has been an improvement: device authentication
will be supported as primary authentication, in detail, this means:

e Simpler sign-in from compliant devices

In Windows, the certificate is available from browser and store apps

iOS browser apps due to app containerization

Android devices will have prompting experience

An elimination scenario for intranet username/password combinations

Edit Authentication Methods >

Multifactor

Select authentication methods. By selecting more than one authentication method, you enable
users to have a choice of what method to authenticate with at sign in.

i Integrated Windows authertication method is specified, it appears as the default
authentication method on browsers that support Integrated Windows authentication.

Learn more about Azure MFA (Multi-Factor Authentication).

Extranet

Forms Authentication

[] Device Authertication

Intranet

Forms Authertication
Windows Authentication

[[] Device Authertication

Azure MF A authentication metheds will not be available untill an Azure Active
o Directory Tenant is configured. Learn Mare
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AD certificate proxy authentication

The next improvement provides a usage scenario, which we were waiting for for a long
time. That is, a complete single sign-on in a VM session is possible. AD FS 4.0 solves this
issue with an AD certificate proxy authentication, which also enables:

e The usage of conditional access to VPN servers on Windows 10 devices

e Hybrid scenarios where cloud services can talk to on-premises services as the
user with KCD requirement

So, how does it work?

e AD FS acts as a registration authority in two modes
e [t integrates in an existing ADCS PKI infrastructure
e AD FS can act as a CA trusted by AD FS

(® Standalone mode: AD F5 issues certificates

Certfficates for user logon and YPM access are issued by AD F5. This option is suitable for
organizations that do not have an enterpise public key infrastructure set up.

() Enrcllment agent mode: AD FS requests certificates from Enterprize CA

AD F5 requests an enterprise CA running Active Directory Cerificate Services (AD C5) to issue
certificates for user logon and WPM access. This option is sutable for organizations that have an
existing public key infrastructure and require all certificates to be issued by the CA.

e Specific certificate templates are provided:

¢ The client makes a call to AD FS through the OAuth extension to request a
certificate
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¢ Confidential clients provide an AD FS token for the user and gets back a

certificate

¢ A public client logs in the user and gets a certificate as token response

Access control policies

Furthermore, with AD FS 4.0 we also see big changes in the field of access control policies,
which are a replacement for issuance authorization rules.

The following options can be used:

e Security groups

Required MFA

~ ADFS
w [ Service
| Attribute Stores
| Authentication Methods
| Certificate Authority
| Certificates
| Claim Descriptions
| Device Registration
| Endpoints
| Scope Descriptions
| Web Application Proxy
| Access Control Policies
| Relying Party Trusts
| Claims Provider Trusts
| Application Groups

Networks (inside, outside, and IP range)
Device trust level (authenticated, managed, and compliant)

Access Control Policies

Name Builtin Parameters Usage Modified

Pemit everyone and require MFA from unauthen... Yes MNo Mot in use 11.12.2015 15:29
Pemiit everyone and require MFA ez Mo Mat in use 11.12.201515:25
Pemit everyone for intranet access ez No Mat in use 11.12.2015 15259
Pemit everyone Yes No Inuse (1) 11122015 15:25
Pemiit everyone and require MFA from extranet ... Yes Mo Mat in use 11.12.201515:25
Pemit specific group ez Yeg Mat in use 11.12.2015 15259
Pemit everyone and require MFA for specific gro...  Yes Yes Mot in use 11122015 15:25
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The new rule editor will help many administrators configure Access Control in a much
easier way:

Permit

() everyone
(®) users

[ from specific network
[ from specific groups
from devices with specific trust |evel
] with specific claims in the requs .

Select Device Trust Level =
] and require muttifactor authent

Select device trust level:
Except

S
from specific network
[ from specific groups
(] from devices with specific trust lev
(] with specfic claims in the requast

managed
compliant

Cancel
Permit users

from devices with specific trust level
except

from specific network

Cancel

Cancel
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OAuth 2.0 and Open ID Connect

Furthermore, AD FS 4.0 also now supports OAuth 2.0 and OpenID Connect in a highly-
available manner to enable complete modern application development:

The following are OAuth 2.0 improvements:

Windows Server 2012 R2 support
Authorization code grant for public clients only

AD FS 4.0 provides the following additional profiles:

Implicit flow to support single page applications (for example, Angular.js)
Resource-owner passwords for scripting applications

OBO Support

Enabling of multi-tier applications to pass on user context to backend services
Tokens

ID token support

Confidential clients

Symmetric key, asymmetric key, and Windows accounts

Secure device authentication Support using PKeyAuth

Protection of tokens and refresh tokens against roaming attacks
Avoidance of TLS where device certificate prompts are clunky

The following are the OpenlID Connect improvements:

Enabled apps (for example, MVC) now with web-frontend as well as Web-API
backend

Return of authorization codes to web applications, which are exchanged for
tokens and refresh tokens

Support for OpenlD Connect Discovery
Scopes, which defines a resource group within an application
Permissions: assignment of scopes for 'client' to access 'service' application
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Additional improvements are as follows:

e Mixed farm support for upgrading from 2012 R2 to 2016 AD FS

e Just join Windows Server 2016 to the farm and the farm acts in a compatible mode
e Validation of existing functionality and addition of more nodes as required
e Removal of legacy nodes and upgrading of the farm version

¢ Support of roll-back

e Configuration of new AD FS 4.0 features

¢ Delegated service management

¢ Audit enhancements

e AD FS support for Windows 10

e User Certificate Authentication: 443

e AD FS backlog

e And much more

Reader note
0 You will find more information at the following: http://bit.1ly/1RY7wUz

Web Application Proxy in Windows Server 2016

Now that we have given you a short introduction to the new AD FS 4.0 features, we need to
take a look into the reverse publishing functionality of the WAP in Windows Server 2016 in
order to close your design gaps with the full combination of AD FS and WAP. With
Windows Server 2012 R2, we were limited in publishing applications in the case of the
different AD FS pre-authentication mechanisms.
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Windows Server 2016 provides the following additional AD FS pre-authentication types to
Windows Server 2012 R2:

e Web and MSOFBA: Rich web applications and Microsoft Office clients
e HTTP Basic: Exchange ActiveSync

¢ OAuth2: Windows Store Applications and Microsoft Office clients

£ Publish New Application Wizard -l
7 CONMECTED TO AD F5
Supported Clients e

Select which type of preauthentication to perform for this application:

® Web and MSOFBA

Preauthentication for web apps and rich web apps including Microsoft Office clients that use MSOFBA.

Relying Party

(O HTTP Basic

Preauthentication for rich client applications that do not support HTTP redirection and use HTTP Basic
to authenticate users, such as Exchange ActiveSync.

e access only for workplace joined devic

) QAuth2

Preauthentication apps such as Windows Store apps or Microsoft Office clients that are configured to
work with OAuth2.

< Previous | | MNext > Publish
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In addition to the new authentication types, we can now receive the HTTP to HTTPS
redirect capabilities that were missing in Windows Server 2012 R2 in order to address a
good user experience without typing https:// in front of the application address.

£ Publish New Application Wizard -l
Publishing Settings N e comosacom

Specify the publishing settings for this web application.

Welcome

Preauthentication Name:

Suppertad Clients Claims Web

Relying Party This name will appear in the list of published web applications.

Publishing Settings

Confirmation External URL:

| https:.-",l"cIaimsweb.contoso.corrl |

External certificate:

| *.contosoc.com | - | | View... |

[] Enable HTTP to HTTPS redirection

Backend server URL:

https://claimsweb.contoso.com

< Previous | | Next > Publish

Reader note

We are still limited by pages and cannot describe every change in this
book. You will find detailed information about this topic at the following
link: http://bit.1ly/1peKvé6a. Furthermore, we will provide some more
configuration examples in the following implementation chapters.
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Enabling advanced application Access
Control

In the following section we will provide you with some design ideas to include in your on
premise identity management system to prepare for an advanced application Access
Control. We are often asked by our customers how they can manage access to applications
both on premise and in the cloud, for example, SaaS.

Usage of MIM 2016

For this reason, we will use the capabilities of MIM 2016 or earlier to provide the complex
group building scenarios on premise. The groups are commonly based on roles derived
from the contract or contracts of an employee. These can be business or application
(technical) roles. Other models like User | Role | Permission or User | Enterprise Role(s) |
Application Role (s) | Permissions are also representative examples of such models that
provide the correct permissions to a user account.

We can also use the contract to define the representation of an employee in different
repositories or applications with a special type of user account, for example, business user
or administrator. The combination of MIM 2016 and the AAD Connect tool helps us to
address many different scenarios when provisioning user accounts, managing them and
also the associated permissions and groups for application access.

Design note
The AAD Connect tool is commonly used for Azure Active Directory-
based Saa$S applications like Office 365, Dynamics CRM, or others. Third

party adoptions can be done directly from MIM 2016.
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The following figure illustrates the schema of such a solution:

A

Other LDAP

directories
Other App s\

-
(] Identity
(] Manager

Cloud Identity
Providers and SaaS

HR System Management of: application
Identities CRUD:
Contracts
* Users
Users
Roles
Roles Groups
LOB Apps Groups ]
Other objects Other objects

Other
Repositories

You can use MIM 2016 to manage distribution groups and security groups (whether mail-
enabled or not), regardless of the scope: universal, global, or domain local. Furthermore,
groups can be configured with more than one owner, and the ability to create groups can be
delegated to any set of users within the MIM Portal.

Membership in groups can be managed in several ways:

Manual: Members are manually managed

Manager: Members are calculated based on the reporting relationship to a
manager

Criteria-based: This is evaluated after the result of any Create/Update/Delete
operation if the updated resource falls within the scope of the group filter
MIM WAL: Time-limited group membership
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You will find a practical guidance at the following link:
http://bit.ly/1loNsgNx on how to use the MIM WAL scenario. You will
also find all the capabilities of the WAL at the following link: http://bit.
1y/1vbw3dl, which will help you to design and implement many
scenarios.

Group capabilities

The following figure illustrates the MIM Portal functionality. Often, the creation process is
done by a criteria based on a group builder method, but you are always able to create it
manually.

Create Security Group 3 @
IMore information
Display Mame * ~
E-mail Enabled [ Enabled
Enable e-mail on a security group
Dormain * I
IDAM v
Account Name *
5 * -
cope Universal ﬂ
Secures respurces in 3 forest Members must be in the same forest
Member Selection * ® Manual
Members are manually managed
() Manager-based
Membership is calculated to include a manager, and all people reporting directly to that manager
O Criteria-based
Membership is calculated based on one or more attributes of the members
W

In a manually managed membership, the members are placed into manually managed
groups by the owners of the group, as shown in the following figure. Alternatively, users
can request to join a group. The request is either granted automatically or is subject to
owner approval. The owners are sent an e-mail asking them to approve or reject the request.
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In a manager-based membership, a group can also be created that automatically maintains
the membership based on who reports to a particular manager. This automatically adds all
of the manager's direct reports. If a subsequent import from HR (or another authoritative
data source) modifies someone's manager, they are removed from this group and possibly
placed in another group. The following figure illustrates that the principal step is to select
the manager upon which to base the group. The manager is included in the group as well as
their direct reports.

In criteria-based membership, groups based on more advanced criteria can also be created.
A criterion is based on attributes and is compared with literal values provided by the group
owner. So, a group could be based on the following rule: Department is Sales. Additional
rules can also be included, such as Department is Sales and Manager is not John Smith. The
following figure illustrates how the filter builder can be used to set up these conditions.
Criteria-based groups are one possible approach to RABC with MIM, although criteria-
based groups are not by themselves considered as a RBAC solution; the combination of
MIM Group Management and BHOLD can provide a more robust and complete solution.
Criteria-based groups are extremely powerful methods for controlling group membership
by ensuring only people that meet specific criteria receive sensitive emails, in addition to
ensuring that only specific people have the necessary permissions to access resources in AD.

With this idea of bringing groups and user accounts based on roles to your identity
repositories and applications, you can solve your whole application access requirements.
For the following example, we will use a scenario with Azure Active Directory as the
identity provider:

Manage your identities and Create Read,Upate and Delete your
user accounts identites in the cloud

Assign access to your
group (role)

Build up organizational or

" UP. Create,Read,Upate and Delete
application access groups

your groups (roles) in the cloud
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Getting in touch with information protection

In the following section, we will dive into advanced Access Control for information on
protection solutions.

Overview and needs

There was an interesting presentation from Dan Plastina, a product manager at Microsoft,
which asked a very important question: 'Why do you seek to protect information?' The
following answers were given in an actual survey:

® 96% — Reduce leakage of data shared with others (B2B collaboration)
® 94% — Partitioning of sensitive data from unauthorized users

¢ 89% — Preventing malicious employees from leaking secrets

¢ 87% — Meeting compliance requirements

Exactly because of these needs, we need to think about an information protection strategy in
our solution design in order to provide the following;:

e Persistent protection level independent from your storage solution
e Permit all companies to authenticate and to enforce authorization policies

e Provide tracking and compliance with powerful logging for reporting, including
end user use/abuse tracking

¢ The ability to remotely remove permissions on documents

¢ Enabling IT to reason over data

e Success across all platforms with a free content consumption
¢ Ease of use with a consistent user experience

e Integrated common apps/services

¢ The information protection solution from Microsoft or the RMS is an established
product line available on premise and in the cloud as Azure RMS. The solution
itself ensures security because sensitive data is never sent to the RMS server.

[316]



Planning Authorization and Information Protection Options

Typical use cases for RMS are as follows:

¢ Control of sensitive email flow, internally, across all devices

e Sharing an Office file with external users

e Board of Directors email communications

¢ Document use tracking, abuse detection, and revocation

e B2C secure email (and replies)

e Control over the downloading of files stored in SharePoint

e Securing reports generated from SAP

e Protecting files on a user's Documents folder and file share

e Sharing CAD drawings, redacted PDFs, and analyst reports

Deployment models

e Microsoft provides the following deployment models for integrating the RMS in

your environment:

Azure AD Sync, (Optional) AD FS

Deployment Scenario Identity Components RMS Components
Cloud Only with Azure RMS Azure AD Azure RMS
Hybrid Identity with Azure RMS | Azure AD, On-Premises AD, Azure RMS

On-Premises only with AD RMS

On-Premises AD

On-Premises AD RMS

Cross-Premises with Azure RMS

Azure AD, On-Premises AD,
Azure AD Sync, (Optional) AD FS

Azure RMS, RMS
Connector

Future planning

In addition to these deployment scenarios, Microsoft plans to provide a
parallel RMS Server model so that you can use your on premise and cloud
rights management services at the same time. This will solve customer
issues with security requirements and policies.
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With RMS, you solve the issues with the changing perimeter in your environment, because
with RMS the protection level of the information moves with your data, as you can see in
the following figure:

Managed devices
Company internal

[ —

=

Typical scope of MDM

Protection need
to move with the
information
Based on:
s Classification
* Labeling
s Protection
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On-Premise deployment model

The On-premise deployment model is often chosen to hold the complete security solution
inside the own datacenter. Furthermore, the Solution Developer Kit allows third parties to
extend the functionality with a rich set of features.

The On-Premises deployment scenario uses the AD RMS server role to provide the
Microsoft RMS. The solution contains an RMS Cluster with RMS services and a database
backend provided by an SQL Server instance normally deployed as cluster.

The following features are complex and sometimes require a third party:

¢ Extensible reporting

Collaboration with third parties

Mobile device support
e Document tracking
Support for MFA

Cross-premises deployment model

The cross-premises deployment model with Azure RMS combines flexibility and a rich set
of functionality. In particular, the solution is based on a service with SLAs. Compared to the
On-premise solution, the organization doesn't need to worry about the high availability of
software components such as the RMS service cluster and the SQL database server. The
missing capabilities from the On-Premises deployment scenario are already in place with
the standard functionality of the Azure RMS service. It is exactly this deployment that we
want to discuss as a starting point before moving into the RMA.
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We will extend this solution with BYOK capabilities in later complex hybrid scenarios:

«— -
Identity federation

ADFS Server WAP Server

Identity synchronization
AAD Connect

Active Directory

RMS communication
RMS Connector « . D < .
/ ‘ \ Internal Client

SharePoint Server  Exchange Server File Server

Azure RMS

Azure Active Directory
Identity Provider
Azure Rights Management
Information Protection Service
Azure Key Management
Key Material
Azure Storage Account
Logging Database

Mobile Devices
External Clients
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The following components are used in this integration scenario:

Component

Description

Directory Service

Directory Service to authenticate users who participate in the RMS
environment.

Azure AD Connect

Your organization must have an Azure AD to support user
authentication for RMS. In addition, if you want to use your user
accounts from your On-Premises directory (AD DS), you must also
configure directory integration with the AAD Connect tool.

AD FS

To provide users with the most seamless authentication experience as
they access Microsoft cloud services while logged on to the corporate
network. In order to set up single sign-on, organizations need to deploy a
security token service On-Premises, such as AD FS.

Microsoft Azure
AD Premium

To use Azure RMS, you must have Azure AD Premium subscription.
You can find more information on this at http://bit.ly/1Niatx]

Microsoft Azure
Storage Account

RMS logging is enabled by default; for more information visit:
http://bit.ly/2atXZpd.

RMS Enabled Users must run applications that support RMS. For more information,
Application see the applications that support Azure RMS section in this chapter.
RMS Client Users must have a client device (computer or mobile device) that runs an

operating system that supports RMS. For more information, see the client
devices that support Azure RMS section in this chapter. One example is a
client with the RMS sharing application installed.

We often use the identity bridge to provide and implement these different components. An
identity bridge contains the following components in a redundant way:

e AD FS - Provides federation to enable collaboration functionality
e WAP including AD FS proxy — Provides protection level for AD FS
e AAD Connect - Identity synchronization for collaboration and usage of Azure

RMS

¢ RMS Connector — On-Premise Exchange, SharePoint, and Fileserver integration

[321]


http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/1Niatxj
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd
http://bit.ly/2atXZpd

Planning Authorization and Information Protection Options

To give you an idea of the infrastructure components in a high-availability scenario, we use

the following figure:
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The second AAD Connect instance is configured in staging mode.

Important user attributes and information

In such a deployment, we are always asked which attributes are synchronized to the Azure

Active Directory.
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Synchronization considerations

With the new features of the AAD Connect tool we can configure the minimum set of
attributes that work with Azure RMS. The following attributes of a user will be
synchronized in order to use Azure RMS:

Attribute Name User Contact Group Comment

accountEnabled X Defines if an account is enabled.

cn X X Commeon name or alias. Most often the prefix of [mail] value.

displayName 4 X X A string that represents the name often shown as the friendly name (first name last name).
mail X X X full email address.

member X

objectSID X X mechanical property. AD user identifier used to maintain sync between Azure AD and AD,
proxyaddressas X X X mechanical property. Used by Azure AD, Contains all secondary email addresses for the user.
pwdLastSset X mechanical property. Used to know when to invalidate already issued tokens,
securityEnabled X Derived from groupType.

sourceAnchor X X X mechanical property. Immutable identifier to maintain relationship between ADDS and Azure AD.
usagelocation X mechanical property. The user's country. Used for license assignment.

userPrincipalName X This UPN is the login ID for the user. Most often the same as [mail] value.

User principal name considerations

You also need to be aware of your user principal name configuration in your environment.
The following information is relevant to your UPN design:

e UPN requirements:
e Must only contain letters, numbers, periods, dashes, and
underscores
e Must be known by users
¢ Domain suffix must be under the domain chosen for SSO

e UPN alignment:
¢ UPN domain selected to federate must be registered as a public
domain
¢ The required change of UPNs is in on premise Active Directory
domains
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An alternate login ID is a way of achieving UPN alignment without having to modify the
UPN attribute of user accounts (AAD Connect — Synchronization scenario)

¢ Limitations of the alternate login ID are as follows:
¢ No usage in an exchange hybrid online deployment
e Current Azure AD Connect deploys with synchronized objects; this
needs to change the UPN of every user account

¢ Kerberos-based SSO no longer works for applications that rely on
the Sign-in Assistant, for example, S4B or OD4B

e Azure AD Application Proxy and Kerberos Constrained Delegation
requires UPN match between Azure AD and on premise Active
Directory

Azure RMS

The Azure RMS core component feature provides the following functionality within the
Azure Rights Management Service:

¢ Administration
e Account certification
e Licensing

Azure RMS Service is a web service providing the core RMS services and functionality,
including administration, account certification, and licensing. Certification refers to the
account certification and activation activities performed by Azure RMS. Each user must
acquire a set of certificates that identity that particular user to be able to participate in the
Azure RMS platform. Licensing refers to the set of operations by which the Azure RMS
service grants access to protected content to authorized users. The Azure RMS service
grants a use license for each document to authorized users. The Azure RMS service also
exposes Simple Object Access Protocol (SOAP) interfaces used by clients to interact with
Azure RMS. Azure RMS is an Azure service that provides information protection by using
encryption and policy to help secure documents, files, and emails. The Azure RMS service
provides the following functionality:

[324]



Planning Authorization and Information Protection Options

Certification service

Certification refers to the account certification and activation activities performed by Azure
RMS. Each user must acquire a set of certificates that identity that particular user to be able
to participate in the Azure RMS platform.

Licensing service

Licensing refers to the set of operations by which the Azure RMS Service grants access to
protected content to authorized users. The Azure RMS Service grants a use license for each
document to authorized users.

Rights policy templates

Rights policy templates specify a predefined set of rights and conditions that can be applied
to protected content, simplifying the RMS Protection for common or daily-use scenarios to
the end-users. Azure RMS administrators create and manage rights policy templates. When
publishing protected content, the author selects the rights policy template to apply from the
templates that are available on the local computer. To make rights policy templates
available for use, the administrator must deploy them to user computers or the client
computer should have access to a shared folder. When a user attempts to consume content
protected through a template, the Azure RMS Service retrieves the latest version of the
rights policy template that was used to publish the content from the configuration database
and issues a license based on that template.

Azure RMS trusts

In Azure RMS, trust relationships are implied with any other organization supported by
Azure Active Directory, including users with Office 365 or using RMS for individuals. Users
can collaborate with external parties who have Azure Active Directory without the need to
configure a trust relationship. Note that this trust relationship provides the ability to
collaborate; it does not automatically grant external users access to protected content.
External users must be explicitly mentioned in the permission policy.
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High availability
RMS Service — Azure RMS is delivered as a Windows Azure service and is therefore subject

to the 99.9% uptime Windows Azure Service Level Agreement. Therefore, there is no action
required to make the Azure Rights Management Service highly-available.

RMS Connector — For most purposes, joining one or more RMS Connector servers to a
cluster is the recommended way to increase the availability and redundancy of your
deployment. To achieve high availability, create two or more instances of the RMS
Connector, define a connection URL server name and configure a load balancing system.
The connector URL can be any name under a namespace that you control. There are no
special requirements for this name and it does not need to be configured on the connector
servers themselves. This name does not have to resolve on the Internet unless the Exchange,
SharePoint, or FCI servers are going to be communicating with the connector over the
Internet.

Once the name is created in DNS and is configured for an IP address, configure load
balancing for that address. You can use any IP-based load balancer for this purpose,
including the Network Load Balancing (NLB) feature in Windows Server. Use the
following settings to configure the NLB cluster:

e Ports: 80 (for HITP) or 443 (for HTTPS)
o Affinity: None
e Distribution method: Equal

AAD Connect — Azure AD Connect is the first part of the identity bridge to integrate the
cloud identity and access management. The main functionality of this tool is to synchronize
identities to the cloud. MIM 2016 is also able to do this with the Azure AD Management
Agent. Be aware that this will only be supported until the merger of the synchronization
engines is complete.
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Azure AD Connect Health — This offers you the ability to view alerts, performance, usage
patterns, and configuration settings and enables you to maintain a reliable connection to
Office 365 and much more. This is accomplished using an agent that is installed on the
targeted servers. Azure AD Connect Health for AD FS supports AD FS 2.0 in Windows
Server 2008/2008 R2 and AD FS in Windows Server 2012/2012R2. These also include any AD
FS proxies or WAP servers that provide authentication support for extranet access.
Remember, for AAD Connect the agent is included in the installation binaries. Azure AD
Connect Health for AD FS provides the following set of key capabilities:

¢ Viewing and taking action on alerts for reliable access to AD FS-protected
applications, including Azure AD

¢ Email notifications for critical alerts
¢ Viewing performance data to determine capacity planning

e Detailed views of your AD FS login patterns to determine anomalies or establish
baselines for capacity planning

AD FS — The AD FS is the second part of the identity bridge and the main capability it
provides is federation. This service is required to build SSO to your Azure AD and the
associated SaaS applications. AD FS can also be used for integrated partners or social
identities without Azure AD.

Azure rights management key material

By default, Azure RMS generates the tenant key and manages most aspects of the tenant
key lifecycle. This is the simplest option with the lowest administrative overheads. In most
cases, organizations do not even need to know that they have a tenant key. They just sign
up for Azure RMS and the rest of the key management process is handled by Microsoft.

Alternatively, organizations might want complete control over their tenant key, which
involves creating a tenant key and storing the master copy on-premises in an HSM. This
scenario is often referred to as BYOK. BYOK is out of scope for the Pilot design and
implementation.
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Hardware security modules

The following sections discuss the various considerations around the benefits of using HSM
with Azure RMS in the BYOK scenario. HSM are physical devices that provide a hardened,
tamper-resistant environment for management and secure storage for digital keys used in
Azure RMS and other applications. Microsoft requires the sole use of Thales HSMs to
guarantee compliance with Microsoft datacenters. Additionally, the use of HSMs at the
outset of the Azure RMS deployment is required. HSMs provide organizations the ability to
securely manage their private keys On-Premises. The following table provides a summary
of the benefits of implementing a Thales HSM in the Azure RMS deployment:

Benefit Description

Secure Key HSMs provide a tamper-resistant environment for the storage of private

Storage keys. All Thales HSMs are certified to meet the highest security standards.

Compliance HSMs are FIPS 140-2 Level 3 Standard, the most widely accepted
benchmark for hardware security in both enterprise and government
environments.

Extensibility Using a Thales HSM for key storage allows the Azure RMS environment to
be extensible to On-Premises per a future migration. Microsoft uses solely
Thales HSMs for key storage in Azure RMS, therefore, a Thales HSM is
required for Azure RMS.

The following prerequisites are required to support the BYOK scenario:

Requirement Details
Thales HSM and associated Only Thales HSMs can be used in the BYOK scenario.
components The Thales nShield Connect, nShield Solo, or nShield

Edge can be used in the BYOK scenario
To deploy the BYOK scenario you should have basic
operational knowledge of Thales HSMs.

A subscription that supports Note that you cannot use BYOK with the RMS for
Azure RMS individuals offering or exchange online.
Offline x64 workstation* Not required if you travel to Redmond and transfer your

key in person.
Windows 7 or later.
Thales nShield software version 11.50 or later.

Online workstation* Not required if you travel to Redmond and transfer your
key in person.
Windows 7 or later.
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Azure Rights Management Super User

The Azure RMS Super Users feature provides the following functionality within Azure
RMS:

o Full control over all rights-protected content that is managed by Rights
Management

e Full owner rights to Super Users for all use licenses that are issued by the
subscriber organization

e Decryption of any rights-protected content file and removal of rights-protection
from it for content previously protected within that organization

Typically, this level of access is required for legal eDiscovery and by auditing teams. This
functionality needs to be manually enabled.

User can be configured with a PowerShell cmdlet. Find more information

Individual users and groups can be on the Super User list. RMS Super
0 on this at http://bit.ly/2aPopgD.

Azure Rights Management templates

RMS supports two protection options:

¢ Ad Hoc Protection with single-use permissions defined manually by the
document author

¢ Right Policy Templates with centrally-defined policies

Rights policy templates specify a predefined set of rights and conditions that can be applied
to protected content, simplifying the RMS Protection for common or daily-use scenarios to
the end-users. Azure RMS administrators create and manage rights policy templates. When
publishing protected content, the author selects the rights policy template to apply from the
templates that are available on the local computer. To make rights policy templates
available for use, the administrator must deploy them to user computers or the client
computer should have access to a shared folder.

When a user attempts to consume content protected through a template, the Azure RMS
Service retrieves the latest version of the rights policy template that was used to publish the
content from the configuration database and issues a license based on that template.

[329]


http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD
http://bit.ly/2aPopqD

Planning Authorization and Information Protection Options

Azure RMS contains two default Rights Policy Templates that are available to all end users
in the tenant immediately upon the activation of the Azure RMS service. These rights policy
templates are as follows:

e tenant name - Confidential: This template grants permission to view and
edit content to internal users and denies the right to copy or print.

e tenant name - Confidential Read Only: This template grants permission
to view content to internal users and denies the right to copy, edit, print, or save

For many organizations, the default templates might be sufficient.

Templates are typically defined to:

Limit usage of protected information to different employee levels and roles
e Scope content to different organizations and departments

Reflect different data classifications based on business impact

Reflect different data classifications based on specific content such as PII or
intellectual property

¢ Scope content to audiences such as full time employees, contractors, partners, etc.

The following usage rights are available:

Option Values

Rights Viewer
Reviewer
Co-Author
Co-Owner

Custom (view content, save file, edit content, copy and extract content,
view assigned rights, change rights, allow macros, export content (save
as), print, forward, reply, reply all, and full control)

Content expiration | Content never expires

Content expires (date)

After the content is protected, content expires after the specified
number of days

Offline access Content is available only with an Internet connection
Content is always available
Number of days the content is available without an Internet connection
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Recommendation

Do not design policies with restrictions that are too granular. Instead, start
with simple policies. The biggest business impact comes from preventing
data leakage by applying the default rights policy template that restricts
access to people in an organization. Start small and step by step, create
new policy templates based on classification cards.

Logging services
The Azure RMS logging service feature provides the following functionality within Azure
RMS:

Logging all user's activity in Azure RMS, including requests from users
e Logging actions performed by RMS administrators in the organization
e Logging actions by Microsoft operators to support RMS deployment
Analyzing for business insights

Monitoring for abuse

Performing forensic analysis

Security and compliance

A special Microsoft Azure storage account stores all of the Azure RMS
logging information. The information that is in this account is sensitive
because its disclosure could affect user privacy. See more about the
logging services at http://bit.ly/1TJIXNWp.

Azure rights management trusts

In Azure RMS, trust relationships are implied with any other organization supported by
Azure Active Directory, including users with Office 365 or using RMS for individuals. Users
can collaborate with external parties who have Azure Active Directory without the need to
configure a trust relationship.

A trust relationship provides the ability to collaborate; it does not
automatically grant external users access to protected content. External
users must be explicitly mentioned in the permission policy.
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RMS for individuals

RMS for individuals is a free self-service subscription for users in an organization who have
been sent sensitive files that have been protected by Microsoft Azure RMS, but they cannot
be authenticated because their IT department does not manage an account for them in
Azure. In short, with RMS for individuals you're allowing recipients outside your
organization to consume RMS protected data.

These users can sign up for a free work or school account to use with
Azure RMS and can download and install the rights management sharing
application. As a result, these users can now authenticate to prove that
they are the person that the protected files were sent to and can then read
the protected files on computers or mobile devices.

RMS clients and application usage scenarios

The following clients and usage scenarios are ready to go out of the box:

e Windows Word, Excel, PowerPoint, Outlook 2010/2013/2016 — Consumption and
protection

e Mac Word, Excel, PowerPoint, Outlook 2016- Consumption and protection

e Windows Universal Word, Excel, PowerPoint, Outlook — Consumption only

¢ Office 365 Web Word, Excel, PowerPoint, Outlook — Consumption and protection

¢ iOS Outlook — Consumption and reply

¢ iOS Word, Excel, PowerPoint — Consumption and protection

¢ Android Outlook — Consumption and reply

The following features are planned for the future:

¢ iOS Outlook — Protection, then native SDK usage

¢ Android Word, Excel, PowerPoint, Outlook — Consumption, then Protection
¢ Exchange Online — addition of HSM support via Azure RMS BYOK'

¢ SharePoint Online — improved “Maintain permission on download” behavior
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How does authorization and information
protection reporting work?

For authorization, and especially for Azure RMS, there is a rich set of reporting capabilities.
The full set of reports requires an Azure AD Premium license. The reports are shown in the
following manner:

idam Demo B2C En...

idam Development...

idam Demo Envir...

&3 pasHEOARD

USERS GROUPS APPLICATIOMS

SEARCH ACTIVITY REPORTS

DOMAIMNE

DIRECTORY INTEGRATION

COMFIGURE REPORTE LICEMSES

FROM [3/10/2016 | 1o 1072018

REPORT

ANOMALOUS ACTIVITY
Sign ins from unknown sources
Sign ins after multiple failures
Sign ins from multiple geographies
Users with threatened credentials
Users with leaked credentials
Sign ins from P addresses with suspicious activity
Sign ins from possibly infected devices
Irreguilar sign in activity
Users with anomalous sign in activity
ACTIVITY LOGS
Audit report
Password reset activity

Password reset registration activity

user |Search Display Name or UPN

DESCRIPTION

May indicate an attempt to sign in without being traced.
May indicate a successful brute force attack.

May indicate that multiple users are signing in with the same account.
Users with threatenad credentials

Users with leaked credentials

May indicate 2 successful sign in after a sustained intrusion attempt.
May indicate an attempt to sign in from possibly infected devices.
May indicate events anomalous to users’ sign in patterns.

Indicates users whose accounts may have been compromised.

Audited events in your diractory
Provides a detailad view of password resets that occur in your organization

Provides 2 detziled view of password reset registrations that occur in your organization.

Salf service groups activity

Office365 Group Mame Changes

Provides an activity log to all group seff service activity in your dirsctory

Creations and name changes to Office 365 groups.

INTEGRATED APPLICATIONS
Application usage
Account provisioning activity
Password rellover status

Account provisioning errors

Provides 2 usage summary for all Szas applications integrated with your directory.
Provides 2 history of attempts to provision accounts to external applications.
Provides 2 detziled overview of automatic password rollover status of SaaS applications.

Indicates an impact to users’ access to external applications,

RIGHTS MANAGEMENT
RMS summary
RMS active users
RMS device platforms

RMS application usage

Rights Management (RM3) usage summary
Top 1000 users who accessed content protacted by Rights Management (RMS)
List of device platforms used to access content protected by Rights Management (RMS)

Applications that accessed content protected by Rights Management RMS)

EXTERNAL ACCESS

Invitation summary

Invitation summary
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With the installed hybrid reporting agent on your MIM infrastructure, you can view all the
details from your Azure AD and your local identity management infrastructure.

Another important feature in the usage of Azure RMS is the Azure RMS tracking website.
On this website you can track the usage of your RMS-protected and shared information
around the globe. You get also the capability to revoke permissions to a specific document.
The Azure RMS tracking feature looks like the following figure:

§ My 204

——
§ bone 2004

Practical note
For privacy considerations, organizations are able to disable the track feature
if desired.
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If you need to revoke permissions on a specific file, you can just select the option to revoke
the permissions. You provide a reason that can be sent as a notification to the user,
notifying them that they will not have any further access to the shared data. You will also
see a summary declaring that the permissions have been revoked on the Azure RMS
tracking website. The following figure illustrates the process:

mmmmmmmm

6 May 2014
[ — 5 May 2014

Eapem o
5 June 2014

Summary

In this chapter, we talked about the design of a hybrid access management solution,
focusing on the key aspects of authorization and information protection. With this
information, you can now apply the required design principles to a risk-based Access
Control and information protection strategy, including Azure RMS and the future Windows
Server 2016 system. In the next chapter, we will start to implement our own solution. We
will focus on the synchronization and federation functionality, group management, and the
activation of the MFA.
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This chapter will focus on the implementation of a basic hybrid identity and access
management solution. You will learn to configure and manage the Identity Synchronization
and Federation environment. Furthermore, we will enable Azure MFA to protect cloud
applications. Obviously there are many configuration options. We will try to focus at a
beginner and professional level at the same time. So you will find some basic step-by-step
instructions, and on the other hand configuration notes for advanced options to address the
reader's experience. We will extend this lab with various feature configurations and
additional virtual machines in the following chapters.

The following are the topics that we are going to go through in this chapter:

Creating the basic lab environment
Installing and configuring the Synchronization and Federation environment

Creating dynamic groups

Configuring self-service group management
Implementing secure remote access and SSO for on-premise web applications
Enabling and configuring Multi-Factor Authentication
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Creating the basic lab environment

At the beginning of the chapter we need to provide an example lab infrastructure to follow
the steps we give you. You can use this lab configuration, or your own. If you use your own
lab configuration, then it's up to you to make the necessary adjustments. For introduction
purposes, we will use Azure IaaS to provide the lab environment, but you can also choose
an on premise infrastructure based on your virtualization solution. In this chapter, we will
use four virtual machines to demonstrate the installation and configuration steps.

Disclaimer

We will generate the lab on the Azure platform to help you perform tests
with a very cost -effective solution. You just need a client, an Internet
connection, and the trial versions. Obviously this configuration is not
recommended for a production environment.

The following diagram shows the expected lab architecture:

IDBO1

IP: 10.0.2.5
" HTTPSin
URAO1
IP: 10.0.1.4

Subnet1 10.0.1.0/24 Subnet2 10.0.2.0/24
identitypluslab-subnet1 identitypluslab-subnet2

VNET: identiypluslabvnet
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Virtual machines

The lab contains virtual machines installed on a virtual network with two subnets based on
a cloud service in Azure laaS. The following table describes the virtual machines. We will
install three machines by script and one manually so that you know how to extend the lab
environment, also so that you are able to choose the method to provide additional machines
yourself — by scripts or manually.

identityplus.ch represents the demo suffix; replace it with your public
domain name.

Name |Role 0os Subnet
ADSO01 | Domain Controller 2012 R2 Data identitypluslabvnet-subnet2(10.0.2.0/24)
Center
APPO01 | Application Server 2012 R2 Data identitypluslabvnet-subnet2(10.0.2.0/24)
Center
IDBO01 |Identity Bridge 2012 R2 Data identitypluslabvnet-subnet2(10.0.2.0/24)
ADEFS and AAD Center
Connect
URAO01 | Unified Remote Access |2012 R2 Data identitypluslabvnet-subnet2(10.0.1.0/24)
Web Application Proxy | Center

The first important task before starting the lab configuration script is to check the actual
Azure subscription and define the default one to use. This task will be done on the virtual
machine we used in chapter 4, Building and Configuring a Suitable Azure AD . The next
section will explain the additional installations on the Windows 10 client to manage your
Azure environment.
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Cloud services

The following cloud services are already registered and used in chapter 4, Building and
Configuring a Suitable Azure AD . Double-check the services in the Azure Management and
Office 365 Portal.

Service Purpose

Enterprise Mobility Suite Azure Active Directory Premium
Azure Rights Management
Microsoft Intune

Office 365 E3 plan Saa$S applications

Azure MSDN or other subscription | IaaS for lab environment and access to the Azure
Management

Practical note
If you need to extend your Office 365 trial you can use the following link:
http://bit.ly/1U7VRgk.

Public domain and Azure AD default directory

Before we jump into the installation process, double-check that you have already registered
your custom domain. You should have registered the domain in chapter 4, Building and
Configure a Suitable Azure AD.

Parameter Value

Public Domain YourRegisteredDomain, for example, <identityplus.ch>
Azure AD Default YourDefaultDirectory, for example,

Directory <identityplus.onmicrosoft.com>

Administrative workstation

To prepare the administrative workstation, use the following steps:

1. Login to your Windows 10 client from chapter 4, Building and Configuring a
Suitable Azure AD.
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2. Open an evaluated PowerShell.
3. Install the Azure Resource Manager modules from the PowerShell Gallery:

Install-Module AzureRM
4. Install the Azure Service Management module from the PowerShell Gallery:
Install-Module Azure

5. Add-AzureAccount — Provide your Azure Global Administrator credentials.

Sign in to Windows Azure ﬂ

~

BR Windows Azure

Type the email address of the account
you want to sign in with,

‘kc-mc—one@example.cc-m

rganizational acoounts that we re
? b! can be used anywhers i5 icon

© 2014 Microsoft Legal Privacy
Feedback
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6. Next we need to view the actual subscriptions:
Get—-AzureSubscription
7. Next we will use your MSDN or Azure Trial subscription:

Select-AzureSubscription —-SubscriptionName "Your MSDN subscription" -
Default

Check that the subscription you want to use contains the following values:
“IsDefault = true®.

After choosing the correct subscription we will open the script New-
TestLabEnvironment.ps1 from the code package for the book and configure the correct
parameters for your environment:

1. Check and modify the script for your needs.

2. Run the script with your customized parameters to start the installation process
of the lab environment:

.\New-TestLabEnvironment .psl —-ServiceName "identitypluslab" -Location
"Central US""®

The installation process runs approximately 30 — 45 minutes. The script is
based on a Microsoft example script. Use the location nearest to you to get
the best performance.
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Public SSL certificates

For this and further labs, we need to use public SSL certificate. We highly recommend you
request a Wildcard or SAN SSL/TLS certificate. Before we start the certificate request with
the following parameters, we need to create a new cloud user with a mailbox to receive the
verification information from the certificate provider.

Practical note
Don't use Cryptographic Next Generation (CNG); use a Legacy

Cryptographic Service Provider. More information can be found here:
http://bit.ly/2aAUmz5

Perform the following tasks:

e Administrator@yourpublicdomainsuffix

e Enable an Office 365 E3 license

Certificate property Value

Subject Yourdomainsuffix, for example, *.identityplus.ch

Subject Alternative Name [login.yourdomainsuffix, for example, login.identityplus.ch
(SAN)

You need to enter the enterpriseregistration.yourdomainsuffix, for example,
following additional enterpriseregistration.identityplus.ch
entries based on your (minimum)
domain suffix: claims.identityplus.ch
kerb.identityplus.ch
workfolders.identityplus.ch
mfa.identityplus.ch
sps.identityplus.ch

exs.identityplus.ch

For the lab environment you can use an SSL Certificate from Comodo or another public
certificate authority.
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To create the certificate request you can use the DigiCert utility from the code package:

@ DigiCert Certificate Utility for Windows®

Create CSR

Certificate Details Information

Certificate T required
Certificate Type: (®) 551 () Code Signing ype fequired)

Choose how you are going to use the cedificate.

Common Mame: |
I you choose S5L, then the certificate will be

Subject sawed in the machine cedfficate store.

Alternative
Mames:

f you choose Code Signing, then the
certfficate will be saved in your own cerificate
stare.

Organization:

Department:

City:

State:

Country: L
Key Size: | 2048 >

Provider: | Microsoft RSA SChannel Cryptographic Provider ~

You cannot use private SSL certificates to successfully enroll mobile
devices. You must use a public SSL Certificate, such as one from DigiCert.
Device enrollment will give an authentication error if a non-public SSL
certificate is used.

[343]



Building Cloud from Common Identities

After you receive the requested certificate we need to install the certificate in the local
machine certificate store, certlm.msc, on all the servers in our lab environment.

-

¥ Certificates - Local Computer lssued To Issued By Expiration Date  Intended Purposes Friendly Name

a [ Personal gl identityplus.ch StartCom Class 2 Primary Interme...  11/10/2017 Client Authenticati... <Nonex
| Certificates ‘Tilidentitypluslabsve.cloudapp.net  identitypluslabsve.cloudapp.net 6/28/2024 Server Authenticati..  <MNone=

b [ Trusted Root Certification Aul| 2.1 wWSve-URADT WMSvc-URAOT 4/11/2026 Server Authenticati.,  WMSVC

I | Enterprise Trust

I [ Intermediate Certification Au B Certificate -

b || Trusted Publishers

I [ Untrusted Certificates General |Details | Certification Path

| (| Third-Party Root Certificatior

I | Trusted People

b 1 Client Authentication lssuers § Certificate Information

|| Remote Desktop

b [ Runtime_Transport_Store_D2 This certificate is intt.anded for the following purpose(s):

b 5 Smon Cod st oot e ety f vt

I || Trusted Devices

| | Web Hosting

b | Windows Azure Environment

*Refer to the certification authority's statement for details.

Issued to:  *.identityplus.ch
Issued by: StartCom Class 2 Primary Intermediate Server CA

Valid from 11/9/2015 to 11/10/2017

]? ‘fou have a private key that correspands to this certificate.

Issuer Statement

Internal DNS entries

For the correct name resolution in the lab we need to configure the internal DNS entries:

Modify the values to use your DNS suffix.

Add-DnsServerResourceRecord —-ZoneName "identityplus.ch" -A —-Name "login" -
IPv4Address "10.0.2.5"

Add-DnsServerResourceRecord —-ZoneName "identityplus.ch"

—A —-Name "claims" -IPv4Address "10.0.2.6"Add-DnsServerResourceRecord -
ZoneName "identityplus.ch" —-A -Name "kerb" -IPv4Address "10.0.2.6"
Add-DnsServerResourceRecord —-ZoneName "identityplus.ch" -A -Name
"workfolders" -IPv4Address "10.0.2.6"

Add-DnsServerResourceRecord —-ZoneName "identityplus.ch" -A -Name "mfa" -
IPv4Address "10.0.2.5"Add-DnsServerResourceRecord —-ZoneName
"identityplus.ch" -A -Name "rmsconnector" —-IPv4Address "10.0.2.5"
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Add-DnsServerResourceRecord —-CName -Name "enterpriseregistration" -
HostNameAlias "login.identityplus.ch" -ZoneName "identityplus.ch"

External DNS entries

To use the different services in the lab you need to add the following DNS entries to your
external DNS provider.

Hostname Type Value

login.identityplus.ch CNAME | yourservicname.cloudapp.net
for example,
identitypluslabsvc.cloudapp.net

enterpriseregistration.identityplus.ch | CNAME | yourservicname.cloudapp.net

claims.identityplus.ch CNAME | yourservicname.cloudapp.net
kerb.identityplus.ch CNAME | yourservicname.cloudapp.net
workfolders.identityplus.ch CNAME | yourservicname.cloudapp.net
mfa.identityplus.ch CNAME | yourservicname.cloudapp.net

Mobile applications

To configure and test the Multi-Factor Authentication and the Rights Management
capabilities in chapter 10, Implementing Access Control Mechanisms you need to install the
following applications from your preferred store of your mobile device:

e Azure MFA Authenticator
e RMS Sharing application

Adding additional virtual machines

The first virtual machine we add in the Azure Management Portal is the application server
APPO1 to access different capabilities:

1. Open the Azure Management Portal (classic):
https://manage.windowsazure.com.

2. Login with your global administrator.
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Enter the name APPO1.
Choose the size Small/A1 Standard.

0 © N U kWw

Go to New | Compute | Virtual Machine | From Gallery.
Use the Windows Server 2012 R2 Data Center image.

Provide the administrator credentials you used in the installation script.
Choose your cloud service, for example, identitypluslabsvc.
Choose your virtual network, identitypluslabvnet-subnet?2.

Virtual machine configuration

.cloudapp.net

REGION/AFFINITY GROUP/VIRTUAL NETWORK

identitypluslabvnet ﬂ
VIRTUAL NETWORK SUBNETS

identitypluslabvnet-subnet2(10.0.2.0/24) ﬂ
STORAGE ACCOUNT

identitypluslabstor ﬂ

AVAILABILITY SET

O |

ENDPOINTS
MAME PROTOCOL FUBLIC PORT  PRIVATE PORT
Remote Desktop TCP AUTO 3389
PowerShell TCP 5986 5986

ENTER OR SELECT A VALUE ol

ml Windows Server 2012
M R2 Datacenter

At the heart of the Microsoft Cloud OS
vision, Windows Server 2012 R2 brings
Microsoft's experience delivering global-
scale  cloud  services  into your
infrastructure. It offers enterprise-class
performance,  flexibility for  your
applications and excellent economics for
your datacenter and hybrid cloud

environment.  This  image includes
Windows Server 2012 R2 Update.

05 FAMILY

Windows

PUBLISHER

Microsoft Windows Server Group

NUMBER OF
DISKS

PRICING INFORMATION
Pricing varies based on the subscription you
select to provision your virtual machine.

“—
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10. After the virtual machine is created — connect and login to the server.

| h 2 sp -
virtual machines < ) 10 & 2 - 0
COMNECT RESTART SHUT DOWWN ATTACH DETACH DISK CAPTURE ELETE

INSTAMCES IMAGES DISKS I
MNAME STATUS 4 SUBSCRIPTION LOCATION DNS NAME el
ads01 - identitypluslabsve.cloudapp.net
app0l W stopped Visual Studio Enterprise with MS...  identitypluslabaff [Central US) identitypluslabsve.cloudapp.net
idb01 B Stopped Visual Studic Enterprize with M5...  identitypluslabaff [Central US) identitypluslabsvc.cloudapp.net
ura0l W stopped Visual Studio Enterprise with MS...  identitypluslabaff [Central US) identitypluslabsve.cloudapp.net
idplusidm01 B stopped [Deallocated) Visual Studic Enterprise with M5...  Central US idplusidm01_dloudapp.net

Download the RDP file and use it to connect in future.

11. Join the virtual machine to your domain environment.

Installing and configuring the
synchronization and federation environment

In this section, we provide guidance on implementing the basic synchronization and

federation environment. We start with a simple infrastructure that just consists of the
Identity Bridge, the Web Application Proxy, and small applications to show the main
principles in practical use scenarios.

Preparing the group management service
account - GMSA

Use the following steps to prepare the group management service account:

1. Log on to the Domain Controller ADS01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword
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2. Open a Windows PowerShell prompt with evaluated rights and enter:

Add-KdsRootKey -EffectiveTime (Get-Date) .AddHours (-10)

Installing AD FS on IDB01

The following are the steps to install ADFD on IDBO01:

1. Log on to the server IDB01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Open Server Manager.
3. Go to Manage | Add roles and features.
4. Click Next | Next | Next and select Active Directory Federation Services.

Selact server roles DESTINATION SERVER
S>eleCt server roles it identityplus.ch

Select one or more roles toa install on the selected server.

Before You Begin
Installation Type Roles Description
[] Active Directory Certificate Services - ':ﬁ‘;é:vss;:)';e;t;?::,iiﬁ;I:Q :::JI::;
{ vide , sec
[ Active Directory Domain Services identity federation and Web single
Active Directory Federation Service sign-on ( ) capabilities. AD FS

includes a Federation Service that
enables browser-based Web 550.

[] Active Directory Lightweight Directory Services
Confirmation [] Active Directory Rights Management Services

5. Click Next | Next | Next.
6. Click Install.
7. Wait for the installation to complete and then click Close.

Practical note

You can also use the following PowerShell commands to install ADFS:
Install-WindowsFeature ADFS-Federation -
IncludeManagementTools Install-AdfsFarm -
CertificateThumbprint <thumbprint of the cert> -
FederationServiceName login.identityplus.ch -
GroupServiceAccountIdentifier identityplus\svcfed$ -
FederationServiceDisplayName "IDPlus Login"
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Configuring AD FS on IDB01

Use the following steps to confrigure AD FS on IDB01:

1. Ensure that you are still logged on to IDB01 with the Enterprise Administrator
account.

2. Go to Server Manager | Configure the federation service.

|, Post-deployment Configura...

Configuration required for Active Directory

Federation Services at [DEO1

Configure the federation service on this server.

3. Ensure that the first federation server is selected and click Next | Next.
4. In SSL Certificate, select the login.identityplus.ch certificate.

551 Certificate: | login.identityplus.ch |"| | Import...
View
Federation Service Mame: | login.identityplus.ch | E |

Example: fs.contoso.com

Federation Service Display Name: IDplus Lugin|

Users will see the display name at sign in.

Example: Contoso Corporation
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5. Type a preferred name, such as IDplus Login, in the Federation Service Display
Name: field and click Next.

6. Create a Group Managed Service Account, enter svcfed in the Account Name
field, and click Next.

7. Create the database on this server — click Next.

8. Click on Next and make sure the prerequisite checks pass.

The warning about the root key is OK.

9. Click on Configure.

Testing AD FS functionality

To test the AD FS functionality, use the following steps:

1. Ensure that you are still logged on to IDB01 with the Enterprise Administrator
account.

2. Open Internet Explorer.

3. Browse to
https://login.identityplus.ch/adfs/ls/idpinitiatedsignon.aspx.

Ensure that you don't see a certificate error. With ADFS 4.0 on Windows
0 Server 2016 the EnableIdpInitiatedSignonPage is disabled by default.

4. Log on with the following credentials:

5. Click on Sign In.
e Username: Domain\ AdminAccount

e Password: YourPassword

6. You will see a message saying You are signed in.
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Installing a Web Application Proxy on URA01

1. Log on to the serverURAO01 with the following credentials:
¢ Username: Domain\ AdminAccount

¢ Password: YourPassword
2. Go to Server Manager | Manage | and click on Add roles and features.
3. Click Next | Next | Next and select Remote Access.
4. Click Next| Next | Next and select Web Application Proxy.

Select the role services to install for Remote Access

Role services

[] Directficcess and VPN (RAS)
[] Routing

[MRWeb Application Pros

5. Click Add Features.
6. Click Next | Install.
7. After the installation completes, click Close.

5. Practical note
You can also use the following PowerShell command to install
the Web Application Proxy role:
Install-WindowsFeature Web-Application-Proxy -
IncludeManagementTools $credentials = Get-
Credential Install-WebApplicationProxy -
CertificateThumbprint <thumbprint of the cert> -
FederationServiceName login.identityplus.ch -
FederationServiceTrustCredential $credentials
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Configuring a Web Application Proxy on URA01

Use the following steps to configure the Web Application Proxy:

1. Ensure that you are still logged into URA01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Go to Server Manager and open the Web Application Proxy Wizard.

Post-deployment Configura.. |

Configuration required for Web Application Proxy at

URADT

Open the Web Application Proxy Wizard

3. Click Next and type 1ogin.identityplus.ch in the Federation service name.
4. Use the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

5. Click Next.
Select the login.identityplus.ch certificate and click Next.

S

7. Click Configure, ensure that the Web Application Proxy was configured
successfully, and click Close.
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Testing Web Application Proxy functionality

1. Log on to your Windows 10 client.
2. Open Internet Explorer.

3. Browse to
https://login.identityplus.ch/adfs/ls/idpinitiatedsignon.aspx.

0 Ensure that you don't see a certificate error.

4. Click Sign In.
5. Log on with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

6. You will see a message saying You are signed in.

Installing the Claims Web Application on APP01

Use the following steps:

1. Log on to the server APP01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword
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2. Open an evaluated PowerShell:
Import—-Module ServerManager

Install-WindowsFeature NET-Framework—-Core, AS-HTTP-Activation, NET-
Framework—-45-Features, Web-Mgmt-Console, Web-Asp—-Net, Web-Asp-Net45, Web-
Basic—-Auth,Web-Client-Auth, Web-Digest—-Auth, Web-Dir-Browsing, Web-Dyn-
Compression, Web-Http-Errors, Web-Http-Logging, Web-Http-Redirect, Web-Http-
Tracing, Web-ISAPI-Ext, Web-ISAPI-Filter, Web-Lgcy-Mgmt-Console, Web-
Metabase, Web-Mgmt-Console, Web-Mgmt-Service,Web-Net-Ext, Web-Net-Ext45,
Web-Request-Monitor, Web-Server, Web-Stat-Compression, Web-Static-Content,
Web-Windows—-Auth, Web-WMI,Windows—-Identity-Foundation

Configure—-SMRemoting.exe —-enable
Restart-Computer -Force

3. Log on to the server APP01 again with the same credentials.

4. Extract the Configuration.zipto C:\Configuration.

5. Run the following script:
.\deploy-testsite.psl —-SourcePath
"C:\Configuration\ClaimsWebScriptAndSite\deploy" —-SiteName "Claims Web

Site" —-SitePhysicalPath C:\inetpub\claimsroot —-ADFSServer idb0l1 —-AppFQDN
claims.identityplus.ch

6. Open the IIS Management console.
7. Correct the website binding to your public certificate.

Site Bindings

Type Host Mame Port IP Address Binding Informa...

https  claims.identityplus.ch 443 =

Configuring the Claims website

1. Log on to the server IDB01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword
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2. Open an evaluated Windows PowerShell:

Get-ADFSCertificate

CertificateType : Token-5igning
IsPrimary : True
StoreLocation : CurrentlUser

StoreName : My
Thumbprint : 9BLFBAATAZBFEI3SAB2D9BE741D766604723E05C6

Practical Note

The installation script automatically puts the thumbprint of the token-
signing certificate in the web . config file of the Claims web application. If
you renew the token-signing certificate you need to update the
thumbprint in the application configuration.

3. Go to Server Manager, click Tools |, and open ADFS Management.
4. Expand Trust Relationships and selectRelying Party Trusts.

5. Select Actions | add Relying Party Trust and click Start.

6. In the box, type https://claims.identityplus.ch.

(®) Import data about the refying party published online or on a local network

IUse this option to import the necessary data and certificates from a relying party organization that publishes
itz federation metadata online or on a local networlc.

Federation metadata address (host name or URL):
|I'rrtps:ffclaims.iu:lent'rt'_.rplus.ch

Example: fs.contoso com or https:/Awww contoso comsapp

7. Click Next.
8. Type the display name as Claims Demo Web Site.
9. Click Next.

10. Select I do not want to configure multi-factor authentication settings for this
relying party trust at this time and click Next.

11. Select Permit all users to access this relying party.
12. Click Next | Next.
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13. Clear the Open the Edit Claim Rules dialog box for this relying party trust
when the wizard closes and click Close.

14. Verify the new app with Internet Explorer by typing;:
https://claims.identityplus.ch.

15. Log on with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

16. You should see a result like the following screenshot:

MY CLAlMSWEB Welcome ! Sign out

Home About

WELCOME CLAIMSWEB!

=h=]

Issued Identity
Claim Type Claim Value Issuer Or

http://schemas.microsoft.com/ws/20 | http://schemas.microsoft. com/ws/20
08/06/identity/claims/authenticationm| 08/06/identity/authenticationmethod/
ethod windows

http://schemas.microsoft. com/ws/20
08/06/identity/claims/authenticationin| 2016-04-16T19:55:58.4882
stant

http:/flogin.identityplus.ch/adfs/semic | hitp://login.identityplus.ch/adfs/semnic
es/trust es/trust

http:/flogin.identityplus_ch/adfs/semic | hitp-//login.identityplus.ch/adfs/semnic
es/trust es/trust

B Raw SAML Token

Property Value

SamlSecurityToken.|d _caba%9619-44b0-46e+-9a8b-959e5bbabdlc
SamlSecurityToken.ValidFrom 4/16/2016 7:59:11 PM
SamlSecurityToken. ValidTo 4/16/2016 8:59:11 PM (60 minutes)
i:j‘;'S““r‘m"ke”"e‘“e""’”'A“e“ _ca5ag619-44b0-46ef-9a8b-959e5b5asd0c

SamlSecurityToken.Assertion.Issuer | hitp://login.identityplus.ch/adfs/services/trust

Configuring the Kerberos website

Log on to ADS01 and create a service account to run the application pool with the name
svckrb and with the option password never expires selected. Note the password so you can
provide it in the following configurations:

1. Open an evaluated PowerShell and type:

setspn -S http/kerb.identityplus.ch identityplus\svckrb

[3561



Building Cloud from Common Identities

2. Configure the Kerberos delegation on APP01 with the svckrb user account.
APPO1 Properties m

Location | Managed By | Object | Securi Dial4n Attribute Editor
General I Operating System I Member Of | Delegation | Password Replication
Delegation is @ securty-sensitive operation, which allows services to act on

behalf of another user.

() Do not trust this computer for delegation
() Trust this computer for delegation to any service (Kerberos anly)

(®) Trust this computer for delegation to specified services only
) Use Kerberos anly
(®) Use any authentication protocal

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service N;
http ke identityplus.ch

3. Log on to APP01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

4. Create the Kerberos Demo Web Site
New-Item C:\inetpub\kerbroot -type Directory
Import—-Module Webadministration
cd IIS:

New-Item 'IIS:\Sites\Kerberos Web Site' -bindings
@{protocol="http";bindingInformation=":80:kerb.identityplus.ch"} -
physicalPath 'c:\inetpub\kerbroot'

5. Configure the correct bindings and open the IIS Management Console.

6. Expand Sites and choose the Kerberos Web Site. Right-click and open
bindings.

7. Add a new binding with the type: HTTPS and the hostname:
kerb.identityplus.ch and choose the installed public certificate.
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8. Under application pools click add a new application pool.

9. Name the Kerberos Web Site and leave the other default values.
10. Click Advanced Settings and change the identity to the account svckrb.
11. Click on the Kerberos Web Site and click advanced settings.
12. Change the application pool to the newly created one: Kerberos Web Site.

13. Under IIS Authentication enable Windows Authentication and disable
Anonymous Authentication.

14. Go to Windows Authentication | Advanced Settings | Clear Enable Kernel-
mode.

15. Copy the index.htm file from the code package to the following directory:
C:\inetpub\kerbroot.

16. Restart the IIS.

application, which we will use later in the publishing scenarios.

0 Claims and Kerberos Web Site represent the two types of on premise

Configuring the AAD/Office 365 federation

1. Log on to IDB01 with the following credentials:

¢ Username: Domain\AdminAccount
e Password: YourPassword

2. Install the Azure AD PowerShell and the Microsoft Online Sign-In assistant from
the code package — First: msoidcli_64; Second: AdministrationConfig-en.

3. Open the newly installed Azure AD PowerShell console: Type Connect -
MsolService and provide your Azure AD Global Administrator credentials.

4. Next we transform our domain into a federation configuration:

Convert-MsolDomainToFederated —-DomainName identityplus -
SupportMultipleDomain
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5. You will find the new Relying Party Trust entry in ADFS.

Relying Party Trusts

Display Mame Enabled |dentifier

Device Registration Service umms-drsdogin identityplus.ch

Claimg Demo Web Site es WS-T... https://claims identityplus .ch./
Microgoft Office 365 |dentity Platform es WS-T... https:/Aogin.microsoftonline .com./exd. ..

6. Next we will verify our new configuration from the Windows 10 client.
7. Open Internet Explorer and type https://myapps.microsoft.com.
8. Enter one of your test user credentials.

Expected result
You should be redirected to your ADFES infrastructure. It may take a while

depending upon the changes in your Azure platform.

Installing and configuring Azure AD Connect

Before starting the Azure AD Connect installation process we will check the local Active
Directory for common misconfigurations that can disturb the identity synchronization
process. We already used a correct UPN in the user creation process. Because of this we
didn't check the domain before installing ADFS. For this task we will use the IdFix DirSync

Error Remediation tool:

1. Log on to IDBO1 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Install the IdFix DirSync Error Remediation tool from the code package IdFix.
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3. Start the tool and click Query; fix the issues before you continue.

i) IdFix version 1.09

] Office 365 Query Accept Apply Export Import Undo

DISTINGUISHEDNAME  « OBJECTCLASS ATTRIBUTE ERROR VALUE UPDATE ACTION

Query Count: 38 Error Count: 0

4. Next we will install the Azure AD Connect Tool from the code package
AzureADConnect.

Review the following article to provide the correct user accounts for a
productive environment http://bit.ly/1paFUTX.

Agree to the license terms and privacy notice and click Continue.
Click Customize.

Leave the optional configuration as the default.

Click Install.

In the User sign-in section choose Do not configure | and click Next.

o ® N

We will manually install ADFS and the AAD Connect tool to get a better
understanding of what's done with the assistants.

10. Provide your Azure AD Global Administrator credentials and click on Next.

11. In the Connect your directories section provide your local Enterprise
Administrator credentials, click on Add Directory, and click Next.
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12. In the Domain and OU filtering section we will choose the Managed Business
Objects OU to synchronize to the Azure AD; click on Next.

Domain and OU filtering

Directory | identityplus.ch | T | 9

) Sync all domains and QUs
@ Sync selected domains and OUs

! identityplus.ch

Builtin

Computers

Domain Controllers
ForeignSecurityPrincipals
Infrastructure
LostAndFound

Managed Business Objects
Managed Service Accounts
MNTDS Quotas

Program Data

System

Users

oo boooodn

Configuration

13. Make no changes to the uniquely identifying your users section and click on
Next.

We will configure this section in a complex hybrid scenario.

14. Leave the Filter users and devices section a the default values and click on Next.
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15. Also leave the Optional features section at the default values and click on Next.
16. Clear the Start the synchronization process .... and click on Install.

practical understanding of the theory from the previous chapters. We also

We will step through the complete synchronization process to get a
0 recommend always doing the Initial Load manually.

17. Go to Configuration complete | Expected result: Azure AD Connect
configuration succeeded | and click Exit.

AAD Connect stepping through the initial load

On your start screen you will find additional icons for the Azure AD Connect tool and the
additional UI's.

Azure AD Connect NEW
Synchronization Rules Editor NEW

sSynchronization Service NEW

Synchronization Service Key... NEW

1. Start the Synchronization Service.
2. Under Connectors you will find two connectors: AAD and AD.
3. Choose an AD connector and click Search Connector Space | Search.
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Expected result
No records will be received, because we didn't import any object in the
tool until this step.

4. Click Run under the Actions section.

5. Choose the Full Import run profile to bring the objects from the Active Directory

into the Connector space of AAD Connect.

S Synchronization Service Manager on IDB0O1 =
File Tools Actions Help

Operations ‘ Connectors @ Metaverse Designer \{%‘ Metaverse Search

Name Type + Description Stat
identityplus ch Active Directory Domain Services @ Create
identityplus .onmicrosoft.com - AAD Windows Azure Active Directory (Microsoft) | @ Properties
elete
onfigure Run Profiles
R
Connector: @ un
@ Shop
Iiderd'rhfplus.ch
|#] Export Connector
Run profiles: &} Irmport Connector
@ Update Connector
PO S FT I TOT 2o T @ Refresh Scherma
Delta Import
] Dietta Synchronization 51 | [#] Search Connectar Space
otal number g Export
Step Type:
Start Time: Status:
Synchronizat |
|
™ Resume Run Profile
| | &
Expected result
You should now see a specific number of Adds in the Synchronization
Statistics.
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6. Click Adds and verify the objects were imported into the connector space with
the first Full Import. You can also use the mechanism from the previous step.

7. Next we will do the same on the AAD connector.
8. Also verify the same options as we did for the AD connector.

9. Now search the connector space again from the AD connector and choose one of
our demo users.

Specify distinguished name (DN) for sub-tree:

Total Retrieved: 3 matching records

| Object Type | Connector | Explicit
DC=ch placeholder False False
DC=identityplus. DC=ch domainDNS False False
CN=Deleted Objects. DC=identityplus, DC=ch cortainer False False
DC=DomainDnsZones, DC=identityplus. DC=ch domainDINS False False
DC=ForestDnsZones, DC=idertityplus, DC=ch domainDNS False False
OU=Managed Business Objects, DC=idertityplus,... organizationallUnit  False False

CN—Thomas We*_.ferrnann ou=| Managed Bumness user False False

Walidate object against schema...

10. Click Preview to check the results of a synchronization preview to validate the
future results in the metaverse.

11. Use Full Synchronization and click Generate Preview.

12. Now we can view the status of the object that will be projected. Furthermore, we
will see the applied rules for the Import Attribute Flow.
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13. Additionally, you can view the different Export Attribute Flows.

Export Attribute Flow
BExport flow mode: Fudl
Sync Rule | Data Source | Mapping Type | Data Source Attribute | Initial Value | Final Value

Out to AAD - User Join account Enabled Direct account Enabled true (Unchanged)
Out to AAD - User Join cn Direct commonMName Jochen Nickel (Unchanged)
Out to AAD - User Join domainFQDN Direct dnsDomainMame identityplus.ch (Unchanged)
Out to AAD - User Join pwdlast Set Direct |lastPazswordChangeTi... 20160416184331... (Unchanged)
Out to AAD - User Join domainMet Bios Direct netBiosMame IDENTITYPLUS (Unchanged)
Out to AAD - User Join accourtMName Direct onPremisesSamAccoun... jni (Unchanged)
Out to AAD - User Jain object Sid Direct onPremiseSecuritylderti... 01 050000000... ({Unchanged)
Out to AAD - User Join "CM={" & Convert ToUT... Expression dn CN={425A5334
Out to AAD - User Join IIF{lsPresent{fcloudSour... Expression sourceAnchor BZS4PDARLU+L...  (Unchanged)
Out to AAD - User Identity  displayMame Direct dizplayMame Jochen Nickel (Unchanged)
Out to AAD - User Identity  givenName Direct givenMame Jochen (Unchanged)
Out to AAD - User Idertity  =n Direct sumame Nickel (Unchanged)
Out to AAD - User Identity  userPrincipalMame Direct userPrincipalMame jochen nickel@id... (Unchanged)
Out to AAD - User Bxchan...  IIF{lsMullOrEmpty{fcount ... Expression countryCode ] (Unchanged)

14. With the Commit Preview button, we created the first object in the AAD Connect

metaverse.
ﬁ Operations Qﬂg Connectors &iv Metaverse Designer {'{, Metaverse Search
Metaverse Search
Scope by Object Type: | A | Collation:  |<default> |

Attribute Operator Walue
z Add Clause
@
=]

Retrieved 1 of 1 matching records
Search Results

displayMame

Jochen Nickel

15. Next we will choose the AAD connector and run the same tasks to verify the

options.

16. Run the Export profile on the AAD connector and we will export our first user to

the Azure Active Directory. Yeah! Our first user creation.
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17. Test the new user by opening IE and typing https://myapps.microsoft.com,
then sign in with the user credentials you just created.

17. Expected Result
Now you should be able to authenticate and access the Azure
AD application access panel.

18. Run the Export profile on the AD connector to complete the run cycle.

19. Now that we have tested one single user we can run the same cycles again but
with all the users — view the different stages to understand these standard run
cycles.

20. In the next step we will configure the Sync Scheduler to run the process
automatically. Open an evaluated PowerShell:

Get—-ADSyncScheduler

PS5 C:ih> Get-ADSyncScheduler

AllowedSyncCyclelnterval : 00:30:00
entlyEffectivesyncCyclelnterval : 00:30:00
omi zedSyncCyclelnterval 3
: Initial

geRunHistoryInterval 3 :00:00
SyncCycleEnabled : False
MaintenanceEnabled : True
StagingModeEnabled : False

21. With start-ADSyncSyncCycle -PolicyType Initial you can start an initial
flow.

22. Type Set-ADSyncScheduler -SyncCycleEnabled $true to enable the
automatic sync process every 30 minutes.
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Reader note
You will find additional information here: nttp://bit.ly/1QeYgud.

Configuring attribute-based filtering

This configuration helps you to exclude sensible identities. You can also work with
outbound rules that we will explain later in other complex scenarios:

1. Log on to IDBO1 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Go to the Start Menu and click on Synchronization Rules Editor.
3. Click on Add New Rule and select inbound.
4. Configure the Description section.

MName In from AD - User Exclude

Description Users that match this rule will not be synchronized to the Azure Active Directony

Connected System

[identityplus.ch [~]
Connected System Object Type |LISEI' | - |
Metaverse Object Type |persnn | - |
LT poin [~]
Precedence 50
Tag
Enakble Password Sync D
Disabled D

5. Select the following options:
6. In the Transformations section click Add Transformation.
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7. In the Join rules section leave the values empty and click on Next.

8. Select the department attribute with the Operator EQUAL and the VALUE
Human Resources and click on Next.

9. Configure the Scoping filter section. Click Add Group and Add Clause.

FlowType = Constant

Target Attribute = cloudFiltered
Source: Type in True

Click Add to save the rule

10. Go to Start — Open the Synchronization Service Manager.
11. What happens if you create the account in another container or OU?

12. Create a new Active Directory user in the Managed Business Objects OU with
the department Human Resources.

13. Connectors — choose the AD DS connector and run a Full Import.

Expected result
You will see one Add in the Synchronization Statistics with your new
created user account.

14. Run a full synchronization on the same connector.
Expected result

You will see one Projection in the Synchronization Statistics and you will
not see an Export to the AAD connector.

So, if you try an Export on the AAD connector you will not include the newly created user
account with the department attribute set to Human Resources.
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Enabling password writeback

Remember that you need to enable password writeback to use the self-service password
reset capabilities for your federated user accounts. For this feature, password
synchronization is not a required configuration:

1. Log on to IDBO1 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Open an evaluated PowerShell.
3. Use Get—-ADSyncConnector to receive the connector name.

4. View the Password writeback status on the connector: Get -
ADSyncAADPasswordResetConfiguration -Connector "Connector
Name".

5. Enable Password writeback on the connector: Set—
ADSyncAADPasswordResetConfiguration —-Connector "Connector Name"
-Enable S$true.

6. Register a user for password reset as we did chapter 4, Building and Configuring a
Suitable Azure AD, and check the functionality.

7. Open the Event Viewer and verify the configuration and password result entries
under Windows Logs | Application.

Expected results:

Successful configuration:

TrackingId: 46730c64-ff7e-44bb-92£fd-83d456£4750f,
Password writeback service is in a healthy state. All
serviceHosts for service bus endpoints are in running
state, Details: Version: 5.0.0.686

Successful Password Reset:

TrackingId: 86fc8b58-da%e-46d1-8dd8-b810364c8e33,
PasswordResetSuccess, Details: Context: cloudAnchor:
User_T7de3ecbc-222b-4afd-9ca5-713d£f8403ca’,
SourceAnchorValue: BZS4PDAFtU+LQt7BAsnzvg==,
UserPrincipalName: jochen.nickel@identityplus.ch,
unblockUser: True
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Forcing a synchronization task after changes

1. Log on to ADS01 and change the lastname and the UPN of one of your users in
the Managed Business Objects OU.

2. Log on to IDB01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

3. Go to the Start menu and click on Synchronization Service Manager.

4. Run a Delta Import on the AD connector and you will receive a Rename in
Synchronization Statistics.

5. Click on Renames and the Distinguished Name of the user account you changed
the last name of and UPN; you will see that the changes will apply.

Attribute information:

Changes | Aftribute: Name | Type | Walue

nane cn string lkeram Mickel

naone countryCode number 0

none givenMName string lkeram

naneg ohjectGUID hinary S8E DO AR EF 2CE7 81 4D 81 76 96 97 09 59 8E 5A
none objectSid binany 0105000000000005 150000 00 DEBBEAC4 300102153 A3DEGI 723808 00...
none pwdlastSet number 13105306717239580085

none sAMAzcourtMame  string ini

none sn string Nickel

none userAccountControl number 512

naone userPrincipalMame  string ikkram nickel@identityplus.ch

6. Run a Delta Synchronization on the AD connector and an Export on the AAD
connector.
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7. Click Search Connector Space on the AAD connector and check the changes on
the user object.

a! Connector Space Object Properties -
Awatting Export Corfirmation l Lineage ]

Distinguizhed Name: CN={6A74437237797ABER7R53242647061584356604F5 7673030}

Modificabion type: update

Object type: user

Attribute information:

Changes | Aftribute Name Type Old Value MNew Value

none accountEnabled  boolean  true true
none cloudAnchaor string User_e72d0aa?-7410-46f-9510-6b88061a ... User_e72dlaa2-7410-46f-3510-6b 3806 1a. .
nane cloudMastered boolean  false false

maodify commonMame string lkram Berady lkeram Mickel

none countryCode number 1] D

modify displayMame string lkkram Berady lkeram Mickel

nane dnsDomainMame  string identityplus ch identityplus ch

none givenMame string llkeram lkeram

none |astPasswordCha... string 20160416184532 07 201604161849332 07

none netBiosMame string IDENTITYPLUS IDENTITYPLUS

nane onPremiseSecurt... binary 01 0500 00 00 00 00 051500 00 0O DE ... 07 05 00 00 00 0D 00 05 15 00 00 DO DE ...
maodify onPremisesSamA... string ibe ini

none sourceAnchor string ftCrAyzng U2BdpaXCVmOWg== ftCryzng UZBdpaXCVmOWg==

modify sumame gtring Berady Mickel

maodify userPrincipalMame  string ikram berady @identityplus ch ikram nickel @idertityplus ch

Preview. .. | Log... | Close | Help ‘ y
4

Practical Note:

You can also do a complete Delta cycle with:
Start-ADSyncSyncCycle -PolicyType Delta
This runs the following profiles:

Delta Import: AD connector

Delta Import: AAD Connector

Delta Synchronization: AD Connector

Delta Synchronization: AAD Connector

Export: AAD Connector

Export: AD Connector
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Creating dynamic groups

In this section, we will build dynamic group memberships for different purposes, such as
licensing or granting application access. We will divide this section into three main parts:

e Using on premise groups for assigning licenses
¢ Using PowerShell to assign Office 365 licenses based on groups
e Using groups for application access assignment

You also have the option to use a custom Active Directory Attribute; see
the following link to the solution: http://bit.ly/2afrAan.

With the following configurations you can access the capabilities of group management in a
hybrid identity and access management infrastructure. Let's start!

Using on premise groups for assigning licenses

First of all, we need to identify the different licenses that are available on our Azure tenant.
Basically, we do this with the following procedure:

1. Open PowerShell.

2. Use Connect-MsolService to connect to your Azure AD tenant with your
Global Administrator account.

3. With Get-MsolAccountSku you will receive the available licenses:

PS C:\Users\jochen.nickel> Connect-MsolService
PS C:\Users\jochen.nickel> Get-MsolAccountSku

AccountSkuId ActiveUnits WarningUnits ConsumedUnits

identityplus: AAD_PREMIUM
identityplus:RMSBASIC
identityplus:RIGHTSMANAGEMENT_ADHOC 50000
identityplus:ENTERPRISEPACK 25
identityplus: INTUNE_A 100
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Next we will create a group called Licensing Azure AD Premium in our local Active

Directory:

1.

Log on to ADS01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

Create a Global Security group called Licensing Azure AD Premium in the
Managed Business Objects OU and add test users to the group.

Log on to IDB01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

Open PowerShell.
Type Start-ADSyncSyncCycle Delta.
The expected result:

licensing azure ad premium

MEMBERS COWMERS PROPERTIES CONFIGURE SELF SERVICE ACTIVITY
NAME USER NAME
Jochen Mickel Jochen.nickel@identityplus.ch
Thomas Weyermann thomas.weyermann@identityplus.ch
7. Next we need to assign the Azure AD Premium licenses to the newly created

8.
9.
10.
11.

group under Azure AD | Licenses | Azure Active Directory Premium.
Choose Assign licenses to users.

Show All Groups.

Choose the Licensing Azure AD Premium group and click Assign.

Show Assigned Users and you will see that the licenses are assigned to the users
of the group. For additional members of the group the users the licenses will be
automatically assigned.
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Using PowerShell to assign Office 365 licenses
based on group membership

Use the following steps to assign Office 365 licenses based on group membership:

1. Log on to ADS01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Create a Global Security group called Licensing Office 365 E3 Plan in the
Managed Business Objects OU and add test users to the group.

3. Log on to IDB01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

4. Open PowerShell.
5. Type start-ADSyncSyncCycle Delta.
6. The expected Result:

licensing office 365 e3 plan

MEMEERS OWNERS PROPERTIES COMFIGURE SELF SERVICE ACTIVITY

NAME USER NAME
Jochen Mickel jochen.nickel@identityplus.ch
Thomas Weyermann thomas.weyermann@identityplus.ch

7. Use the open PowerShell and change the directory to C: \Configuration, where
the files from the code package from this chapter are stored.

8. Type Import-Module .\Set-LicenseToUsersInSecurityGroup.psl.
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9. Use the following command to license the users of the group:

Set-LicenseToUsersInSecurityGroup —-UserName <TenantAdminUserName> —-Password
<TenantadminPassword> —-GroupName "Licensing Office 365 E3 Plan" -
AccountSkuld identityplus:ENTERPRISEPACK

Expected result:
The users have an assigned Office 365 E3 plan and are able to access their
mailbox under: https://portal.office.com.

Using groups for application access assignment

With this scenario, we use on premise groups that are synchronized to Azure AD to assign
specific application access based on dynamic group membership:

1. Log on to ADS01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Create a Global Security group called Sales Applications in the Managed
Business Objects OU and add test users to the group.

3. Log on to IDB01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

Open PowerShell.
Type Start-ADSyncSyncCycle Delta.
Log on to your Azure AD Management with the Global Administrator.

NS U

Assign the group Sales Applications to a CRM application that you add from the
application gallery.
8. Go back to your Active Directory with the preceding credentials and add one
more user to the Sales Applications group.
9. Start another Delta Sync Cycle.
10. Logontohttps://myapps.microsoft.com with the newly added user.
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11. Expected result: The user should d application.

applications  groups approvals  profile

You have 1 apps that can’t be accessed until you install some software.

SAF

Configuring self-service group management

With the next use case we provide the capability for self-service application access
management to applications. We will use the example to enable the user to request a
controlled set of social media applications in the Access Panel UI:

1. Log on to your Azure AD Management with Global Administrator.

2. Choose the CONFIGURE section and scroll down to Users who can use self-
service for security groups = Enabled.

3. Gotohttps://myapps.microsoft.comand create a new security group called
social Media Applications thatis open to join.
4. Log on to the Azure Management Portal (AAD) as global administrator.

5. Under APPLICATIONS add some applications such as Facebook, LinkedIn, and
Instagram and assign the group Social Media Applications.

6. Now log on to https://myapps.microsoft.com with another test user and join
the Social Media Applications group.
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7. After joining the group, refresh the browser and you should see the assigned
applications.

self-service social media applications

MEMEBERS DWMERS PROPERTIES CONFIGURE SELF SER
MAME USER NAME
lochan Micks Jochen.nickel@identityplus.ch

Implementing secure remote access and
SSO for on premise web applications

Now that we have worked with the basic Identity Bridge and the starter off the group
capabilities, we will start to publish on premise applications with the Web Application
Proxy in our environment. Right now we will focus on a Claims-based and Kerberos-based

application.

Publishing a Claims-based application

The Claims Web Application will be used as a representation of a claims-based line of
business application. With this implementation you can try different claims rules and view
the results in the application. Earlier in this chapter we installed and configured the
application. Now we will publish the app with the Web Application Proxy URAO1:

1. Log on to URAO1 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Start the Remote Access Management console in the Administrative tools of the
server.
3. The first step is to publish the ADFS components.
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4. Go to Tasks | Publish | Next.
5. Go to Preauthentication | Pass-through.

6. Use the following configuration and click Next | Publish | Close.

Specify the publishing settings for this web application.

Welcome

Preauthentication

Name:

Publishing Settings FED loginidentityplus.ch / Pre: No MFA:No

Confirmation This name will appear in the list of published web applications.

External URL:
httpsi//loginidentityplus.ch

External certificate:

*identityplus.ch |'| | View...
Backend server URL:
httpsi//loginidentityplus.ch
7. Now we will publish the Claims Web Application.
8. Click Next and choose the Preauthentication method: ADFS.
9. Choose the ADFS relying party: Claims Demo Web Site.
10. Use the following then settings click Next | Publish | Close.
Welcome Specify the publishing settings for this web application.
Preauthentication Mame:
Relying Party LOB claims.identityplus.ch / Pre: ADFS MFA: No
Publishing Sett This name will appear in the list of published web applications.
Confirmation
External URL:
https://claims.identityplus.ch
External certificate:
*identityplus.ch |'| | View...

Backend server URL:

https://claims.identityplus.ch
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11. Test the configuration by opening your browser and typing;:
https://claims.identityplus.ch.

12. You should be prompted with the ADFS authentication form.
13. Log on with your administrator credentials.
14. You should see a similar site to this one:

My CLaimsWEes Welcome ! Sign out

Home About

WeLcome CrLaimsWes!

=R=]

Issued Identity

Claim Type Claim Value 1t
http://schemas. microsoft. com/ws/2008/06/identity/claims/authenticationmethod| um:casis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport| h
http://schemas microsoft. com/ws/2008/06/identity/claims/authenticationinstant | 2016-04-19T20:27:12.9952 h

# Raw SAML Token

Property Value

Saml|Security Token.Id _2ela3bTa-6427-4461-9e1d-f50%2b50656
Saml|Security Token. ValidFrom 4/19/2016 8:27:14 PM

SamlSecurity Token. ValidTo 4/19/2016 9:27:14 PM (60 minutes)
SamlSecurity Token Assertion. Assertionld | _2e0a3b7a-6427-4461-9e1d-i509i2b50656
SamlSecurity Token Assertion. Issuer http://login.identityplus.ch/adfs/services/trust
SamlSecurity Token. Assertion. Issuelnstant | 4192016 8:27:14 PM

Intended Audience https://claims.identity plus.ch/

SamlSecurity Token Assertion. MinorVersion
Saml|Security Token. Assertion. MajorVersion
Signature Algorithm http:[fwww.w3. org/2001/04/xmldsig-more#rs a-sha256

[Subject] CN=ADFS Signing - login.identityplus.ch

[Issuer] CN=ADFS Signing - login.identityplus.ch

Signing Certificate [Serial Number] 6993FBB&473B65824EAFIDI171527CA1

Download Certificate [Mot Before] 4/16/2016 7:31:02 PM

[Mot After] 4/116/2017 7:31:02 PM

[Thumbprint] ESD20F214C9DBAB6165E0DFDATOFBE3EBFIABAFS

To get familiar with the Claim rules use the examples from the previous chapter and
configure them in your ADFS environment, as following example:

1. Log on to IDB01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Open the ADFS management console.

3. Go to Trust Relationships | Relying Party Trusts | Choose Claims Demo
Website.
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4. Edit Claim Rules ....
5. Go to Issuance Authorization Rules and use the following configuration:

You can corfigure this rule to permit or deny users based on an incoming claim. Specify the incoming claim
type, claim value, and whether the users should be permitted or denied access to the relying party.

Claim rule name:
Deny Domain Adminis Group

Rule template: Authorize Users Based on an Incoming Claim

Incoming claim type:

|Gn:uup SID v|

Incoming claim value:

IDENTITYPLUS\Domain Admins

Select one of the following options to indicate whether users with this claim wil be permitted or denied access
to the relying party.
() Pemmit access to users with this incoming claim

(® Deny access to users with this incoming claim

6. Test the new configuration on https://claims.identityplus.ch and logon
with your domain admin account.
7. The expected result is that you receive the following message — try another

account and you get access.

An error occurred

You are not authorized to access this site. Click here to
sign out and sign in again or contact your
administrator for permissions.

Error details
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Try more options to limit or extend the access to this application. Also it will be a good idea
to publish more claims to see the results in the Claims Demo app. Next we will publish our
Kerberos application.

Publishing a Kerberos-based application

A simple Kerberos-enabled IIS Web Site is a representation of a Kerberos enabled line of
business application. We will show all the tasks required for configuring the Kerberos
constrained delegation. Remember: the Web Application Proxy needs to be a domain
member for such a scenario:

1.

© NS U

10.
11.
12.

Log on to IDB01 with the following credentials:
e Username: Domain\ AdminAccount

¢ Password: YourPassword
Start the ADFS Management Console in the Administrative tools of the server.
e Username: Domain\ AdminAccount
e Password: YourPassword
Start the Remote Access Management console in the Administrative tools of the
server.
Now we will publish the Kerberos Web Application: Publish.
Click Next and choose the Preauthentication method: ADFS.
Choose the ADFS relying party: Kerberos Demo Web Site.
Use the following settings — click Next | Publish | Close.
Go to Trust Relationships | Relying Party Trusts | Add Non-Claims-Aware
Relying Party Trust.
Click Start | Display Name: Kerberos Demo Web Site.
Configure Identifiers: https://kerb.identityplus.ch. Click Add and Next.
Click Next and Close.
Go to Add an Issuance Authorization Rule: Permit All Users and click on
Apply.
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13. Log on to URAO1 with the following credentials:

Specify the publishing settings for this web application.

Marne:
LOB kerbuidentityplus.ch / Pre: ADFS no CLA MFA: No

This name will appear in the list of published web applications.

External URL:
https:/fkerb.identityplus.ch

External certificate:

*identityplus.ch |V| | View...

Backend server URL:
https://kerb.identityplus.ch

Backend server SPM:
http_a'kerl::-.identityplus.cﬂ

14. Next we need to configure the correct SPN's and the delegation in Active
Directory.

15. Log on to ADS01 with the following credentials:
e Username: Domain\ AdminAccount

e Password: YourPassword
16. Open the Active Directory Users and Computers management console.
17. Enable the Advanced Features under View.
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18. Set the following SPN's on the Web Application Proxy computer account:

Multi-valued String Editor -
Adtribute: service Principal Mame
Value to add:
|| | [
Walues:
HOST:’LIH;’-‘\D_‘I _ Remove
HTTP/URADT

HTTP/ural identityplus.ch
MRS R e R
RestrictedkKrbHost /ural identityplus .ch
TERMSRV/JRAD
TERMSRV//ural.identtyplus.ch
WSMANurall

WSMAM/ura identityplus.ch

19. In our case, the hostname of the Web Application Server is URAO1.

20. Next you need to set: Trust this computer for delegation to specified services

only.
21. Choose: Use any authentication protocol.

22. Add the service account svckrb under the Kerberos Web Site is running and
choose the HTTP service type.

General I Operating System I Member Cf Delegation Password Replication

Delegation is a secunty-sensitive operation, which allows services to act on
behalf of another user.

() Do not trust this computer for delegation
() Trust this computer for delegation to any service (Kerberos only)
(®) iTrust this computer for delegation to specified services onhs

() Use Kerberos only

®) Use any authentication protocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Part
http kerb identityplus.ch

Service M
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23. Now that we have configured the correct Kerberos delegation information, we
are able to test the configuration.

24. Open a web browser and type: https://kerb.identityplus.ch.
25. Go to ADFS forms. Log on with a test user account.
26. The expected result looks like the following:

<« C' | & https://kerb.identityplus.ch/?authToken=ey)0eXAIOIKV1QILCIhbGciOSUz

You successfully signed in with Kerberos

Enabling and configuring Multi-Factor
Authentication

After implementing the basic publishing for our on premise applications we start to
integrate the Multi-Factor Authentication to protect applications with a higher security
profile, which we will extend in the next chapters.

Device Registration Service (DRS)

The first mechanism we enable is the device registration service on our ADFS
infrastructure:

1. Log on to ADS01 with the following credentials:
e Username: Domain\ AdminAccount

¢ Password: YourPassword
2. Open an evaluated PowerShell.
¢ Username: Domain\ AdminAccount
e Password: YourPassword
3. Open an evaluated PowerShell.
4. Type Update-WebApplicationProxyDeviceRegistration.
5. Provide the same credentials that you used to install the components.
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Use the following guidance to join a device in your local Active Directory:
http://bit.1ly/1132JQn.

Try to configure the necessary claim rules discussed in the previous
chapters to get familiar with the integration of the device in the
authentication and authorization process.

Type Initialize-ADDeviceRegistration and provide the ADFS
service account identityplus\svcfeds.

7. Type Enable-AdfsDeviceRegistration.
8. Log on to URAQ1 with the following credentials:

Enabling Azure MFA for a synchronized account

In this section, we will configure Azure MFA for a synchronized account to protect cloud
services with a second factor:

Log on to the Azure Management Portal as Global Administrator.
Choose your directory and click Configure.

Go to Multi-Factor Authentication and click Manage service settings.

Configure the following verification options, so that you can try the different
options:

Ll e

verification options gesm mors

Methods available to users:

M cail o phone

E‘ Text meszage to phone

El Maotification through mobile app
Verification code from maobile app

remember muli-factor authentication gzsm m

M sllow users to remember mukti-factor zuthentication on devices they trust

Days before a device must re-authenticate (1-80): | 1
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Building Cloud from Common Identities

5. Next we will configure the user we require for Azure MFA.

About enabling multi-factor auth

Pleaze read the deployment guide if you haven't already.

fhirough the browser, you can send them to this I 'o register for multi-factor
auth: https:/faka.ms/MFASetup

enable multi-factor auth cancel

6. Register your test user under https://aka.ms/MFASetup.
7. Try the on premise and cloud applications. What happens? Is any MFA required?

8. You can get more information on the following links:
https://claims.identityplus.ch and https://myapps.microsoft.com.

In the next chapter, we will extend this scenario by installing and configuring the Azure
MFA Server in our local lab infrastructure. Hope you can wait!
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Building Cloud from Common Identities

Summary

Working through this chapter enabled you to configure and manage your first hybrid
Identity Management scenario with the basics of the central role of the Identity Bridge. In
special we didn't use the assistant of the AAD Connect tool to provide you the inside of the
technologies under the hood. The assistant is quite easy to understand. You are also able to
address and implement the relevant security features such as claim rules, several group
management ideas, and the different authentication mechanisms. This helps you to fulfil the
security requirements of an organization and provide suitable solutions. In the next chapter,
we will extend this basic implementation with the Azure MFA server to secure your on
premise applications and services.

Furthermore, we will deploy the first information protection solution combined with more
conditional access control mechanisms. And if this is not enough, we will add some new
relevant features from the new Windows Server 2016. Are you ready to go?
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Implementing Access Control
Mechanisms

Now that we have already installed and configured our first hybrid identity and federation
environment, it's time to take the next steps to get deeper into access control mechanisms.
Let's configure the Azure MFA server to protect on-premise applications for the realization
of typical conditional access scenarios. Furthermore, a suitable access control solution needs
a modern information protection mechanism, such as Microsoft Rights Management
services. We will configure this important component in the following chapter in order to
fulfill security requirements in business-relevant use cases. After looking at the currently
available technologies, we will configure the latest Windows Server 2016 features so as to
learn more about the new and advanced security features of Active Directory Federation
Services 4.0 and Web Application Proxy. In this chapter we will cover the following topics:

¢ Extending the basic lab environment

¢ Configuring conditional access control

¢ Enabling and configuring information protection

¢ Configuring advanced security scenarios with Windows Server 2016



Implementing Access Control Mechanisms

Extending the basic lab environment

Until now we have worked with our basic installed lab environment. However, to configure
Windows Server 2016 features, we need to extend the current structure with two additional
virtual machines:

ADSO01 | Domain Controller 2012 R2 Data identitypluslabvnet-subnet2(10.0.2.0/24)
Center
APPO1 | Application Server 2012 R2 Data identitypluslabvnet-subnet2(10.0.2.0/24)
Center
IDBO1 |Identity Bridge 2012 R2 Data identitypluslabvnet-subnet2(10.0.2.0/24)
ADEFS and AAD Center
Connect
IDB03 |Identity Bridge 2016 TP5 identitypluslabvnet-subnet2(10.0.2.0/24)

New | ADFS4.0

URAO1 | Unified Remote Access [2012 R2 Data identitypluslabvnet-subnet2(10.0.1.0/24)
Web Application Proxy | Center

URAO03 | Unified Remote Access |2016 TP5 identitypluslabvnet-subnet2(10.0.1.0/24)
New | Web Application Proxy

To find out how to add additional virtual machines, follow the Add additional virtual
machines section in chapter 9, Building Cloud from Common Identities. After installing and
joining the two machines to the domain, we need to install wildcard certificate on both
machines. The configuration of ADFS and Web Application Proxy is also similar to the
Install and configure the Synchronization and Federation environment section in chapter
9, Building Cloud from Common Identities, with the exclusion of the AAD connect tool
installation. Just for this lab, we will build two ADEFES farms in one domain. Furthermore, we
will configure the high availability options discussed in the following chapters:
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HTTPSin

VNET: identiypluslabvnet

Next to these configurations we need to add the following DNS entries.

Readers Note:

We will turn off Windows 2012 R2-based ADEFES 3.0/WAP components in
the Windows Server 2016 sections. This will help you to reduce
consumption and avoid misconfigurations.

Additional internal DNS entries
The following DNS entry needs to be added to the current internal DNS configuration:

Add-DnsServerResourceRecord —-ZoneName "identityplus.ch" -A —-Name "login2" -
IPv4Address "10.0.2.7"

Add-DnsServerResourceRecord -ZoneName "identityplus.ch" -A —-Name "basic" -
IPv4Address "10.0.2.6"
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Additional external DNS entries
The following DNS entry needs to be added to the current external DNS configuration:

Hostname Type Value

basic.identityplus.ch |CNAME |yourservicname.cloudapp.net
New for example,
identitypluslabsvc.cloudapp.net

login2.identityplus.ch | CNAME | yourservicname.cloudapp.net
New for example,
identitypluslabsvc.cloudapp.net

Additional endpoint configuration for URA03

To allow traffic for URA3 and our new entry point login2.identityplus.ch, we need
to add an endpoint to the virtual machine configuration:

1. Open https://manage.windowsazure.comin your preferred browser and log on
with your global administrator credentials.

2. Go to virtual machines and choose URAO03.

ura03
DASHEOARD OMNITOR EMDPOINTS

MNAME +  PROTOCOL PUBLIC PORT PRIVATE PORT LOAD-BALANCED SETNA_. 2

Remote Desktop TR 60450 3380

3. Open Endpoints and click ADD to provide the information for the new endpoint.

4. Use the option ADD AN ENDPOINT TO AN EXISTING LOAD-BALANCED
SET and choose the existing set of your test lab.
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ADD EMDPOINT

Add an endpoint to a virtual machine

Traffic coming to thic endpoint will be sent to the virtual machine.
() ADD A STAND-ALOME ENDPOINT
(%) ADD AN ENDPOINT TO AN EXISTING LOAD-BALAMCED SET

dentityPlusWebFarm

5. In the next section, add the following information and finish the configuration.

ADD ENDPOINT

Specify the details of the endpoint

MNAME

Httosin x

PROTOCOL
TCP

PUBLIC PORT

443

PRIVATE PORT

443

[] RECOMFIGURE THE LOAD-BALANCED SET
You can't reconfigure direct server return for existing load-balanced sets.

EMABLE DIRECT SERVER RETURN
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6. Reconfigure the Load-Balanced Set.
7. You have successfully added the new endpoint to URA03.

Configuring fixed IP addresses

To configure fixed IP addresses for the new virtual machines, you can use the Azure
Management Portal. Just open the configuration information for the virtual machine, as
shown in the following screenshot:

ettings > 1P addresses

ﬂ uraD3

& | =

Settmgs | Connect

Now that we have extended our test lab infrastructure, let's start to configure and use the
environment.

Configuring conditional access control

Before configuring conditional access control scenarios, we need to implement the Azure
MFA server on the Identity Bridge server IDBO1:

1. Open https://manage.windowsazure.comin your preferred browser and log on
with your global administrator credentials.

2. Go to CONFIGURE | multifactor authentication | Manage service settings.
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3. To manage advanced settings and view reports, go to the portal | Manage
advanced settings and view reports.

4. DOWNLOADS: Download the Multi-Factor Authentication Server.
5. Click Generate Activation Credentials.

0 The Activation Credentials (valid for 10 minutes).

6. Click Download.

Installing and configuring the Azure MFA server

After downloading the installation binaries, we need to install the Azure MFA server.

Practical note:
0 We recommend changing the virtual machine size of IDB01 to an A2 (two

cores, 3.5 GB memory).

1. Log on to the ADFS Server IDB01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Double-click MultiFactorAuthenticationServerSetup.exe.

This software requires the KB 2919355 update and prompts you if the
0 update is not installed on the server.
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3. Choose your preferred installation folder and click Next and Finish.

i Multi-Factor Authentication Server I;li-

Select Installation Folder

The ingtaller will ingtall bulti-F actor uthentication Server to the following folder.

To inztall in this folder, click "Mext”. Taoinstall bo a different folder, enter it below or click “'Browse".

r

g

Enlder:
|I::"~F'r|:|gram Filegbuli-F actor Authentication Server', Browse. ..
4. Click Skip using the Authentication Configuration Wizard.
5. Enter your credentials to activate the server.
8 Multi-Factor Authentication Server ILIE-
File View Tools Help

Activate

Status

Authentication account.

Thoph Email |XGAJWYIWPARB@azurEadm\n.Eum
Compary Password: : ”
Settings

To activate the Multi-Factor Authentication Server, please enter your activation credentials. If you downloaded the Server through the Azure Management Portal, you
generate the activation credentials on the Server download page. Ctherwise, use the email address and password you originally used to create your Multi-Factor

Help

6. Under the Join Group context, choose the Existing group.
7. We will enable and configure the replication to prepare high availability

scenarios in the following chapters. Click Yes and Next until you have finished

the installation process.

[3951




Implementing Access Control Mechanisms

Windows Azure
Multi-Factor Authentication

Active Directory

Multi-Factor Authertication Servers and administrators must all be @ member of the PhoneFactor Admins
group in Active Directory. Membership in this group is used to authenticate servers to each other.

[w] Create PhoneFactor Admins group
[v] Add IDBO1 (LocalSystem) accourt to PhoneFactor Admins group
[+] Add idplusadmin account to PheneFactor Admins group

8. Reboot the server.
9. Log on back to the server with the preceding credentials above.
10. On the Start menu, click Multi-Factor Authentication Server.
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11. Click Company Settings and configure Text message: One-Way as the default

method.

Readers note
At the moment we are leaving all the other default Company Settings.

OATH Tokens Tags

€@
RADIUS s
Authentication Authertication

LDAP Windows
Authentication Authertication

—
Sy
1] 3
ADFS Company
Settings
&
Email Directory
Integration

@ I

User Portal ~ Web Service
SDK

L]
i
Mobile App Logaing

When intemet is not accessible

8 Multi-Factor Authentication Server
File View Tools Help
SEP Company Settings Help
U (] General | Usemame Resolution I Text Message | Mobile App Text I OATH Token Text I Reports |
ISErs

‘ Fail Authentication

User defaults

Standard ™

O Phone cal

® Text message [OneWay v|[ote

) Mobile app Standard v
O OATH token

Enzble Global Services

User can change phone

Keep phone synchronized with Active Directory

When user is disabled: | Succeed Authertication

Phone call language: |en English V|
Teat message language |en English v|
Mabile app language: |er| English V|
OATH token language: |en English V|

Default PIN niles
User can change PIN

Minimum length 45
Prevent weak PINs

[] Expiration days 901
[1 PIN history (s

12. Next, click the Users section on the left-hand side and click Import from Active
Directory.

13. Select our Managed Business Objects OU to be imported.

14. Click Update existing users.

15. Choose Import phone: Mobile and Backup: Business.

16. Click Import.
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17. Click Close.

Import from Active Directory
Help
Domain: |iderﬂ'rtyplus.ch W | Usemame Name Email Address Mobile
it anas.nickel @identityplus.ch Nickel, Anas
Search ilkram nickel @identityplus ch Nickel, lkram
View |Container Hierarchy v | jochen nickel @identityplus.ch Nickel, Jochen
thomas. n&@identityplus.ch  Weyermann, Thomas
= id_emmlus.ch
+|- Computers
+|- Domain Cortrollers
anaged Business Objects
- Managed Service Accounts
+|- Program Data
+|- System
+- Users
£ m >
Userfitter: | | Display users 4
Import: |Seleded Cortainer - Subtree v| Display limit: 100085
Settings | Method Defaults | Language Defaults
Add new users
|Update existing users I
["] Disable/Remove users no longer a member Disable
Import phone: | Mobile hd |
Backup: Business b
Enabled Only New Users with Phone Number hd
Send email Only New Users
Assign new PIN to updated users
| Import | | Close

18. Double-click one of the test users you want to use for testing the capabilities.
19. Update the following fields:

¢ Country Code: Specify the country code of your mobile number

e Phone: Add your mobile phone number
e Click on Enabled

20. Click on Apply | Close.

21. Choose the test user and click on Test....
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22. Provide the password of the user and the OTP code you received on your mobile
device.

23. You should receive a message saying Authentication successful; close the box.

By following these configuration steps, we installed the Azure MFA server, imported our
test users, and verified the functionality of the environment with one of our imported users.
Now that we have verified the basic functions, we can now configure the ADFS integration.

Integrating Azure MFA in ADFS

In this section we will integrate our on-premises Azure MFA Server into the ADFS
infrastructure to provide MFA for our conditional access scenarios.

Practical note: Before we can start the installation of the ADFS adapter, we
need to add the Group Managed Service Account (GMSA) to the
PhoneFactor Admins group. You will find the group under the Users
container in the Active Directory.

1. Click ADFS in the Azure MFA server console.
2. Choose the following options and click Install AD FS Adapter ....

AD F5

| Install AD FS Adapter...

Allow user enroliment
Prompt for backup phone
[ Prompt for third-party OATH token
Allow users to select method
Phone call
Text message
Mobile app
[] OATH Token
Use security questions for fallback
Questions to answer: 45
[[] Use OATH token for fallback
Enable logging

Practical note

In our scenario we will install the Azure MFA server directly on the ADFS
server. Obviously it's also possible to install the Azure MFA server on a
separate server. You will find the necessary information at
http://bit.ly/1X0Gdj].
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3. Click Next if you have already added the ADFS GMSA svcfed$ to the
PhoneFactor Admins group.

4. Click Next to start the installation and Close to finish the installation.
5. Open an evaluated PowerShell and type:

cd "C:\Program Files\Multi-Factor Authentication Server"
.\Register-MultiFactorAuthenticationAdfsAdapter.psl
restart-service adfssrv —-force

6. Now we will verify the correct installation of the component.

7. Open Administrative Tools — AD FS Management.

8. Click Authentication Policies and edit Global Multi-Factor Authentication.
9. Select the Azure Multi-Factor Authentication Server and click on OK.

Edit Global Authentication Policy -

Primary | Muttifactor

Conrfigure muttifactor authentication (MFA) settings.

Users/Groups
MFA is required for the following users and groups:

Devices
MFA is required for the following devices:

[] Unregistered devices
[] Registered devices
Locations

MFA is required when accessing applications from the following locations:

[] Edranet
[ Intranet

Select additional authentication methods. You must select at least one of the following methods
to enable MFA:

[] Certificate Authertication

Azure Mutti-Factor Authertication Server

What is muttifactor authentication?

ok |[ ceneel |[ Aoy |
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Practical note

You can modify the appearance of the new authentication method with
the following PowerShell command:
Set-AdfsAuthenticationProviderWebContent -Name
MultiFactorAuthentication -DisplayName "User Friendly
Name for Multifactor Authentication" -Description

"Description of your choice"

First conditional access scenario

We will use the following configuration to enable MFA for the Licensing Office 365 E3
Plan group we already used to license users for an E3 plan. Each user of this group will be
requested to provide the second factor.

First, we need to get the SID of the group:

1. Log on to ADS01 with administrative rights.
2. Open an evaluated PowerShell and type:

Get-ADGroup —-Identity "Licensing Office 365 E3 Plan"

3. Note the SID S-1-5-21-3303717086-1394675760-1919540899-2604.
4. Log on back to IDBO01.

5. Open an evaluated PowerShell and type the following PowerShell commands
(remember to replace the SID with your values).

6. Get the Office 365 Relaying Party information:

$rp = Get-AdfsRelyingPartyTrust —-Name "Microsoft Office 365 Identity
Platform"
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7. Configure the claim rule:

$groupMfaClaimTriggerRule = 'c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/groupsid", Value
=~ "A(?i) S-1-5-21-3303717086-1394675760-1919540899-26048"] => issue(Type =
"http://schemas.microsoft.com/ws/2008/06/identity/claims/authenticationmeth
od", Value = "http://schemas.microsoft.com/claims/multipleauthn") ;"

8. Configure the new relying party trust:

Set-AdfsRelyingPartyTrust -TargetRelyingParty $rp -
AdditionalAuthenticationRules $groupMfaClaimTriggerRule

9. Change the default behavior from Azure MFA to the Azure MFA Server and
type the following command:

Connect-MsolService
10. Provide your Global Administrator credentials:

Set-MsolDomainFederationSettings —-DomainName identityplus.ch -—-SupportsMFA
Strue

11. Verify the new configuration and open your preferred browser.
12. Openhttps://portal.office.comand provide the test user credentials.

13. You will also be requested to enter the received OTP code and to register your
security questions.

Second conditional access scenario

In this second scenario we will use the registered device from Chapter 9 to include the
device information into the access control mechanisms.

1. Log on to ADS01 with administrative rights.
2. Open Administrative Tools | Active Directory Users | Computers.
3. Expand your domain and the container RegisteredDevices.
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4. You should find your registered device, such as the following:

[
F

Active Directory Users and Com
| Saved Cueries

3 identityplus.ch

B | Builtin

B | Computers

p 2] Doemain Controllers

p || ForeignSecurityPrincipal:
p || LostAndFound

P
I
B
b
B
P

2| Managed Business Ohjec
Managed Service Accour
Program Data

System

Users

NTDS Quotas
RegisteredDevices

B | TPM Devices

Marme Type
[=) 2be037#-6£0... msDS-Device

Description

| General | Object | Securty | Attribute Editor

2be0371f-6104-4e97-8eed-14aba5c8b865 Prop... _

ms[15-RegisteredOwner
meD5-RegisteredUzers

Attributes:
Atribute Walue -
ms[5-DeviceObjectVersion 1
meD5-DeviceQ5Type Windows
msD5-Device0SVersion 6.3.9600.0
mzD5-lzEnabled TRUE
msD5-lsManaged FALSE

5-1-5-21-3303717086-1354
5-1-5-21-3303717086-13%4

name Z2he037F-Gi04-4207-Beed-1) _
objectCategony CN=ms-DS-Device CH=ScH =
objectClass top; msD5-Device
ohjectGUID 532050 0-06ba-43ch-561H
replPropertyMetaData AtlD Ver Loc USNM
showlnAdvanced ViewOnly TRUE
uSMNChanged 41157 -
< m >

Edi Fitter

| ok || Cancel || Aep Help

5. Log on to the ADFS Server IDB01 with the following credentials:

e Username: Domain\ AdminAccount

e Password: YourPassword

6. Open the AD FS Management Console.
7. Browse to AD FS| Authentication Polices | Per Relying Party Trust.
8. Double-click Claims Demo Web Site.
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9. Configure the following settings:

Edit Authentication Policy for Claims Demo Web Site -

Multifactor

Configure multifactor authertication (MFA) settings.

| o Global muttifactor authentication settings will apply to this relying party trust. |

Users/Groups
MFA is required for the following users and groups:

Devices
MFA is required for the following devices:
Unregistered devices

[] Registered devices
Locations

MFA is required when accessing applications from the following locations:
Extranst

[] Intranet

What i multifactor authentication?

ok [ ] [

10. Verify the functionality from the registered device and you should able to log on
tothe https://claims.identityplus.ch application.

11. Use an unregistered device and try the same procedure. Access to the
application should fail with this error because of the multi-factor authentication
requirement.

Now we have configured our first easy conditional access scenario. You can also try out
different scenarios for configuring MFA, such as for external networks only, combining
them if users come with an unregistered device or any other scenario you wish. You will
find additional guidance at http://bit.1ly/1WjfnkC.
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Additional configuration for mitigating risks and
user support

In this section, we will configure the AD FS Soft Account Lockout for the Extranet and the
ADFS Password Update features combined with Self-Service Password Reset from Azure
Active Directory Premium.

1. Log on to the ADFS Server IDB01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Open an evaluated PowerShell and type:
Get-adfsproperties | select *Extranet* | fl

3. Note the three values!

ey Administrator, Windows PowerShell

C:%> get-adfsproperties select *extranet™

ExtranetLockoutThreshold : 2147483647
ExtranetLockoutEnabled : False
ExtranetObservationwindow : 00:30:00

4. Open your preferred browser and type:
https://login.identityplus.ch/adfs/ls/idpinitiatedsignon.aspx.

Practical note:

You can verify badpwdcount in Active Directory with the following
command:

dsquery * "CN=Jochen Nickel,OU=Managed Business
Objects,DC=identityplus,DC=ch" -scope base -attr
badpwdcount.

5. Log on with wrong credentials.
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6. Now, we configure the Extranet Lockout feature in ADFS - type the following in
an evaluated PowerShell:

set—-adfsproperties —-EnableExtranetLockout $true
set—-adfsproperties —-ExtranetLockoutThreshold 3

7. Next, try to log on four times with the wrong credentials in the same way as
previously.

Practical note

Use Extranet Lockout protection to lock a user out for 10 minutes after 10
to 15 failed logins in a production environment. You can set this
configuration with the following PowerShell command:

So if you block users from logging in, you also need to provide self-service capabilities so
that they can unlock or change their existing password.

Practical note:

The following update is required (KB3035025 http://bit.1ly/1gKHygm)
on the ADFS servers in order to use the ADFS Password Update feature
without device registration.

To enable the ADFS Update Password feature, we need to do the following configuration.

1. Log on to the ADFS Server IDB01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Open an evaluated PowerShell and type:

Enable-AdfsEndpoint "/adfs/portal/updatepassword/"
Set-AdfsEndpoint "/adfs/portal/updatepassword/" -Proxy:$true
Restart-Service AdfsSrv -Force
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3. Open your preferred browser and open the following link: https://login.iden
tityplus.ch/adfs/portal/updatepassword/.

IDplus Login

Update Password

4. Now we need to do some cosmetics on our ADFS Sign in page to help users
navigating to Self-Service Password Change on-premises and Self-Service
Password Reset and Account Unlock in Azure AD.

5. Log on to the ADFS Server IDB01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword
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6. Create folders called sSPR and BACKUP in your configuration folder
C:\Configuration\SSPR—C:\Configuration\BACKUP.

7. Open an evaluated PowerShell and type:

e Back up your current ADFS configuration:
Export-ADFSWebTheme -Name default -DirectoryPath C:\Configuration\BACKUP
e Export the default configuration for customizing:
Export—-ADFSWebTheme —-Name default -DirectoryPath C:\Configuration\SSPR
¢ Create the new theme called SSPRCustom:
New-AdfsWebTheme —Name SSPRCustom —-SourceName default

8. Now, we edit the onload. js script in the C: \Configuration\SSPR\scripts
folder.

9. We add the following function block to the file:

// Copyright (c) Microsoft Corporation. All rights reserved.

// This file contains several workarounds on inconsistent browser behaviors
that administrators may customize.

"use strict";

//—-—-—- Start custom code —-—-——
function loadJquery (callback) {
var jqueryScript = document.createElement ('script');

jqueryScript.setAttribute ('src',
'https://code.jquery.com/jquery—-1.11.2.min.js");
document .getElementsByTagName ('head') [0] .appendChild (jqueryScript) ;
function loadWaiter () {
setTimeout (function () {
if (window.$) |
callback () ;
} else {
loadWaiter () ;
}
b, 10);
}
loadWaiter();

// Include jquery
loadJquery (function () A
var pwdForgottonPublic = {
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text: "Reset password",
link: "https://passwordreset.microsoftonline.com/"
i
var pwdForgottenLinkPublic = '<a href="' + pwdForgottonPublic.link + '">'
+ pwdForgottonPublic.text + '</a>';
var pwdChange = {
text: "Change password",
link: "https://login.identityplus.ch/adfs/portal/updatepassword/"
i
var pwdChangeLink = '<br>' + '<a href="' + pwdChange.link + '">' +
pwdChange.text + '</a>';
S ("#submissionArea") .append('<div id="pwdForgottenArea">' +
pwdChangeLink + '</div>");
S ("#submissionArea") .append('<div id="pwdForgottenArea">' +
pwdForgottenLinkPublic + '</div>"');
S ("#content") .css('display', 'block'); /* Initially non-displayed until
all js—-functions have been loaded */
S("#footer") .css('display', 'block');
)i

//-——— End custom code --—--

10. After adding this piece of code we need to add the custom configuration to our
ADFS.

11. Type the following two commands in your evaluated PowerShell:

Set-AdfsWebTheme -TargetName SSPRCustom —-AdditionalFileResource
@{Uri='/adfs/portal/script/onload.js';path="c:\Configuration\SSPR\script\on
load.js"}

Set-AdfsWebConfig —-ActiveThemeName SSPRCustom
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12. The result should look like the following example:

IDplus Login

Sign in with your organizational account

Change password
Reset password

The next use case is specific to Office 365 integrations. We will enable the password expiry
notification to be sent to the Office 365 portal. This is an easy job to do because we just need
to configure the specific claims issued from ADFS.

Typically, the relying party trust is called Office 365 Identity Platform.
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To issue the necessary claims we need to add the following configuration to the Issuance
Transform Rule in your Office 365 relying party trust.

1. Log on to the ADFS Server IDB01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Open the AD FS Management console.

3. Expand Trust Relationships | Relying Party Trusts and click Edit Claim
Rules... after marking the Office 365 Relying Party Trust.

4. On the Issuance Transform Rule tab, click Add Rule....
5. Choose: Send claims using a custom rule....
6. Add the following configuration and click OK.

cl: [Type ==
"http://schemas.microsoft.com/ws/2012/01/passwordexpirationtime"]
=> issue(store = "_PasswordExpiryStore", types =

("http://schemas.microsoft.com/ws/2012/01/passwordexpirationtime",
"http://schemas.microsoft.com/ws/2012/01/passwordexpirationdays",
"http://schemas.microsoft.com/ws/2012/01/passwordchangeurl"), query =
"{0};", param = cl.Value);

7. Now the following information will be sent with these two additional claims:

e Password Expiration Time: Time of user's password expiration
e Password Expiration Days: Number of days remaining prior to the
password expiry

¢ Password Change URL: URL of the password change URL from ADFS

Practical note
If this feature is not enough you can also send notification e-mails to the
end user. Additional guidance is available at http://bit.1ly/21bGDCx.
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Obviously, there are many important configurations, but we can only cover a few examples
that we feel are helpful. The last configurations are about logging, token-signing, and token-
decrypting certificate handling.

1. Use the following PowerShell command to enable sensible logging on your ADFS
server:

Set-ADFSProperties -LogLevel
Information, Errors,Verbose,Warnings,FailureAudits, SuccessAudits

2. Use the following command to enable audit policies:

auditpol.exe /set /subcategory:"Application Generated" /failure:enable
/success:enable

3. The following commands help you to increase the lifetime of the token-signing
and token-decrypting certificate:

Set-AdfsProperties —-Certificateduration 1827
Update-AdfsCertificate —-CertificateType Token-Decrypting -Urgent
Update-AdfsCertificate —-CertificateType Token-Signing -Urgent

With this package of configurations, you should get a good idea of how to configure ADFS
to help you in conditional access scenarios. Keep in mind that we cannot include all
configuration examples from this field, because you could fill an entire book with that
content. In the following section we will start off in the information protection field with the
usage of Azure RMS.

Enabling and configuring information
protection

In this section we will enable and configure Azure Rights Management Services (Azure
RMS) to provide extended access control mechanisms for information protection. This
chapter builds on the introductory configuration of Azure RMS and will be extended in
complex hybrid scenarios in the following chapters. Let's start the implementation!
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Enabling and configuring Azure RMS

The next steps will provide you with guidance on how to enable Azure RMS on your
tenant:

1. Open your preferred browser and log on to https://manage.windowsazure.com
with your global administrator rights.

2. Select Active Directory and click RIGHTS MANAGEMENT.
Activate Azure RMS.
4. You should receive the new Rights Managements service status as Active.

®

identityplus demo environment

&2 TEMPLATES

Get started with Rights Management!

Here are a few options to get you started

[ skip Quick Start the next time | visit

Rights Management Service Status

Active

Manage

| }l Create a new rights policy template

Manage your rights policy templates

ﬁ Usage Logging is enabled

Logging and Analyzing Azure Rights Management Usage

Learn more
Configuring Custom Templates for Rights Management

Microsoft Azure Rights Management
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Next, we will install the Azure Rights Management Administration Tool on the Identity
Bridge Server IDB01 from the following link: http://bit.1y/1SBEM6q.

1. Log on to the ADFS Server IDB01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Double click WindowsAzureADRight sManagementAdministration_x64.exe
to install the Azure RMS PowerShell.

We will use PowerShell and the Azure RMS cmdlets to configure the following scenarios.
Obviously, you don't need to install these extensions on the Identity Bridge. You can also
use them from your administrative workstation.

Implementing and configuring the RMS
Connector

To use Azure RMS with on-premises services such as Exchange, SharePoint, and File Server,
we need to implement the Azure RMS Connector. With this small footprint we can provide
such an integration. As an example, we will integrate the File Services in the on-premises
infrastructure.

1. Log on to the ADFS Server IDB01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Double click RMSConnectorSetup.exe in the C:\Configuration folder we
already used in Chapter 9, .
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3.

Check: Install Microsoft RMS connector on this computer.

License

Welcome to Microsoft Rights Management connector setup

Welcome to the Microsoft Rights Management cennector (Microsoft RMS connector) installation.

Credentials Office 365 before installing the connector. During setup you will need to provide credentials with

Confirmation

Progress The Microsoft Rights Management connector will enable you to use the Microsoft Rights

Microsoft Rights Management connector setup \;‘i-l

You MUST have configured and activated your Microsoft Rights Management service account in

Glebal Administrators privileges for your Office 365 account.

Management service to enable information protection capabilities in your Exchange 2010,

Results Exchange 2013, SharePoint 2010 and SharePoint 2013 servers.
® Install Microsoft Rights Management connector on this computer
) Install Microsoft Rights Management connector administration tool on this computer
Back [ Next | | Cancel |
4. Accept the license agreement and click Next.
5. Provide your Global Administrator credentials and click Next and Install.
6. Leave: Launch connector administration console to authorize servers.
7. Click Add.
8. Role: FCI Server.
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9. Enter APP01 and click OK twice and Close.

2] Microsoft Rights Management connector administration tool \;li-|

Servers allowed to utilize the connector

Adding servers, groups or service accounts below will enable those systems to utilize the connector.

ACCOUNT or group QEMVICE |ype

APPOT (IDENTITYPLUSVAPPO1S) FCl Server

10. Next we need to configure the RMS connector with SSL | open Administrative
Tools | IIS Manager.

11. Navigate to Sites and right-click on the DefaultWebSite.
12. Click Edit Bindings....

13. Click Add....

14. Type HTTPS and choose your wildcard certificate.

15. Enter workfolders.identityplus.ch as the hostname.
16. Log on to the ADS01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

17. Administrative Tools | Active Directory Administrative Center.

18. Dynamic Access Control | Resource Properties | double-click on Department.

19. You will see that there are Suggested Values that are provided in the
classification information, so you are able to define the department value on the
file server. Click on Close.

20. Right click on department and choose Enable.

21. Create a new global security group in the Managed Business Objects OU called
Work Folders Access and add your test users.
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22. Log on to the APP01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

23. Open an evaluated PowerShell and change the directory to C:\Configuration.
24. Type the following command to configure the file server with the RMS connector:

GenConnectorConfig.psl -ConnectorUri https://idb0l.identityplus.ch -
SetFCI2012

Readers note

The rmsconnector.identityplus.ch DNS name will be used in the
redundant environment in the following chapters and needs further
configuration.

Configuring the protect files on a file share
scenario

By following these next steps we will configure the file protection scenario.

1. Log on to the APP01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Next, we will install the File Server role and the Work Folder functionality.
3. Open an evaluated PowerShell and type:

Get-WindowsFeature *fs-resource* | Install-WindowsFeature -
IncludeManagementTools

4. Check that the new Resource Property is shown in the Classification tab.
5. Type Update-FSRMClassificationpropertyDefinition to update the
information on the server.

6. Right click on any folder and choose the classification tab.
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Readers note
If you need more information about the Dynamic Access Control topic you
will find a guidance at http://bit.1ly/1NHYzgm.

| 3 Configuration Properties -
General I Sharing | Security |
Previous Versions I Customize | Classification
MName Walue

Property: Department

Walue:

Value Description A
Human Resources
Information Technology

Legal

Manufacturing and Production
Marketing

Operations

Quality Cortrol

Rezearch and Develooment

[ ok ][ canesl || oow

7. In the next step we will create the folder we will provide in the Work Folder
scenario:

New-Item —-Path C:\SyncedDepartmentFolders —-ItemType Directory
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8. Create a Classification Rule to classify finance data based on the content
classifier Confidential.

$date = Get-Date
$AutomaticClassificationScheduledTask = New-FsrmScheduledTask -Time $date -
Weekly @(3, 2, 4, 5,1,6,0) —-RunDuration O;

Set-FsrmClassification —-Continuous -schedule
SAutomaticClassificationScheduledTask

New-FSRMClassificationRule -Name "Finance Department Sync Folder
Information Protection" —-Property "Department_MS" -Description "Protecting
finance information on department synchronization folders based on
'Confidential' key word in files" —-PropertyValue "Finance" —-Namespace

@ ("C:\SyncedDepartmentFolders") -ClassificationMechanism "Content
Classifier" —-Parameters @ ("StringEx=Min=1;Expr=Confidential") -
ReevaluateProperty Overwrite

9. Click Administrative Tools | File Server Resource Manager.
10. Navigate to and expand Classification Management | Classification Rules.

3

25 File Server Resource Manager |;|i-
File Action View Help

«= 2= B

35 File Server Resource Manager (Local) Rule Name S | Fuo | €. P.| P.|| Actions
b &9 Quota Management Classification Rules -

; ; B Classification Rules (1 it
__:I‘? File Screening Management assification Rules (1 item)

._5'.(_ Create Classification Rule...

{£l Storage Reports Management & Finance Department Sync Folder Information Protection  Ci... C. D.F.

4 [ Classification Management
D Classification Properties

(5l Classification Rules

% File Management Tasks

Configure Classification Schedule ...
Run Classification With All Rules ...

Cancel Classification

Refresh

11. Next, we configure the associated File Management Task.
12. Navigate to File Management Tasks and click Create File Management Task....

¢ General: Finance data on sync folder

¢ General: Description; Automatic RMS protection for confidential
finance data on sync folder

e Scope: Add C:\SyncedDepartmentFolders

e Action: Type = RMS Encryption
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e Action: Select the identityplus Demo Environment | Confidential

template

e Condition: Add... | Department Equal Finance

¢ Schedule: Weekly | Sunday and Run continuously on new files

13. Click OK to finish the configuration.
14. Open an evaluated PowerShell and type:

Start-FsrmClassification

Start-FsrmFileManagementJob -Name "Finance Data on Sync Folder"

15. After we have configured the Classification Rule and the File Management Task,

we need to install the Work Folders feature.

Add Roles and Features Wizard

Select server roles
Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

4 [H] File and Storage Services (3 of 12 installed)
4 [H] File and i5CS| Services (2 of 11 installed)

eatures V| File Server (Installed)

Confirmation [ BranchCache for Network Files

[[] Data Deduplication

[[] DFS Mamespaces

[] DFS Replication

| File Server Resource Ma

[[] File Server VS5 Agent Service

[[] iSCSI Target Server

[[] iSCSI Target Storage Provider (VDS and WS¢

[] Server for NFS

_I:I-

DESTIMATION SERVER
app0l.identityplus.ch

Description

Work Folders provides a way to use
work files from a variety of
computers, including work and
personal devices, You can use Work
Folders to host user files and keep
them synchronized - whether users
access their files from inside the
network or from across the Internet.

ork Folders
v| Storage Services (Installed
[ A v
[ " »
| < Previous | | Mext =

| nsta Cancel

16. Open Server Manager | File and Storage Services | Work Folders.
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17. Click Tasks and New Sync Share | Next.

18. Type C:\SyncedDepartmentFolders.

19. User folder structure: Choose User alias@domain and click Next twice.
20. Sync access: Add the Work Folder Access group and click Next.

21. Device policies: Leave the default settings

22. Click Create.

After creating the classification rule and the Work Folder basic configuration, we will
enable the integration in ADFS.

1. Navigate to Servers and right click on the server. Choose Work Folder Settings.

2. Change to Active Directory Federation Services and specify the federation
service URL as https://login.identityplus.ch and click OK.

3. Log on to the IDB01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

Open Administrative Tools | AD FS Management.
Navigate to Trust Relationships and select Relying Party Trusts.
Right-click Relying Party Trusts and select Add Relying Party Trust.

NS O

Click on Start and select Enter data about the relying party manually and click
Next.

8. Enter the display name as Work Folders and click Next.
9. Select AD FS Profile and click Next three times.

10.Enter the Relying Party identifier as nttps://windows-server-workfolders/V
1. Click on Add and Next.

Practical note
The V1 is case-sensitive.

11. Click Next three times and Close the Finish page.

12. On the Issuance Transform Rules tab of the Work Folders relying party, click
Add Rule.
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13. Select Send LDAP Attributes as claims and click Next.
14. On the Configure Claim Rule page, fill in the following information:

e Claim rule name: Send Work Folders information as claims
¢ Attribute store: Active Directory

15. LDAP Attribute Outgoing Claim Types:

e User-Principal-Name | UPN
e Display-Name | Name

¢ Given-Name | Given Name
e Surname | Surname

The following screenshot shows the configuration results:

i Add Transform Claim Rule Wizard -
Configure Rule

Steps You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
® Choose Rule Type which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be
: issued from the rule.

@ Configure Claim Rule
Claim rule name:

Send Work Folders information as claims |

Rule template: Send LDAP Attrbutes as Claims

Attribute store:

Active Directory W

Mapping of LDAP attributes to outgoing claim types:
LDAP Attribute (Select ortype to

Qutgeing Claim Type (Select or type to add more)

add more)

User-Principal-Name w (UPN W

Display-MName w [ Name W

Given-MName v [[Given Name w
4 Sumame + || Sumame v
- L w

< Previous | | Firish | | Cancel
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16.Click Finish and OK.
17.Next, we need to configure the Relying Party Trust Token Format.
18.0pen an evaluated PowerShell and type:

Set-ADFSRelyingPartyTrust -TargetIdentifier
"https://windows—-server-workfolders/V1" —-EnableJWT S$true
Set-ADFSRelyingPartyTrust -TargetIdentifier
"https://windows-server-workfolders/V1" -Encryptclaims $false
Set-ADFSRelyingPartyTrust -TargetIdentifier
"https://windows—-server-workfolders/V1" —-AutoupdateEnabled $true
Set-ADFSRelyingPartyTrust -TargetIdentifier
"https://windows—-server-workfolders/V1" -IssueOAuthRefreshTokensTo
AllDevices

Set-AdfsProperties -WIASupportedUserAgents ( (Get-
AdfsProperties) .WIASupportedUserAgents + 'MS_WorkFoldersClient')

After configuring the necessary information on the ADFS server we need to publish the
application on the Web Application Proxy URAO1.

1. Log on to the URAO01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Open Administrative Tools | Remote Access Management.

3. Expand Configuration | Web Application Proxy | Tasks. Click Publish.
4. Click Next.

5. Choose Active Directory Federation Services (AD FS).
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6. Choose the Work Folders relying party and click Next.

= Publish New Application Wizard -]
- g CONMECTED TO AD FS
PU b bh n g St‘tt I Igs oginidentityplus.ch
Welcome Specify the publishing settings for this web application.
Preauthentication Name:
Relying Party FIS worksfolders.identityplus.ch / Pre: ADFS MFA: N

Publishing Settings

This name will appear in the list of published web applications.
Confirmation
External URL:

https://warksfolders.identityplus.ch

External certificate:

*identityplus.ch | = | | View...

Backend server URL:
https://waorksfolders.identityplus.ch

7. Click Next and Publish.
8. Open an evaluated PowerShell and type the following command:
Get-WebApplicationProxyApplication -Name "FIS workfolders.identityplus.ch /

Pre: ADFS MFA: No" | Set-WebApplicationProxyApplication -
UseOAuthAuthentication

After configuring the RMS connector and the Work Folders infrastructure we can test the
functionality.

Securing your most valuable files

The first step we need to do is the configuration of our client to use the Work Folders
infrastructure. We use any client to configure this scenario. The example is based on a
Windows 8.1 client:

1. Log on to your client with the administrator credentials.
2. Open the Control panel | All Control Panel Items and Work Folders.
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3. Enter the email address of one test user that is a member of the Work Folder
Access group.

.E) * 4 [ » Control Panel » All Control Panel ltems » Work Folders »  Enter work email

Enter your work email address

Work Folders uses your emnail address to retrieve settings from your organization.

Woaork email address:
jochen.nickel@identityplus.ch|

Enter a Work Folders URL instead

4. The sign form of your ADFS infrastructure will appear and you will need to
provide the test user credentials.

5. Accept the security policies.

Security policies

To help protect your work files, your crganization can make the fellowing changes to your PC at any time:

= Encrypt Work Folders
» Require a password to sign in to your PC, and automatically lock your screen

= Erase all files in Work Folders, for example if you lose this PC

Additionally, files stored in Work Folders are subject to your organization's data policies.

[] | accept these policies on my PC
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6. Finish the configuration, and you should find your brand new Work Folder on
the client. Windows Explorer will automatically open the Work Folders.

7. Create or copy a Word file that contains the word Confidential in your
WorkFolder.

8. Start a new Sync with a right click on Work Folder and then click Sync Now.
9. Why will the Word document not be protected with the current configuration?

Readers note: We have chosen this configuration to demonstrate all the
required information to understand the process.

10. Log on to the APP01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

11. Open Administrative Tools | File Server Resource Manager.
12. Expand Classification Management and Classification Rules.

13. Choose our created Classification Rule and click Run Classification With All
Rules Now....

14. Run classification in the background| Click OK.
15. Log on back to your client, and you will see that the file size has increased.

his PC » Work Folders

Mame Date modified Type Size

= Financial Report 24042016 23:01 Microsoft Word D... 183 KB

16. Double click the file and you will be requested to provide your test user
credentials.

17. The document will be opened and you will see that the document is protected
with the configured Azure RMS template.
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18. Log on to the APP01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

19. Open Administrative Tools | File Server Resource Manager.
20. Configure Allow continuous classification for new files.

=4 File Server Resource Manager (Local) ||
b 59 Quota Management
3 ;ﬁ File Screening Management
£54 Storage Reports Managiigge
4 [ Classification Managemen
[] Classification Properties
_‘l Classification Rules

Rule Name Scope Folder Usages Classification Method

= Classification Rules (1 item)

B Finance Department Sync Folder Informati...  C:ASyncedDepartmentFolders Content Classifier

7 File Management Tasks File Server Resource Manager Options -
[ Emai | Notfication Limits | Storage Reports | Report Locations |
File Screen Audit Automatic Classfication Access-Denied Assistance

Schedule

Enable fixed schedule

Run at: 9:24:32 PM &
® Weeldy O Monthly
Sunday [ Monday [ Tuesday
[ Wednesday [ Thursday [ Friday
[ Saturday

[ Limit {n hours): | 1

Allow continuous classification for new files
[ Enable logaing
1024

Generate log
S vy Log e Errlog U Auitiog
=} Schedule
9:20 PM Weekly (Sun, Mon, Tue, Wed, Thu, Fr, Sat) Run Limit: None
Status: Queued
=} Cument processing

Generate report
Generate a report

DHTML [ HTML [ xmL [1csv [ Text

Operation: Initializing... [] Send reports to the following administraters:
Details: [Admin Email]

. Percent completed: 100 %

... Nest run time: 4/25/2016 3:20:32 PM Reports wil be saved in C:\StorageReports\Schedulsd

To change the locations whers classification reports are saved, use the
Report Locations tab.

After this configuration, your newly-created files on your Work Folders directory will be
classified automatically and protected with Azure RMS if the content classifier is found in
any document. With this little footprint we started a quick setup solution to show you a
small subset of the on-premises integration of Azure RMS. In the complex hybrid scenario,
we will extend the configuration to provide you with more details about the Rights
Management Services. In the next section, we will dive into a first look at the new Windows
Server 2016 ADFS and Web Application Proxy features.
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Configuring advanced security scenarios
with Windows Server 2016

Now that we have configured the information protection capabilities, we want to get
familiar with the new features of ADFS 4.0. For this reason, we will start with some quick
win examples and go ahead to explore more and more features in this and upcoming
chapters. Let's start with the Azure MFA integration. Are you ready?

Recommendation
0 Change the two virtual machines IDB03 and URAO03 to A2 (two cores, 3.5

GB memory) for a better user experience.

Azure MFA integration

In this section we will configure the Azure MFA integration to protect on-premises
resources with a second factor and without an Azure MFA server installed.

1. Log on to the ADFS Server IDB03 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Open the AD FS Management console.
3. Expand Service | Authentication Methods.
4. Click Edit Multi-Factor Authentication Methods.

0 You will find the Azure MFA integration by default.
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5. Check Azure MFA.

Edit Authentication Methods >

Primary Muttifactor

Select addtional authertication methods. You must select at least one of the following methods
to enable MFA:

[] Certificate Authentication

Azure MFA

What is multifactor authentication?

6. Open an evaluated PowerShell and type:

e Add-AzureAccount and provide your global administrator
credentials

® Get-AzureAccount to get your tenant ID

Otherwise, you can also visit
https://login.windows.net/identityplus.onmicrosoft.com/.well-kno

wn/openid-configuration in your preferred browser.

7. Type set-AdfsAzureMfaTenant -TenantId <Your Tenant ID>.
8. Restart the ADEFS server: Restart-service adfssrv —-force.

Now that we have quickly configured the Azure MFA integration you can use them to
protect on-premises applications.
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Device registration and authentication

As we already know from chapter 8, Planning Authorization and Information Protection
Options, we can use device authentication as the primary authentication mechanism. For
this reason, we will go through the steps configuring the Device Registration Service in
ADFS 4.0 and use the device for authentication.

1. Log on to the ADFS Server IDB03 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Open the AD FS Management console.
3. Expand Service | Device Registration and clickEnable device authentication.

v [ Senvice
Attribute Stores Device Registration Overview
Authentication Methods

Certficate Authority
Certficates Status

Allow users to register devices with Active Directory.

Claim Descriptions
Device Registration
| Endpoints

The Active Directory forest is configured for device registration with this AD FS famm. Enable device authentication to provide conditional access based on device claims

“| Scope Descriptions

“| Web Application Proxy
— Access Control Policies Leam More
“| Relying Party Trusts

~| Claims Provider Trusts

Enable device authentication

Planning for Dievice Registration
| Application Groups Configure a federation server with Device Registration
Configuing Device Registration

AD FS Help

4. Next, you can join a device to your Active Directory with the same procedures, as
we did earlier in this chapter for ADFS 3.0.

5. Expand Service | Authentication Methods and click Edit Primary
Authentication Methods....
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6. Enable Device Authentication as one of the primary authentication mechanisms.

Edit Authentication Methods *

Primary  Multifactor

Select authentication methods. By selecting more than one authentication method, you enable
users to have a choice of what method to authenticate with at sign in.

I Integrated Windows authentication method is specified, it appears as the default
authentication method on browsers that support Integrated Windows authentication.

Learn more about Azure MFA (Multi-Factor Authentication).

Extranet

[/] Forms Authertication

[] Certificate Authertication
[] Device Authertication
[] Azure MFA

7. Reconfigure the Claims Demo Website to work with the new ADFS 4.0 server and
try yourself to get the device authentication working.

8. Another nice GUI feature of the new device registration service can be found
under Properties....

In ADFS 3.0, these options could only be configured per PowerShell.

Properties for Device Registration Service x

Properties

Mazdmum number of joined devices per user: 10 =
Automatically remove unused devices

Mumber of days before an unused device is removed: 90 e

Now that we have configured two additional authentication mechanisms we will build up
our first example of Access Control Policies to show you the new power of ADFS 4.0 when
organizing conditional access scenarios. We will use this chapter to familiarize ourselves

with the new server and come back with real examples, such as authentication against AD

LDS and some publishing scenarios, in the following chapters when we have the right
services in place.
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In particular, we will go step by step from known to unknown principles.

A small challenge — HTTP to HTTPS publishing

In this section we will prepare a demo website with basic authentication to challenge you:
publishing scenario with HTTP to HTTPS redirect. We will use the newly-installed Web
Application Proxy to configure the scenario.

Readers note

To solve the following challenge you need the following two machines:
the APP01 and URA03. You might also need the Azure Management
Portal, available at https://manage.windowsazure.com. The final aim
should be that you understand all the different components you need for
just one simple publishing scenario. Have fun!

1. Log on to APP01 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Create the basic demo website:

New-Item C:\inetpub\basicroot -type Directory

Import-Module Webadministration

cd IIS:

New-Item 'IIS:\Sites\Basic Web Site' -bindings
@{protocol="http";bindingInformation=":80:basic.identityplus.ch"} -
physicalPath 'c:\inetpub\basicroot'

3. Configure the correct bindings and open the IIS Management console.
4. Expand Sites and choose the Basic Web Site |. Right click and open bindings.

5. Add a new binding with the type HTTPS and the hostname
basic.identityplus.ch and choose the installed public certificate.

6. Delete the HTTP Binding.
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7. Enable Basic Authentication and disable AnonymousAuthentication, as shown

in the following screenshot:

-6 Start Page

P Group by: No Groupin =
4-935 APPDT (IDENTITYPLUS\idplus — ping

-

X5 Internet Information Services (I1S) Manager
@"F— | @ » APPOT » Sites » BasicWebSite »
File View Help
Connections
QL& |8 @ Authentication

i[5} Application Pools

- @] Sites
- Basic Web Site

b0 Claims Web Site
I &0 Default Web Site
p & Kerberos Web Site

MName Status Response Type
: Anonymous Authentication Disabled
ASP MFT Impersonation Dizakled
Basic Authentication Enabled HTTP 401 Challenge
Forms Authentication Disabled HTTP 302 Login/Redirect
Windows Authentication Disabled HTTP 401 Challenge

8. Copy the index.htm file from the code package to c:\inetpub\basicroot.

9. Open your preferred browser and try a successful logon on
https://basic.identityplus.ch.

10. Expected Result: You should see a website telling you You successfully signed
in with Basic Authentication.

After getting this basic application working, we want to start challenging you. Here is the
following functionality you should provide:

The basic website should be available externally with a working HTTP to
HTTPS redirect. Tip! Virtual Machine Endpoints and IIS Bindings could be
helpful. We will use this website in further chapters.

Working with Access Control Policies

In these next steps we will configure an example access control policy.

1. Log on to IDB03 with the following credentials:

e Username: Domain\ AdminAccount
e Password: YourPassword

[433]



Implementing Access Control Mechanisms

2. Open the AD FS Management console and configure the Kerberos Demo Web
Site as you did in the previous chapter if you have not already have done so.

Relying Party Trusts
Digplay Name Enabled Type |dentifier Access Control Policy
VPN Server Mo WS-T...  ummicrosoft:vpn:server Pemit everyone
Kerberos Demo Web Site

Yes Mon-..  hitps://kerb identityplus ch Pemit everyone

Kerberos Demo Web Site X

Identifiers  Proxy Endpoints  Notes
Specify the display name and identifiers for this relying party trust.
Display namea:

|Kerberos Demo Web Site

Relying party identifier:

Add
Example: https /4= contoso com./adfs/services./trust
Relying party identifiers:
hittps://kerb identityplus.ch Remove

Concel | (105658

3. Click Edit Access Control Policy ....

4. Here, you will find the preconfigured Access Control Policies.
5. Click Cancel and go to Access Control Policies.

Readers note: We will configure our own example to see the different
capabilities we have.
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Click Add Access Control Policy.
Click Add and the Rule Editor opens.
Permit: users — from specific groups

O X® N

Permit: users — and require multi-factor authentication
10. Except: from specific network — your public IP
11. Except: from devices with a specific trust level — authenticated

Use the website http://whatsmyip.com/ if you don't know your public IP.

12. Expect a similar result to the following;:

Rule Editor X

Permit

() everyone

®) users
[ from specific network
from specific group
[] from devices with specific trust level
[ with specific claims in the request
and require muttifactor authentication

Except

from specific network

[ from specfic groups

from devices with specific trust level
[[] with specific claims in the request

Permit users
from IDENTITYPLUS\Sales Applications group
and require multi-factor authenbication
except
from 84.75.23.101 network
and from devices with authenticated trust lew

0K Cancel
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13. Now provide a name, like My First Custom Rule, and click OK.

Practical note
We have seen customers with many rules. As you can imagine, naming
conventions will be one of the first design topics we cover.

14. Go back to the Kerberos demo website and apply the new rule.

15. Test the configuration with a registered device, a user from the sales group, from
your public IP.

Summary

Yeah! We had our first basic experience with Azure MFA and RMS on-premises integration.
We have also made our first small steps into discovering Windows Server 2016. Remember,
this just the tip of the iceberg. You should now be able to configure and manage the access
management part of the basic hybrid scenario. You should also be able to address and
implement additional security features in order to fulfil higher security requirements.

We always recommend you need to build labs from scratch so as to understand all the
important tasks required. Furthermore, it enables you to get a working demo environment
to show off its functionality to your boss or co-workers.

To professional readers, we have prepared some highlights in the following chapters. Do
you want to know them? Then go ahead, and it will be our pleasure to give you some
additional hints for your practical work.
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Managing Transition Scenarios
with Special Scenarios

This chapter closes the basic hybrid identity and access management scenario. We will
discuss additional important points that will help you to build the transition processes,
including multi-forest and pure-cloud considerations. Furthermore, we will provide you
with different capabilities for several availability scenarios and connection types to the
Azure infrastructure. Additionally, a Service Provider example architecture will be part of
the chapter. With this information and your knowledge of the previous chapters, you
should be able to identify the right strategy to decide the correct direction for your coming
projects.

In this chapter, we will cover the following:

e Identifying special Active Directory and ADFS considerations
¢ Planning the correct connectivity to your Azure infrastructure
e Integrating Azure MFA in your MIM 2016 deployment

¢ Knowing the migration from AD RMS to Azure RMS shortcut



Managing Transition Scenarios with Special Scenarios

Identifying special Active Directory and
ADFS considerations

In this section, we will provide three special scenarios we always encounter in our daily
business. We have had the chance to help many service providers to build up their modern,
on-premise service provider model. In this time, we have always had the same questions
about integrating Azure Identity and Access Management services into their portfolio. We
will try to give you a short overview about this topic as well. The section is divided into
three main points chosen from the most frequently asked questions. Hopefully, we will also
cover at least one of yours!

The most common questions cover the following:

e Single Forest scenario with multiple Azure AD tenants
¢ Extending your resource access to external partners (on-premise)
* Modern Service Provider architectures and Azure IdAM integrations

Single Forest scenario with multiple Azure AD
tenants

In recent months, we have had several discussions about using a single forest environment
with two Azure Active Directory tenants, including Office 365 services and one ADFS/Web
Application Proxy combination. We get these questions often if the organization wants to
use a separate Office 365 tenant operated by 21Vianet.

Further information:
0 You can find Office 365 operated by 21Vianet at http://bit.1ly/1SWkGaw.
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The following solution design is based on the following supported AAD Connect topology:

OU or DOMAIN

Using different
UPN’'s

N
P
N
Iyl i
l

In this topology, an AAD connect instance is configured for a mutually exclusive set of
objects; for example, an organizational unit or domain. Furthermore, different domains and
user principle names need to be used for this scenario.

Practical notes

A DNS name can only be registered in one Azure Active Directory
(custom domains).

One-to-one relationships between an Azure AD Connect synchronization
server and an Azure Active Directory.

Azure Active Directory instances are, by design, isolated.

The requirement for a mutually exclusive set of objects also applies to write-back. Some
write-back features are not supported with this topology, including;:

¢ Group write-back with default configuration
¢ Device write-back

The solution design is based on the following key facts:

¢ One single Active Directory Forest with organizational units based on regions

¢ Users in the organizational units have the associated user principle name
configured; for example, OU APAC uses the UPN suffix
@apac.identityplus.ch
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e Two Azure AD Connect instances configured with container filter based on the
organizational units

¢ One ADFS and Web Application Proxy combination with the STS name
login.identityplus.ch

¢ One Azure Active Directory Tenant with Office 365 services, called Tenant 1, and
the following registered custom domain name: identityplus.ch

¢ One Azure Active Directory Tenant with Office 365 services, called Tenant 2, and
the following registered custom domain name: apac.identityplus.ch:

Single AD
Forest
Tenant 1
Eidentityplus.ch . .
synchro nization
o — Il e s g™ identityplus.ch
Container Filterin identityplus.c
ontainer g /?e g
AAD Connect  ADFS Server loginidentityphus.ch
@apac.identityplus.ch \\
o
Cortainer Filtering ‘90’
— APAC —— G
&O
B

AAD Connect Tenant 2

apacidentityplus.ch

The following description provides the main configuration steps to implement this scenario
in your environment:

[440]



Managing Transition Scenarios with Special Scenarios

Configuration of the Federation Trust for Tenant 1 — this task is a very common one,
because you just need to open an evaluated PowerShell on the ADFS Server and type the
following commands:

Connect-MsolService - Enter your global administrator credentials
Convert-MsolDomainToFederated —-DomainName identityplus.ch -
SupportMultipleDomain

Configuration of the Federation Trust for Tenant 2 — you can't use just the same PowerShell
command for the second tenant configuration. If you try it, you will change the
configuration completely to the second tenant. In this case, we need to use the command
Set-MsolDomainAuthentication to configure the trust to the second tenant.

Practical note
Set-MsolDomainAuthentication is typically used to configure
Federation Trusts with other Identity Providers.

To configure the second federation trust, you need to export the ADFS token-signing
certificate from the ADFS farm configuration. You can do this with the ADFS management
console or the following PowerShell commands:

$certTS=Get-AdfsCertificate —-CertificateType Token-Signing
ScertInf=$certTS[0] .Certificate.Export ([System.Security.Cryptography.X509Ce
rtificates.X509ContentType] : :Cert)

[System.IO.File]::WriteAllBytes ("c:\temp\idplus-ts.cer", $certBytes)

Now that we have exported the token-signing certificate, we can start to configure the
Federation Trust for Tenant 2:

Scrt = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate2 ("c:\temp\idp
lus-ts.cer ")

ScertData = [system.convert]::tobase6dstring($cert.rawdata)
Scustomdomain="apac.identityplus.ch"
Surl="https://login.identityplus.ch/adfs/1ls/"

Suri="http:// login.identityplus.ch /adfs/services/trust/"

Sura="https:// login.identityplus.ch
/adfs/services/trust/2005/usernamemixed"

$logouturl="https:// login.identityplus.ch/adfs/ls/"

Smetadata="https:// login.identityplus.ch /adfs/services/trust/mex"
Set-MsolDomainAuthentication -DomainName $customdomain —-Authentication
Federated -ActiveLogOnUri $ura -PassiveLogOnUri Surl -MetadataExchangeUri
Smetadata -SigningCertificate $certData -IssuerUri S$Suri -LogOffUri
$logouturl -PreferredAuthenticationProtocol WsFed
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With this solution you are also ready to solve other scenarios with the same requirements.
In the following section, we will describe how to allow partner organizations to access
resources on your network.

Readers note

See the following helpful links to get more information about special
considerations:

Multiple AD Forests and ADFS: http://bit.1ly/107vDi.

ADEFS and one-way cross forest trusts: http://bit.ly/1SWxq09

Multiple AD Forests and Office 365 — Immutable IDs: http://bit.1ly/24t
yn2F and http://bit.ly/1MWnGOX

Extending your resource access to external
partners (on-premise)

In previous chapters, we have already discussed the scenario for accessing claim-aware
resources in your own organization. We already know that this implementation is called a
web SSO (WebSSO) deployment. Just as a reminder, we needed an ADEFS server acting as a
claims provider and one or more applications to function as reliant parties. Very often, we
get questions about federation trusts. We think that this knowledge helps you in two
situations: extending your ADFS environment and understanding the concept for several
cloud scenarios.

B2B WebSSO scenario

Now we want to extend this scenario to allow employees and customers or partners to
access your claims-aware applications. We can achieve the goal of providing a federated
B2B access by configuring federation partners.
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The design and the traffic flow is shown are the following figure:

Business-to-Business (B2B) scenario
User from Identityplus (A) accessing claims-aware applications on Leano (B)
Identityplus (A Leano (B)
PR _ Traffic Flow
Federated
. Trust . 1. Client requests the application page and
Domain ADFS Server ADFS Server Damain receives a redirect to STS-B
Controller STS-A STS-B Controller
T / f 2. Home Realm Discovery is working and
/ | Trust the client receives a redirect to STS-A
rus
lo 3. Client authenticates to STS-A and
receives a token
D h " E 4, Client presents token Ato STS-B and
Client e e receives a token B
5. Client presents token B to the application
and get access to application
%_____Edaat_e‘d_____’H
) Trust . Federated Trusts
Domain ADFS Server ADFS Server Domain . .
Controller STS-A STS-B Controller AD FS exposes STS information via
/ ? Federation Metadata
&' impon dats aboust the clams prowder publshesd orine or on 8 local neteor.
/ | Trust e e e i B et
/ ¢ oo tasas s o v ¢ )
o [hepe. /Ao beare H
o E Exampie: s fabvscam Com o hige./ A fatviiam com,
Chani Web Server

B2B active clients support

Another capability of Active Directory Federation services is the ability to support active
clients using the WS-Trust specifications. This allows your client software to interact with
the different players in such a scenario, without relying on browser redirects to locate the
claims provider, resource provider, or other relevant components.

The flow runs in the following steps:

1. Requesting Service (Software on Client) queries the target service and requests a
list of policy requirements. This includes a list of required claims and the STS.

2. Requesting Service queries the relying party STS for policies. This includes the
list of claims providers that the STS trusts.
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3. Requesting Service queries the claims provider STS for the list of policies. This
includes the required authentication method and other information

4. Requesting Service receives all policy information; the client will request a token
from the claims provider (CP). This is a direct connection to the CP using SOAP
over HTTPS.

5. Claims Provider authenticates the user and returns a token.

6. Requesting Service receives the token; a token will be directly requested from
the relying party (RP) using SOAP over HTTPS.

7. Relying Party Federation Server signs the token and sends it back to the user.

8. Requesting Service receives the token that has been issued and signed by the
relying party STS. It submits the token to the target services and receives a

response:
Requesting Claims Provider Target Relying Party
Service STS Service STS

Fetch service policy

Fetch SP policy

Fetch IP policy

Request token

Return token

Request token

Return token

Send secured request

Return secured response

Remember that this on-premise extension can always be supported and used with Azure
Identity and Access Management services. As you can see, the capabilities of the on-premise
infrastructure form a big part of a solid hybrid design and solution.
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Modern service provider architectures and Azure
IdAM integrations

The following high-level architecture provides a modern on-premise Service Provider
architecture. The core of this architecture builds the forest design, the System and Identity,
and Access Management components. The architecture is divided into three main forest
constructs, as follows:

e Fabric Management
¢ Tenant Management
e Customer Premises

Fabric Management Tenant Infrastructure(s)
Service, Identity & Access Management
Hyper-V Hosts (Fabric)

Dooooo) A--

SKYPE FOR
BUSINESS
- Active Directory
DO00O /o ’
Y

Identity & Access Management

EXCHANGE J |\SHAREPOINT

Customer Premises
/ Service, Identity 8 Access Management
On-Premise

Server

Systems
Identity Identity
Fabric Synchronization Synchronization Consumer
Active Directory Active Directory
d ~

Azure Hybrid Identity 8 Access Management Services
Integration Capabilities
for Service Providers
Azure Active Directory

® Privileged Identity Management Direct Offerings to include

* |dentity Protection Azure Multi-Factor Authentication
* |dentity Manager Reporting Azure Rights Management

* Application Proxy Azure Key Management

* Device Registration Advanced Threat Analytics

e Cloud App Discovery
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Fabric management — Active Directory

The role of Active Directory for Fabric Management (Fabric AD) is to provide the core
identity infrastructure for services supporting Fabric and Fabric Management in the data
center. The Active Directory service is designed so that it supports the secure deployment
and management of servers, administrative workstations, service accounts, administrative
tasks and delegation, user accounts that manage specific tenants (customers), and
authentication protocols, as well as supporting the needs of the IaaS layer. The Fabric
Active Directory is also used by the System Center components to store information for
their own usage.

Fabric management — identity synchronization

Tenant identities are required to consume any services represented by the workloads
provided in this architecture. For example, Exchange servers will host user mailboxes,
which in turn will make a mailbox the unit of consumption by the tenant user. Tenants will
require that their users have a seamless identity experience when consuming provider
services. To support the on-boarding of tenant identities into the workload infrastructure, a
directory synchronization service is used to support the provisioning of Tenant AD
instances hosting workloads. The Fabric Active Directory will contain administrative
accounts for Service Provider employees that can manage and operate the Tenant AD and
tenant workloads. The synchronization service will ensure that the administrators and
operators have accounts for delegated administration in each Tenant AD. The identity
design provided in this example architecture will provide guidance on how to use the
Synchronization Service in Forefront Identity Manager to support this model.

Fabric management — identity management

Managing roles and access rights for Fabric administrators requires Service Providers to
implement policy-based workflows for provisioning accounts, as well as requirements for
auditing and compliance. While some Service Providers may have processes and tools that
can address these Fabric AD requirements, this document will provide the guidance and
best practice for leveraging the Forefront Identity Manager Service and Portal to accomplish
these tasks.
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Tenant management — Active Directory

Active Directory for customer workloads (Tenant Active Directory) is a directory that
Service Providers implement inside each tenant's environment. It is the responsibility of the
Service Provider to manage this instance of Active Directory. Service Providers must ensure
delegated administrative support exists for administrators and operators. Each workload
that the customer consumes from the Service Provider is instantiated within this isolated
Tenant AD, and the customer will not have administrative access to this directory. The
primary reason for this level of separation is to ensure that customers cannot impact the
availability of the underlying services provided by the service provider. For example, if a
customer had administrative access to the Tenant AD infrastructure hosting Exchange, they
could inadvertently modify or delete objects or attributes in this directory that are critical to
the operation of the Exchange service. While this is traditionally a risk that IT organizations
are willing to accept, in an outsourced IT model this level of separation is required to
prevent the disruption of service. For this reason, customer identities are synchronized from
each on-premise Customer AD to the designated Tenant AD hosting the customer's
workloads.

Tenant management identity synchronization — tenant
AD and Customer AD

In scenarios where customers already have an on-premise identity store and want to
connect with the service provider, the identity data must be synchronized between the two.
This makes identity information from the customer's on-premises environment available in
the Service Provider customer space (Tenant AD). To achieve this, there are several options
to consider:

e Synchronization using Microsoft Identity Manager (Synchronization Service /
MIM Service)

e Manual data exchange (*.1df, *.csv)
e Custom scripting

Regardless of the method, service providers should define an interface to interact with the
customer identity store and specify how they connect with customers' on-premises identity
stores.
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Tenant management — Federation Services

Federation offers the capability to connect customers' on-premises identity stores (Active
Directory, in the case of this example architecture) to the service provider's cloud instance,
providing customers with a Web SSO solution for accessing hosted workloads.

Customer premises — Identity and Access Management

The customer premises need to be able to support federation with ADFS or an equivalent
technology and an Identity Management System. You, as the service provider, can deliver
this service with the service-provider model above. You have the opportunity to deliver the
services yourself or to integrate the Azure Identity and Access Management services in
your solution packages. The fastest service integrations are the Azure MFA and the Azure
RMS services. Furthermore, to protect your service-provider infrastructure, you should
invest in Advanced Threat Analytics (ATA) components or an equivalent solution.

Be aware that ADFS and synchronization technologies are at the heart of
every solution you build on your infrastructure.

Planning the correct connectivity to your
Azure infrastructure

With the extension of your current infrastructure to the Azure services, you need to think
about the topic of connectivity. Azure provides and supports three types of connection, two
server, and one client-focused option. A server connection is always between your current
network infrastructure and Azure virtual networks. The three connection types are as
follows:

¢ Site-to-Site VPN (server-focused)
¢ Express Route (server-focused)
¢ Point-to-Site (client-focused)
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Generally, we can use the following principles to use the different types:

e Use a Site-to-Site connection when:
e Building hybrid solutions

¢ Connections need to be persistent and without client-side
configuration

¢ Use a Point-to-Site connection when the following apply:
¢ Configuration of a few clients that need to access the virtual

network

¢ Administrative remote access

e Combinations of 525 connections with small groups of single
clients (small branches)

* You have a VPN device that doesn't match the requirements

¢ Your VPN device doesn't have a public IPv4 address

The following table from the blog http://bit.1y/1TDH187 gives you a very helpful
overview to choose the right connection type for your design requirements:

based (static)
routing and route-
based (dynamic)
routing (VPN)

Virtual Network | Virtual Network |ExpressRoute - ExpressRoute —
(Point-to-site) (Site-to-site) Exchange Provider | Network Service
Provider
Azure Cloud Services |Cloud Services Refer to: http://b |Refer to: http://b
services Virtual Virtual Machines |[it.ly/1LasSMQY it.ly/1LasSMQY
supported | Machines
Typical Typically, <100 |Typically, <100 |200 Mbps, 500 10 Mbps, 50 Mbps,
bandwidths |Mbps aggregate |Mbps aggregate [Mbps, 1 Gbps, and | 100 Mbps, 500
10 Gbps Mbps, and 1 Gbps
Protocols Secure Sockets | IPsec Direct connection |NSP's VPN
supported Tunneling over VLANs technologies
Protocol (SSTP) (MPLS, VPLS, and
SO on)
Routing Static Static - We BGP BGP
support policy-
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Active-passive

Active-active

Active-active

Dev / test / lab
scenarios and
small-scale
production
workloads for
cloud services and
virtual machines

Access to all Azure
services (validated
list), Enterprise-
class and mission-
critical workloads.
Back up Big Data
Azure as a DR site

Access to all Azure
services (validated
list), Enterprise-
class and mission-
critical workloads.
Back up Big Data
Azure as a DR site

Connection | Active-passive

resiliency

Typical use |Prototyping, dev

cases / test / lab
scenarios for
cloud services
and virtual
machines

Express-Route

ExpressRoute is a high-speed and solid private routed network connection to Azure. All the
connections between your network and Azure are redundant. From the provider to the
Azure edge, a private peering connection to your virtual networks is possible. Otherwise, a
public peering connection to the Azure PaaS services must be used, such as Azure SQL

Database.

Microsoft Azure Site-to-Site (S2S) VPN

Microsoft Site-to-Site (S2S) connectivity is the low-cost method from your network to the
Azure private peering networks. S2S leverages the Internet for transport and IPsec
encryption to protect the data flowing across the connection.

You need to fulfill the following requirements:

e Public facing IPv4 address for the on-premise VPN device that is not behind a
NAT
¢ Dedicated IPv4 address is required for the on-premises VPN device to establish a
52S VPN connection
¢ Compatible hardware VPN device or RRAS

Recommendations:
Use encrypted VPN connections for S2S.

Use VPN devices that support dynamic routing.
Leverage multi-site 525 support and high-performance gateways.
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Microsoft Azure Point-to-Site VPN

Microsoft Point-to-Site (P2S) connectivity provides low-cost connections from your
workstations to the Azure private peering networks. P2S leverages the Internet for transport
and certificate-based encryption to protect the data flowing across the connection. A VPN
device or a public-facing IPv4 address is not required to establish a P2S VPN connection.

You need to fulfill the following requirements:

e Microsoft VPN client installed on the workstation

Outbound Internet access

Root certificate installed in Azure to support encryption

Client certificate installed on the workstation

Virtual network with a dynamic routing gateway

The following facts are mandatory requirements for the implementation of Point-to-Site
VPN connections:

e A certificate to encrypt the connection
e Microsoft VPN client package installed on the workstation
e P2Sis only supported with a dynamic routing gateway

P2S includes the following limitations you should be aware of:

e Maximum of 128 P2S VPN connections per virtual network. At the time of
writing, the client package is available for x86 and x64 Windows clients.

e Certificate requirements: Self-signed or Enterprise Certification Authority (CA)
certificates must be used

e Interoperability with ExpressRoute is not possible
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Forced tunneling

Forced tunneling allows you to specify the default route for one or more virtual networks to
be the on-premise VPN or ExpressRoute gateway. This is implemented by publishing a
0.0.0.0/0 route that points to that gateway. When using forced tunneling, any outbound
packet that is attempting to go to an Internet address will be routed to the default gateway
and not to the Azure Internet interface. For a virtual machine with a public endpoint
defined that allows inbound traffic, a packet from the Internet will be able to enter the
virtual machine on the defined port. Forced tunneling has different implementation
requirements and scope depending on the type of Azure connectivity of the virtual
network. For example:

¢ A virtual network that is connected over a S2S VPN connection requires forced
tunneling to be defined and configured on a per-virtual-network basis by using
Azure PowerShell

¢ A virtual network that is connected over an ExpressRoute connection requires
forced tunneling to be defined at the ExpressRoute circuit, and this affects all
virtual networks that are connected to that circuit

Integrating Azure MFA in your MIM 2016
deployment

With the release of Microsoft Identity Manager 2016, we have begun to migrate our existing
customer Forefront Identity Manager deployments and build new projects directly with the
new version. One option that gives you a lot of flexibility is the integration of Azure MFA
with the Password Reset and Account Unlock feature of MIM 2016. The benefits are as
follows:

e If you only use the One-time password email or the Q&A gate nothing, if you
want to stay on these methods

e If you use the One-time password SMS gate, you will get more flexibility and a
native integration in your 2FA-solution if you move to Azure MFA

* You can also use Azure MFA for approvals in Authorization Workflows. You can
find out more by visiting the following link: http://bit.1y/23h2Bk
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The following process shows the flow of the password reset process that can be initiated
through the Windows Logon UI and the Login Assistant (SSLA) Portal. You have the ability
to use different authentication gates to identify the user's identity. That brings us to the
integration of Azure MFA into the verification process; see the blue mark in the following
figure:

Retry - e
Yes Dialog
Retry
Failed Incorrect Answers =
Authentication Page U?aleng{;ﬁl;ag! (i.e.

Correct Answers
ﬁ\
YE More Authentication ™
W enges

No
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Correct Answers

Failure

Yes Success

o

/\ \\\\ ‘
L Poli / Password Reset
i Page y m

[4531]




Managing Transition Scenarios with Special Scenarios

But now, why you get more flexibility?

¢ You can now use different verification options such as the Mobile App, Voice
Calls, PINs, or traditional SMS

¢ The communication costs are included in the Azure MFA solution
e The process is also included in the Windows Logon Ul

® You can address a real 2FA or 3FA solution

e The Azure MFA service is available worldwide

The following figure shows the new MIM 2016 architecture:

Internet Intranet

Login
Screen &

Reverse

Proxy _>
& ﬁ
MIM SSLA
i Registration
B [

SharePoint
Email provider Other Directories
Internet
&H _’ MIM Portal (optional) (optional)
MIM Admin

Azure MFA / 3rd Party SMS Provider
(Optional)

Source: Microsoft
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Knowing the migrate from AD RMS to Azure
RMS shortcut

With the new Azure RMS capabilities, we have several customers who want to migrate
their AD RMS infrastructure to Azure RMS. Microsoft provides a high-level plan for the
migration process, which includes the following 10 points:

1. Prepare your toolset:

¢ Azure Rights Management Administration Tool:
http://bit.ly/1SBEM6g

e BYOK toolset: nhttp://bit.ly/1SES8OYA

Export the configuration data of the on-premise AD RMS infrastructure.
Prepare the Azure RMS infrastructure for your organization.

Migrate the key material and policies to the Azure RMS configuration.
Activate Azure RMS.

Remove your Service Connection Point information.

Relocate the RMS-enabled clients to Azure RMS.

Reconfigure on-premise services such as file servers, SharePoint, and Exchange to
use the RMS Connector.

9. Decommission the on-premise RMS infrastructure.

© NS »N

10. This is a good chance to renew keys after the migration process.

This small list is just a hint with the most important information in one place. See the full
documentation of the process at http://bit.1ly/1TDUZbv.

Summary

After reading this and the previous chapters, you should be able to describe the correct
design and consolidation steps for a basic hybrid identity and access management solution
with a concrete project direction. You will also be able to provide a solid recommendation
to the management and IT department of the company. Also, you should know to address
relevant changes and shifts to the current architecture.

In the following chapters, we focus on complex identity and access management
considerations and tasks. Ready to go?
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Advanced Considerations for
Complex Scenarios

This chapter is the starting point of our journey to the advanced hybrid identity and access
management islands, and of course, solutions. First, we will discuss some important
additional business needs in complex hybrid environments, followed by the features
required to complete the solution architecture for fulfilling these business requirements. We
will stripe features for managing privileged identities and the associated protection
mechanisms. Furthermore, we will discuss some aspects of device management, including
the new Microsoft Enterprise Data Protection strategy. (Be aware that there is an other
product with the same name.) On top of these feature sets, we will provide you with the
relevant information for efficient certificate management. In this chapter we will cover the

following topics:

¢ Additional business needs in a complex hybrid environment
e Is data classification really needed?
e Why do we need identity protection?
¢ Device and certificate management requirements

¢ Advanced information for commonly-used additional features
e Privileged identity management and protection
¢ Device and enterprise data protection
e Certificate management
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Additional business needs in a complex
hybrid environment

The following section introduces some important business requirements that need to be
addressed by the identity and access management solution architecture. We will focus on
the following business needs:

e Data classification: This is necessary for the decision process regarding which
cloud services can be used and data moved

e Identity protection: This provides an effective protection against common
security threats relative to identity management and your local Active Directory

¢ Device and certificate management: This provides control over data leakage and
enhanced authentication scenarios using conditional access

Is data classification really needed?

One of the most important discussions we have with our customers is about their
uncertainty over which data and identity information can be stored securely in the cloud
and how this data can be efficiently identified. In particular, organizations with multi-forest
environments or organizations distributed over the whole world have a high demand for
security and compliance. Without an exact knowledge of the data to be transferred and the
ability to differentiate, these demands cannot be met.

Many companies find it very difficult to effectively differentiate between data types, or are
only able to do so at the cost of enormous work and expense. This prevents companies from
making use of the wide-ranging advantages that the cloud offers.

Data classification will help your organization to solve this challenge and builds a solid base
for an information protection strategy. In detail, automatically classifying data such as files,
SharePoint data, or emails according to a company-wide scheme will help you to address
this challenge. Classification forms the basis for many application scenarios. In relation to
security, classification can be used for access control, as a catalyst for encryption, or for
filtering data that is not to be transferred to the cloud.
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The best course of action is to use automatic classification based on rules manually defined
and in combination with automatically-learned rules, which allows companies to manage
their data in a much more differentiated manner. This is very useful for separating truly
relevant data from the considerably larger amount of less relevant data. The project method
you use should also provide a simple and uncomplicated start, because the worst situation
you can be in is one where you can do nothing. Start with a big picture, take it one step at a
time and use collected experience to improve your classification schema and protection
scenarios. Companies would do well to use classification as an enabler and catalyst for
using cloud services in a secure way.

Why do we need identity protection?

Another important requirement in the era of cyber security is the need to protect an
organization's identities. You should always have a consolidated view of risk events and
potential vulnerabilities. The highest risk for a company exists when attackers gain access to
an environment by stealing user' identities. Intelligent attacks to third parties and the usage
of sophisticated phishing attacks build a very effective toolset contemporary for hackers.

The following statistics give you an idea of the impact of attacks in real time:

¢ The median number of days before an attacker resides within a network without

detection is 200
First Host Domain Admin Attack Discovered
Compromised Compromised T~
earch & Preparation Data Exfiltration (Attacker Undetected) ()

rd
2448 Hours 171-14 months

e About 75% of all network intrusions are due to compromised user credentials
¢ The potential cost of cybercrime is estimated to be more than 500 billion dollars

e The average cost of a data breach to a company is approximately 3.5 million
dollars
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Keep in mind that access to a low-privileged account builds a straightforward way of
gaining access to business-relevant and important data, so start the change in your strategy
with the following points in mind:

e Threat analytics: This is required to detect attackers' activities in your
organization

¢ Data classification: This is required to identify sensitive information and to
implement protection mechanisms

e Protect your information: This requires the identification of the key information
to be protected and established policies

e Security practices: This is the required awareness of risks and threats by
establishing well-documented practices involving both processes and people

e Threat management: This is the required knowledge about external and internal
threats and risks with the need for a well-formed deployment of tactics focusing
on defense in these areas

¢ Responses: This is the need for minimal downtime and the maintenance of
business continuity

We think that you will agree with us that the role of identity is a key player in the security
discussion. Modern cyber-attacks actively target directories to gather intellectual property
and corporate assets.

Device and general certificate management
requirements

With the increase in mobility and associated requirements we need to provide answers to
the following requirements:

e Protecting business-relevant information on devices that also contain private
information

¢ The insufficiency of passwords

e The security of our mobile devices

¢ Protecting corporate data and access from multiple device types

e Access to applications from anywhere and at any time

¢ A balance between complexity and functionality

¢ The protection of information if the user switches between containers
e Budget constraints and limited big deployments
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How can we provide natural interactions and a good user experience?

Did you see any concerns you have yourself? Obviously there are many more reasons and
requirements in this field, but we don't want to focus on challenges for too long — we want
to provide solutions.

On the other hand, we always hear discussions about the usage and management of
certificates in an enterprise environment, such as VPN, Wi-Fi, exchange, and ADFS. Every
service requires certificates to provide better security inside your environment. We see
efficient certificate management as a clear requirement, not directly from the business but
from the supporting personal and infrastructure, so as to handle the following challenges:

e Certificate Management over the whole certificate lifecycle

Centralized and web-based management of public key infrastructure and the
associated processes

Policy based issuance of certificates — including manager approvals

Integration in your current identity management and processes

Reporting capabilities for management and billing

The extension of your infrastructure to the cloud also brings additional certificate
management needs that should be fulfilled with a well-prepared strategy and solution.

The most secure certificates will fail if the processes and management
available are not suitable.

In the following sections we will address business needs with current features and
solutions.

Advanced information for often-used
additional features

To protect your organization from compromised accounts, identity attacks, and
configuration issues we need to think about a combination of features in the on-premise
and cloud environment in your hybrid identity and access management solution.
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The following figure shows you the relevant products and features for a suitable Microsoft
solution:

Hybrid Privileged Identity Management and Protection
Solution Components

Azure Active
Directory

A s

Active Directory

Privileged identity management and protection

In the following section we will discuss the four components to the solution shown in the
previous figure. We will start from your local infrastructure and end with the relevant

Azure Cloud services.
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Microsoft Advanced Threat Analytics (ATA)

ATA is designed as an on premises platform that helps you to protect your environment
against advanced attacks. The component is focused on automatically analysing, learning,
and identifying normal and abnormal entity (user, devices, and resources) behavior.
Combining this with privileged access management will provide you with a massive
increase in security in the on premise infrastructure.

The following screenshot shows an example of the ATA-functionality, a red flagged
Identity Theft Using Pass the Hash Attack:

1254 Pid Identity Thaft Using Pass.the-Hash Atteck

ML - L

ATA is focusing on the following three areas:

e Security issues and risks
e Malicious attacks
e Abnormal behavior

In detail, ATA can detect the following suspicious activities and security risks. For a better
understanding, we will provide some helpful links for you to get a better idea and
understanding about the several activities and cryptic words.

e Reconnaissance and brute force suspicious activities

To get more information about this topic we recommend reading the
following whitepaper: http://bit.1ly/27Y98Io.

¢ Basic reconnaissance — Domain Naming System
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e Account enumeration

¢ Brute force attacks on LDAP and Kerberos

e Identity theft and suspicious activities

e Pass-The-Ticket, Pass-The-Hash, Over-Pass-The-Hash

To get more information visit the following link
http://bit.ly/1WTJhxs.

o Skeleton key
e MS14-068 exploit (Forged PAC)
¢ Golden ticket

Attend the following course to get familiar with the golden ticket attack
http://bit.ly/1WTJHDT.

¢ Remote execution
¢ Honey token account suspicious activities

Readers tip
To get more information please refer the following link:
http://bit.1ly/2Q9gM3

e Abnormal behavior

ATA inspects the traffic for the following abnormal behaviors:

¢ Anomalous logins
Abnormal resource access

Abnormal working hours
Unknown threats

Password sharing
Lateral movement
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Find more information about the Lateral movement topic at
http://bit.ly/10WfrijY.

¢ Massive object deletion
e Security issues and risks

ATA identifies known security issues, such as broken trust, weak protocols, and known
protocol vulnerabilities:

e Sensitive account exposed in plain text authentication
e Service exposing accounts in plain text authentication
e Broken trust

The following screenshot shows Broken Trust detection:

Computers’ Broken Trust Relationship

] ¢ JAN

After the installation of ATA, you can start with the integrated three steps method and
protect your local infrastructure:

¢ Analyze:
e Collecting and analysing all Active Directory-related
traffic
e Collecting all relevant information from your Security
Information and Event Management (SIEM) and
additional information from Active Directory such as
group memberships and more

¢ Being invisible to attackers
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e Learn:
e ATA automatically starts to learn and profile entity
behaviour and identifies normal behaviour for entities
(users, devices, and resources)
e [t continuously updates the several activities
e Detect:

e Inspects traffic for abnormal behaviour and raises a red
flag if abnormal activities are in a contextual aggregation

e It is important that ATA also looks to the interaction
path

From the licensing perspective Microsoft Advanced Threat Analytics is
included in the Enterprise Mobility Suite. Otherwise you can license ATA
separately as well.

Next we will discuss on premise privileged access management to complete the local
management and protection solution.

MIM 2016 and Windows Server — Privileged Access
Management (PAM)

Given the need for privileged access management, Microsoft introduced the Privileged
Access Management (PAM) in the Microsoft Identity Manager (MIM) 2016 as the
management solution with Windows Server 2012 R2/2016 as the acting component. The
solution helps you to avoid the following security risks from attackers:

e Targeting accounts with privileges

¢ Using non-privileged accounts to get into the front door

¢ Generating a footprint of the organization to determine which accounts
are privileged

e Luring administrators to workstations to execute credential theft attack

PAM secures your privileged accounts with the following principles:

¢ The main goal is to change the timeframes in which these
vulnerabilities can be exploited

e Everyone should do their day-to-day business as an unprivileged user
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e Only grant privileged access when needed and remove it afterwards
Just in Time (JIT)

¢ Retain and review audit activity pertaining to privileged accounts

PAM will make it harder for attackers to penetrate a network and
obtain privileged account access

PAM adds protection to privileged groups

PAM provides time-based issuance of administrative permissions

PAM management will be done over a HTMLS5 portal for the self-
service offerings

Customers are obviously aware this advice, but don't follow it because it
requires a lot of effort in terms of processes and technology. For this
reason in particular, MIM 2016 and PAM are a must for a suitable identity
and access management strategy.

PAM is well integrated into the MIM architecture and provides a REST API and a Web
Portal for users to request administrative rights. It's also able to integrate with Azure MFA
to provide a second factor in the process. The following figure shows the integration in the
MIM architecture:

MIM Clients (for PAM) PAM Services

[\ B o I o I O

MIM Portal PowerShell Custom REST APl Component Monitoring
Service Service

Adjacent MIM Services

Certificate
Management

MIM Service

Auditing &
Reporting

Sync

Request Permission AuthN AuthZ FIM Service DB Action

Source: Microsoft
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If you want to use PAM, you will receive the following functionality:

e PAM Process Management
e Policies to provide privileged access

» Workflows to define the process for permission issuance,
such as approve, deny, and escalation

¢ Note: Workflows can be developed with the MIM Portal
or the NET Workflow Foundation in Visual Studio

e PAM uses Active Directory and Windows services to
enforce time limitations

e PAM can be used only with Active Directory
¢ User interaction
e PowerShell Module for PAM requests and approvals

e REST API to provide a user-centric and specific Web
Portal

¢ Example HTMLS5 Portal

e Audit
e MIM requests and approval history

¢ Data warehouse in System Center and the cloud

The following example shows the privileged identity usage without the PAM functionality:

Active

Directory

3

@

Ppo,

;
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Joe, the administrator of the Identityplus company, needs permissions to manage the Active
Directory, so that:

e Joe's account will be added to the Domain Administrators group in
Active Directory

¢ Joe logs in and receives Domain Administrator membership
throughout the session lifetime

e Joe launches the Active Directory Users and Computers (ADUC)
console and makes the necessary changes to the Active Directory

In most cases, Joe (in our example) will stay with these high privileges.

Now we will take a look at the usage scenario with PAM:

PRIV AD Approver

v
00
A -

®-F

PAM Portal ADUC

Admin

e Joe the administrator puts in a request to have Domain Administrator
rights for 10 minutes

¢ The configured approver approves or denies the request

¢ In the case of an approval, a separate privileged account (PRIV Forest)
will be added to the Domain Administrator shadow group
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e The administrator launches the ADUC with the account (PRIV Forest)
and makes the necessary changes in the Active Directory

o After the configured time limit, the Domain Administrator right
expires for Joe

e The group membership will be removed

All the relevant information will be technically logged as an event log item, like the
following screenshot shows:
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On the other hand, all the requests will be available in the Request section of the MIM
Portal, as shown in the following screenshot:

We will show you the MIM PAM example portal that ships with the installation sources of
Microsoft Identity Manager 2016. You will see its integration with Azure MFA to provide
additional security with the usage of a second factor. In this scenario, the user will receive a
Pending Approval for MFA.

a & conteso.com O« C || @5 PAM Portal - Elevate
Roles for Elevation T
Shew 10 | entries Search:
Role Name Description Actions  *  Expiration Time *  MFA Enabled Approval Enabled
AD Agministrators | Elevate | false true
CorpAdmins Talse true
Pending
approval of
TestAdmins Test PR false true
muitifactor
authentication
Showing 1to 3 of 3 entries Previous 1 el
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As we already know, you can integrate the Azure MFA solution to provide a second factor
to a solution; to give you a technical idea of how integration is done, we will use the
following figure as an example:

A\«

Azure MFA

MIM Service

Action WF

SOAP & REST APls

Event
Logs

runas
whoami /fgroups _-' AHD D5

Another option for providing time-limited permissions is to use the new Windows Server
2016 capabilities standalone — the time-limited group memberships. With this functionality
you are able to do the following. (We have just given you a short overview and we will
build an example for implementation in the following chapters.)

e Users can be added to a security group withtime-to-live (TTL)
e When the TTL expires, the user's membership in that group disappears

¢ The Kerberos token lifetime will be determined by the TTL of users'
memberships
e TGT based on shortest group membership
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e ST based on TGT and resource local domain group membership

. Member: TTL and User DM .
— l I User

TGT: Shortest ST: Shortest of TGT
group lifetime and resource local

domain group

e Scavenger thread takes care of cleaning up group memberships

You can find more information at http://bit.ly/ltoELex.

Practical tip

There is also the option to use the MIM WAL to provide Time limited group
membership functionality, such as a light PAM solution. You will find the
configuration tasks and the idea at http://bit.1ly/1oNsgNX.

Now that you are equipped with knowledge about on-premise solutions and
functionalities, we will start to discuss the Azure components.

Azure identity protection

Azure Active Directory Identity Protection is a cloud feature set like Microsoft Advanced
Threat Analytics (ATA), and it provides similar functionality. It's a service that also
provides a consolidated view into the risks and potential vulnerabilities that affect your
organization's identities.
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In short, Azure AD Identity Protection offers you the following capabilities:

e Detection of identity-based security issues

e Support for investigating risk events

¢ Support for in-line remediation and the management of security risk

events

e Azure AD Conditional Access policies and real-time risk evaluation to
auto-remediate leaked credentials

The following screenshot gives you an idea of the solution management interface:

Azure AD |dentity Protection

o o

Last 7 days

Essentials ~

Users flagged for risk

0% OF 10 USERS

No users detected for
the selected date

range.

Vulnerabilities @

2

RISK LEVEL COUNT
Unknawn
Medium 21

6 |0

Risk events

No risk events detected for the selected date range.

MEDIUM

0 10

'VULNERABILITY

Users without multi-factor authentication registration

Roles don't require multi-factor authentication for activation

Settings

GENERAL

i Getting started

CONFIGURE

B Notifications

MULTI-FACTOR AUTHENTICATION

O Registration

SECURITY POLICIES
User risk.

Sign-in risk policy

Sign-in risk

Description

Set a policy to mitigate sign-in risk. Require multi-
factor authentication challenges or block sign-ins
based on risk level.

Set scope

Select users and groups

Included

>
All users
Excluded 5

0 users, 0 groups

Set controls

Set risk level for multi-factor authentication @

Never Low | Medium m

Set risk level for blocking sign-in @

Enable policy

BN o

Review impact

CHALLENGED
0

0

oFo BLOCKED
0
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In the main screen you will find three main areas:

e Users flagged for risk

In this area you will find information about users who might have
compromised credentials. From this starting point you can always begin
to investigate individual users, and Identity Protection will provide you
with details such as the IP address, location, timestamp of the sign-in,
and all other relevant information.

e Risk events

Risk events give you insight into identities that may have been
compromised. Identity protection works in the current implementation
with seven types of risk event:

e Irregular sign-in activity
e Sign-ins from unfamiliar locations

Sign-ins from impossible travel

Users with leaked credentials

Sign-ins from IP addresses with suspicious activity

Sign-ins from possibly infected devices

Vulnerabilities

We're sure that you have the same mindset about vulnerabilities as we do — weaknesses in
your environment can be exploited by any attacker. Identity Protection helps you to detect
the following vulnerabilities in the current version:

e Multi-Factor Authentication: Users that are not registered for MFA
¢ Cloud App Discovery: Discovered unmanaged apps during the last seven days
e Privileged Identity Management: All security alerts gathered from PIM

Overall, Identity Protection informs all global administrators by email
about compromised users and sends out a weekly report about their
status.
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Furthermore, you get three security policies from Identity Protection that help you
to improve the security of your organization.

MULTI-FACTOR AUTHEMTICATION

) Registration b3

SECURITY POLICIES
User risk >

Sign-in risk policy :)

e With the MULTI-FACTOR AUTHENTICATION policy, you define that
employees are required to register for Azure MFA to protect their identities and
to help them recover from account compromises. In the definition you can
configure how long they are allowed to skip their registration, and you are also
able to view the current registration status

If you have configured the Azure MFA Server you will receive the
following message if you try to configure the feature: Multi-factor
authentication helps us protect your accounts. It looks like you 're using multi-
factor authentication on-premises. Ensure that all your users are configured to
register for multi-factor authentication.
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Description All users On m

Multi-factor authentication helps us protect your

accounts. Require users to register for Azure »
Multi-Factor Authentication by configuring this uid
rule.

Learn mare :
“ Accounting

Registration status

HR

REGISTERED
1
16 MNOT REGISTERED
15
Set scope

Included
0 users, 1 group

Excluded
0 users, 0 groups

Set controls
Number of allowed skip days @

d] 10
Enable policy @

EN
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¢ The user risk policy is a conditional access policy that allows you to block users
from signing in or forces them to provide a secure password change. You can
trigger the two options based on different risk levels:

CONFIGURE Set scope
= SEFT &
F motifications > Select users and groups
Included >
MULTI-FACTOR AUTHENTICATION All users
U Registration > Excluded

0 users, 0 groups

SECURITY POLICIES

g Userrisk > Set controls

Set risk level for password change @
Sign-in risk policy > Never Low m High
Set risk level for blocking sign-in @
Mever Lo Medium m

Enable policy

BN o

Review impact

CHALLENGED

0

CF 18 BLOCKED

0

15 user(s) are not registered for
multi-factor authentication. Click
here to check your registration
policy.
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Keep in mind that for a secure password change, users need to complete the registration for
Azure MFA first, so that they are challenged to prove their identities against the defined
verification options. You will find a note about this on the Azure Management Portal, as
shown in the previous screenshot.

The Sign-in risk policy allows you to automatically mitigate sign-in risks with the usage of
conditional access. You can define a sign-in risk policy that blocks the user from signing in

or that requires multi-factor authentication for different risk thresholds. Similar to the User
risk policy, you are able to view the estimated policy impact.

CONFIGURE Set scope
o Select users and groups
E Motifications > ; =ne grou
Included >
MULTI-FACTOR AUTHENTICATION All users
0 Registration > Excluded >

0 users, 0 groups
SECURITY POLICIES

User risk > Set controls

Set risk level for multi-factor authentication @
Sign-in risk policy > Ny . m
Mever Low
Set risk level for blocking sign-in@

Enable policy

Review impact

CHALLENGED

0
] BLOCKED

0

Ro

15 user(s) are not registered for
multi-facter authentication. Click
here to check your registration
policy.

[478]



Advanced Considerations for Complex Scenarios

Readers note
For further information, we recommend reviewing;:
http://bit.ly/1S0krnC.

After working through the Azure Active Directory Identity protection capabilities, we will
discuss the privileged identity management approach to protect your organization against
the leaking of administrative credentials.

Azure Privileged Identity Management (PIM)

Azure Active Directory Privileged Identity Management (PIM) provides a similar
functionality such as the Microsoft Identity Manager, including Privileged Access
Management (PAM) in the on premise infrastructure. The main difference is that you need
to define and implement the roles on the identity management system yourself, whereas in
Azure there are already predefined roles. With Azure AD PIM you are able to manage,
control, and monitor your privileged identities and access to resources in the Azure Active
Directory. Additionally, you can manage roles in other Microsoft online services such as
Office 365 and Microsoft Intune.

The main reason for using PIM is to reduce the attack surface and to enable administrative
access just in time. Because privileged access is often configured as permanent and is, most
of the time, unmonitored, with PIM you can avoid security breaches and risks.

With PIM you are able to manage the default or built-in Azure AD roles, such as:

Global Administrator
Billing Administrator

Service Administrator

User Administrator
Password Administrator

Readers note

The management of Azure AD Privileged Identity Management is done by
accessing the Azure portal. Azure AD Privileged Identity Management
does not appear in the classic portal.

The following screenshot shows the Azure AD PIM to give you a first look at this feature
set:
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Protect your organization Discover privileged roles Global Administrator
nitity Demo Environment - PREVIEW identityplus Demo Environment - PREVIEV PREVIEW

Discover privieged roles Review this list of privileged roles that exist in your directory. Select each role to PERMANENT
'§) | see pemanent or eligible users in roles.

Tenant Administrator
Learn meore about privileged roles.

Reduce risks to your > Tenant Co-Administrator MSD...
directory azid,

azidadm@outlook.com

ROLES

Tenant Co-Administrator MSD...

PERMANENT ochen.nickel@outlook.com
Review the changes to > jochen.nickel@outlook.co
your users in privileged .

roles Global Administrator 3 >

With the dashboard the Azure AD Privileged Identity Manager provides, you will get an
overview of the following identity information:

¢ The number of users who are assigned to each privileged role
¢ The number of temporary and permanent admins
e The access history of each administrator

With the current implementation you can select the following additional, predefined roles:

e AdHoc License Administrator

e Compliance Administrator

e Directory Readers and Directory Writers

e Email Verified User Creator

¢ Exchange Administrator and Mailbox Administrator

e Partner Tier 1 Support and Partner Tier 2 Support

e Privileged Role Administrator

¢ Security Administrator and Security Reader

e SharePoint Service Administrator and Skype for Business Administrator
e Workplace Device Join

Important note

Roles within services such as Exchange and SharePoint Online are not
represented in Azure AD, and this means that they are not visible for PIM.
This excludes the roles previously mentioned. See the following link and
the following screenshot for a role summary: http://bit.ly/1riUtGa
and http://bit.ly/2aQKWUs.
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Within the dashboards you will find a tile that represents the role summary:

Role summary Add tiles @
Roles
ROLE NAME MFA ENAELED USERS ACTIVE ELIGIELE
Global Administrator Yes 3 3 (1003%) 0(0%)
-
Privileged Role Administra... Yes 1 1 (100%) 0 (%)
-
Security Administrator Yes 1 1 (100%) 0(0%)
|

The following screenshot shows the corresponding roles in Office 365:

Office 365 Admin Role Role In Exchange Online Role In SharePoint Online Role In Skype For Business
global admin = Exchange Online admin SharePoint Online admin  Skype for Business admin

= Company admin
billing administrator MN/A N/A N/A
password administrator Help Desk admin N/A Skype for Business Online admin
service administrator N/A N/A N/A
user management administrator N/A N/A Skype for Business Online admin
Exchange administrator Exchange Online admin N/A N/A
SharePoint administrator N/A SharePoint Online admin ~ N/A
Skype for Business administrator N/A MN/A Skype for Business Online admin

Source: Microsoft
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Additional readers note

Azure subscriptions and resource groups are also not represented in
Azure AD. To manage these objects you need to use Azure Role-Based
Access Control. We have already discussed this topic in the previous
chapters.

Configuring the role settings is a straightforward process. You can define the following
parameters for every role:

¢ The maximum activation duration (hours)

¢ E-mail notifications to inform administrators

¢ The requirement for an incident/request ticket during activation
¢ The requirement for Azure MFA for the activation process

To include MFA in the activation process, you have two options available:

¢ The easiest way is to use Azure MFA for users who want to activate a privileged
role

¢ The other option is to make the on premise identity provider responsible for
MFA; with ADFS configured you can also request Smart Card authentication or
the usage of another third party solution

The next screenshot shows you the configuration settings in Azure Portal:

g  Default for all roles

Privileged Roles 3 Activations
» AdHoc License Administrator Maximum Activation duration (hours) &
0 1
Alerts Settings > ¢ Billing Administrator

» Compliance Administrator

¢ Directory Readers Notifications

Send email notifying admins of activation @

g  Directory Writers Enable

g  Email Verified User Creator
» Exchange Administrator N .
Incident/Request Ticket

e Global Administrator Require Incident/Request ticket number during activation @

Enable

g  Mailbox Administrator

» Partner Tier1 Support

. Partner Tier2 Support Multi-Factor Authentication

Require Azure Multi-Factor Authentication for activation @

g Password Administrator l:l

» Privileged Role Administrator
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One point of interest is the alerts you can define to provide notifications and efficient
management of your privileged identities. You can define the following:

e There are too many global administrators

Roles are being assigned outside of PIM

Roles don't require multi-factor authentication for activation

The alert is being discontinued

Administrators aren't using their privileged roles

Roles are being activated too frequently

These notifications are very helpful in addition to the Azure AD access reviews, audit
history, and the alerts you find in the PIM management dashboard:

Activity Add tiles (¥
Alerts Usars in admin roles
0 3 Users

Audit histony Cuick start

Mo alerts were found

With these explanations we close the Privileged Identity Management and protection
overview section in this chapter. Obviously there are more features. Here, we focused on
the most important ones, and we will give you some practical examples and further notes
on implementation in the following chapters. Next, we will give you a short overview of the
device management capabilities and the strategy behind Microsoft's Enterprise Data
Protection story.
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Device management and enterprise data
protection

Microsoft has invested a lot into device management and enterprise data protection
capabilities in recent years in order to fullfil the different requirements available in various
environments and business processes. The focus of these strategies is on the usability of the
solution and the seperation of private and business information on the same device. We
often see solutions with an over-engineered approach, which makes the device almost
unusable for the employee; or, worse, the cool device they hold in their hand mutates into a
nightmare of security features that stops the efficient work of a mobile workplace user.
Another relevant aspect is that Microsoft integrates mobile devices into the local Active
Directory and the Azure Active Directory so as to make device information usable for
conditonal access scenarios. In Windows Server 2016, the device can be used as the primary
authentication method, followed by verification with Azure MFA. These are steps into a
new area of authentication and authorization. The following figure shows the strategies or
components you can find in the following Azure solutions:

¢ Microsoft Intune (related to conditional access): The main mobile device
management service from Microsoft that can work as a cloud-only solution or can
be combined with the local System Center Configuration Manager

¢ Intune Mobile Application Management (releated to data leak prevention):
With this service you can define your business apps and the relevant security
settings that will be managed by you as the administrator. With this feature you
can define, for example, if a user is able to copy and paste information out of a
managed application into a private or unmanaged application on a device. View
the following videos to get find out more: http://bit.1ly/1UszQud.

=Un-enrollment with alerts Te—— = Provisioning
= Remowal of configuration - At +Bulk enroliment
& EDP protected data 04*.9‘-"’ %‘0“%4, +Simple bootstrap

»Converged protocol
«Azure AD Integrati
*Remote Lock, PIM reset, Ring, a3 Ohognanen

Fingd
y = Enhanced inventory for

Ful Seiicr s § e consistent set ] compliance decisions
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e The Enterprise Data Protection strategy: Enterprise Data Protection is the
combination or use of different services: your current Microsoft Intune, SCCM or
a third-party mobile device management solution, and Windows 10 and
Windows 10 mobile. EDP addresses the following challenges:

¢ Preventing enterprise data leakage

e Increasing the usability of a device with intelligent data
management policies

e Maintaining the ownership and control over enterprise data and
information

e Helping to prevent the sharing of sensitive information to private
or unmanaged applications

e Developing common experience on several platforms

e Platform integration with no switching mode

The following figure shows the concept of a personal device used for business:

Business
Apps & Data
(Managed)

Personal
Apps & Data
{Unmanaged)

e
|

At the time of writing there is no integration with Azure Rights Management that provides
information protection and usage on every platform. There is a need for NTFS, FAT, or
ExFAT filesystems to protect and use encryption features. The protection is available but
using and reading it is only possible on the filesystems previously mentioned. From the
perspective of a complete flexible information protection scenario that also has sharing
capabilities, functionality will be available in the near future. This functionality will be
based on the Encrypted File System (EFS) and the AppLocker feature.
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You can find out more about this topic at: http://bit.1ly/1UIN6ul.

Certificate management

In the last section of this chapter we want to discuss a component that comes now in
another light from the cost perspective, if you are using Azure AD Premium licenses —
Microsoft Certificate Life cycle Management 2016, a component of MIM 2016. If you want to
manage your Active Directory Certificate Services infrastructure, Microsoft provides you
with a well-designed product to manage certificates for your business use cases and
security policies. It allows you to provide a policy and web-based framework for managing
self-service issuance, auto-enrolment integration, the management of smart cards, and
many other capabilities. As already discussed, do you know where your certificates are
installed, when they expire, or if a certificate is revoked if an employee leaves the company?
For such reasons, the CLM helps you to avoid security risks and service interruptions. The
following screenshot illustrates the Microsoft Certificate Management web portal:
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In detail, you can fulfill the following requirements with Microsoft CLM:

Management of certificates over the complete lifecycle

Integration of the identity management process

Central and web-based management of the public key infrastructure
Web-based self-service for registration, renewal, and revocation of certificates

Policy, and workflow-based management and issuance of certificates, such as
¢ Manager/admin initiated

e Approvals
Extension of common names or alternative names with additional attributes pre-
defined or from your local Active Directory
Detailed monitoring and reporting
Close integration with the Active Directory and the certificate services
Possible extensions for including third-party or public certificate authorities

Smart card management, including a client component for online/offline
unblocking and PIN management

User PIN management — online/offline unblock
Admin PIN diversification
Bulk CM client
e Modern Ul for managing certificates on clients such as smart cards,
soft certificates, and virtual smart cards
Integration with One-time Passwords (OTPs)
Service provider and multi-forest support

Additionally, you will get the following extensibility options:

Notification API and provisioning API
Microsoft SQL API and third-party CA support
REST API protocol with OAuth 2.0

Custom reports
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The architecture of an MIM CM solution can be like the following figure:

MIM CM Policy Module
MIM CM Exit Module

S

0DBC!
OLEDB

MIM CM Database

Database Server
(Registration Database)

MIM CM Client

Xy

Certification AUthority

e

DCOMRFG

Kerberos e
LDAP

!

SMTP

MIM CM Web Application

E-mail Seiv

&

|
|
|
|
|
1
HTTP / REST REST API 1
1
|
|
|

b / MIM CM Server
t‘ e (Registration Authority) _ ____________________________!
% Outiook/Web Mail

Clients

Virtual Smartcard Certificate
Manager (modern client)
Base Smart Card CSP

In the new version of MIM CM 2016, Microsoft provides a new client component to provide
better usability for the end user in the form of a modern UI app. The application
communicates over a REST API and looks as follows:

Virtual Smart Card Cestificate Manager
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With the small footprint of MIM CM 2016, we finish our tour of the several components that
help you to provide solutions in complex Microsoft Azure identity and access management
environments.

Practical note
To find out more on how to integrate Microsoft Intune and your local
certificate infrastructure, visit the following link: http://bit.ly/2azqzpY.

We are sure that there are many other components available, but in this chapter we focused
on Microsoft's product portfolio.

Summary

After working through this chapter you will have received information about typical
business needs in complex hybrid environments that need to be handled and fulfilled. The
chapter provided you with three very common requirements and provided you with ideas
to solve them. Furthermore, you should be able to address the various needs with new
knowledge about the different components that can be used. We travelled through the
identity management and protection solutions for on premise and cloud environments to
increase your ability to manage and protect your organization's identities. We also gave you
brief of insights into device management and enterprise data protection capabilities. With
this knowledge you should now be able to understand and recognize the several solutions
available and be able to talk professionally about them.

Do you want to know more? Stay with us for the following chapters, where we will explain
technical architecture and configuration; we will also delve the most common complex
hybrid identity and access management functions.
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Delivering Multi-Forest Hybrid
Architectures

Today, it's common for organizations to drive several Active Directory forests, whether
historically, to use a resource and account forest scenario, or to separate services from user
accounts. Now that we have these environments, we have a clear need to discuss the
different options available for synchronizing identities to the AAD and its usage with Office
365. In this chapter, we will discuss the three most commonly-used scenarios in the field
and discuss the synchronization and authentication options you can use for designing a
suitable and flexible IAM solution. Additionally, we will talk about the alternative login ID
options and Azure Active Directory Authentication Libraries (ADAL), for use with the
new modern authentication scenarios with Office 365 and the Office suite installed on your
computer. A solution without monitoring would be dangerous. For monitoring reasons, we
will take a deep dive into the AAD Connect Health functionality, to provide you all the
necessary information about this service. Furthermore, we will give you a short pros and
cons overview regarding the usage of AD FS versus Azure B2B/B2C. Finally, we will close
the chapter with new the AD FS 4.0 capabilities of Windows Server 2016 with identity and
attribute stores.
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This chapter will cover the following topics in detail:

¢ Enabling identity synchronization in multi-forest environments
¢ Guidance through federation in multi-forest environments
Using Alternate Login ID and ADAL

Monitoring with AAD Connect Health

e Comparing AD FS against Azure B2B/B2C

¢ Designing AD FS 4.0 identity and attribute stores

Enabling identity synchronization in multi-
forest environments

In this section, we will describe the required information for designing the synchronization
in multi-forest environments with the Azure AD Connect tool. This section is divided into
the following topics:

e UPN suffix decisions (recap)
e Supporting the separate technologies scenario

Handling a full mesh scenario with optional GAL synchronization

Providing synchronization for an account and resource forest scenario

Understanding AAD Connect Rule Precedence logic

First we will start with a short recap of UPN suffixes and how Azure AD Connect handles
different UPN states and configurations.

UPN suffix decisions (recap)

As we have already mentioned, and you already know, the UserPrincipalName (UPN) is
one of the most relevant user attributes in the connection from a local Active Directory to
the Azure Active Directory (AAD). AAD Connect follows the rules shown in the following
figure:

[491]



Delivering Multi-Forest Hybrid Architectures

YES

Users UPN from
Active Directory

UPN empty? UPN Suffix Domain

Verified Domain AAD?

PS C:\Users\Administrator> Get-MsollUser -UserPrincipalMame upni@azureid.ch

DisplayHame

PS C:\Users\Administrator> Get-Msollser
serPrincipalHame

pn2@identityplus.onmicrosoft.con

PS C:\Users\Administrator> Get-MsollUser -UserPrincipalName upn3@identityplus.ch

serPrincipalHame DisplayHame isLicensed

pn3€ typlus.ch

1
sAMAccountName + Domain FQDN will be used
3
On premise UPN will be used
2
<tenant>.onmicrosoft.com will be used
User logon name:
[ | ‘]
User logon name fpre-Windows 2000):
[AzuREIDy | [uen1
User logon name
upn2 | [@notverfied.cn v
User logon name (pre-Windows 2000)
AZUREID\ | [un2
User logon name:
[upn3 | I@ndentmlus ch v]

User logon name fpre-Windows 2000)
[AzuREIDN | [vor2 ]

As you can see in the previous figure, AAD Connect uses the following logic by default:

o If a UPN is available, it will be used

e If not, it uses the user's sAMAccountName and theFully Qualified Domain Name
(FQDN) of the connect Active Directory domain

e If the UPN to be exported to the AAD is not verified, the suffix will be replaced

with <tenant>.onmicrosoft.com

So, remember that users can exist in any synchronized forest and they include the
UserPrincipalName and sourceAnchor. In the case of using linked mailboxes — they will
be ignored, because the synchronization engine will find an active and a deactivated

account representation of the user.
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Supporting the separate technologies scenario

One of the easiest implementations inside a multi-forest environment is the separate
technologies scenario. Between the Active Directories is an established no-trust relationship,
like you can see in the following figure. In our case, we use two companies: the Identity
Plus and AzurelD corporations, as always in our examples and configuration guides. In this
scenario, you need to be careful with your UPN inside the Active Directories configuration,
and the rest will be solved automatically by the Azure AD Connect installation. You just
need to add the relevant forest to AAD Connect:

There is no need to install the AAD Connect instance on a domain-joined
server (special scenario). If possible, always use a domain-joined server.

File Tools Actions Help
ﬁ Operations &'J;J‘ Connectors [l Metaverse Designer . Metavere Search
Connectors
Name [Type = | Descrigtion [ Stat |
azureid ch Active Directory Domain Services Idie | & Create
identityplus.ch Active Directory Domain Services Idle |
idertityplus onmicrosoft com - AAD  Windows Azure Active Directory (Microsoft) Idle
No Trust Relationsship AAD Connect Synchronization Service DB
between the Active - -
Directories Connector Metaverse (MV) . Connector
Space (CS) . Space (C5)
- > ® > ® o ®
B T AR T AT
Active Directory : : \
identityplus.ch e .
P Connector .
Space (CS) : /
- > . . > . e . 1 Wlndow.s Azure Active
- ™~ > a8 Directory
. . identityplus.onmicrosoft.com
Active Directory X .
azureid.ch

[4931]



Delivering Multi-Forest Hybrid Architectures

Handling a full mesh scenario with optional GAL
synchronization

The full mesh scenario is more interesting than the separate technologies scenario because
here, you can have two or more Active Directories with established Active Directory trusts.
This scenario mostly happens in merger and acquisition tasks, where you may find
duplicated objects such as user accounts and contacts in the different Active Directories. In
this case, we need to use matching/joining functionality across the several forests.

The e-mail address of a user will be a commonly-used attribute to provide
this functionality.

The AAD Connect utility provides you with the following standards scenario for a match:

Mail attribute
ObjectSID and msExchangeMasterAccountSID attributes

e samAccountName and MailNickName attributes

Your own defined attribute

We highly recommend learning more about Immutable ID. Work through
the following articles:

http://bit.ly/28PkS0e and

http://bit.ly/13k4L4Pp, on this concept.

It's very important that objects are unique across Active Directory forests. If objects are
unique across every forest you are in a good position. With object matching and joining,
you can come to a good state when using cloud services. With the usage of joins, the
precedence of synchronization rules also comes into play. If you join two objects based on
an e-mail address and a specific attribute value where object 1 is not filled and object 2 is
filled, the value of the attribute (object 2) will be used. But what if both objects have filled
the attribute with different values? This is where precedence comes in.

Rules with a higher precedence are implemented later than lower valued
rules.
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The precedence will be set by the time of adding the forest to AAD Connect. So, if the forest of
object 1 was added before the forest of object 2, the value of object 1 will win the game. The
following figure shows the scenario in a schematic way:

With Trust Relationsship AAD Connect Synchronization Service DB
between the Active
Directories Connector . Metaverse (MV) . Connector

Space (CS) . Space (CS)

@ o
-_—— :
[

Y sRi

Active Directory

idam.ch ‘; —
Connector :
Space (CS) m !
i : : ' y
P -] . Windows Azure Active
A > Y : ; Directory
3 ; idamcloud.onmicrosoft com

Active Directory
onidam.ch

Uniquely identifying your users

Select how users should be identified in your on-premises directories. @
Users are represented only once across all directones.
# User identities exist across multiple directories. Match using:
® Mail attribute
ObjectsID and msExchMasterAccountsID/msRTCSIP-OriginatorSIDr attributes
SAMACcoUntName and MailNickName attributes
A specific attribute
CUSTOM ATTRIBUTE

Select how users should be identified with Azure AD.
SOURCE ANCHOR @
objectGUID b

Other objects are contacts you will find in such scenarios where a Global Address List
(GAL) synchronization was implemented between two forests. AAD Connect provides the
following default behaviors:

e If AAD contact finds a match of a contact and a user, a join will happen
o If there is no user object available, a contact object will be created

e If a subsequent user object is found with a match to a contact, a user object will be
created in AAD
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If you want to know more about GAL synchronization, refer to the following sources:

e Configuring GAL Synchronization withForefront Identity Manager (FIM) 2010:
http://bit.ly/1XymAPE

e GAL sync Wiki: http://bit.1ly/1Y39n2
¢ Changing the FIM GAL sync code to your needs: http://bit.1ly/1V9cIWg

Providing synchronization for an account and
resource forest scenario

We often see the account and resource forest scenario in our region. In this design, you will
see a resource forest where all the services are provided, and several account forests are
where the user accounts are managed. Between the resource and the account forests, an
Active Directory trust relationship is established. Most of the time, you will find Exchange
and Lync implementations in the resource forests and you will be confronted with their
typical special needs. You will find the special considerations under the following
references:

¢ Exchange Hybrid multi-forest: http://bit.ly/1rw5Dal
¢ Lync Hybrid multi-Forest: http://bit.1y/242Z2E3T and http://bit.1ly/21u8LQH

The following figure shows the scenario in a schematic way:

With Trust Relationsship AAD Connect Synchronization Service DB
between the Active - -
Directories Connector Metaverse (MV) Connector
Space (C5) © Space (CS)
[

Ackive D - SR1 .
ctive Directory N
leano.ch e . o > o >
Connector [ [ )
Space (C5) SR2
@ ® . Windows Azure Active
- —> Y : Directory

leano.onmicrosoft.com

Active Directory
msazure.ch

[ ) Exchange Hybrid Configuration

Account Forest am AAD Connect
objectSID behaviour .

objedsID -
= msBxchMasterAccountSID Joined Account

Resource Forest
Recipient TypeDetails
msExchMasterAccountSID
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The preceding figure also shows the AAD Connect behavior in such a scenario that the AD
object will be checked if it's a linked mailbox before it attempts to match the
msExchMasterAccountSID. This will be done with the recipientTypeDetails attribute.
A value of 2 means that it is a linked mailbox.

Keep in mind that disabled user accounts are also synchronized to Azure AD by default.
Disabled accounts are commonly used in Exchange resource forest deployments. The
account forest holds the active user account and the resource forest holds the disabled user
account. To get more information on the Exchange Linked Mailbox concept, you should
read the following article: http://bit.1y/24ZBNs9.

Now, after working through the different scenarios, we need to take a quick look at rule
precedence.

Understanding AAD Connect rule precedence
logic

AAD Connect provides several default synchronization rules based on your configuration.
The rules can be viewed with the Synchronization Rules Editor; you will find it in the
Start Menu of your server. For example, if you enable the hybrid Exchange option during
setup, you will find a different set of rules in the Editor. The templates for these rules can be
found under the following system file path: C: \Program Files\Microsoft Azure AD
Connect\SynchronizationRulesTemplates. The following screenshot shows the
Synchronization Rules Editor with the different rules and their precedence:

3 Synchronization Rules Editor -
View and manage your synchronization rules
Direction: MV Object Type: Connecton: Connector Object Type:
[irsound ] | ] | 2 I £
.
Password Sync: MV attribute: Connector Attribute:
[k ] | ] L T
Mame Connector Pracedence Connector Object Type Metaverse Object Type -
In from AD - User Join idamuch 100 user person
In from AD - InetQrgPerson Join idam.ch m inetQrgPerson person
In from AD - User AccountEnabled idamuch 102 user person
In from AD - InetQrgPerson AccountEnabled  idam.ch 103 inetQrgPerson person
In from AD - User Common from Exchange idamuch 104 user perscn
In from AD - InetQrgPerson Common from £ idam.ch 105 inetQrgPersan pErson =
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Microsoft always generates the first rule with the number 100 and iterates
over all connectors. They read the first item in that file (sorted by
precedence). It has the name of a rule and the criteria for being added.
Then, they generate the first rule with the number 100 and iterate over all
connectors. If there are multiple connectors, the whenCreated date/time is
used as the arbitrator.

After these steps, they will continue to process the file. Depending on your schema (for
example, if you have Exchange and/or Lync), some rules will not be generated.

The rules are expressed as rule before and rule after, so if an upgrade happens from one
version to another, holes will be created in the numbers to be able to insert new rules. Those
holes in the numbers will be left behind.

The number for a sync rule will follow the following logic and dependencies:

e How many connectors are in place

The AD schema used (Exchange and Lync)

Which optional components are enabled (for example, group writeback)

Selected/unselected particular apps in the wizard

Upgrade from a previous release

Now that we have finished discussing the different concepts of identity synchronization, we
will jump into the different federation concepts in multi-forest environments and the usage
of Office 365.

With the following resources, you should find all design-relevant
information together:

http://bit.ly/1vV9itaa and

http://bit.ly/28PpmnC.

To write all the several concepts down in this book is just not possible, so we used the
provided references to extend the scope of this book to complete the whole story. We
focused on the basics and the most relevant information.
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Guidance through federation in multi-forest
environments

Authenticating users in multi-forest environments is just a bit more complex than doing it
in a typical single-forest deployment. You should already be aware of the basics of the
different authentication protocols and the AD FS thanks to previous chapters. The
configuration of the integration with Office 365 is a straightforward process; with the
Convert-MsolDomainToFederated command, you create everything needed in your
ADFS configuration. With the switch SupportMultipleDomain, you can define if you are
using a multi-forest scenario.

Next, we will start with the supported and possible scenarios in the case of using multiple
forests and Office 365. We will focus on the AD FS server deployment. Furthermore, you
can always attach an AD FS proxy/WAP to these scenarios.

This section will cover the following scenarios:

¢ Typical single-forest deployment
e Two or more Active Directory forests running separate AD FS instances
¢ Running one AD FS instance for multiple trusted forests

¢ Supporting one AD FS instance for multiple Active Directory forests without an
AD trust relationship

Typical single-forest deployment

This scenario is a commonly seen configuration in smaller and medium sized organizations:
it is a one-forest scenario with AD FS authentication to Office 365. You can use one or more
UPNs with the related verified UPN-domains:

(U PN: identityplu s.chj IJ

g ! ! _ UPN:identityplus.ch _

Active Directory
identityplus.ch ADFS
identityplus.ch Azure
Active Directory
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Two or more Active Directory forests running
separate ADFS instances

This scenario is commonly used if there are no Active Directory trust relationships and
claims provider trusts are in place. Every Active Directory forest holds its own AD FS
server and responds to their owned UPN. The administrator only needs to configure a
unique UPN-suffix. AAD Connect will do the relevant identity synchronization for the
different forests:

[UPN: identityplus.ch)

Active Directory

identityplus.ch ADFS
identityplus.ch

( UPN: azureid.ch j

Azure
Active Directory

Active Directory
identityplus.ch ADFS
azureid.ch
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Running one AD FS instance for multiple trusted
forests

Many organizations run several Active Directory forests, as we discussed in the
synchronization section of the chapter. If a single authentication point should be provided,
one option is to work with an Active Directory Trust relationship. With this design solution,
every forest can use one AD FS environment, and all UPNs are running against this
environment:

J

(UPN: identityplus.ch]

UPN: identityplus.ch

A _ UPN: azureid.ch

Active Directory « \
identityplus.ch ADFS5 Azure
identityplus.ch Active Directory

( UPN: azureid.ch J

A

Active Directory
identityplus.ch

Supporting one AD FS instance for multiple
Active Directory forests without an AD trust
relationship

Another option for supporting multiple forests is to work with claims provider trust if
Active Directory trust relationships can't be used. In this scenario, the AD FS server works
by default against its own Active Directory forest.
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The AD FS server will also be configured to ask other AD FSs for specific UPNs:

]

UPN: identityplus.ch

UPN: identityplus.ch

UPN:
identityplus.ch

B>

UPN: azureid.ch

Active Directory < -
identityplus.ch 5| . ADFS Azure
g | identityplus.ch Active Directory
E] )
N| Claims Provider
b H L]
UPN: azureid.ch Z Trust
o
=1
Active Directory
identityplus.ch ADFS
azureid.ch

In chapter 14, Installing and Configuring the Enhanced Identity
Infrastructure, we will configure multi-forest AD FS environments to give
you more insight into the technology and the configuration steps required
to provide such a solution.

Using alternate login ID and ADAL

In special scenarios, you need to work with the alternate login ID concept. In this case, you
use another attribute than the UPN, for example, the e-mail address. Be aware that this way
is usually the last option (in our opinion). Normally, we always try to work out our
solutions with the usage of the UPN.

This section will cover the following topics:

e Disassociation of AAD UPN from AD DS UPN and trade-offs

e What does modern authentication mean?

e How does Outlook authentication work today?

e How authentication happens with Word and SharePoint Online
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Disassociation of AAD UPN from AD DS UPN and

trade-offs

In case you choose the alternate login ID, your AAD instance will still require a username in

the UPN format, such as jnick@inovit.ch. To provide this solution, you need to
customize your AAD Connect, or other synchronization solutions, and your federation
options. The following figure gives you an idea of the solution design and the different

authentication flows:

.

LIPN lookup in Active,
Directary and gestin

domain suffix

Active Directory

Matadata review and
the determination of
the mast appropriste
endpaint

Authentication against
‘the WE-Trust (Kerberos)

Mail: jrickel@inavit.ch
UPH; jni@inavitocal

endpoint
MEX WE-Trust (Kerberos)
Passive: W5-Fed/
SAML
Authentication:
Attermate Login D Active: WS-Trust/
Pazsive/Active ML ECP
Endpoints
) S
ADFS Configuration

Required: ADFS on Windows Server 2012 R2 Update 1

Enable IDP Al Login ID u
Sat-AdfsClaimsProviderTrust -Targetidentifier "AD

AUTHORITY" -AlternateloginlD mail -LookupForests

azureid.ch

Federated IDP SAML token issua

nce
Value for hittp://schemas.microsoft.com/claims/UPN

Issuance Transform Rule

Call to the AAD HRD
endpaint o receiva the
MEX endpoint from
ADFS,

Home Realm Discovery
{HRO)

Tolkan UPH

Jnickeh@inowit.ch

R

Azure
Active Directory

..-

xtableld®),

= regexreplace
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To provide this solution, you need AAD Connect or FIM/MIM with the AAD Connector for
the synchronization part, and for SSO, at a minimum, an AD FS infrastructure based on
Windows Server 2012 R2 update 1. The following rules must be matched for the alternate
login ID attribute to work with this approach:

e Compatible data type to UPN (including UPN restrictions) must be used
e Domain part must be publically routable domain verified

¢ Attribute must be in Global Catalog (GC) and indexed

e KB2919355 must be deployed for AD ES (SSO)

for account identification. UPN-based authentication will not be

The alternate login ID will not be directly used in the logon process — just
0 eliminated, and if multiple users are found the authentication fails.

With the following article, http://bit.ly/1arEwnm, you will find the configuration steps
required and the relevant support matrix to the actual supported services for configuring an
alternate login ID.

What does modern authentication mean?

In the new area of the Azure ADAL, Microsoft talks about the new modern authentication
capabilities, which mean that OAuth-based authentication for Office 2013/2016 clients
happens against Office 365. This enables the following new experience:

¢ Unified authentication experience — no more basic authentication for Outlook

Support for MFA — no more app passwords required

Support for third-party security token services

Enabling Conditional Access scenarios

Support across several platforms such as Windows, Android, iOS, and Mac OS X
Enables B2C and B2B collaboration

Next, we will jump into the Outlook authentication before ADAL with Office 365
integrations.
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How Outlook authentication works today

The biggest gap was that there was no real single sign-on against Office 365 with the
installed Office suite on your client. Outlook was still using basic authentication and you
needed to use the credential manager to store your password, or type it every time you
started Outlook. Your user credentials were always sent to Exchange Online over HTTPS,
and Exchange Online was doing the authentication work. In detail, Exchange Online was
authenticating managed user accounts against AAD. In the case of federated users,
Exchange Online was authenticating user accounts against the on premise identity
provider. With modern authentication (ADAL), OAuth flows are used when authenticating
against Office 365. As mentioned, it's not only Outlook that participates in the new
capabilities. Next, we will provide you with information on the authentication flow with a
Word and SharePoint Online example.

How authentication happens with Word and
SharePoint Online

To explain the authentication flow of the new modern authentication capabilities, we have
used the following figure, which presents the tasks used from a federated-user perspective:

¢ Bob wants to open a Word document to work on

e Bob clicks on a link for the chosen document

o Afterwards, Word tries to open the document and hits SharePoint Online or
OneDrive for business, and starts asking for the document located under this
URL

e If Bob hasn't received a token before, he needs to prove who he is

e The service responds with a 401 and asks Bob to sign in

o The authentication popup will be presented to the user and the user will receive
the user/password fields

« Bob types his username and the Home Realm Discovery (HRD) is started; he
needs to choose against which Authentication Provider he wants to authenticate
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e Bob will then be directed to the relevant Identity Provider to authenticate, and
the login page will appear
e Bob is being redirected to the STS and has to sign in with the AD FS, entering
username/password

e AD FS verifies the username/password combination and it responds back to
Word: give this back to Evo with the SAML token

e The process gets back to Evo POST with the SAML token

¢ Evo verifies the token and that it is issued by a knowns AD FS, and in turn it
returns access and refresh tokens

e The refresh token will be cached on the client and the access token will be used to
get the document from SharePoint

SharePoint checks and returns the document to Bob

@
User [

(open a link)

-

Request document (no token)

e

] Office 365

401: need token from [authURL]

GET [authURL] / 20|

: (show login page) .

(enter username)

302: (go to on-pre|

STS [authURL])

GE

[on-prem authURL] / 200: (show login plge)

EvoSTS

ADFS

»

(enter Usernameg

password)

302:(go to EvoSTS, with SAML token)

4

(verify ¥
username/password) E

POST [SA

L Token]

.
=

/refresh token)

< 200: {return acceg

Reguest doc (access token) »

200: return document
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In detail, the token-based authentication works with two tokens:

e The access token is valid for one hour and is attached on request to a server for
resources. Instead, the refresh token is valid for 14 days by default. The access
token is issued per device and not per IP, and an administrator can't control these
values in the current implementation.

e The refresh token is basically used to get a new access token without an
additional sign-in, since the token is still valid. As already mentioned, the lifetime
is 14 days by default and can be extended to 90 days with continuous usage.

With modern authentication there is also support for the following security token services,
which were additionally added to the Office 365 program. Office clients can now work with
the following products: Shibboleth, PingFederate, SiteMinder, and more, which can be
found at http://bit.1ly/28IgBviW.

Modern Authentication and Skype for Business http://bit.ly/28J66gw,
Leverage Azure AD for modern Business Applications, which you can

0 The following documentation can be helpful with several scenarios:
find in the following AAD whitepaper package: http://bit.ly/28JpBKA.

After discussing modern authentication, we will now walk through the monitoring options
of the AAD Connect Health service.

Monitoring with AAD Connect Health

AAD Connect Health is a special service that helps you monitor the on-premise identity
bridge, which provides a suitable solution for your connections to the Azure Active
Directory, Office 365, and other SaaS applications. You are able to monitor the AAD
Connect tool and the AD FS infrastructure, including the AD FS proxy. In particular, the
AAD Connect tool includes the Azure AD Connect Health agent for AAD Connect in the
setup binaries, and the agent for AD FS/WAP and AD DS can be downloaded in the Quick
Start section of the Azure AD Connect Health dashboard under the following link:
http://bit.ly/28IYX4K.

This section covers the following about the AAD Connect Health service:

¢ Getting in touch with the AAD Connect Health service
¢ AAD Connect Health — the management interface
¢ AAD Connect Health — alerts, usage, and performance insights
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Getting in touch with the AAD Connect Health
service

AAD Connect Health is an easy and powerful monitoring solution for your identity bridge
implementation and it contains three main components. The first components are the health
agents that can be deployed and registered on the AAD Connect and ADFS infrastructure.
On the other hand, there is the service itself, which is hosted in the Azure environment. To
manage the service and to review the state of your identity bridge, the Azure AD Connect
Health portal can be used. The following figure provides the schema of the relevant
solution components:

s

( View Reports

L

4

Azure AD Connect Health

Health Agent

1
==
="

The installation of the AAD Connect Health service is a straightforward and easy task,
which requires the following steps:

1.
2.
3.

Log on to the new Azure Portal under http://portal.azure.com.
Use your Azure AD Global Administrator account to log in.

Create the AAD Connect Health service through the Marketplace under the
Security + Identity section.

Your user must have a valid Azure AD Premium license assigned.
Download and install the agent on each AD FS and AD FS Proxy Server.
Enable audits for usage insights and register the agents against the service.
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AAD Connect Health — Management interface

With the AAD Connect Health portal, you can manage the different monitoring
components of the on premise identity bridge. The used tiles are currently separated into
three main sections: Active Directory Federation Services, Azure Active Directory
Connect (Sync), and the upcoming monitoring for Active Directory Domain Services:

Summary Add tiles @

Quick Start

Active Directory Federation Services Add tiles @

Active Directory Federation Services

ssa.idam.ch © Unhealthy
Azure Active Directory Connect (Sync) Add tiles
Sync Errors Azure Active Directary Connect (Sync)

1

—— yp—

Active Directory Domain Services Add tiles @

Configure Add tiles &

Agent Auto Update Users

on

Under the AD FS tile, you will find all the necessary information about your AD FS
infrastructure, such as:

¢ The primaryWindows Internal Database (WID) server
Usage of WID or SQL
The ADFS version and how many applications are running it

Which certificates are used and when they expire
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On the Tenant Configuration (configure) option, you will be able to delegate the user
access with RBAC, as well as the agent auto-update behaviour, which is enabled by default.

There is no server restart required for the update process.

With the AAD Connect Health Server view, you will be able to directly see the complete
health state of the monitored server, including the server properties:

Add tiles ®

Overview

Properties Missing QFEs

Add tiles (£

Operations

Active 1

Resclved from last 24 hours o

Monitoring Add tiles B

Token Requests /sec from the last 24 hours
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As you can see in the previous screenshot, you will get the following information:

e Server properties and alerts to this server, including history reports

Performance counters that provide you information about the Token
Requests/sec and application visits within the last 24 hours

Reports about bad password attempts in the last 30 days
The last export time, including the run profile latency of AAD Connect

In future releases, you will also find synchronization error information in the
alert section:

Azure Active Directory Connect Servers
IDAMCLON (1] Unhealthy
OMIDAMADSDT [} Healthy
Operations Add tiles (&)
Alerts Sync Errors
idamclowd.onmicrosoft.oom
1 active
Active 1 Coming Soon ...
Rezolved from last 24 hours 1
Last export to Azure AD
idamclowd.onmicrosoft.oom
Bxported 6,/20/2016 7:51:56 PM
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AAD Connect Health — alerts, usage, and

performance insights

The heart of AAD Connect Health is the alerts section. Alerts are basically based on events
and the performance counters. Furthermore, the service will check the on-premise
configuration of the components with different types of conditions. These checks will be
done with PowerShell, and they will send the information back to the service. In the case of
AD FS, the following example criteria are important and need to be checked:

e The SSL communications certificate lifecycle and expiry date, including if the SSL
binding is correctly configured.

e The token signing certificate lifecycle — in particular, the expiration. This is
important, information because all the relying parties count on this certificate.

The following example alerts are available for the two scopes: the server and the service
itself:

e Server:
e Latest hotfixes/roll up packages that are not installed

e Checks done against QFEs, including auto-resolved function if the
QFE is applied

e High CPU or memory load

e The service detects the spike and alerts, including auto-resolved
function- agent collects performance information and sends it

e Service:

e Token signing certificate expire/about to expire

e The agent checks the certificates with PowerShell and sends the
information — auto-resolved feature included

e Relying Party Trust of Azure AD/Office 365 state

e The agent checks the Azure AD Relying Party Trust and also
includes the auto-resolved feature
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Another interesting point is the usage insights captured from Active Directory Federation
Services. The insights are mostly based on the security audits of AD FS. To gather this
information, the auditing options needs to enabled on the AD FS server. You need to check
that the AD FS service account is granted to generate security audits in the Security
Settings\ Local Policies\ User Rights Assignment policy section of the server. Additionally,
the following command needs to be fired on elevated privileges:

auditpol.exe /set /subcategory:"Application Generated" /failure:enable
/success:enable

The configuration inside the AD FS Federation Service Properties requires you to enable
the Success audits and Failure audits options, as you can see in the following
screenshot:

Federation Service Properties .

| General | Crrganization | Everts |

Select the types of events or audits that this Federation Service will record in
the event log.

Emor events
Waming events

Irformation events
Success audits
Failure audits

[ﬁn ff you select any of the audit check boxes, you must also enable
- auditing using the Local Securty Policy snap-n before audits can be
recaorded.

With this feature set, you get the following functionality:

e About 80 audits will be parsed for a single transaction, for example, a successful
login and building one logical audit; the audit stream will be parsed by the agent

e The service builds aggregates based on audits in real time, with a time difference
of less than 15 minutes

Audit information will not be stored in the actual implementation.

[513]



Delivering Multi-Forest Hybrid Architectures

e Customizable chart controls where you can define the time range, the metric, and
grouping
e Filters can be applied for servers and applications

Furthermore, you get many usage insights that help you to successfully monitor and
manage the identity bridge. With the provided pivots for the Relying Party Trust server,
authentication methods, and the location, you can understand the load generated by the
applications inside your environment. This gives you a very good base for planning the
application's availability and for the future planning of the on premise server infrastructure.

AAD Connect Health provides you with several key performance counters across all the
monitored servers. In detail, values about token requests, CPU, memory, and the proxy
latency to the STS will be measured. The management portal allows for the counters to be
updated in the service through a policy. After working through the AAD Connect Health
service, we will have a discussion about AD FS against Azure B2C/B2B.

Comparing AD FS against Azure B2B/B2C

In this section, we will provide you with some helpful information to help you differentiate
between AD FS and the Azure B2B and B2C functionality. We used to have many
discussions before the two services, Azure B2B and B2C, became available in the preview
state. This section is divided in two areas:

e Comparing AD FS versus Azure B2B
e Comparing AD FS versus Azure B2C

Comparing ADFS versus Azure B2B

We will start with the main differences between AD FS and the Azure B2B scenario. With
Azure B2B comes the capability to invite users from partner organizations to access
applications on your own AAD instance. With AD FS, you could provide the same
functionality with claims provider trusts to any partner organization based on AD FS.
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However, you will hit the following differences:

e With AD FS you, are very flexible and you can run any customized
scenario

e However, the following requirements need to be fulfilled:
e Partner requires Federation Service
e Certificate handling
¢ Administrative overhead
e With Azure B2B, there is an easy invitation process, which is actually
based on users and a CSV file import
e The feature is available for free and the partner doesn't need to fulfill
any requirements — invitations for Azure AD and locally based
directory users are possible

Each partner user uses an existing Azure AD account or one that can be easily created
during invitation acceptance. You can provide this user with direct access to your chosen
corporate app or a set of applications through the App Access Panel:

Tell us about this user

TYPE OF USER

Users in partner companies

C5V FILE

Bl | BROWSE FOR FILE..

EXTERMAL USER ADMINS CANNOT CURRENTLY INVITE OTHER EXTERNAL USERS. PLEASE USE AN ACCOUNT THAT
WAS CREATED IM THIS TENANT, LE. A USER IN THE IDAMCLOUDDEV.ONMICROSOFT.COM DOMAIN OR A VERIFIED
DOMAIN IN THIS TENANT.
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Your admin controls all access to your corporate apps through your Azure AD directory.
When collaboration is terminated, partner users can be removed from your Azure AD and
their access to your apps is immediately revoked. Additionally, when the partner user
leaves the partner organization, access is lost automatically:

— O *
=. Access Panel Applications X \ g Chrome Web Store - Apps X
\
&« C' [ https://account.activedirectory.windowsazure.com/applications/default.aspx e =
\_,Pi* ONLINE Don.Hall@leano.onmicrosoftcom | Learning Online inovit GmbH |

applications  profile

P

©2016 Microsoft Legal | Privacy

Azure AD B2B collaboration is a free feature that comes with Azure AD. The partner

companies who need access to your corporate apps do not need to have Azure AD. Azure

AD B2B collaboration provides a simple user sign-up experience to provide these partners
with immediate access to your apps.
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Another discussion we always have with our customers is about the SharePoint document
sharing functionality compared to the Azure B2B scenario. The main difference between
these two scenarios is that with Azure B2B, you solve the application access and the
federation configuration. With SharePoint, you just provide the capability for this service
based on item level. At the beginning it sounds very nice, but you need to have a solution
and process to control all the shared information and who has access to it. We think the best
option is to use Azure B2B for this business case, so the access rights can be controlled by
the site owner, for example, based on groups. To run a compliance audit against all the
shared documents will take more effort than checking group memberships who have access
to the documents. Of course, this is only half of the story. We highly recommend using
Azure RMS to protect your corporate information against data leakage.

Comparing ADFS versus Azure B2C

The next thing we want to talk about is the difference between ADFS and Azure B2C.

You have two main scenarios you can run. First, you can handle customer accounts and an
on premise identity store, and the authentication can be managed by AD FS. This scenario
could be helpful if you want to have full control in your own environment. But you also
need to provide several processes and technologies to support such a scenario — and this for
the whole year.

The other option you can use is that customers can sign up or bring their own consumer
identity with Azure AD B2C, so you will receive a fully manageable solution with high
availability and the most common processes and support functionalities already
implemented.

AD FS, again, delivers you a very flexible and customizable solution in your own
environment, but you have to integrate social media providers and build trust relationships
so that the user can bring their own identities. As already mentioned, user management and
self-servicing has to be built and provided with high availability.
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With Azure B2C, you receive a fully-packed solution, which allows a developer of a
business application to use the whole identity framework of Azure AD and the B2C
extensions. Sign up pages are ready to use, or users can bring their own identity (Google,
Live, Facebook, and so on), and you can enable self-servicing options:

select social identity provider

Microsoft Account

Google

Facebook

Linkedin

Amazon

On the other hand, the first 50,000 stored users are free and the first 50,000
authentications/month are also free. Next, we will discuss the several options you get with
Windows Server 2016 ADFS 4.0 for supporting several scenarios in the field of B2C and
B2B.
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Designing ADFS 4.0 identity and attribute
stores

In the previous chapters, we discussed different solution patterns with ADFS, including the
relying party trusts and the claims rule language. On top of these features, we will focus on
several capabilities that will soon be available with the new Windows Server 2016. Many of
these scenarios were already available in Windows Server 2012 R2, so you only need to
upgrade if you want to use these extended solutions. The section is separated into two main
areas:

¢ Using a custom attributes store to populate claims
¢ Using a new identity store as claims provider

First, we will start with the custom attribute stores.

Using custom attributes store to populate claims

Basically, attribute stores are data sources that can be used to populate claims. For business
reasons, you can provide additional information in claims that are not stored in Active
Directory. With ADFS, you can use the following additional attribute stores, which are
shown in the following figure:

ADFS 4.0 Attribute and Identity Stores

A S A E

Active Directory Domain SQL Database Active Directory Lightweight Custom Code
Services or 5QL-based Directory Services or LDAP-based
A an Attribute Store x Add a Custom Attribute Stare ®
You can add an atrbute store 1o the AD F5 corfiguration datsbase when you nsed fo You can add & cusion sifaute Bore 10 ganerale clams from custom code
d attrbutes in 2 ol denciory or datshase.

Displayy rame:

Dusplzry raxme:

Custom atvibute stone class name:

Optiongl mtakation parameters

Harme Value
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In detail, the claims rule language specifies the store for populating claims. To give you an
example, we have used the default attribute store, the Active Directory:

"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname

c: [Type ==
", Issuer == "AD AUTHORITY"]
=> issue(store = "Active Directory",

types =

("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name"), query =

"; sAMAccountName; {0}", param = c.Value);

You can find the default attribute store at the following location in the ADFS configuration:

i ADFS

A File Action View Window
L AR o

| ADFS
v [ Service
| Attribute Stores
| Authentication Methods
| Certificates
~| Claim Descriptions
~| Device Registration
| Endpoints
| Scope Descriptions

| Web Application Proxy

MName

| Active Diectory __________|

The ADFS configuration allows you to add the following types of attribute stores through

the ADFS management console:

e SQL database
e LDAP directories

e Custom (http://bit.ly/28JD6YV)

To add a new attribute store, you can follow the following high-level steps:

¢ Grant the ADFS service account access to the attribute store
¢ Add the attribute store to the configuration and provide the connection string
e Build and configure your desired claim rules



http://bit.ly/28JD6Yv
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Let's start with the first point in the high-level task list — granting the ADFS service account
access to the attribute store. You can archive the goal with the following steps.

For SQL attribute stores, we recommend using integrated authentication to access the SQL
attribute store. You just need to grant the ADFS service account permission to read data
from the database. The following example can be used:

Server=identityplusstore; Database=externalid; Integrated Security=True

The following link provides you with a valid solution, with a SQL
attribute store http://bit.1ly/28JJsWt and http://bit.1ly/28JDLci.

For AD LDS instances, you need to grant the ADFS service account the generic read
permission using the dsacls.exe tool, as follows:

dsacls.exe \\identityplustore:389\ou=identities,dc=identityplus,dc=ch /I:T
/G "identityplus\svcfed$":GR

The following connection string can be used to connect to an LDAP-based attribute store:

LDAP://identityplusstore.identityplus.ch:389/ou=identities, dc=identityplus,
dc=ch

Add an Attribute Store X

You can add an attribute store to the AD FS corfiguration database when you need to
generate claims based on certain attibutes in a specified user directary or database.

Digplay name:
IDPLUS

Attribute store type:
LDAFP w

Connection string:

LDAP://idertityplusstore identityplus.ch: 389/ /ou=identities de=identityplus de=ch|
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Next, we will discuss the different claims rules for SQL and LDAP attribute stores that can
be used to provide such a solution. First, we start with the SQL claims rule, where we can
use SQL select statements to query information. We have used the example to query the

department. The attribute store will be queried and the output is a claim of the type
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/Department

c: [Type ==
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>
issue(store = "IdentityPlusStore", types =

("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/Department"), query
= "SELECT Department FROM attributes WHERE email = {0}", param = c.Value);

With the following claim rule, we provide the usage of an LDAP-based attribute store. In
this case, the same syntax will be used as for the Active Directory:

c: [Type ==
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"]
=> issue(store = "ADLDS", types =

("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/Department"), query
= "mail={0};Department", param = c.Value);

The preceding claims rule provides the same functionality as the previous
one —just using a LDAP attribute store.

Now that we have discussed the main options available with custom attribute stores, we
will jump into the configuration for authentication against additional LDAP directories.

Using a new identity store as claims provider

With ADFS 1.0 and 1.1 we already had the option of using LDAP directories as identity
stores. In later releases, Microsoft decided to remove this capability. Some of us were very
disappointed this option was removed. But, be happy - it's back, with Windows Server 2016
and ADFS 4.0.
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The following figure shows a specific way of using this functionality; for example, if you

want to store your external identities in LDAP instead of your Active Directory:

E

ADFS

identityplus.ch Azure
Active Directory

AD DS
identityplus.ch
Internal Users

AD LDS
identityplus
Identity Store
External Users

With this solution design in mind, we will discuss an on premise external user identity
store, which you could also provide with a dedicated Active Directory forest and AAD.

Microsoft allows you to add any LDAP v3 directory for this use case, including an
untrusted Active Directory forest. There is one speciality that you can't configure this
scenario over AD FS management GUI — PowerShell is your best friend to do. The scenario
has the following limitations in the case of authentication, because only forms-based
authentication is supported for authenticating users from LDAP directories. Certificate-
based and Integrated Windows authentication methods are not supported for
authenticating users in LDAP directories.
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If you don't have an existing LDAP directory, you just need to create one. You could use the
following procedure to generate an example store for our next lab configuration, which we
will cover in next chapters:

Install an example ADLDS instance.

Run the ADLDS setup wizard on a member server.

Define a unique instance.

Call the Instance Name: IdentityPlusStore.

Use the Description: Additional Attribute Store for AD FS.
Use the LDAP port: 389.

Use the SSL port: 636.

You will get asked, so yes, create an application partition:

® N

OU=identityplusstore,DC=identityplus, DC=ch

9. Use the Default data files (default).
10. Use the Network service account (default).
11. Choose the option: Currently logged on user (default).
12. Select the MS-User. 1df file.
13. Configure the Organizational Structure and some test users.

14. Connect using to your instance with ADSledit:
15. Use NC:

OU=externalid, DC=identityplus, DC=ch

16. Server: <servername>:389.

17. Create your test OU: Identities (commonName).
18. Create user: exUser01 (commonName).

19. Add: john.hill@identityplus.ch.

20. Add DisplayName: Ex User 01.

21. Add Title: Sales Manager.

22. Create another user: idplusUserl (commonName).
23. Add mail: idplususerl@azureid.ch.

24. Add DisplayName: AzureID User 1.

25. Add Title: Customer.
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Now that we have a sample ADLDS instance, we can go through the high-level tasks of the
configuration. No worries — we will configure this scenario in the next lab and will
authenticate it against Office 365.

1. The next step we need to do is to define the LDAP directory connection:

Scredential = Get-Credential

$idplusdir = New-AdfsLdapServerConnection
—HostName adatum.com

—Port 636

—Ss1lMode Ssl

—AuthenticationMethod basic

—Credential S$credential

2. The next step will be the connection and issuance of claims from the LDAP store
(example):

$Name = New-AdfsLdapAttributeToClaimMapping

—-LdapAttribute sAMAccountName

—-ClaimType "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name"
$Mail = New-AdfsLdapAttributeToClaimMapping

-LdapAttribute mail

—-ClaimType
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

3. The last step is to define the new LDAP directory as an attribute store:

Add-AdfsLocalClaimsProviderTrust

—Name "identityplus"

—Identifier "urn:identityplus"

-Type Ldap

-LdapServerConnection $idplusdir

-UserObjectClass user

—-UserContainer "DC=identityplus,DC=ch"
—-LdapAuthenticationMethod basic

—AnchorClaimLdapAttribute userPrincipalName

—AnchorClaimType
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn" -
LdapAttributeToClaimMapping @ ($Name, $Mail)
—AcceptanceTransformRules "c:[] => issue(claim=c);"

-Enabled $true -OrganizationalAccountSuffix "identityplus.ch"

After working through this section, you should be aware of the different options you get
with additional attribute and identity stores. In the following chapters, we will use this new
knowledge and deploy such a solution.
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Summary

Working through this chapter you should have gathered the knowledge to be able to design
a multi-forest identity synchronization and federation environment, including the AAD
Connect Health service for monitoring. Additionally, you should have discovered the most
relevant concepts about the new AAD Authentication Library (ADAL) and be able to
describe a practical example, such as the usage of Word and SharePoint Online. Finally, you
should be able, and feel comfortable, to design a complex hybrid IAM platform with
multiple forests. You should also be able to compare ADFS and Azure B2B/B2C
functionality for your own design needs. Last but not least, we provided ideas on using
additional identity and attribute stores with new Windows Server 2016 ADFS 4.0
capabilities, which will help you to support external user scenarios with a rich subset of
providing claims and authentication.

In the following chapter, we will install and configure the enhanced identity infrastructure.
In particular, we will focus on multi-forest synchronization and federation, and configure
an example of a conditional access scenario, including multi-factor authentication.
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Installing and Configuring the
Enhanced Identity Infrastructure

In this chapter, we will configure and manage a multi-forest synchronization and Single-
Sign-On High Availability identity and access management environment based on AAD
Connect and ADEFS to provide the necessary infrastructure for several use cases in a hybrid
identity and access management solution. We also work with the capabilities across
company borders and publish the most common on premise services, such as Exchange,
SharePoint, and Remote Desktop Services. We will have a special look at the integration
and use of the Azure AD provided functionalities.

We will cover the following topics:

e Installing and configuring the multi-forest synchronization environment

e Installing and configuring the multi-forest and high availability Federation
environment

¢ Configuring application access with ADFS, WAP, and AAD AP
¢ Configuring a multi-factor authentication scenario for Conditional Access
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Important note for readers

We will have a mix between detailed and high-level configuration steps to get as many
scenarios as possible into the chapter. You, as an experienced reader, should be able to
configure all the scenarios with your existing knowledge and the information provided in
the previous chapters, where we explained all the concepts. We will also jump between
different capabilities. Furthermore, we will not provide detailed steps for configuring the
services themselves — we will provide you with the necessary references from valid expert
blogs on the Internet. Basically, you should use the described azureid.ch and
identityplus.ch forests as internal corporate forests — where you can work with several
scenarios and easy network configurations. The shown forest idam. ch should be used for
network boundary or partner scenarios.

Creating the extended lab environment

At the beginning of the chapter, we need to extend our example lab infrastructure to follow
the steps in this guidance. You can use this lab configuration or your own. If you use your
own lab configuration, then it's up to you to make the necessary adjustments. For
introduction purposes, we will use Azure IaaS to provide the lab environment, but you can
also choose an on premise infrastructure based on your virtualization solution. In this
chapter, we will use further virtual machines to demonstrate the generic installation and
configuration steps.

We will extend our existing lab environment with a new Active Directory
forest to configure the multi-forest environment solutions. In the first part,
we will use the existing cloud service, so that we can use the same subnets
for the solution without any routing, to provide an easy working
environment with less troubleshooting, to start the effective
configurations.

The following figure shows the expected lab architecture, where you can also use a cross-
forest Active Directory trust relationship and the test client will be your administrative
workstation from the previous labs:
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AZUREID FOREST

B i B

URA10/11 IDB10/11 APP10 ADS10
IP: 10.0.1.40/41 IP: 10.0.2.50/51 IP: 10.0.2.60 IP: 10.0.2.40

IDENTITYPLUS FOREST

- i B

URA01/02 IDBO1/02 APPO1 ADS01
IP; 10.0.1.4/5 IP: 10.0.2.5/7  IP: 10.0.2.6 IP: 10.0.2.4

Subnet1 10.0.1.0/24 Subnet2 10.0.2.0/24
identitypluslab-subnet1 identitypluslab-subnet2

VNET: identiypluslabvnet

Important note
We will leave the configuration open so that you can use the two forests
with and without a cross-forest Active Directory forest.

Virtual machines

The lab contains the following virtual machines installed on a virtual network with two
subnets based on a cloud service in Azure IaaS. The following table describes the virtual
machines. We will install the additional machines manually, or you can modify the example
script to provision them as you like. Important for us is that you know how to extend the
lab environment so you are able to choose the method to provide additional machines
yourself — by script or manually:

identityplus.ch, azureid.ch, and idam.ch represent the demo
suffixes — replace them with your public domain name.
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Name Role (O] Subnet
ADS01 Domain Controller 2012 R2 Data identitypluslabvnet-subnet2(10.0.2.0/24)
ADS02 Center
2016 TP5

APPO1 Application Server 2012 R2 Data identitypluslabvnet-subnet2(10.0.2.0/24)
APP10 Center
IDB01/02 |Identity Bridge 2012 R2 Data identitypluslabvnet-subnet2(10.0.2.0/24)
IDB10/11 | ADEFES and AAD Center

Connect 2016 TP5
URAO01/02 | Unified Remote 2012 R2 Data identitypluslabvnet-subnet2(10.0.1.0/24)
URA10/11 | Access Center
(opt. HA) | Web Application 2016 TP5

Proxy

We highly recommend that you work with the virtual machines just in
time, especially if you are using an Azure trial to have the machines
available for a longer period — cost limitation! The high-availability
options are just necessary in one Active Directory forest, so it's up to you
how many machines you deploy.

To provision the extra forest for the partner organization, we recommend that you repeat all
the steps from chapter 9, Building Cloud from Common Identities, to get extra resources and
an isolated lab infrastructure. Furthermore, we recommend subscribing to an extra trial for
the several cloud services we used in Chapter 9, Building Cloud from Common ldentities.

The following table and figure shows the expected lab architecture, where you can build the
partner organization:

Name

Role

(O]

Subnet

ADSO1

Domain Controller

2012 R2 Data
Center

or 2016 TP5 or
RTM

identitypluslabvnet-subnet2(10.0.2.0/24)

APPO01

Application Server

2012 R2 Data
Center

or 2016 TP5 or
RTM

identitypluslabvnet-subnet2(10.0.2.0/24)
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IDB01 |Identity Bridge 2012 R2 Data identitypluslabvnet-subnet2(10.0.2.0/24)
ADEFS and AAD Center
Connect or 2016 TP5 or
RTM

URAO1 | Unified Remote Access 2012 R2 Data identitypluslabvnet-subnet2(10.0.1.0/24)
Web Application Proxy | Center

or 2016 TP5 or
RTM

VNET:idamlabvnet

You can use the script from chapter 9, Building Cloud from Common
Identities, to automatically provision the scenario. Obviously, you need to
provide the basic ADFS infrastructure manually in the upcoming
environment. Furthermore, the configuration steps for the different
scenarios from chapter 9, Building Cloud from Common Identities, need to
be done manually.
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Public domains and Azure AD Default Directory

You should have the following registered domains with the colored associations:

Parameter Value

Public domains YourRegisteredDomain, for example, <identityplus.ch>
YourRegisteredDomain, for example, <azureid.ch>
YourRegisteredDomain, for example, <idam.ch>

Azure AD Default YourDefaultDirectory, for example,
Directory <identityplus.onmicrosoft.com>

YourDefaultDirectory, for example, <idam.onmicrosoft.com>

The public SSL certificate

You should also have three public certificates for the three registered domains, like in
Chapter 9, Building Cloud from Common Identities. For the lab environment, you can use an
SSL certificate from Comodo or other public certificate authorities.

0 StartSSL is a very smart and cost-effective provider.

Internal and external DNS entries

To use the lab configurations, you should apply the necessary DNS entries. We provided a
sample set you already used in chapter 9, Building Cloud from Common Identities. To be
successful in the following labs, you always need to add the service-relevant DNS entries,
always internal and external.

Use the scripts we provided in the previous chapters to get a rapid
9 deployment.
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Additional lab environment information

We know that it will be a little bit harder working with the preceding description, but with
the prerequisites, we could fill chapters and we would miss the really necessary
information to configure the scenarios. We think that with the information provided and
the scripts, you should be able to provide a smart environment to test the configurations.
Furthermore, we will do some configurations in this and the following chapter with
SharePoint, Exchange, and other services. It's up to you to install the basic services. We
recommend that you have a look for the Microsoft Test Lab Guide series or installation
guides for additional guidance.

Try to keep your environment as simple as possible. From our experience,
it's always helpful how the service you touch basically works — in special
with the focus on identity and access management.

You will find the test lab guides under the following link:
http://bit.ly/28NulRdJ.

Try to organize yourself with the free Microsoft Remote Desktop Manager, which you can
find at http://bit.1ly/lwvL6ht, or an equivalent tool.

Now that we have discussed the extension of our lab environment, we can start to work on
the configuration topics. Are you ready?

Installing and configuring the multi-forest
synchronization environment

In the first configuration step, we will configure Azure AD Connect to work with two
Active Directory forests. We will synchronize the two forests with one Azure Active
Directory. Afterwards, we will configure AAD Connect in a high-availability scenario, with
a second instance as staging server. We close the synchronization section with the
configuration of the AAD Connect Health components to monitor the solution.
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Configuring AAD Connect to add the additional
forest

In this first stage, we will configure AAD Connect to handle two Active Directory forests.
To connect to the different forests, you need to configure the required name resolution
before we can connect to the other forest. You can archive this through conditional
forwarders or secondary DNS zones between the identityplus.ch and the azureid.ch
forests. Furthermore, you can do this configuration with two different states: one, with a
cross forest Active Directory trust to work, for example, in an account and resource forest
scenario, or, two, in a separate technologies environment. We will do option two to
demonstrate the steps. Our goal is to extend the actual configuration you already
configured in chapter 9, Building Cloud from Common Identities, for identityplus.ch.

Prerequisites: Create a synchronization user account in the additional
forest under which the management agent runs. Reference:
http://bit.ly/1paFUTX.

Verify the additional forest in your Azure AD environment.

You will need to perform the following steps:

1. Log on to IDBO1, the forest you have already configured with AAD connect:
e Username: Domain\ AdminAccount

e Password: YourPassword

2. Open the Azure AD Connect configuration assistant.
3. Choose Customize synchronization options and click Next:

&» Microsoft Azure Active Directory Connect

Additional tasks

The required tasks for the scenario have been completed. Choose from the list below to perform additional
tasks.

View current configuration

Customize synchronization options

Refresh directory schema
Configure staging mode (current state: disabled)

Change user sign-in
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4. Under Connect to Azure AD, provide the global administrator credentials of
your tenant and click Next.

5. Next, provide the forest name of the additional forest and the credentials to be
used for the new management agent and click Add Directory:

Connect your directories

Enter connection information for your on-premises directories or forests: [ 2]

DIRECTORY TYPE

Active Directory

FOREST ©)

azureid.ch

USERMAME
AZUREID\svcaadsync

PASSWORD
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6. Click Next and configure the organizational units that you want to synchronize
with the Azure Active Directory for both directories, then click Next:

Domain and OU filtering

Directory: | identityplus.ch v -

) Sync | azureid.ch

® sync| identityplus.ch

Computers

Domain Controllers
ForeignSecurityPrincipals
Infrastructure

Keys

LostAndFound

Managed Business Objects
Managed Service Accounts
Managed Service Objects

OO dOoOogno

7. Under Optional features, configure your preferred options.

Note: Use Exchange Hybrid if you have or plan to use an Exchange hybrid
environment — we will use this option so that we can verify the Exchange,
relevant attributes that get synchronized, in particular for using the
Alternate ID login functionality — with the e-mail address. Choose any
other option to try more scenarios. Refer to http://bit.1ly/1U26s02 for
further reference.

8. Click Next.

9. Clear the Start the synchronization process option to step through the different
stages as we have done in chapter 9, Building Cloud from Common Identities, if

you like.
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In productive environments, we always use the manual mode to control

every stage of the process.

10. Otherwise, leave it checked and click Install, and after the configuration
completes, click Exit.

11. Open the Synchronization Service console to verify the configuration.
12. You should find now three management agents:

= "

Mame

| Type

| Description

| state

identityplus.ch
azureid.ch

Active Directory Domain Services
Active Directory Domain Services

Vindows Azure Active Directory (Mier.. | llde |

Idle
Il

13. We always recommend checking the connector operations for any errors:

Operations 5;—13 Connectors g,u Metaverse Designer _{!,. Metaverse Search
Zonnector Operations

MName | Profile Name | Status | Start Time | End Time

azureid .ch Delta Synchronization  success 18.06.2016 06:08:21 18.06.2016 06:08:22
identityplus onmicrogo... Delta Import SUCCESS 18.06.2016 06:08:03 18.06.2016 06:08:21
azureid ch Delta Import SUCCESS 18.06.2016 06:08:02 18.06.2016 06:08:03
azureid ch Export SUCCESS 18.06.2016 05:38:27 18.06.2016 05:38:27
identityplus onmicroso...  Export SUCCESS 18.06.2016 05:38:19 18.06.2016 05:38:27
identityplus onmicroso...  Delta Synchronization  success 18.06 2016 05:38:11 18.06 2016 05:38:18
azureid.ch Delta Synchronization  success 18.06.2016 05:38:09 18.06.2016 05:38:11
identityplus.onmicroso... Delta Import SUCCESS 18.06.2016 05:37:56 18.06.2016 05:38:09
azureid.ch Delta Import suCCess 18.06.2016 05:37:55 18.06.2016 05:37:56

Finally, we added the new forest to our synchronization configuration. Now we are ready
to use the several cloud services with the new identities from the new forest. Later in the
chapter, we will configure the Alternate Login ID on the ADEFS side. To use the scenario,
you need to customize the synchronization again and change from UPN to e-mail address.
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If you have already used a trusted forest, you are already able to use single
sign-on with your ADFS infrastructure. You just need to fire the following
PowerShell command on your ADEFS infrastructure:
Update-MSOLFederatedDomain

-DomainName <domain>

—SupportMultipleDomain S$true

Otherwise, you should synchronize passwords until we have configured
the relevant ADFS subsets.

The following screenshot shows a separated-technologies configuration:

DOMAIN NAME TYPE STATUS SINGLE SIGN-ON
azureid.ch Custom Verified Not Planned
identityplus.onmicrosoft.com Basic Active Not Available

The following screenshot shows a configuration with Active Directory cross-forest trust:

Configuring AAD Connect high availability

Now that we have extended to a multi-forest configuration, we want to provide a high-
availability scenario for AAD Connect with the installation and configuration of an
additional AAD Connect instance in staging mode.

Prerequisites: Download AAD Connect from: http://bit.ly/1JPD3qY
and place it as the second Identity Bridge Server in the identityplus
forest.

Take a note, including the passwords, of the two service accounts for the
Management Agent (MA) configuration, for example,
identityplus\svcaadsync and azureid\svcaadsync.
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Perform the following steps:

1. Log on to IDB02, the forest you have already configured with AAD Connect:
e Username: Domain\ AdminAccount

e Password: YourPassword

2. Install AAD Connect with AzureADConnect .msi.

3. Agree the license terms on the welcome screen and click on Continue.

4. Click Customize and Install.

5. Under User sign-in, choose Do not configure and click Next.

6. Provide the credentials for the Azure AD Connect — your global administrator.

7. Click Next.

8. Add the two Active Directory forests, providing the noted MA accounts, and
click Next:

COMFIGURED DIRECTORIES
azureid.ch {Active Directory) O

identityplus.ch (Active Directory) ()

9. You should get the following on the Azure AD sign-in configuration like in the
following figure.

10. Click Next.
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11. Choose the same Domain and OU filtering options as in your first instance of
AAD Connect and click Next three times:

Azure AD sign-in configuration

To use on-premises credentials for Azure AD sign-in, UPN suffixes in username should match to one of the
verified custom domains in Azure AD. The following table lists the UPN suffixes defined in your on-premises

environment, along with the matching custom domain in Azure, 9

Active Directory UPN Suffix Azure AD Domain

azureid.ch Verified

identityplus.ch Verified

Q

Select the on-premises attribute to use as the Azure AD username

USER PRINCIPAL NAME 9

userPrincipalName "|

12. Choose the same Optional features as on the primary AAD Connect instance.

13. Under Ready to configure:
e Clear the Start the synchronization process option

¢ Check the Enable staging mode option
e Click Install
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14. You should receive the following expected result:

Azure AD Connect configuration succeeded.

Synchronization is currently disabled. Before a synchronization can occur, you must enable the Azure
Active Directory Sync Scheduler. Learn more

To sync your Windows 10 domain joined computers to Azure AD as registered devices, please run
AdSyncPrep:Initialize- ADSyncDomainlJoinedComputerSync for identityplus.ch. Learn more

The synchronization on the primary instance needs to be stopped or
unavailable until you enable the synchronization on the secondary AAD
Connect instance.

Check the staging mode configuration with PowerShell Get -ADSyncScheduler

PS5 C:ullsersZAdministrator.AZUREID> Get-ADSyncScheduler

gn:20:00
gn:30:00

AllowedSyncCycleInterval

Current lyEffect iveSyncCyclelnterval
CustomizedSyncCyclelnterval
HextSyncCyclePolicyType

Initial

22.06.2016 22:11:50
F.00:00:00

False

Treue

True

HextSyncCycleStartTame InlTC
PurgeRunHistoryInterval
SyncCyucleEnabled

HaintenancreFnahlad

StagingModeEnabled

The secondary instance helps you to reduce Full Import times in larger
environments. There is no active/active configuration — you need to do the
tasks manually.

Now that we have configured the secondary AAD Connect instance for high availability,
we can start to configure AAD Connect Health in the Azure Management Portal.
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Viewing AAD Connect Health for synchronization
components

In this section, we will view the AAD Connect Health components to provide monitoring of
your Identity Bridge synchronization.

Perform the following steps:

1. Log on to portal.azure.com with your global administrator credentials.
2. The Azure AD Connect Health tile should appear on your dashboard:
£3 Share

- New dashboard 7 Edit dashboard

Dashboard ~

,;" Fullscreen ij-’ Clone E'I Delete

Al resources
VISUAL STUDIO ENTERPRISE. .
r"‘ < =
|80 pkiservices Q
P. servicePlandats7os? : . .
Azure AD Identity Azure AD Privileged Azure AD Connect Health
ads01 Protection Identity Management
@ ura01
(@] ura0z i
pkiservices
&| idboi WEB APP
- §o )
(] appor in
[&] idbo3 ‘ -
Azure AD Cloud App Intune mobile application
L ST i . -
IS Application settings Discovery management - l.é
Running s
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3. Click the Azure AD Connect Health tile:

- O i TR LA ELE] ) )
- - e L - * l'__r:l:

i Diovemey | e e shhabhn
I:I - (g
o
- Loy L T, " s - -
1

4. Navigate through the Azure Active Directory Connect Servers — the expected
result on the secondary instance must be Last export to AD - (No data found):

Overview Add tiles ® Operations

Azure Active Directory Connect Servers Alerts

2 o 0 active

i Active o
AZIDADSD ® Healthy Primary
AZIDAPPOT © Healthy Secondary Resolved from last 24 hours o
Operations Add tiles % Last export to Azure AD
(Mo data found)
Alerts Sync Errors
dentityplus.onmicrosoft.com

0 active

J
Active o Coming

Resclved from last 24 hours o

Run Profile Latency from the last 24 hours

Last export to Azure AD

dentityplus.onmicrosoft.com *
Exported 6/22/2016 11:18:12 PM
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Now that we have an idea about the monitoring interface of Azure AD Connect Health, we
have completed our basic synchronization installation and configuration. In the next steps,
we will configure the Federation high-availability and multi-forest options.

Installing and configuring the multi-forest
and high availability Federation
environments

In the following section, you will get the information to configure a high available
Federation environment.

Building high availability — ADFS and Web
Application Proxy in identityplus.ch

In the following steps, we provide the high-level configuration to configure the additional
ADFS server in the farm:

1. Log on to the server IDB02 with the following credentials:
e Username: Domain\ AdminAccount

e Password: YourPassword
2. Open the Server Manager.
3. Manage Add roles and features.
4. Click Next | Next | Next and select Active Directory Federation Services:

Select server roles
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles
Server Selection
_ [] Active Directory Certificate Services -
Server Roles R . !
[[] Active Directory Domain Services
Szl Active Directory Federation Services
AD FS [] Active Directory Lightweight Directory Services
Confirmation [] Active Directory Rights Management Services
[] Application Server _
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Click Next | Next | Next.
Click Install.
Wait for the installation to complete and then click Close.

® N U

Ensure that you are still logged on to IDB02 with the Enterprise Administrator
account.

9. Go to Server Manager and click on Configure the federation service.
10. Follow the setup instructions and add the server to the existing farm.

11. Configure an additional A entry to the DNS configuration for the FQDN of the
federation service name in the internal and external DNS zones.

Obviously, you can use a load balancer in productive environments.

After installing the additional ADEFS server, we will install the second Web Application
Proxy server URA02. We also provide the high-level steps because you already know the
installation and configuration procedure from chapter 9, Building Clouds from Common
Identities:

1. Log on to the server URA02 with the following credentials:
¢ Username: Domain\ AdminAccount

e Password: YourPassword
2. Go to Server Manager | Manage| and click Add roles and features.
3. Click Next | Next | Next and select Remote Access.
4. Click Next | Next | Next and select Web Application Proxy:

Select the role services to install for Remote Access

Role services

[ Directfccess and VPN (RAS)
[] Routing

[RWeb Application Proxy

5. Click Add Features.
6. Click Next | Install.
7. After the installation completes, click Close.
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8. Ensure that you are still logged in to URA02 with the following credentials:
e Username: Domain\ AdminAccount

e Password: YourPassword

9. Go to Server Manager and click open the Web Application Proxy Wizard.
10. Click Next and type login.identityplus.ch in the Federation service name.

11. Use the following credentials:
e Username: Domain\ AdminAccount

o Password: YourPassword
12. Click Next.
13. Select the 1ogin.identityplus.ch certificate and click Next.

14. Click Configure and ensure that the Web Application Proxy was configured
successfully, and click Close.

Now that we have configured the high available federation information, we will provide
you with the steps to configure ADFS to support multiple forests.

This configuration will be done for the scenario with an established cross-
0 forest Active Directory trust relationship.

Configuring ADFS to support multiple forests

In this section, we will show how to update the ADEFS federation information to support
additional forests with a cross forest trust relationship. The scenario with separated
topologies will be provided in the next section.

Perform the following steps:

1. Log on to the server IDB01 (primary ADFS) with the following credentials:
e Username: Domain\ AdminAccount

e Password: YourPassword

2. Open an evaluated PowerShell session.
3. Type connect-msolservice and provide your global administrator credentials.

[546]



Installing and Configuring the Enhanced Identity Infrastructure

4. Type:

Update-MSOLFederatedDomain
—DomainName <yourdomain>
—SupportMultiDomain

Configuring ADFS to support a partner
organization

In this section, we will configure a federated trust between two federation servers, which is
also typically used for separate Active Directory forests.

You can use the azureid.ch and identityplus.ch forests if you didn't create an Active
Directory trust relationship. Otherwise, you can work with the identityplus.ch and the
partner forest idam. ch, as described earlier in the chapter.

Prerequisites
ADFS environments configured in both the forests you want to use for the configuration.

Remember that the forest names are just to identify the different forests —
you must use your configured forest names.

Perform the following steps:

1. Log on to IDBO01 (identityplus.ch):
e Username: Domain\ AdminAccount

e Password: YourPassword

2. Open the AD FS Management console.
3. Right-click Claims Provider Trusts and choose Add Claims Provider Trust.

idam.ch AD FS will take the role of an Identity Provider and thus needs
to be added as a Claims Provider.
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4. Click Start on the Add Claims Provider Trust Wizard welcome screen.
5. Type login.idam.ch in the Federation metadata address field and click Next.

The actual URL that is being used by AD FS to retrieve the federation
metadata of IDAM is https://login.idam.ch/federationmetadata/27-

6/federationmetadata.xml.

6. Type 1DAM in the Display Name field and click Next.
7. View the tabs and see what information is available for IDAM:

Ready to Add Trust

—— The claims provider tnust has been corfigured. Review the following settings, and then click Mext to add the
@ Welcome claims provider trust to the AD FS configuration database.
@ Select Data Source Monitoring  |dentfiers Certficates  Encryption  Offered Claims ~ Organization  Endpoirts  Mote| 4 | *

@ Specify Display Name Specify the trust manitoring settings for this claims provider trust .

@ Ready to Add Trust Claims provider's federation metadata URL:

8. Click Next.
9. Clear the Open the Edit Claim Rules option and click Close.
10. You should see the following expected result:

Claims Provider Trusts

Display Name Enzbled
Active Directory Yes
IDAM Yes

11. Log on to IDB01 (idam. ch):
e Username: Domain\ AdminAccount
e Password: YourPassword
12. Open the AD FS Management console.
13. Expand Trust Relationships.
14. Right-click Relying Party Trusts and choose Add Relying Party Trust.

We have to configure the opposite now and create a Relying Party Trust
for identityplus.ch.
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15. Click Start on the Add Relying Party Trust Wizard welcome screen.
16. Type login.identityplus.ch in the Federation metadata address field and

click Next:

The actual URL that is being used by AD FS to retrieve the federation
metadata of IDENTITYPLUS iS https://login.identityplus.ch/federa

tionmetadata/27-6/federationmetadata.xml.

@

L

Select Data Source

Steps

Welcome
Select Data Source

Configure Multifactar
Authentication Now?

Choose Issuance
Authorization Rules

Ready to Add Trust
Finish

Add Relying Party Trust Wizard -

Select an op‘tiT%that this wizard will use to obtain data about this relying party:

(® Import data about the relying party published online or on a local network

Use this option to import the necessary data and certificates from a relying party organization that publishes
its federation metadata online or on a local networl:.

Federation metadata address (host name or LURL):

hitps:/ogin idenitityplus.ch./federationmetadata/2007-06 federationmetadata xml|

Example: fs.contoso.com or https:/Awww.contoso.com./app

() Import data about the relying party from a file

17. Type IDENTITYPLUS in the DisplayName field and click Next three times.
18. View the tabs and see what information is available for IDENTITYPLUS:

@
@
@
@

®

6

Ready to Add Trust

Steps

Welcome
Select Data Source
Specify Display Name

Configure Multifactor
Authentication Now?

Choose lssuance
Autharization Rules

Ready to Add Trust

Add Relying Party Trust Wizard -]

The relying party trust has been configured. Review the following settings, and then click Next to add the
relying party trust to the AD FS configuration database.

Monitoring |Iderrti‘fier5 | Encryption I Signature | Accepted Claims IOrganization I Endpaoints I MNotg < | *

Specify the monitoring settings for this relying party trust.
Relying party’s federation metadata URL:
|I'rt'lp5:;"f'login.ider|t'rtyplus ch/federationmetadata/ 200 7-06./federationmetadata xaml |
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19. Click Next.
20. Clear the Open the Edit Claim Rules option and click Close.

21. Open your web browser, type
https://login.identityplus.ch/adfs/ls/idpinitiatedsignon.aspx, and click

Sign-in.
22. You should get the following expected result:

IDplus Login

Sign in with one of these accounts

H IDAM
H Active Directory

23. Click IDAM and you should be redirected to the IDAM ADFS server.
24. Log in with administrator@idam.ch and you should get the following result:

i IDplus Login

You are signed in.
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Now that we have configured the basic partner organization support, we configure an
additional attribute store.

Configuring Home Realm Discovery (HRD)

In this section, we will configure the HRD functionality. With this configuration, you can
associate a claims provider to a Relying Party trust.

Perform the following steps:

1. Log on to IDB01 (identityplus.ch):
¢ Username: Domain\ AdminAccount

e Password: YourPassword

2. Open an evaluated PowerShell and type the following command:

Set-AdfsRelyingPartyTrust -TargetName <RelayingPartyTrust e.g. Claims Web>
—ClaimsProviderName "Active Directory"

3. Test the configuration with your administrative workstation.
4. Use the application link of the relying party with Internet Explorer.

5. You should land directly on the logon page of the claims provider you
configured in the previous steps.

For troubleshooting sessions, you should install Fiddler on your

administrative workstation. You will find the binaries at:
http://bit.1ly/28S4GDK

The Fiddler inspector for federation from the following reference:
http://bit.ly/28RBJog.
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Configuring ADLDS and ADFS - additional
attribute store

In this section, we will configure ADFS to use an additional attribute store based on AD
LDS. The store can be used for external user management or additional attribute
information in this example. To configure this scenario, we need to use a Windows Server
2016-based ADFS configuration. Windows 2012 R2 cannot provide this configuration.

Perform the following steps:

1. Log on to IDB01 (Windows Server 2016):
e Username: Domain\ AdminAccount

e Password: YourPassword
2. Use the Server Manager to add the AD LDS role.
3. After installing the role, start the AD LDS configuration wizard:

@ Active Directory Lightweight Directory Services Setup Wizard X

Welcome to the Active Directory
Lightweight Directory Services
Setup Wizard

L4

4 -‘4
b4 This wizard helps you install Microsoft Active Directory

Lightweight Directory Services (AD LDS).

AD LDS is a powerful directory service that is easy to install

and deploy. It provides a dedicated data store for

applications, and can be configured and managed

independently.

To continue, click Mext.

< Back Meat > Cancel Help
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4. Choose the following options:

Eﬁ Active Directory Lightweight Directory Services Setup Wizard et

Instance Name -
The instance name is used to differentiate this instance of AD LDS from other AD "
LD5 instances on this computer. 4'(

Type a name for this instance. The name should reflect the use for which this instance
of AD LDS is intended.

Instance name:
Attribute Store
Example: Addressbook 1

Description:
Attribute Store for ADFS)|

The AD LDS service name is created when the instance name is combined with the
product name. k will be displayed in the list of Windows services, together with the
description you erter.

AD LDS service display name:  AttributeStore
AD LDS service name: ADAM_Attribute Store

< Back Mext = Cancel Help

5. Configure LDAP port: 33334, and for SSL: 33335.

Tip: You can also use 50389 and 50636, or other free ports.
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6. Configure the following application partition:

@ Active Directory Lightweight Directory Services Setup Wizard

Application Directory Partition '
An application directory partition stores application-specific data. —

Ak

Do you want to create an application directony partition for this instance of AD LDS?

{_) Mo, do not create an application directory partition
Select this option if the application that you plan to install creates an application directony
upon installation, or if you plan to create one later.

(®) 'Yes, create an application directory partition

Select this option f the application that you plan to install does not create an application
directony partition upon installation. A valid partition name is any distinguished name that does
not already exist in this instance. Example distinguished name:
CH=Partition1,DC=Woodgrove, DC=COM

Partition name:

I\

OU=Extemn| DC=identityplus. DC=ch

< Back Mend = Cancel Help

7. Use the next three default values.
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8. Select the MS-User . LDF file to import:

mporting LDIF Fles
You can import data from Lightweight Directony Interchange Format (LDIF) files into
your AD LDS application directony partition.

2
-
L 4

To configure the AD LDS service in a specific way, import ane or more of the LDIF files listed

below.
LDIF file name Description 2
[ ] M5-ParertDistname. LDF AD LDS parent dist name.

[] M5-ReplvalMetadataEx LDF AD LDS ReplValueMetaDatabt.
] M5-SecretfitributeCARs LDF AD LDS Secret Attribute Control Access Rights.

MS-User LOF AD LDS user class and related classes. |

r—

LR L I A o] W 0l
[ ] M5-UserProxyFull LDF AD LDS full userProxy class. Requires M3-User LDF
< b3

9. Click Next twice andFinish.
10. Now we have installed our new AD LDS instance to hold the external users.
11. Next, we connect to the new instance and create some test users.
12. Start the adsiedit.msc management console.
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13. Use the following connection parameters:

I;énnnectin:-n Settings

Mame; | Default naming context

Path: | LDAP:/flocalhost:33334/0U=Extern, DC=identityplus,DC=ch |

Connection Point

(®) Select or type a Distinguished Mame or Maming Context:

| Ol =Extern,DC =identityplus, DC=ch

S |

() select a well known Naming Context:

Default naming context

Computer

(®) Select or type a domain or server: (Server | Domain [:port])

| localhost: 33334

S |

() Default (Domain or server that you logged in to)
[ ]Use 55L-baszed Encryption

Advanced...

Cancel

14. You should see the following configuration:

2 ADSI Edit

File Action View Help

€= ZH B 6= HE

Z ‘%DSl Edit Mame Class Distinguished Name -

v E?.Efac;'lljt";dm'"gch".Zm[_IDCTMSE:?B:“] “| CN=LostAndFound lostAndFound  CN=LostAndFound, OU=Extern, DC=identityplus,DC=ch

Vi - EN e[n,tA—cllFentlt;pus, =c | CN=NTDS Quotas msDS-Cuota..  CN=NTDS Quotas, OU=Extern, DC=identityplus,DC=ch

: CN;ND'I'SDSHQUE;Z | CN=Roles container CN=Roles, OU=Extern, DC=identityplus,DC=ch
~| CN=Roles
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15. Create a new organizational unit called Users.

16. Create a user called: ExtUser1:
¢ Add mail: anas@identityplus.ch

e Add displayName: External User 1
e Add title: Sales Manager

17. Create a user called: CusUserl.
o Add mail: ikram@idam.ch
¢ Add displayName: Customer User 1
e Add title: Customer

-

E‘ ‘%DSl Edit MName Class Distinguished Name
v i D.efzull‘ltH;tmlngDcCon.i;ext[.Iocallho[s;fﬂsd] §—|CN=E)¢User1 user CN=ExtUser], OU=Users, OU=Extern, DC=identityplus,DC=ch
iy =Extern,DC=identityplus, DC=c §—|CN=CusU5er1 user CN=CusUser!, OU=Users,OU=Extern,DC=identityplus,DC=ch

| CM=LostAndFound
| CN=NTDS Quotas
| CN=Roles
| OU=Users

As the next step after installing and configuring the AD LDS instance, we need to grant the
ADFS service account access to the AD LDS instance:

1. Log on to IDB01 (Windows Server 2016) with the AD LDS instance:
e Username: Domain\ AdminAccount

e Password: YourPassword

2. Open an evaluated Command Prompt type:

dsacls.exe \\localhost:33334\ou=Extern,dc=identityplus,dc=ch /I:T /G
"identityplus\svcfed$" :GR
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3. You should receive the following output on your command line:

READ PROPERTY
LIST OBJECT

PERMISS
CONTEN
PROP

ited to
81low IDENTITYPLU

READ PROPERTY
LIST OBJECT
.

PROPERTY
LIST OBIECT
dentityplu
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Next, we need to add the ADLDS instance as an ADFS attribute store:

1. Log on to IDB01 (Windows Server 2016) with the AD LDS instance:
e Username: Domain\ AdminAccount

e Password: YourPassword

2. Open the ADFS Management console.
3. Open AD FS | Service | Attribute Stores.
4. Right-click Attribute Stores, and then click Add an attribute store.

5. Add an attribute store with the following parameters:
¢ Display name: ADLDSEXT

o Attribute store type: LDAP

e Connection string:
LDAP://localhost:33334/ou=Extern,dc=identityplus,dc=ch

| As Attribute Stores Actions
v [ Senice
Attribute Stores -
~ Attribute Stores Name
—FFerRes o Mo ds Active Directory Add Attribute Store...
7| Certificates Add Custom Attribute Store...
| Claim Descriptions Vi ,
ew
" Device Registration Add an Attribute Store x
“ Endpoints New Window from Here
~| Scope Descriptions You can add an attibute stors to the AD FS configuration database when you need to i Refresh
“| Web Application Proxy generate claims based on certain attributes in a specified user directory or database =
| Access Control Policies H Hep
R Display name
1l Relying arty Trusts ADLDSEXT Active Directory -
| Claims Provider Trusts :
= Properties
| Application Groups Attribute store type:
#K Delet
LDAP v K Delete
H Hep
Connection string:
|LDAP'//Incthnst 33334/0u-Extem dc=identityplus,de=ch|

Now that we have configured the ADLDS attribute store in ADFS, we start using the store
for issuing claims from a custom attribute store. We want to issue the job title as a claim. To
retrieve the job title from ADLDS, we will use a lookup of the email address to identify the
user. The e-mail address is a property of the user in the identityplus Active Directory.
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Perform the following steps:

1. The following attributes are set for anas@identityplus.ch:

e mail: anas@identityplus.ch
o title: will be retrieved from ADLDS:

ﬁhnas Mickel Properties ? et

Published Cerificates  Member Of  Password Replication  Dialin  Object

Security Environment Sessions Remaote control
General Address Accournt Profile Telephones Organization

Remote Desktop Services Profile COM= Atribute Editor
Aftributes:

Attribute Value 2

telephone Number <not set

teletex Temminal Idertifier <not st

telexMumber <not set

teminal Server <not sets

text EncodedORAddr...  <not set>

thumbnailLogo <not set

thumbnailPhoto <not set

title: <not set>

uid <not sets

uidMumber <not set

unicodePwd <not set

uniteHame Directaony <not st

unixUserPassword <not set

ur “not sets w7

£ >

2. To query the AD LDS attribute store, we need to configure claim rules for an
existing Relying party trust of your choice, for example, Claims Web.

3. Edit an RP and choose Edit Claim Issuance Policy and configure the following
example claim rules.
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Sending information from an AD claim rule

We need to configure the following claim rule:

c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname
", Issuer == "AD AUTHORITY"]

=> issue(store = "Active Directory", types =

("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"),
query = ";sAMAccountName,mail; {0}", param = c.Value);

Sending claims using a custom rule

With the following steps, we will configure the custom rule:

1. In the claim rule name field, type Lookup Title based on Email Address.

2. In the Custom rule field, type the following rule:
c: [Type ==
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>
issue (store = "ADLDS", types = ("http://identityplus.ch/title"), query =
"mail={0};title", param = c.Value);

3. Click Add Rule.
Select Pass Through Or Filter an Incoming Claim.
Click Next.
In the claim rule name field, type Pass Through Email Address.
Select E-Mail Address in incoming claim type.
Click OK twice.

® N G

Now that we have configured the issuance of claims from the attribute store, we want to
authenticate and issue claims from the ADLDS instance.
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Prerequisites

To configure the scenario, you need to use the wildcard certificate we
requested in the previous chapters. The certificate is needed for the SSL
connection to the AD LDS instance.

Perform the following steps:

1. Log on to IDB01 (Windows Server 2016) with the AD LDS instance:
e Username: Domain\ AdminAccount

¢ Password: YourPassword

2. Use the following procedures to configure the scenario:
® http://bit.ly/28TEavL
® http://bit.ly/28Rpdas

After running through this guidance, you should be able to authenticate against the ADLDS
identity store. We used the two valid articles because they provide all the necessary
information so that you can successfully implement the solution.

Delegating the administration of ADFS

With the new delegation option of the AD FS 4.0 service, you can grant access to administer
the AD FS service without using local administrator rights.

Next, we delegate the administration of the AD FS Service:

1. Log on to IDB01 (Windows Server 2016) with the AD LDS instance:
e Username: Domain\ AdminAccount

e Password: YourPassword

2. Open the ADFS Management console.
3. Edit the Federation Service Properties.
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4. Add a group with the ADFS Administrator members ACL-IDF-Administrators
our example and check Allow Local Administratorgroup for service
administration:

FE{:*\;ratiDn Service Properties =

General Organization Events
Federation Service display name:
|ID|:|Ius Login |

Example: Fabrkam Federation Service

Federation Service name:
|I|:ugin identityplus .ch |

Example: fs fabriliam.com

Federation Service idertifier:
|I‘rl'tp:fr‘1::ugin identityplus ch/adfs/services Anist |

Example: http:#/fs fabrlkam com/adfs/services. trust
Web 550 lfetime (minutes): 480 =

Enable delegation for service administration

Delegate name:

|ider|t'rt'_.rplus"\acl-idf-administ|atnrs

[] Mlow Local System account for service administration

Allow Local Administrators group for service administration

QK Cancel Apphy
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

20.
21.
22.
23.

© N oo

Click OK.

Close the ADFS Management console.

Type lusrmgr.msc and press Enter.

Expand the groups.

Double-click Event Log Readers.

Click Add.

Type ACL-IDF-Administrators and click check names.
Click OK.

Click OK.

Double-click Remote Desktop Users.

Click Add.

Type ACL-IDF-Administrators and click check names.
Click OK.

Click OK.

Log off and log in to validate the delegation with a member of the group ACL-
IDF-Administrators.

Open eventvwr.msc.

Select application, security, and system event log.

Check Application and Services\AD FS\Admin event log.
Type services.msc and press Enter — try to restart the service!

Now you should be able to work with the delegated administrators. In the next section, we
will configure the monitoring for the federation components.

Configuring AAD Connect Health for Federation
components

In this section, we will configure AAD Connect Health to monitor the federation
components:

1.
2.

Log on to portal.azure.com with the global administrator for identityplus.
Choose AAD Connect Health.
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3. Click Quick Start and Get tools:

Get tools

Download and install Azure AD Connect Health Agents to get health and usage
informaticn of your on premise services,

E nload Azure AD Connect Health Agent for AD

282

nload Azure AD Connect (configures Azure AD

4. Download the ADFS agent and distribute it to IDB01 and URAO01.

5. Log on to IDB01 (Windows Server 2016) with the AD LDS instance:
e Username: Domain\ AdminAccount

e Password: YourPassword

6. Install AdHealthAdfsAgentSetup.exe and configure AAD Connect Health.

7. Provide your global administrator credentials in the logon form.

8. Configure the following audit settings, http://bit.1y/28TaxhT, because you
receive a warning on the command-line output - if you have already configured
auditing on your ADFS server, no warnings should appear.

9. Open the ADFS Management console.

10. Edit Federation Services Properties and move to events.
11. Enable all the audit options:

Ffmﬁration Service Properties bt

General  Organization
Select the types of events or audits that this Federation Service will record in the event log.
Emor events
Waming events
Irformation events
Success audits
Failure audits

-:ﬁ:- i you select any of the audit check boxes, you must also enable auditing using the Local
~ Securty Palicy snap4n before audits can be recorded.
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12. Type auditpol.exe /set /subcategory:"Application Generated"
/failure:enable /success:enable on the command line.

13. Repeat the installation on URAOI.
14. Now you can view the two servers in the AAD Connect Health portal:

[ [""J login.identityplus.ch

Federation Server

Federation Server Proxy

It may take some time to update the status of the federation service if you
didn't enable the audit options at registration time.

Now we have configured the monitoring solution for our complete Identity Bridge, and we
will follow up with the support for Windows Integrated Authentication.

Configuring AD FS to support Windows
Integrated Authentication on certain browsers

In this section, we will configure ADFS to support several browsers to use Windows
Integrated Authentication. Furthermore, the one we want that they use the form based
authentication. The relevant property on ADFS is called the WIASupportedUserAgents
property. With this property, you can control which browsers, determined by their user
agent string, will perform windows integrated authentication. If you do not list a browser,
form-based authentication will be used.
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Perform the following steps:

1. Log on to IDB01 (Windows Server 2016) with the AD LDS instance:
e Username: Domain\ AdminAccount

e Password: YourPassword

2. Start an evaluated PowerShell.

3. Type Get-AdfsProperties | select -ExpandProperty
WIASupportedUserAgents

4. You should see something similar to the following User Agents:
e MSAuthHost/1.0/In-Domain

e MSIE 6.0

e MSIE 7.0

e MSIE 8.0

e MSIE 9.0

e MSIE 10.0

o Trident/7.0

e MSIPC

e Windows Rights Management Client
e MS_WorkFoldersClient

5. Now we will configure the Microsoft Edge browser to use (WIAWindows
Intergrated Authentication (WIA):

[System.Collections.ArrayList] $UserAgents = Get-AdfsProperties | select -
ExpandProperty WIASupportedUserAgents

$UserAgents.Add ("Edge/12.10240")

Set-ADFSProperties -WIASupportedUserAgents $UserAgents

6. Test the configuration with your administrative workstation and the Edge
browser.
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7. With this option, you can add several user agents and also the usage of own

generated user agents that you can deploy of group policies inside your Active

Directory environment:

Event Viewer
Family Safety

File Explorer

File History

Game Explorer

HemeGroup

Internet Explorer

7 Accelerators

» [ Application Compatibilit

3

4

*| Browser menus
° Compatibility View

[ [ Corporate Settings
7| Delete Browsing History
7| Internet Control Panel
7| Internet Settings
7 Privacy

-

Security Features
7 Toolbars

Internet Information Service!
b [ Location and Sensors
Msintenance Scheduler
NetMeeting

Network Access Protection

- Internet Explorer
Customize user agent string

Edit policy setting

Requirements:
At least Intemet Explorer 7.0

Description:
This policy setting allows you to
customize the Intemnet Explorer
version string as reperted to web
servers in the HTTP User Agent
header.

It you ensble this policy setting,
Internet Explorer sends the specified
custom string in the version portion
of the User Agent header.

It you dissble or do nat configure this
pelicy setting, Intemst Explorer sends
the current Intemet Explorer version
in the User Agent header (for
example, "MSIE 7.0°).

Setting State Comment
&) Customize user agent string Not configured No
&£ Turn off Automatic Crash Recovery Not configured No
2] Turn off ActiveX Opt-In prompt Mot configured No
A Customize user agent string
[E] Customize user agent string P ‘ ‘ Next Sefting |

® Not Configured ~ Comment:

Supperted on:

A

Options:

BE |

At least Internet Explorer 7.0

Help:

Enter IE Version String

header.

This policy setting allows you to customize the Internet Explorer
version string as reported to web servers in the HTTP User Agent

Now that we have configured the support for WIA, we will follow up with the

configuration of Alternate Login ID.

Configuring alternate login ID

The most recommended option to log on to ADES is to use the userPrincipalName that

matches the e-mail address. Some organizations cannot change the UPNs in Active

Directory to match the e-mail addresses, for instance, if an application is dependent on the

UPN:s. For this reason, you can configure the alternate login ID with the following

procedure:

1. Log on to IDBO1in identityplus.ch:
e Username: Domain\ AdminAccount

e Password: YourPassword

2. Start an evaluated PowerShell.
3. Type the following command:

Set-AdfsClaimsProviderTrust -TargetIdentifier "AD AUTHORITY" -
AlternateloginID mail -LookupForests identityplus.ch

Test the configuration with the Claims Web application and you should be able to use the

email address to log in.
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Configuring application access with ADFS,
WAP, and AAD AP

In this section, we will provide the high-level steps to use ADFS, WAP, and Azure AD
Application Proxy (AAD AP) to publish your hybrid service infrastructure. We will show
the use case and refer to valid expert blog entries so that you get an idea of the solution and
the necessary configuration steps.

Remember the steps and explanations from the previous chapters, about
publishing Kerberos-based applications. We don't provide the steps again
in this chapter.

We used the idam. ch forest and configured the following ADFS relying parties for our
scenario cases:

| ADFS Relying Party Trusts
F - Service . . Display Mame Enabled Identifier
4 || Trust Relationships 0 Web App Yes https//outlook idam.ch/owa
- Claims Provider Trusts Exchange Admin Center Yes WS-T... hitps://outiook idam.ch/ecp
'—_ Relying Party Trusts Wordolders Yes WS-T...  https://Windows-Server-Work-Folder ..
_| Attribute Stores Certfficate Lifecycle Manager Portal Yes MNon-...  https://clm.idam.ch
4 [ Authentication Policies IDENTITYPLUS Yes WS-T...  hitp://login.identityplus.ch/adfs/servi...
_| Per Relying Party Trust Device Registration Service Yes WS-T... umms-drs:ssoidam.ch
Microsoft Office 365 ldertity Platform Yes WS-T... https:/Aogin microsoftonline com/est ...
Claims Demo Website Yes WS-T... https://claims idam.ch/
Identity Manager Portal Yes Mon-...  https://idmportal idam.ch
Identity Registration Portal Yes MNon-..  https://pwdreg.idam.ch
SharePoint Projects Yes WS-T... hitps://projects.idam .ch/_trust/

In the following section, we will start to use Azure AD Application Proxy to publish
applications.

Using Azure AD Application Proxy to publish
applications

In this scenario, we will configure the Azure AD Proxy to publish the Claims Web demo
site, to provide you with the principles for this configuration type:

1. Log on to manage.windowsazure.com and navigate to your Azure Active
Directory.

2. Choose Applications.

[5691]


http://manage.windowsazure.com

Installing and Configuring the Enhanced Identity Infrastructure

3. Click Add:

What do you want to do?
Ly

{3 Add an application my organization is developing

3 Add an application from the gallery

(3 Publish an application that will be accessible from
outside your network

4. Define the name and provide the following information:
e Name: Claims Demo Website

e Internal URL: https://claims.idam.ch/

¢ Pre-Authentication Method: Azure Active Directory
5. Finish the configuration and open the newly configured application.
6. Click Configure to review your configuration:

Wy
claims demo website

&3 USERS AND GROUPS COMFIGURE

Your app has been added!

Enable access to your application

[ skip Quick Start the next time | visit

Enable Application Proxy on your directory

To make your application accessible from outside your network, enable Application Proxy for the directory.

Application Proxy is enabled
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7. Next, click Download a connector to install your WAP URAO1:

Establish connectivity with the network

To provide connectivity for applications that are running on your network, download and install the Application Proxy
Connector and then register it with your active Azure Active Directory subscription. Learn more

View Connector status here.

Download a connector

8. Install the connector on URAOQ1:

-+ Microsoft Azure Active Directory Application Pr_l;li-

Microsoft Azure Active Directory
Application Proxy Connector

*

MICROSOFT SOFTWARE LICENSE TERMS |:|

MICROSOFT AZURE ACTIVE DIRECTORY APPLICATION PROXY
CONNECTOR

These license terms are an agreement between Microsoft
Corporation {or based on where you live, one of its affiliates) and
you. Please read them. They appl*,r to the software named above,

D e T D T o R I R e o

I agree to the license terms and conditions

Install || Close
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9. Next, you can assign users or better groups to access the new application — put
your test user in this group:

I Marketing Mo
Sales Communications Review Mo
Sales News Mo
Sales Strategy Discussion Mo

Now you can test the access to your new published application through
https://myapps.microsoft.com.

You should be able to access the application.

With these principles, you can publish further applications. You can use the following links
for further configurations:

e Skype for Business: http://bit.1y/28sntyL
e Remote Desktop Services: http://bit.ly/285i2Bt

Next, we will show the scenarios for Exchange and SharePoint on-premises.

Publish Exchange and SharePoint on premise

With the following scenario, you will see the idea of publishing Exchange and SharePoint
on-premises that you can include MFA in the process.
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With the following references, you will be able to configure the following use case:

® http://bit.ly/28UZwYR
® http://bit.ly/292qgfig

® http://bit.ly/28QLLrD

Relying Party Trusts
Digplay Name Enabled Type |dentifier
Outlook Web App Yes WS-Trust / SAML / WS-Federation  hitps://outlook idam ch/owa
Exchange Admin Center Yes WS-Trust / SAML / WS-Federation  hitps://outiook idam.ch/ecp

Perform the following steps:

1. The user will open https://outlook.idam.ch/owa to access Outlook Web
Access:

5 https:/foutlook.idam.ch/owa b?_

2. With the provided configuration, the user will be redirected to the login form of
ADFS:

IDAM

$ novit

Use existing account for login

jochen nickel@idam.ch

ssecssses
Change password
Forgot password - Private Cloud

Forgot password - Public Cloud
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3. Provide your credentials, and next you will be prompted for MFA, because the
application is activated for MFA:

P noviT

IDAM

Welcome IDAM\jochen.nickel

For security reasons, we require additional information
to verify your account

Multi-Factor Authentication

A push notification will be sent to the Multi-Factor
Authentication app to complete your authentication.

Continue Cancel

4. You need to clickContinue and prove your identity with the Azure Authenticator
app on your registered device.

5. The user will be able to access Outlook Web Access protected with the on
premise Azure MFA server we configured in the previous chapters.

We can use the same idea for publishing SharePoint access:

|dentity Registration Partal Yes Mon-Claims-f&ware https://pwdreq idam.ch

SharePaint Projects W5-Trust £ SAML / W5-Federation https://projects idam ch,/_trust/
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Obviously, you are not only configuring ADFS, you need also to publish the services over
your Web Application Proxy, as you can see in the following screenshot:

%BLISHED WEE APPLICATIONS
All published web applications | 16 total
Filter ol (v

Name - External URL Backend Server URL Preauthenticatio
ADR Publishing https:/fautodiscover.idam.ch/autodiscover/ https://idamexs01.idam.ch/autodiscover/ Pass-through
APP Publishing https:/fapp.idam.ch/rdweb/ https/fidamadm0l.idam.ch/rdweb/ Pass-through
CLM Publishing https://clm.idam.ch/ https://clm.idam.ch/ ADFS

CWS Publishing https://claimsidam.ch/ https:f/claims.idam.ch/ ADFS

EAS Publishing https:/foutlookidam.ch/Microsoft-Server-ActiveSync/ https:/fidamexs01.idam.ch/Microsoft-Server-ActiveSync/  Pass-through
ECP Publishing https://outlookidam.ch/ecp/ httpsi//outlockidam.ch/ecp/ ADFS

FED Publishing https://sso.idam.ch/ https:f/sso.idam.ch/ Pass-through
IPO Publishing https:/fidmportalidam.ch/ https/fidmportal.idam.ch/ ADFS

IRG Publishing https://pwdreg.idam.ch/ https://pwdreg.idam.ch/ ADFS

IRS Publishing https://pwdres.idam.ch/ https:f/pwdres.idam.ch/ Pass-through
MFA Publishing https://mfa.idam.ch/ httpsy//miaidam.ch/ Pass-through
OAW Publishing https://outlookidam.ch/rpc/ https://idamexs01.idam.ch/rpc/ Pass-through
OW£ Publishing https://outlook.idam.ch/owa/ https:f/outlookidam.chfowa/ ADFS

RDG Publishing https://rdgw.idam.ch/ httpsy//rdgw.idam.ch/ Pass-through
SPS Publishing https://projects.idam.ch/ https://projects.idam.ch/ ADFS

'WFS Publishing https://workfolders.idam.ch/ https:ffwarkfolders.idam.ch/ ADFS

The following reference provides the steps to configure SharePoint with
the Azure ACS: http://bit.1y/28Wu9fT.

Now that we have seen the idea of publishing on premise applications with the Web
Application Proxy, we will move on to the Lync or Skype for Business procedures.

Publishing Lync/S4B on premise

For this scenario, we only provide the necessary configuration references, because we see
no real scenario where you would install Lync or Skype for Business in our lab environment
under Azure laaS. You can use the following configuration references to provide this
service over your Web Application Proxy:

® http://bit.ly/28RTeVu
® http://bit.ly/28SntyL
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Next, we will provide you with the information necessary to publish your Remote Desktop
Services to provide a solid publishing scenario in a hybrid identity and access management
solution.

Publishing Remote Desktop Services on premise

In this section, we will provide you with the idea to secure your Remote Desktop Services
with publishing through the Web Application Proxy, and the proof of your identity with
the local Azure MFA server. For this option, you can only use the call or app options to
provide your second factor.

The use case will be that an administrative user wants to access a server from outside the
network over the Remote Desktop gateway. The user opens a Remote Desktop session with
the following Remote Desktop Gateway configured:

/}b RD Gateway Server Settings ®

| Remote Desktop
“~»¢ Connection

Connection settings
() Automatically detect RD Gateway server settings
(®) Use these RD Gateway server settings:

Server name: |rdgw.idam.ch|

Logon method: Allow me to select later ~

Bypass RD Gateway server for local addresses
() Do not use an RD Gateway server
Logon settings

User name: Mone specified

‘You will be asked for credertials when you connect to this RD
Gateway server.

[[] Use my RD Gateway credentials for the remote computer

Cancel
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The user needs to be verified with the Azure Authenticator app on your mobile device

during the connection process:

B Remote Desktop Connection

Connecting to:
¥ idamads{1.idam.ch

Securing remote connection. ..

—

With this option, you can protect direct connections over Remote Desktop sessions and the
Remote Desktop Web Access page. To configure this scenario, you need to configure the

following main components:

e The RDG publishing on the Web Application Proxy:

OWA Publishing https://outlock.idam.ch/owa/ https//outlockidam.ch/owa/ AD FS
RDG Publishing https://rdgw.idam.ch/ https://frdgw.idam.ch/ Pass-through
SPS Publishing https://projects.idam.ch/ https://projects.idam.ch/ ADFS
e The Azure MFA server:
ﬂﬂ RADIUS Authentication - ENABLED
o | Enable RADIUS authentication
Users
Clients | Target | Attrbutes | Trusted IPs | Muti-Factor Auth Servers |
? T Authertication port(s): 16451812
OATH Tokens Tags Accounting port(s): 16461813
Clients:
H e";h IP Address Application Shared Secret  Require User Match ~ Fallback OATH Token
v & 10.0.200.14 RDS T Y
RADIUS 15
Authertication Authertication
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e The Network Policy Service:

Ly RDG_CAP_AllUsers Properties

Overview |Cor1d'rtions | Constraints I Settings |

Policy name: [RDG_CAP_Alllsers

Policy State
I enabled, NP5 evaluates this policy while performing authorization. f disabled, NP5 does not evaluate this policy.

RADIUS Clients

Policy enabled

Access Permission
If conditions and cony
access. What is accq

$ RADIUS clients allow you to specify the netwarls access servers, that provide access to your netwark.
=

Friendly Name IP Address Device Manufacturer MAP-Capable  Status
= MFA idamclo01idam.ch RADIUS Standard No Enabled

(®) Grant access. Grant access 1 the connection requUest matches this policy.
(O Deny access. Deny access f the connection request matches this policy.

lgriore user account dial-in properties.

If the connection request matches the conditions and constraints of this networs policy and the policy grants access, perform
authorization with network policy only; do not evaluate the dialin properties of user accounts .

Metwork connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network access server type
or Viendor specific, but neither is required. I your network access server is an 802.1X authenticating switch or wireless access point,
select Unspecified.

(®) Type of network access server:

| Remate Desktop Gateway W |

With the following references, you will be able to configure these scenarios and the
publishing of Remote Desktop Server (RDS) over the AAD AP:

® http://bit.ly/28Suvné
® http://bit.ly/lwsluX2
® http://bit.ly/28V4tRg

Next, we will show you the idea of publishing your local Identity Manager to provide a
self-service solution for modifying your own profile and password reset.
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Publishing Microsoft Identity Manager

In this scenario, we will give you all the tips necessary to securely publish your local
identity management solution for Self-Service. The example we will start with the password
reset functionality started with a login to your local ADFS environment. Let's say a user
tries to login to a Relying party and needs to reset his password. We provided the
configuration for ADFS in the previous chapters:

3
Use existing account for login

Usemame

Password

Change password

Forgot password - Private Cloud

Forgot password - Public Cloud
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The user clicks on the link and gets redirected to the published Password Reset Portal of the
local Identity Manager, and can reset his password. After resetting his password, he will
automatically be sent back to the ADFS to log in:

P noviT

Password Reset:

Please enter your user name below

MNext

& 2012 Microsoft Corporation, All Rights Reserved., | INOWIT
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You will need the following main configurations to provide the solution:

1. You need to configure Kerberos Constrained Delegation with the Web
Application Proxy to access the Password Reset Registration portal that will be
secured with a login to ADFS.

2. You need to create the ADFS configuration (Relying parties):

|dentity Manager Portal Yes Non-Claims-Aware hitps:/fidmportal idam ch
|dentity Registration Portal Yes Non-Claims-Aware hitps://pwdreg idam.ch
SharePoirt Projects Yes W5-Trust / SAML / W S-Federation hitps://projects idam ch/_trust/

3. The publishing rules on your Web Application Proxy are as follows:

e Password Reset Portal: Pass-through
e Password Reset Registration Portal: ADFS Pre-Authentication

IRG Publishing https://pwdreg.idam.ch/ https://pwdreg.idam.ch/ ADFS

IRS Publishing https://pwdres.idam.ch/ https://pwdres.idam.ch/ Pasz-through

You will find all the detailed steps to configure this scenario at: http://bit.1ly/295qudI.

With this configuration, we provided the realized password solution we discussed in the
solution architecture for password resets in the previous chapters. Now we will configure
certificate-based authentication for conditional access scenarios.

Configuring Multi-Factor authentication
scenarios for Conditional Access

In this section, we will provide the necessary steps to configure certificate-based
authentication that you can use in conditional access scenarios.

To complete the configuration, you need a deployed PKI in your environment, with
externally published CRL information. You can use the following test lab guide if you want
to deploy a two-tier PKI in your environment: http://bit.ly/292h5Vh.
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For the external publishing of the CRL, you can use a website on Azure, such as that in the
following example. You just need to change the CRL paths to the newly created website and
copy the files. You are able to use FTP to upload the files:

. pkiservices

& X O 5 ¥ 0

Settings Tools Browse Stoy Get Resat
publish _ pubilish _

Essentizls -~

Running

Location FTP/Deployment username

South Central US Mo FTR/deployment user set

Subscription name FTP hostname

visual io Enterprise with MSDN ftp:/ywaws-prod-sn1-025.ftp.azurewebsites...
Subscription ID FTPS hostname

b9sealdc-299d-45b7-9a1c-dc298cb05969  fipsy/waws-prod-sn1-025 fip.azurewebsite...

All settings =3

We used the idam.ch forest to deploy all the different services, including
the PKI.

Next, you need to provide a certificate template for the user authentication.
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You just need to duplicate the User template and use only the client authentication usage:

-ﬂj Certification Authority (Local)
4 gl idam lssuing Certificate Authc
| Revoked Certificates
| Issued Certificates
| Pending Requests
| Failed Requests
| Certificate Templates

hlame

loteoded Plroges

E idam User Authientication

Client Authentication

S idarm CLM EFS Class 1

& idam CLM Wek Server Class 1
E idam CLM Enrcllment Agent
&l idam CLM Signing

5 idam CLM Key Recovery Agent
 idam IdentityMgr Servers

& idam BSC Mail Encryption
5l ielam BSC Mail Signing

& idam BSC Smartcard Logon
5 idam ECC Smartcard Logon
E idam Base Smartcard Logon
= global Domain Controllers
= global Server Authentication
) idam Confighgr |15 Servers

E idarm Workstation Authentication

5 idam Directhccess IPsec Servers

Encrypting File System

Server &uthentication, Client Authentic...
Certificate Request Agent

Client Authentication

Key Recovery Agent

Server Authentication

Secure Email

Secure Email

Smart Card Logen, Client Authentication
Smart Card Logon, Client Authentication
Srnart Card Logon, Client Authentication
KDC Authentication, Smart Card Lagon..
Server Authentication

Server Authentication

Server Authentication, Client Authentic...
Client Authentication

Register a new certificate for your administrative user so that you can test the functionality

in the following configuration procedure.

Configuring certificate-based authentication

In this section, we will configure AD FS so that users need to specify both a valid
username/password and certificate. You can use any Relying party. In our configuration,
we use the claims web application.

Perform the following steps:

1. Log on to IDB01 in idam.ch:

e Username: Domain\ AdminAccount
e Password: YourPassword

2. Open the ADFS Management console.

3. Go to Relying Party Trusts, right-click Claims Web Site and choose Edit Access
Control Policy.
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4. Permit everyone and require MFA, and click OK.

5. Go to Service | Authentication Methods.

6. Click Edit Multi-Factor Authentication Methods in the Actions pane.
7. Click Certificate Authentication:

Edit Authentication Methods 4

Frimary Multifactor

Select addtional authentication methods, You must select at least one of the following methods
to enable MFA:

Certificate Authentication
[] Azure MFA

8. Open Internet Explorer on the administrative workstation where you have
requested the certificate.

9. Open the Claims website and you should be prompted for the certificate.
10. Provide your credentials and you should be able to log in.
11. Remove the MFA requirement after you have tried the solution.

Refer to http://bit.1ly/28sf8c2 and http://bit.ly/28SdE5t for
configuring this scenario.

Now we have provided the basic implementation for using certificates in the authentication
process for on premise published applications.
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Summary

After working through this chapter, you should be able to configure and handle an identity
and access management solution with multiple forests. You should also be able to provide
this functionality across company borders for secure application and information access.
We used the approach to provide you the idea for several scenarios, which we always get
asked about in our customer discussions, to provide a suitable hybrid structure. It's
impossible to bring all the configuration steps into the book, because the page count would
explode, so we used qualified references to help you configure such scenarios. Otherwise,
we have configured many on premise services. We see it in the field to really provide a
hybrid strategy and a lot of services are still on premise; because of this reason, we choose
to integrate these configurations.

In the following chapter, we will focus on more extended scenarios and on access
management features.
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Installing and Configuring
Information Protection Features

In this chapter, we will configure information protection features with Azure RMS to secure
access to sensitive data to provide an extended access management solution. We will start
with the extension of the basic infrastructure that we already deployed in previous
chapters. The focus of the starting configuration tasks will be on Exchange on-premise,
Exchange Online, and SharePoint. Afterwards, we will configure and publish custom rights
policy templates, enable RMS logging, and provide you with a first view on the new Azure
Information Protection capabilities.

We will cover the following topics:

¢ Preparing your admin workstation to manage Azure RMS

¢ Configuring onboarding controls

¢ Delegating administrative permissions

¢ Enabling Azure RMS super users

¢ Configuring Exchange to use Rights Management capabilities
¢ Configuring Exchange Online to use Rights Management capabilities
¢ Configuring SharePoint to use Rights Management capabilities
¢ Creating and publishing custom Rights Policy templates

¢ Verifying Azure RMS logging

e Preview of Azure Information Protection

¢ SAP Integration as a special integration

¢ Configuring a BYOK scenario



Installing and Configuring Information Protection Features

Preparing your admin workstation to
manage Azure RMS

To manage our Azure RMS information protection solution, we need to prepare the
administrative Windows 10 workstation with the necessary tools. You need to download
and install the following setup files:

e Microsoft Online Services Sign-In Assistant (http://bit.1y/28Y8P9F)
e Azure Rights Management Administration Tool (http://bit.1ly/28TYaN)

After installing the administrative toolset, we test the correct installation and the
connectivity to the activated Azure RMS service from the previous chapter:

1. Open an evaluated PowerShell and type the following command: Connect-
AadrmService and provide your global administrator credentials.

2. Check the current state of the service with Get-Aadrm.
3. The expected result should be enabled.

In the next section, we will start with the configuration of the on boarding mechanisms you
can use with Azure RMS.

Configuring onboarding controls

It's a recommended way to do a planned rollout of the RMS functionality in an
organization. For this reason, Microsoft has implemented the on boarding controls feature.

You can check the default configuration with the following command: Get -
AadrmOnboardingControlPolicy on an elevated PowerShell after you have established a
connection to the Azure RMS service with the Connect-AadrmService command.
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You should see a result like the following if you didn't touch it before:

EN Administraton. Windows PowerShell

Windows\system3.Z> Get-AadrmOnboardingControlPolicy

UseRmsUserLicense SecurityGroupobjectId Scope

Al

To enable the onboarding controls, you can use the following command:

Set-AadrmOnboardingControlPolicy

Practical note

You can run this command before or after you activate Azure RMS. But
you must have at least version 2.1.0.0 of the Azure RMS Windows
PowerShell module installed.

To check the version of your installed PowerShell module, you can run (Get-Module

aadrm -ListAvailable) .Version:

EN Administrator: Windows PowerShell

A\Windows\system3Z2> (Get-Module aa J.version

Build Rewvision

Let's start with the example that you only want to allow a specific group to be able to
protect content for a proof of concept. In our example, we want to use the Human
Resources group:

1. First we need to determine the object ID of the group we want to use. Open an
elevated PowerShell and type the following commands:

e Connect-MsolService to connect to your Azure AD - provide your
Azure AD global administrator credentials
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e Get-MsolGroup to find the related group, as shown in the following
screenshot:

B Windows PowerShell a
1ndows\system
Windows\system32> Get-h

e nerated group c...
nerated group c...

butionList
D butionList
rategy D 551 D butionList
-5abc5e5b0c79  Ssales Communications Review i butionList
d-bd11- da«f;a(eQa‘ sales News D butionList
Identityplus Sh 01 ec y identityplus B2B SharePoint
365

b6a6-cd9dd037ee73 cens AzZure Active Directo...
[= 89b8-dc1924023798 icensi Dynamics
e[lz?afﬁl 8cfa-47a7-baba-5df3c5e1e972 ic i Enterprise Mobility
‘JberZSS 885~ 4dfef 400 i sing !
) e95- 798 283 AAD DC Administrato Se y AAD DS Administrators
Finance s
3c 75 7 UL 5 Test y
aeafitl,a ﬁ_df 407e-98b1 RMSSuperusers onLis RMS Super Users Group
d6819dd7 dae-9272- ebchZ 0 Human Resources MailEnabledSecurity

In our example, we use the group with the display name Human
Resources that needs to be mail enabled and the object ID
d6819dd7-2cec-4dae—-9272-ebbc53033690.

2. Next, we enable the onboarding policy for this group with the following
command:

Set-AadrmOnboardingControlPolicy - SecurityGroupObjectId
d6819dd7-2cec—-4dae-9272-ebbc53033690

C:\Windows\system32> Set-AadrmOnboardingControlPolicy dd7-2cec-4dae-927

cmdlet Set-AadrmonboardingControlPolicy at command pipeline

supply values for the following parameters

UseRmsUserLicense: y

WARNI The tenant user on-boarding control policy will be date / s operation.

confirm

Are you sure you want to perform this tion?

Performing the operation "Set-AadrmonboardingControlPolicy” on target ' ‘current c amzahun
[¥] ves [A] Yes to ATT [N] No [L] No to A11 [s] :uapend ¥ ( \

The -
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Practical note
For this configuration option, you must specify a group; you cannot
specify individual users.

3. With the next option, we want to ensure that only users who are correctly
licensed to use Azure RMS can protect content.

4. Type set-AadrmOnboardingControlPolicy -UseRmsUserLicense S$true
5. Verify your configuration.
6. Type Get-AadrmOnboardingControlPolicy

EN Administrator: Windows PowerShell

PS C:\Windows\system3Z> Get-AadrmOnboardingControlPolicy

UseRmsUserLicense SecurityGroupObjectId Scope

True

Using onboarding controls always allows all users in your organization to consume
protected content that has been protected by your subset of users. But they are unable to
apply information protection themselves. They will not see the default templates that are
automatically published after you activated Azure RMS for your organization:

Restrict Editing
adi wved changes

Restrict Access
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Delegating administrative permissions

In this section, we will discuss and configure the delegation of administrative permissions,
especially the question: are there global administrator permissions needed or can I delegate
the tasks to other administrators?

By default, global administrators can obviously do all the administrative tasks for Azure
RMS. But in fact, we don't want to use or assign global administrator rights to some
individuals every time. With the command Add-AadrmRoleBasedAdministrator, you
can assign this administrative role to a user account or a group.

Two roles are available:

¢ Global administrator: This will run all administrative tasks on Azure RMS
without granting global administrator rights to other cloud services.

¢ Connector administrator: This will just run the RMS connector. First, we check
the default configuration using the following steps:

1. Open an elevated PowerShell and type the following command:
Get-AadrmRoleBasedAdministrator

2. Normally, if you didn't touch the feature before, you should have no entry.

®

Next, we add a user to the role.

4. Type Add-AadrmRoleBasedAdministrator -EmailAddress <mail> (inour
example, jochen.nickel@idam.ch):

\Windows\system32> Add-Aa R E IAC jochen.nickel@idam. cw
jochen.nicki dam.ch wa
PS C:\Windows\system32>

5e458;L3 9571-4651-a59b-25b0d5e24a47 Jochen Nickel smtp:jochen.nickel5265@idamcloud.onmicrosoft.com Globaladministrator

5. Verify your configuration with the following command:

Get-AadrmRoleBasedAdministrator
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6. Test your configuration by connecting to the Azure RMS service and configuring
some functions.

Practical note

By default, no administrator for Azure RMS, even the global administrator
for your Azure tenant, can automatically remove protection from
documents or e-mails that were protected by Azure RMS. This
functionality is only available for users who are assigned as super users
for Azure RMS.

Also, remember that super users can only be assigned from the tenant global administrator
and the global administrator for Azure RMS, including their own account. Furthermore,
these actions are recorded in the Azure RMS administrator log.

Now that we have successfully delegated administrative rights for Azure RMS, we will
configure the Azure Super Users feature.

Enabling Azure RMS super users

The super user feature is your fallback scenario to ensure that you can inspect and
unprotect RMS secured information. The super user always has full owner rights.

Remember the following best practices:
1. Check that the super user feature is enabled with the following command:
Get-AadrmSuperUserFeature
The results will be disabled or enabled.

2. Limit and monitor the administrators who are assigned global administrator
rights or in special assigned with the Add-AadrmRoleBasedAdministrator
command.
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3. You can check the actual configured administrators with the following command:

Get-AadrmRoleBasedAdministrator

EN Administrator Windows PowerShell

vstem3Zzx Get-Aar eBasedAdministrator

ObjectId : 5e4583C3-9571-4651-a59b-25b0d5e24a47
i =playName Jochen Mickel

Emailaddre mtp:jochen. nickels265@idamcloud. onmicrosoft. com
Role : GlobalAdministrator

4. If you want to check which users and accounts are assigned to the super users,
you can use the command Get-Aadrm-SuperUser:

EN Administrator: Windows PowerShell —

5. To get the log information for all administrative tasks, you can use the Get -
AadrmAdminLog -Path "C:\ActualLog.log" command and you will receive
the whole details, as shown in the following example:

2016-05-27T12:39:16 admin@idamcloud.onmicrosoft.com GetTemplateById -templateld d9f53841-9861-4646-8fcf-1559ae049a56 Passed Begin TemplatePrope
TemplateID = d9f53841-9861-4646-8fcf-1559a2049a56

lames :

1033 -> idam Demo Environment - Human Resources Confidential
Descriptions:

1033 -> idam Demo Environment - Human Resources Confidential

Status = Published

RightsDefinitions:

HumanResources@idam.ch -> VIEW, EXTRACT, REPLY, REPLYALL, PRINT, OBJMODEL
ContentExpirationDate = 1/1/0@01 12:80:80 AM

ContentValidityDuration = @

ContentExpirationOption = Never

LicenseValidityDuration = 7

ReadOnly = False

LastModifiedTimeStamp = 6/23/2015 2:39:80 PM

ScopedIdentities:

EnableInlLegacyfpps = False

End TemplateProperties
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6. We recommend that the super user feature is used on a need basis. So if you don't
need it, disable it with the following command:

Disable-AadrmSuperUserFeature

If you need to protect and unprotect files, you can use the RMS Protection Toolkit under ht
tp://bit.ly/1RM3UGE.

Practical note
If you need the RMS 2.1 SDK, you can download it from the following
link: http://bit.1ly/298QzMn.

With this toolkit, you receive the following two cmdlets:

e Protect-RMSFile
¢ Unprotect-RMSFile

To use the commands, you need to determine the TemplateID or License; in our example,
we used the command, Get-AadrmTemplate, to get the templates listed, including the
TemplatelD. Afterwards, you can use the Protect -RMSFile command to protect files
manually by PowerShell:

ochen.nickel'Desktop> Protect-RMSFile 61ld62ecd-fed0-40d7-ael8-8617b7eB585¢C

EncryptedFile

chen. nickel’Desktop SuperUserDemo. hen. nickel"Desktop'SuperUs er Demo

ochen. nickel’Desktop>

SuperUserDemo.xlsx - Excel

File Home Insert Page Layout Formulas Data Review View Add-ins Foxit PDF Team @ Tell me what you want to do
0 IDAM DEMO ENVIRONMENT - CONFIDENTIAL This content is proprietary information intended for internal users only. This content can be modified but cannot be copied and printed. View Permission...
Al - fx
A B € D E F G H | J K L M N o] P a R
1
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Obviously, you can unprotect the file with the command, Unprotect-RMSFile:

PS5 C:hUsershjochen.nickel‘\Desktop> Unprotect-RM5File

InputFile DecryptedFile

jochen. nickel’Desktop' SuperlserDemo.

ochen. nickel“Desktop=

SuperlserDemo.xlsx - Excel

File Home Insert Page Layout Formulas Data Review View Add-ins Foxit PDF Team Q Tell me what you want to do

Now that we have configured and tested the tools and options for the Super Users, we will
configure Exchange Online to use the Rights Management capabilities.

Configuring Exchange Online to use Rights
Management capabilities

In the following section, we will configure Exchange Online to work with the Azure RMS
capabilities. You need to perform the following steps:

1. Log on to your administrative workstation.
2. Open an evaluated PowerShell.
3. Type the following command:

$Cred = Get-Credential

4. Enter your global administrator credentials.
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5. Type the following commands:
$Session = New-PSSession —-ConfigurationName Microsoft.Exchange -
ConnectionUri https://ps.outlook.com/powershell/ -Credential $Cred -
Authentication Basic —-AllowRedirection
Import-PSSession $Session

Enable-OrganizationCustomization

Configuration note: Exchange needs a copy of your tenant keys in order to
be able to work with protected content.

6. Type the following command with the correct tenant region:

Set-IRMConfiguration —-RMSOnlineKeySharingLocation
"https://sp—-rms.eu.aadrm.com/TenantManagement /ServicePartner.svec"

Region note: Tenant regions — North America na; eu for Europe; ap for
Asia-Pacific; or sa for South America.

7. Type the following commands:

Import-RMSTrustedPublishingDomain —-RMSOnline -name "RMS Online"
Set-IRMConfiguration -InternallicensingEnabled $true

This enables the IRM support in Exchange Online.

8. Use Get-IRMConfiguration to receive the current configuration:

EN Administrator: Windows PowerShell - O X
C:\Window tem32> Get-IRMContiguration A

ngEnabled : True
singEnabled i True
yptionEnabled : True
erverEnabled i True
i True

onsetting : Optional

erEnabled
-rms. eu. aadrm. com/TenantManagement/ServicePartner.svc

Serv E 6 5 eu. aadrm ertification
2ublishing ation : h 4 E > d 6l . rms. eu. aadrm f

Licensinglocation
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9. Verify that the values for the following parameters are set to true:
e InternalLicensingEnabled

ExternalLicensingEnabled

JournalReportDecryptionEnabled

ClientAccessServerEnabled
SearchEnabled

Now we are able to use Azure RMS features in Exchange Online:

1. The first test we will do is to see the Outlook Web App experience a user gets if
they try to create a protected message:

2. Sign in with a test user, in our case ,anas.nickel@idam.ch, to the Access Panel
http://myapps.microsoft.com:

Microsoft Azure Q IDAM DEMO ENVIRDIﬁ‘ES? 2
Applications 0
Add app

n Claims Demo Website ﬂ Office 365 Exchange O... n Office 365 SharePoint. Groups

3. Click on the Office 365 Exchange Online tile.
4. Click New Mail to create a new mail message.
5. Send a protected mail with a test user, in our case, jochen.nickel@idam. ch.
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6. Click the ellipsis (...) button, click Set permissions, and select the template
corporate confidential template:

LE L} L.D

Save draft
1 a e LT c rontent o g ifia r
Shaow Erom internal users only. This content can be modified but cannot

Check names

Set importance >

Set permissions > Mo restrictions

Switch to plain text Do Mot Forward wee
show message options... idam Demo Emvironment - Confidential

idam Demo Environment - Confidential View Only

7. Sign out and log on with the other user to view the newly received protected
mail.

The second test will be to automatically apply protection to sensitive information. For this
reason, we can use Transport Protection Rules to apply RMS protection to e-mails in transit
based on triggers configured by the administrator.

We will use a sensible project name, Project Identity and Access Management Private
Preview, which contains the phase Azure Information Protection. Next, we need to create
the transport protection rule that automatically protects messages that contain the
phaseAzure Information Protection:

1. Use your browser to log in on https://login.microsoftonline.com with your
global administrator credentials.

2. Click on the Admin tile to open the Office 365 admin center.
3. Select Exchange in the left navigation bar.
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4. Under the mail flow section, click on rules and choose +:

new rule

MNanme:

Project Identity and Access Management Private Preview

*Apply this rule if...
The subject or body includes... - "Azure Information Protection®

add condition

*Do the following...

Apply rights protection to the message with... - idam Demo Environment - Confidential View Only

add action

5. Review the additional options available and click Save.
6. Send a mail with the following content from one test user to the other:

Subject: Project Identity and Access Management Private Preview important
notes

Body:

Hi <Employee>

I have some important notes for the project.

We will add the new feature Azure Information Protection were you can
classify, label and protect sensitive information.

Best regards

<Employee>

7. Notice that the message is unprotected and click Send.

8. Log in with the recipient user and you should find the automatically protected e-
mail protected with the Company Confidential View Only template protected.

With this section, we have configured Exchange Online to use Azure RMS with a manually
and automatically protected scenario. Next, we will configure Exchange and SharePoint on
premise to use Azure RMS.

We will use the same procedure that we have done to authorize the
servers in the RMS connector as we have done for the file server
integration. So you need to have the relevant Exchange and SharePoint
servers authorized before you follow the next sections.
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So you should have an RMS connector configuration.

Open the Microsoft RMS connector administration tool and provide your global
administrator credentials or the RMS connector credentials depending on your delegation
configuration:

Microsoft RMS administrator credentials

In order to administer the Microsoft Rights Management connector configuration, you need to provide
administrative credentials for your Microsoft Rights Management service tenant. Enter your Microsoft
Rights Management service administrator credentials.

User name: admin@idamcloud.onmicrosoft.com

Password: FEREREERERERRRR N

Microsoft RMS administrator credentials

You should have a list of authorized servers like the following:

Servers allowed to utilize the connector

Adding servers, groups or service accounts below will enable those systems to utilize the connector.

Account or group Service Type
IDAM\DAMFISO1S FCI Server [ Delete |
IDAMVIDAMFIS0Z2$ FCl Server

IDAM\IDAMEXS018 Exchange Server

IDAM\IDAMSPSO1S SharePoint Server
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Now that all servers are authorized, we can start with the next sections to configure the
servers to use the RMS connector.

Configuring Exchange to use Rights
Management capabilities

With the following steps, we will configure Exchange Server 2010 and 2013 to use the
Rights Management capabilities; the following Exchange roles are especially relevant for
this configuration:

Hub transport server for:

e Transport Protection
e Journal Decryption

e Prelicensing

e Transport Decryption

Client access server for:

e Outlook Web Access IRM capabilities
¢ IRM capabilities in Search

Practical Note
0 On this server, the Rights Management Client needs to be installed and

configured like a normal client.

Basically, there are two options to configure this scenario. The first option is to use the RMS
connector administration tool and the other one is to do the steps manually. We will use the
manual mode, so that you understand the steps under the hood:

1. The first step we need is to retrieve the Azure RMS URL for the tenant.
2. Open an elevated PowerShell and type Connect-Aadrm-Service.
3. Provide your global administrator credentials.
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4. Type the following command: Get-AadrmConfiguration, as shown in the
following screenshot:

BPOSId )
RightsManagementServiceld . . e . . .
LicensingIntranetDistributionPointurl : S 9a7h 7 7a.rms.eu.aadrm.com]_wmcs/1icensi

LicensingExtranetDistributionPointurl : https i S rms.eu.aadrm.com/_wmcs/1icensi
certificationIntranetdistributionPointurl : ht 934 7 rms.eu.aadrm.com/_wmcs/certifi
certificationExtranetdistributionPointurl : https 4922 rms.eu.aadrm.com/_wmcs/certifi

AdminConnectionurl - S admin.eu.aadrm.com in/admin.svc/Tenants/b934de73-2597-4922-9a7b-
4c7a
Adminv2Connectionur]

onPremiseDomainName

Keys
currentLicensorcertificateGuid
Templates

ionalstate
ersEnabled
superusers

AdminRoleMembers
Count 2 i
ghDate 220 14 22:33:13

g .
v3serviceFunctionalstate i
DevicePlatformstate > ows -> True, windows

FcienabledForconnectorAuthorization
DocumentTrackingFeatureState : Enabled

5. You will receive the Microsoft RMS URL that you need to copy to your Exchange
server for configuring the correct registry entries. In our demo environment, we
receive:
https://b934de73-2597-4922-9a7b-c97c5d6d4c7a.rms.eu.aadrm.com

6. With the next step, we need to configure the registry entries on the Exchange
server to point to our installed RMS connector.

7. Log on to your local Exchange server with the appropriate administrative
credentials.

8. Start the Registry Editor and navigate to the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSDRM\ServiceLocation\Activiation

E] Registry Editor
File Edit View Favorites Help
4- )i MSDRM ~ || Mame Type Data
p- ). Protectors ab{Default) | REG_SZ https://b934deT3-2507-4922-9aTb-cO7c5d6d4c Ta.rms.eu.aadmm.com/_wmes/certification
4 ServiceLocation
Activation

EnterprisePublishing
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Practical Note: If any keys within the path do not exist, create them.

9. Create a new Reg_SZ in the Activation node and leave the default value.
10. Double-click the new Reg_SZ and enter the Azure RMS tenant URL; click OK.
11. Navigate to the next registry key:

HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\MSDRM\ServiceLocation\EnterprisePubli

shing
Registry Editor
File Edit View Favorites Help
4- J, MSDRM ~ || Name Type Data
3 Protectors k| (Default) REG_SZ https://b934de73-2597-4922-9aTb-c97c5dbddcTa.rms.eu.aadrm.com/_wmes/licensing
4 Servicelocation
Activation

EnterprisePublishing

12. Create a newReg_SZ in the EnterprisePublishing node and leave the default
value.

13. Double-click the new Reg_SZ and enter the Azure RMS tenant; click OK.
14. Next, navigate to the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ExchangeServer\vl5 or
v14\IRM\CertificationServerRedirection

Reqgistry Editor
File Edit View Favorites Help
L N T . [ e o
CertificationServerRedirection | ab| (Default) REG_SZ (value not set)
LicenseServerRedirection | b https://b934de7... REG_SZ https://idamclo01.idam.ch

15. Create a new Reg_SZ in the CertificationServerRedirection node with a value of
the Azure RMS tenant URL.

16. Double-click the new Reg_SZ and enter the RMS connector URL in the Data field
—in our example, https://idamclo01.idam.ch —and click OK.

17. Next, navigate to the following registry key:

g Registry Editor

File Edit View Favorites Help

BT T ~ Type Data
CertificationServerRedirection REG_SZ (value not set)
LicenseServerRedirection | ab .I'.\.t.tpsz,'.fhé34de.73—259?—4922—QaTh—EQ?chdec'r'a.rms.au‘aadrm‘mm REG_SZ https://idamclo01.idam.ch
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18. Create a new Reg_SZ in the LicenseServerRedirection node with a value of the
Azure RMS tenant URL.

19. Double-click the new Reg_SZ and enter the RMS connector URL in the Data field
—in our example, https://idamclo01.idam.ch —and click OK.

Practical note
You need to repeat the steps on every Exchange server that runs the
relevant roles.

Now that we have configured the correct registry entries, we can configure the Outlook
Web Access IRM and IRM Search support:

1. Open the Exchange Management Shell.
2. First, we enable the Outlook Web Access IRM capabilities and type the following
command: Get—OWAMailboxPolicy

3. We need to look for the IRMEnabled parameter:

GlobalAddrezzLiztEnabled
OrganizationEnabled
ExplicitLogonEnahled
OWALightEnabled

ContactsEnabled

TaskzEnahled

JournalEnabled

MoteszEnahled
HemiqderaﬂndﬂufificatiunsEnahled

4. If the parameter is not set to True, we need to run the following command:

Set-OWAMailboxPolicy -Identity Default —-IRMEnabled $true
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5. Next, we will verify if indexing for search of protected content in Outlook Web
Access is enabled.

6. Type Get-IRMConfiguration and see the SearchEnabled parameter:

C:sWindowsszustemd2 *Get—I RHConf iguration

True
False
True
True
True
Optional
True

InternalLicenszingEnabled
ExternalLicensingEnabled
ournalReportDecryptionEnabled
ClientAccessServerEnabled
LearchEnabled
ransportDecryptionSetting
EDizcoverySuperlserEnabled
RME0nlineKeySharingLocation

LicensingLocation

7. If the parameter is not set to True, we need to run the following command:
Set—-IRMConfiguration —-SearchEnabled $true

8. So that all the functionality works as expected, the InternallicensingEnabled
parameter also needs to be enabled.
9. Type Get-IRMConfiguration and see the InternallicensingEnabled
parameter.
10. If the parameter is not set to True, we need to run the following command:

Set-IRMConfiguration —-InternallLicensingEnabled $true

11. Now that we have configured Exchange to work with the RMS connector, we can
start to create Transport Protection Rules to test our configuration.
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12. You can repeat the configuration we have done in Exchange Online by opening
Exchange Admin Center | Mail flow | Rules:

Subject or body contains 'Azure Information Protection'

Name:

Ibubject or body contains "Azure Information Protection' X

“Apply this rule if..
The subject or body indudes.. - ‘Arure Information Protechon”

add condition

*Do the following..

Apply rights protection to the message with... - idam Demo Eraronment - Confidential View Only

add action

Except if..

add exception

Properties of this rule:

Priority:

M Audit this rule with severity level:

Not specified =

Choose a mode for this rule:
® Enforce

[ 6061



Installing and Configuring Information Protection Features

Practical Note: You can repeat the steps from the Exchange Online
configuration, including the test mail, to verify the functionality.

13. To enable Transport Decryption, you need to type the following command in the
Exchange Management Shell:

Set-IRMConfiguration —-TransportDecryptionSetting Mandatory

14. To enable Journal Decryption, you need to type the following command in the
Exchange Management Shell:

Set-IRMConfiguration —-JournalReportDecryptionEnabled $true

15. In the next step, we integrate the Exchange Data Loss Prevention feature with
RMS.

16. Open the Exchange Admin Center and click compliance management.
17. Click on the data loss prevention tab:

Exchange admin center

recipients n-place eDiscovery & held auditing data loss prevention retention policies retention tags journal rules
compliance management You can use policy tips to notify users about policy matches,

Manage policy tips
OrpaneEzaton You can use document fingerprints to customize sensitive infermation types in your policies.

Manage document fingerprints

Use DLP palicies to scan email messages for sensitive information that may be subject to certain regulations or business policies. Learn more

ON A NAME MODE

No DLP policies configured.

18. Click the plus icon and select from template.
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19. We use an example to identifyGerman Financial Data:

DLP policy from template

Name:

lldentify German Financial Datﬂ

Description:

*Choose a template:

France Data Protection Act ) )
A Germany Financial Data 15.03.0

France Financial Data

France Personally Identifiable Information (PIl) Data Helps detect the presence of information commonly
considered to be financial data in Germany like EU d
ebit card numbers. Use of this policy does not ensur

Germany Personally Identifiable Information (Pll) Data e compliance with any requlation. After your testing

is complete, make the necessary configuration chan

ges in Exchange so the transmission of information ¢
omplies with your organization’s policies. Examples i
Israel Protection of Privacy nclude configuring TLS with known business partner
s or adding more restrictive transport rule actions, s

uch as adding rights protection to messages that co
Japan Personally Identifiable Information (PIl) Data ntain this type of data.

Israel Financial Data

Israel Personally Identifiable Information (Pll) Data

Japan Financial Data

20. Next, click Save.
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21. Edit the policy again to enforce it:

Identify German Financial Data

» general

*Name:
rules

|Identif}r German Financial Data

Description:

Helps detect the presence of information commonly considered to be financial
idata in Germany like EU debit card numbers. Use of this policy does not ensure
lcompliance with any regulation. After your testing is complete, make the
necessary configuration changes in Exchange so the transmission of information

W
icomplies with your organization's policies. Examples include configuring TLS with

Choose the state of this DLP policy:
(® Enabled

(O Disabled

Choose a mode for the requirements in this DLP policy:
(®) Enforce

(O Test DLP policy with Policy Tips
(O Test DLP policy without Policy Tips

@) Data Loss Prevention (DLP) is a premium feature that requires an Enterprise Client
Access License (CAL). Learn more
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22. Next, we need to identify what the policy does for us — click rules:

Identify German Financial Data

general %

¥ rules
] Germany Financial Data: Allow override
] Germany Financial Data: Scan email sent outside - low count
2] Germany Financial Data: Scan text limit exceeded
] Germany Financial Data: Attachment not supported

1 selected of 5 total

If the message... ~

Is sent to "Outside the organization’
and The message contains these sensitive information types: ‘Credit Card

Mumber’ or 'EU Debit Card Mumber'

Do the following...

Set audit sevenity level to "High'

and Motify the sender that the message can't be sent, but allow the sender to
override and provide justification. Include the explanation "Unable to deliver
your message. You can override this policy by adding the word "override’ to the

cithiart lina " with ctatire cada '57 1!

23. Verify what the policy is looking for — in our example, it looks for Credit Card
Number in messages that are sent Outside the organization.

24. Next, we need to integrate RMS to our newly created policy.

25. Click the mail flow tab.

26. Double-click one of the rules that were created from the DLP policy.

27. Under the Do the following section, click the drop-down list, point to Modify
the message security, and select Apply rights protection.
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28. Select the appropriate rights policy template — in our example, idam Demo

Environment —Confidential — and click OK:

Name:

Germany Financial Data: Scan email sent outside - high coun

"Apply this rule if...
X The recipient is located...
and

X The message contains sensitive information...

add condition

*Do the following..

Apply rights protection to the message with...

add action

Germany Financial Data: Scan email sent outside - high count

Outside the organization

'Credit Card Number * or "EU) Debit Card Number *

29. Click Save.

30. Now you can try this functionality with a mail that contains a credit card number.

Practical Note

You can use the following credit card number generator for testing:

http://bit.ly/1gYwaGT.

31. Verify that the message sent outside the organization is protected with the chosen

Azure RMS template.

Now that we have successfully configured and tested the integration of Azure RMS in our
on premise Exchange environment, we can jump to the next service — SharePoint.
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Configuring SharePoint to use Rights
Management capabilities

In this section, we will configure SharePoint 2010/2013 and SharePoint Online to use the
Rights Management capabilities. As a prerequisite on SharePoint 2013 servers, the latest
RMS client version 2.1 needs to be installed. For SharePoint 2010, the MSDRM client that
includes support for RMS Cryptographic Mode 2 needs to be installed:

Practical note

SharePoint 2010 needs the following additional prerequisites:
Windows 2012/R2 (http://bit.1ly/29ror7U)

Windows 2008 R2 (http://bit.ly/29Irwwa)

Windows 2008 (http://bit.1ly/291rrR6)

Organize ~ S O
Publisher

E .ﬂu:twe Directory nghts Management Services Client 2.1 Microsoft Corporation

3 Microsoft Corporation
ﬁ Microsoft CCR and D55 Runtime 2008 R3 Microsoft Corporation
E:’ Microsoft SharePoint Server 2013 Microsoft Corporation
o Microsoft SOL Server 2003 Analysis Services ADOMD.NET  Microsoft Corporation
o Microsoft SOL Server 2008 R2 Native Client Microsoft Corporation
] Microsoft Sync Framework Runtime v1.0 SP1 (x64) Microsoft Corporation
a System Center Endpoint Protection Microsoft Corporation
ﬁWCF Data Services 5.0 (OData v3) Microsoft Corporation
ﬂWCF Data Services 3.6 Tools Microsoft Corporation

In our scenario, we will use SharePoint 2013 and the already installed RMS Connector.
Perform the following steps:

1. First, we need to retrieve the Azure RMS URL for your tenant.

2. Open an elevated PowerShell and type Connect-Aadrm-Service
3. Provide your global administrator credentials.

4. Type the following command: Get-AadrmConfiguration
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5. You will receive the Microsoft RMS URL that you need to copy to your
SharePoint server for configuring the correct registry entries. In our demo
environment, we receive
https://b934de73-2597-4922-9a7b-c97c5d6d4c7a.rms.eu.aadrm.com

6. With the next step, we need to configure the registry entries on the SharePoint
server to point to our installed RMS connector.

7. Log on to your SharePoint server with local administrative permissions or your
SharePoint farm account with local administrative rights.

8. Start the registry editor by typing regedit in the search field.

9. Navigate to the
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSIPC\ServiceLocation\Lic

ensingRedirection registry key.
10. Create a new Reg_SZ in the LicensingRedirection node and enter the RMS URL.

11. Double-click the new Reg_SZ and enter the URL of the RMS Connector — in our
demo, https://idamclo01.idam.ch - and click OK:

Registry Editor
File Edit View Favorites Help
4., ServiceLocation ~ ][ Name Type Data
EnterpriseCertification 2b] (Default) REG_SZ (value not set)

EnterprisePublishing ab] https://b934deT3-2597-4922-9a7b-c97c5d6ddcTa.rms.eu.aadrm.com/_wmcs/licensing REG_SZ https://idamclo01.idam.ch/_wmcs/licensing|
LicensingRedirection

12. Navigate to the
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSIPC\ServiceLocation\Ent

erpriseCertification registry key.

13. Create a new Reg_SZ in the EnterpriseCertification node and leave the default
value.

14. Double-click the new Reg_SZ and enter the RMS connector URL; click OK:

E3 Registry Editor -
File Edit View Favorites Help
-}, Senvicelocation ~|[ Name Type Data

+ | EnterpriseCertification 25 (Default) REG_SZ hitps://idamclo01.idam.ch/_wmes/certification
EnterprisePublishing
LicensingRedirection

15. Navigate to the
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSIPC\ServiceLocation\Ent

erprisePublishing registry key.
16. Create a new Reg_SZ in the EnterprisePublishing node and leave the default
value.
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17. Double-click the new Reg_SZ and enter the RMS connector URL; click OK:

B Registry Editor
File Edit View Favorites Help
4 ). Servicelocation A || Name Type Data
|| EnterpriseCertification ab] (Defautt) REG_SZ https://idamclo01.idam.ch/_wmcs/licensing

+ |. EnterprisePublishing
L || LicensingRedirection

Practical note
Repeat these steps for each SharePoint server that will use Azure RMS.

18. Next, we will enable SharePoint to use Azure RMS.

19. Log on to the SharePoint server with Full Control over the document library.
20. Open the SharePoint 2013/2010 Central Administration.

21. Navigate to Security.

22. Click Configure information rights management:

> Security

Central Administration
o @ Users
Application Manage the farm administrators group = Approve or reject distribution groups
Management Specify web application user policy

System Settings

\‘;I General Security
Configure managed accounts = Configure service accounts | Configure password change settings

Backup and Restore Specify authentication providers | Manage trust Manage antivirus settings
Define blocked file types  Manage web part security Configure self-service site creation

Monitoring

Security

Upgrade and Migration : Information policy

o Configure information rights management § Configure Information Management Policy
General Application

Settings
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23. Configure your RMS Connector URL as the RMS server:

Information Rights Management

Informati

Ff\g > Specify the location of Windows Rights Management Services (RMS):
(Do not use IRM on this server

O Use the default RMS server specified in Active Directory

(®) Use this RMS server:

| https://idamclo01.idam.ch| %

[ check this box in multi-tenant configurations to allow tenants to configure tenant level IRM settings.

24. Next, we can go RMS protect a document library.

25. Navigate to a SharePoint document library using your credentials with Full
Control over the document library.

26. Click the Page tab and click Library Settings.

27. Click Information Rights Management, located under the Permissions and
Management column.

28. Select the Restrict permission to documents in this library on download option.
29. Enter a name and description for the permission policy.

30. Click OK.

31. Try out your configuration with some test files.

In addition to the SharePoint on premise configuration, we will configure SharePoint
Online to get all configurations done.

We will use the following steps to configure SharePoint Online for RMS capabilities:

1. Log on to Office 365 at https:// portal.office.com with global administrator
credentials.

2. Click Admin and SharePoint.
3. Navigate to Settings:

infermation Rights Management (IRM) @ Usze the IRM service spacified in your configuration
Set iRM capabilities to SharePoint for your organization (requires Office 365 (R Do nat use IRM for this tenant
service)

Refresh IRM Settings

we successfully refreshed your settings

4. Choose Use the IRM service specified in your configuration and Refresh IRM
Settings.

5. Click OK.
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Now that we have configured the RMS integration, we will RMS protect a document
library:

1. Navigate to a SharePoint document library using your credentials with Full
Control over the document library.
Click the Page tab and click Library Settings.

Click Information Rights Management, located under the Permissions and
Management column.

w N

Select the Restrict permission to documents in this library on download option.
Enter a name and description for the permission policy.

Click OK.

Try your new feature with some test files.

NSO

Now that we have configured and tested the SharePoint Online RMS integration, we will
start to create and publish custom Rights Policy templates in the next section.

Creating and publishing custom Rights
Policy templates

To support additional use cases, we will configure custom rights policy templates in
addition to the two default templates.

We want to reach the following configuration, where we configure one policy template for
human resources and one for an external sharing scenario:

idam demo environment

&3 TEMPLATES

MAME DESCRIFTION DATE MODIFIED Ly =]

idam Demao Environment - Confidential View Only This content is proprietary informat...  10/21/2014 12-33:00 AM Publish..
External Sharing - Confidential content Thiz content is confidential and onl-.  4/20/2016 10:44:00 AM Publizh..
idam Demo Environment - Human Resources Confidential idam Demo Environment - Human..  6/20/2016 3:45:00 PM Publish._.
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Creating a custom rights policy template

In the first step, we will configure the human resources policy template with the following
steps:

1. Log in to the Azure Management Portal with global administrator credentials.
2. Navigate to Active Directory and choose RIGHTS MANAGEMENT.
3. Choose your active instance:

active directory

DIRECTORY ACCESS CONTROL MAMESPACES MULTI-FACTOR AUTH PROVIDERS RIGHTS MAMAGEMENT
MAME RIGHTS MANAGEMENT STATUS
idam Demo Environment b 4
idam Developmeant Environment Inacthva
idam Demo BZC Environment Inactive

4. Click Create a new rights policy template to start the Rights Policy Template
wizard:

Add a new rights policy template

Language

English - United States b

Mame

o Environment - Human Resources Confidential

Description

idam Demo Environment - Hurman Resources Conf
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5. Click your newly created template to configure the options.

6. Under Configure rights for users and groups, click Get started.

7. Configure the Human Resources group:

idam demo environment - human resources confidential

&3 RGkTS SCOPE COMFIGURE

| The author of a protected document always has Full Control rights,

USER NAME RIGHTS

R

HumanResources@idam.ch Copy and Extract Content, Allow Macros, Print. Reply, Reply All. View Contant

8. Configure the following custom rights:

USER AND GROUP RIGHTS

Assign custom rights

| NAME

View Content

[ savesile

] Esit Content

Copy and Extract Content
[7] View Assigned Rights
[] change Rights

Allow Macros

D Expert Contant (Save As)
print

D Forward

Reply

Reply All

§ [ Ful Contral
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9. If you like, you can also do the following:

¢ Add the template name and description in additional languages:

name and description

LAMGUAGE MNAME DESCRIPTION

German - Germary idam Deme Environment - Human Resources Con  idam Demao Ervironment - Human Resources Con
English - United States idam Demeo Environment - Human Resources Con  idam Demo Ervironment - Human Resources Con
Select language v MNAMF

¢ Configure the content expiration by date or number of days:

content expiration

@) Content never expires

() Content expiration (date)

2016-09-27

¢y After the content iz protected, content expires after the specified number of days

¢ Configure offline access:

offline access

(:) Content iz available only with an Internet connection

() Content is always available

() Mumber of days the content is available without an Internet connection

7
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10. Additionally, we will configure the scope of the template so that only users from
HR will see the template in the RMS-enabled applications:

idam demo environment - human resources confidential
‘) RIGHTS SCOPE COMFIGURE

USER MAME 2

11. Next, publish the custom rights policy template:

general

STATUS m ARCHIVE

12. Now we will test the configuration. Open Word with a user that is a member of
the Human Resources group and you should see the newly generated template:

Info

Protect Document Properties -
Control what types of changes people can make to this document. Size Not saved yet
Document ~ Pages 1
Wards 0

\{ Mark as Final
&

Let readers know the document is Total Editing Time 0 Minutes

final and make it read-only Title Add a title
Encrypt with Password rare that it contains: Tags Add atag
} Password-protect this document uthor's name Comments Add comments
D Restrict Editing Related Dates
Control the types of changes others
can make Last Madified
D Restrict Access v Unrestricted Access -reated Today, 19:11
& Grant people access while removing L4 -ast Printed

their ability to edit, copy, of print. Bestricted Access

idam Demo Environment - Confidential

Add a Digital Signature . . . ) telated People
2 Ensure the integrity of the document idam Demo Environment - Confidential View Only
» . B o suthor
by adding an invisible digital signature idam Demo Envirenment - Human Resources Confidential Jochen Nickel

Add an author

Last Madified By Mot saved yet

Show All Properties
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In the second scenario, we will provide a solution to include external users in our policy
template. We will build up a small example that shows this principle and how to use it. The
example contains a template for the marketing department of IDAM that sends protected
content to the engineering department of the IdentityPlus company. Obviously, you will
use your own company and organization names. The result we want to achieve looks like
the following:

external sharing - confidential content

&dad RIGHTS SCOPE CONFIGURE

The author of a protected document always has Full Control rights.

USER NAME RIGHTS

engineering @identityplus.ch View Content, Edit Content

As a further reference, you can use http://bit.ly/29rUyEL.

Remember that you can have a maximum of 500 custom templates in Azure AD. The
configuration for this custom template can be done with the following PowerShell
commands:

¢ Add-AadrmTemplate —this adds a new template
e Set-AadrmTemplateProperty — this modifies an existing template

The main configuration we do to provide this example is to add the external e-mail
addresses we want to use in the rights definition object.
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Let's go through this example step by step to get familiar with the different options you can
configure to solve such requirements:

1. First, we connect to the Azure RMS service with Connect-AadrmService and
provide your global administrator credentials.

2. For a better understanding, we provide the result from the PowerShell
perspective:

Ps C:\Windows\system32> Get-AadrmTemplateProperty fc7173b1-1109-4ecf-8400-8f24600b%a27

¢ Rightspe itions . i i i
: {marketi dam.ch -> VIEW, EXPORT, engineering@identityplus.ch -> VIEW, DOCEDIT}

3. Next, we will prepare a short script to define the specific rights:

$templateid = " 1lca2cd41-ba33-4681-85a9-a6b3d929%a5cc"
[array] $r = New-AadrmRightsDefinition -EmailAddress marketing@idam.ch -
Rights "VIEW", "EXPORT"

$r += New-AadrmRightsDefinition -EmailAddress engineering@identityplus.ch -
Rights "VIEW,DOCEDIT"

$CurrentRightsDefinitions = [array] ((get—aadrmtemplate -templateid
$templateid) .RightsDefinitions)

SResultingRightsDefinitions = $CurrentRightsDefinitions + $r
Set-AadrmTemplateProperty —-TemplateId $templateid -RightsDefinition
SResultingRightsDefinitions

4. Now we will add the template with the Add-AadrmTemplate command, as
following;:

S$names = Q{}

$names[1033] = "External Sharing - Confidential content"
$descriptions = @{}
$descriptions[1033] = " This content is confidential and only

shared with specific partner organizations"

$rl = New-AadrmRightsDefinition —-EmailAddress marketing@idam.ch
—-Rights "VIEW", "EXPORT"

Add-AadrmTemplate —Names $names —-Descriptions $Descriptions
-LicenseValidityDuration 5 -RightsDefinitions $rl
—Scopedldentities marketing@idam.ch —-Status Published
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5. Note the created template ID, put it in the prepared script, and run it to change
our rights definitions.

For practical reasons, you can combine the tasks and choose a better-
designed naming convention than we have done in the example. It should
only show how to solve the requirement and get you familiar with the
needed PowerShell commands.

Check your result and you should have created your first rights policy template with
external recipients. Now that we have worked with custom templates, we will now
configure the RMS logging capabilities.

Verifying Azure RMS logging

In this section, we will verify the by default enabled Azure RMS logging. Perform the
following steps:

1. To verify the functionality, we will create one entry with these two commands:

® Protect-RMSFile
e Unprotect-RMSFile

ochen. nickel%Desktop> Protect-RM5File 61d62ec9-Fed0-40d7-aeld-8617b7eB8585¢C .\ SuperUserDen

EncryptedFile

ochen. nickel’Desktop" SuperlUserDemo. x hen. nickel’Desktop’ SuperUserDemo.

ochen.nickelDesktop> Unprotect-RMSFile

DecryptedFile

ochen. nickelDesktopSuperlserDemo. x hen. nickel’Desktop’ SuperUserDemo.

2. Now you can use Get-AadrmUsageLog -Path "C:\ActualUsage.log" to
download the usage logs to your local hard disk.

Now that we have tested the Azure RMS logging feature, we will have a preview look at the
new Azure Information Protection features.
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Preview of Azure Information Protection

In this section, we want to provide you with a short intro about the new upcoming
capabilities of Azure Information Protection. The solution is based on the integrated
solution of Secure Islands, an acquisition from last year. Microsoft builds up a solution that
follows the following protection process:

Protect

Source: Microsoft

With this approach, Microsoft closes an existing gap in their solution. Now they are able to
provide a complete process and make it usable for cloud services and on premise
infrastructures.

We will receive the following key features from this solution:

e Automatic, user-driven, and recommended classifications
e (Classification overrides and justifications

Flexible policy and rules engine

Protection using encryption, authentication, and use rights
e Document tracking and revocation

Now that we know the new key features, let's jump a bit in the new technology.

First of all, you can manage the new service over the new Azure Portal under
https://portal.azure.com and not the classic Azure Portal, which makes sense because it's the
strategic way of Microsoft to use this portal.
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The first screen provides you with an overview of the labels that can be used:

LABEL NAME TooLTIF MARKING PROTECTION

Perscnal This data is meant for personal usage. It must not include any business information and is not monitored by the busin...

MW public This data is public and can be used by everyone.

B internal This data can be used by all employees, and can be shared with authorized customers and business partners. This data...

B Confidential This data represents sensitive information for the business and can be used by specific individuals and groups of users... +/ idam Demo Environment - Confid... ...
B secet This data represents sensitive information for the business and must be protected for individuals or groups of users in... idam Demo Environment - Confid... .,

All documents and emails must have a label (applied automatically or by users)
EN -

Select the default label

[ public

Users must provide justification when lowering the sensitivity level (for example, from Confidential to Public)

EN -

Under this Label option, you can use the predefined labels or create your own.
Furthermore, you can configure the default label and behavior. Inside the different labels,
you can configure the conditions they should apply. We will use the Confidential label as
an example:

Label: Confidential

m

Delete this
labeel

Speafy how this label is displayed in the Information Protection client on user devices

Enabled
BN o

* Name

Confidential

Tooltip

This data represents sensitive information for the business and can be usad by specific
individuals and groups of users in the company.

Color

Orange ~

Set RMS protection for documents and emails containing this label

Select RMS template

idam Demo Environment - Confidential v
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In this configuration step, you can define the characteristics of this label and, for example,
the Azure RMS template that should be applied if this label will be attached. Furthermore,
you can define the watermarking options that should be applied:

Set visual marking (such as header or footer)
Documents with this label have a header
KN -
Documents with this label have a footer

or S
* Text

Document sensitivity: Confidential

* Font size

10

Color

Black b

Alignment

Center | Right

Documents with this label have a watermark
or HEN

* Text
Confidential
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Additionally, you provide the conditions to apply this label. In our example, we choose an
IBAN number, which is a predefined condition. Obviously, you can define your own
custom conditions as well:

Configure conditions for automatically applying this label
If any of these conditions are met, this label is applied

CONDITION NAME OCCURRENCES

International Banking Account Number (IBAN]) 1

Select how this label is applied: automatically or recommended to user

L. e Recommended

Add policy tip describing to users the reason for applying this label

It is recommended to label this file as Confidential

We also configured this label as Recommended, which means that the user will get
information that this label is the recommended one to use and it will not be automatically
applied. Now that we have seen the service configuration, we want to see the results from
the user's perspective. We used the recommended label, and the result looks like the
following;:
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BHS O-s IBAN.docx - Ward ? B - O X
HOME INSERT DESIGN PAGE LAYOUT REFERENCES MAILINGS REVIEW VIEW Jochen Nickel ~ ﬂ
| -l D C1l [=] outline Ruler q [E) |:| One Page =2 New Window W oK EE [ Jochen Nicke
S = praft Gridlines O [0 mMultiple Pages = Arrange All =g
Read | Print Web Zoom 100% Switch Macros
Mode Layout Layout Navigation Pane < Page Width M Split 11 Re Vindow Position | wWindows * -

Show Zoom Window Macros A
| @ sensitivity: W Confidential *

DEAD 3704 0044 0531 11000
|

Confidential

PAGE1OF1 6WORDS []2 GERMAN [SWITZERLAND)

Additionally, the correct RMS template is applied, if we look at the Info part of Word:

IBAN
Desktop
Protect Document
} |_—é idam Demo Environment - Confidential : This
Protect content is proprietary information intended for
Document ~ internal users only. This content can be modified
but cannot be copied and printed.

With this first example, we provided a small intro about the Azure Information Protection
features and configuration steps. Azure Information Protection is currently in the preview
progress, but it already provides very powerful functionality.
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If you want to see more demonstrations, we highly recommend viewing
the following video: http://bit.1y/2912DJI from Dan Plastina.

SAP integration as a special scenario

This scenario is just a demonstration that RMS can happen in or around nearly every
system. Halocore, a product of Secude, brings a native integration of RMS in SAP. We will
provide examples for different data that gets out of SAP and will be protected based on
classification with Azure RMS. We will provide the following examples:

¢ Financial information
e Personal information

For example, if you export defined content or information from specific transactions or
tables, the content will be classified and you can choose the protection level. Halocore
provides the best matching RMS policies to protect the information, as in the following
example:

Financial Statements

FZETYT v @ BaOBT = BB

Commercial balance sheet USA

hd

'E Business Area E

oL Ledger Tﬁe information being downloaded might require protection. Please select an option below.
10 Currency type Company code currel-
Learn more.. o
FS Item Text for B/S PBL Item My Poicies
1000000 Assets
1000000 ======
1010000 Current Assets 0 view 3l
1010000 ¥ Detai| 5 My Polcies|| [ @ thais content is Drdondriefﬁw |
- information intended for internal

L0UL000 B ks | Confidential - View-Only users only. This content cannot be
1011300 Bank 1 L% Confidential modified.

1011300 113100 Citibank Account

1011300 113101 Citibank - checks payable

1011300 Total Bank 1

1011000 Total Cash

1013000 Accounts Receivable

1013200 Trade Receivables- Short Term

1013200 140000 Trade Receivables - domestic

1013200 Total Trade Recewables - Short Term

1013300 Less : Allowance For Doubt. Debts.

1013300 080000 General Doubtful Debt Provision - lump sum
1013300 Total : Alowance for Doubt Debts. o pr
1013000 Total Accounts Receivable

[ save Unprotected € Gancel ]

g

& setting was applied ¥ | HTE (1) 800 ¥ | HCDEMOIN | OVR
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As a result, for example, you will get a protected Excel sheet:

ﬂ IDAM DEMO ENVIRONMENT - CONFIDENTIAL VIEW ONLY 'I'l):orlenll! pregrietany information intended fos internal usars enly. This content esnnot be modifved. View Permission.. x

a1 - i || Financial statement item v
A B C 2] E F M [

Financial ext for VS PAL item otal of reparting  [Total of the | Absclute dference Percentage
Statement paricd |comparizan paricd difference

1 |Rem

2 71000000 0.00

3 1000000 0.00 0.00 0.00

4 11010000 000 0.00 0.00

& 1010000 000 000 0.00

& [011000 0.0 oo 0.0

7 1011300 Bank 1 0.00 00 0.00

& "011300 113100 Citibank Account -184670518.03 -162699723 35 21670734 68 13,3-

5 M011300 113101 Citibank - checks payable -TT385396.65 -TT385398 65 0.00 0.0

10 1011300 Total Bank 1 262055916 63 -240385122 00 -21670794 68 9.0-

11 011000 Total Cash 262055315 68 240385122 00 -21670794 68 9.0-

12 11013000 Accounts Receivable 1

13 11013200 Trada Receaables- Short Term 000 oo 000

14 f013200 140000 Trade Receivables - domestic 10811058.03 1084311503 -32057.00 0.3

15 (1013200 Total Trade Recenables - Short Term 10811058 03 1084311503 32057 00 0.3

15 1013300 Less - Allowance For Doubt. Debts 0.00 0.00 0.00

17 [1013300 080000 General Doubthsl Debt Provision - lump sum -1274890.33 -1274890.39 0.00 0.0

18 11013300 Total - Allowance for Doubt Debts -12748%0.39 -1274890.39 0.00 0.0

13 "1013000 Totad Accounts Receivable 536167 64 9568224 B4 -32057.00 0.3-

20 1015000 Imventory 0.00 0.00 0.00

211015100 Raw Matenals

22 015100 300000 brventory - Raw Material 1 1950056403 48 -1950034072 80 -22330.68 0.0

23 M015100 Total Raw Materials -1350056403.48 -1950034072 50 -22330.68 0.0

24 M052000  Work In Process 1

25 1052000 TH0000 Wedk in process mventary G248058 64 9313405 84 65347 20 0.7

26 1052000 Total Work In Process 9248058 64 931340584 65347 20 0.7

27 M053000 Finished Goods 0 0.00

28 M053000 310000 Iventory - DEM products -BASTOS438.61 -345321939.11 59616500.50 5.3

29 1053000 TH2000 Finished goods imventory -3614015814.87 -3614808576 .87 T92762.00 0.0

30 1053000 Teeal Finighed Goads 4495721253 48 4560130515 98 60405262 50 1.3

31 11056000 Packing Materals 0.00 0.00 0.00 -

Shest! o

The other way you can choose is that Halocore determines the best match and classifies and
protects the information transparent to the user. The following configuration shows the
different options — an activated Policy Selection UI and an Own Use Decision option:

Display View "Halocore Client Parameters (RMS Integration)”: Details

7 &3 =

Halocore Client Parameters (RMS Integration)

WIRMS is Active
~f Polic

T UL
9

AD Explosion Depth
Documentation URL
License Expiration

"Own Use" Desc.

Cso i
hitp://www.secude.com/solutions/halocore/for-sap-netweaver/addonlink/
10
/SECUDESD/POLDESC_OWN_USE
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If you change this option, you can provide a completely transparent process to the user.
Another example is to classify and protect the information based on personal information or
on a specific field of work, such as Human Resources. In this example, we will protect
information that is identified as PII from the Flexible Employee Data:

[ Program Edit Goto System Help

V] KE 000 & L] @%
Flexible Employee Data
@ mEE

Further selections = Search helps = Sort order = Org. structure
Key date

= Today
Other keydate

T T
£ =

Selection

Personnel Number ™
Personnel area 3000 =

Additional data

= Field selection (active)
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You can see that there is information such as birthday and other details in this example, so
we will protect this typical HR information with a specific rights policy template:

Flexible Employee Data
FEZETY @I @ BxaOdBTrhh B E G

Flexible Employee Data

Key date: 01.03.2016

Last Name First Name Personnel Number Date of Birth Entry Date Nationality Number of Chidren Total basic pay Crcy  Wage Type|
[Zubke ]Carsten 00010870 25.01.1970 01.01.2002  American 0 1.250,00 USD
Fredericks Frank 00010960 12.10.1960 01.06.1999  American 0 2.250,00 UsSD
Henning  Anne 00010961 11.02.1960 01.06.1999  American 0 1.750,00 USD
Jensen Steve 00010962 10.03.1960 01.06.1999  American Li] 1.750,00 USD
Kyne Kevin 00010963 13.03.1960 01.06.1999  American 0 1.750,00 USD
Blackton Barbara 00010964 10.05.1960 01.06.1999  American 0 1.750,00 USD
Francis MNancy 00010965 15.05.1960 01.06.1999  American 0 1.500,00 USD
Anderson  Andrew 00010966 11.01.1960 01.06.1999 American [i] 1.500,00 'USD
Obright  Ellen 00010967 10.07.1960 01.06.1999  American 0 1.500,00 USD
Parker Alan 00010968 22.02.1960 01.06.1999  American [i] 1.250,00 USD
Tendy Jessica 00010969 19.02.1960 01.06.1999  American 0 1.750,00 UsSD
Peter Russel 00080012 01.03.1969 01.01.2006  American 0 2.000,00 USD
Porter Susan 00080014 01.03.1969 01.01.2006  American 0 3.000,00 USD
Jones Bobby 00080090 08.09.1960 11.10.2004 1] 1.750,00 USD
Jones Robert 00080091 09.11.1964 11.10.2004 0 2.500,00 USD
Stark Allison 00080200 14.09.1974  25.03.2002 0 2.500,00 USD
Jones Gary 00080201 14.02.1964 16.08.2003 0 2.000,00 USD
Reynolds  Andrea 00080202 14.02.1974  04.06.2002 L] 1.250,00 USD
SAP4 #» | HTE (1)
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You will receive the following results that the correct classification and RMS template will
be applied — the HUMAN RESOURCES CONFIDENTIAL template is applied:

0| IDAM DEMO ENVIRONMENT - HUMAN RESOURCES CONFIDENT! idam Demo Environment - Human Resources Confidential View Permission... | |
Al - ft Last Name
A B _ c ! D E ___F | G H L
Last Name |F|rst Name Personnel Number  |Date of Bith Entry Date Nationality Mumber of |Total basic pay |Currency

1 Children

2 |Zubke Carsten 110870 1/25/1970 1/1/2002 American 0 1250.00 USD
3 Fredericks Frank "10960 10/12/1960 6/1/1999 American 0 2250.00 USD
4 |Henning Anne 10961 2/11/1960 6/1/1999 American 0 1750.00 USD
5 \Jensen Steve "10962 3110/1960 6/1/1999 American 0 1750.00 USD
6 Kyne Kevin "10963 3113/1960 6/1/1999 American 0 1750.00 USD
7 Blackton Barbara "10964 5/10/1960 6/1/1999 American 0 1750.00 USD
§ Francis Mancy "10965 5/15/1960 6/1/1999 American 0 1500.00 USD
9 |Anderson Andrew "10966 1/11/1960 6/1/1999 American 0 1500.00 USD
10 | Olbright Ellen "10967 7/10/1960 6/1/1999 American 0 1500.00 USD
11 |Parker Alan "10968 2/22/1960 6/1/1999 American 0 1250.00 USD
12 Tendy Jessica 10969 9/19/1960 6/1/1999 American 0 1750.00 USD
13 Peter Russel B0012 3/1/1969 1/1/2006 American 0 2000.00 USD
14 Porter Susan 50014 3/1/1969 1/1/2006 American 0 3000.00 USD
15 Jones Bobby 80090 9/8/1960 10/11/2004 0 1750.00 USD
16 Jones Robert 80091 11/9/1964 10/11/2004 0 2500.00 USD
7 Stark Allison 'B0200 9/14/1974 3/25/2002 0 2500.00 USD
18 Jones Gary "B0201 214/1964 8/16/2003 0 2000.00 USD
19 Reynolds Andrea "B0202 211411974 6/4/2002 0 1250.00 USD
20 Ras Angela '80203 3/25/1980 11/28/2004 0 2250.00 USD
21 Jones Stephanie 80204 5/23/1970 2/12/2005 0 2250.00 USD
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With the Halocore solution, you are also able to simulate the different policies to identify
the best match criteria before they get productive. The following screenshot shows such a
simulation and shows the deep integration:

Domain
ENG
ENG
ENG
ENG
FIN
FIN
FIN
FIN
GP
GP
GP
GP
HCM
HCM
HCM
HCM
LOG
LOG
LOG
LOG
5LS
SLS
5LS
SLS

Simulate Policy Derivation

b A

Sensitivity
CONF
INTERNAL
PUBLIC
SECRET
CONF
INTERNAL
PUBLIC
SECRET
CONF
INTERNAL
PUBLIC
SECRET
CONF
INTERNAL
PUBLIC
SECRET
CONF
INTERNAL
PUBLIC
SECRET
CONF
INTERNAL
PUBLIC
SECRET

) I '

& L[5 LB (|2 |

Policy
Confidential - View-Only

Confidential - View-Only
Confidential - View-Only
Confidential

Confidential - View-Only
Confidential - View-Only
Confidential - View-Only
Confidential

Confidential - View-Only
Confidential - View-Only
Confidential - View-Only
Confidential

Confidential - Human Resources
Confidential - Hurman Resources
Confidential - Human Resources
Confidential - Hurman Resources
Confidential - View-Only
Confidential - View-0Only
Confidential - View-Only
Confidential

Confidential - View-Only
Confidential - View-Only
Confidential - View-Only
Confidential

040

With this short introduction into SAP, you have seen that the RMS integration to different
systems is really not like in the past. RMS brings more and more advantages to a company

with a broad support of different solutions to protect sensitive information in an

organization. Next, we will discuss the configuration of a Bring Your Own Key (BYOK)

scenario.
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Configuring a BYOK scenario

For the configuration of the BYOK scenario for Azure RMS, we will use the following
reference, where you will find a detailed configuration guide. With this reference, you will
be able to configure this scenario:

e Whitepaper: BYOK with Azure Rights Management (http://bit.1ly/28YViF1)

Summary

Now that you have worked through this chapter, you will be able to configure a flexible
information protection solution with on premises and online services. You will be able to
provide security for several use cases in the main services of your environment.
Furthermore, you received the needed information to configure Azure RMS logging, and a
preview of the new Azure Information Protection functionality.

In the next chapters, we will provide further information that you need to know for
complex and multi-forest environments to build suitable identity and access management
solutions.
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Choosing the Right Technology,
Methods, and Future Trends

In the final destination of our journey, we will discuss additional information that will help
you to manage several cloud scenarios and support new initiatives to bring you back to
your daily business. We will jump into some upcoming features and innovations of
Microsoft. Finally, we will provide you with some extra information about the upcoming
features of Microsoft Identity Manager (MIM) 2016 and Windows Server 2016 to be
prepared in the on-premises environment for suitable hybrid cloud usage:

e MIM 2016 improvements include:
¢ Synchronization Engine merger

e REST API support
e Privileged Access Management (PAM) improvements
e MIM and Exchange online integration
e MIM compatibility updates
¢ Advanced Conditional Access Helper
e Conditional Access Client scenarios — Mail access
¢ Conditional Access Client scenarios — SharePoint access

Let's dive into the different functions available. First, we will start with MIM. Obviously,
there are more functions that we could describe in the Windows Server 2016. If you need
more Windows Server 2016 knowledge, we recommend the book Mastering Windows Server
2016, by Jordan Krause, Packt Publisihing. You can find more information on this at
http://bit.ly/2614KkAS.


http://bit.ly/2614kA8

Choosing the Right Technology, Methods, and Future Trends

MIM 2016 future improvements

We have already discussed the role and importance of MIM 2016 in the On-Premise IAM
landscape. As you already know, there are two synchronization engines in place at the
moment — the Azure Active Directory (AAD) Connect and the MIM 2016 synchronization
engine.

Synchronization engine merger

One of the main strategies of Microsoft is to combine these two engines into one for better
usability and the fulfillment of all requirements with one engine. Microsoft actually
recommends using AAD Connect for synchronization with Azure AD and MIM 2016 to
synchronize with all the On-premise directories and repositories. The first steps of
consolidation are already done for building the identity bridge, as you can see with all the
rich functionality of Azure AD Connect. The consolidation process is still in progress.

Azure Active
DirSync Directory Connect

Azure Active :
Directory Sync Sync engine

FIM+Azure Active
Directory Connector
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REST API support

Another planned strategy is to provide a complete REST API for the MIM Service. You will
find a partial implementation with the MIM PAM portal that is based on a REST API
already in place. In the meantime, you will have already had the chance to work with the
Lithnet FIM/MIM Service REST API implementation, which provides you with a wrapper
for the FIM/MIM Service SOAP/WCF endpoint. This gives you a perfect opportunity for
CRUD operations via a series of standard HTTP calls. The API uses JSON-formatted data
for a broad range of compatibility.

You can find the project on github.com under the following shortcut:
http://bit.ly/1PsgEjp.

To give you an idea, we will provide you with a short example done in our development
environments. In this example, we want to better retrieve a resource from the MIM Service,
and this implementation provides us with the following request capabilities:

Method | URL
GET /v1/resources/{id}
GET /v1/resources/{objectType}/{anchorAttributeName}/{anchorAttributeValue}

You can use the following URL parameters for your request:

Parameter name Description
{id} The object ID of the resource
{objectType} The type of object to query

{anchorAttributeName} | The name of the attribute that can be used to find this resource by its
unique anchor value

{anchorAttributeValue} | The value of the anchor attribute that uniquely identifies this
resource

You can find the complete reference at http://bit.1ly/237WpPE.
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The example output of the request with GET /v1/resources/{id} withan HTTP/1.1
200 OK response looks like the following:

{

"ObjectType": "Person",

"ObjectID": "62f62491-c255-442a-aeed-481a46313725",
"ObjectSID": "ADUADAFACCUVABBACYKkaG46nJrWb04iFacCBB==",
"CreatedTime": "2015-06-02T09:13:57.037",

"Creator": "fa68cafa-4fal-38c1-7690-ace7745d3497",
"DomainConfiguration": "1aff46f4-5511-452d-bcbd-7c7£35a0dell",
"Manager": "34d32151-a223-233c-bba4-441c36204326",
"AccountName": "jnickel",

"DisplayName": "Jochen Nickel",

"Domain": "AZIDMIMO1",

"Email": "Jochen.nickel@azureid.ch",

"FirstName": "Jochen",

"JobTitle": "Architect",

"LastName": "Nickel",

"MVObjectID": "{A86B659F-062F-E611-80DD-00155D00C83D}",
"jobTitles": [

"Manager",

"Chairman"

1,
}

These capabilities are helpful. You can also create mobile applications for MIM with
Microsoft PowerApps and Microsoft Flow. Peter Stapf, an MVP (Identity and Access), provides
a straightforward example on his blog, where he shows the creation of such an app.

We don't need to reinvent the wheel, so we will use the following screenshot from his blog
to give you an idea of these powerful tools:
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= PowerApps e - O

Action View Text box ® ?2 » 9 2. Peter Stapf

File Home Insert Design Content

(j) Bodyl Text p Tooltip @ Data sources E Media Collections

Text v = f\‘ Type v

Text box X
TextGallerySample 1T+

TexGaberySampie 11+

Content (2
_ModifySetByGroup r;/ £ custom
rsecurity ™ T
l Type v
DisplayName A

Source: htLp 2 //bit. ly/lroipbg

You can find the full blog post at
http://bit.ly/lroipbg.

To give you a fast ramp up with such powerful tools, we have provided the following links:

e Lithnet FIM/MIM Synchronization Service PowerShell Module,
http://bit.ly/1UxTWYy

e Certificate Management Monitoring CMMonitor for MIM/FIM,
http://bit.ly/240YRAac

e Lithnet FIM/MIM Service .NET Client Library, http://bit.ly/1VxpMic
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PAM improvements

Another area where Microsoft is working very hard is on the improvement of PAM for
administration across forests. There are two principal concepts:

e The focus on user access management and not on the credentials

e The extraction and isolation of administrative user accounts from existing AD
forests

In the following diagram you can see the current idea and architecture of MIM/PAM:

Privileged access management

Microsoft Identity Manager
Configured for PAM

Existing trust
: Resource

Dormain: CORP
Candidate: Jen

Existing FIM Trust for admin ace
Existing AD
forests

WS 2003 or later

Group "Resource Admins”

Source: Microsoft

The main improvement for the future in this area is the usage of the Windows Server 2016
Active Directory functionality. So, for example, a user's Kerberos ticket will be time-limited
to the remaining time of their role activation. In other news, the MIM Portal will be
supported for additional browser access; until now, only Internet Explorer was the
supported browser.
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Practical Note

To install Windows Server 2016 at functional level you can use the
following command:

Install-ADDSForest —-DomainMode 7 —-ForestMode 7 -
DomainName azureid.ch -DomainNetbiosName azureid -Force -
NoDnsOnNetwork

Privileged Forest

Install-ADDSForest -DomainMode 7 -ForestMode 7 -
DomainName priv.azureid.ch

—-DomainNetbiosName priv -Force —-CreateDNSDelegation -
DNSDelegationCredential $ca

The following commands can be used to configure the PAM feature in Windows Server
2016:

$of = get-ADOptionalFeature -filter "name -eq 'PAM feature'"
Enable-ADOptionalFeature $of —-scope ForestOrConfigurationSet -target
"priv.azureid.ch"

Another helpful command we want to introduce to you is security-focused to harden the
security of a PAM deployment. During the installation of a PAM deployment you create an
authentication policy. By default, this policy is enabled and you can activate and check it
with the following commands:

Set-PAMAuthenticationRestriction -Domain "Priv" -Credentials (Get-
Credentials) -EnforcePolicy $true
Get-PAMAuthenticationRestriction

MIM and Exchange Online integration

Until now we always worked with local exchange servers to send approvals and
notifications. With this new functionality you can send and receive e-mail messages using
Office 365 Exchange Online.
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You will be able to configure this new functionality through the traditional setup or
configuration routine:

Configure Common Services ¢

Configure mail server connection

Enter the mail server location.

Mail Server: Iouﬂook.ofﬁce365.com|

Use SSL
Mail Server is Exchange Server 2007 or Exchange Server 2010
[_|Enable polling for Exchange Server 2007 or Exchange Server 2010

MIM compatibility updates

We always get many questions about new version support. Here you can find a small list of
the compatibility updates that arrive with the GA of the new update of MIM 2016:

e MIM Sync and MIM Service using SQL Server 2016 on Windows Server 2012 R2
to hold its database

MIM Sync and MIM Service communicating with Exchange Server 2016 on
Windows Server 2012 R2

MIM Portal installed with SharePoint Server 2016 on Windows Server 2012 R2
MIM add-ins and extensions installed with Outlook 2016 on Windows 10

Multiple browser support to address the following issues:
e Browsers that did not support the JavaScript windowing functions
were unable to view or edit resources in the MIM Portal

e Browsers on mobile devices were unable to view the MIM Portal

You can find the actual supported configuration of MIM 2016 at
http://bit.ly/1VXWnc5.
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Advanced Conditional Access Helper

We wrote a lot of practical tips in previous chapters, but we missed some helper tables that
can provide you with packed information regarding which scenarios work with each other.

SAAS S CLOUD APPLICATIONS

User attributes Devices ' ﬂ
g User identity Is Domain Joined

Group memberships Is Compliant

Authentication Strength  Platform type w
Lost or Stalen
B 5 E .
T E ) ’

USER Azure Active Directory —
Application Proxy ON-PREMISE APPLICATIONS
&

D v _
b . “'E‘ . E

Azure Active Directory

Application Proxy E

Application Other
Chent type(tative apps, web apps) Risk Profile futwre) EMC HANGE SERVER

The four main focus area conditional access in the case of knowing it's the right user are:

¢ Providing and requiring stronger authentication with Azure MFA in the cloud
and On-premise

e Proof of the user's location to increase trust, for example, with the definition of
trusted networks

¢ A combination of the authentication method and the location to provide security
with usability
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e Access Control based on the risk

There is always a combination of the knowledge of the user and the managing and
protecting of data on devices. The following diagram shows the main management tools of
this area in a solution architecture:

HYBRID DEVICE AND APPLICATION MANAGEMENT MOBILE DEVICE & APP MANAGEMENT

PUBLIC CLOUD
MICROSOFT INTUNE

WINDOWS RT
WINDOWS PHONE
10S DEVICES
ANDROID DEVICES

DEVICE & APP MANAGEMENT

Slali

DEVICE & APP MANAGEMENT

SYSTEM &
DEVICE SINGLE ADMINISTRATIVE ON-PREMISE / PRIVATE CLOUD . =
MANAGER CONSOLE TR QTR . =]
CONFIGURATION MANAGER . =] WINDOWS BCS

WINDOWS TO GO
WINDOWS EMBEDDED
MAC OS X
WINDOWS SERVER

LINUX SERVER

DEVICE & APP MANAGEMENT

1

The following main principals are relevant in a Conditional Access context:

e The compliance status against Microsoft Intune and SCCM policies

e Reflected status about the knowledge of the device AD joined or Azure AD
joined
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¢ Managed applications compliant with policies
e Usage location of the device, such as VPN, DirectAccess, or a trusted network

To be sure, we need to conduct a short overview of the several configuration points for
conditional access. There are three main technologies in the game:

¢ Exchange Online Conditional Access

The usage of this method is only relevant for Active Sync access against
Exchange Online

e Intune and Azure AD Conditional Access

This option is relevant for ADAL- enabled Office clients with access to
Exchange and SharePoint Online. Web browsers are not covered with
this method and there is a need for Intune or/and Office 365 Mobile
Device Management and Azure Device Registration as well.

multi-factor authentication and location based access rules

EMABLE ACCESS RULES OFF

APPLYTO PNV SN GROUPS

O Except

® Require multi-factor authentication
RULES
@] Require multi-factor authentication when not at work

O Block access when not at work

Click here to define/edit your work network location

[646]



Choosing the Right Technology, Methods, and Future Trends

You can find more information about ADAL at http://bit.ly/1S4xdBL.

e AD FS Conditional Access

This option uses the three main functions of AD FS to provide
Conditional Access

¢ ADFS authentication rules — typically On-premise MFA is required; provides
flexible authentication rules:
e Windows 2016 Device Authentication as a primary method
e Windows 2016 Microsoft Passport Authentication

Edit Authentication Methods *

Primary  Multifactor

Select authertication methods. By selecting more than one authentication method, you enable
users to have a choice of what method to authenticate with at sign in.

If Integrated Windows authentication method is specified, it appears as the default
authentication method on browsers that support Integrated Windows authentication.

Learn more about Azure MFA {Multi-Factor Authentication).

Exranet

Forms Authertication

[ Certfficate Authertication

[] Device Authentication

Microsoft Passport Authertication

Intranet

Forms Authertication

Windows Authentication

[[] Certificate Authentication

[] Device Authertication

Microsoft Passport Authentication

o Azure MF A authentication methods will not be available until an Azure Active
Directory tenant is configured. Learn More
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e AD FS authorization rules — required for flexible security policies; practically,
many claims rules are needed

Windows Server 2016 provides access control policies

Access Control Policies

Built-in Parameters
Permit everyone Mot in use
Pemit everyone and require MFA fes Mo Mat in use
Pemit everyone and require MFA, allow automatic device registration  Yes Mo Mat in use
Permit everyone and require MFA from unauthenticated devices fes Mo Mat in use
Permit evernyone for intranet access fes Mo Mot in use
Pemit specific group fes Yes Mat in use
Pemit everyone and require MFA for specific group fes Yes Mat in use
Permit everyone and require MFA from extranet access fes Mo Mot in use

e AD FS transformation rules — with this, rule claims are sent to Azure AD after the
AuthN and AuthZ

e Now that we have gone over the basic information we need to take a look into
several client scenarios; we will focus on e-mail and SharePoint access because
they represent the most relevant cases

Conditional Access Client scenarios — mail
access

The following client scenarios describe the available conditional access capabilities for the
mail access.

Client scenario Outlook 2010 on domain joined
computer

This scenario provides the following options:

¢ Exchange Online Conditional Access — working functionality
¢ Intune and Azure AD Conditional Access — no option

e ADFS AuthN (MFA Trigger) — no option

o ADFS AuthZ — working with groups and the User Agent string
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Client scenario Outlook 2013 on domain joined
computer

This scenario provides the following options:

¢ Exchange Online Conditional Access — working functionality

e Intune and Azure AD Conditional Access — no option (non-ADAL)

e ADFS AuthN (MFA Trigger) — working with groups and the User Agent string
e ADFS AuthZ — working with groups, User Agent string and DRS managed

Client scenario Outlook 2013/16 on domain joined
computer with Windows 7/8.1

This scenario provides the following options:

¢ Exchange Online Conditional Access — not working
¢ Intune and Azure AD Conditional Access — working, also with Intune ADAL

o ADFS AuthN (MFA Trigger) — working with groups, User Agent string and DRS
managed
e ADFS AuthZ — working with groups, User Agent string and DRS managed

Client scenario Outlook 2013/16 on domain joined
computer with Windows 10

This scenario provides the following options:

¢ Exchange Online Conditional Access — not working
¢ Intune and Azure AD Conditional Access — working scenario

o ADFS AuthN (MFA Trigger) — working with groups, User Agent string and DRS
managed
e ADFS AuthZ — working with groups, User Agent string and DRS managed

[649]



Choosing the Right Technology, Methods, and Future Trends

Client scenario iOS and Android ActiveSync Mail
Clients

This scenario provides the following options:

¢ Exchange Online Conditional Access — working functionality

Intune and Azure AD Conditional Access — working for Active Sync

Mobile Application Management — not working
ADFS AuthN (MFA Trigger) — no options
ADFS AuthZ — working with groups, User Agent string

Client scenario Outlook for iOS and Android

This scenario provides the following options:

¢ Exchange Online Conditional Access — not working

Intune and Azure AD Conditional Access — working (ADAL)

Mobile Application Management — working with or without MDM
ADEFS AuthN (MFA Trigger) — working with groups, User Agent string
ADEFS AuthZ — working with groups, User Agent string

Client scenario OWA for iOS and Android

This scenario provides the following options:

¢ Exchange Online Conditional Access — not working

Intune and Azure AD Conditional Access — working (ADAL)

Mobile Application Management — no option

ADFS AuthN (MFA Trigger) — working with groups, User Agent string
ADFS AuthZ — working with groups, User Agent string
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Client scenario Outlook WP8.1

This scenario provides the following options:

¢ Exchange Online Conditional Access — working functionality

Intune and Azure AD Conditional Access — working with Active Sync

Mobile Application Management — no option
ADFS AuthN (MFA Trigger) — working with groups, User Agent string
ADFS AuthZ — working with groups, User Agent string

Client scenario Outlook 2016 Mac OS X

This scenario provides the following options:

¢ Exchange Online Conditional Access — not working

Intune and Azure AD Conditional Access — working with ADAL
Mobile Application Management — no option

ADFS AuthN (MFA Trigger) — Azure MFA and User Agent string
ADEFS AuthZ — working with groups, User Agent string

Conditional Access Client scenarios — SharePoint
access

The following client scenarios describe the available conditional access capabilities for
SharePoint access.

Client scenario Browser from domain joined PC Windows 7/8.1

This scenario provides the following options:

¢ Intune and Azure AD Conditional Access — future planning

¢ Mobile Application Management — no option

e ADFS AuthN (MFA Trigger) — Azure MFA, User Agent string, DRS (isManaged)
o ADFS AuthZ — User Agent string — DRS (isManaged), group
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Client scenario Browser from domain joined PC Windows 10

This scenario provides the following options:

e Intune and Azure AD Conditional Access — future planning
e Mobile Application Management — no option
e ADFS AuthN (MFA Trigger) — Azure MFA, User Agent string, DRS

(isRegisteredUser)

o ADFS AuthZ — User Agent string, DRS (1sRegisteredUser), group

Client scenario Browser from Mac OS

This scenario provides the following options:

¢ Intune and Azure AD Conditional Access — no option

¢ Mobile Application Management — no option

e ADFS AuthN (MFA Trigger) — Azure MFA and User Agent string
o ADFS AuthZ — User Agent string and group

Client scenario OD4B Client from domain joined PC Windows 7/8.1

This scenario provides the following options:

¢ Intune and Azure AD Conditional Access — working functionality

e Mobile Application Management — no option

e ADFS AuthN (MFA Trigger) — Azure MFA, User Agent string, DRS (isManaged)
o ADFS AuthZ — Azure MFA, User Agent string, DRS (i sManaged), group

Client scenario OD4B Client from domain joined PC Windows 10

This scenario provides the following options:

¢ Intune and Azure AD Conditional Access — working functionality
¢ Mobile Application Management — no option
e ADFS AuthN (MFA Trigger) — Azure MFA and User Agent string, DRS

(isRegisteredUser)
e ADFS AuthZ — Azure MFA and User Agent string, DRS (isRegisteredUser),
group
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Client scenario non-ADAL OD4B client

This scenario provides the following options:

e Intune and Azure AD Conditional Access — not working (non-ADAL)
e Mobile Application Management — no option

e ADFS AuthN (MFA Trigger) — no option

o ADFS AuthZ — UserAgent string, group

Client scenario OD4B Client from mobile devices

This scenario provides the following options:

¢ Intune and Azure AD Conditional Access — working functionality
¢ Mobile Application Management — working for iOS and Android
o ADFS AuthN (MFA Trigger) — Azure MFA, UserAgent string

o ADFS AuthZ — UserAgent string

Working through this section should help you to design the Conditional Access scenarios
for Exchange and SharePoint access with different client scenarios.

Summary

After working through this final chapter you should now be able to create modern IAM
architectures with future improvements and have knowledge of the upcoming features of
MIM and Windows Server 2016. In this chapter, we focused on the different client scenarios,
because in every project we answer the same questions about the different capabilities —
perhaps you are in the same situation. During the different chapters, we always described
the different Windows Server 2016 capabilities for designing and implementing the new
features of this server product. With this knowledge you should be well prepared and able
to take the right decisions. We want to thank you for choosing this book and hope that you
take some relevant and important knowledge out of these chapters. We wish you happiness
and success when working with your hybrid IAM solutions with Microsoft Azure. We will
follow up on these topics on www.inovit.ch and blog.idam.ch.
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