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Preface 

There are many invaluable books available on data mining theory and applications. 
However, in compiling a volume titled “DATA MINING: Foundations and Intelligent 
Paradigms: Volume 3: Medical, Health, Social, Biological and other Applications” we 
wish to introduce some of the latest developments to a broad audience of both 
specialists and non-specialists in this field. 

The term ‘data mining’ was introduced in the 1990’s to describe an emerging field 
based on classical statistics, artificial intelligence and machine learning. By combining 
techniques from these areas, and developing new ones researchers are able to 
innovatively analyze large datasets productively. Patterns found in these datasets are 
subsequently analyzed with a view to acquiring new knowledge.  These techniques 
have been applied in a broad range of medical, health, social and biological areas. 

In compiling this volume we have sought to present innovative research from 
prestigious contributors in the field of data mining. Each chapter is self-contained and 
is described briefly in Chapter 1. 

This book will prove valuable to theoreticians as well as application 
scientists/engineers in the area of Data Mining. Postgraduate students will also find 
this a useful sourcebook since it shows the direction of current research. 

We have been fortunate in attracting top class researchers as contributors and wish 
to offer our thanks for their support in this project. We also acknowledge the expertise 
and time of the reviewers. Finally, we also wish to thank Springer for their support. 

 
 

Dr. Dawn E. Holmes  Dr. Lakhmi C. Jain 
University of California  University of South Australia 
Santa Barbara, USA  Adelaide, Australia 
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1 Introduction

The human body is composed of eleven sub-systems. These include the: respiratory,
digestive, muscular, immune, circulatory, digestive, skeletal, endocrine, urinary, integu-
mentary and reproductive systems [1]. Science shows how complex systems interop-
erate and have even mapped the human genome. This knowledge resulted through the
exploitation of significant volumes of empirical data. The size of medical databases
are many orders of magnitude those of text and transactional repositories. Acquisition,
storage and exploitation of this data requires a disparate approach due to the modes and
methods of representing what is being captured. This is significantly important in the
medical field. As we transition from paper or film capture across to digital repositories,
the challenges grow exponentially. The technological challenges compel the industry to
undergo a paradigm shift that has resulted from the volume and bandwidth demanded
of radiological imaging. Again, society is demanding instant access and analysis of di-
agnostic equipment to enable timely management of medical conditions or treatment.
Such treatment also requires access to patient records, regardless of their source or
location. This book examines recent developments in Medical, Health, Social and Bio-
logical applications.

More healthcare related data is being collected than ever before; for example, med-
ication records for individual patients, epidemic statistics for public health specialists,
data on new surgical techniques and drug interactions. Data mining techniques, such
as clustering, k-means and neural networks, now hold a key role in knowledge dis-
covery from medical data. Using prediction and classification techniques has enabled
researchers to investigate the success of surgical procedures and the efficacy of medi-
cation. Much useful work has already been accomplished in the field of medical data

D.E. Holmes, L.C. Jain (Eds.): Data Mining: Found. & Intell. Paradigms, ISRL 25, pp. 1–7.
springerlink.com c© Springer-Verlag Berlin Heidelberg 2011
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mining; for example, heart attack prediction using neural network technology and clas-
sification of breast tumors. Mining EEG and EKG images is also a growth area. As
well as technical issues, ethical, social and legal questions, such as data ownership and
confidentiality arise from this area of research, making it truly interdisciplinary. The
development of clinical databases has led to the burgeoning field of healthcare data
mining, which we now explore.

2 Medical Influences

Science and technology has stimulated medicine to evolve diagnostic and treatment
regimes. Information technology has enabled humanity to capture and store virtually
every aspect of its existing and influence on life. Photography demonstrated the ef-
fectiveness of capture and storage in diagnosing or recording changes in our bodies.
This method of diagnosis provides snapshots and enables comparative analysis. Medical
practitioners have embraced this concept by embracing equipment with digital capture.
The transition from paper to screen has forced the data mining community to adapt text
based paradigms to data mining and data fusion technology in order to extract mean-
ingful knowledge form diagnostic images and complex data structures [2].

3 Health Influences

eHealth has emerged as a significant benefit to society, allowing doctors to monitor,
diagnose and treat medical condition more effectively than ever before. There are ob-
vious benefits to hospitals and cost significant savings that flow on to patients. Medical
information has unique characteristics, with significant duplicity and redundancy [3,4].
It is plagued by multi-attribution, incomplete information and time sensitive data which
influences diagnostic techniques. Significant research continues to evolve methodology
to expose viable and verifiable knowledge about specific conditions. Obviously the in-
tent is to isolate each condition for individuals patients and concentrate on creating a
healthy and productive society.

4 Social Influences

Data mining has influenced preventative health regimes by enabling improved coordina-
tion of immunisation, pandemic control and public or social policy. Technology enables
improved access to societal data with respect to public health trends, attitudes and per-
ception. The community can monitor and engage in effective public health campaigns
or treatment. The recent swine flu pandemic is a prime example.

4.1 Information Discovery

In the field of Information Discovery, a family of automated techniques are used to
sift through volume of data available in order to find knowledge. These nuggets can be
deployed directly by applications to help focus a more appropriate outcome. Examples
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include: recommendations provided online by bookstores or even the ranking results
provided from a search engines [5]. Other techniques are used to support management.
These techniques focus on the use of analysis. Here industry could identify high-value
customers or even detect credit-card fraud [6]. Governments also use data mining to
identify suspicious individuals1. The reliance on discovery is increasing and ongoing
research continues. We provide an example of current research in the chapter on ‘Data
Mining for Information Literacy’.

4.2 On-Line Communities

The use of Social Networking has become unbiquitous around the world. The ability
to access friends and colleagues on-line has become mandatory for many people to be
accepted into any perr group or social relationship. Facebook, Twitter, Forums and the
Web provide connectivity to virtual communities regardless of the geographical disper-
sion of the participants. We are no longer tethered to the desktop and the use of mobile
devices is enabling the real-time engagement in many activities previously restricted to
the situation, circumstance or even physical presence. Data mining is increasingly used
by the providers of these tools, in particular, the analysis of egocentric graphs of Internet
forum users, may help in understanding social role attribution between users. An exam-
ple is the Web 2.02. This topic is discussed further in the chapter on ‘Analysis and mining
of online communities of Internet forum users’. Examples discussed include both push
and pull architectures, bulletin boards, social data, various API! (API!) and even AJAX.

5 Biological Influences

The have been a number of significant projects where data mining has influenced the bi-
ological field of research. The Human Genome Project was jointly founded in 1990 by
the U.S. Department of Energy and the U.S. National Institutes of Health. The Genome
project was completed in 2003 [7]3. A whole suite of genome projects and tools con-
tinue to evolve. Specialist Data Mining techniques are required to classify, cluster, view
and analyse biological data [8,9]. The complexity of relationships between genomes and
phenotypes make this data highly-dimensional which is typically resolved based on a
series of assumption which are repeatedly tested using inference. We provide several
chapters on Biological Networks and Genome Expressions.

5.1 Biological Networks

Metabolic networks are composed of different entities which are enzymes, compounds
and reactions. The degree of similarity between pairs of entities of two networks is,
usually, a good indicator of the similarity between the networks [10,?]. The algorithm
considers both the pairwise similarities of entities (homology) and the organization of
networks (topology) for the final alignment. In order to account for topological simi-
larity, this section describes the notion of neighborhood for each compatibility class.

1 See http://www.wired.com/threatlevel/2009/09/fbi-nsac/
2 See http://radar.oreilly.com/archives/2006/12/web20\compact.html
3 See http://www.ornl.gov/sci/techresources/Human_Genome/home.shtml
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After that, the method creates support matrices which allow the use of neighborhood
information [12]. Both the pairwise similarities of entities and the organization of these
entities together with their interactions provide us great information about the functional
correspondence and evolutionary similarity of metabolic networks. Hence, an accurate
alignment strategy needs to combine these factors cautiously. In this subsection, we
describe a strategy to achieve this combination.

5.2 Estimations in Gene Expression

Biology and bioinformatics problems can be formulated as optimization problems ei-
ther single or multi-objective [13,14]. Heuristic search techniques are required, hop-
wever; Population-based search algorithms are being used to improve performance by
finding the global optimum. Unlike classical optimization methods, population based
optimization methods do not limit their exploration to a small region of the solution
space and are able to explore a vast search space. In this book we provide a chapter,
titled ‘Estimation of Distribution Algorithms in Gene Expression Data Analysis’ that
discusses the a class of evolutionary optimization algorithms with different probabilis-
tic model building methods used in order to explore the search space. Other techniques
include: variance, mixture-model and bayesian missing value estimation models. Next
we outline other chapters in the book.

6 Chapters Included in the Book

This book includes fifteen chapters. Each chapter is self-contained and is briefly de-
scribed below. Chapter 1 by Holmes et al. provides an introduction to data mining and
presents an overview of each successive chapters in this book.

Chapter 2 by Giulia Bruno and Paolo Garza explores temporal data mining in the
medical context. In this paper the most popular temporal data mining algorithms are
presented and an overview of their applications in different medical domains is given.

Chapter 3 by Min Song and Prat Tanapaisankit tackles extracting key-phrases from
full-text documents using a novel unsupervised key phrase extraction system, called
BioKeySpotter.

Chapter 4 by Ian Duncan presents his work on mining health claims data for assess-
ing patient risk. A review of the likelihood of individuals of experiencing higher health
resource utilization (either because of the use of more services, or more expensive ser-
vices, or both) than other similarly-situated individuals is presented.

In Chapter 5 Ferhat Ay, Gunhan Gulsoy, and Tamer Kahveci discuss metabolic net-
works, an important type of biological network. Two algorithms and the results of their
application are presented. The Further Reading section of this paper provides an invalu-
able resource for advanced study.

Chapter 6 by Elham Salehi, Robin Gras discusses the Estimation of Distribution
Algorithm (EDA), a relatively new optimization method in the field of evolutionary
algorithms. In this chapter, they first provide an overview of different existing EDAs and
then review some applications in bioinformatics and finally discuss a specific problem
that has been solved with this method.
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Chapter 7 by Erliang Zeng, Chris Ding, Kalai Mathee, Lisa Schneper, and Giri
Narasimhan focuses on investigating the semantic similarity between genes and its ap-
plications. A novel method to evaluate the support for PPI data based on gene ontology
information is proposed.

In Chapter 8 Thanh-Phuong Nguyen and Tu-Bao Ho present a study of mining mul-
tiple data to reconstruct construct signal transduction networks STN. The experimen-
tal results demonstrate that the proposed method can construct STN effectively. Their
method has promising applications in several areas, including constructing signal trans-
duction networks from protein-protein interaction networks.

In Chapter 9 Xia Jiang, Shyam Visweswaran and Richard E. Neapolitan develop a
specialized Bayesian network model for representing the relationship between features
and disease, and a Bayesian network scoring criterion tailored for this model. They
also develop an enhancement of Chickerings Greedy Equivalent Search, called Multiple
Beam Search.

With D.B. Skillicorns work in Chapter 10, we move on to a different area of appli-
cation. Adversarial settings are those in which the interests of those who are analyz-
ing the data and those whose data is being analyzed are not aligned; for example, law
enforcement, fraud detection and counterterrorism. Skillicorn investigates knowledge
discovery techniques within these settings.

In Chapter 11 Mikolaj Morzy takes us into the realms of online communities of
Internet forum users. An overview of Internet forums, their architecture, and character-
istics of social-driven data is given and some of the challenges that need to be addressed
are aired. A framework for analysis and mining of Internet forum data for social role
discovery is given.

Chapter 12 explores another application of data mining techniques as Bettina Berendt
looks at data mining for information literacy, arguing that data mining can be a means
to help people better understand, reflect and influence information and information-
producing and -consuming activities that they are surrounded by in todays knowledge
societies.

Chapter 13 sees Rudy Setiono, Bart Baesens and David Martens presenting methods
for extracting rules from neural networks and support vector machines. They are partic-
ularly interested in the business intelligence application domain of credit scoring, and
effective tools for distinguishing between good credit risks and bad credit risks.

Chapter 14 by Andriy Andreev and Argyris Argyrou uses Self-organizing maps for
data mining. They present a synthesis of the pertinent literature as well as demonstrate,
via a case study, how SOM can be applied in clustering and visualizing accounting
databases.

In Chapter 15 we see Khan Muhammad Badruddin, Isao Yagi and Takao Terano
applying data mining techniques to assess steel plant operation conditions . Their paper
describes methodology (rather than results) on the basis of which good classifiers are
expected to be discovered and shows that their technique on flattened time series data
has potential for good classifier discovery. It concludes with a discussion of some of the
commercially-available grouper models used for assessing health risk.
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7 Conclusion

This chapter presents a collection of selected contribution of leading subject matter
experts in the field of data mining. This book is intended for students, professionals and
academics from all disciplines to enable them the opportunity to engage in the state of
art developments in:

– Temporal Pattern Mining for Medical Applications;
– BioKeySpotter: an Unsupervised Keyphrase Extraction Technique in the Biomedi-

cal Full-text Collection;
– Mining Biological Networks for Similar Patterns;
– Estimation of Distribution Algorithms in Gene Expression Data Analysis;
– Gene function prediction and functional network: the role of gene ontology;
– Mining Multiple Biological Data for Reconstructing Signal Transduction Networks;
– Mining Epistatic Interactions from High-Dimensional Data Sets;
– Knowledge Discovery in Adversarial Settings;
– Analysis and Mining of Online Communities of Internet Forum Users;
– Data Mining for Information Literacy;
– Rule extraction from Neural Networks and Support Vector Machines for Credit

Scoring;
– Using Self-Organizing Map for Data Mining: A Synthesis with Accounting Appli-

cations; and
– Applying Data Mining Techniques to Assess Steel Plant Operation Conditions.

Readers are invited to contact individual authors to engage with further discussion or
dialog on each topic.
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Abstract. Due to the increased availability of information systems in hospitals 
and health care institutions, there has been a huge production of electronic med-
ical data, which often contains time information. Temporal data mining aims at 
finding interesting correlations or sequential patterns in sets of temporal data 
and has recently been applied in the medical context. The purpose of this paper 
is to describe the most popular temporal data mining algorithms and to present 
an overview of their applications in different medical domains.  

1   Introduction 

With recent proliferation of information systems in modern hospitals and health care 
institutions, there is an increasing volume of medical-related information being col-
lected. Important information is often contained in the relationships between the  
values and timestamps of sequences of medical data. The analysis of medical time 
sequence data across patient populations may reveal data patterns that enable a more 
precise understanding of disease manifestation, progression, and response to therapy, 
and thus could be of great value for clinical and translational research [16]. Appropri-
ate tools are needed to extract relevant and potentially fruitful knowledge from these 
previously problematic general medical data.   

Temporal data mining can be defined as the activity of looking for interesting cor-
relations or patterns in large sets of temporal data. Particularly, the temporal data 
mining is concerned with the algorithmic means by which temporal patterns are ex-
tracted and enumerated from temporal data. It has the capability of mining activity, 
inferring associations of contextual and temporal proximity, some of which may also 
indicate a cause-effect association. 

In the literature a large quantity of temporal data mining techniques exist, e.g. se-
quential pattern mining, episodes in event sequences, temporal association rules mining, 
discovering calendar-based temporal association rules, patterns with multiple granulari-
ties mining, cyclic association rules mining, and inter-transaction associations. Some of 
them have been applied to temporal medical data to extract temporal patterns. 

The aim of this paper is to present an overview of the techniques that deal with 
temporal pattern extraction and their usage in different medical application domains, 
to provide a guide to help practitioners looking for solutions to concrete problems. 
Other overviews of temporal pattern extraction have appeared in the literature [3], but 
they are not specific for the medical context. 
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2   Types of Temporal Data in Medical Domain 

Medical temporal data can be analyzed by considering three dimensions: (i) the type 
of temporal information available, (ii) the number of sequences to analyze, and (iii) 
the number of allowed items for event. Another distinction can be made between 
continuous and categorical values of items. A sequence composed by a series of no-
minal symbols from a particular alphabet is usually called a temporal sequence and a 
sequence of continuous, real-valued elements, is known as a time series. Depending 
on the type of value, the approaches to solve the problem may be quite different.  

However, since continuous values are usually transformed into categorical values 
before the extraction process, we do not consider techniques specific for time series 
analysis (e.g., signal processing methods, dynamic time wrapping). 

The type of temporal data, according to the type of available temporal information, 
can be grouped in the following three types. 

Ordered Data. This category includes ordered, but not timestamped, collections of 
events. Hence, a sorted list of events is available, but not the information about the 
timestamps of the events. 
Timed Data. A timed sequence of data. For each event a timestamp is associated. 
Hence, it possible to sort the events but also to compute the time distance between 
two events. 
Multi-timed Data. Each event may have one or more time dimensions, such as either 
or both a transaction-time or valid-time history. In this case it also possible to com-
pute overlapping between events.  

Each of the considered type is a specialization of the data type above it and pos-
sesses all its properties. Hence, timed data type is a specialization of ordered data, and 
Multi-timed data is a specialization of timed data.  

Temporal data sets can also be organized in two groups depending on the number 
of sequences. 
Single Sequence Data Set. In this case the data set is composed of one single sequence.  
Multiple Sequences Data Set. In this case a set of sequences composes the data set.  

Example of medical applications which involve the different sequence types and 
data set types described above is reported in Table 1.  

Table 1. Example of medical applications for each data type 

 Sequence types 
Ordered data Timed data Multi-timed data 

Dataset 
types 

Single 
sequence 

DNA (one item 
for each event) 
 
Microarray (a 
set of items for 
each event) 

Single patient 
monitoring 

Patient therapy 

Multiple 
sequences 

Set of DNA 
sequences 

Patients’ exam 
logs  

Disease trends 

Patients’ activities 
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3   Definitions 

In this section, some background knowledge is introduced, including the definitions 
of item, sequence, and data set. 

Definition 1. Let I = {i1, i2, .., ik} be a set of items comprising the alphabet. An event 
(or an itemset) is a not-empty set of items. 

Definition 2. A sequence <s1s2..sl> is an ordered list of events, where sj is an event. 

Definition 3. A data set is a not-empty set of sequences. 

Definition 4. A sequence a = <a1a2..an> is a subsequence of b = <b1b2..bm> (i.e., a is 
contained in b) if there exist integers 1 ≤ j1 < j2 < .. < jn ≤ m such that a1 ⊆ bj1, a2 ⊆  b 

j2, .. , an ⊆ b jn. 

Definition 5. The support of a sequence is the frequency of the sequence in the data set. 

The definition of frequency of a sequence in a data set depends on the data set type (one 
sequence, or multiple-sequences) and on the type of analysis. For each type of analysis 
and data set, we will define more formally the concept of frequency in Section 4. 

Definition 6. A sequence is frequent if it holds in the data set with a support at least 
equal to minsup in the data set, where minsup is a parameter of the mining process. 

Definition 7. A sequence rule is a rule in the form X ⇒ Y where both X and Y are 
frequent sequences. 

Sequence rules are usually characterized by the confidence and the support quality 
measures.  

Definition 8. The support of a sequence rule is given by the frequency of the se-
quence X followed by Y (i.e., the support of the sequence <XY>). 

Definition 9. The confidence of a sequence rule is given by the support of X divided 
by the support of the rule. 

The confidence of a rule represents the likelihood of Y occurring after X (i.e., the 
conditional probability of Y given X). 

The support of a rule sequence is usually used to identify statistically significant 
rules, while the confidence of a rule represents the strength of the rule (strength of X 
implies Y). 

4   Temporal Pattern Mining Algorithms 

Two main classes of temporal pattern mining algorithms have been proposed in the 
previous work. Algorithms of the first class mine frequent temporal patterns from a 
set of input sequences (i.e., the input data set is composed of multiple sequences). 
Algorithms of the second class mine frequent temporal patterns from one single se-
quence (i.e., the input data set is composed of one single sequence).  

We will address both classes of algorithms in this paper. However, we investigate 
more deeply the first class of algorithms since the problem of mining temporal pat-
terns from a set of sequences is considered more interesting and it is useful in many 
context domains. 
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4.1   Temporal Pattern Mining from a Set of Sequences 

The problem of sequence mining from a set of sequences consists of mining those 
sequences of events which are included in at least a minimum number of sequences of 
the input data set. More formally, given a data set of sequences D and a minimum 
support threshold minsup, the frequent sequence mining problem consists of extract-
ing all those sequences with a support at least equal to minsup. Given an arbitrary 
sequence seq, the support of seq in D is given by the number of sequences s in D such 
that seq⊆ s (i.e., seq is a subsequence of s).  

Different approaches have been proposed to efficiently solve this problem. The 
proposed algorithms can be categorized into three main classes: (i) level-wise algo-
rithms based on an horizontal data set representation (e.g., [2]), (ii) level-wise  
algorithms based on a vertical data set representation (e.g., [17]), and (iii) projection-
based pattern growth algorithms (e.g., [14][15]). In this section, one representative 
algorithm for each main class is described. 

4.1.1   Level-Wise Algorithms and Horizontal Data Representation 
Similarly to itemset mining algorithms based on a level-wise approach [1], also se-
quence mining level-wise approaches use an iterative approach to mine sequences [2]. 
During the first step of the mining process, the level-wise algorithm mines the fre-
quent sequences of length one (i.e., composed of one event), and then, step by step, 
longer sequences are generated by considering the already mined frequent sequences. 
In particular, by using an iterative approach, frequent sequences of length k are used 
to generate candidate sequences of length k+1. At each step, the support of the candi-
date sequences is computed by scanning the input data set and the frequent sequences 
are selected. The extraction process ends when the generated candidate set is empty. 

Figure 1 reports a pseudo-code of the mining process. The set of frequent events is 
generated by performing a scan of the data set (line 1). Each frequent event corres-
ponds to one sequence of length one and it is used to initialize L1 (i.e., the set of fre-
quent sequences of length 1).  Candidate sequences of length 2 are generated by com-
bining frequent sequence of length 1 (line 3). The algorithm loops until candidates are 
available (lines 4-9). Each iteration analyzes sequences of a specific length. In partic-
ular, at iteration k sequences of length k are mined and candidate sequences of length 
k+1 are generated. At each iteration, a scan of the data set is performed to compute 
the support of each candidate sequence (line 5). Then, frequent sequences of length k 
are inserted in Lk (i.e., the set composed of frequent k-sequences) (line 6). Finally, 
candidate sequences of length k+1 are generated by combining frequent sequences of 
length k (line 7). The whole set of frequent sequences L is obtained by joining the Lk 
sets (line 10). 

The proposed approach is based on the initial computation of frequent events. 
Since each event is a set of items (i.e., an itemset), mining the set of frequent events 
corresponds to mine frequent itemsets. To efficiently perform the generation of L1, 
Agrawal et al. [2] use an itemset mining algorithm [1]. Only frequent itemsets are 
needed as building blocks to extract frequent sequences.  

Traditional level-wise approaches (e.g., AprioriAll [2]) are based on a horizontal 
representation of the input data set. Each row of the dataset represents a sequence and 
it is identified by a sequence id. Every time the support of an itemset has to be  
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computed, the dataset is entirely scanned and the number of matching sequences is 
counted. This operation can be computational expensive, in particular when large data 
set are considered. To address this problem, a set of level-wise approaches based on a 
vertical data representation have been proposed. In the following section, an approach 
based on a vertical data representation is discussed. 

Input: a data set of sequences (D), a minimum support threshold (minsup) 
Output: the set of frequent sequences (L) mined from D 

1. L1 = {frequent sequences of length 1} 
2. k = 2 
3. Ck = generate_candidate_sequences (Lk-1) 
4. WHILE (Ck is not empty) { 
5.      scan D and count the support of each candidate-sequence in Ck   
6.      Lk = set of candidates in Ck with a support at least equal to minsup 
7.      Ck+1 = generate_candidate_sequences (Lk) 
8.      k = k+1 
9. } 
10. L = union of sequences in Lk 
11. return L 

Fig. 1. Sequence mining: pseudo-code of a level-wise approach 

4.1.2   Level-Wise Algorithms and Vertical Data Representation 
To avoid multiple scans of the data set, or at least to limit the number of scans, a dif-
ferent representation of the input data set can be exploited. Some approaches (e.g., 
SPADE [17]) use a vertical data representation to improve the frequent sequence 
mining process. The vertical data representation stores for each item the identifiers of 
the set of sequences including the item and its “position” in each sequence. In particu-
lar, for each item a set of pairs (sid,eid) is stored, where sid is a sequence-identifier 
and eid the unique identifier of the item in the sequence. The time stamp is usually 
used to uniquely identify items in the sequences. Given a sequence, the value of eid is 
usually used to represent the order of the items in the sequence, but it can also be used 
to compute the distance between two events.  

By exploiting the vertical representation, and some closure properties, more effi-
cient level-wise sequence mining algorithms have been proposed (e.g., SPADE). 

4.1.3   Projection-Based Pattern Growth Algorithms 
To improve the efficiency of the itemset mining algorithms, pattern growth approach-
es [10] have been proposed. These approaches allow significantly reducing the execu-
tion time by bounding the search space. An analogous approach has been proposed in 
the sequence mining context. Pei et al. [15] proposed PrefixSpan. PrefixSpan is based 
on a pattern growth approach. In particular, it recursively mines the set of patterns. At 
each recursion a projected data set (a projected set of sequences) is generated by con-
sidering the sequences mined so far. Differently from the level-wise approaches, Pre-
fixSpan does not generate candidate sequences. Hence, PrefixSpan is significantly 
faster than level-wise approaches.  
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4.1.4   Sequence Mining with Constraints 
The previously described algorithms mine all frequent sequences by exclusively en-
forcing a minimum support threshold. However, in some contexts, different con-
straints are essential. For instance, in many cases, it is useful to enforce a constraint 
on the maximum gap between two events of the mined sequences. A naïve approach 
to solve this problem could be the enforcing of the constraints as a post-processing 
step. However, this approach is not efficient. In [14] a set of sequence constraints 
(e.g., presence or absence of an item, sequence length or duration) are defined and 
some of them are pushed into a sequence mining algorithm based on PrefixSpan. 
Differently from [14], Orlando et al. [13] focused their attention exclusively on the 
gap constraint. The proposed algorithm efficiently mines sequences by enforcing a 
constraint on the minimum and maximum gap (timestamp difference) between two 
consecutive events of the mined sequences. The authors of the paper [13] focused 
their attention on the gap constraint because it is probably the most frequent and use-
ful constraint in many real applications.  

4.2   Temporal Pattern Mining from a Single Sequence 

In some biological and medical applications (e.g., DNA analysis), the identification of 
frequent recurring patterns in a sequence allows highlighting interesting situations. 
The analysis of the mined recurring subsequences by domain experts allows learning 
new information about some biological mechanisms or confirming some hypothesis.  

The extraction of recurrent subsequences from a single input sequence can be for-
malized as follows.  

Given a sequence seq, a window size winsize, and a minimum frequency threshold 
minfreq, the frequent subsequence mining problem consists of extracting all those 
subsequences of seq such that each extracted subsequence holds in seq with a fre-
quency at least equal to minfreq.  

The window size parameter is used to “partition” the input sequence. A set of win-
dows of events of size winsize is generated by applying a sliding window of size wins-
ize on the input sequence. The definition of this set of windows of events allows de-
fining the support (frequency) of a subsequence. The support of a subsequence s is 
given by the number of windows including s. 

Mannila et al. [11] proposed a set of efficient algorithms for discovering frequently 
occurring episodes (i.e., subsequence of events) in a sequence. The proposed algo-
rithms were used in telecommunication alarm systems, but they can also be used in 
medical applications.  

The proposed algorithms are based on a level-wise approach. During the first step 
the frequent single events are extracted. Then, longer subsequences are mined by 
extending shorter frequent subsequences. In particular, frequent subsequences of 
length k are used to generate candidate subsequences of length k+1. The support of 
the candidate subsequences is computed by performing a complete scan of the input 
sequence.  

This algorithm is based on the same idea of AprioriAll [2] but it works on a differ-
ent type of data (in this case the input dataset is composed of only one sequence) and 
hence it mines a different type of frequent sequences.  
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5   Medical Applications 

In the following subsections, some applications based on temporal pattern mining 
algorithms in medical context are described. 

Time-Annotated Sequences for Medical Data Mining 
One of the typical structures of medical data is a sequence of observations of clinical 
parameters taken at different time moments. In [6] authors applied the time-annotated 
sequences (TAS) to discover frequent patterns describing trends of biochemical va-
riables along the time dimension. TAS are sequential patterns where each transition 
between two events is annotated with a typical transition time that is found frequent in 
the data. Extracted patterns are in the form A - B [t1, t2], where A and B are itemsets 
(i.e., events) and t1 and t2 are the minimum and the maximum time delay allowed to 
consider A and B forming a sequential pattern. The approach has received a positive 
feedback from physicians and biologists as the extracted patterns represented addi-
tional evidences of the effectiveness of the applied therapy for liver transplantation 
(the study involved 50 patients, 38 variables, and 40 time instances). The algorithm 
adopts a prefix-projection approach to mine candidate sequences, and it is integrated 
with an annotation mining process that associates sequences with temporal annota-
tions. This work represents a way of considering the time information in the pattern 
extraction process. However, the patterns are limited to length two. 

Sequential Data Mining in Development of Atherosclerosis Risk Factors 
In [9] authors compare three sequential based approaches applied to observations 
recording the development of risk factors and associated conditions, to identify fre-
quent relations between patterns and the presence of cardiovascular diseases. The 
original continuous values are discretized in the form of trends (e.g., increasing, de-
creasing, etc.) for the windowing method, in both trend and fixed intervals (e.g., low, 
medium, and high) for the inductive logic and episode rule methods. Then, classifica-
tion rules are extracted by all the three methods in the form IF (a set of conditions 
appears) THEN (there is/there is not cardiovascular disease risk). In the conditions, 
the time information regards the position of events in the patient sequence (e.g., be-
ginning, middle, end) and the relative position among events (e.g., before, after). 
Thus, these methods require a lot of pre-processing before the extraction and it seems 
that there none of them clearly outperforms the others. 

Temporal Rules from Antenatal Care Data 
A dataset of clinical variables of pregnant mothers is analyzed to predict the presence 
of risk factors [12]. The dataset is in the form of transactional data, i.e. each transac-
tion row contains a patient id, a time point t, and the set of signs observed at time t. 
Only the frequent events are considered. The authors, first generalized the events by 
specifying the first and the last point time in which the event is present, and then ex-
tract rules from the resulting temporal relation. The rules are extracted by first con-
structing a tree in which each node is a sign type and each edge shows the temporal 
relation between two signs (e.g., before, overlap, during), and then forming a graph by 
using the relations which satisfy the minimum support. In the resulting graph, each 
edge represents a frequent temporal relation between two events. A first critical state 
is in the event generalization because the discontinuity of events is not considered and 
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only the first and the last time point are reported. Furthermore, only rules involving 
two signs are extracted, and longer frequent sequences are not considered. 

Temporal Gene Networks 
A gene regulatory network aims at representing relationships that govern the rates at 
which genes in the network are transcribed into mRNA. Genes can be viewed as 
nodes whose expression levels are controlled by other nodes. In the analysis of gene 
expression data, an expression profile can represent a single transaction, and each 
gene a single item. In an expression profile each gene is assigned a real value which 
specifies the relative abundance of that gene in the sample. Hence, in applying associ-
ation rules to gene expression data, there is the need to discretize the domain by defin-
ing appropriate value intervals. Binning the values helps to alleviate problems with 
noise, by focusing the analysis on the more general effects of genes. Usually gene 
expression data are binned into two levels, up-regulated (i.e. highly expressed) or 
down-regulated (i.e. inhibited) according to specific fixed thresholds. Sometimes 
there is also a third state (neither up nor down regulated) which is not considered in 
the analysis.  

In [5], authors propose a method to infer association rules from gene expression 
time series data sets which represent interactions among genes. The temporal rules are 
in the form G1(a)->G2(b)+k. It means that if gene G1 is equal to a, then after k units 
of time gene G2 will be equal to b. The gene expression data are associated to an 
expression level by using a suitable function. Different techniques (i.e., clustering 
techniques or fixed thresholds) are exploited. The discretized data are organized in a 
time-delay matrix and analyzed by the Apriori algorithm, which extracts the associa-
tion rules. Rules are reduced and evaluated by means of an appropriate quality index.  

Unexpected Temporal Associations in Detecting Adverse Drug Reactions 
In medical application, it can be useful mining unanticipated episodes, where certain 
event patterns unexpectedly lead to outcomes. In [8], authors address the problem of 
detecting unexpected temporal association rules to detect adverse drug reaction sig-
nals from healthcare administrative databases. The extracted rules are in the form A - 
C (T), i.e., an event A unexpectedly occurs in a T-sized period prior to another event 
C. The basic idea is to first exclude expected patterns in individual T-sized subse-
quences, and then aggregate unexpectedness. Also in this case, the extracted rules are 
of lengths 2 and are of type Drug implies Condition. 

Frequent Closed Sequences of Clinical Exams 
Standard medical pathways have been defined as care guideline for a variety of chron-
ic clinical conditions. They specify the sequence and timing of actions necessary to 
provide treatments to patients with optimal effectiveness and efficiency. The adoption 
of these pathways allows health care organizations to control both their processes and 
costs.  

Real pathways (i.e., the pathways actually followed by patients) deviate from pre-
defined guidelines when they include different or additional exams, or some exams 
are missing. When not justified by specific patient conditions, these non compliant 
pathways may cause additional costs without improving the effectiveness of the 
treatment. Non compliant pathways may be due to patient negligence in following the 
prescribed treatments, or medical ignorance of the predefined guidelines, or incorrect 
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procedures for data collection. For example, to speed up the registration process, the 
operator may only record a subset of the exams actually performed by the patient. On 
the other hand, available guidelines may not provide procedures to cover some partic-
ular (e.g., rare or new) diseases. By analyzing the electronic records of patients, the 
medical pathways commonly followed by patients are identified. This information 
may be exploited to improve the current treatment process in the organization and to 
assess new guidelines.  

In [4] the analysis of patients' exam log data is addressed to rebuild from opera-
tional data an image of the steps of the medical treatment process. The analysis is 
performed on the medical treatment of diabetic patients provided by a Local Sanitary 
Agency in Italy. The extracted knowledge allows highlighting medical pathways 
typically adopted for specific diseases. Detected medical pathways include both the 
sets of exams which are frequently done together, and the sequences of exam sets 
frequently followed by patients. The proposed approach is based on the extraction of 
the frequent closed sequences by exploiting a modified version of PrefixSpan, which 
provide, in a compact form, the medical pathways of interest. 

Motif Extraction 
In the bioinformatics field, an important task is to extract important motifs from se-
quences. A motif is a nucleotide or amino-acid sequence pattern that is widespread 
and has a biological significance. The challenges for motif extraction problem are 
two-fold: one is to design an efficient algorithm to enumerate the frequent motifs, and 
the other is to statistically validate the extracted motifs and report the significant ones. 
In [18], authors propose an algorithm, called EXMOTIF, that given a sequence and a 
structured motif template, extracts all frequent structured motifs. An example of ex-
tracted motif is MT[115,136]MTNTAYGG[121,151]GTNGAYGAY. Here MT, 
MTNTAYGG and GTNGAYGAY are three simple motifs, while [115,136] and 
[121,151] are variable gap constraints ([minimum gap, maximum gap]) allowed be-
tween the adjacent simple motifs.  

Patterns of Temporal Relations 
Temporal relations can be more complex than the simple chaining of events. How-
ever, the more temporal relations are used, the more the complexity of the process is 
increased. In [7], authors propose an approach to extract patterns of temporal relations 
between events. They use the Fuzzy Temporal Constraint Networks formalism, a 
temporal abstraction algorithm to work at a higher knowledge level and to reduce the 
volume of data, and then they exploit a temporal data mining algorithm inspired on 
Apriori to discover more informative temporal patterns, which applies temporal con-
straint propagation for pruning non-frequent patterns. The temporal relations are in 
the form <event, relation, event>, where the relation stands for one of the Allen’s 
temporal relation such as before, starts, during, etc. 

6   Conclusions 

Temporal pattern mining has been successfully exploited in medical domains. In this 
paper, we presented a description of some of the most popular temporal data mining 
algorithms used in literature. Furthermore we illustrated the exploitation of temporal 
data mining algorithms in several real medical applications. 
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Abstract. Extracting keyphrases from full-text is a daunting task in that many 
different concepts and themes are intertwined and extensive term variations 
exist in full-text. In this chapter, we proposes a novel unsupervised keyphrase 
extraction system, BioKeySpotter, which incorporates lexical syntactic features 
to weigh candidate keyphrases. The main contribution of our study is that 
BioKeySpotter is an innovative approach for combining Natural Language 
Processing (NLP), information extraction, and integration techniques into 
extracting keyphrases from full-text. The results of the experiment demonstrate 
that BioKeySpotter generates a higher performance, in terms of accuracy, 
compared to other supervised learning algorithms. 

1   Introduction 

In recent years, there has been a tremendous increase in the number of biomedical 
documents in the digital libraries that provide users with access to the scientific 
literature. For example, the PubMed digital library currently contains over 18 million 
citations from various types of biomedical documents published in the past several 
decades (www.pubmed.gov). With the rapid expansion of the number of biomedical 
documents, the ability to effectively determine the relevant documents from a large 
dataset has become increasingly difficult for users. Examining the complete contents 
of a document to determine whether the document would be useful is a challenging 
and often time consuming task. A more efficient approach would allow a reader to 
understand the concept of the document by using short semantic metadata like 
keyphrases.  It is even more useful if concise semantic metadata is available to users 
in digesting full-text documents. 

It is much harder to extract keyphrases from biomedical full-text documents than 
from abstract corpus since, 1) many different concepts and themes are intertwined in 
full-text and 2) extensive lexical variations of terminology reside in full-text.  

To address and resolve this challenging research problem, an unsupervised lexical-
syntactic approach called BioKeySpotter is proposed to extract keyphrases from 
biomedical full-text. In this approach, it is hypothesized that keyphrases in biomedical 
domain are either biological entities or are co-located with biological entities. 
Detailed description of the algorithm is reported in Section 3.  
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The major contribution of our study is three-fold: 1) BioKeySpotter is  
an unsupervised learning technique, which can be easily adapted to other domains, 2) 
the performance of BioKeySpotter is superior to, or at least equivalent to, 
classification-based keyphrase extraction algorithms, and 3) BioKeySpotter addresses 
and resolves the problem with extracting keyphrases from full-text. 

The rest of the chapter is organized as follows: Section 2 provides backgrounds in 
keyphrase extraction and briefly describes related work. Section 3 details the 
algorithm and architecture of BioKeySpotter. Section 4 reports the experiments and 
analyzes the results. Section 5 concludes the paper.  

2   Backgrounds and Related Work 

Keyphrase extraction is the task that takes a document as input and automatically 
generates a list (in no particular order) of keyphrases as output (Turney 1997). Given 
a document, keyphrases is a list of phrases that represents the document. From 
machine learning perspective, keyphrase extraction techniques can be roughly 
categorized into supervised and unsupervised learning approaches. Supervised 
learning techniques treated keyphrase extraction as a classification problem and the 
task is to find whether a particular phrase is a keyphrase or not. In supervised 
learning techniques, once the learning method has generated the model given the 
training data, it can be applied to unlabeled data. The training documents are used to 
adjust the keyphrase extraction algorithms to attempt to maximize system 
performance (Turney 2000). 

Many researchers have taken the supervised learning approach. Turney has 
presented GenEx system which has two components: Genitor and Extractor. Extractor 
performs extraction task using twelve parameters that determine how it processes the 
input text (Turney 1997). These parameters are tuned by the Genitor genetic 
algorithm to maximize performance (fitness) on training data. Witten et al. have 
implemented Kea which builds on Turney’s work but their system uses a Naïve Bayes 
learning model instead of a genetic algorithm (Witten, Paynter et al. 1999). The 
learning model employs two features: the TF-IDF weight of the phrases and their 
relative position within the document. The performance of KEA is comparable to that 
of Extractor. Song et al. proposed KPSpotter, which employs a new technique 
combining data mining techniques called Information Gain and several Natural 
Language Processing techniques such as stemming and case-folding  (Song 2003). A 
disadvantage of supervised approaches is that they require a lot of training data and 
they are constrained by any specific training documents. Unsupervised approaches 
could be a possible alternative in this regard. 

The unsupervised approaches eliminate the need of training data. They rely solely 
on a collection of plain non-annotated textual data. These approaches usually select 
quite general sets of candidates, and use a ranking function to limit the selection to the 
most important candidates. For example, Barker and Cornacchia restrict candidates to 
noun phrases, and rank them using heuristics based the number of words and the 
frequency of a noun phrase, as well as the frequency of the head noun (Barker and 
Cornacchia 2000). Also, Bracewell et al. restrict candidates to noun phrases 
(Bracewell, Ren et al. 2005). The noun phrases are extracted from a document, and 
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then clustered if they share a term. The clusters are ranked based on term and noun 
phrase frequencies. Finally, the centroids of the top-n ranked clusters are selected as 
keyphrases of the document. More recently, some researchers have used graph-based 
ranking methods by having an assumption that a sentence should be important if it is 
heavily linked with other important sentences, and a word should be important if it is 
heavily linked with other important words. Mihalcea and Tarau propose a graph-
based unsupervised approach, called TextRank, where the graph vertices are tokens 
and the edges reflect co-occurrence relations between tokens in the document 
(Mihalcea and Tarau 2004). Candidates are ranked using PageRank and adjacent 
keywords are merged into keyphrases in a post-processing step. Using the same 
approach, Wan and Xiao propose an iterative reinforcement approach to do 
simultaneously keyword extraction and summarization. 

In calculating the weight of candidate phrases, the weight is calculated to enable 
ranking by applying linguistic and/or statistical techniques on domain text such as 
TFIDF, C/NC-value. TFIDF weighting is the most common statistical method of 
measuring the weight of a candidate phrase in a document (Zhang, Zincir-Heywood et 
al. 2005). TFIDF value has been used in the candidate phrase extraction step (Song et 
al., 2003; El-Beltagy, 2006). C/NC-value is the other method for calculating the 
weight of candidate phrases used in the biomedical domain, introduced by Frantzi et 
al (1998). The C/NC-value method combines linguistic (linguistic filter, part-of-
speech tagging and stop-list) and statistical analysis (frequency analysis, C/NC-value) 
to enhance the common statistical techniques (e.g. TFIDF) by making sensitive to a 
particular type of multi-word term. C-value enhances the common statistical measure 
of frequency of occurrence for phrase extraction. NC-value gives a method for the 
extraction of phrase context words and the incorporation of information from phrase 
context words to the extraction of terms (Frantzi, Ananiadou et al. 1998).  

In recent years, more effective systems have been developed to improve the 
performance of a key phrase extraction by integrating data mining techniques 
(decision tree, Naïve Bayes, SVMs, etc).  For instance, KP-Miner (El-Beltagy 2006), 
improves TFIDF by introducing two factors (provide higher weights for terms whose 
length is greater than one and for terms that appear somewhere in the beginning of the 
document); LAKE (D’Avanzo, Magnini et al. 2004) relies on the linguistic features of 
a document in order to perform keyphrase extraction through the use of a Naïve 
Bayes classifier as the learning algorithm and TFIDF term weighting with the position 
of a phrase as a feature; KPSpotter (Song et al., 2003), uses the information gain 
measure to rank the candidate phrases based on a TFIDF and distance feature.  

3   The Proposed Approach 

In this section, we describe the architecture and the algorithm of BioKeySpotter.  As 
illustrated in Figure 1, lexical and syntactic features are identified for candidate 
keyphrases through several modules of BioKeySpotter. In the core extraction engine, 
candidate keyphrases are ranked by mutual information and similar ones are merged 
by Markov Random Field (MRF)-based string similarity algorithm. 
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Fig. 1. Architecture of BioKeySpotter 

The procedure of BioKeySpottor is as follows: 

Step 1: Parses full text articles. Two main sources of the full text are HTML and 
PDF files. In this step, original full-text is converted into plain text and identifies full-
text units such as section and paragraph. To parse full-text, we employ the template-
based parsing technique that is applied to each site that we downloaded full-text from.  

Step 2: Extracts biological named entities by Conditional Random Field (CRF)-
based named entity extraction from sentences. CRF was reported as the best algorithm 
for Named Entity Recognition (NER) tasks (Settles, 2004). 

Step 3: Detects abbreviation and its long forms based on the unsupervised 
abbreviation extraction technique that combines lexical analysis and statistical 
learning techniques (Song and Liu, 2008). 

Step 4: Employs a shallow parsing technique to create a dependency tree for 
sentences. We need this step to identify the shortest path between biological entities 
and neighbor noun groups. To identify noun groups, we employ the CRF-based text 
chunking technique. 

After step 4 is finished, we assign each candidate keyphrase to one of the six 
categories illustrated in Figure 2. The main goal is to assign higher weight values to 
promising candidate keyphrases that belong to the first four categories (category 1 to 
4). Category 1 is for candidate keyphrases that are biological entity but not 
abbreviation.  Category 2 is for candidate keyphrases that are biological entity in the 
form of abbreviation. Category 3 and category 4 are for candidate keyphrases that are 
co-located with biological entities in a sentence. Category 5 and 6 are for candidate 
keyphrases that are not co-located with biological entities. 
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4.1   Dataset 

The data set for the experiments consists of 1000 full-text documents, collected from 
PubMed (www.pubmedcentral.nih.gov). All of these full-text documents have 
abstract and keywords assigned by the authors. A sample system output is given in 
Table 1 which shows 5 keyphrases assigned by the author and extracted by the five 
techniques. 

Table 1. Five extracted keyphrases by all five systems 

PubMed ID: PMC7601436 
Author 
assigned 
keyphrases 

Cdt1 
Licensing 
prereplication  

DNA  
replication 
geminin 

Naïve Bayes 
geminin 
chromatinal 

Cdt1 
licenses 

Linear 
Regression 

Genetics 
prevents 
Institute 

Synthesis 
Xenopus 

SVM 
Lutzmann 
prevents 
activity 

sufficient 
Xenopus 

BKS-W 

Geminin 
DNA 
replication 
complex 

Cdt1 
license 

BKS-WC 

Geminin 
DNA 
replication 
synthesis 

Cdt1 
license 

4.2   Comparison Algorithms 

Naïve Bayes Classifier: is popular due to its simplicity, and computational 
efficiency, and has been widely used for text classification (D'Avanzo, Frixione et al. 
2004). The algorithm uses the joint probabilities of words and categories to estimate 
the probabilities of categories given in a text document. It computes the posterior 
probability that the text document belongs to different classes and assigns it to the 
class with the highest posterior probability. The posterior probability of class is 
computed using the Bayes rule, and the testing sample is assigned to the class with the 
highest posterior probability. The advantage of Naïve Bayes can be explained in a 
way which is fast to train and fast to evaluate; the classifier can also handle missing 
values by ignoring the examples during model building and classification. 

Linear Regression: is another important classifier algorithm used to analyze biological 
datasets. It is from regression analysis in which the relationship between one or more 
independent variables and dependent variables (Arshadi and Jurisica 2005). The goal of 
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linear regression is to find the line that best predicts the dependent variable from 
independent variables. To achieve this goal, linear regression finds the line that 
minimizes the sum of the squares of the vertical distances of the points from the line. 

Support Vector Machines (SVMs): is relatively new machine learning process, 
influenced by advances in statistical learning theory. The algorithm is a linear 
learning system that builds two spate classes (suitable for binary classification tasks), 
which are generated from training examples. The overall aim is to generalize test-data 
well. Utilized as binary categorical classifiers, the SVM method performs 
classification more accurately than most other supervised learning algorithms in 
biological data analysis applications, especially those applications involving high 
dimensional datasets (Brown 2000; Liu 2007). The SVM method uses kernel function 
(the similarity function, which is computed in the original attribute space). The 
Support Vector Machine can be considered complex, slow and takes a lot of memory 
(limitation of the kernel), but is a very effective classifier in a wide range of 
bioinformatic problems, and in particular performs well in analyzing biological 
datasets (Brown 2000). 

4.3   Experimental Results 

In this section, we will report the experimental results with average (μ) and standard 
deviation (σ). In our experiments, we compared our method, BKS-W with four other 
algorithms such as Naïve Bayesian, Linear Regression, SVM, and BKS without 
categorization (BKS-WC). 

We randomly choose a training set of 100 documents. The others are used as a test 
set. For each document, there is a set of keyphrases, assigned by the authors of the 
articles. We have made a comparative study of all techniques.  

Each of the performances of the five algorithms is tested. Table 2 and Table 3 
show the results of the performance of Naïve-Bayes, linear regression, SVM 
classifiers, BKS-W and BKS-WC on full text documents and abstracts based on the 
holdout evaluation method. AVG denotes the mean of the number of keyphrases, and 
STDEV denotes the standard deviation.  

The comparative study results show that (1) BKS-C outperforms the other four 
algorithms when we use the full text documents to extract 5, 10, and 15 keyphrases; 
(2) BKS-WC performs the second best with marginal difference from BKS-C; (3) 
SVM outperforms the other supervised learning algorithms, Naïve Bayesian, Linear 
Regression, but it’s performance was not competitive to BKS-C and BKS-WC. 

Table 2. Performance comparison of five algorithms using full text 

Algorithm 5 Key phrases 10 Keyphrases 15 Keyphrases 
 µ/ σ µ/ σ µ/ σ 

Naïve Bayes 0.95 +/- 0.91 1.31 +/- 1.09 1.57 +/- 1.19 
Linear 

Regression 
0.98 +/- 0.97 1.41 +/- 1.19 1.66 +/- 1.30 

SVM 1.00 +/- 0.94 1.44 +/- 1.16 1.76 +/- 1.28 
BKS-C 1.72+/-1.78 1.77+/-1.5 1.91+/1.62 

BKS-WC 1.61+/-1.57 1.64+/-1.41 1.85+/-1.57 
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In the second experiment, our data set consists of 1000 abstracts of the same 
documents, which were extracted from the full text documents used in the first 
experiment. In Table 3, the comparative study results show that (1) the performance 
of BKS-C, BKS-WC, and Naïve Bayesian is similar when we use the abstracts only to 
extract 5, 10, 15 keyphrases. (2) The performance of SVM is inferior to BKS-C, 
BKS-WC, and Naïve Bayesian  but better than Linear Regression when we use the 
abstracts to extract 5, 10, 15 keyphrases. (3) Linear regression performs worst 
compared to others in most of the cases. The performance difference among BKS-W 
and BKS-WC, and Naïve Bayesian is not statistically significant. Linear regression 
was the worst performer compared to the best performer in 5, 10 keyphrases by 
161.29%, 59.42% respectively.  Also when it comes to 15 keyphrases, SVMreg-1 is 
the worst performer with 50.62%.  

Table 3. Performance comparison of five algorithms using abstracts 

Algorithm 5 Key phrases 10 Keyphrases 15 Keyphrases 
 µ/ σ µ/ σ µ/ σ 

Naïve Bayes 0.81 +/- 0.84 1.10 +/- 1.02 1.22 +/- 1.07 
Linear 

Regression 
0.31 +/- 0.56 0.69 +/- 0.84 0.88 +/- 0.92 

SVM 0.38 +/- 0.61 0.69 +/- 0.81 0.81 +/- 0.90 
BKS-C 0.79 +/- 0.86 1.16 +/- 1.07 1.27 +/- 1.12 

BKS-WC 0.80 +/- 0.86 1.13 +/- 1.0 1.23 +/- 1.05 

Overall, BioKeySpotter outperforms the other supervised keyphrase extraction 
techniques both on full-text and abstract. In particular, the performance of 
BioKeySpotter is outstanding on full-text. With abstracts, however, the performance 
of BKS is competitive but not appealing. The reason for the inferior performance of 
BKS on abstracts is because lexical and syntactic features required by BKS are less 
present in abstracts than in full-text.  In addition, based on the experimental results, 
we are inclined to reject our hypothesis. 

5   Conclusion 

In this chapter, we proposed BioKeySpotter, a novel unsupervised keyphrase 
extraction technique for biomedical full-text collections. We utilized lexical syntactic 
features to extract candidate keyphrases. We categorized candidate keyphrases into 
six different groups and assign different weight to a keyphrase according to the 
category where each keyphrase belongs to. We chose pair-wise mutual information to 
calculate weight of each keyphrase. We applied the MRF-based string similarity 
technique to merge similar phrases.  Our experimental results show that 
BioKeySpotter outperforms the other three supervised keyphrase extraction 
techniques.  We are currently conducting a new set of experiments with larger full-
text collections. We are also exploring how to improve the performance of 
BioKeySpotter with abstract.  
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Abstract. As all countries struggle with rising medical costs and increased 
demand for services, there is enormous need and opportunity for mining claims 
and encounter data to predict risk. This chapter discusses the important topic, to 
health systems and other payers, of the identification and modeling of health 
risk. We begin with a definition of health risk that focuses on the frequency and 
severity of the events that cause patients to use healthcare services. The 
distribution of risk among members of a population is highly skewed, with a 
few members using disproportionate amounts of resources, and the large 
majority using more moderate resources. An important modeling challenge to 
health analysts and actuaries is the prediction of those members of the 
population whose experience will place them in the tail of the distribution with 
low frequency but high severity. Actuaries have traditionally modeled risk 
using age and sex, and other factors (such as geography and employer industry) 
to predict resource use. We review typical actuarial models and then evaluate 
the potential for increasing the relevance and accuracy of risk prediction using 
medical condition-based models. We discuss the types of data frequently 
available to analysts in health systems which generate medical and drug claims, 
and their interpretation. We also develop a simple grouper model to illustrate 
the principle of "grouping" of diagnosis codes for analysis. We examine in 
more depth the process of developing algorithms to identify the medical 
condition(s) present in a population as the basis for predicting risk, and 
conclude with a discussion of some of the commercially-available grouper 
models used for this purpose in the U.S. and other countries. 

1   What Is Health Risk? 

Health risk can take different forms, depending on one's perspective.  Systems in 
which care is insured are greatly concerned with health risk because of the potential 
that it represents for claims to exceed available resources.  Even single payer systems 
in which care is centrally directed have begun to realize the importance of health risk 
assessment because of what it can teach planners about opportunities to provide more 
efficient care. Clinicians are concerned with clinical risk, or the deterioration of body 
systems due to the progress of disease or injury (or treatment of disease). Although 
we will touch on clinical risk in this chapter, our focus is largely on the identification 
and management of financial risk. 
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At its most fundamental, risk is a combination of two factors: loss and probability. 
We define a loss as having occurred when an individual’s post-occurrence state is less 
favorable than the pre-occurrence state. Financial Risk is a function of Loss Amount 
and Probability. Symbolically,  

Risk  =  F(Loss Amount; Probability) 

The measurement of risk requires the estimation and quantification of losses and 
the probability of their occurrence. Health risk management requires the identification 
of ways that either the amount of losses or the probability of their occurrence may be 
mitigated.  These components of risk are often referred to as "Severity" (amount of 
loss), and "Frequency" (probability of a loss). 

Some risks may be assessed simply: the loss resulting from being hit by an 
automobile while crossing a street is rather high and encompasses medical expenses, 
loss of future function and loss of income; the probability of such an event occurring 
is, however, slight, so the overall financial risk is low. In addition, the risk may be 
mitigated almost entirely by crossing at a designated intersection and obeying the 
crossing signal.  

Health risk is a more complicated concept because it exists on many levels in many 
contexts.  In the United States, in part because health care is financed through an 
insurance system, we are particularly focused on financial risk, or the likelihood that 
a payer will incur costs as a result of the clinical risks (and their treatments) to which 
to the insured life is subject. In the U.S. we are concerned with concepts that do not 
occur in other systems, such as Pricing Risk and Underwriting Risk.  We may loosely 
distinguish between underwriting risk and pricing risk by thinking of the former as 
resulting from the cost of unknown risks while the latter is more related to the cost of 
known risks.  Understanding of these concepts is useful irrespective of the system, 
because the forces that give rise to risk are at work universally, irrespective of the 
way healthcare is financed.    

 
1. The most obvious health risk confronted by a payer1 is pricing risk. A health plan 

accepts pricing risk by agreeing to reimburse health-related services (limited only 
by medical necessity and any other restrictions defined in the insurance contract) in 
exchange for a fixed monthly premium. This pricing risk can take one (or both) of 
two forms that coincide with the two risk concepts defined earlier – loss amount 
and probability. A health insurer’s actual experience can be equal to the expected 
number of claims, but at the same time include more large claims (severity). 
Alternatively, individual claims may be of modest size, but a payer could simply 
experience a higher-than-expected volume of them (frequency).  

2. Closely linked to, but not identical to, pricing risk is underwriting risk. In 
setting a price for an insurance product, a health plan is expecting that the overall 
risk pool will perform, on average, at the estimated total claim level. Some 
participants in the pool will cost more and others less than the projected average. 
Sound financial management of an insurance pool requires underwriting 
standards to be set at such a level that the actual distribution of member-risks in 
the pool approximates the distribution of members expected in the pricing. Too 

                                                           
1 In the U.S. a payer could be an employer, a health plan, an individual or a government. 
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many high-risk members or too few low-risk members will result in the overall 
claims exceeding those expected in pricing. Controls on access could include a 
requirement that the potential member demonstrate good health at the time of 
application, be subject to exclusion of claims for pre-existing conditions, be 
subject to a limitation on high cost procedures, or be required to seek care from a 
network of physicians who are known to practice conservatively or efficiently. 
The underwriting process identifies members who could potentially have high 
claims; those with risk factors such as a high cost condition, family history of 
certain illnesses, or potentially risky lifestyles (such as smoking). Depending on 
the type of insurance being offered, higher-risk members may pay a higher 
premium, be excluded completely from insurance or be subject to exclusion of 
known conditions likely to generate high costs (a process known as "lasering" or 
pre-existing condition exclusion)  The management of large claims may include 
reinsurance of high amounts and care management programs targeting certain 
high-risk conditions. Some states prohibit underwriting, (and the concept is of 
course foreign to countries with a single payer, universal coverage system)  
exclusion of pre-existing conditions or variations in pricing; New York, for 
example, requires community rating and prohibits underwriting. 

 
If, as we discussed, potentially high claiming individuals drive underwriting risk, 
what risk factors imply that an individual may  generate high claims?  This is a crucial 
risk management issue for healthcare, with numerous implications, including: 

 
1. Surplus Requirements: how much free capital does a health plan need to hold in 

order to withstand extreme losses due to claim frequency or severity (or both)?  
In the United States, the amount of free capital (surplus) is regulated.  While a 
health plan may perform its own analysis of free capital requirements, it is 
ultimately bound by regulatory requirements. Whether capital is regulated or 
subject to actuarial modeling, it is important to understand frequency and severity 
of claims in order to manage capital requirements for an insurer to remain a going 
concern.  

2. Care Management: who are the potential high utilizers of health care resources?   
Can these individuals be identified prior to their episodes of high utilization in 
order to engage them in a process of care management that will moderate their 
cost?  

3. Pricing and underwriting: can utilization and cost of members be predicted with 
sufficient accuracy over the rating period that this information may be 
incorporated into a plan's pricing methodology? 

 
These three examples of the use of risk factor identification and prediction indicate 
the potential value of data analysis and risk prediction to a health payer.  
We can, for the purpose of this discussion, categorize risk factors as follows: 
 
1. Inherent risk factors such as age, sex, or race. These are factors that are 

immutable, as compared (for example) to geographic risk, over which the 
individual has some control. Some readers may find it difficult to accept these 
characteristics as “risk factors.” Objectively, however, they are associated with 
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differential risk levels (losses and probabilities of losses). Health plan actuaries 
can and do assess these differential risks; it is for the market and the regulators to 
determine (as they do) which risk factors may be applied in practice to price or 
underwrite products.  As the Society of Actuaries studies have shown2, age, sex 
and prior cost are  associated with future claim levels.  

2. Medical condition-related risk factors such as diabetes or cancer. Individuals with 
these types of conditions clearly will generate higher claims than members who 
do not have medical conditions. 

3. Family history: some risk factors and medical conditions, such as hemophilia or 
certain cancers are inheritable. Information about family history can therefore be 
predictive in certain circumstances. 

4. Lifestyle related risk factors, such as smoking, stress, seat-belt use, lack of 
exercise and poor nutrition contribute to higher cost. Some of these factors will 
have a short-term impact on member cost; other factors, such as obesity or 
smoking, will take years to have an effect on member health, leading to the 
emergence of medical conditions later.  

5. Exogenous risk factors, such as: the industry in which an individual works, the 
location of his home, his education level, and cultural or religious beliefs. 

 
In addition to the risks discussed above which operate at the individual level, a payer 
must be concerned with population risk.   This will be different to that of an individual, 
because of the “spread of risks” that is inherent when a number of lives are pooled in a 
population. An individual may be highly risky because of his condition-based risk or 
lifestyle risk factors, yet the population of which he is part may not represent an 
elevated risk.  Conversely, in a small population, a single catastrophic event could result 
in a large loss to the population. Furthermore, it is not only catastrophic events that 
represent significant population risk: a relatively small increase in the frequency or cost 
of some basic (low-cost) services delivered to the larger population can result in the 
overall losses in the population being much larger than anticipated by the pricing. 
Population risk is not only a function of large claims amounts or higher frequency of 
claims. The behavior of low claiming members of the population, whose participation is 
required to support the cost of the population, also affects the experience of the pool, 
which could be adversely affected if the participation of low-claiming members does 
not materialize in sufficient numbers. Discussion of population risk often focuses on the 
small percentage of high claiming individuals, but should not overlook the anti-selection 
risk posed by the participation of insufficient low-risk members of a population, or their 
withdrawal from participation as rates increase.  Stability of the pool is dependent on 
continued funding by low-risk members and the withdrawal of these members poses a 
risk to the financial stability of the pool3. 

In the U.S., financial risk tends to be evaluated in terms of monthly or annual time 
periods, consistent with the way healthcare is financed. Clinicians, however, tend to 
think in terms of events (admissions to the hospital; visits to an outpatient facility; 
loss of physical or mental function) rather than financial losses. So we should 
recognize that risk may mean different things to different audiences. 
                                                           
2 Society of Actuaries risk adjuster studies, for example Dunn et all[1]; Cumming et al, [2]; 

Winkelman and Mehmud, [3]. 
3 The withdrawal of low-risk members from a pool following rate increases is known as an 

"assessment spiral" because the termination of these members often forces increases in rates, 
leading to further withdrawals.   
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All of these risks have a place in the concerns of those managing an insurance 
company, pool or healthcare budget. At its heart, health risk is a combination of the 
amount and probability of a loss. Management of an insurer’s risk requires that both 
the frequency and the severity of claims be predicted as accurately as possible, and 
that techniques to manage both of these factors be applied.  

There are two major applications, related but different, of data mining in health 
care data: 

1. Predictive modeling is a technique that helps companies more accurately predict 
both frequency and severity of claims.  Predictive modeling is most frequently 
used for high-risk member case finding, for example to find candidates for a care 
management program.  It is also used to predict member cost and utilization for 
underwriting and pricing purposes, or for program evaluation when a predicted 
cost level is required for comparison with an actual level of cost.   

2. Risk Adjustment is one of many techniques used to normalize populations for 
comparative purposes, for example to classify members by potential risk level for 
the purpose of provider reimbursement, (e.g. the DRG system in the U.S.) or  
for payment to a provider or insurer (e.g. the systems of payments used to 
reimburse insurers in the Netherlands and in the U.S. Medicare Advantage 
system).4 

2   Traditional Models for Assessing Health Risk 

Actuaries have been using models for many years to predict health risk and cost. 
Traditional models, based on age, sex and prior cost have been supplanted in recent years 
by models that incorporate additional knowledge about individual health conditions. In 
this section we shall examine actuarial techniques for assessing health risk. 

The treatment here is theoretical, to illustrate the principle. In the United States, 
regulators in many states prohibit the application of many of these techniques without 
further adjustment. 

Figure 1 shows a typical claims frequency distribution. Claims in this case are 
"allowed" amounts5, that is, the amount of claims recognized by a health plan for 
reimbursement, but before the cost-sharing imposed by a plan design between insured 
and payer. The mean allowed amount per member per year (PMPY) is $4,459. Cost-
sharing typically reduces this amount by 15% to 20%.  The distribution of allowed 
amount is highly-skewed, with the highest percentage of members having relatively 
low claims and a small percentage having very high claims, often in the hundreds of 
thousands or millions of dollars per member. The skewed distribution illustrates some 
of the risk management techniques employed by payers: a payer wants to maximize 
the number of low-claiming members while simultaneously identifying and managing 
the costs of those who are in the tail of the distribution. 
                                                           
4 Other methods exist to classify members into risk levels, for example case-mix adjustment. 

The advantage of predictive modeling methods is that they impose a common numerical 
system of risk on a heterogeneous system of risks.   

5 "Allowed charges" refers to the amount of a claim after the deduction of any applicable 
provider discounts but before the deduction of cost-sharing (co-pays, deductibles, etc.). We 
use allowed charges as the basis of comparison because they are not confounded by different 
cost-sharing arrangements. 
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Fig. 1. Distribution of Members by Claim Amount 

Traditionally, actuaries have predicted the likely future cost of an individual or of 
the group of which the individual is a member using one (or a combination) of the 
following techniques: 

 
1. Age/Sex: although individuals of the same age and sex represent a range of risk 

profiles and costs, groups of individuals of the same age and sex categories 
follow more predictable patterns of cost. Table 1 takes the member data 
underlying Figure 1 and shows the distribution of relative costs (allowed charges) 
of different age and sex categories.  

Table 1. 

Relative Cost PMPY by Age/Sex 

  Male Female Total 

< 19 $2,064  $1,951  $2,008  

20-29 $1,894  $3,949  $2,921  

30-39 $2,509  $4,863  $3,686  

40-49 $3,679  $5,259  $4,469  

50-59 $6,309  $6,994  $6,652  

60-64 $9,266  $9,166  $9,216  

Total $3,978  $4,940  $4,459  
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For underwriting and pricing purposes, such relative claims are often converted 
into factors that may be applied to a particular population’s demographics to derive its 
overall risk “score.” Assuming that the insurer’s entire book of business has a score of 
1.00, a rate may then be established for a specific group (and individuals within a 
group) based on the group’s risk relative to that of the book-of-business of which it 
will be a member. This is illustrated in Table 2.  Male and Female factors may be 
used where this is permitted; when "unisex" factors are required, the "Total" risk 
factor column applies, based on age only.   

As these factors illustrate, younger males and females cost about half the average 
for the group, while older males and females cost about twice the average. Men 
generally represent a lower-cost group in the age range 20 to 60. 

Table 2. 

Relative Age/Sex Risk Factors 

  Male Female Total 

< 19 0.47 0.44  0.45 

20-29 0.41 0.91  0.66 

30-39 0.57 1.09  0.83 

40-49 0.83 1.19  1.01 

50-59 1.42 1.58  1.50 

60-64 2.09 2.07  2.08 

Total 0.88 1.12  1.00 

Age/sex factors are frequently applied to groups to develop a manual rate. An 
example of such a calculation is provided in Table 3. 

Table 3. 

  

Male 
Risk 

Factor 
Male 

Number 

Female 
Risk 

Factor 
Female 
Number 

Weighted 
Number 

< 19 0.47 4 0.44 12 14.3 

20-29 0.41 12 0.91 19 24.9 

30-39 0.57 24 1.09 21 35.7 

40-49 0.83 30 1.19 24 50.0 

50-59 1.42 10 1.58 10 25.8 

60-64 2.09 3 2.07 1 9.4 

Total 0.88 88 1.12 89 160.1 

Relative age/sex factor   0.94 



36 I. Duncan 

Assuming that our underlying manual (book-of-business) claims are expected 
to be $4,459 per year, this group is predicted to have costs 0.94 * $4,459 or 
$4,1916. This simple method is universally applied, but its principal drawback is 
that it ignores information that may exist about the population’s clinical risk 
burden and the likely future development of costs from those risks, and is thus 
not as accurate as methods that consider clinical risk. Age/sex is a poor technique 
in some cases, but better in others. For relatively large groups and groups where 
the underlying demographics are similar to those of the book of business (age/sex 
factors closer to 1.00), the estimate is reasonably close. Where the group is 
smaller or significantly old age/sex factors are a poor estimator of future cost. 
Since older members are more likely to develop health conditions, the divergence 
at older ages is not unexpected.  

2. Prior Cost (prior year’s claims): prior cost is one the most frequently used risk 

predictors for pricing and underwriting for groups, and is also often used for 

selecting candidates for care management programs. The Prior high cost is not a 

particularly accurate predictor of future high cost at the individual level (see 

Duncan (4) Chapter 1). In a large population, only one-third of previously high cost 

members remain high cost from one year to the next; about one-fifth of all high cost 

members in a subsequent year were in the low cost group in the prior year. 

However, this observation of individual migration between cost statuses is 

mitigated at the group level because, particularly in larger groups, member costs are 

constantly changing and tend to offset each other.  For smaller groups, variations 

are less likely to be offsetting and can result in significant deviations between actual 

and predicted costs, leading to the use of credibility-weighting7 approaches for 

smaller employer pricing.  

3. Combination of age/sex and prior cost: particularly for rating smaller groups, a 

combination of prior cost and age/sex rating is often used, with the proportions of 

each in the final calculation being driven by the credibility assigned by the 

underwriter to the size of the group (and sometimes to the validity of its data). 

The combination of both approaches produces more accurate predictions than 

either method used separately.  A frequently-applied method for performing this 

calculation applies credibility as follows: 

                                                           
6 These numbers may seem high to some readers.  However, they represent 2011 costs, and are 

allowed charges, that is, before the effect of member deductibles and co-payments.   
7 Credibility-weighting is a standard actuarial technique that allows actual experience of a 

group to be taken into account in developing rates, while recognizing that a smaller group’s 
experience is more subject to random fluctuations than a large group’s experience.  See 
Bluhm, Chapter 35 for more detail. 
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Expected Cost Prior Year Cost Trend Z Book of Business Cost (1 Z)= × × + × −  

where ( )0.5

2000
NZ =  and N  is the number of members in the group.  

3   Risk Factor-Based Risk Models 

The traditional models discussed in Section 2  have in common that they predict 
health cost and risk using limited information about individual member risk factors 
(demographic only). Age is clearly a proxy for medical condition-based risk, but as 
the Society of Actuaries studies show, not a particularly accurate one, even when 
member risks are grouped (R2 rarely exceeds 0.1). However, it may be possible to 
make more accurate predictions if we incorporate additional risk factors into our 
modeling. 

Typical predictive modeling techniques rely on incurred claims. The detail 
contained in claims makes the risk assessment and predictive modeling based on this 
data reasonably reliable. We will discuss risk factors that can be derived from three 
different sources of data: 

1. Medical condition-related risk factors derivable from claims, such as diabetes or 
cancer. Members with chronic medical conditions clearly will generate higher 
claims than members who do not have those medical conditions, and the fact that 
these conditions persist makes them particularly useful for risk prediction. 

2. Lifestyle related risk factors derivable from self-reported data, such as smoking, 
stress, lack of exercise, poor nutrition, poor seat-belt use, scuba diving, auto 
racing etc. Some of these risk factors may have a short-term impact on member 
cost such as an auto accident; other factors, such as obesity or smoking, may take 
years to have a pronounced effect on member health, generally leading to the 
emergence of chronic medical conditions.  

3. Lifestyle-related risk factors that are derivable from external or exogenous risk 
factors, such as the industry in which an individual works, the location of his home, 
his education level, household income level, type of insurance coverage, etc. 

The remainder of this section discusses the underlying theory of risk factors and their 
incorporation into predictive models.  

Different medical conditions impose different healthcare risks and costs. We 
illustrate this principle in Table 4 with some sample lives from the Solucia Consulting 
test database8, a national database of payer data.  Standardized costs are those for an 
average individual of the same age and sex and year of payment as the sample lives. 

The examples in this table illustrate a number of points about medical condition-
based risk. First, we see clearly that the existence or absence of a health condition is 
correlated with deviation from the standardized (average) member cost in the last 
column. Members at any age that have no conditions cost less than the standardized 
cost for the age/sex group. Members with chronic or acute conditions cost 
considerably more.  

                                                           
8 Solucia Consulting: www.soluciaconsulting.com 
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Table 4. 

 
 
This example also illustrates the principle of additivity: 

• The 40 year old male whose only health risk is a heart condition experiences 
a cost of $26,267. 

• The 45 year old male whose only health risk is a diagnosis of diabetes 
experiences a cost of $7,257. 

• The 40 year old male with diagnoses of both a heart condition and diabetes 
experiences a cost of $33,914.  

In this particular example, the effect of heart condition and diabetes diagnoses is 
additive. Experience shows, however, that some co-morbidities could also result in 
cost efficiencies (total cost being less than the sum of individual condition costs) 
while other co-morbidities could result in cost-reinforcement (total cost being greater 
than the sum of individual costs).  

Finally, there is considerable variance in the cost of the same condition at different 
ages. In the case of the members with diabetes-only diagnoses, the older member has 
a higher cost than the younger member. In the example of diagnoses of breast cancer 
and other conditions, the older member’s cost is lower. This variance could be due to 
a number of factors, including difference in severity of the diagnosis, treatment of the 
patient, or non-specific "other conditions."  

One note of caution about the numbers in Table 4. The members in this table have 
been selected to illustrate the relative costs of members with certain conditions. For 
some of these members the costs relative to the standardized (age/sex) costs are high.  
 

Condition Based vs. Standardized Costs 

Member Age Sex Condition 
Actual Cost 

(annual) 

Standardized 
Cost 

(age/sex) 

Condition 
cost/standard 

ized cost 

1 25 M None $1,247  $1,894  66% 

2 55 F None $4,137  $6,994  59% 

3 45 M Diabetes $7,257  $3,679  197% 

4 55 F Diabetes $10,098  $6,994  144% 

5 40 M 
Diabetes and Heart 
conditions $33,914  $3,679  922% 

6 40 M Heart condition $26,267  $3,679  714% 

7 40 F
Breast Cancer and 
other conditions $38,605  $4,863  794% 

8 60 F
Breast Cancer and 
other conditions $23,016  $9,166  251% 

9 50 M 
Lung Cancer and 
other conditions $60,243  $6,309  955% 
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The relative frequency of these high cost members is low.  We still see the principle 
of insurance at work, however, as the premiums for the low-cost members (25 year 
old male and 55 year old female) subsidize the claims of the other members.   

As the above example shows, the member's diagnosis contains considerable 
information that is potentially useful for building more accurate models to predict an 
individual’s or group’s cost.    

In a later section we will discuss ways in which to derive information from claims 
data for risk assessment. But first, we will discuss the types of data available to the 
analyst. 

4   Data Sources 

This section addresses data sources available to the analyst interested in predictive 
modeling or risk adjustment. There are many different types of data, with different 
uses and degrees of validity. 

The discussion in this section is highly U.S.-centric.   Readers from other countries 
may want to skim this section and consider equivalent data sources, if any, in their 
own countries. 

Identification of medical conditions is the basis of all prediction and risk adjustment. 
The major source of raw material for identification is data, primarily claims. 
Availability of data is a central issue. Without data, there is no identification, targeting, 
or prediction. Unfortunately, there is no ideal source of data. Each source has its 
benefits and drawbacks, which must be weighed against each other.  Predictive 
modeling, as any other data-driven endeavor, is subject to the “garbage in garbage out” 
principle. Keep in mind, the more data obtained from care provided in as many different 
settings as possible, the better a picture of overall healthcare services utilization can be 
assembled. Knowing your data, its limitations, and its potential is therefore crucial. 

At least six types of data are commonly available to the health care analyst. We 
summarize these data, with a subjective evaluation (based on years of experience 
with different types of data) of their advantages and disadvantages, in the following 
table.  

Table 5. 

Data Source Reliability Practicality 

Enrollment High High 

Claims Medium High 

Pharmacy Medium High 

Physician Referral/chart High Low 

Laboratory Values High Low 

Self-reported Low/medium Low 
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The practicality of physician referrals, chart information, laboratory values, and 
self-reported data, while currently low, continues to improve.  

4.1   Enrollment Data 

Many key financial, clinical and operational statistics are expressed on a per member, 
per month or per 1,000 members basis. Health plan enrollment (often called 
“eligibility”) information can be a valuable resource for denominator/population 
information to include in claims analysis. Enrollment Data allows plan participants to 
be identified, counted, and categorized, regardless of whether they had a healthcare 
service during the study period. Many health plans utilize the 834 Benefit Enrollment 
and Maintenance Form, a set of standards for HIPAA9-compliant electronic transfer 
of client enrollment and disenrollment information. By promoting industry standards 
for the transfer and storage of plan membership data, the 834 format has resulted in 
increased availability and more accurate historical enrollment data. Standardized 
fields for data transmission include coverage date spans (starting and ending), 
provider/plan information, and limited member demographics. Although a large 
number of plans use the 834 format, many of them modify the data elements to fit 
their particular data definitions, thereby lessening (but not eliminating) the reliability 
of this tool in standardized reporting. 

Enrollment data can sometimes specify which services are covered. High-level 
benefit design information is particularly useful for understanding which members 
have prescription drug, vision, or behavioral health benefits. More detailed benefit 
information such as deductible, coinsurance, and copayment levels is also useful for 
understanding financial barriers to utilization, as numerous studies have demonstrated 
an inverse relationship between members’ cost-sharing and service utilization. 
Information about benefit design is not generally as readily available, or in as easily 
interpreted form as enrollment information. If required, it may be inferred, with a 
certain amount of effort, from claims data, by analyzing differences between allowed 
and paid claims for different classes of service.   

4.2   Claims and Coding Systems 

Claims data contains a wealth of useful information for the analyst and modeler.  In 
order to obtain reimbursement for any service in the United States, the provider of 
that service must submit a claim in one of several formats, depending on the type of 
service.  Examples of claims forms are UB 04 for hospital claims (UB is an 
abbreviation for "universal benefit") and CMS 1500 for professional claims (CMS is 
the abbreviation for Centers for Medicare and Medicaid Services)10. Claims forms 

                                                           
9 A very significant piece of legislation regulating healthcare data is the Health Insurance 

Portability and Accountability Act. It was signed into law by President Clinton in 1996 with 
full implementation required by early in 2003. There are three parts of HIPAA that have the 
greatest impact. These are the EDI Rule (42 CFR 162.1000), which defines the classification 
systems that the Health Care organizations should use, the Security Rule (42 CFR 164.306) 
which requires the Health Care organizations to create and implement security safeguards and 
The Privacy Rule (42 CFR 164.502) which requires protection of the data. 

10 See Duncan (2011) for examples of these forms, together with a discussion of the data therein. 
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contain detailed information about the patient and the provider, together with 
descriptions of the services rendered, each with its own coding scheme. Below, we 
discuss some of the major types of information that may be derived  from claims.  

Medical claims data have high ratings for availability. They are generally available 
in a health plan environment, except when capitation11agreements are in place.  
Claims data are often criticized (at least as compared with data from medical records) 
for the depth and accuracy of the medical information they contain, but because 
providers have an interest in submitting accurate information for reimbursement, 
medical claims data quality is relatively high. Key data elements contained in medical 
claims include the diagnosis, the procedure, the provider, the place and type of the 
service, date of service, date of adjudication, amount charged and amount paid.  The 
quality of such data, however, varies greatly between health plans and there are many 
additional possibilities for error in the data-gathering, submission, warehousing and 
transmission stages. Data quality diagnostic reports should therefore be run to 
determine data quality before beginning any analysis, and control totals should be 
produced to ensure that data is being read accurately, and that successive data feeds 
are consistent in terms of volume and amount with prior feeds.   Examples of the type 
of reports that are often run including the traditional actuarial completion12 (claims 
triangle) report, as well as reports on key trends such as number of claims, services 
and prescriptions per member per month, and their associated costs. 

Possibly the most useful information contained in claims data is the member's 
diagnosis and the procedure(s) (services) provided. The International Statistical 
Classification of Diseases and Related Health Problems (ICD)  known as ICD 
codes, provides a framework for categorizing diseases and other conditions on a very 
detailed level. ICD codes classify diseases and a wide variety of signs, symptoms, 
abnormal findings, complaints, social circumstances, and external causes of injury or 
disease. Every health condition can be assigned to a unique category and is given a 
code, up to five digits long. The International Classification of Diseases was first 
published by the World Health Organization (WHO) in 1948. The original intent of 
ICD codes was to report mortality statistics only.  The WHO published the ICD-8 
codes in 1968 and ICD-9 codes in 1977. Although ICD-10 codes were published in 
1994, official adoption for clinical coding purposes13 of the ICD-10-CM (Clinical 
Modification) system in the Unites States has not yet occurred as of this writing. 
Adoption in the U.S. is currently projected by October 1, 2013.  Although not yet 

                                                           
11 Capitation arrangements are those arrangements in which providers accept the risk of service 

volumes in return for a fixed (“capitated”) payment per health plan member. Under such an 
arrangement the capitated provider is responsible for providing all eligible and medically-
necessary services to the covered member. (A stop-loss arrangement is sometimes negotiated 
with the payer to protect the provider against catastrophic events.) 

12 Claims Triangle:  an incurred and paid claims triangle is a useful method for displaying 
claims data for a number of purposes, including data validation and reserving.  The triangle 
arranges data by date of claims incurral (service) and payment.  It is then possible to evaluate 
whether there is any change, month to month, in the reporting of initial and subsequent 
claims relative to historical patterns, as well as to project the amount of future claims that 
may be expected to be reported for any month of incurral.  

13 The ICD-10 codes were adopted for mortality reporting and have been used for this purpose in 
the U.S. since 1999.  
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used in the U.S., the 10th edition (ICD-10) is used broadly throughout many countries. 
An 11th edition is in preparation.  

The ICD-10 coding system introduces several changes compared with the previous 
ICD-9 system. Although ICD-10 will not be implemented in the US before 2013 at 
the earliest, the changes inherent in this classification system (compared with the 
previous edition) will have significant implications for all predictive models and risk 
adjusters. For this reason, we note some of the most significant changes:  
 
1. Almost twice the number of categories as ICD-9. 
2. Use of alphanumeric categories instead of numeric only (except for E and V). 
3. Changes in chapters, categories, titles, and regrouped conditions. 
4. Expansion of injury codes, ambulatory and managed care encounters. 
5. Addition of a 6th character.  
 
Medical conditions are identified from diagnosis codes contained in member claims 
data. Because there are in excess of 20,000 diagnosis codes (within the ICD-9 code 
system), some form of grouping is usually essential for analysis.  Grouping may also 
be performed without a commercial or internally-developed grouper. The ICD system 
generally classifies diagnosis by parts of the body. One example of a grouping that 
follows this approach is the Major Diagnostic Category, as shown in Table 6.   

While the MDC level of grouping is sometimes useful for reporting purposes, the 
amount of variation in resource consumption within classes makes it too broad a 
classification for predictive or risk adjustment purposes.  

In addition to codes within the series above, ICD-9 codes sometimes begin with a 
letter, either a V (which replaces the first digit of the three-digit number) or an E code 
(which consists of the letter E plus a 3-digit number). V codes indicate ongoing 
treatment not related to a particular condition (immunizations for example). E codes 
designate accident, injury, or poison-related diagnoses. 

The number before the decimal point indicates the diagnostic category; the fourth 
digit (first position after the decimal point) provides further diagnostic information 
(such as body part or complication). The fifth digit can also denote further 
information, such as whether an episode of care is initial, subsequent, or unspecified, 
or the severity of the condition. For example, diabetes-related diseases are part of the 
classification group 240-279 (Endocrine, nutritional and metabolic disorders). Code 
250 is Diabetes Mellitus; a fourth digit represents various complications of diabetes, 
from Ketoacidosis (250.1) through 250.9 (diabetes with unspecified complications). A 
fifth digit is added, specific to Diabetes, indicating the type of diabetes and degree to 
which it is controlled.  

 
 Type II, not stated as uncontrolled:  0 
 Type I, not stated as uncontrolled:  1 
 Type II, uncontrolled:  2 
 Type I, uncontrolled:  3 
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Table 6. 

Major Diagnostic Categories 

001-139 Infectious and parasitic diseases  

140-239 Neoplasms  

240-279 
Endocrine, nutritional and metabolic diseases, and immunity 
disorders 

280-289 Diseases of the blood and blood-forming organs  

290-319 Mental disorders 

320-359 Diseases of the nervous system 

360-389 Diseases of the sense organs  

390-459 Diseases of the circulatory system  

460-519 Diseases of the respiratory system 

520-579 Diseases of the digestive system  

580-629 Diseases of the genitourinary system  

630-676 Complications of pregnancy, childbirth, and the puerperium 

680-709 Diseases of the skin and subcutaneous tissue 

710-739 Diseases of the musculoskeletal system and connective tissue 

740-759 Congenital anomalies  

760-779 Certain conditions originating in the perinatal period  

780-799 Symptoms, signs, and ill-defined conditions  

800-999 Injury and poisoning  

 
These complications and their associated costs are discussed in more detail below.     

Diagnosis codes are nearly always present on medical claims data. Sometimes there 
may be multiple diagnosis codes, although usually only the primary and secondary 
codes are populated with any regularity or reliability. Diagnosis codes nearly always 
follow the uniform ICD formats. Unfortunately, coding errors are sometimes present 
on a claim. First, claims are usually not coded by the diagnosing physician, or they 
may be coded vaguely – physicians may have a strong conjecture on a precise 
diagnosis but will often code a diagnosis in the absence of confirming tests because a 
diagnosis is required for claim reimbursement. This is often the case for rare 
diagnoses as well as for emergency treatments where precision is less important than 
swift treatment. Diagnosis codes may sometimes be selected to drive maximum 
reimbursement (a process also known as "upcoding"). Finally, coding may lack 
uniformity – different physicians may follow different coding practices. For all of 
their drawbacks, however, diagnosis codes are invaluable due to their availability, 
uniformity of format, and usefulness. 

Procedure Codes: A procedure is a medical service rendered by a health care 
professional in a clinical, office, hospital or other setting, where the professional 
provides and bills for the service. These bills include procedure codes, CPT4 
(“Current Procedural Terminology, Version 4”) codes, ICD Procedure codes or 
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HCPCS (Healthcare Common Procedure) codes, which are almost always found in 
claims data. Unlike diagnosis codes, however, procedure codes come in various 
formats, some of which are specific to particular health plans. Some of the most 
common formats will be discussed later in this chapter. Like diagnosis codes, 
procedure codes are useful when available, and often provide valuable insight into the 
actual services being performed.  For this reason they are particularly useful in the 
case of physician services and when assessing provider performance with respect to 
efficiency and quality.  

ICD procedure codes are found on the header of UB 04 facility claims (“UB” is an 
abbreviation for Universal Billing) and are generally less specific than CPT and 
HCPCS procedure codes. Facility claims may contain more specific CPT and HCPCS 
codes on the claim detail. Professional claims do not contain ICD procedure codes but 
should always contain CPT and/or HCPCS codes. 

Service location and type are generally present on medical claims and can be used 
to determine basic types of service, for example emergency, hospital inpatient, etc. 
Formats are sometimes standard and sometimes health plan-specific. Data quality is 
generally good enough to use in modeling.  

Claims Costs: Cost of services is both a highly necessary data element, and highly 
problematic. It is a necessary factor because our definition of risk is largely financial. 
It is problematic due to a lack of uniformity. First, there is always debate about 
whether it is appropriate to use billed, allowed, or reimbursed cost.  Billed cost is 
more subject to non-uniformity and can be highly inflated (because it is generally 
subject to negotiated provider discounts). Allowed charges represent billed charges 
less disallowed costs and non-covered charges, (such as the cost of a television set in 
a hospital room) and contractual discounts. Reimbursed cost (allowed charges) is 
altered by deductibles and other cost-sharing, and is usually referred to as "paid 
claims" or "net paid claims."  Both allowed charges and net paid claims are subject to 
variation in physician coding practices as well as regional differences in customary 
reimbursement rates. In discussing “Claims” or associated analysis (such as predictive 
modeling) it is important to be clear at which level in the claim process the “claims” 
under consideration have been extracted.  

The date of service and dates of adjudication (evaluation of the submitted claims 
for reimbursement) or of any adjusting entries are essential to medical claims. Date of 
service is a primary need, because it defines whether a claim will be reimbursed, as 
well as the timing of a diagnosis or service. The date of adjudication is essential for 
verification of completeness of data. There is a lag (sometimes referred to as “run-
out”) between dates of service and adjudication that can be several months or more.   
This lag is illustrated in Table 7, which shows a typical health claims run out triangle.   
The data are arranged by month of incurral and month of payment, resulting in 
increasing frequency of blank cells as we move through the year. 

Completeness of paid claims data maybe evaluated using different methods such as 
the chain-ladder or the inventory method (using a report of claims costs cross-tabbed 
between months of service and adjudication). Time-based reports change as data is 
refreshed and missing claims are added. A rule-of-thumb often used historically was 
that a minimum of 90 days of claims run-out (number of days between the last date of 
service being considered and the latest available adjudication date) was sufficient for a 
claims data set to be considered “complete.”   More recently, claims lags have shortened 
and claims are likely to be more complete after 60 or 90 days than in past years. 
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Table 7. Example of a Claims Triangle 

Month of Incurral  
  January February March April May June 

M
on

th
 o

f P
ay

m
en

t 

January 10.0  

February 175.0  12.0  

March 200.0  180.0  9.0  

April 25.0  80.0  160.0  11.0  

May 33.0  55.0  80.0  180.0  7.0  

June 15.0  15.0  40.0  120.0  200.0  6.0  

July 15.0  20.0  25.0  65.0  95.0  180.0  

August 12.0  7.0  12.0  45.0  60.0  86.0  

September 10.0  12.0  7.0  25.0  45.0  75.0  

October 5.0  12.0  7.0  10.0  25.0  55.0  

November 2.0  7.0  18.0  12.0  12.0  24.0  

December 1.0  5.0  9.0  7.0  8.0  12.0  

TOTAL 503.0  405.0  367.0  475.0  452.0  438.0  

 
 
To validate claims payment data and to calculate reserves for outstanding incurred 

claims not yet paid, different methods may be used.  In any particular year, claims are 
unlikely to be more than 95% to 98% complete at 90 days after the end of a year14. 
For the purposes of model development, the additional 2% to 5% of outstanding claim 
amounts is unlikely to have a material effect on the results. Pharmacy claims 
generally complete more quickly (most within the month incurred); outpatient and 
professional claims complete less quickly. Historically, inpatient claims completed 
least quickly, but as the percentage of claims that are adjudicated automatically 
continues to increase, the minimum period for “completeness” of inpatient claims has 
also tended to fall. More important than the definition of a standard run-out period, 
however, is the use of consistent incurred/paid periods for each period of a study (that 
is, claims completeness should be consistent between periods).  

Hospital claims, often referred to as “facility” claims, can be categorized broadly as 
Inpatient and Outpatient. Because of their cost, considerable attention is directed at 
analyzing (and reducing) inpatient admissions, and the prediction of inpatient stays is 
a frequent target of predictive modelers.  Inpatient claims are generated as a result of 
an admission to a facility involving an overnight stay. Because of the duration of 
inpatient admissions, there can be more than one inpatient claim record, containing 

                                                           
14 This evaluation of completeness is often referred to as “Incurred in 12 (months) Paid in 15.”   

Claims in the first month have had 15 months to mature; claims in the last month only 3.  In 
total (for the year) the claims are reasonably mature, however.   
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multiple claims lines, for an admission. It is not unusual for a claim to be generated 
for an inpatient stay at the close of a month and, if the patient is still admitted, to have 
a new claim generated for the same admission but be “reset” to the first day of the 
new billing month. Complications also occur in billing for inpatient stays that involve 
a transfer to a different facility or, sometimes, an admission resulting from a visit to 
the Emergency Room. Re-admissions occurring within a brief period of discharge are 
another complicating factor when assessing whether an inpatient episode is a 
continuation of an earlier admission, or a new admission. Inpatient claims are most 
commonly identified by the Bill Type, but can be identified from room and board 
revenue codes. Inpatient claims can be classified as acute or sub-acute (such as 
skilled-nursing and rehabilitation stays).  

Outpatient facility claims are generated for services such as emergency room visits, 
ambulatory surgeries, and other services provided in an institutional setting where 
there is a facility charge (usually in addition to a “professional” charge, which will be 
discussed in the next section). 

Facility claims are billed using the UB form (Uniform Billing).  In virtually all 
cases, payment for inpatient and outpatient claims is based on the Revenue Code 
listed on the UB04. The UB04 form, also known as a CMS-1450, is the latest iteration 
of a standard claim form used for billing Medicare services, but used more generally 
for other payers. The prior version, UB92, was discontinued in 2007. There are often 
multiple revenue codes per claim, each carrying a separate line item charge. When the 
contract with the payer requires reimbursement based on DRGs (Diagnosis Related 
Groups), payers put facility claims through a “DRG Grouper” in the adjudication 
process, and are reimbursed based on a DRG. The DRG grouping process maps ICD-
9 diagnoses, procedures, patient age, sex, discharge status and the presence or absence 
of complicating conditions into one of approximately 500 DRGs. For providers that 
are reimbursed based on billed charges, the billed charges contained in the UB04 are 
the basis of reimbursement.  

Physician claims often are classified into a larger category of “Professional” claims. 
This grouping encompasses all services rendered by a physician or other non-
physician medical professional such as Nurse Practitioner, Respiratory Therapist, or 
Physical Therapist regardless of place of service.  

It is important to note that with respect to hospital admissions, two claims may be 
submitted: the UB04 (or CMS 1450) for the facility services (room and board, 
ancillary services, in-hospital drugs, etc.) and the CMS 1500 for the services of a 
physician, assistant surgeon, anesthesiologist, etc. Claims of the facility and the 
professions are sometimes bundled together into a single bill, but this is unusual. 
More often, separate bills are issued for different types of inpatient services.  

Pharmacy Claims: Of all data sources, pharmacy claims have the best overall 
quality. The nature of the pharmacy transaction, as compared to that of a medical 
encounter, is relatively straightforward, thus lending itself to routine and complete 
recording of the transaction. They are adjudicated quickly, if not immediately,  
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resulting in a faster completion rate than medical claims. The essential fields are 
nearly always populated. Unfortunately, because pharmacy claims do not contain 
diagnosis codes (diagnosis has to be inferred based on the therapeutic use of a 
particular drug) they are not as robust for predictive purposes. There are some 
exceptions, for example in the area of drug-drug interactions. Despite the best efforts 
of Pharmacy Benefit Managers (PBMs) and Pharmacies, conflicting prescriptions are 
sometimes filled, and the presence of conflicting drugs (drug-drug interactions) in the 
patient record is highly predictive of adverse outcomes. Moreover, there are enrollees 
with prescriptions for multiple drug classes, sometimes as many as four or more 
(polypharmacy). Such enrollees are statistically more risky, regardless of the specific 
therapeutic classes of their prescriptions.  

All outpatient drugs are assigned an NDC (National Drug Code) identifier. This is a 
unique, three-segment number, which is a universal product identifier for human 
drugs. The NDC code is assigned by the U.S. Food and Drug Administration (FDA) 
which inputs the full NDC number and the information submitted as part of the listing 
process into a database known as the Drug Registration and Listing System (DRLS). 
On a monthly basis, the FDA extracts some of the information from the DRLS data 
base (currently, properly listed marketed prescription drug products and insulin) and 
publishes that information in the NDC Directory. There are a number of reasons why 
a drug product may not appear in the NDC Directory. For example:  

• the product may not be a prescription drug or an insulin product;  
• the manufacturer has notified the FDA that the product is no longer being 

marketed;  
• the manufacturer has not complied fully with its listing obligations and 

therefore its product is not included until complete information is provided.  

The FDA standard code contains 10 digits, while HIPAA requires an 11-digit number. 
To conform to a HIPAA compliant code, FDA-compliant codes are often transformed 
with the addition of an extra “0.” This complete code, or NDC, identifies the labeler, 
product, and trade package size. The first segment, the labeler code, is assigned by the 
FDA. A labeler is any firm that manufactures (including repackers or relabelers) or 
distributes the drug under its own name. The second segment, the product code, 
identifies a specific strength, dosage form, and formulation for a particular firm. The 
third segment, the package code, identifies package sizes and types. Both the product 
and package codes are assigned by the firm. The NDC will have one of the following 
numbers of digits: 4-4-2, 5-3-2, or 5-4-1. 

An example of an NDC code is 00087-6071-11.  

 00087:  Bristol-Myers Squibb. 

 6071:  Glucophage 1000 mg tablets (Glucophage, or metformin, is an oral 
anti-diabetic medication).  

 11:  100 unit-size bottle.  
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A typical drug claim file may also contain some descriptive information related to the 
drug itself. While it is most convenient to obtain all this information from one source, 
descriptive pharmacy drug information is available on various standardized databases. 
Access to supplemental databases can help to fill in the “blanks” regarding drug 
type/therapeutic class, brand vs. generic indicators, etc. In addition, drug codes are 
updated much more frequently than Medical codes, making maintenance of drug-
based algorithms and analysis of drug claims more difficult. Supplemental databases 
can solve many of these challenges, but may be costly to obtain and can also be 
proprietary15.  

In addition to the information contained in the NDC code, a drug claim will 
contain other information. The key fields provided on pharmacy data include number 
of days supply of the drug, number of refills, prescription fill date, and the amounts 
paid and allowed on the claim.  

Pharmacy claims have limitations. Prescriptions written by a physician but never 
filled will not generate claims. An April 8, 2009 report in the Wall Street Journal cited 
a study that found that cost was the reason that 6.8% of all brand-name prescriptions, 
and 4.1% of all generic prescriptions were unfilled. A significant limitation in 
pharmacy claims, compared with medical claims, is the absence of a diagnosis on the 
claim. Thus from pharmacy claims alone it is impossible to determine precisely the 
member’s diagnosis. In addition, while a prescription is filled, it is not possible to 
determine whether the member actually took the medications. Fortunately, diagnoses 
may be extrapolated from the therapeutic class (or classes) of drug claims. There are 
several commercial grouper models available to the analyst who wishes to generate 
diagnoses from drug claims. 

Laboratory Values: at present, it can be difficult to obtain laboratory values, and it 
requires effort to render them useful for modeling or analysis. The percentage of 
regular submissions of laboratory values is increasing, although even in Managed 
Care plans, a relatively low percentage of tests (often fewer than 25%) are processed 
by contracted reference laboratory vendors, due to out-of-network usage. It is 
important to recognize that, even if full reporting were available from reference 
laboratories, these values would still not represent all of the tests performed on 
patients, because of the large number of tests performed in-hospital, which are rarely 
available for analytical purposes. Few vendors code test results consistently using a 
standard protocol (such as the LOINC16 code). Data from large national reference 
laboratory vendors are more likely to contain standardized formats than those from 
hospital laboratories. The potential for their use is very high and the availability of 
laboratory values is always worth investigating. 

                                                           
15 See the section on Drug Groupers for more information about models that assign therapeutic 

classes, as well as grouper models that assign diagnoses from drug codes.  
16 Logical Observation Identifiers Names and Codes (LOINC) is a universal standard for 

identifying medical laboratory observations. It was developed and is maintained by the 
Regenstrief Institute, Inc. a U.S. non-profit medical research organization, in 1994.  
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Patient Self-Reported Data: Although not widely available at present, self-reported 
data is likely to be one of the new frontiers of healthcare analytics. Availability of 
self-reported data varies considerably. As PHR/EHR technology becomes more 
readily available and user-friendly, it will be easier to involve the patient in 
management of his/her own medical information. Member portals, where members 
have access to their own detailed medical records online, would not only allow for 
better care, but could be collected into databases for supplementing claims data in 
other forms. Additionally, Health Risk Assessments (HRA) are available for some 
populations; these generally provide information on behavioral risk factors (e.g., 
smoking, diet, exercise) and functional health status which are not available from 
claims. Self-reported data include member compliance with triggered activities (such 
as participation in smoking cessation or on-line education courses) as well as 
information about non-reimbursed services. As more emphasis is placed on member 
cost-sharing and reduction in expenses through healthier lifestyle and reduction of 
health risks, self-reported data will become an important method of identifying risk 
and risk reduction opportunities.  

4.3   Interpretation of Claims Codes 

In order to perform modeling, it is important to interpret the actual values of codes 
contained in the common claims forms.  We cover a number of these types of codes 
and their interpretation.  

 
PROCEDURE (CPT AND HCPCS) CODES 

Procedure codes are those codes assigned by professionals to describe the services 
performed. They are a sub-set of codes under the Healthcare Common Procedure 
Coding System (or HCPCS). HCPCS is a two-tiered system, established by Centers 
for Medicare and Medicaid Services (CMS) to simplify billing for medical procedures 
and services, and CPT is the first of the two levels of coding.  

CPT codes (HCPCS level I codes) are five-digit numerical codes from the Current 
Procedural Terminology code-set. CPT codes were first published in 1966 and are 
maintained and licensed by the American Medical Association. They are used 
primarily by physicians and other healthcare professionals to bill for services. CPT 
codes are categorized according to type of service. Examples are physician evaluation 
and management (“E&M”), laboratory, medical/surgical and radiology. Most of the 
procedures and services performed by healthcare professionals are billed using CPT 
codes. One of the major deficiencies of CPT codes for analytic purposes is the lack of 
specificity on some codes related to ancillary services such as supplies, injections and 
other materials, as well as newly-emerging services. In addition to CPT coding of 
procedures, the ICD-9 system also has procedure codes (found in Volume 3 of the 
ICD-9 code books).  CPT codes are more detailed, and are more commonly 
encountered, but some payers require that both be coded for reimbursement.  Table 8 
shows the types of services by CPT code range.   
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Table 8. 

CPT Code Ranges 

Anesthesiology 00100-01999; 99100 – 99140 
Surgery 10040 – 69979 

Radiology 70010 – 79999 

Pathology and Laboratory 80002 – 89399 

Medicine (excl. Anesthesiology) 90700 – 99199 (excl. 99100-99140) 

Evaluation and Management 99201 – 99499 

As we shall see later, Evaluation and Management (E&M) codes are very 
important for confirming the validity of the diagnosis on an outpatient claim. Table 9 
provides more detail on E&M codes:  

Table 9. 

E&M Code Ranges 

Office and other outpatient services 99201 – 99220 

Hospital inpatient services 99221 – 99239 

Consultations 99241 – 99275 

Emergency Department Services 99281 – 99288 

Critical and Neonatal intensive care 99291 – 99297 

Nursing facility/custodial 99301 – 99333 

HCPCS: There are over 2,400 Level II codes. These codes are alpha-numeric and 
include physician medical services such as durable medical equipment (“DME”), 
prosthetics, orthotics, injections, and supplies. Most of these codes begin with a single 
letter, followed by four numbers, ranging from A0000 – V0000. The Level II HCPCS 
codes are uniform in description across the United States.  

Place of Service: Place of Service (“POS”) codes are used in healthcare professional 
services claims to specify the setting in which a service is provided. POS codes range 
from 00-99, and they are maintained by CMS. These include codes for categories 
such as Professional Office, Home, Emergency Room, and Birthing Center.  

Type of Service: Although a standardized code set for Type of Service (“TOS”) is 
available in the public domain, it is complicated to assign TOS consistently and 
accurately. As a result, many payers assign their own TOS codes, based on other 
variables such as Place of Service and Bill Type. As a result, Type of Service is 
usually plan/payer specific, and analysis must be tailored to match the specific plan 
variables.  

Bill Type: Bill type codes contain 3 digits and are defined by CMS. Each digit has 
significance. The first digit describes the type of facility (hospital, skilled nursing 
facility, home health, for example). The second digit gives information on the bill 
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classifications and differs for clinics and special facilities, inpatient and outpatient. 
The third digit is linked to frequency of billing for a claim (for example, a code of 2 is 
used for “interim-first claim;” code 3 is used for “interim- continuing claims,” etc.).  

Revenue Code: Revenue codes are a required part of billing for hospital facility 
services, as they are the chief piece of information linked to claims reimbursement for 
facility-based services. CMS 1500 and UB-04 revenue codes must be used to bill 
outpatient hospital facility services, and in some instances, a HCPCS procedure code 
is required in addition to the revenue code for accurate claims processing. There may 
be more than one revenue code per claim, as each line item can be assigned a separate 
charge for a separate service. Revenue codes are often used to distinguish between 
facility and professional claims. Inpatient facility claims will usually include a DRG; 
if no DRG is present, but revenue codes are provided then the claim is most likely 
“facility outpatient.” Specific ranges are used to help define service type. Revenue 
codes 450-459, for example, denote “Emergency Room.”  

5   Clinical Identification Algorithms 

As we have seen above claims data contains considerable information  regarding a 
member's diagnosis, its severity, procedures, therapy and providers.  As we have seen 
the presence of medical conditions is highly correlated with claims costs, so knowing 
about an individual’s or population’s conditions could help to predict that individual’s 
or population’s costs and utilization of medical services. Diagnosis codes alone number 
around 20,000, so that trying to understand a member's conditions and history is 
challenging, without considering other data sources such as drugs. Therefore, predictive 
modelers and other data miners frequently use clinical identification algorithms, a set 
of rules that, when applied to a claims data set, identifies the conditions present in a 
population, to reduce the information in claims to a more manageable volume.  For the 
analyst who does not wish to build and maintain his own algorithms, there are several 
commercially-available models, referred to as "Grouper Models" or simply "Groupers." 
We shall review some of these later in the chapter. 

There are several factors that need to be taken into account when building a clinical 
identification algorithm. The most important component of an algorithm is the 
diagnosis, but it is not the only component. An analyst building an algorithm must 
usually decide how to address the following components, in addition to diagnosis: 

1. The source of the diagnosis (claims; laboratory values; medical charts, etc.); 
2. If the source is claims, what claims should be considered? Which services will be 

scanned for diagnoses? Diagnoses can be derived from the following services, all 
of which may be found in medical claims: 

• Inpatient; 
• Outpatient; 
• Evaluation and Management; 
• Medical; 
• Surgical; 
• Laboratory; 
• Radiology; and 
• Ancillary services (e.g., durable medical equipment). 
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In addition, diagnoses may be obtained from other data sources, including self-
reported (survey) data and inferred from drug claims.  

3. If the claim contains more than one diagnosis, how many diagnoses will be 
considered for identification?   Diagnoses beyond the first one or two recorded in 
a claim submission may not be reliable.   

4. Over what time span, and with what frequency, will a diagnosis have to appear in 
claims for that diagnosis to be incorporated in the algorithm?  

5. What procedures may be useful for determining the level of severity of a 
member’s diagnosis?  

6. What prescriptions drugs may be used to identify conditions? Because 
prescription drug claims do not contain diagnostic information, diagnoses may be 
inferred. As we discuss in Section 4.1.2, this is not always possible to do 
unambiguously.  

 
Ultimately the analyst requires a systematic way for the information contained in 

the member diagnoses to be captured in a series of independent variables that will be 
used to construct a model. What diagnoses, frequencies and sources are used may 
depend on the proposed use of the algorithm. There are several challenges that face 
the analyst constructing a condition-based model.  

 
1. The large number of different types of codes, as well as large numbers of 

procedure and drug codes. The numbers of codes and their redundancy (the same 
code will often be repeated numerous times in a member record) makes it 
essential to develop an aggregation or summarization scheme.  

2. The level at which to recognize the condition. How many different levels of 
severity should be included in the model? 

3. The impact of co-morbidities. Some conditions are often found together (for 
example heart disease with diabetes). The analyst will need to decide whether to 
maintain separate conditions and then combine where appropriate, or to create 
combinations of conditions.  

4. The degree of certainty with which the diagnosis has been identified 
(confirmatory information).  

5. The extent of “coverage” of the data. All members of a population with health 
coverage will be covered by claims data, but this will not be true, for example, 
for self-reported data.  

6. The type of benefit design that underlies the data: for example, if the employee is 
part of a high deductible plan, certain low cost, high-frequency services may not 
be reimbursed through the health plan and therefore not generate the necessary 
claims-based diagnoses.  
 

Source Data. Data for identification may come from different sources with a range of 
reliability and acquisition cost. A diagnosis in a medical record, assigned by a physician, 
will generally be highly reliable. Unfortunately, medical record information is seldom 
available on a large scale. For actuarial and other analytical work, the two sources that 
are most common are medical and drug claims. Laboratory values and self-reported data 
may be added to the algorithm, if available in sufficient quantity and accuracy 
(“coverage”). Medical and drug data contain considerable identification information, but 
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with different degrees of certainty. This leads to a second key element of the algorithm: 
frequency and source of identifying information.  

Frequency and Source of codes. The accuracy of a diagnosis may differ based on 
who codes the diagnosis, for what purpose and how frequently a diagnosis code 
appears in the member record. The more frequently a diagnosis code appears, the 
more reliable the interpretation of the diagnosis. Similarly, the source of the code 
(hospital, physician, laboratory) will also affect the reliability of the diagnostic 
interpretation.  

A diagnosis that appears in the first position on a hospital claim is generally 
reliable, but the reliability of additional (co-morbid) diagnoses may be more 
questionable, as these diagnoses are often added to drive higher reimbursement. 
Similarly for physician-coded claims: if a patient visits the physician several times a 
year for diabetes check-ups, it is reasonably certain that the patient has diabetes. If the 
patient has only one diabetes diagnosis from a physician in 12 months, it is possible 
that diabetes was coded because the physician suspected this as a possible diagnosis 
but was conducting tests for confirmation. The absence of confirmatory diagnoses 
elsewhere (follow-up visits, prescription drug fills) makes the diagnosis suspect. It is 
usual to limit identification from physician codes to diagnoses from “E&M” 
(“Evaluation and Management”) codes only. These codes indicate that the physician 
was actually treating the member, rather than conducting exploratory testing. 
Diagnoses on ancillary services such as laboratory claims often have less diagnostic 
precision and can include “rule-out” diagnoses: diagnosis codes for conditions that the 
patient is suspected as having but which have not been confirmed through 
interpretation of diagnostic tests. 

Prescription drug data suffers from similar issues, together with issues that are 
unique such as multi-use drugs and non-approved (“off label”) uses17. An example of 
a multi-use drug is a class of drugs called Beta Blockers. These drugs are normally 
prescribed for use in heart patients to reduce blood pressure and heart rate, and restore 
normal heart rhythm. We could therefore interpret the presence of a claim for a Beta 
Blocker prescription in a member’s history as implying a possible heart condition. A 
regular history of repeat prescriptions would tend to confirm this interpretation. Beta 
Blockers are, however, also used for treatment of Anxiety disorders and Social 
Anxiety (being used on occasion by public speakers to overcome their fear of 
speaking in public). They have also been shown to be effective in the treatment of 
osteoporosis, alone or in combination with thiazide diuretics. The fact that a drug such 
as a Beta Blocker can be mapped to more than one class of disease makes the use of 
drug data alone a less reliable identifier of a diagnosis than a medical diagnosis, 
particularly if only one prescription is found. 

Severity and Co-morbid conditions. Because of the multiplicity of codes, patient 
records may contain different codes for the same disease. The analyst who is building 
an algorithm needs to determine how many levels of severity he or she wants to 
recognize. We illustrate this with an example from diabetes.  

                                                           
17 Multi-use drugs are drugs that may be used to treat more than one condition. An example of a 

multi-use drug is Thiazide, a diuretic, used to treat both the heart condition Hypertension and 
osteoporosis. The drug is tested and approved by the FDA for treatment of heart conditions, 
but not for osteoporosis. Its use for the latter condition is referred to as “Off Label” use.   
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Table 10. 

Codes for Identification of Diabetes 

ICD-9 Code  Code Description  

250.x Diabetes Mellitus 

357.2 Polyneuropathy in diabetes 

362.0 Diabetic Retinopathy 

366.41 Diabetic Cataract 
648.00 to 648.04 Diabetes Mellitus (as other current condition  

in mother complicating pregnancy or childbirth)18 

Each of these codes identifies the possible presence of diabetes. The fourth digit 
within the 250.x class of codes, however, indicates complications and increased 
severity. Table 11 shows an expansion of the 250.x diabetes class of codes.  It also 
provides information on the annual cost of patients who present with different 
diagnoses, relative both to all diabetes patients and to the average cost of all health 
plan members19. 

Depending on the use for which the algorithm is intended, the analyst may or may 
not want to capture the severity information contained in the fourth (or subsequent) 
digit of the diagnosis code.  

Co-morbidities are a related issue that must also be addressed. Patients who have 
suffered from diabetes for some time, for example, frequently develop co-morbid 
heart conditions. The same heart conditions are found in patients without diabetes. 
From a health risk perspective, the question that must be asked is whether the heart 
risk in a patient with diabetes is the same as that in a patient without diabetes. If it is 
the same, an additive model by condition is appropriate. But the presence of 
additional co-morbid conditions could either raise or lower risk, compared with that 
posed by the sum of the individual risks. Ultimately we could leave to the data the 
task of determining the answer to this question. Nevertheless, how we handle this 
issue could affect our ultimate model. We can, for example, evaluate the relative cost 
(risk) of a patient with different diabetes diagnoses.  

Table 12 shows a simple aggregation scheme grouping the detailed codes from 
Table 11 into a hierarchical condition system. In our case the mapping of conditions 
to severity levels results in groups of codes with approximately the same cost. 
Alternatively, we could map conditions based on clinical knowledge.  

                                                           
18 Note that the pregnancy or childbirth codes are not without controversy as identifiers of diabetes. 

They are codes associated with gestational diabetes, a condition in which women with no 
previous history of diabetes exhibit elevated glucose levels during pregnancy. There is a specific 
code for gestational diabetes (648.8) but coding errors occur in this category and it is not always 
possible to distinguish between gestational and other forms of diabetes.   

19 Adapted from Duncan (2011). 
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Table 11.* 

 

Table 12. 

 
                                                           
* The average cost for all members of this population is $ 3,000 PMPY. 

 

Relative Costs of Members with Different Diabetes Diagnoses

Diagnosis 
Code 

Description

Average 
cost 

PMPY

Relative 
cost for all 
diabetics 

Relative 
cost for all 
membersICD-9-CM 

250 
A diabetes diagnosis without a fourth digit 
(i.e., 250 only). $13,000  100% 433%

250.0 
Diabetes mellitus without mention of 
complication $10,000  77% 333%

250.1 
Diabetes with ketoacidosis (complication 
resulting from severe insulin deficiency) $17,000  131% 567%

250.2 
Diabetes with hyperosmolarity (hyperglycemia 
(high blood sugar levels) and dehydration) $26,000  200% 867%

250.3 Diabetes with other coma $20,000 154% 667%

250.4 
Diabetes with renal manifestations (kidney 
disease and kidney function impairment) $25,000  192% 833%

250.5 Diabetes with ophthalmic manifestations $12,000  92% 400%

250.6 
Diabetes with neurological manifestations 
(nerve damage as a result of hyperglycemia) $17,000  131% 567%

250.7 Diabetes with peripheral circulatory disorders $20,000  154% 667%

250.8 Diabetes with other specified manifestations $30,000 231% 1000%

250.9 Diabetes with unspecified complication $13,000 100% 433%

357.2 Polyneuropathy in Diabetes $20,000  154% 667%

362 Other retinal disorders $13,000 100% 433%

366.41 Diabetic Cataract $14,000  108% 467%

648 

Diabetes mellitus of mother complicating 
pregnancy childbirth or the puerperium 
unspecified as to episode of care $12,000 92% 400%

TOTAL   $13,000 100% 433%

*

Example of  a Grouping System for Diabetes Diagnoses 

Severity Level Diagnosis Codes Included Average Cost Relative Cost

1 250; 250.0 $10,000 77% 

2 250.5; 250.9; 362; 366.41; 648 $12,500 96% 

3 250.1; 250.3; 250.6; 250.7; 357.2 $18,000 138% 

4 250.2; 250.4 $25,000 192% 

5 250.8 $30,000 238% 

 
TOTAL (All diabetes codes) $13,000 100% 
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This simple grouping indicates that, while there is a multiplicity of codes available 
for identifying diabetes, the relative cost information contained in the codes may be 
conveyed by a relatively simple grouping (in this case, 5 groups).  

6   Sensitivity-Specificity Trade-Off 

When building algorithms, the analyst always has to make decisions regarding 
sensitivity and specificity. Sensitivity and Specificity are important concepts in 
predictive modeling. Sensitivity refers to the percentage of “true positives” that are 
correctly identified as such. Specificity refers to the percentage of “true negatives” 
correctly identified. Thus if the measure of interest is, for example, diabetes, the 
sensitivity of an identification algorithm would be calculated as the percentage of 
those members of the population who have diabetes who are correctly identified, 
while the specificity of the algorithm refers to the number of healthy individuals 
correctly identified (and not incorrectly identified as having diabetes).  

In medical applications the diagnosis of diabetes is ultimately assigned by a 
clinician, often after a series of tests. As we have discussed previously, it is frequently 
impossible to obtain the necessary level of detailed clinical data on every member of 
the population to determine whether a member has diabetes, and the analyst must use 
secondary sources (such as claims) for this identification. Determining whether a 
member identified as a diabetic by an algorithm is a “false positive” (does not have 
the condition) cannot be determined directly and must be inferred from other 
evidence.  

Use of a sensitive algorithm to identify diabetics will identify a larger population, 
but at the risk of including "false positives." In some applications, such as care 
management, where follow-up interventions are often performed, this may not be a 
significant drawback. In other applications, such as provider reimbursement or 
evaluation of programs, identification of members who do not truly have a condition 
can distort the analysis. In our example in Table 11, the average cost of all members 
was $3,000, compared with the average cost for a person with diabetes of about 
$13,000. Clearly, inclusion of an individual without diabetes in a diabetic population 
(as a "false positive") will distort the average cost of that population. For this reason, 
it is always important to determine the use which will be made of the algorithm before 
determining the degree of specificity to be included. 

6.1   Constructing an Identification Algorithm  

Construction of an Identification Algorithm requires that the analyst make decisions 
about the source of data, the codes to be used, and rules for frequency with which 
specific codes are identified in the member record. We illustrate the construction of 
an example below with an identification algorithm for diabetes: 
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Table 13. 

Example of a Definitional Algorithm 

Disease Type Frequency Codes 

Diabetes 
Mellitus 

 
 

Hospital Admission or ER visit with 
diagnosis of diabetes in any position 

At least one event in a 
12-month period 

ICD-9 codes 250, 357.2, 362.0, 
366.41, 648.0 

Professional visits with a primary or 
secondary diagnosis of diabetes 

At least 2 visits in a 
twelve month period 

CPT Codes in range of  
99200-99499 series E & M codes 
or 92 series for eye visits 

Outpatient Drugs: dispensed insulin, 
hypoglycemic, or anti-hyperglycemic 
prescription drug 

One or more  
prescriptions in a  
twelve month period 

Diabetes drugs (see HEDIS or 
similar list of drug codes). 

EXCLUDE 
gestational 
diabetes20. 

Any (as above) As above 648.8x 

6.2   Sources of Algorithms 

For an analyst who does not wish to construct his or her own algorithms, algorithms 
may be obtained from other sources. The following are examples of commercially-
available algorithms.  

1. NCQA (NATIONAL COMMITTEE FOR QUALITY ASSURANCE):   The HEDIS Data Set 
(HEALTHCARE EFFECTIVENESS DATA AND INFORMATION SET)  

HEDIS is a tool used by health insurance plans to measure performance on 
important dimensions of care and service. It is offered by NCQA, which adapted and 
refined the first set of measures initially developed by a coalition of health plans and 
employer groups. The first widely-used and accepted version of HEDIS was version 
2.0 released in 1993. It is a tool used by more than 90% of America’s managed health 
care plans (and a growing number of PPO plans) to measure performance on important 
dimensions of care and service.  HEDIS consists of 71 measures across 8 domains of 
care. Algorithms for identifying conditions (and appropriate services or medications) 
are provided for the following services (among others):  

• Use of Appropriate Medications for People with Asthma 
• Cholesterol Management for Patients with Cardiovascular Conditions 
• Controlling High Blood Pressure 
• Antidepressant Medication Management 
• Breast, Cervical and Colorectal Cancers 
• Comprehensive Diabetes Care 

HEDIS measures are often calculated as the quotient of a numerator and denominator. 
The HEDIS algorithms provide definitions for both numerators (the numbers of health 

                                                           
20 Gestational diabetes is excluded because it is non-recurring, that is, the diabetes is not likely 

to affect the member's costs and utilization prospectively.  
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plan members who meet the specific test) and denominators (all members who qualify 
during the measurement period for the required service) and are often used by 
analysts for population identification.  HEDIS 2010 algorithms are found in NCQA’s 
HEDIS 2010 Volume 2: Technical Specifications (currently at http://www.ncqa.org/ 
tabid/78/Default.aspx). The electronic version is highly recommended. Volume 2 is 
updated each year and available shortly after the HEDIS season ends in June. In early 
October, critical updates and corrections to Volume 2 are available for download from 
the NCQA website.  Support in the form  of FAQs is available as is e-mail support. 
NDC codes lists (which are defined in Volume 2) are generally updated in November 
or December See Appendix 4 in Volume 2 for information on HEDIS terminology.  

2.  DMAA (Disease Management Association of America, now renamed The Care 
Continuum Alliance) 

DMAA sponsors a regular series of workshops on outcomes evaluation. Part of the 
work performed in the workshops is the development of algorithms for identification 
of Chronic Diseases. DMAA’s algorithms are published in “Dictionary of Disease 
Management Terminology” (2nd edition) (Duncan (2008)) and its “Outcomes 
Guidelines Reports.”  (Care Continuum Alliance (2010)). It should be noted that the 
purpose of these algorithms is the evaluation of programs, so they may tend to be 
more specific than sensitive in their identification. CCA’s Outcomes Guidelines 
reports are available at no cost and may be found at the Care Continuum Alliance 
website, www.carecontinuum.org.   

7   Construction and Use of Grouper Models 

Above, we introduced claims codes and saw that there are different ways of 
identifying a disease, and that within “families” of diseases we encounter different 
levels of severity. We also discussed identification algorithms:  rules that are applied 
to datasets to drive consistent identification of conditions and their severity within a 
member population. Such consistency is important, particularly for risk adjustment 
and predictive modeling applications where comparison of populations in different 
geographies or at different points in time is often required, a consistent and 
transparent algorithm is important.  

Grouper models are commercially-available models that apply fixed,  pre-defined 
algorithms to identify conditions present in the population. They provide a means of 
identifying member conditions, with the practical value (for modelers) that the 
algorithms are maintained by an external party. In addition to their value as 
algorithms, grouper models have achieved prominence because they are viewed as 
predictive models, providing a means of "scoring" patients for relative risk and cost. 
These models frequently generate a "relative risk score" that is used for underwriting, 
reimbursement and other applications. The relative risk score is simply a translation 
of the member's predicted cost to a numeric scale, based on a fixed relationship 
between the points scale and the predicted member cost. For example, in Table 12, 
members with risk level 3 have an expected cost of $18,000 per year.  Assuming that 
the member average cost ($3,000) translates to a score of 1.0, a member in risk level 3 
would score 6.0 on the relative risk scale.  
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Although algorithms may be developed by the analyst from first principles using 
available data, as discussed in Section 5, there are three primary reasons that may 
make use of commercially-available grouper models (“groupers”) preferable.  

 
1. There is a considerable amount of work involved in building algorithms, 

particularly when this has to be done for the entire spectrum of diseases. Adding 
drug or laboratory sources to the available data increases the complexity of 
development.  

2. While the development of a model may be within the scope and resources of the 
analyst who is performing research, use of models for production purposes (for 
risk adjustment of payments to a health plan or provider groups for example) 
requires that a model be maintained to accommodate new codes. New medical 
codes are not published frequently, but new drug codes are released monthly, so a 
model that relies on drug codes will soon be out of date unless updated regularly.  

3. Commercially-available clinical grouper models are used extensively for risk 
adjustment when a consistent model, accessible to many users, is required.  
Providers and plans, whose financial stability relies on payments from a payer, often 
require that payments be made according to a model that is available for review and 
validation. The predictive accuracy and usefulness of commercially available models 
has been studied extensively by the Society of Actuaries, which has published three 
comparative studies in the last 20 years21.  

 
The use and effectiveness of the models for risk adjustment or other purposes is 
outside the scope of this chapter. Rather, our interest is in the underlying clinical 
models that the grouper models offer, which simplify the analyst’s task of identifying 
condition(s) present within a member record. If a grouper model is used, it is 
important to understand its construction, including (if possible) the clinical categories 
that the grouper recognizes, and the rules that the developer has applied to map 
diagnoses into these categories. Grouper models, while useful, are not without their 
challenges. Primary among these is the lack of transparency in their construction: the 
precise definition of code groupings is generally not available. Also, because the 
analyst cannot define either the codes, their frequency or source in the algorithm, 
grouper models essentially determine the sensitivity/specificity trade-off.  

There are several grouper models available on the market, each with its own 
unique approach to algorithm construction. Models have also been developed for 
different uses, although over time they have come to be applied somewhat 
interchangeably. In order to use grouper models in projects, it is important to know 
what their advantages and disadvantages are.  

The models that are most frequently encountered, and which are discussed in this 
chapter are summarized in Table 14. This table also indicates the data source used in 
the different models.  

While most groupers contain common elements (grouping different diagnoses into 
successively higher-order groupings) there are some differences in approach and use 
of medical claims groupers. We note some of these here; a more detailed discussion is 
available in Duncan (2011). 
                                                           
21 See Dunn et al (1996), Cumming et al (2003), Winkelman and Mehmud (2007). 
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Table 14. 

Commercially Available Grouper Models 

Company Risk Grouper Data Source 

CMS 
Diagnostic Risk Groups (DRG) (There are a number of 
subsequent “refinements” to the original DRG model) 

Hospital claims only 

CMS HCCs Age/Sex, ICD -9 

3M Clinical Risk Groups (CRG) 
All Claims (inpatient, 
ambulatory and drug) 

IHCIS/Ingenix Impact Pro 
Age/Sex, ICD-9 
NDC, Lab 

UC San Diego 
Chronic disability payment system 
Medicaid Rx 

Age/Sex, ICD -9 
NDC 

Verisk Sightlines™
DCG 
RxGroup 

Age/Sex, ICD -9 
Age/Sex, NDC 

Symmetry/Ingenix 
Episode Risk Groups (ERG) 
Pharmacy Risk Groups (PRG) 

ICD – 9, NDC 
NDC 

Symmetry/Ingenix Episode Treatment Groups (ETG) ICD – 9, NDC 

Johns Hopkins Adjusted Clinical Groups (ACG) Age/Sex, ICD – 9 

The earliest example of a grouper is the Diagnostic Risk Group system developed 
at Yale University in the 1980s and still in use (with successive modifications) by 
CMS for reimbursement of hospital services irrespective of the actual resources used 
to treat the patient. The DRG system projects relative resource use as a single number, 
providing a normative cost for the services appropriate to patients of the same 
diagnosis, age, sex, co-morbidities, severity of illness, risk of dying, prognosis, 
treatment difficulty, need for intervention and resource intensity.  

There are several examples of medical and drug-based condition-based groupers: 
HCCs (used by CMS for reimbursement of Medicare Advantage plans), ACGs, 
DCGs, CRGs and CDPS. The Symmetry Episode Grouper (ETG) applies a different 
approach, combining services into clinically homogenous episodes of care, regardless 
of treatment location or duration. Unlike condition-based models, in which the unit of 
observation is generally the patient-year, ETGs group services over the episode, 
which may last less than a year. A member may experience multiple episodes of care 
for different diagnoses in the course of a year, or, in the case of chronic diseases, be 
subject to a year-long "episode." 
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While they are frequently used for the same applications (all models, for example, 
result in relative risk scores for patients) the design of different models makes them 
more suitable for different applications. All models are potentially useable for high-
risk member case finding ("predictive modeling"), while the grouping of resources 
into episodes of care makes ETGs an obvious choice for provider evaluation. 

7.1   Drug Grouper Models 

In addition to models that group diagnosis codes, commercial models are also 
available to group drug codes, impute diagnoses and assign relative risk scores.  We 
classify these models into two classes: Therapeutic Class Groupers and Drug-based 
risk adjusters.  

As we discussed above, there are hundreds of thousands of drug (NDC) codes.  
Therapeutic groupers assign individual groupers to therapeutic classes, enabling 
analysis such as compliance or persistency of a member with appropriate drug therapy 
by searching for the presence of a class of drug within the population, rather than 
individual NDC codes.  Two examples of commercially-available models that group 
drug codes into a hierarchy of therapeutic classes are the American Hospital 
Formulary Service classification system and the Medispan Drug database, which 
classifies drugs by Generic Product indicator (GPI).   

While these two therapeutic grouper models perform a function similar to the 
grouping of ICD-9 Codes performed by Commercial grouper models, therapeutic 
classes, while useful for analysis, are not directly linked to risk adjustment or 
predictive modeling. An intermediate step is necessary, in which the member’s 
diagnosis(es) must be inferred from the therapeutic class of drugs in the member 
record. Many of the vendors who provide risk adjustment/risk scoring models make 
available drug-only models that perform the clinical mapping from therapeutic class 
to diagnosis, and then assign relative risk scores to members based on their drug 
utilization experience alone. The risk scoring models discussed next do not, however, 
perform therapeutic class grouping, for which one of the therapeutic groupers will be 
necessary.  

7.2   Drug-Based Risk Adjustment Models 

Unlike the therapeutic class groupers discussed in Sections above, which map 
individual NDC codes to therapeutic classes, Drug-based Risk Adjustment models are 
a special case of the class of risk-adjuster models discussed previously. The medical 
grouper models provide a way of mapping the approximately 15,000 diagnosis codes 
to different condition categories, each of which represents a different relative risk.  
Drug-based risk-adjustment models serve a similar function, except that they are 
based on member drug utilization rather than member utilization of all medical 
services. Both types of models, in addition to categorizing member conditions, also 
generate a relative risk score. The model may be predictive of drug cost only or of 
drug plus medical costs. As Table 14 shows, most commercially-available grouper 
models also provide a drug-only model which relates the cost of either drugs only or 
all services (medical and drug) to the drug-only patient history.   
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8   Summary and Conclusions 

In this chapter we have reviewed health risk, which we define as the likelihood of 
individuals of experiencing higher health resource utilization (either because of the 
use of more services, or more expensive services, or both) than other similarly-
situated individuals. We have seen that increased utilization is often associated with 
patient diagnoses and treatments, and that information about commonly available risk 
factors such as age, sex, geography and medical condition is predictive of future 
utilization and cost. It is possible to derive information about diagnosis, treatment, 
provider of services, place of service and other potentially-predictive variables from 
health insurance claims data, as well as other data routinely collected by health 
insurance payers. The volume, ease of access and frequency of updating of health 
insurance claims makes this a valuable resource for the data miner who wants to test 
different hypotheses about health resource utilization.  

In this chapter we have discussed the types of data most-frequently available to the 
data miner, as well as some of the techniques used to group data for interpretation. 
Once the data miner has assembled available data sources, the next challenge is to 
apply an appropriate model to begin to test hypotheses about the relationship between 
risk factors and health risk. Discussion of analytical models themselves is outside the 
scope of this chapter. 

The size and scope of the health sector in every country and the urgency of the 
need to control healthcare costs makes healthcare data mining a crucial growth 
opportunity for the future. 
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Abstract. In this chapter, we present efficient and accurate methods
to analyze biological networks. Biological networks show how different
biochemical entities interact with each other to perform vital functions
for the survival of an organism. Three main types of biological networks
are protein interaction networks, metabolic pathways and regulatory net-
works. In this work, we focus on alignment of metabolic networks.

We particularly focus on two algorithms which successfully tackle
metabolic network alignment problem. The first algorithm uses a nonre-
dundant graph model for representing networks. Using this model, it
aligns reactions, compounds and enzymes of metabolic networks. The
algorithm considers both the pairwise similarities of entities (homology)
and the organization of networks (topology) for the final alignment. The
second algorithm we describe allows mapping of entity sets to each other
by relaxing the restriction of 1-to-1 mappings. This capturing biologically
relevant alignments that cannot be identified by previous methods but
it comes at an increasing computational cost and additional challenges.
Finally, we discuss the significance of metabolic network alignment using
the results of these algorithms on real data.

1 Introduction

Importance of the biological interaction data stems from the fact that the driving
forces behind organisms’ functions are described by these interactions. Unlike
other types of biological data, such as DNA sequences, interaction data shows
the roles of different entities and their organization to perform these processes.
Analyzing these interactions can reveal significant information that is impossible
to gather by analyzing individual entities.

With the recent advances in high throughput technology, in the last decades,
significant amount of research has been done on identification and reconstruc-
tion of biological networks such as regulatory networks [1,2,3], protein interaction
networks [4] and metabolic networks [5,6]. These networks are compiled in pub-
lic databases, such as KEGG (Kyoto Encyclopedia of Genes and Genomes) [7],
EcoCyc (Encyclopedia of Escherichia coli K-12 Genes and Metabolism) [8], PID
(the Pathway Interaction Database.) [9] and DIP (Database of Interacting Pro-
teins) [10]. These databases maintain information both in textual form and
graphical form.

D.E. Holmes, L.C. Jain (Eds.): Data Mining: Found. & Intell. Paradigms, ISRL 25, pp. 63–99.
springerlink.com c© Springer-Verlag Berlin Heidelberg 2011
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Fig. 1. A subnetwork of human lysine biosynthesis network. In this network, rectangles
represents enzymes that catalyze reactions. Each enzyme is labeled with its Enzyme
Commission (EC) number. The circles represent input and output compounds for the
reactions.

An important type of biological network is metabolic networks. In metabolic
networks relationships between different biochemical reactions together with
their inputs, outputs and catalyzers are organized as networks. Analyzing these
networks is necessary to capture the valuable information carried by them. An
essential type of analysis is the comparative analysis which aims at identifying
similarities between metabolisms of different organisms. Finding these similari-
ties provides insights for drug target identification [11], metabolic reconstruction
of newly sequenced genome [5] and phylogeny reconstruction [12,13]. A sample
metabolic network can be seen in Figure 1.

To identify similarities between two networks it is necessary to find a mapping
of their entities. Figure 2 shows an alignment of two networks with only one-
to-one node mappings allowed. Every node need not be mapped in network
alignments. Similar to sequence alignment, such nodes are called insertions or
deletions (indels).

In the literature, alignment is often considered as finding one-to-one map-
pings between the molecules of two networks. In this case, the global/local
network alignment problems are GI(Graph Isomorphism)/NP complete as the
graph/subgraph isomorphism problems can be reduced to them in polynomial
time [14]. Hence, even for the case described above, efficient methods are needed
to solve the network alignment problem for large scale networks.

A number of studies have been done to systematically align different types
of biological networks. For metabolic networks, Pinter et al. [15] devised an al-
gorithm that aligns query networks with specific topologies by using a graph
theoretic approach. Tohsato et al. proposed two algorithms for metabolic net-
work alignment one relying on Enzyme Commission (EC [16]) numbers of en-
zymes and the other considering the chemical structures of compounds of the
query networks [17,18]. Latterly, Cheng et al. developed a tool, MetNetAligner,
for metabolic network alignment that allows a certain number of insertions and
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deletions of enzymes [19]. These methods focus on a single type of molecule
and the alignment is driven by the similarities of these molecules (e.g., enzyme
similarity, compound similarity). Also, some of these methods limit the query
networks to certain topologies, such as trees, non-branching paths or limited
cycles. These limitations degrade the applicability of these methods to complex
networks. One way to avoid this is to combine both topological features and
homological similarity of pairwise molecules using a heuristic method. This ap-
proach has been successfully applied to find the alignments of protein interaction
networks [20,21] and metabolic networks [22,23]. Another advantage of these two
methods is that they improve the accuracy of the alignment algorithm without
restricting the topologies of query networks.

A1

A3

 B1

B3
B4

A2

A4
A5

B2

B5

Fig. 2. An alignment of two hypothetical networks. The dashed lines represent the
mapping between nodes of two networks. In this alignment, the nodes A1, A2, A3 and
A5 are mapped to the nodes B1, B2, B3 and B5 respectively. Note that not all the
nodes need to be mapped in an alignment. The nodes A4 and B4 are not mapped in
this alignment.

In this chapter, we discuss two fundamental algorithms for aligning metabolic
networks. We briefly describe a number of other computational methods aimed
at solving this problem in Section 6. Before we describe the problem of network
alignment or the solutions to the problem, we discuss major challenges inherent
in biological networks in general and metabolic networks in particular.

– Challenge 1. A common delusion of a number of algorithms for metabolic
network alignment is to use a model that focuses on only one type of en-
tity and ignores the others. This simplification converts metabolic networks
to graphs with only compatible nodes. The word compatible is used for the
entities that are of the same type. For example, for metabolic networks two
entities are compatible if they both are reactions or enzymes or compounds.
The transformations that reduce the metabolic networks to graphs with only
compatible entities are referred as abstraction. Reaction based [12], com-
pound based [17] and enzyme based [15,24] abstractions are used for model-
ing metabolic networks. Figure 3 illustrates the problems with the enzyme
based abstraction used by Pinter et al.[15] and Koyuturk et al.[24]. In the top
portion of Figure 3(a), enzymes E1 and E2 interact on two different paths.
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(a) (b)

Fig. 3. The effect of abstraction for metabolic networks. Top figures in (a) and (b)
illustrate two hypothetical metabolic networks with enzymes and compounds repre-
sented by letters E and C, respectively. Bottom figures in (a) and (b) show the same
networks after abstraction when the compounds are ignored. In (a) the two different
paths between E1 and E2 in top figure are combined when compounds are ignored.

Abstraction loses this information and merges these two paths into a single
interaction as seen in the bottom figure. After the abstraction, an alignment
algorithm aligning the E1 → E2 interactions in Figures 3(a) and 3(b) cannot
realize through which path, out of two alternatives, the enzymes E1 and E2

are aligned. It is important to note that the amount of information lost due
to abstraction grows exponentially with the number of branching entities.

– Challenge 2. Many of the existing methods limit the possible molecule
mappings to only one-to-one mappings. As also pointed out by Deutscher et
al. [25] considering each molecule one by one fails to reveal its function(s)
in complex networks. This restriction prevents many methods from identi-
fying biologically relevant mappings when different organisms perform the
same function through varying number of steps. As an example, there are
alternative paths for LL-2,6-Diaminopimelate production in different organ-
isms [26,27]. LL-2,6-Diaminopimelate is a key intermediate compound since
it lies at the intersection of different paths on the synthesis of L-Lysine. Fig-
ure 4 illustrates two paths both producing LL-2,6-Diaminopimelate starting
from 2,3,4,5-Tetrahydrodipicolinate. The upper path represents the shortcut
used by plants and Chlamydia to synthesize L-Lysine. This shortcut is not
an option, for example, for E.coli or H.sapiens due to the lack of the gene
encoding LL-DAP aminotransferase (2.6.1.83). E.coli and H.sapiens have to
use a three step process shown with gray path in Figure 4 to do this transfor-
mation. Thus, a meaningful alignment should map the two paths when for
instance, the lysine biosynthesis networks of human and a plant are aligned.
However, since these two paths have different number of reactions tradi-
tional alignment methods, limited to one-to-one mappings, fail to identify
this mapping.

The problem of metabolic network alignment is to find a mapping between
the nodes of two networks which maximizes the alignment score. There are a
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2.6.1.83 

2.6.1.17 3.5.1.18 2.3.1.117 

2,3,4,5−Tetrahy- 
drodipicolinate 

LL−2,6−Diami- 
nopimelate 

Fig. 4. A portion of Lysine biosynthesis network. Each reaction is represented by the
Enzyme Commission (EC) number of the enzyme that catalyze it. Circles represent
compounds (intermediate compounds are not shown). E.coli and H.sapiens (human) use
the path colored by gray with three reactions, whereas plants and Chlamydia achieve
this transformation directly through the path with a single reaction shown in white.

r2 r1 r3 

P 

(a)

r1 r2 

r3 

r4 

P 

(b)

Fig. 5. A toy example with two hypothetical metabolic networks that will be used
throughout this chapter. For simplicity, we only display the reactions of networks.

number of different schemes used in the literature for both mapping and scoring
the alignments. Depending on the how scoring and mapping is defined, there
are different approaches to align metabolic networks. In this chapter, we will
describe two metabolic network alignment algorithms. In Section 2, we discuss
an alignment algorithm that is free of abstraction and incorporates similarity
of different types of entities. In Section 3, we present a more general alignment
method, which also considers one-to-many mappings. We defer the formal defini-
tions of these two versions of network alignment problem until the corresponding
sections.

Throughout this chapter, we utilize a number of abbreviations and symbols
to simplify the explanation of algorithms. Table 1 lists of the most frequently
used symbols. We extend this notation list in Table 2 for the algorithm defined
in Section 3. Also, we use the toy example in Figure 5 to explain different steps
of the algorithms discussed in this chapter.

2 Metabolic Network Alignment with One-to-One
Mappings

In this section, we present a network alignment algorithm that addresses the first
challenge described in Section 1 [22,23]. This method considers all the biological



68 F. Ay, G. Gülsoy, and T. Kahveci

Table 1. Commonly used symbols in this chapter

P , P̄ Query metabolic networks

R, C,E Set of all reactions, compounds and enzymes in a metabolic network

ri, r̄j Reactions of query networks

Ii, Oi,Ei Set of input compounds, output compounds and enzymes of reaction ri

φ Relation which represents the alignment of the entities of query networks

SR, SC, SE Support matrices of reactions, compounds and enzymes

HR, HC, HE Homological similarity vectors of reactions, compounds and enzymes
α Parameter adjusting relative weights of homology and topology

γI , γO, γE Relative weights of similarities of input, output compounds and enzymes

entities in metabolic networks namely compounds, enzymes and reactions that
convert a set of compounds to other compounds by employing enzymes. At a high
level this algorithm creates three eigenvalue problems one for compounds, one for
reactions and one for enzymes. Then, it solves these eigenvalue problems using an
iterative algorithm called power method [23]. The principal eigenvectors of each
of these problems provide a good similarity score that is a mixture of homology
and topology of corresponding entities. For each entity type, these scores define
a weighted bipartite graph. The algorithm first extracts reaction mappings using
maximum weighted bipartite matching algorithm on the corresponding bipartite
graph. To ensure the consistency of the alignment, the next step of the method
prunes the edges in the bipartite graphs of compounds and enzymes which lead to
inconsistent alignments with respect to reaction mappings. Finally, the method
applies maximum weighted bipartite matching algorithm to the pruned bipartite
graphs of enzymes and compounds. The output of the method includes the
extracted mappings of entities as an alignment together with their similarities
and an overall similarity score.

The rest of this section is organized as follows: Section 2.1 describes the
network model used by the algorithm. Section 2.2 outlines the algorithm. Sec-
tions 2.3 and 2.4 explains pairwise and topological similarities respectively. Sec-
tion 2.5 shows how to combine these two similarities. Finally, sections 2.6 and
2.7 discusses how to extract and calculate the similarity score for the resulting
alignment.

2.1 Model

Existing alignment methods use network models which only focus on a single
type of entity, as stated in Challenge I. This simplification converts metabolic
networks to the graphs with only compatible nodes. We use the word compatible
for the entities that are of the same type. For metabolic networks, two entities
are compatible if they both are reactions or enzymes or compounds. This algo-
rithm uses a network model which considers all types of entities and interactions
between them. In this section, we describe this model.
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(b)

Fig. 6. Graph representation of metabolic networks. (a) A portion of the reference
network of Alanine and aspartate metabolism from KEGG database (b) The graph
representation used by the algorithm for this portion. Reactions are shown by rectan-
gles, compounds are shown by circles and enzymes are shown by triangles.

Let P be a metabolic network and R={R1,R2, . . . ,R|R|}, C={C1,C2,. . . ,C|C|}
and E={E1,E2, . . . , E|E|} denote the sets of reactions, compounds and enzymes
of this network respectively. Using this notation, the definition below formalizes
the graph model employed by this algorithm:

Definition 1. The directed graph, P = (V, E), for representing the metabolic
network P is constructed as follows: The node set, V = [R, C, E ], is the union
of reactions, compounds and enzymes of P . The edge set, E, is the set of inter-
actions between different nodes. An interaction is represented by a directed edge
that is drawn from a node x to another node y if and only if one of the following
three conditions holds:
1) x is an enzyme that catalyzes reaction y.
2) x is an input compound of reaction y.
3) x is a reaction that produces compound y. ��
Figure 6 illustrates the conversion of a KEGG metabolic network to the
graph model described above. As suggested, this model is capable of representing
metabolic networks without losing any type of entities or interactions between
these entities. This model avoids any kind of abstraction in alignment. Besides,
this model is nonredundant since it avoids repetition of the same entity. In Fig-
ure 6(a) the enzyme 1.2.4.1 is shown twice to represent two different reactions,
whereas in the latter model shown in Figure 6(b) it is represented as a single node.

2.2 Problem Formulation

This section formalizes the problemof aligning compatible entities of two metabolic
networks with only one-to-one mappings. In this section, we first define the
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alignment and consistency of an alignment. Then,6 we give the formal definition
of the problem.

Let, P, P̄ stand for the two query metabolic networks which are represented by
graphs P = (V, E) and P̄ = (V̄ , Ē), respectively. Using the graph formalization
given in Section 2.1, we replace V with [R, C, E ] where R denotes the set of
reactions, C denotes the set of compounds and E denotes the set of enzymes of
P . Similarly, we replace V̄ with [R̄, C̄, Ē ].
Definition 2. An alignment of two metabolic networks P = (V, E) and P̄ =
(V̄ , Ē), is a mapping φ : V →V̄ . ��
Before arguing the consistency of an alignment, we discuss the reachability con-
cept for entities. Given two compatible entities vi, vj ∈ V , vj is reachable from
vi if and only if there is a directed path from vi to vj in graph G. As a shorthand
notation, vi ⇒ vj denotes vj is reachable from vi.

Using the definition and the notation above, the definition of a consistent
alignment is as follows:

Definition 3. An alignment of two networks P = (V, E) and P̄ = (V̄ , Ē) de-
fined by the mapping φ : V → V̄ is consistent if and only if all the conditions
below are satisfied:
• For all φ(v) = v̄ where v ∈ V and v̄ ∈ V̄ , v and v̄ are compatible.
• φ is one-to-one.
• For all φ(vi) = v̄i there exists φ(vj) = v̄j such that vi ⇒ vj and v̄i ⇒ v̄j, or

vj ⇒ vi and v̄j ⇒ v̄i, where vi, vj ∈ V and v̄i, v̄j ∈ V̄ . ��
The first condition in Definition 3 filters out mappings of different entity types.
The second condition ensures that none of the entities are mapped to more
than one entity. The last condition restricts the mappings to the ones which are
supported by at least one other mapping. That is, it eliminates the nonsensical
mappings which may cause inconsistency as described in Figure 7.

Now, let, SimPφ : (P, P̄ )→ �∩[0, 1] be a pairwise network similarity function,
induced by the mapping φ. The maximum score (i.e., SimPφ = 1) is achieved
when two networks are identical. In section 2.7, we will describe in detail how
SimPφ is computed after φ is created. In order to restate the problem, it is only
necessary to know the existence of such similarity function.

In the light of the above definitions and formalizations, here is the problem
statement considered in this section:

Definition 4. Given two metabolic networks P = (V, E) and P̄ = (V̄ , Ē), the
alignment problem is to find a consistent mapping φ : V → V̄ that maximizes
SimPφ(P, P̄ ). ��
In the following sections, we describe the metabolic network alignment algorithm.

2.3 Pairwise Similarity of Entities

Metabolic networks are composed of different entities which are enzymes, com-
pounds and reactions. The degree of similarity between pairs of entities of two
networks is, usually, a good indicator of the similarity between the networks.
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(a)

(b)

Fig. 7. Consistency of an alignment. Figures in (a) and (b) are graph representations
of two query networks. Enzymes are not displayed for simplicity. Suppose that the
alignment algorithm mapped the reactions R1 to R1’ and R2 to R2’. In this scenario,
a consistent mapping is C1-C1’. An example for a nonsensical mapping that causes
inconsistency is C2’ - C5, since it conflicts with the given mapping of reactions.

A number of similarity measures have been devised for each type of entity in
the literature. In the rest of this section, we describe the similarity functions the
algorithm uses for enzyme and compound pairs. We also discuss the similarity
function the authors developed for reaction pairs. All pairwise similarity scores
are normalized to the interval of [0, 1] to ensure compatibility between similarity
scores of different entities.

Enzymes: An enzyme similarity function is of the form SimE : E × Ē →
� ∩ [0, 1]. Two commonly used enzyme similarity measures are:

• Hierarchical enzyme similarity score [18] depends only on the Enzyme Com-
mission (EC) [16] numbers which made up of 4 numerals. Starting from the
leftmost numbers of two enzymes it adds 0.25 to similarity score for each com-
mon digit until two numbers differ. For instance, SimE(6.1.2.4, 5.2.2.4) = 0
since leftmost numbers are different, whereas SimE(6.1.2.4,6.2.3.4) = 0.25 and
SimE(6.1.2.4, 6.1.2.103) = 0.75.
• Information content enzyme similarity score [15] uses EC numbers of en-

zymes together with the information content of this numbering scheme. It is
defined as −log2(h/|�|) where h is the number of enzymes that are elements
of the smallest common subtree containing both enzymes and |�| is the num-
ber of all enzymes in the database. In order to maintain the compatibility, this
score is normalized by dividing it to log2(|�|). Figure 8 shows how to calculate
information content enzyme similarity score for enzymes 6.1.2.4 and 6.1.2.103.
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Fig. 8. Calculation of SimE(6.1.2.4, 6.1.2.103) using information content enzyme sim-
ilarity measure

Compounds: For compounds, the form of the similarity scores is SimC :
C×C̄ → �∩[0, 1]. Unlike the enzymes, there is no hierarchical numbering system
for compounds. Therefore, using hierarchy is not an option in this case. Better
approach for compounds is to consider the similarity of their chemical structures.
Here is two different methods commonly used for compound similarity:

• Identity score for compounds is computing the similarity score as 1 if two
compounds are identical and 0 otherwise.
• SIMCOMP similarity score for compounds is defined by Hattori et al. [28]

This score is assessed by mapping chemical structures of compounds to graphs
and then measuring the similarity between these graphs. This algorithm uses
loose compound similarity scoring scheme of SIMCOMP.

Reactions: The authors define a similarity score for the reactions using the
similarity scores for enzymes and compounds. An accurate similarity score for
reactions should rather account for the process performed by the reaction than
its label. This is because reactions catalyzed by enzymes affect the state of the
network by transforming a set of input compounds to a set of output compounds.
The similarity score for reactions depends on the similarities of the enzymes and
the compounds that take place in this process.

The similarity function for reactions is of the form SimR : R×R̄ → �∩ [0, 1].
It employs the maximum weight bipartite matching technique. The following is
a brief description of the maximum weight bipartite matching:
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Definition 5. Maximum Weight Bipartite Matching. Let, A and B be
two disjoint node sets and W be an |A| × |B| matrix representing edge weights
between all possible pairs with one element from A and one element from B,
where existing edges correspond to a nonzero entry in W . The Maximum Weight
Bipartite Matching of A and B is a one-to-one mapping of nodes, such that the
sum of edge weights between the elements of these pairs is maximum. We denote
this sum by MWBM(A, B, W ). ��
Let, ri and r̄j be two reactions from R and R̄ respectively. The reaction ri is
a combination of input compounds, output compounds and enzymes denoted
by [Ii, Oi, Ei], where Ii, Oi ⊆ C and Ei ⊆ E . Similarly, define r̄j as [Ij̄ , Oj̄ , Ej̄ ].
Additionally, compute the edge weight matrices WO and WI using the selected
compound similarity score and WE using the selected enzyme similarity.

The similarity score of ri and r̄j is computed as:

SimR(ri, r̄j) = γIMWBM(Ii, Ij̄ , WI )
+ γOMWBM(Oi, Oj̄ , WO)
+ γEMWBM (Ei, Ej̄ , WE) (1)

Here, γI , γO, γE are real numbers in [0, 1] interval. They denote the relative
weights of input compounds, output compounds and enzymes on reaction sim-
ilarity respectively. Typical values for these parameters are γI = γO = 0.3 and
γE = 0.4. These values are empirically determined after a number of experi-
ments. One more factor that defines reaction similarity is the choice of SimE
and SimC functions. Since there are two options for each, in total there are four
different options for reaction similarity depending on the choices of SimE and
SimC.

Now, it is time to create the pairwise similarity vectors HR0, HC0, HE0 for re-
actions, compounds and enzymes, respectively. Since, calculation of these vectors
is very similar for each entity type we just describe the one for reactions.

Figure 9 displays step by step computation of homology vector from the ho-
mological similarity matrix of our toy example. The entry HR0((i − 1)|R| + j)
of HR0 vector stands for the similarity score between ri ∈ R and r̄j ∈ R̄, where
1 ≤ i ≤ |R| and 1 ≤ j ≤ |R̄|. We will use the notation HR0(i, j) for this
entry since HR0 can be viewed as a |R| × |R̄| matrix. One thing to be care-
ful about is that HR0, HC0, HE0 vectors should be of unit norm. As we clarify
in section 2.4, this normalization is crucial for stability and convergence of the
algorithm. Therefore, we compute an entry of HR0 as:

HR0(i, j) =
SimR(ri, r̄j)
||HR0||1

(2)

In a similar fashion, all entries of HC0, HE0 are created by using SimC and
SimE functions. These three vectors carry the homology information through-
out the algorithm. Section 2.5 describes how they are combined with topology
information to produce an alignment.
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r̄1 r̄2 r̄3 r̄4

r1 0.8 0.3 0.1 0.5
r2 0.1 0.9 0.2 0.7
r3 0 0.3 0.7 0.4

(a)

r1-r̄1 0.8
r2-r̄1 0.1
r3-r̄1 0

r1-r̄2 0.3
r2-r̄2 0.9
r3-r̄2 0.3

r1-r̄3 0.1
r2-r̄3 0.2
r3-r̄3 0.7

r1-r̄4 0.5
r2-r̄4 0.7
r3-r̄4 0.4

(b)

r1-r̄1 0.16
r2-r̄1 0.02
r3-r̄1 0

r1-r̄2 0.06
r2-r̄2 0.18
r3-r̄2 0.06

r1-r̄3 0.02
r2-r̄3 0.04
r3-r̄3 0.14

r1-r̄4 0.1
r2-r̄4 0.14
r3-r̄4 0.08

(c)

Fig. 9. Calculation of (a) similarity matrix, (b) similarity vector and (c) normalized
similarity vector for our running example.

2.4 Similarity of Topologies

Previously, we discussed why and how pairwise similarities of entities are used.
Although pairwise similarities are necessary, they are not sufficient. The induced
topologies of the aligned entities should also be similar. In order to account for
topological similarity, this section describes the notion of neighborhood for each
compatibility class. After that, the method creates support matrices which allow
the use of neighborhood information.

To be consistent with the reachability definition, the neighborhood relation
definitions are in line with directions of interactions. In other words, these def-
initions distinguish between backward neighbors and forward neighbors of an
entity. Let, BN(x) and FN(x) denote the backward and forward neighbor sets
of an entity x. The construction of these sets for each entity type starts by
defining neighborhood of reactions to build backbone for topologies of the net-
works. Then, using this backbone, neighborhood for compounds and enzymes
are defined.

Consider two reactions ri and ru of the network P . If an output compound
of ri is an input compound for ru, then ri is a backward neighbor of ru and
ru is a forward neighbor of ri. The algorithm constructs the forward and back-
ward neighbor sets of each reaction in this manner. For instance, in Figure 5(a),
reaction r3 is a forward neighbor of r2, and r1 is a backward neighbor of r2.

A more generalized version of neighborhood definition can be given to include
not only instant neighbors but also neighbors of neighbors and so on. However,
this is not necessary since the method considers the support of indirect neighbors
as we describe in section 2.5.

As stated before, neighborhood definitions of compounds and enzymes depend
on the topology of reactions. Let, cs and ct be two compounds, ri and ru be
two reactions of the network P . If ri ∈ BN(ru) and cs is an input (output)
compound of ri and ct is an input (output) compound of ru then cs ∈ BN(ct)
and ct ∈ FN(cs). For example, in Figure 6(b), Pyruvate and Lipoamide-E are
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neighbors since they are inputs of two neighbor reactions, namely R00014 and
R03270. For enzymes the neighborhood construction is done similarly.

Utilizing the above neighborhood definitions, the algorithm creates support
matrices for each compatibility class. These matrices represent the combined
topological information of the network pair. Each entry of a support matrix
represents the support given by the pair of entities that index the row to the
pair of entities that index the column. Here, we only describe how to calculate
the support matrix for reactions. The calculations for enzymes and compounds
are similar.

Definition 6. Let, P = ([R, C, E ], E) and P̄ =([R̄, C̄, Ē ], Ē) be two metabolic
networks. The support matrix for reactions of P and P̄ is a |R||R̄| × |R||R̄|
matrix denoted by SR. An entry of the form SR[(i − 1)|R| + j̄][(u − 1)|R| + v̄]
identifies the fraction of the total support provided by ru, r̄v mapping to ri, r̄j

mapping. Let, N(u, v̄) = |BN(Ru)||BN(r̄v)| + |FN(ru)||FN(r̄v)| denote the
number of possible mappings of neighbors of ru and r̄v.

Each entry of SR is computed as:

SR[(i−1)|R|+ j̄][(u−1)|R|+v̄] =

⎧
⎨

⎩

1
N(u,v̄) if (ri ∈ BN(ru) and r̄j ∈ BN(r̄v))

or (ri ∈ FN(ru) and r̄j ∈ FN(r̄v))
0 otherwise

(3)
After filling all entries, the zero columns of SR are replaced with with |R||R̄|×

1 vector [ 1
|R||R̄| ,

1
|R||R̄| . . . , 1

|R||R̄| ]
T . This way support of the mapping indicated

by the zero column is uniformly distributed to all other mappings. ��
Now, we describe the calculation of the entries of a support matrix on our
running example in Figure 5. Let us focus on the support given by the map-
ping ({r2}, {r̄2}) to mappings of their neighbors. We see that FN({r2}) = 1,
FN ({r̄2}) = 2, BN({r2}) = 1 and BN({r̄2}) = 1. Hence, the support of map-
ping r2 to r̄2 should be equally distributed to its 3 (i.e. 1 × 1 + 2× 1) possible
neighbor mapping combinations. This is achieved by assigning 1/3 to the cor-
responding entries of SR matrix. Formation of the row corresponding to the
support given by r2-r̄2 mapping is illustrated in Figure 10.

We use the terms SR, SC and SE to represent the support matrices for re-
actions, compounds and enzymes, respectively. The power of these support ma-
trices is that they enable distribution of the support of a mapping to other

r1-r̄1 ... r3-r̄3 r3-r̄4

... ... ... ... ...
r2-r̄2

1
3

0 1
3

1
3

... ... ... ... ...

Fig. 10. Calculation of the support matrix for our running example. Only the row
representing the support from r2-r̄2 mapping to other mappings is shown (it only has
three non-zero entries).
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mappings according to distances between them. This distribution is crucial for
favoring mappings whose neighbors can also be matched as well. In the follow-
ing section, we describe an iterative process for appropriately distributing the
mapping scores to the neighborhood mappings.

2.5 Combining Homology and Topology

Both the pairwise similarities of entities and the organization of these entities
together with their interactions provide us great information about the functional
correspondence and evolutionary similarity of metabolic networks. Hence, an
accurate alignment strategy needs to combine these factors cautiously. In this
subsection, we describe a strategy to achieve this combination.

From the previous sections, we have HR0, HC0, HE0 vectors containing pair-
wise similarities of entities and SR, SC , SE matrices containing topological sim-
ilarities of networks. Using these vectors and matrices together with a weight
parameter α ∈ [0, 1] for adjusting the relative effect of topology and homology,
the method transforms the problem into three eigenvalue problems as follows:

HRk+1 = αSRHRk + (1− α)HR0 (4)
HCk+1 = αSCHCk + (1− α)HC0 (5)
HEk+1 = αSEHEk + (1− α)HE 0 (6)

for k ≥ 0.
In order to assure the convergence of these iterations, HRk, HCk and HEk are

normalized before each iteration.

Lemma 1. SR, SC and SE are column stochastic matrices.

Proof. This is the proof for the matrix SR only. The proofs for SC and SE can
be done similarly.

To prove that |R||R̄|×|R||R̄| matrix SR is column stochastic, we need to show
that all entries of SR are nonnegative and the sum of the entries in each column is
1. The nonnegativity of each entry of SR is assured by Definition 6. Now, let c be
an arbitrary column of SR and Tc be the sum of the entries of that column. Then,
∃u ∈ [1, |R|] and ∃v̄ ∈ [1, |R̄|] such that �c/|R|
 = u − 1 and c ≡ v̄(mod|R|).
u and v̄ are indices of reactions ru and r̄v, respectively. By Definition 6, each
entry of column c is either 0 or 1

N(u,v̄)
, where N(u, v̄) = |BN(ru)||BN(r̄v)| +

|FN(ru)||FN (r̄v)|. Then, the (i− 1)|R|+ j̄th entry of column c is 1
N(u,v̄)

if and
only if both ri and r̄j are either forward neighbors or backward neighbors of ru

and r̄v, respectively. Hence, Tc =
∑N(u,v̄)

t=1
1

N(u,v̄)
= 1. Since c is an arbitrary

column, Tx = 1, for all x ∈ [1, |R||R̄|]. Therefore, each column of SR sums up
to 1 and thus, SR is column stochastic. ��
Lemma 2. Every column stochastic matrix has an eigenvalue λ1 with |λ1| = 1.

Proof. Let, A be any column stochastic matrix. Then, AT is a row stochastic
matrix and AT e = e where e is a column vector with all entries equal to 1. Hence,
1 is an eigenvalue of AT . Since A is a square matrix, 1 is also an eigenvalue
of A. ��
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Lemma 3. Let, A and E be N ×N column stochastic matrices. Then, for any
α ∈ [0, 1] the matrix M defined as:

M = αA + (1− α)E (7)

is also a column stochastic matrix.

Proof. Let, Ci, Di, Ti be the sum of the ith columns of A, E and M , respectively.
Since A and E are column stochastic for all i ∈ [1, N ], Ci = Di = 1. Also, since
α ∈ [0, 1], αCi +(1−α)Di = αCi−αDi+1 = 1. Hence, Ti = αCi +(1−α)Di = 1
for all i ∈ [1, N ] and M is a column stochastic. ��
Lemma 4. Let, A be an N ×N column stochastic matrix and E be an N ×N
matrix such that E = HeT , where H is an N-vector with ||H ||1 = 1 and e is an
N-vector with all entries equal to 1. For any α ∈ [0, 1] define the matrix M as:

M = αA + (1− α)E (8)

The maximal eigenvalue of M is |λ1| = 1. The second largest eigenvalue of
M satisfies |λ2| ≤ α.

Proof. The proof is omitted. See Haveliwala et al. [29] ��
Using an iterative technique called power method, the algorithm aims to find the
stable state vectors of the equations (4), (5) and (6). Lemma 1 shows that SR,
SC and SE are column stochastic matrices. By construction of HR0, HC0, HE0,
we have ||HR0||1 = 1, ||HC0||1 = 1, ||HE0||1 = 1. Now, by the following theorem,
we show that stable state vectors for equations (4), (5) and (6) exist and they
are unique.

Theorem 1. Let, A be an N × N column stochastic matrix and H0 be an N-
vector with ||H0||1 = 1. For any α ∈ [0, 1], there exists a stable state vector Hs,
which satisfies the equation:

H = αAH + (1− α)H0 (9)

Furthermore, if α ∈ [0, 1), then Hs is unique.

Proof. Existence: Let, e be the N-vector with all entries equal to 1. Then,
eT H = 1 since ||H ||1 = 1 after normalizing H . Now, the Equation 9 can be
rewritten as:

H = αAH + (1− α)H0

= αAH + (1− α)H0eT H

= (αA + (1− α)H0eT )H
= MH

where M = αA + (1 − α)H0eT . Let, E denote H0eT . Then, E is a column
stochastic matrix since its columns are all equal to H0 and ||H0||1 = 1. By
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Lemma 3 M is a column stochastic. Then by Lemma 4, λ1 = 1 is an eigenvalue
of M. Hence, there exists an eigenvector Hs corresponding to the eigenvalue λ1

which satisfies the equation λ1H
s = MHs.

Uniqueness: Applying the Lemma 4 to the M matrix defined in the existence
part, we have |λ1| = 1 and |λ2| ≤ α. If α ∈ [0, 1), then |λ1| > |λ2|. This
implies that λ1 is the principal eigenvalue of M and Hs is the unique eigenvector
corresponding to it. ��
Convergence rate of power method for equations (4), (5) and (6) are determined
by the eigenvalues of the M matrices (as defined in Equation 8) of each equation.
Convergence rate is proportional to O( |λ2|

|λ1| ), which is O(α), for each equation.
Therefore, choice of α not only adjusts the relative importance of homology and
topology, but it also affects running time of the algorithm. Since SR, SC , SE are
usually large matrices, every iteration of power method is costly. The idea of
reducing the number of iterations by choosing a small α is problematic because
it degrades the accuracy of the alignment. This algorithm performs well and
converges quickly with α = 0.7.

Before the first iteration of power method in equations (4), (5) and (6), we
only have pairwise similarity scores. After the first iteration, an entry HR1[i, j]
of an HR1 vector is set to (1−α) times the pairwise similarity score of ri, r̄j , plus
α times the total support supplied to ri, r̄j mapping by all mappings ru, r̄v such
that both ri, ru and r̄j , r̄v are first-degree neighbors. Intuitively, the first iteration
combines the pairwise similarities of entities with the topological similarity of
them by considering their first degree neighbors. If we generalize this to kth
iteration, the weight of pairwise similarity score stays to be (1 − α), whereas
weight of total support given by (k−t)th degree neighbors of ri, r̄j is αk−t(1−α).
That way, when the equation system converges the neighborhood topologies of
mappings are thoroughly utilized without ignoring the effect of initial pairwise
similarity scores. As a result, stable state vectors calculated in this manner are a
good mixture of homology and topology. Hence, using these vectors for extracting
the entity mappings gives us an accurate alignment of query networks.

2.6 Extracting the Mapping of Entities

Having combined homological and topological similarities of query metabolic
networks, it only remains to extract the mapping of entities. However, since
the algorithm restricts the consideration to consistent mappings this extraction
by itself is still challenging. Figure 7 points out the importance of maintaining
consistency of an alignment. Aligning the compounds C2’ and C5 in the figure
creates inconsistency since it is not supported by the backbone of the alignment
created by reaction mappings.

An alignment described by the mapping φ gives the individual mappings of
entities. Lets denote φ as φ = [φR, φC , φE ], where φR, φC and φE are mappings
for reactions, compounds and enzymes respectively.

There are three conditions that φ should satisfy to be consistent. The first
one is trivially satisfied for any φ of the form [φR, φC , φE ], since the algorithm
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beforehand distinguished each entity type. For the second condition, it is suf-
ficient to create one-to-one mappings for each entity type. Maximum weight
bipartite matching creates one-to-one mappings φR, φC and φE , which in turn
implies φ is one-to-one since intersections of compatibility classes are empty.

The difficult part of finding a consistent mapping is combining mappings
of reactions, enzymes and compounds without violating the third condition.
For that purpose, the method chooses a specific ordering between extraction of
entity mappings. In between different ordering options, creating the mapping
φR comes first. A discussion for reasons of Reactions First ordering can be
found in Ay et al. [23]. The φR mapping is extracted by using maximum weight
bipartite matching on the bipartite graph constructed by the edge weights in
HRs vector. Then, using the aligned reactions and the reachability sets, the
algorithm prunes the edges from the bipartite graph of compounds (enzymes)
for which the corresponding compound (enzyme) pairs are inconsistent with the
reaction mapping. In other words, the algorithm prunes the edge between two
compounds (enzymes) x − x̄, if there exists no other compound (enzyme) pair
y− ȳ such that x is reachable from x̄ and y is reachable from ȳ or x̄ is reachable
from x and ȳ is reachable from y. Pruning these edges guarantees that for any φC
and φE extracted from the pruned bipartite graphs φ = [φR, φC , φE ] is consistent.

Recall that, the aim of the method is to find a consistent alignment which
maximizes the similarity score SimPφ. The φ defined above satisfies the con-
sistency criteria. The next section describes SimPφ and then discusses that the
algorithm finds the mapping that maximizes φ that maximizes this score.

2.7 Similarity Score of Networks

As we present in the previous section, the algorithm guarantees to find a con-
sistent alignment represented by the mappings of entities. One can discuss the
accuracy and biological significance of the alignment by looking at the individ-
ual mappings reported. However, this requires a solid background of the spe-
cific metabolism of different organisms. To computationally evaluate the degree
of similarity between networks, it is necessary to devise an accurate similarity
score. Using the pairwise similarities of aligned entities, an overall similarity
score between two query networks, SimPφ, is defined as follows:

Definition 7. Let, P = ([R, C, E ], E) and P̄ = ([R̄, C̄, Ē ], Ē) be two metabolic
networks. Given a mapping φ = [φR, φC , φE ] between entities of P and P̄ , simi-
larity of P and P̄ is calculated as:

SimPφ(P, P̄ ) =
β

|φC |
∑

∀(ci,c̄j)∈φC

SimC(ci, c̄j)

+
(1− β)
|φE |

∑

∀(ei,ēj)∈φE

SimE(ei, ēj)
(10)

where |φC | and |φE | denote the cardinality of corresponding mappings and β∈
[0, 1] is a parameter that adjusts the relative influence of compounds and enzymes
on the alignment score. ��
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Calculated as above, SimPφ gives a score between 0 and 1 such that a bigger
score implies a better alignment between networks. Using β = 0.5 prevents a
bias in the score towards enzymes or compounds. One can set β = 0 to have
an enzyme based similarity score or β = 1 to have a compound based similarity
score. Reactions are not considered while calculating this score since reaction
similarity scores are already determined by enzyme and compound similarity
scores.

Having defined the network similarity score, it is necessary to show that the
consistent mapping φ = [φR, φC , φE ] found in the previous section, is the one
that maximizes this score. This follows from the fact that the algorithm uses
maximum weight bipartite matching on the pruned bipartite graphs of enzymes
and compounds. In other words, since maximality of the total edge weights of
φC and φE are beforehand assured by the extraction technique, their weighted
sum is guaranteed to give the maximum SimPφ value for a fixed β.

2.8 Complexity Analysis

Given P = ([R, C, E ], E) and P̄ = ([R̄, C̄, Ē ], Ē), there are three steps that con-
tribute to the time complexity of the method. First, the algorithm calculates
pairwise similarity scores for entities in O(|R||R̄|+ |C||C̄|+ |E||Ē|) time, since cal-
culating the similarity score of a pair is constant. Second, it creates three support
matrices and uses power method for finding stable state vectors. Both creation
phase and a single iteration of power method take O(|R|2|R̄|2+|C|2|C̄|2+|E|2|Ē |2)
time. In all experiments power method converges in small number of iterations
(<15) for each entity type. Hence, the total cost of finding stable state vectors
is also, O(|R|2|R̄|2 + |C|2|C̄|2 + |E|2|Ē |2). The last step is extracting mappings
from stable state vectors by using maximum weight bipartite matching. This step
takes O(min(|R|, |R̄|)|R||R̄|+min(|C|, |C̄|)|C||C̄||+min(|E|, |Ē |)|E||Ē |) time in to-
tal. Therefore, the complexity of the algorithm is dominated by the power method
part which results in an overall time complexity of O(|R|2|R̄|2+|C|2|C̄|2+|E|2|Ē |2).

3 Metabolic Network Alignment with One-to-Many
Mappings

The algorithm we discussed in the previous section addressed the first challenge
in Section 1. In this section, we present a new algorithm called SubMAP, which
addresses challenge 2 as well as challenge 1. In other words, this algorithm consid-
ers subnetwork mappings of all types of biological entities in metabolic networks.
This section begins by extending the notation defined in Section 2. Then, we for-
mally state the network alignment problem by considering the second challenge
and describe the SubMAP algorithm in detail.

Extended Notation. In addition to the notation we used so far, we define
a subnetwork of a network. A subnetwork is defined as a reaction subset of a
network such that the induced undirected graph of this subset is connected. Let
Ri ⊆ V be one such subnetwork of P . Let Rk be the set of all subnetworks
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of P that have at most k reactions, denoted as Rk = {R1, R2, . . . , RNk
} where

|Ri| ≤ k for all i ∈ [1, Nk]. Here, |Ri| denotes the cardinality of the reaction
set Ri. For instance, for the network P̄ in our running example, the sets of
subnetworks for k = 1, 2, 3, 4 are:
– R̄1 = R̄ = {r̄1, r̄2, r̄3, r̄4}
– R̄2 = R̄1 ∪ {{r̄1, r̄2}, {r̄2, r̄3}, {r̄2, r̄4}}
– R̄3 = R̄2 ∪ {{r̄1, r̄2, r̄3}, {r̄1, r̄2, r̄4}, {r̄2, r̄3, r̄4}}
– R̄4 = R̄3 ∪ {{r̄1, r̄2, r̄3, r̄4}}

Using this notation, we define a binary relation that maps a reaction of a query
network to a subnetwork of the other as follows:

Definition 1. Let P and P̄ be two networks and k be a positive integer. Also, let
Rk = {R1, R2, . . . , RNk

} and R̄k = {R̄1, R̄2, . . . , ¯RMk
} be the sets of subnetworks

with size at most k of P and P̄ respectively. We define a binary relation ϕ
between Rk and R̄k that allows one-to-many reaction mappings as ϕ : ϕ ⊆ ϕk =
(R1 × R̄k) ∪ (Rk × R̄1). ��
We denote the number of reactions of P and P̄ with n and m respectively. The
number of all possible one-to-many mappings between P and P̄ is:

|ϕk| = nMk + mNk − nm (11)

The alignment of P and P̄ is a binary relation ϕ that is a subset of all these pos-
sible mappings and consistent. Since allowing subnetwork mappings introduces
new types of conflicting mappings, in the following, we extend the definition of
conflict and redefine consistency of an alignment.

Recall that for a mapping (Ri, R̄j) ∈ ϕ one of the Ri or R̄j can contain more
than one reaction. Reporting this mapping as a part of our alignment implies that
all the reactions of the subnetwork with multiple reactions are aligned to a single
reaction of the other. To have a consistent alignment none of the reactions of
these subnetworks can be included in any other mapping. In a network alignment
which allows one-to-many mappings, we define the term conflict as follows:

Definition 2. Let ϕ be a binary relation and Ri, Ru ∈ Rk and R̄j , R̄v ∈ R̄k.
The distinct pairs (Ri, R̄j) ∈ ϕ and (Ru, R̄v) ∈ ϕ conflict if and only if (Ri ∩
Ru) ∪ (R̄j ∩ R̄v) �= ∅. ��
We also need to reconsider the similarity measure presented in Section 2.3 for
subnetworks. In Section 3.3, we describe the generalization the scoring scheme to
account for one-to-many mappings. Next, we state the alignment problem with
subnetworks formally.

Problem Formulation: Given k and two networks P and P̄ , let Rk and R̄k

be the sets of subnetworks with size at most k of P and P̄ respectively. We want
to find a consistent binary relation ϕ ⊆ (R1 × R̄k) ∪ (Rk × R̄1) that maximizes
the summation of the similarity scores of the aligned subnetworks.

In the following, we present the SubMAP algorithm. Section 3.1 and 3.2 dis-
cuss homological and topological similarities respectively. Section 3.3 describes
the eigenvalue formulation that combines these similarities and explains the ex-
traction of subnetwork mappings.
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Table 2. Extended table of frequently used symbols in Section 3

k Parameter for the largest subnetwork size

Ri, R̄j Subnetworks of query networks

Rk, R̄k Sets of all subnetworks with size at most k

n, m Numbers of the reactions in query networks

Nk, Mk Numbers of all subnetworks of size at most k

Ii, Oi,Ei Set of input compounds, output compounds and enzymes of subnetwork Ri

ϕ Relation which represents the alignment with subnetwork mappings

ϕk Set of all possible one-to-many mappings for a given k

|ϕk| Number of all possible one-to-many mappings for a given k

S Support matrix for reaction subnetwork mappings

Gc Conflict graph

3.1 Homological Similarity of Subnetworks

Recall that the relation ϕ maps a reaction to a subnetwork that can contain
multiple reactions. This necessitates computing the similarity between reaction
sets. In Section 2.3, we describe how to compute similarity between two reactions
using similarities between their compounds (SimC) and enzymes (SimE). Here
we describe how SubMAP extends this similarity to account for reaction sets.
To do this, the method first constructs three sets for both reaction sets. These
are the union of

1. The input compounds (Ii)
2. The output compounds (Oi)
3. The enzymes (Ei)

of the reactions in each subnetwork Ri. For instance, in Figure 4 if we take the
upper path as the subnetwork Ri, then Ei = {2.3.1.117, 2.6.1.17, 3.5.1.8}.

Next, SubMAP computes the similarity of each of these three set pairs and
combine them using weights (i.e., non-negative real numbers) to calculate the
homological similarity of the two reaction sets. Let MWBM(A, B, SimX) de-
note the similarity between two sets A and B with respect to the similarity score
SimX (i.e., SimE or SimC), where MWBM is calculated as the sum of the
similarities of the pairs returned by their maximum weight bipartite matching.
Similar to Section 2, let γi, γo, γe denote the relative weights of the similarities
of enzymes, input and output compounds respectively. Similarity of the reaction
sets Ri and R̄j are

SimRSet(Ri, R̄j) = γiMWBM(Ii, Īj , SimC)
+ γoMWBM(Oi, Ōj , SimC)
+ γeMWBM (Ei, Ēj, SimE) (12)

The algorithm calculates SimRSet for all possible one-to-many mappings be-
tween the subnetworks of two networks. So, it does this calculation |ϕk| times
in total. This way, the homological similarities between all possible subnetwork
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mappings are assessed. Even though this scoring can be considered a good mea-
sure of similarity for subnetwork pairs, relying solely on it ignores the topological
similarity. Next section focuses on this issue.

3.2 Topological Similarity of Subnetworks

SubMAP algorithm follows the intuition of the algorithm in Section 2 and the
IsoRank algorithm [21] that if the subnetwork Ri is to be mapped R̄j , then their
neighbors in the corresponding networks should also be similar. With this mo-
tivation, it utilizes the topological similarity to favor mappings of subnetworks
that induce similar topologies. In SubMAP, the authors do this by extending
the formulation of the algorithm described in Section 2 to account for subnet-
work mappings. They first expand the neighborhood definition of reactions to
reaction subnetworks. Then, they introduce the notion of support between two
subnetwork mappings.

Definition 3. Let Ri, Ru ∈ Rk. Then, Ru is a forward neighbor of Ri (Ru

∈ FN(Ri)) if and only if there exists ra ∈ Ri and rb ∈ Ru such that rb is a
forward neighbor of ra or Ri ∩Ru �= ∅. Ri is a backward neighbor of Ru (Ri

∈ BN(Ru)) if and only if Ru is a forward neighbor of Ri. ��
Definition 4. Let Ri, Ru ∈ Rk and R̄j , R̄v ∈ R̄k. The mapping (Ri, R̄j) sup-
ports the mapping (Ru, R̄v) if and only if both Rj ∈ FN(Ri) and R̄v ∈ FN (R̄u)
or both Rj ∈ BN(Ri) and R̄v ∈ BN(R̄u). ��
Definition 5. Let P , P̄ be two networks and Rk, R̄k be the sets of their sub-
networks that have at most k reactions. The support matrix S is a |ϕk|× |ϕk|
matrix with each entry S[i, j][u, v] identifying the fraction of the total support
provided by (Ru, R̄v) mapping to (Ri, R̄j) mapping. Let N(u, v) = |BN(Ru)|
|BN(R̄v)|+ |FN (Ru)| |FN (R̄v)| denote the number of all possible mappings be-
tween backward neighbors of Ru and R̄v plus the ones between their forward
neighbors. Then, each entry of S is computed as:

S[i, j][u, v] =
{ 1

N(u,v) if (Ru, R̄v) supports (Ri, R̄j)
0 otherwise

(13)

��
Definition 3 defines forward and backward neighbors for subnetworks. Defini-
tion 4 states that the mapping of Ri to R̄j favors all possible mappings of for-
ward (backward) neighbors of Ri to those of R̄j . Finally, Definition 5 describes
how to distribute the support of a mapping to neighborhood mappings. To see
it on our running example, let us consider the case when k = 2 and focus on the
mapping ({r2}, {r̄2, r̄3}). By Definition 3 we have:

– BN({r2})={{r1},{r1, r2}}, |BN({r2})| = 2
– BN({r̄2, r̄3})={{r̄1},{r̄1, r̄2}}, |BN({r̄2, r̄3})| = 2
– FN({r2})={{r3}, {r2, r3}}, |FN({r2})| = 2
– FN({r̄2, r̄3})={{r̄3}, {r̄4}, {r̄2, r̄4}}, |FN ({r̄2, r̄3})| = 3
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Then, by Definition 5 we distribute the support of the mapping ({r2}, {r̄2, r̄3})
to 2×2+2×3 = 10 other mappings by placing 1/10 in the corresponding entries
of S. Namely, these mappings are ({r1}, {r̄1}), ({r1}, {r̄1,r̄2}), ({r1,r2}, {r̄1}),
({r1,r2}, {r̄1,r̄2}), ({r3}, {r̄3}), ({r3}, {r̄4}), ({r3}, {r̄2,r̄4}), ({r2,r3}, {r̄3}),
({r2,r3}, {r̄4}) and ({r2,r3}, {r̄2,r̄4}).

There can be cases when one mapping does not provide support to any others.
In such cases, its support equally distributed to all possible mappings (|ϕk|).
Notice that, by construction, the entries in each column of S sums up to 1. We
will not recount the properties of support matrix as they are listed in Section 2.

At this point, support matrix calculation can become an issue if not properly
handled. The trivial way of creating support matrix is to check each mapping
against all the others to calculate the support values. However, such an exhaus-
tive strategy will require computing a huge matrix S of size |ϕk|×|ϕk |. Since the
creation of S will incur prohibitive computational costs, SubMAP does not con-
struct this matrix literally. Instead, for each mapping (Ri, R̄j), it uses the sets
FN(Ri), FN(R̄j) and BN(Ri), BN(R̄j) to generate only the pairs supported
by (Ri, R̄j). In other words, it maintains the support matrix S in sparse matrix
form.

3.3 Combining Homology and Topology

As discussed in Section 2, both the homological similarities of subnetworks and
their topological organization are important factors in an accurate alignment.
Here we describe the combination of these two similarities in SubMAP which is
very similar to the one described in Section 2.5.

Let k be a given parameter and P , P̄ be two networks with connected subnet-
work sets Rk = {R1, R2, . . . , RNk

} and R̄k = {R̄1, R̄2, . . . , ¯RMk
} respectively.

The column vector H denotes the homological similarity of all subnetwork pairs
which is size |ϕk|. Each entry of H denotes the homological similarity between
two subnetworks one from each network which corresponds to a mapping.

Let S be the |ϕk| × |ϕk| support matrix constructed as described in Sec-
tion 3.2. Given a parameter α ∈ [0, 1] to adjust the relative weights of homology
and topology, combining these two through power method iterations is done as
follows:

Hi+1 = αSH i + (1− α)H0 (14)

SubMAP iterates this equation until H i+1 = Hi (i.e., it converges). Please
refer to Section 2.5 for more details of this process.

3.4 Extracting Subnetwork Mappings

Recall that SubMAP aims to find an alignment that maximizes the summation
of the similarity scores defined by Hi while preserving the consistency between
different mappings. Since SubMAP allows one-to-many mappings, extraction of
a mapping that maximizes the alignment score is NP-hard. Here we first show
that it is in NP-hard by a reduction from the maximum weight independent set
(MWIS) problem in bounded degree graphs. MWIS problem, even for graphs
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with largest degree 3, is NP-hard [30] and there is no constant factor approx-
imation to the optimal solution in polynomial time [31,32]. We then describe
how to construct a conflict graph from the alignment problem and employ a
vertex-selection heuristic in order to extract the set of mappings that generates
the alignment.

Theorem 2. (Finding the best alignment is NP-hard) Let P and P̄
be two networks with reaction sets {r1, . . . , rn} and {r̄1, . . . , r̄m} respectively.
Let R = {R1, R2, . . . , RN} and R̄ = {R̄1, R̄2, . . . , R̄M} be all possible reac-
tion subsets of P and P̄ with size at most a given positive integer k. Also, let
w : (R, R̄) → [0, 1] ∪ {−∞} be a similarity function defining the score for each
mapping and the conflicts between mappings be defined according to Definition 2.
Then, finding a set of mappings (i.e., alignment) that maximizes the sum of map-
ping scores (i.e., alignment score) and has no conflicting pairs is NP-hard.

Proof. We prove the NP-hardness of finding the best alignment by a reduction
from the MWIS problem in bounded degree graphs. Let G = (V, E, w) be a
vertex weighted undirected graph with largest degree k−1 (i.e., k = maxi=1,...,|V |
deg(vi)+1). Let us set n = |V |+|E|, m = |V |. We will construct two hypothetical
networks P and P̄ through a polynomial time reduction such that their best
alignment is equivalent to the MWIS of G.

Reduction. Let us denote the networks P and P̄ as P = (V1, I1) and P̄ =
(V2, I2). Here, Vi and Ii (i ∈ {1, 2}) denote the set of reactions (vertices) and
interactions (edges) respectively.

We initialize V1, V2, I1 and I2 as the empty set. We then insert a vertex ri in V1

for each vi ∈ V . Similarly, we insert a vertex r̄i in V2 for each vi ∈ V . At this point
we have completed the construction of P̄ but not P . We continue by inserting
a new vertex in V1 for each edge e ∈ I. Thus, each vertex in V1 corresponds to
either a vertex or an edge in G while each vertex in V2 corresponds to a vertex
in G.

Next, we populate I1. Let ri and rj be two vertices in V1 which correspond to
a vertex v in G and to an edge e in G respectively. We include an edge between
ri and rj in I1 if e has v at one of its ends in G. This completes the construction
of P .

Figure 11 illustrates the construction of the two hypothetical networks P
and P̄ from a simple instance of G. Figure 11(a) shows a sample graph G with
four vertices. Figure 11(b) presents the resulting networks. We do not show the
weights of the vertices of G to simplify Figure 11(a).

Following from the construction, we ensure that there is a connected subnet-
work in P that contains the reactions corresponding to each vertex and its edges
in G. For instance, in Figure 11(a), the vertex labeled as “1” has two edges
labeled as “a” and “b”. In Figure 11(b) there are three reactions that have the
labels “1”, “a” and “b” and they make up a (connected) subnetwork. Thus, the
set of subnetworks of P with size up to k is guaranteed to contain each vertex
of G jointly with all of its edges. Figure 11(c) demonstrates this. The vertices
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Fig. 11. An illustrative example for the reduction from the MWIS problem to the
metabolic network alignment problem. (a) A vertex-weighted graph G that is an input
to the MWIS problem. Four vertices labeled from “1” to “4” have weights from w(1)
to w(4) respectively. The edges are labeled from “a” to “e” and are unweighted and
undirected. (b) Two networks P and P̄ constructed from G. We create one vertex for
each vertex of G in both network P and P̄ . Then, for P we add a vertex labeled with
a letter for each edge of G and add edges from it to the vertices on its both ends in
G. In order to simplify the figure, we match the label of each vertex in P with that of
its corresponding vertex or edge in G. Similarly, we match the label of each vertex in
P̄ with that of its corresponding vertex in G. (c) The assignment of similarity scores
for subnetwork pairs one from P and the other from P̄ . Each vertex here shows a
subnetwork from P or P̄ . The label of each vertex lists the vertices contained in that
subnetwork. For instance, label “1ab” indicates the subnetwork of P that consists of
the three vertices labeled as “1”, “a” and “b”. The edge weights show the similarity of
the two subnetworks corresponding to the two vertices at its end points.

on the left side are the subnetworks of P and those on the right side are the
subnetworks of P̄ .

We complete the reduction by assigning similarities to subnetwork pairs one
from P and the other from P̄ . The similarities we assign correspond to the entries
of the column vector H described in Section 3.3.

Let Ri be a subnetwork of P that corresponds to a vertex v in G and all edges
of G which have v on one end. In Figure 11(b), the subnetwork that contains the
reactions labeled “1”, “a” and “b” is an example to such Ri. Also, let R̄i be the
subnetwork in P̄ that corresponds to vertex v as well. We assign the similarity
of Ri and R̄i as the weight of vertex v (i.e., w(v)). We repeat this process for all
v ∈ V . We assign the similarity between all remaining pairs of subnetworks (Ri,
R̄j) as −∞. Figure 11(c) depicts the assignment of similarities for the networks
in Figure 11(b).

Correctness of reduction. We need to address two issues to prove the
correctness of the reduction.

– Cost of reduction. For a given vertex weighted graph G, we can reduce the
MWIS problem on G to finding best alignment problem in polynomial time.
This is because we create one reaction for each edge and two reactions for
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each vertex in G. We also create two interactions for each edge in G. Thus,
we conclude that the reduction is polynomial in the size of G.

– Equivalence of the result. Next, we prove that the optimal alignment of P
and P̄ produces the optimal solution to the MWIS problem on G.
An alignment is a subset of subnetwork pairs from one from P and the other
from P̄ . By construction, P̄ contains only subnetworks of size one. Each
subnetwork of P̄ corresponds to a vertex in G. We claim that the vertices of
G corresponding to the subnetworks of P̄ in the optimal alignment constitute
the MWIS of G.

Clearly, the optimal alignment can not contain a subnetwork pair whose
similarity is −∞. This is because it is possible to choose an arbitrary sub-
network pair that has a positive score. Also, the optimal alignment can not
contain two overlapping subnetworks from the same network as they will
conflict with each other. By construction, two subnetworks from P conflict
only if they share a common reaction for the same vertex or edge in G. For
instance the subnetworks labeled “1ab” and “2acd” in Figure 11(c) conflict
since they both contain “a” in Figure 11(b). The subnetworks in the opti-
mal alignment can not contain such reactions. Hence, the optimal alignment
constitute an independent set in G. The score of the alignment is the sum of
the weights of the corresponding vertices in G. Therefore, we conclude that
by maximizing the alignment score P and P̄ , we optimally solve the MWIS
problem for G. ��

We demonstrate the result on the hypothetical example in Figure 11. Assume
that all the vertices in Figure 11(a) have the same weight w. The MWIS of the
graph in Figure 11(a) is {1, 3}. This is because nodes 2 and 4 conflict with all
the remaining nodes. The optimal alignment of P and P̄ contains the following
set of subnetwork pairs {(1ab, 1̄), (3ce, 3̄)} and has an alignment score of 2w.
This is because the remaining subnetwork pairs either conflict with each other
or have a minus infinity (−∞) score. Since the optimal alignment contains nodes
1̄ and 3̄, it suggests that the MWIS of G is {1, 3}.

Since extracting the best alignment is NP-hard, SubMAP uses a heuristic
strategy to tackle this problem. In the first step, the scores of mappings repre-
sented by Hi and the definition of conflict (see Definition 2) creates a vertex
weighted undirected graph Gc = (Vc, Ic, w), namely the conflict graph as fol-
lows. Each subnetwork pair (Ri, R̄j) corresponds to a vertex in Vc. The weight
of each vertex a = (Ri, R̄j) ∈ Vc (i.e., w(a)) is the similarity between Ri and
R̄j as computed in Hi. An undirected edge between two vertices a = (Ri, R̄j)
and b = (Ru, R̄v) exists if (Ri ∩ Ru) ∪ (R̄j ∩ R̄v) �= ∅ (i.e., a and b conflict).
For instance, in Figure 12 there is an edge between a and b representing the fact
that they conflict since reaction r1 is common to both a and b.

The second step is the greedy vertex-selection strategy which is adopted from
Sakai et al. [33] in order to extract the MWIS of Gc as the alignment. Let N(v)
denote the set of vertices that are connected to v ∈ Vc. At each iteration of this
algorithm, this heuristic picks a vertex v that maximizes f(v) =

∑
∀ui∈N(v)

w(v)
w(ui)

.
This strategy implies that a vertex is more likely to be picked if the mapping it
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Subnetwork 1 (P) Subnetwork (P̄) H i

a: R1 = {r1, r2} R̄1 = {r̄1} 0.7
b: R2 = {r1} R̄2 = {r̄2} 0.6
c: R3 = {r3} R̄3 = {r̄1} 0.4
d: R4 = {r4} R̄4 = {r̄3, r̄4, r̄5} 0.9
e: R5 = {r4, r5} R̄5 = {r̄5} 0.8

(a)

a

b c

d

e

0.7

0.6

0.9

0.80.4

(b)

Fig. 12. (a) Each row corresponds to a possible mapping between subnetworks from
two hypothetical metabolic networks. The first column is the unique label for each
mapping. Second and third columns are the reactions in the two subnetworks that
can be mapped. The last column is the similarity between two subnetworks. (b) The
conflict graph Gc for the mappings in (a).

represents has large similarity score and conflicts with a small number of other
mappings with small similarity scores. After picking a vertex v, it puts v into
the resulting set and removes v and all the vertices connected to it from Gc (i.e.,
v ∪N(v)). It also removes all the edges incident to at least one of the removed
vertices. When there are no more vertices to remove from Gc, the result set
contains a maximal weight independent set. For the alignment problem, this
vertex set corresponds to a list of non-conflicting subnetwork mappings. As an
example, in Figure 12, d is the first vertex to be picked. Then, we remove d and
e ∈ N (d) from the graph and insert d to the result set. Next, we pick the vertex
b as f(b) = 0.6

0.7 > f(a) = 0.7
0.6+0.4 > f(c) = 0.4

0.7 . We remove b and a ∈ N(b) and
include b in the result set. Finally, only c is left and taking it into the result set,
the alignment is the mappings b = (r1, r̄2), c = (r3, r̄1) and d = (r4, {r̄3, r̄4, r̄5}).

4 Significance of Network Alignment

An accurate alignment should reveal functionally similar entities or paths be-
tween different networks. More specifically, it is desirable to match the entities
that can substitute each other or the paths that serve similar functions. Iden-
tifying these functionally similar parts of networks is important and useful for
various applications. Some examples are, metabolic reconstruction of newly se-
quenced organisms [5], identification of network holes [34] and identification of
drug targets [11,35].

4.1 Identification of Alternative Entities

Table 3 illustrates four cases in which the first algorithm we described success-
fully found the alternative enzymes with the corresponding reaction mappings.
For instance, there are two different reactions that generate Asparagine (Asn)
from Aspartate (Asp) as seen in Table 3. One is catalyzed by Aspartate ammo-
nia ligase (EC:6.3.1.1) and uses Ammonium (NH3) directly, whereas the other
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Table 3. Alternative enzymes that catalyze the formation of a common product us-
ing different compounds. 1Pathways: 00620-Pyruvate metabolism, 00252-Alanine and
aspartate metabolism, 00860-Porphyrin and chlorophyll metabolism. 2Organism pairs
that are compared. 3KEGG numbers of aligned reaction pairs. 4EC numbers of aligned
enzyme pairs. 5 Aligned compounds pairs are put in the same column. Common target
products are underlined. Alternative input compounds are shown in bold. Abbrevia-
tions of compounds: MAL, malate; FAD, Flavin adenine dinucleotide; OAA, oxaloac-
etate; NAD, Nicotinamide adenine dinucleotide; Pi, Orthophosphate; PEP, phospho-
enolpyruvate; Asp, L-Aspartate; Asn, L-Aspargine; Gln, L-Glutamine; PPi, Pyrophos-
phate; Glu, L-Glutamate; AMP, Adenosine 5-monophosphate; CPP, coproporphyrino-
gen III; PPHG, protoporphyrinogen; SAM, S-adenosylmethionine; Met, L-Methionine.

Id1 Org2 Reaction
R. Id3 Enzyme4 Compounds5

620
sau 01257 1.1.1.96 MAL + FAD → OAA + FADH2

hsa 00342 1.1.1.37 MAL + NAD → OAA + NADH

620
ath 00345 4.1.1.31 OAA + Pi → PEP + CO2

sau 00341 4.1.1.49 OAA + ATP → PEP + CO2 + ADP

252
chy 00578 6.3.5.4 Asp + ATP + Gln → Asn + AMP + PPi
cpv 00483 6.3.1.1 Asp + ATP + NH3 → Asn + AMP + Glu

860
sau 06895 1.3.99.22 CPP + O2 → PPHG + CO2

hsa 03220 1.3.3.3 CPP + SAM → PPHG + CO2 + Met

is catalyzed by transaminase (EC:6.3.5.4) that transfers the amino group from
Glutamine (Gln). The alignment results for the other three examples in Table 3
are also consistent with the results in Kim et al. [36].

4.2 Identification of Alternative Subnetworks

The first row of Table 4 corresponds to alternative subnetworks in Figure 13(a)
(also in Figure 4). The reaction R07613 represents the top path in Figure 13(a)
that plants and Chlamydia trachomatis use to produce LL-2,6- Diaminopime-
late from 2,3,4,5- Tetrahydrodipicolinate. The SubMAP algorithm discovers and
reports this path as a shortcut on the L-Lysine synthesis path for plants and
C.trachomatis which is not present in H.sapiens or E.coli [26,27]. Also, Watan-
abe et al. [26] suggests that since humans lack the catalyzer of the reaction
R07613, namely LL-DAP aminotransferase (EC:2.6.1.83), this is an attractive
target for the development of new drugs (antibiotics and herbicides). Moreover,
the alignment of the Lysine biosynthesis networks of H.sapiens and A.thaliana
(a plant) reveals the reaction R07613 of A.thaliana is the alternative of three
reactions that H.sapiens has to use to transform 2,3,4,5- Tetrahydrodipicolinate
to LL-2,6- Diaminopimelate (R02734, R04365, R04475).

Another interesting example is the second row that is extracted from the same
alignment described above. In this case, the three reactions that can indepen-
dently produce L-Lysine for A.thaliana are aligned to the only reaction that
produces L-Lysine for H.sapiens (Figure 13(b)). R00451 is common to both
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Table 4. Alternative subnetworks that produce same or similar output compounds
from the same or similar input compounds in different organisms. 1 Main input com-
pound utilized by the given set of reactions. 2 Main output compound produced by
the given set of reactions. 3 Reactions mappings that corresponds to alternative paths.
Reactions are represented by their KEGG identifiers.

Pathway Organisms Input Comp.1 Output Comp.2 Reaction Mappings3

Lysine A.thaliana 2,3,4,5-Tetra- LL-2,6-Di-
R07613 ⇔ R02734 + R04365 + R04475biosynthesis H.Sapiens hydrodipico. aminopimelate

Lysine A.thaliana L-Saccharo. L-Lysine R00451 + R00715 + R00716 ⇔ R00451biosynthesis H.sapiens meso-2,6-Di.

Pyruvate E.coli Pyruvate Oxaloacetate R00199 + R00345 ⇔ R00344metabolism H.sapiens

Pyruvate E.coli Oxaloacetate Phosphoenol-
R00341 ⇔ R00431 + R00726metabolism H.sapiens pyruvate

Pyruvate T.acidophilum Pyruvate Acetyl-CoA R01196 ⇔ R00472 + R00216 + R01257metabolism A.tumefaciens

Glycine,serine, H.sapiens Glycine Serine
R00945 ⇔ R00751 + R00945 + R06171threonine met. R.norvegicus L-Threonine

Fructose and E.coli L-Fucose L-Fucose 1-p
R03163 + R03241 ⇔ R03161mannose met. H.sapiens L-Fuculose 1-p

Citrate cycle
S.aureus N315

Isocitrate 2-Oxoglutarate R00268 + R01899 ⇔ R00709
S.aureus COL

Citrate cycle H.sapiens Succinate Succinyl-CoA R00432 + R00727 ⇔ R00405
A.tumefaciens

Citrate cycle H.sapiens Isocitrate 2-Oxoglutarate
R00709 ⇔ R00362

A.tumefaciens Citrate Oxaloacetate

organisms and it utilizes meso-2,6- Diaminopimelate to produce L-Lysine. The
reactions R00715 and R00716 take place and produce L-Lysine in A.thaliana in
the presence of L-Saccharopine [37].

For the alignment of Pyruvate metabolisms of E.coli and H.sapiens, the third
and fourth rows show two mappings that are found by SubMAP. The first one
maps the two step process in E.coli that first converts Pyruvate to Orthophos-
phate (R00199) and then Orthophosphate to Oxaloacetate (R00345) to the sin-
gle reaction that directly produces Oxaloacetate from Pyruvate (R00344) in
H.sapiens (Figure 13(c)). The second one shows another mapping in which a
single reaction of E.coli is replaced by two reactions of H.sapiens (Figure 13(d)).
The first two rows for Citrate cycle also report similar mappings for other or-
ganism pairs (Figure 13(e)).

Note that in nature, there are numerous examples of a reaction replacing
a number of reactions. In order to be able to discover such replacements, the
alignment algorithm needs to allow one-to-many mappings. Also, if we look at
the EC numbers of the enzymes catalyzing these reactions (1.1.1.41 and 4.1.3.6)
their similarity is zero (see Information content enzyme similarity [23]). If we
were to consider only the homological similarities, these two reactions could not
have been mapped to each other. However, both these reactions are the neighbors
of two other reactions R01325 and R01900 that are present in both organisms.
The mappings of R01325 to R01325 and R01900 to R01900 support the mapping
of their neighbors R00709 to R00362. Therefore, by incorporating the topological
similarity SubMAP is able to find meaningful mappings with similar topologies
and distinct homologies.



Mining Biological Networks for Similar Patterns 91

2.6.1.83 

2.6.1.17 3.5.1.18 2.3.1.117 

2,3,4,5−Tetrahy- 
drodipicolinate 

LL−2,6−Diami- 
nopimelate 

1.5.1.7 

1.5.1.8 

4.1.1.20 

4.1.1.20 

L-Lysine L-Saccharopine 

meso-2,6-Dia- 
minopimelate 

6.4.1.1 

4.1.1.31 2.7.9.2 

Pyruvate Oxaloacetate 

4.1.1.49 

4.1.1.32 4.1.1.32 

Oxaloacetate 
Phosphoenol-
pyruvate 

1.2.7.1 

2.6.1.17 
3.5.1.18 

2.3.1.117 

Pyruvate Acetyl-CoA 

2.1.2.1 

4.1.2.5 

2.1.2.1 

4.1.2.5 

Glycine 
Serine 

L-Threonine 

L-Allothreonine 

2.7.1.52 

2.7.1.51 5.3.1.25 

L-Fucose L-Fucose 1-p 

L-Fuculose 1-p 

1.1.1.41 

1.1.1.42 1.1.1.42 

Isocitrate 2-Oxoglutarate 

6.2.1.5 

6.2.1.4 6.2.1.4 

Succinate Succinyl-CoA 

4.1.3.6 

Citrate Oxaloacetate 

1.1.1.41 

Isocitrate 2-Oxoglutarate 

(a) (b) 
Lysine Biosynthesis 

Pyruvate Metabolism 

(c) (d) (e) 

(f) (g) 

Glycine, serine, threonine metabolism Fructose and mannose metabolism 

Citrate Cycle 

(h) (i) (j) 

Fig. 13. Visual representations of subnetwork mappings reported in Table 4. Figures
(a) through (j) correspond to rows 1 through 10 of Table 4. Enyzmes are represented
by their Enzyme Commission (EC) numbers [16].

4.3 One-to-Many Mappings within and across Major Clades

In Section 4.2, we demonstrated that SubMAP algorithm can find alternative
subnetworks on a number of examples. An obvious question that follows is: How
frequent are such alternative subnetworks and what are their characteristics?
In other words, is there really a need to allow one-to-many mappings in align-
ment. In this section, we present an exhaustive comparison between 9 different
organisms, 3 from each major phylogenic clades. These organisms are:
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T.acidophilum, Halobacterium sp., M.thermoautotrophicum from Archaea;
H.sapiens, R.norvegicus, M.musculus from Eukaryota;
E.coli, P.aeruginosa, A.tumefaciens from Bacteria.

The comparisons are performed on 10 common networks for these 9 organisms
from KEGG. For each of these common networks, the results include all possi-
ble pairs of the 9 organisms (

(
9
2

)
= 36). These alignments are performed using

SubMAP algorithm, for k = 2, 3 and 4. More details on how this comparison is
done can be found in Ay et al. [38].

Table 5. Percentages of 1-to-1, 1-to-2, 1-to-3 and 1-to-4 mappings in between and
across three major clades. (A: Archaea, E: Eukaryota, B: Bacteria)

1-to-1 1-to-2 1-to-3 1-to-4

E-E 89.6 8.8 1.1 0.5

B-B 80.1 16.0 3.1 0.8

A-A 78.3 15.7 4.7 1.3

B-E 69.1 23.1 6.3 1.5

A-B 60.5 28.3 8.5 2.7

A-E 55.8 31.0 10.4 2.8

Table 5 summarizes the results of this comparison. The percentages of each
mapping type between two clades is shown as a row in this table. The first three
rows corresponds to alignments within a clade and the last three represents
alignments across two different clades. An important outcome of these results
is that there are considerably large number of one-to-many mappings between
organisms of different clades. In the extreme case (last row), nearly half of the
mappings are one-to-many. The results show that one-to-one mappings is more
frequent for alignments within the clades compared to across clades due to high
similarity between the organisms of the same clade. For instance, for both the
first and last row one side of the query set is the Eukaryota. However, going
from first row to last, we see around 40% decrease in the number of one-to-one
mappings and 250%, 850% and 450% increase in the number of 1-to-2, 1-to-3
and 1-to-4 mappings respectively. Considering Archaea are single-cell microor-
ganisms (e.g., Halobacteria) and Eukaryota are complex organisms (e.g., animals
and plants), these jumps in the number of one-to-many mappings suggest that
the individual reactions in Archaea are replaced by a number of reactions in Eu-
karyota. These results have two major implications. (i) One-to-many mappings
are frequent in nature. To obtain biologically meaningful alignments we need to
allow such mappings. (ii) The characteristics of the alternative subnetworks can
help in inferring the phylogenic relationship among different organisms.

5 Summary

In this chapter, we presented the pairwise alignment problem for metabolic net-
works, and the challenges this problem introduce. We described two algorithms
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which successfully tackle this problem, as well as the challenges it offer. The
first algorithm we described uses a nonredundant graph model for represent-
ing networks. Using this model, it aligns reactions, compounds and enzymes
of metabolic networks. The algorithm considers both the pairwise similarities
of entities (homology) and the organization of networks (topology) for the fi-
nal alignment. The algorithm reports a consistent alignment, and a meaningful
similarity score for the resulting alignment.

The second algorithm tackles the second challenge as well as the first chal-
lenge. Given two metabolic networks P and P̄ and an upper bound k on the
size of the connected subnetworks, the SubMAP algorithm finds the consistent
mapping of the subnetworks of P and P̄ with the maximum similarity. The algo-
rithm transforms the alignment problem to an eigenvalue problem. The solution
to this eigenvalue problem produced a good mixture of homological and topolog-
ical similarities of the subnetworks. Using these similarity values, the algorithm
constructs a vertex weighted graph that connects conflicting mappings with an
edge. Then, the alignment problem is transformed into finding the maximum
weight independent subset of this graph. A heuristic method is used to solve
MWIS problem. The result of this method provides an alignment that has no
conflicting pair of mappings.

In addition to the two algorithms mentioned above, we discussed the impor-
tance of metabolic network alignment. We presented alternative entities and
subnetworks uncovered by the algorithms we described. We also compared the
frequency of subnetwork mappings across major clades and discussed the results
of this comparison. Applications of the algorithms show that network alignment
can be used in a great number of tasks such as metabolic reconstruction of newly
sequenced organisms, identification of network holes and identification of drug
targets.

6 Further Reading

The efforts on comparative analysis of biological networks mainly focused on
the alignment of two types of networks, namely metabolic and protein-protein
interaction networks (PPI). In this chapter, we discussed in detail the two recent
algorithms that are successfully used for alignment of metabolic networks. In this
section, we aim to provide the interested reader with pointers of other network
alignment algorithms. First, we mention briefly a number of methods developed
for aligning PPI networks. We, then, provide short summaries of metabolic net-
work alignment algorithms which are not discussed in earlier sections.

In order to identify conserved interaction paths and complexes between two
PPI networks, Kelley et al. developed a method called PathBLAST [39,40]. This
method is an analog of sequence alignment algorithm BLAST, hence the name,
and searches for high-scoring alignments between two protein interaction paths
by pairing orthologs proteins one from each path according to the sequence sim-
ilarity between them and their orders in the corresponding paths. PathBLAST
identified large number of conserved paths and duplication events between two
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distantly related species (S. cerevisiae and H. pylori) [39]. In an effort to general-
ize the topology of the alignment from paths to general graph structures, Koyu-
turk et al. modeled the alignment as a graph optimization problem and proposed
efficient algorithms to solve this [24,41,42]. They based their framework, MAW-
ISH, on duplication/divergence model to capture the evolutionary behavior of
PPI networks. MAWISH first constructs an alignment graph with insertions and
deletions allowed. Then, it finds the maximum weight induced subgraph of this
graph and reports it as the resulting alignment. In another work, Berg et al. used
simulated annealing to align two PPI networks [43,44]. They devised a scoring
function for derived motifs from families of similar but not necessarily identi-
cal patterns. They developed a graph search algorithm that aims to find the
maximum-score alignment(s) of the query networks. The method proposed by
Narayanan et al. relies on splitting the networks recursively and matching the
subnetworks to construct the overall alignment of query PPI networks [45]. Their
algorithm gave provable guarantees the correctness of the alignment as well as its
efficiency. Dutkowski et al. [46] built ancestral networks guided by evolutionary
history of proteins together with a stochastic model of interaction emergence, loss
and conservation. The application of their method on PPI networks of different
species revealed that the most probable conserved ancestral interactions are often
related to known protein complexes. QNet, developed by Dost et al., employed
color coding technique to decrease the number of iterations necessary to find the
highest scoring alignment between two query networks [47]. It extended their
earlier method, QPath [48], that works for only linear queries and allowed non-
exact matches. QNet limited the query networks to trees and performed efficient
alignments with up to nine proteins. Singh et al. proposed a new framework that
avoids any type of topology restrictions on query networks [20,21]. This frame-
work, IsoRank, inspired by Google’s PageRank algorithm, provides an efficient
heuristic that defines a similarity score capturing both the sequence similarities
of the proteins and the topological similarity of query networks. Mapping the
alignment problem to graph isomorphism problem, it reports the alignment as
the highest scoring common subgraph between the query networks. Recently,
they extended this framework to include protein clusters and to allow multi-
ple networks (IsoRankN [49]). One last method, NetworkBLAST, that aligns
PPI networks is based on an earlier algorithm of Sharan et al. [50,51]. Network-
BLAST constructs a network alignment graph from queries and uses a heuristic
seed-extension method to search for conserved paths or cliques in this alignment
graph. It has been extended to NetworkBLAST-M that allows alignment of mul-
tiple PPI networks and relies on an efficient representation that is only linear in
their size of query networks.

Alignment of metabolic networks is motivated by its importance in under-
standing the evolution of different organisms, reconstructing metabolic networks
of newly sequenced genomes, identifying drug targets and missing enzymes. To
the best of our knowledge, the first systematic method to comparatively an-
alyze metabolic networks of different organisms is proposed by Dandekar et
al. [52]. They focused on glycolytic pathway and combined elementary flux mode
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analysis with network alignment to reveal novel aspects of glycolysis. They iden-
tified alternative enzymes (i.e., isoenzymes) as well as several potential drug tar-
gets in different species. Shortly after, Ogata et al. proposed a heuristic graph
comparison algorithm and applied it to metabolic networks to detect function-
ally related enzyme clusters [53]. This method allowed extraction of functionally
related enzyme clusters from comparison of complete metabolic networks of 10
microorganisms. By relying on the hierarchy of Enzyme Commission (EC) num-
bers, Tohsato et al. developed an alignment method for comparing multiple
metabolic networks [18]. Their idea was to express reaction similarities by the
similarities between EC numbers of the enzymes of respective reactions. They
devised a new similarity score for enzymes, information content enzyme simi-
larity score, and a dynamic programming algorithm that maximizes this score
while aligning query networks. Chen and Hofestadt developed an algorithm and
its web tool named PathAligner that is only capable of aligning linear subgraphs
of metabolic networks [54,55]. It provided a framework for prediction and recon-
struction of metabolic networks using alignment.

In 2005, Pinter et al. published a key method in metabolic network alignment
with the name MetaPathwayHunter [15]. This dynamic programming method
was based on an efficient pattern matching algorithm for labeled graphs. They
considered the scenario where one of the input networks is the query and the
other is the database or text. They showed that their approximate labeled sub-
tree homeomorphism algorithm works in polynomial time when query networks
are limited to multi-source trees (i.e., no cycles). Wernicke and Rasche proposed
a fast and simple algorithm that does not limit the topologies of the query net-
works [56]. This algorithm relied on what they called “local diversity property”
of metabolic networks. Exploiting this property, they searched for maximum-
score embedding of the query network to the database networks. An alternative
approach to network alignment using integer quadratic programming (IQP) was
developed by Li et al. [57]. They used a similarity score that combines pairwise
similarities of molecules and topological similarities of networks. They formu-
lated the problem as searching for a feasible solution that maximizes this simi-
larity between the query networks. For cases where IQP can be relaxed into the
corresponding quadratic programming (QP), this method almost always guar-
antees an integer solution and hence the alignment problem becomes tractable
without any approximation.

One of the more recent methods for metabolic network alignment, by Tohsato
and Nishimura [17], used similarity of chemical structures of the compounds
of a network. Realizing the problems with their earlier work due to discrep-
ancies in the EC hierarchy of enzymes [18], the authors focused solely on the
chemical formula of compounds instead of EC numbers of enzymes. They em-
ployed fingerprint-based similarity score which utilizes presence or absence of
important atoms or molecular substructures of the compounds to define their
similarity. The alignment phase of the algorithm uses a simple dynamic program-
ming formulation. Yet another similarity score and an alignment algorithm for
metabolic networks was proposed by Li et al. [58,59]. They aimed at seeking for
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diversity and alternatives in highly conserved metabolic networks. Their similar-
ity score incorporated functional similarity of enzymes with their sequence simi-
larity. Taking reaction directions into account, they first constructed all building
blocks of the alignment and sequentially match and score to find the best align-
ment exhaustively. Latterly, Cheng et al. developed a tool, MetNetAligner, that
allows a certain number of insertions and deletions of enzymes in for metabolic
network alignment [60,19]. It used an enzyme-to-enzyme functional similarity
score with the goal of identifying and filling the metabolic network holes by the
resulting alignments. MetNetAligner limited one of the query networks to a di-
rected graph with restricted cyclic structure whereas the other query graph is
allowed to have arbitrary topology.
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Abstract. Estimation of Distribution Algorithm (EDA) is a relatively new 
optimization method in the field of evolutionary algorithm. EDAs use 
probabilistic models to learn properties of the problem to solve from promising 
solutions and use them to guide the search process. These models can also 
reveal some unknown regularity patterns in search space. These algorithms 
have been used for solving some challenging NP-hard bioinformatics problems 
and demonstrated competitive accuracy. In this chapter, we first provides an 
overview of different existing EDAs and then review some of their application 
in bioinformatics and finally we discuss a specific problem that have been 
solved with this method in more details.  

1   Introduction 

A large number of problems in computational biology and bioinformatics   can be 
formulated as optimization problems either single or multi-objective [1], 
[2].Therefore powerful heuristic search techniques are needed to tackle them. 
Population-based search algorithms have shown great performance in finding the 
global optimum. Unlike classical optimization methods, population based 
optimization methods do not limit their exploration to a small region of the solution 
space and are able to explore a vast search space.  

A population-based method uses a set of solutions rather than a single solution in 
each iteration of the algorithm and provide a natural, intrinsic way to explore the 
search space. They are inspired from living organisms which adapt themselves to their 
environment. The most well-known population-based method is Evolutionary 
Computation (EC) including Genetic Algorithms (GAs) [9], [10]. EC algorithms 
usually use a operator called crossover/recombination to recombine two or more 
solutions (called also individuals) to generate new individuals. Another operator used 
in these algorithms is mutation which is kind of modifier which can change the 
composition of an individuals. Selection of individuals are based on a quality measure 
such as the value of  an objective function or the results of some experiment. 
Selection can be considered as the driving force in EC algorithms. Individuals with 
higher fitness have the higher chance to be chosen for producing the next iteration 
individuals/search points set. The general idea behind the concept of EC is that the 
exploration of the solution space is guided by some information about the previous 
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step of the exploration. These information come from the use of a set of solutions 
from which statistical properties can be extracted giving some insights about the 
structure of the optimisation problem to solve. These statistical properties can in turn 
be used to generate new promising potential solutions. In GA, this is the crossover 
operator which use the statistical information of the population as it generate a new 
solution by combining two previously generated solutions. The mutation operator 
gives the possibility to bring new information into the population that cannot be 
discovered by just combining the existing solutions. Finally, the selection process 
allows to drift the exploration process toward the solutions with higher fitness. 

The recombination operator in GAs manipulates the partial solutions of an 
optimization problem. These partial solutions are called building blocks [3], [6]. It 
often happens that the building blocks are loosely distributed in a problem domain. 
Therefore a fixed crossover operator can break  the building blocks and  lead to 
convergence to local optimum. This problem is called linkage problem[24]. This 
problem makes the classical genetic algorithm inefficient in solving problems 
composed  of sum of simple sub-problems[24], [30]. Another problem with classical 
GA is to define the parameters such as the crossover and mutation probabilities. In 
order to solve these deficiencies another group of evolutionary algorithms called 
Estimation of Distribution Algorithms (EDAs) [4], [8], [9] also called Probabilistic 
Model Building Genetic Algorithms (PMGAs) have been proposed [4]. EDAs learn 
distributions or in other words probabilistic models from the most promising solutions, 
to guide the search process and preserve the important building block in the next 
generation. EDAs have been used in different data mining problems such as feature 
subset selection[40] and classifier systems [42] in many bioinformatics problems. 

This chapter is organized as follows. In Section 2 we discuss the different EDAs  in 
more details. Section 3 is dedicated to application of EDA in gene expression data 
analysis, especially the problem of non-unique oligonucleotide probe selection is 
discussed in more details. finally we conclude in section 4. 

2   Estimation of Distribution of Algorithms 

EDA also known as Probabilistic Model Building Genetic Algorithm (PMBGA) is a 
family of population based search algorithms and can be considered as an extension 
of genetic algorithm [3],[4]. It has been introduced by Mühlenbein and Paaß[4]  to 
improve some deficiencies of genetic algorithms in solving some problems such as 
optimizing deceptive and non-separable functions[40]. For this purpose EDA 
uses  the correlation of variables in samples of high fitness solutions and, instead of 
crossover and mutation operators used in genetic algorithm, EDA exploits the 
probability distribution obtained from to current population of promising solutions to 
generate the new population or in other word new search points.  

The simplest form of EDA proposed by Baluja [5] is named Probabilistic 
Incremental Learning (PBIL). In PBIL a population is generated from the probability 
vector which is updated in each  generation based on the fittest individual and using a 
mutation operator. Numerous variation of EDA have  been introduced up to now. 
Most of these algorithms are designed to solve discrete problems and the solutions are 
represented as binary vectors. Although several EDAs have been proposed for 
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continuous and mixed problems as well [83], [84]. In this chapter we focus on the 
discrete domain and introduce main classes of EDAs. 

The steps of an EDA are summarized in following algorithm. 

1. Generate a random initial set of solution S 
2. Calculate the fitness of individuals in S 
3. Select a subset of promising solution in S 
3. Build a probabilistic model P of the selected solutions 
4. Generate new set of solutions by sampling the model P and replace S with this set 
5. If the termination criteria are not meet go to step 2 

 

Fig. 1. EDA flow chart 

In addition to guiding through search space, the probabilistic models learned in 
each iteration of EDAs can represent a priori information about the problem structure. 
This information can be used for a more efficient search of optimum solutions. In case 
of Black box optimization problems the probabilistic model can reveal important 
unknown information about the structure of the problems[85]. The probabilistic 
models learned during the execution of the algorithm can also be considered as 
models of the function to be optimized and therefore might be used for predicting the 
values of the function when the function is unknown. 

The main difference between different EDAs is due to the class of probabilistic 
models they use. Although the different selection and replacement strategies used in 
them can also have significant effects in their efficiency. Choosing the best EDA for a 
specific problem can be difficult when the structure of the problem is unknown and it 
might be useful to try different probabilistic models and selection and replacement 
methods to find the best combination of them for a given problem [11]. 

In the next section we discuss several probabilistic model usually used in EDA. 

2.1   Model Building in EDA 

Different probabilistic models have been used to estimate the distribution of a 
selected set of solutions in EDA. The learning algorithm tries to detect the 
dependencies between variables of an optimization problem and to represent the 
probabilistic dependencies between them using probabilistic models.  Then, in the 
sampling phase of the algorithm, these statistical dependencies are used to generate 
new solutions. The class of probabilistic models used in EDAs can have a great effect 
on the ability of learning an accurate representation of the dependencies between 
variables. An accurate estimate can capture the building-block structure of an 
optimization problem and ensure an effective mixing and reproduction of building-
blocks. However finding an accurate model can be very costly, therefore a trade-off 
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between the efficiency and accuracy need to be found. The EDAs usually are 
classified based on the complexity of the probabilistic models used in them. In some 
models the variables are considered independent or only pairwise dependencies are 
considered. However there are EDAs with more complex models which are able to 
model problems with very complex structure with overlapping multivariate building 
blocks. In Fig. 2 different kind of dependencies among the variables are presented. 

 

Fig. 2. Different kind of dependencies among variables of a problem 

2.2   Notation 

In this section, we adopted the notion used in [41]. The notations  represent each 
search point/individual in a population by a fixed-length vector  

),...,,( 21 nXXXX = where  Xi  , i=0,…,n  is a  random variable, for a problem with 

n variables. The value of each variable is represented by  xi . Usually Xi  is a binary 
variable but it can also gets its  value from a finite discrete set or even take a real 

value. Let ),...,,( 21 nxxxx =  be an instantiation of vector X. Then )( ii xXP = , or 

simply )( ixP , is the univariate marginal distribution of the variable iX  and 

)( xXP = , or )(xP , is the joint probability distribution function of x. 

)|( jjii xXxXP == , or simply )|( ji xxP , is the conditional probability density 

function of the variable iX   taking value ix  given the value jx   taken by jX . 

2.3   Models with Independent Variables 

Assuming that all the variables in a problem are independent it is possible to model 
them simply by considering a set of frequencies of all values of each variable of the 
selected set of individuals. In this case, all the variables are considered as univariate 
and the joint probability distribution is the product of marginal probabilities of the n 
variables. 

Population Based Incremental Learning (PBIL) [5], [12], Univariate Marginal 
Distribution Algorithm (UMDA) [13], and compact Genetic Algorithm (cGA) [14] 
consider no interaction among variables. 
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PBIL, also referred as incremental univariate marginal distribution with learning, 
[15] and Incremental Univariate Marginal Distribution Algorithm (IUMDA)[13], uses  

a probability vector ),...,,( 21 nppp  as the model for generating the new solution. 

ip denotes the probability of having the value 1 for the variable i . The initial value 

for each pi is 0.5. In each iteration of the algorithm the probability vector is updated 
based on the best solution of the selected promising solution using  

)( iiii pxpp −+= λ , 

where )1,0(∈λ  is the learning rate and ix  is the value of ith variable.  

In PBIL and cGA the population is modeled by a probability vector. However, the 
probability vector modification is performed in a way that a direct correspondence 
between this vector and the population represented by this vector exists. like PBIL, 
each entry pi in the probability vector is initialized to 0.5. In each iteration a variant of 
binary tournament in which the worst of the two solutions is replaced by the best one 
is used to update the probability vector using a population of size N. If  bi and iw   
represents the ith position of  the best and the worst of the two solutions then the 
probability vector  update is as follow: 

N
wbpp iiii

1
)( −+=  . 

Unlike cGA and PBIL, UMDA selects a population of promising solutions in each 
iteration similar to traditional GAs. Then the frequencies of the values of each 
variable in the selected set are used to generate new solutions that replace the old ones 
and this process repeated until the termination criteria are met. 

All of these algorithms that do not consider interdependencies of variables are not 
able to solve the problems with strong dependencies among their variables. However, 
they are able to solve problems which are decomposable into sub problems of order 
one efficiently. Since univariate EDAs  are simple and fast and also they scale up 
quite well they are widely used in many applications specially in problems with high 
cardinality such as bioinformatics problems. 

2.4   Models with Pair Wise Dependencies 

To encode the pair wise dependencies between the variables of a problem several 
probabilistic models have been used. They use a chain, a tree or a forest as a model 
for representing the interdependencies among variables[16,17,19,20]. 

One of the algorithm which has been proposed to model the pair-wise interaction 
between variables is Mutual Information-Maximizing Input Clustering(MIMIC) 
algorithm[17]. The graphical model used in MIMIC is a chain structure that 
maximizes the mutual information of the neighboring variables. To specify this model 
an ordering of variables, the probability of the first position and the conditional  
probability of other variables, given their preceding variable in the chain should be 
specified. It leads to the following joint probability distribution for an   given 
order. niii ,...,, 21=π . 

)()|()...|()|()(
13221 nnn iiiiiii xPxxPxxPxxPxP

−
=  . 
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MIMIC uses an greedy algorithm to find an order that maximizes the mutual 
information of neighboring variables and minimize the kullback-liebler 
divergence[18] between the chain and the complete joint distribution. Although using 
chain allows a very limited representation of dependencies, it can encode some few 
dependencies between variables in the solution vectors which is not possible when 
using a uniform or one point crossover.    

Another algorithm for encoding pair wise dependencies is Combining Optimizer 
with Mutual Information Trees(COMIT) [19]. COMIT uses a tree structure to model 
the best solutions and uses a Maximum  Weight Spaning Tree(MWST) to construct 
the tree structure. The joint probability distribution in CMMIT can be presented by: 

)|()(
1

j

ni

i
i xxPxP ∏

=

=

=  , 

where jX  is the parent of iX in the tree.  

One of the algorithm which has been proposed to model the pair wise interaction 
between variables is the Bivariate Marginal Distribution Algorithm(BMDA) [16]. 
BMDA is an extension to UMDA. BMDA uses a forest (a set of mutually 
independent tree ) to model the promising solutions. A Pearson's chi-square test [21] 
is used to measure the dependencies and to define the pair of variables which should 
be connected.  

These models are able to capture some of the dependencies of order 2. Therefore,  
an EDAs with pair wise probabilistic models can be efficient on problems 
decomposable into sub-problems of order at most two. In order to model higher order 
interaction between variables of a problem, trees and forest can be combined[20]. 

2.5   Models with Multiple Dependencies 

Using more complex models to encode multivariate dependencies in EDAs, makes 
them powerful algorithms.  However, complex model learning algorithms used in 
these EDAs are very time consuming and finding the global optimal model is not 
guaranteed. Factorized Distribution Algorithm (FDA)[22], Extended Compact 
Genetic Algorithm (ECGA)[23], Bayesian Optimization Algorithm (BOA)[24], 
Estimation of Bayesian Networks Algorithm (EBNA)[25] are examples of the EDAs 
with probabilistic models able to capture multiple dependencies among variables of 
the problems. They use statistics of order greater than two to factorize the joint 
probability distribution. 

Factorize Distribution Algorithm uses a fixed factorization of distribution which 
should be given by a an expert. Although the model in FDA is allowed to contain 
multivariate marginal and conditional probabilities, it just learns the probabilities and 
the structure is fixed by the expert. Therefore the problem should be first decomposed 
and then the decomposition is factorized. FDA can use prior information about search 
space regularities but it is not able to learn them which is the main idea of black box 
optimization. FDA is applied to additively decomposed functions. 

ECGA uses a marginal product model in which variables are partitioned into 
several clusters. In order to avoid complex models ECGA uses a variant of minimum 
length metric MDL [26] to discriminate models. ECGA uses a greedy algorithm that 
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starts with one variable in each cluster and then in each iteration merge some of the 
current clusters in a way that maximize the metric. The probability model in ECGA 
can be written as: 

)()(
0


=

=
k

i
ci

xPxP  , 

where, )(
icxP  is the marginal probability of a cluster i of dependent variables and k 

is the number of clusters. ECGA performs well for the problems that do not contain 
overlapping building blocks or, in  other words, are decomposable into independent 
sub-problems. 

Bayesian Optimization Algorithm (BOA) [27] or as it named in [28] Estimation of 
Bayesian Network Algorithm (EBNA) has been proposed in order to build a more 
general EDA with less restrictive assumption about the dependencies and structure of 
the problems. BOA models the population of promising solutions as a Bayesian 
network [36] and samples this network to generate the new solutions. 

A Bayesian network can be considered as the graphical factorization of a 
probability distributions. The conditional dependencies/ independencies among the 
variables are coded as a directed acyclic graph G and the factorization of the 
probability distribution can be written as: 
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where )( ixpar  represents a set of the corresponding values of parent set of 
iX  in 

the graph G ( variables from which there is an arc to iX ). Fig. 3 shows a simple 

Bayesian network. In this Example the parent set of Node Par(X4 )={X2, X3}. The joint 
probability P(X1 , X2 ,X3, X4 ,X5)factorizes into the product 

P(X1)P(X2|X1)P(X3|X1)P(X4|X2,X3)P(X5|X3). Each node iX  in the graph also has a 

conditional probability distribution (CPD) table or a set of local parameters which 
define the distribution of the variable knowing the values of its parents. 

X4

X1

X3

X5

X2

 

Fig. 3. A simple Bayesian network 
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Unlike FDA, in BOA both structure and parameters of the factorization are learned 
from the selected population of promising solution and it does not need any extra 
information about the structure of the dependencies among the variable of the 
problem to be solved.  

The major challenge in using Bayesian networks is learning their structures. Based 
on the nature of the modeling, structure learning methods are classified in two groups: 
constrained-based, score-and-search [29]. The first group tries to discover the 
structure by finding the independency relations among the subsets of variables and 
gives as an output a directed acyclic graph. The second group uses some scoring 
function to measure the quality of every candidate network. In fact scoring function 
measures the fit of the network to the data. A search algorithm is used to explore the 
space of the possible networks and find the network with the highest score. The most 
straightforward method for learning Bayesian networks is using a simple hill climbing 
heuristics. Starting from an empty or random network all the possible moves (adding, 
deleting, and reversing an edge) are considered and the one that improves the score of 
the network the most is chosen at each step. The repeated version of this algorithm is 
used for escaping from local optimum. It returns the network with the highest score in 
various runs. Scoring functions are based on different principles. Some examples of 
scoring metrics are: Bayesian-Drichlet, entropy and Minimum Description length 
(MDL)/BIC [29]. Usually just simple hill-climber is used for learning the structure of 
Bayesian network and the only operator used is addition of  a new arc. BOA [27] uses 
Bayesian-Drichlet metric to measure the quality of the model. The improved version 
of FDA named Learning Factorized Distribution Algorithm (LFDA)[35] is similar to 
BOA and also does not need to know the structure of the problem in advance. 
However it uses a variant of MDL score called Bayesian Information Criterion (BIC) 
for measuring the quality of network. In [30] BOA has been extended to Hierarchical 
BOA (HBOA) which is able to solve hierarchically decomposable problems.   

In recent years some exact algorithms have been proposed for learning Bayesian 
networks which are able to find the optimal network when the number of variables are 
less than 30 variables [32],[33],[34]. Exact-EBNA has been introduced in [31] using a 
exact Bayesian network learning algorithm. Exact-EBNA can provide more accurate 
information about the structure of the problem, though the efficiency of the EDA 
using them might be decreased.   

3   Application of EDA in Gene Expression Data Analysis 

You As a sequence of recent advances in genomic technologies and molecular 
biology, huge biological information has been generated that requires to be analyzed 
in order to extract useful knowledge for scientific community. On the other hand huge 
growth in computational power in last decades made it possible to use the 
evolutionary algorithms, especially genetic algorithms, in high-dimensional 
bioinformatics problems. Application of evolutionary computation in bioinformatics 
can be found in [37]. 

EDA seems to be a good alternative to GAs when a randomized population search 
is needed especially in problems for which ordinary GAs fail because of high 
interdependencies among the variables. Simple EDAs, especially UMDA, have been 
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already successfully used in some bioinformatics and biomedical problems . 
Therefore, one can expect that EDAs will find more applications in this area as the 
number of  new problems is increasing. However in order to use the abilities of EDAs 
in considering the dependencies among variables more efficient or problem specific 
multivariate EDAs need to be designed. 

In most bioinformatics applications in which EDAs have been used, the problem 
has been formulated as a feature subset selection problem [38],[39]. The goal of these 
problems is to reduce the number of features needed for a particular task, for example 
classification. Therefore, a solution of the feature subset selection problem is a subset 
of the initial features. . For these problems, each individual in EDA or GA represent a 
subset of the features of the problem and is presented as a binary vector. A value 1 in 
position i in an individual indicate that the feature i has been selected in this solution. 
Selecting the individual is based on the value of an objective function which measure 
the quality of the subset represented by that individual. Such measure can be for 
example the accuracy of a classifier using that subset of variables for classification. A 
review of different feature subset selections methods in bioinformatics can be found 
in [37],[40]. 

Feature subset selection can be considered as a preprocessing task for many pattern 
recognition problems, especially in bioinformatics domain, in which lots of irrelevant 
feature exists. I It can make model building faster and efficient prevent over fitting in 
classification or provide better clusters and also provide better understanding  of  the  
underlying data generation process.  

Selecting a subset of features by generating and evaluating random subset of 
features is called wrapper methods. Figure 4 taken from [86] illustrates how this 
method works in case of using EDA.  

 

Fig. 4. Wrapper methods for feature selection 

A procedure similar to the one presented in figure 4 can be used for other 
problems. It is possible to use some other experiment or function evaluation instead of 
using a classifier. Using EDA in wrapper methods provides a deep insight into the 
structure of the problems and integrate the model building and optimization task 
together. It also decreases the possibility of getting stuck in local optimum.  

Using a general probabilistic model such as Bayesian network in EDA can lead to 
better performance and also provides more information about the search space. 
However, it also can be the bottleneck of this method and restrict its application just 
for cases in which the importance of the accuracy highly overweighs the time 
efficiency. Up to now for most of the applications of EDA in bioinformatics only 
simple model building such as UMDA  has been used.  
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3.1   State-of-Art of the Application of EDAs in Gene Expression Data Analysis 

During last decades EDAs have been successfully applied to many NP-hard problems 
in different medical informatics, genomics and proteomics problems. Although due to 
the high dimensionality of these problems usually the simplest form of EDAs such as 
UMDA or PBIL in combination with other statistical methods have been used. Using 
the strengths of EDAs in considering the dependencies among the variables of the 
bioinformatics problems necessitates more efficient EDAs. In particular, designing 
efficient model building algorithm for high-dimensional data sets is needed.  

As we mentioned in previous section, in most of the biomedical or bioinformatics 
applications of  EDA, they have been used for feature selections. The First attempts 
for using EDA based feature selection in a large scale biomedical application was 
initiated in [44]. In this work PBIL and a Tree-based EDA are used for increasing the 
accuracy of a classifier for predicting the survival of cirrhotic patients treated with 
TIPS [45] which is an interventional treatment for cirrhotic patients with portal 
hypertension  [44]. The tree based EDA feature selection could increase the accuracy 
of prediction significantly. The number of attribute in the problem was 77.  

In recent years numerous large genomics data sets have been obtained using high-
throughput biotechnology devices. EDAs have been effectively used in solving some 
of the genomics NP-hard problems including gene structure analysis and gene 
expression but also inference of genetic networks, classification and clustering 
microarray data.  

3.1.2   Classification 

Gene structure Prediction 

Finding the structure of the genes and their locations in a genome is necessary for the 
annotation of genomes. Various machine learning methods have been used for these 
purposes[46].  The problem of identifying a structural elements of a gene such as start 
and end of the genes and the transition between the coding and non-coding parts 
(splice sites), is usually modeled as a classification problem. Feature subset selection 
methods can be used in order to find the most important features among the large 
number of sequence features. Then, these features can be used for training the 
classifiers and subsequently discovering the structural elements of the genes. Sayes 
used EDA based feature selection in gene structure prediction for the first time [47], 
[48]. Instead of using the traditional EDA, Sayes derived a feature ranking method 
named UMDA-R. Unlike traditional EDA that returns the best solution UMDA-R 
uses the distribution estimated from the final population as whole to provide more 
information about the selected features and returns an array of sorted features based 
on their relevance. This method, along with a Naive Bayes classifier and a Support 
Vector Machine (SVM) classifier, were used for the problem of splice sites 
recognition [48]. 

Cancer Classification 

DNA microarray technology is a powerful tool which is being used in biomedical 
research to study various important areas such as cancer-spreading patterns of gene 
activity and a drug’s therapeutic value [50]. DNA microarrays can measure the 
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expression level of thousands of genes simultaneously. The data obtained from 
microarray experiments can be represented as a matrix called gene expression matrix. 
The rows of gene expression matrix represent genes and columns represent the 
experimental conditions. The value of each position represents the expression levels 
of a certain gene under a particular experimental condition. Expression matrix can 
also include other biological information such as experimental conditions. If this 
information is used for splitting the dataset (e.g. to healthy and diseased classes) then 
supervised learning such as classification can be used to analyze the expression data. 
Otherwise unsupervised analysis (clustering) can be used. Due to the huge dimension 
of DNA microarrays, different dimensionality reduction methods are necessary as a 
part of any kind of expression data analysis. Discovering the small number of genes 
which can cause a particular disease is a preliminary step which is necessary in order 
to build an accurate classifier.  

Simple EDA based feature selection with univariate probabilistic model building 
approaches have been successfully applied to some microarray gene expression data. 
Blanco et al. [50] use UMDA and Naive Bayes classifier [54] for cancer classification 
using two gene expression datasets, related to colon and leukemia. The results shows 
significant improvement in accuracy of naive Bayes classifier with significant 
reduction of the number of features. Paul and Iba use a PBIL based feature selection 
approach with two kind of classifiers: Naive Bayes and weighted voting classifier 
[55]. Competitive results are achieved in three different benchmark gene expression 
datasets. 

Bielza et al. [53] and González et al. [66] use logic regression based EDA for 
cancer classification problem. Although logic regression [56] is widely used in 
biomedical problems for classification of disease using microarray data, it does not 
perform well when it is used directly on  them. Usually, penalized logic regression 
which uses a penalized likelihood correction is used in order to handle the problem of 
multicollinearity of DNA microarray [67]. Having a large number of features (genes) 
and a limited number of samples in microarray data causes another problem and leads 
to unstable parameter estimates in logistic regression used for DNA array 
classification. Therefore it is usually used along with some dimensionality reduction 
techniques. Estimating the model coefficients in logic regression can be considered as 
an optimization problem.   González et al. [66] apply  a filtering model to reduce the 
dimensionality of the data set and then use a real value version of UMDA to optimize 
the penalized logic regression parameters.  Then, they use this method on breast 
cancer data set and obtain better result comparing to classical logic regression.  

Bielza et al. [53] also use a real-value UMDA for regularizing the logistic 
regression [56] used for microarray classification. The EDA based regularization 
technique shrinks the parameter estimates and optimizes the likelihood function 
during its evolution process. The EDA is embedded in an adapted recursive feature 
elimination procedure which selects the genes that are the best markers for the 
classification. This method shows  excellent performance on four microarray data 
sets: Breast , Colon , Leukemia and Prostate. 

3.1.2   Clustering 
Clustering DNA micro array data is grouping together genes with similar expression 
patterns which can reveal new biological information. Since genes in the same cluster 
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respond similarly in different conditions, they might share a common function. 
Clustering can also be used as a preprocessing step in gene expression analysis for 
dimensionality reduction by using a set of representative genes from each cluster 
instead of using the whole set of genes. Evolutionary algorithms have been 
successfully used in a large number of clustering problems. A comprehensive survey 
of evolutionary algorithms designed for clustering including different coding schemes 
can be found in [62].  

Pena et al. [57] use UMDA for unsupervised learning of Bayesian networks which 
are used for clustering the genes with similar expression profiles. This approach has 
been evaluated with synthetic and real data including an application to gene 
expression data clustering for the leukemia database and biologically meaningful 
clusters have been obtained. Cano et al.[58] use GA and UMDA  for non-exclusive 
clustering of gene expression data. Using overlapping clusters, it is possible to 
identify genes with more than one functionality. A combination of Gene Shaving [63] 
and EDA or GA is  used for this purpose. Gene shaving is a clustering algorithm 
which finds coherent clusters with high variance across samples. 

Biological meaning of the clusters obtained from a real microarray data set has 
been evaluated using gene ontology term finder [64]. 

3.1.3   Biclustering 
If Biclustering is a data mining technique in which the rows and columns of a matrix 
are clustered simultaneously. It has been introduced in [59]. Like clustering, 
biclustering is also a NP-hard problem. A bicluster is a subset of genes and a subset of 
conditions with a high similarity score. Here, the similarity is a measure of the 
coherence of the genes and of the conditions in the bicluster. By projecting these 
biclusters onto the dimension of genes or dimension of conditions, a clustering of 
either the genes or the conditions can be obtained. Biclustering is based on the 
assumption that several genes change their expression level within a certain subset of 
conditions [60]. 

Placios et al. [61] use UMDA and several memetic algorithms [65] to search 
through the possible bicluster space. Each bicluster can be coded as a binary vector 

),...,,,,...,,( 2121 mn cccrrr , with the first n positions representing the rows (genes) of 

the microarray and the last m positions represent the columns (experimental 

conditions) of the microarray. A value of 1 for ir  indicates that the ith gene has been 

included in the bicluster and a value of 1 for  jc  indicates that jth condition has been 

also selected in the bicluster. The efficiency of the algorithms has been evaluated 
using a yeast microarray dataset and the results compared with the algorithm 
proposed in [60].  Based on the results, the EDA method is the fastest and produces 
the best bicluster quality  followed by the GA. Cano et al[71] consider gene shaving 
as a multi steps feature selection and use UMDA feature selection method for both 
non-exclusive clustering  and biclustering  for  gene expression data. They also 
proposed a biclusteing algorithm based on the principle component analysis and an 
integrate approach using all tree methods in one platform and evaluate it with two 
benchmark data sets (yeast and lymphoma). EDA-biclustering out perform all 
methods in terms of quality using GAP statistics [63] as a quality measure. The results 
are also validated using the annotation of Gene Ontology. 



 Estimation of Distribution Algorithms in Gene Expression Data Analysis 113 

In most of the biclustering methods the similarity measure for clustering is 
measured on the whole range of conditions, however in some cases it is possible that 
expression level of genes does not shows coherency in all conditions and co-regulated 
genes in some condition might behave independently in other conditions. To solve 
this problem, Fei et al [70] propose a hybrid multi objective algorithm by combining 
NSGA-II [75,76] and EDA for biclustering of gene expression data. Biclustering 
methods try to identify maximal data submatrices including maximal subsets of genes 
and conditions in which genes show highly correlated expression behavior over a 
range of different conditions. Therefore, two conflicting objective which should be 
met  are maximizing sub matrices while obtaining high coherency in them. As the size 
of a bicluster increases the coherency might decrease.  This method is evaluated using 
yeast data set.  Better results are achieved and also number of parameters are reduced 
comparing to blustering using just NSGA-II. 

3.1.4   Minimum Subset Selection 
Finding the smallest subset of a set which satisfies some conditions is another NP-
hard problem [77] that can be solved using EDA. The disease-gene [74] association 
problem and non-unique oligonocleotide probe selection problem [72,78] are two 
examples of minimum subset selection  in bioinformatics which have been solved 
using EDA.  We explain the later in more details. 

Disease-gene Association 

Santana et al. [74] use tree-based EDA to find the minimal subset of tagging single 
nucleotide polymorphisms (SNPs) which is useful for identifying DNA variations 
related to specific a disease. SNPs are the sites in human genome where a single 
nucleotide is different between people. Most SNPs can have two possible nucleotides 
(alleles).  If a SNP in a chromosome has one of  its two possible  particular nucleotide 
with high probability another SNP close to it also has one of its two nucleotide which 
means that the allele frequency difference  or in other words the diffrence between the 
frequency of having each of the two possible nucleotide for both of them are the 
same.  The non-random association of alleles frequencies of two or more SNPs on a 
chromosome is called linkage disequilibrium (LD) and usually is measured by the 
correlation coefficient. A tag SNP should have has high LD with other SNPs, in other 
words a SNP tags other SNP if their correlation coefficient is greater than some 
threshold.  

A subset Ts of a set S of n SNPs is a single-marker of them if each SNP in S is 
tagged by at least one SNP in Ts.  A multi-marker tag is defined using a generalized 
form of correlation coefficient among more than one SNP.  In this case a subset Tm of 
a set S of n SNPs is a multi-marker if  each SNP in S is tagged by a subset of Tm. To 
identify a multi-marker for a set of SNPs S, Santana et al. use a tree-based EDA to 
search  through all  valid solution (multi-markers). A possible solution is coded with a 

binary vector ),...,( 1 nxx  where 1=ix if the ith  SNP in S is part of the  tagging set. 

The fitness function is the diffrence between n and number of 1s in the solution. The 
results of this approach for some SNP a problem benchmark which includes 40 SNP 
problem instances  are compared with three other algorithms and show significant 
reduction in the number of  tagging SNPs needed to cover the set S.  
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Non-unique Oligonucleotide Probe Selection 

Expression level of genes in an experimental condition are measured based on the 
amount of mRNA sequences hybridized to their complementary sequences affixes on 
the surface of a microarray. These complementary sequences are usually short DNA 
strands called probes. Presence of a biological component (target) in a sample can 
also be recognized by observing the hybridization patterns of the sample to the 
probes. Therefore selecting an appropriate set of probes to be affixed on the surface of 
the microarray is necessary to identify the unknown targets in a sample. 

Soltan Ghoraie et al. [72,78] use EDA for the probe selection problem. This 
problem can be considered as another example of using EDA for minimum subset 
selection problem. A good probe selection is the one with the minimum number of 
probes and maximum ability in identifying the targets of the sample. There are two 
different approaches for this problem: unique and non-unique probe selection. In 
unique probe selection, for each target there is one unique probe affixed on the 
microarray to hybridize exclusively to that target. However, this approach is not 
practical in many cases due to similarities in closely related gene sequences. In non-
unique probe selection approach, each probe is designed to hybridize with more than 
one target. Therefore, in this problem, the smallest set of probes which is able to 
identify a set of target should be found. Soltan Ghoraie et al. [78] propose a method  
to analyze and minimize a given a design of  candidate none-unique  probs. 

An initial design is presented as a target-probe incidence matrix. Table 1 taken 

from [78] is an illustrative example of target-probe incidence matrix )( ijhH =  of  a 

set of three (t1,t2,t3) and five probes (p1,...,p5 ). In this matrix  1=ijh , if probe j 

hybridizes to target i, and 0=ijh  otherwise. A real example usually has few hundred 

target and several thousands of probes.  
The problem is to find the minimum set of probes which identifies all targets in the 

sample. If we assume that a sample  contains a single probe, then using  the probe set 
of {p1,p2 } we can recognize the target. In  the case of  having multiple target this set 
cannot recognize between having {t1,t2}  and {t2,t3}. In this case the probe set of 
{p3,p4,p5} is the minimum  probe set to identify all the possible situations. 

Table 1. Sample target-probe incidence matrix[78] 

  p1 p2 P3 p4 p5 

t1 0 1 1 0 0 

t2 1 0 0 1 0 

t3 1 1 0 0 1 
 

To present the problem in a formal way, two parameters mins (minimum separation 

coverage) and minc  (minimum coverage constraint) should be defined. Then the 

problem is to select a minimum probe set given target-probe the incidence matrix H in 

such a way that each target is hybridized by at least minc probes and any two subsets 
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of targets are separated by at least mins probes which means there are mins probes that 

exclusively hybridize  with one of the two subset of targets [79, 80].  
Soltan Ghoraie et al. use a Bayesian network based EDA(BOA) and a heuristic 

named dominated row covering (DRC)[81]. In each iteration of BOA a set of 
solutions is generated. Each solution is a  binary vector which represents a subset of 
probs. The feasibility of a solution (the coverage and the separation constraints) is  
guaranteed using DRC heuristic.  

The single target version of problem, which means that it is considered that only 
one unique target is present in the sample to identify, is considered as a one-objective 
optimization problem while the objective is minimizing the number of selected probs. 
The case of multiple targets version of the problem is considered as a two objective 
optimization problem. The first objective is minimizing the size of the probe set and 
the second objective is the ability of the selected set in identifying predetermined 
number of targets in the sample simultaneously. These two objectives conflict with 
each other. Average ranking(AR) which is a modified version of WAR[87] method of 
Bentley and Wakefield  is used for this problem. For the first goal the inverse of the 
cardinality of the probe set (number of ones in the solution) is used. For the second 
goal a decoding method proposed by Schliep [82] is used. This method uses a 
Bayesian framework based on Monte Carlo Markov chain sampling, to infer the 
presence of the targets in the sample. The decoding procedure returns a ranked list of 
targets based on probability of their presence in the sample. This list is searched for l 
randomly selected true targets then the position lppp ,...,2,1  of each of them in the 
sorted list produced by decoding procedure is determined (). Therefore the  second 
objective is defined as : 

 =

= l

i ip
Obj

1

2

1
 . 

The maximum of this objective obtained when all true targets ranked in first l 
positions.  

This approach is evaluated using two real datasets HIV1, HIV2 and ten artificial 
data set  and the obtained results in the single target case are compared favorably with 
the state-of-the-art including integer linear programming(ILP)[88], [89] optimal 
cutting plane algorithm(OCP)[90] and genetic algorithm(DRC-GA)[91]. Table 2 
shows the summary of this  comparison. Significant improvement are also obtained 
using the decoding and  the two-objective approaches comparing to the single-
objective case. 

Table 1. Comparison between BOA+DRC and ILP, OCP, and DRC-GA: Number of datasets 
for which our approach has obtained results better or worse than or equal to methods ILP, OCP, 
and DRC-GA[78] 

  worse equal better 

LIP 2 0 8 

OCP 5 0 7 

GA-DRC 0 5 7 
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4   Conclusion 

In this chapter, we reviewed EDAs, a class of evolutionary optimization algorithms 
and different probabilistic model building methods used in them, in order to explore 
the search space. Then, we reviewed the application of EDAs in different NP-hard 
problems including feature subset selection for classification, clustering, biclustering 
of microarray data, and some bioinformatics examples of minimum subset selections.   

In most of these applications, due to the high dimensionality of microarray data 
sets for example, only the simplest models of EDAs, such as UMDA or Tree-based 
EDA, are used. That means that  only a low order of interdependencies among the 
variables has been considered. Therefore more efficient general probabilistic model 
buildings are needed in order to capture and use higher order dependencies among the 
variables in bioinformatics problems. Using the fast Bayesian network learning 
algorithms which are  specifically designed for very high dimensional data sets can be 
promising. Parallelizing the probabilistic model building or designing specific model 
building considering the characteristic of the problems such as sparsity of the 
dependencies might also be helpful.   
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Abstract. Almost every cellular process requires the interactions of
pairs or larger complexes of proteins. The organization of genes into
networks has played an important role in characterizing the functions of
individual genes and the interplay between various cellular processes. The
Gene Ontology (GO) project has integrated information from multiple
data sources to annotate genes to specific biological process. Recently,
the semantic similarity (SS) between GO terms has been investigated
and used to derive semantic similarity between genes. Such semantic
similarity provides us with a new perspective to predict protein func-
tions and to generate functional gene networks. In this chapter, we focus
on investigating the semantic similarity between genes and its applica-
tions. We have proposed a novel method to evaluate the support for
PPI data based on gene ontology information. If the semantic similarity
between genes is computed using gene ontology information and using
Resniks formula, then our results show that we can model the PPI data
as a mixture model predicated on the assumption that true protein-
protein interactions will have higher support than the false positives in
the data. Thus semantic similarity between genes serves as a metric of
support for PPI data. Taking it one step further, new function predic-
tion approaches are also being proposed with the help of the proposed
metric of the support for the PPI data. These new function prediction
approaches outperform their conventional counterparts. New evaluation
methods are also proposed. In another application, we present a novel
approach to automatically generate a functional network of yeast genes
using Gene Ontology (GO) annotations. An semantic similarity (SS) is
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calculated between pairs of genes. This SS score is then used to predict
linkages between genes, to generate a functional network. Functional net-
works predicted by SS and other methods are compared. The network
predicted by SS scores outperforms those generated by other methods
in the following aspects: automatic removal of a functional bias in net-
work training reference sets, improved precision and recall across the
network, and higher correlation between a genes lethality and centrality
in the network. We illustrate that the resulting network can be applied to
generate coherent function modules and their associations. We conclude
that determination of semantic similarity between genes based upon GO
information can be used to generate a functional network of yeast genes
that is comparable or improved with respect to those that are directly
based on integrated heterogeneous genomic and proteomic data.

Keywords: Semantic Similarity, Gene Ontology, Gene Function Predic-
tion, Functional Gene Network.

1 Introduction

Gene Ontology (GO) is the most comprehensive gene function annotation system
and is widely used. GO consists of sets of structured vocabularies each organized
as a rooted directed acyclic graph (DAG), where every node is associated with
a GO term and edges represent either a IS-A or a PART-OF relationship [1].
Three independent sets of vocabularies are provided:

Cellular component is a description of where in an organism the gene prod-
ucts operate.

Molecular function is defined as the specific activities which the gene prod-
ucts are involved in.

Biological process describes the role a gene plays in terms of larger pathways
and multi-step procedures.

Generally, a gene is annotated by one or more GO terms. The terms at the
lower levels correspond to more specific functional descriptions. Therefore if a
gene is annotated with a GO term, it is also annotated with the ancestors of
that GO term. Thus, the terms at the higher levels have more associated genes.
The GO database is constantly being updated. Figure 1 is an example showing
a fragment of the structure of GO terms and gene associations in yeast. In
Figure 1, each box reports both the number of genes associated with the stated
GO term and contains, in parenthesis, the total number of genes associated with
the descendants of that GO term. For example, 7(+52) indicates that seven genes
are directly annotated by that term, and a combined total of 52 genes annotated
by the descendants of that term. The GO system provides standardized and
integrated gene function annotations that applies uniformly to all organisms.

Recently, the semantic similarity (SS) between GO terms has been investi-
gated. The methods to calculate the semantic similarity between two concepts
have been proposed by Resnik, Jiang and Conrath, Lin, and Schlicker, and were
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Fig. 1. An example showing a fragment of the hierarchy of GO terms and gene asso-
ciations in yeast

previously applied to other systems such as Wordnet [2–5]. They were first used
for GO annotations by Lord et al. to investigate the relationship between GO
annotations and gene sequences [6]. In this chapter, we introduce the concepts of
semantic similarity between genes calculated based on gene ontology, and inves-
tigate inherent properties of some previously known methods used to calculate
such similarity. We then show how to use such similarity to improve solutions for
two biology problems: the problems of gene function prediction and functional
gene network generation.

Next, we briefly introduce these two problems and related work.

1.1 Gene Function Prediction

Functional annotation of proteins is a fundamental problem in the post-genomic
era. To date, a large fraction of the proteins have no assigned functions. Even for
one of the most well-studied organisms such as Saccharomyces cerevisiae, about
a quarter of the proteins remain uncharacterized [7]. Meanwhile, recent advances
in genomic sequencing have generated an astounding number of new putative
genes and hypothetical proteins whose biological functions remains a mystery.

The recent availability of protein-protein interaction data for many organisms
has spurred the development of computational methods for interpreting such
data in order to elucidate protein functions. The basic assumption is that if pro-
teins are interacting, they are very likely to share some functions. High through-
put techniques such as yeast two-hybrid system now produce huge amounts of
pairwise PPI data. These data are commonly represented as graphs, with nodes
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representing proteins and edges representing interaction between proteins. Some
proteins in the graph have known functional annotations, while others do not
(uncharacterized proteins). The goal of gene functional annotation is to assign
appropriate functional terms to uncharacterized proteins based on neighboring
annotated proteins in the PPI networks (Figure 2). Computational methods for
protein functional prediction fall into two categories (Figure 2): direct annotation
schemes, which infer the function of a protein based on the functional annota-
tions of the proteins in its neighborhood in the network, and module-assisted
schemes, which first identify modules of related proteins and then annotate each
module based on the known functions of its members. The scheme from Fig-
ure 2 shows a network in which the functions of some proteins are known (top),
where each function is indicated by a different color. Unannotated proteins are
in white. In the direct methods (left), these proteins are assigned a color that
is unusually prevalent among their neighbors. The direction of the edges indi-
cates the influence of the annotated proteins on the unannotated ones. In the
module-assisted methods (right), modules are first identified based on their den-
sity. Then, within each module, unannotated proteins are assigned a function
that is unusually prevalent in the module. In both methods, proteins may be
assigned with several functions.

Examples of direct annotation schemes include neighborhood-based methods
[8–10], probabilistic methods [11, 12], graph-theoretical methods [13–15], and
methods integrating multiple data sources [16–19]. Module-assisted approaches

Fig. 2. Direct versus module-assisted approaches for functional annotation. Figure re-
produced from Sharan et al. [7].
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include algorithms that explores modules or clusters from PPI data. Several
examples of such methods have been published [20–24]. By functional module
one typically means a group of cellular components and their interactions that
can be attributed to a specific biological function. A module-assisted approach
attempts to first identify coherent groups of genes and then assign functions to
all the genes in each group. The module-assisted methods differ mainly in their
module detection technique. In the following section, we focus on some direct
annotation methods.

The simplest and most direct method for function prediction determines the
function of a protein based on the known function of proteins lying in its neigh-
borhood in the PPI network. Schwikowski et al.[8] used the so-called majority-
voting technique to predict up to three functions that are frequently found among
the annotations of its network neighbors. Hishigaki et al.[9] approached this prob-
lem by also considering the background level of each function across the whole
genome. The χ2-like score was computed for every predicted function. Chua et
al.[10] proposed to improve the prediction accuracy by investigating the relation
between network topology and functional similarity.

In contrast to the local neighborhood approach, several methods have been
proposed to predict functions using global optimization. Vazquez et al.[13] and
Nabieva et al.[15] formulated the function prediction problem as a minimum mul-
tiway cut problem and provided an approximation algorithm to this NP-hard
problem. Vazquez et al.[13] used a simulated annealing approach and Nabieva
et al.[15] applied a integer programming method. Karaoz et al.[14] used a sim-
ilar approach but handled one annotation label at a time. Several probabilistic
models were also proposed for this task such as the Markov random field model
used by Letovsky et al.[11] and Deng et al.[12], and a statistical model used by
Wu et al.[25].

1.2 Functional Gene Network Generation

Traditional web-lab experiments for detecting protein-protein interactions are
time-consuming and costly. Several approaches were recently proposed to predict
protein-protein interaction (PPI) networks based on evidence from multi-source
data. These include the use of a Bayes classifier to combine multiple data sources
[26], the construction of a decision tree to predict co-complexed protein pairs [27],
the prediction of PPI by kernel methods [28], the prediction of sets of interacting
proteins using a Mixture-of-Experts method [29], and many more.

Although PPI networks have been invaluable for protein complex and protein
function prediction as described in Section 1.1, they only account for physical
interactions between proteins and thus represent only a subset of important bi-
ological relationships. Lee et al. sought to construct a more accurate and exten-
sive gene network (i.e., functional gene network) by considering functional, rather
than physical associations [30, 31]. They developed a probabilistic framework to
derive numerical likelihoods for integrating multi-source data. In such a frame-
work, protein-protein linkages were probabilistic summaries representing func-
tional coupling between proteins. In addition to including direct protein-protein
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interaction data, their analysis also included associations not mediated by physi-
cal contact, such as regulatory, genetic, or metabolic coupling. The proteins and
their regulated genes are among regulatory relationships. Sometimes mutations in
two genes produce a phenotype that is surprising in light of each mutation’s indi-
vidual effects. Such a phenomenon is called a genetic interaction. When genes are
involved in the same metabolic pathway, they form metabolic coupling relation-
ship. Examination of functional networks rather than solely physical interaction
networks allows more diverse classes of experiments to be integrated and results
in the deciphering of a wider range of biological relationships.

1.3 Related Work and Limitations

For the function prediction problem, despite some successful applications of the
algorithms discussed in Section 1.1, many challenges still remain. One of the big
challenges is that PPI data has a high degree of noise [32]. Most methods that gen-
erate interaction networks or perform functional prediction do not have a prepro-
cessing step to clean the data or filter out the noise. Methods that include the re-
liability of experimental sources have been previously proposed [15]. For example,
mass spectrometry method is considered more reliable than the yeast two-hybrid
systems [15]. However, the reliability estimations are crude and do not consider
the variations in the reliability of instances within the same experimental source.
Some approaches were proposed to predict protein-protein interaction based on
evidence from multi-source data. The evidence score calculated from multi-source
data is a type of reliability measure of the protein-protein interaction data. Sev-
eral such approaches have been previously developed [26–31, 33, 34]. Jansen et
al. combined multiple sources of data using a Bayes classifier [26]. Bader et al.
developed statistical methods that assign a confidence score to every interaction
[34]. Zhang et al. predicted co-complexed protein pairs by constructing a decision
tree [27]. Ben-Hur et al. used kernel methods for predicting protein-protein inter-
actions [28]. Lee et al. developed a probabilistic framework to derive numerical
likelihoods for interacting protein pairs [30]. Qi et al. used a Mixture-of-Experts
(ensemble) method to predict the set of interacting proteins [29]. The challenges of
integrating multi-source data are mainly due to the heterogeneity of the data. For
PPI data, data integration also involves eliminating the effect of a functionally-
biased reference set [31]. For example, distinguishing positive interactions from
negative ones on the basis of the performance of training interactions in the data
sets under analysis is contingent upon the quality of the reference training sets.
Another problem is that most multi-source data are unstructured but often cor-
related. However, the correlation can be difficult to measure because of both data
incompleteness (a common problem) and sampling biases.

Another important shortcoming of most function prediction methods is that
they do not take all annotations and their relationships into account. Instead,
they have either used arbitrarily chosen functional categories from one level of
annotation hierarchy or some arbitrarily chosen so-called informative functional
categories based on some ad hoc thresholds. Such arbitrarily chosen functional
categories only cover a small portions of the whole annotation hierarchy, making
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the predictions less comprehensive and hard to compare. Predicting functions
using the entire annotation system hierarchy is necessary and is a main focus of
this chapter.

For another focus of this chapter, i.e., functional gene network generation, the
challenges lie in the heterogeneity of the data and the systematic bias of each
method. Methods have their own sensitivity and specificity for relationships be-
tween proteins and only investigate limited aspects of such relationships. Another
problem is that most multi-source data are often correlated but the degrees of cor-
relation are hard to estimate, hence making integration of different data difficult.

In this chapter, we propose methods to address the problems mentioned above
using GO information.

For the problem of gene function prediction, we hypothesize that functionally
related proteins have similar GO annotations. Since similarity can be measured,
we further hypothesize that the distribution of similarity values of pairs of pro-
teins can be modeled as a sum of two log-normal distributions (i.e., a mixture
model) representing two populations – one representing pairs of proteins that
interact with high support (high confidence), and the other representing pairs
that interact with low support (low confidence) (Section 3.1). The parameters
of the mixture model were then estimated from a large database. This mixture
model was then used to differentiate interactions with high confidence from the
ones that have low confidence, and was integrated into the function prediction
methods. A new evaluation method was also proposed to evaluate the predictions
(see Section 3.4). The new evaluation method captures the similarity between
GO terms and reflects the relative hierarchical positions of predicted and true
function assignments.

For the problem of generating functional gene network, we present a novel
approach to automatically generate a functional network of yeast genes using
GO annotations. The semantic similarity (SS) is calculated between pairs of
genes. This SS score is then used to predict linkages between genes, to generate
a functional network. GO annotations are generated by integrating information
from multiple data sources, many of which have been manually curated by human
experts. Thus GO annotations can be viewed as a way in which unstructured
multiple data sources are integrated into a structured single source. It is therefore
a valuable data source for inferring functional gene networks. We hypothesized
that functional relationships between two genes are proportional to the semantic
similarities between them. We determined semantic similarities between all pairs
of genes in yeast to generate a whole genome functional network of yeast genes.

Note that while PPI data involves proteins, GO terms are associated with
genes and their products. For the rest of this chapter, we will use the terms
genes and their associated proteins interchangeably.

2 GO-Based Gene Similarity Measures

As described in Section 1, the semantic similarity between genes plays an im-
portant role in solving biology problems of interest. In this section, we first
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introduce the concepts of semantic similarity between genes calculated based
on gene ontology. Next, we investigate inherent properties of some previously
known methods used to calculate such similarity.

Let us assume that a gene A is associated with the following GO terms
{ta1, ..., tai}, and that a gene B is associated with the following GO terms
{tb1, ..., tbj}. All the methods known reduce the similarity between genes to sim-
ilarity between GO terms. Thus, the similarity between genes A and B based
on gene ontology can be defined as follows:

simX(A, B) = max
i,j
{simX(tai, tbj)}, (1)

where simX(tai, tbj) is the similarity between the GO terms tai and tbj using
method X .

Below we discuss the various methods proposed for measuring the similarity
between GO terms. These methods include the ones proposed by Resnik [2],
Jiang and Conrath [3], Lin [4], and Schlicker et al. [5]. The methods proposed by
Resnik, Jiang and Conrath, and Lin have been used in other domains and were
introduced to this area by Lord et al. [6]. Note that the method by Jiang and
Conrath proposed the complementary concept of a distance measure instead of
a similarity measure.

Resnik:
simR(t1, t2) = max

t∈S(t1,t2)
{IC(t)} (2)

Jiang-Conrath:

distJC(t1, t2) = min
t∈S(t1,t2)

{IC(t1) + IC(t2)− 2IC(t)} (3)

Lin:

simL(t1, t2) = max
t∈S(t1,t2)

{
2IC(t)

IC(t1) + IC(t2)

}

(4)

Schlicker:

simS(t1, t2) = max
t∈S(t1,t2)

{
2IC(t)

IC(t1) + IC(t2)
(1 + IC(t))

}

. (5)

Here IC(t) is the information content of term t:

IC(t) = − log (p(t)), (6)

where p(t) is defined as freq(t)/N , freq(t) is the number of genes associated
with term t or with any child term of t in the data set, N is total number of
genes in the genome that have at least one GO term associated with them, and
S(t1, t2) is the set of common subsumers of the terms t1 and t2.
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Fig. 3. An example showing the hierarchy of sample GO terms

The basic objective of these methods is to capture the specificity of each GO
term and to calculate the similarity between two GO terms in a way that reflects
their positions in the GO hierarchy. However, as discussed below, we argue that
the methods of Lin and Jiang-Conrath have serious shortcomings. For example,
consider the non-root terms t2 (GO:0010468) and t3 (GO:0065007) in Figure 3.
Clearly, distJC(t2, t2) = distJC(t3, t3) = 0, and simL(t2, t2) = simL(t3, t3) = 1.
In other words, the methods of Lin and Jiang-Conrath cannot differentiate be-
tween two pairs of genes, one of which has both genes from the pair associated
with the term t2 (GO:0010468), and the other has both genes from the pair
associated with t3 (GO:0065007). It ignores the fact that t2 (GO:0010468, regu-
lation of gene expression) is more specific than t3 (GO:0065007, biological regu-
lation). In contrast, if Resnik method is used, then simR(t2, t2) = − log p(t2) >
simR(t3, t3) = − log p(t3), if t2 is more specific than t3. Thus it reflects the rela-
tive positions (and the specificities) of t2 and t3 in the GO hierarchy. For example,
in Saccharomyces cerevisiae, genes YCR042C and YMR227C encode TFIID sub-
units. Both are annotated with GO terms GO:0000114 (G1-specific transcription
in mitotic cell cycle) and GO:0006367 (transcription initiation from RNA poly-
merase II promoter). According to the definition, simL(YCR042C, YMR227C) =
1 and distJC(YCR042C, YMR227C) = 0. Now consider another pair of genes
YCR046C and YOR063W, both of which encode components of the ribosomal
large subunits, however, one is mitochondrial and the other cytosolic. Both are
annotated with the GO term GO:0006412 (translation). Again, according to the
definition, simL(YCR046C, YOR063W)=1 and distJC(YCR046C, YOR063W)=
0. Thus, we have

simL(YCR042C, YMR227C) = simL(YCR046C, YOR063W) = 1, and

distJC(YCR042C, YMR227C) = distJC(YCR046C, YOR063W) = 0.

But clearly, the annotations of genes YCR042C and YMR227C are much more
specific than the annotations of genes YCR046C and YOR063W. This is ev-
idenced from the fact that GO:000014 and GO:0006367 have seven and 44
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genes annotated by those terms, while GO:0006412 has 687 genes annotated
by that term. So the similarity between genes YCR042C and YMR227C should
be greater than the similarity between genes YCR046C and YOR063W. The
similarity between genes calculated by the method of Resnik reflects this fact,
since

simR(YCR042C, YMR227C) = − log p(GO : 0000114) = 9.69
> simR(YCR046C, YOR063W) = − log p(GO : 0006412) = 4.02.

The advantages of using GO information is that it has hierarchical structure.
However, most previous research treat each GO terms equally and ignore the
properties of GO hierarchy. The semantic similarity between GO terms provides
us a means to explore the entire GO hierarchy. Furthermore, the semantic sim-
ilarity between genes derived from the semantic similarity between GO terms
the genes associated to provides us new perspective to investigate large-scale
biological data, such as PPI data. In the following two Sections (Section 3 and
Section 4), we show how GO information is used to estimate the reliability of
PPI data, thus improve the function prediction, and show that GO is also a
valuable data source for inferring functional gene networks.

3 Estimating Support for PPI Data with Applications to
Function Prediction

3.1 Mixture Model of PPI Data

As mentioned earlier, PPI data generated using high throughput techniques con-
tain a large number of false positives [32]. Thus the PPI data set contains two
groups, one representing true positives and the other representing false positives.
However, differentiating the true and false positives in a large PPI data set is a
big challenge due to the lack of good quantitative measures. We assume that the
similarity measure suggested in Section 2 is a good measure. However, we are
still left with differentiating between high similarity values and low similarity
values. An ad hoc threshold can be used for the differentiation, but is not desir-
able. Our proposed method avoids such choices. Instead, we propose a mixture
model to differentiate the two groups in a large PPI data set. One group contains
pairs of experimentally detected interacting proteins with strong support from
the similarity of their GO annotations, and the other contains pairs of experi-
mentally detected interacting proteins that have weak or unknown support. Here
we provide evidence that the similarity between genes based on Gene Ontology
using the method of Resnik (see Equation (2)) helps to differentiate between the
two groups in the PPI data. As mentioned earlier, this is based on the assump-
tion that the true positives will have higher gene similarity values than the false
positives. A mixture model is used to model the distribution of the similarity
values (using the Resnik method for similarity of Biological Process GO terms).
In particular, the mixture model suggests that
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p(x) = w1p1(x) + w2p2(x), (7)

where p1(x) is the probability density function for the similarity of pairs of genes
with true interactions among the experimentally detected interactions, and p2(x)
is the probability density function for the similarity of pairs of genes in the false
positives; w1 and w2 are the weights for p1 and p2, respectively. Given a large data
set, p1, p2, w1, and w2 can be inferred by the maximum likelihood estimation
(MLE) method. For our case, we conclude that the similarity of pairs of genes
can be modeled as a mixture of two log-normal distributions with probability
density functions

p1(x) =
1√

2πσ1x
exp

(

− (log x− μ1)
2

2σ2
1

)

(8)

and

p2(x) =
1√

2πσ2x
exp

(

− (log x− μ2)
2

2σ2
2

)

. (9)

After parameter estimation, we can calculate a value s such that for any
x > s, p(x ∈ Group 2) > p(x ∈ Group 1). This value s is the threshold meant
to differentiate the pairs of proteins in PPI data with high support (Group 2)
from those with low support (Group 1). The further away the value is from
s, the greater is the confidence. Furthermore, the confidence can be measured
by computing the p-value since the parameters of distribution are given by the
model.

Thus our mixture model suggests a way of differentiating the true positives
from the false positives by only looking at the similarity value of pairs of genes
(using the method of Resnik in Equation (2) for similarity of Biological Process
GO terms), and by using a threshold value specified by the model (Group 1
contains false positives and Group 2 contains the true positives). Note that no
ad hoc decisions are involved.

3.2 Data Sets

Function prediction methods based on a protein-protein interaction network can
make use of two data sources - the PPI data set and a database of available
functional annotations. Next, we introduce the two data sources used in our
experiments.

Gene Ontology. We used the available functional annotations from the Gene
Ontology (GO) database [35], as introduced in Chapter ??. Generally, a gene is
annotated by one or more GO terms. The terms at the lower levels correspond to
more specific functional descriptions. If a gene is annotated with a GO term, it is
also annotated with the ancestors of that GO term. Thus, the terms at the higher
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levels have more associated genes. The GO database is constantly being up-
dated; we used version 5.403, and the gene-term associations for Saccharomyces
cerevisiae from version 1.1344 from SGD (http://www.yeastgenome.org/).

Protein-Protein Interaction Data. Several PPI data sets were used in this
chapter for our experiments. The first PPI data set was downloaded from the
BioGRID database [36]. Henceforth, we will refer to this data set as the BioGRID
data set. The confirmation number for a given pair of proteins is defined as the
number of independent confirmations that support that interaction. A pseudo-
negative data set was also generated by picking pairs of proteins that were not
present in the PPI data set. Thus each pair of proteins in the pseudo-negative
data set has a confirmation number of 0. There were 87920 unique interacting
pairs in total with confirmation numbers ranging from 0 to 40. This data set was
used to estimate the metric of support for all pairs of proteins.

Two so-called gold-standard data sets(gold-standard positive and gold-
standard negative) were used to test the performance of our method. These
two gold-standard data sets were hand-crafted by Jansen et al. [26]. The gold-
standard positives came from the MIPS (Munich Information Center for Protein
Sequence) complexes catalog [37] since the proteins in a complex are strongly
likely to interact with each other. The number of gold-standard positive pairs
used in our experiments was 7727. A gold-standard negative data set is harder
to define. Jansen et al. created such a list by picking pairs of proteins known
to be localized in separate subcellular compartments [26], resulting in a total of
1838501 pairs.

3.3 Function Prediction

The major advantage of the method presented in Section 3.1 is that the p-
values obtained from the mixture model provide us with a metric of support or a
reliability measure for the PPI data set. However, the limitation of our technique
is that it can only be applied to pairs of genes with annotations. In order to
overcome this limitation, it is sensible to first perform function prediction to
predict the functional annotation of unannotated genes. As mentioned earlier,
many computational approaches have been developed for this task [7]. However,
the prediction methods are also prone to high false positives. Schwikowski et al.
proposed the Majority-Voting (MV) algorithm for predicting the functions of an
unannotated gene u by an optimization method using the following objective
function:

αu = argmax
α

∑

v∈N(u),αv∈A(v)

δ(αv, α), (10)

where N(u) is the set of neighbors of u, A(u) is the set of annotations associated
with gene u, αi is the annotation for gene i, δ(x, y) is a function that equals
1 if x = y, and 0 otherwise [8]. In other words, gene u is annotated with the
term α associated with the largest number of its neighbors. The main weakness of
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this conventional majority voting algorithm is that it weights all its neighbors
equally, and is prone to errors because of the high degree of false positives in
the PPI data set. Using the metric of support proposed in section 3.1, we
propose a modified “Reliable” Majority-Voting (RMV) algorithm which assigns a
functional annotation to an unannotated gene u based on the following objective
function, which is a weighted version of Equation (10):

αu = argmax
α

∑

v∈N(u),αv∈A(v)

wv,uδ(αv, α), (11)

where wv,u is the reliability of the interaction between genes v and u, that is,
wv,u = sim(A(v), {α}).

Another weakness of the conventional MV algorithm is that it only allows
exact matches of annotations and will reject even approximate matches of an-
notations. Here we propose the Weighted Reliable Majority-Voting (WRMV)
method, a modification of RMV, with the following objective function

αu = arg max
α

∑

v∈N(u)

wv,u

(
max

αv∈A(v)
sim(αv, α)

)
, (12)

where sim(x, y) is a function that calculates the similarity between the GO terms
x and y.

Note that the algorithms proposed above only predict one functional anno-
tation term for an uncharacterized gene. But they can be adapted to predict k
functional annotation terms for any uncharacterized gene by picking the k best
values of α in each case.

The example in Figure 4 illustrates the necessity of considering both the
metric of support for the PPI data and the relationships between GO terms
during function prediction. Assume we need to predict functions for a protein
u, whose neighbors in the interaction network include proteins v1, v2, v3, v4, v5,
and v6. As shown in Figure 4, suppose proteins v1 and v2 are annotated with GO
term t2, v3 and v4 with GO term t4, and v5 and v6 with GO term t5. According
to the MV algorithm, protein u will be assigned all the GO terms t2, t4, and t5,
since each of the three terms has equal votes (2 in this case). However, as can
be seen from Figure 4, GO term t5 is more specific than GO terms t2 and t4. So
GO term t5 should be the most favored as an annotation for protein u, assuming
that all the PPI data are equally reliable.

Note that the metric of support can also be used to improve other approaches
besides the MV algorithm. In this chapter, we have employed only local ap-
proaches, because as argued by Murali et al., methods based on global opti-
mization do not perform better than local approaches based on majority-voting
algorithm [38].

3.4 Evaluating the Function Prediction

Several measures are possible in order to evaluate the function prediction meth-
ods proposed in Section 3.3. For the traditional cross-validation technique, the
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Fig. 4. An example showing the hierarchy of GO terms associated with a set of genes.
GO term t2 is associated with genes v1 and v2; GO term t4 is associated with genes v3

and v4; GO term t5 is associated with genes v5 and v6.

simplest method to perform an evaluation is to use precision and recall, defined
as follows:

Precision =
∑

i ki
∑

i mi
, Recall =

∑
i ki

∑
i ni

, (13)

where ni is the number of known functions for the protein i, mi is the number
of predicted functions for the protein i when hiding its known annotations, and
ki is the number of matches between known and predicted functions for protein
i. The conventional method to count the number of matches between the anno-
tated and predicted functions only considers the exact overlap between predicted
and known functions, ignoring the structure and relationship between functional
attributes. Once again,using the example illustrated in Figure 4, assume that the
correct functional annotation of a protein u is GO term t4, while term t1 is the
only function predicted for it. Then both recall and precision would be reported
to be 0 according to the conventional method. However, it overlooks the fact that
GO term t4 is quite close to the term t1. Here we introduce a new definition for
precision and recall. For a known protein, suppose the known annotated func-
tional terms are {to1, to2, ..., ton}, and the predicted terms are {tp1, tp2, ..., tpm}.
We define the success of the prediction for function toi as

RecallSucess(toi) = max
j

sim(toi, tpj),

and the success of the predicted function tpj as

PrecisionSuccess(tpj) = max
i

sim(toi, tpj).
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We define the new precision and recall measures as follows:

Precision =

∑
j PrecisionSuccess(tpj)

∑
j sim(tpj , tpj)

, (14)

Recall =
∑

i RecallSucess(toi)∑
i sim(toi

, toi
)

. (15)

Note that Equation (14) and Equation (15) are straightforward generalization
of Equation (13), with similarity measures used instead of set overlap.

3.5 Experimental Results

Results on using the Mixture Model. The similarity between genes based
on the Biological Process categorization of the GO hierarchy was calculated using
Equation (1) and Equation (2). The method was separately applied to the Bi-
oGRID data set, where we confined ourselves to PPI data that had non-negative,
integral confirmation number k (for some user-specified number k). Interacting
pairs of proteins from BioGRID data set were grouped based on their confir-
mation number. We hypothesized that each of these groups generated above
contains two subgroups, one representing pairs of proteins that are experimen-
tally observed to interact and that have high support from their GO annotations,
and the other representing pairs that are experimentally observed interact with
low support from their GO annotations.

As shown in Figure 5, a histogram of the (logarithm of) similarity measure
(using the Resnik method for similarity of GO terms) was plotted for pairs of
genes with a specified degree of confirmation from the PPI data set. In order to
visualize the whole histogram, we have arbitrarily chosen log(0) = log(0.01) ≈
−4.61. Based on our earlier assumptions, we conjectured that each of these
histograms can be modeled as a mixture of two normal distributions (since the
original is a mixture two log-normal distribution), one for the Group 1, and the
other for the Group 2.

All the plots in Figure 5 have three well-separated subgroups. Note that the
leftmost subgroup corresponds to those pairs of genes for which at least one has
the GO terms associated with the root of the GO hierarchy; the subgroup in the
middle corresponds to those pairs of genes at least one of which is associated
with a node close to the root of the GO hierarchy. The reason for the existence of
these two subgroups is that there are some PPI data sets containing genes with
very non-specific functional annotations. As we can see from Figure 5, the larger
the confirmation number, the less pronounced are these two groups. Thus, for
the two leftmost subgroups, similarity of genes based on GO annotation cannot
be used to differentiate signal from noise. (Thus function prediction for these
genes are necessary and is an important focus of this chapter.) However, for
PPI data containing genes with specific functions (i.e., the rightmost group in
the plots of Figure 5), similarity of genes in this group was fitted to a mixture
model as described in Section 3.1. In fact, a fit of the rightmost group with two
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Fig. 5. Distribution of similarity of yeast genes based on the Resnik method. This was
achieved by using (a) 0 or more independent confirmations (i.e., the entire PPI data
set), (b) 1 or more independent confirmations, (c) 2 or more independent confirmations,
(d) 3 or more independent confirmations, (e) 4 or more independent confirmations, and
(f) 5 or more independent confirmations.
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Fig. 6. Parameters for the density function for yeast PPI data. This was achieved by
fitting p(x) = w1p1(x) + w2p2(x) for the metric of support for yeast PPI data with
different confirmation numbers. w1 and w2 are the weights for p1 and p2, respectively.
Group 1 corresponds to noise, and Group 2 to signal.

normal distributions is also shown in the plots of Figure 5. The fit is excellent
(with R-squared value more than 98 percent for the data set with confirmation
number 1 or more). The details are shown in Figure 6. We are particularly
interested in the fit of the data set with confirmation 1 and above. The estimated
parameters are μ1 = 0.3815, σ1 = 0.4011, μ2 = 1.552, σ2 = 0.4541, w1 = 0.23,
and w2 = 0.77. From the fit, we can calculate a value s = 0.9498 such that for
any x > s, p(x ∈ Group 2) > p(x ∈ Group 1). This is the threshold we used to
differentiate the two groups. The further away the point is from s, the greater
the confidence. Furthermore, the confidence can be measured by computing the
p-value since the parameters of the distribution are known. Further investigation
of these two groups reveal that protein pairs in Group 2 contain proteins that
have been well annotated (associating with GO terms that have levels larger or
equal to 3). The components of Group 1 are more complicated. It consists of
the interactions between two poorly annotated genes, the interactions between a
well annotated gene and a poorly annotated gene, and the interactions between
two well annotated genes.

The results of further experiments performed on the PPI data sets from the
human proteome [36] also displayed similar results (Figures 7 and 8).

To test the power of our estimation, we applied it to the gold-standard data
set. In particular, for each pair of genes in the gold-standard data set, we cal-
culated the similarity between the genes in that pair and compared it to the
threshold value s = 0.9498. If the similarity was larger than s, we labeled it as
Group 2, otherwise, as Group 1. We then calculated the percentage of pairs of
proteins in Group 2 and Group 1 in the gold-standard positive and negative data
sets.



140 E. Zeng et al.

Fig. 7. Distribution of similarity of human genes based on the Resnik method. This was
achieved by using: (a) 0 or more independent confirmations (i.e., the entire PPI data
set), (b) 1 or more independent confirmations, (c) 2 or more independent confirmations,
(d) 3 or more independent confirmations, (e) 4 or more independent confirmations, and
(f) 5 or more independent confirmations.
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Fig. 8. Parameters for the density function for human PPI data. This was achieved by
fitting p(x) = w1p1(x) + w2p2(x) for the metric of support for human PPI data with
different confirmation numbers. w1 and w2 are the weights for p1 and p2, respectively.
Group 1 corresponds to noise, and Group 2 to signal.

Table 1. Mixture model on gold-standard data set

total PPI pairs subgroup PPI pairs percentage

GSPDa 7727 76961 99.61

GSNDb 1838501 15264672 83.03
a Golden Standard Positive Data set.
b Golden Standard Negative Data set.
1 Number of PPI pairs in Group 2.
2 Number of PPI pairs in Group 1.

As shown in Table 1, majority of the pairs in the gold-standard positive data
(GSPD) set were labeled correctly as Group 2 (99.61%), and most of the pairs in
the gold-standard negative data set (GSND) were correctly labeled as Group 1
(83.03%). These high percentage values provide further support for our mixture-
model based technique. It is worth pointing out that the GSPD set is clearly
more reliable than the GSND set as described in section 3.2.

One possible objection to the application in this chapter is that the results of
the mixture model is an artifact of functional bias in the PPI data set. To ad-
dress this objection, we applied the mixture model to PPI data after separating
out the data from the three main different high-throughput methods, i.e., yeast
two-hybrid systems, mass spectrometry, and synthetic lethality experiments. As
reported by Mering et al. [32], the overlap of PPI data detected by the different
methods is small, and each technique produces a unique distribution of inter-
actions with respect to functional categories of interacting proteins. In other
words, each method tends to discover different types of interactions. For exam-
ple, the yeast two-hybrid system largely fails to discover interactions between
proteins involved in translation; mass spectrometry method predicts relatively
few interactions for proteins involved in transport and sensing.
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Fig. 9. Distribution of similarity of pairs of genes based on the method by Resnik
for PPI data generated by different methods. The methods include high-throughput
methods yeast two-hybrid systems (top), mass spectrometry (middle), and Synthetic
Lethality (bottom).

In summary, if the PPI data set has a functional bias, then the PPI data
produced by individual methods should have an even greater functional bias,
with each one biased toward different functional categories.

Despite the unique functional bias of each method, the mixture model when
applied to the PPI data from the individual methods showed the same bimodal
mixture distribution (Figure 9), indicating that the mixture model is tolerant
to severe functional bias and is therefore very likely to be a true reflection of
inherent features of the PPI data.
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Fig. 10. Distribution of similarity of yeast genes based on method Lin, Jiang-Conrath,
and Schlicker for yeast PPI data with confirmation number of 1 and more (Confirmation
# 1)

Fig. 11. Distribution of similarity of yeast genes based on method Jiang-Conrath. This
was achieved by using PPI data with confirmation number of 2 and more (Confirmation
# 2), 3 and more (Confirmation # 3), 4 and more (Confirmation # 4), and 5 and more
(Confirmation # 5)
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Fig. 12. Distribution of similarity of yeast genes based on method Jiang-Conrath. This
was achieved by using PPI data with confirmation number of 2 and more (Confirmation
# 2), 3 and more (Confirmation # 3), 4 and more (Confirmation # 4), and 5 and more
(Confirmation # 5)

In order to justify our choice of the Resnik similarity measure, we also ap-
plied the Lin (Equation (4)), Jiang-Conrath (Equation (3)), and Schlicker (Equa-
tion (5)) methods to the PPI data set with confirmation number 1 or more. The
results shown in Figures 10 confirm our theoretically-supported claim that the
Lin and Jiang-Conrath methods are inappropriate for similarity computation.

As shown in Figure 10, the histogram of similarity values between genes cal-
culated by Lin’s formula has a peak at the rightmost end. Additionally, the rest
of the histogram fails to display a bimodal distribution, which is necessary to
flush out the false positives. Furthermore, the peaks increase with increasing
confirmation number (Figures 11, 12, and 13), which is contrary to our in-
tuition. The histograms of distance measures between genes calculated by the
Jiang-Conrath’s method (middle plot in Figures 10) produces a peak at its left-
most end with a unimodal distribution for the remaining, thus showing that the
mixture model is unlikely to produce meaningful results. Schlicker’s method was
devised to combine Lin’s and Resnik’s methods. However, its performance was
similar to that of Lin’s method (see Figure 10).

We also applied these methods to the same PPI data set, but with higher
confirmation numbers (Figures 11, 12, and 13). Since those data sets are likely
to have fewer false positives, it is no surprise that the histograms were even less
useful for discriminatory purpose.
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Fig. 13. Distribution of similarity of yeast genes based on method Schlicker. This was
achieved by using PPI data with confirmation number of 2 and more (Confirmation #
2), 3 and more (Confirmation # 3), 4 and more (Confirmation # 4), and 5 and more
(Confirmation # 5)

Finally, we tried our methods on the other two GO categorizations, i.e., cellular
component and molecular function. Since those categorizations are less compre-
hensive with a large number of unannotated genes, similarity calculations based
on the them did not adequately reflect the reliability of PPI data (Figures 14).

Function Prediction. Five different function prediction approaches based on
neighborhood-counting were compared: three introduced in section 3.3 called MV
(see Equation(10)), RMV (see Equation(11)), and WRMV (see Equation(12)),
and two introduced in section 1.1 called Chi-Square based method (CS) devel-
oped by Hishigaki et al. [9] and FS-Weighted Averaging method (WA) developed
by Hua et al. [10].

The precision and recall for each approach was calculated on the BioGRID
PPI data set using five-fold cross validation. First, a conventional evaluation
method was employed, which consisted of computing precision and recall as a
simple count of the predictions for the gold-standard positive and negative sets
(see Equation (13)). The results are shown in Figure 15. Then, an improved
method, as described in Equations (14) and (15) was used, and the results
are shown in Figure 16. In order to see the effectiveness of the new evaluation
metric, the precision-recall curves of the three function prediction methods
(RMV, WRMV and WA) using new and conventional evaluation metrics were
compared by combining the related curves from Figures 15 and 16 and displayed
in Figure 17.
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Fig. 14. Distribution of similarity of yeast genes based on the Resnik method using
PPI data with confirmation number of 0 and more (Confirmation # 0), 1 and more
(Confirmation # 1), and 2 and more (Confirmation # 2). Panel A: based on cellular
component GO hierarchy; Panel B: based on molecular function GO hierarchy
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Fig. 15. Precision-recall analysis of five function prediction methods. This was achieved
by using the conventional evaluation metric as described in Eq.(13) for 1) Chi-Square
method (CS), 2) Majority-Voting method (MV), 3) Reliable Majority-Voting method
(RMV), 4) Weighted Reliable Majority-Voting (WRMV), and 5) FS-Weighted Aver-
aging method (WA)

Fig. 16. Precision-recall analysis of five function prediction methods using new eval-
uation metric as described in Eq.(14) and Eq.(15) for 1) Chi-Square method (CS),
2) Majority-Voting method (MV), 3) Reliable Majority-Voting method (RMV), 4)
Weighted Reliable Majority-Voting method (WRMV), and 5) FS-Weighted Averaging
method (WA)

3.6 Discussion

As shown in Figure 15, when conventional evaluation methods were applied to
calculate the precision and recall, the FS-Weighted Averaging (WA) method per-
formed the best, and there was no significant difference among the other three
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Fig. 17. Comparison of precision-recall analysis of three Majority-Voting function pre-
diction methods using new evaluation metric as described in Eq.(14) and Eq.(15) for 1)
Weighted Reliable Majority-Voting method (WRMV new), 2) FS-Weighted Averaging
method, (WA new), and 3) Reliable Majority-Voting method (RMV new), and conven-
tional metric as described in Eq.(13) for 4) Weighted Reliable Majority-Voting method
(WRMV), 5) FS-Weighted Averaging method, (WA), and 6) Reliable Majority-Voting
method (RMV)

methods (MV, RMV, and WRMV). However, when the new evaluation method
(as described in Equation (14) and Equation (15)) was applied, both WA and
WRMV performed well (see Figure 16). Among the three versions of Majority-
Voting methods (MV, RMV, and WRMV), Weighted Reliable Majority-Voting
method performed the best, and the conventional Majority-Voting method per-
formed the worst.

The proposed new evaluation method has two advantages over the conven-
tional one. First, the new evaluation method provides wider precision and recall
coverage, that is, at the same precision (recall) value, the recall (precision) cal-
culated by the new method is larger than that calculated by the old one. This is
due to the strict definition of conventional precision and recall, while ignoring the
fact that some pairs of true and predicted annotations are very similar to each
other. Second, the new evaluation method has enhanced power to compare the
performance of function prediction methods. For example, the precision-recall
curves of the function prediction methods RMV and WRMV diverge based on
the new evaluation metric, but are roughly indistinguishable based on the con-
ventional metric.

Function predictions based on PPI data were performed using two sources
of data: GO annotation data and BioGRID PPI data. Previous research on
this topic focused on the interaction network inferred from PPI data, while
ignoring the topology of the hierarchy representing the annotations. In some
cases, only a fraction of the terms were used. Thus the resulting predictions
were not comparable. For PPI data, quantitatively assessment of confidence for
pairs of proteins becomes a pressing need.
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4 A Functional Network of Yeast Genes Using Gene
Ontology Information

The Gene Ontology (GO) project has integrated information from multiple data
sources to annotate genes to specific biological process [35]. Generating gene
networks using GO annotations is a novel and alternative way in which hetero-
geneous data sources can be efficiently integrated. In this Section, we present
a novel approach to automatically generate a functional network of yeast genes
using Gene Ontology (GO) annotations. An information theory-based semantic
similarity (SS) was calculated between pairs of genes, details of which were pre-
sented in Section 2 and embodied in Equations (1). This SS score was then used
to predict linkages between genes, to generate a functional network. An alter-
native approach has been proposed using a measure called log likelihood score
(LLS) [30]. The functional networks predicted using the SS and LLS measures
were compared. Unlike the SS score, the LLS score was calculated from mul-
tiple data sources directly. We discuss our experiments on generating reliable
functional gene networks.

4.1 Data Sets

Saccharomyces Cerevisiae Gene Set and Gene Network. The yeast gene network
is based on the verified 5,794 protein encoding open reading frames (ORFs) of the
yeast genome (version dated March 2005) downloaded from the Saccharomyces
cerevisiae Genome Database (SGD). All computations described here are based on
this gene set. YeastNet version 2 was downloaded from http://www.yeastnet.org/
[31]. Our resulting yeast gene network was mapped to YeastNet version 2 for the
purpose of comparison and analysis.

Benchmark Sets. In order to derive the log likelihood score (LLS) from multiple
data sources, GO annotations, which were downloaded from the Saccharomyces
cerevisiae Genome Database (SGD) (version dated March 2005), were used as a
major reference set for benchmarking [31]. The term “protein biosynthesis” was
excluded by Lee et al. because it was assigned to so many genes that it signif-
icantly biased the benchmarking. Our semantic similarity calculation between
genes was also based on this GO annotation system, but we did not remove any
GO terms.

We also used the Munich Information Center for Protein Sequence (MIPS)
protein function annotation set [37]. We used 24 major categories from the top
level of this data set.

Yeast essential ORFs were downloaded from Saccharomyces Genome Deletion
Project web page (http://www-sequence.stanford.edu/group/yeast deletion
project/deletions3.html) [39].

4.2 Constructing a Functional Gene Network

In this section, we propose the use of semantic similarity between genes calcu-
lated based on gene ontology, in order to construct a functional gene network.
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We then review a previously described method to calculate the log likelihood
score (LLS) of pairs of genes, which provides yet another basis for constructing
functional gene networks [30, 31].

The functional gene network described here is represented as a weighted graph
with the node representing a gene or protein, the edge representing the functional
relationships between two nodes, and the weight of the edge representing how
similar the two nodes are. The larger the weight is, the closer the two nodes
are functionally related. The key step of constructing a functional gene network
is to estimate the weight of the edges in the network. In this section, we first
introduce a method to calculate SS between genes based on GO information. We
then review the method to calculate the LSS of pairs of genes [30, 31]. Both SS
and LLS are used to estimate the weight of the edges of functional gene network.

4.3 Using Semantic Similarity (SS)

Computing the SS value between genes was described earlier in in Section 2.
The functional gene network using SS scores consists all yeast genes. Any pair
of genes is functionally linked by the SS score between them.

Using the Log Likelihood Score (LLS). The SS value between genes using
GO information can be used to infer functional associations of genes. Such func-
tional linkages between genes can also be inferred from multiple genomic and
proteomic data. As mentioned above, many approaches have been developed in
this area [26–31, 33, 34, 40–44]. Lee et al. developed a unified scoring scheme for
linkages based on a Bayesian statistics approach [30, 31]. Each source of data is
evaluated for its ability to reconstruct known gene pair relationships by measur-
ing the likelihood that pairs of genes are functionally linked conditioned on the
evidence. This is calculated as a LLS score:

LLS = ln
P (L|D)/P (¬L|D)

P (L)/P (¬L)
(16)

where P (L|D) and P (¬L|D) are the frequencies of gene linkages observed in
the given data (D) sharing (L) and not sharing (¬L) function annotation, re-
spectively, whereas P (L) and P (¬L) represent the prior expectations (i.e., the
total frequency of linkages between all annotated yeast genes sharing and not
sharing function annotations, respectively). LLS scores greater than zero indi-
cate that the experiment tends to functionally link genes, with higher scores
indicating more confident linkages. In order to decide whether pairs of genes are
functionally linked or not, GO annotations based on the “biological process”
hierarchy were used as a reference set. The “biological process” GO annotation
contains 14 different levels of GO terms. Lee et al. used terms belonging to levels
2 through 10 [31]. They considered a pair of genes as being functionally linked
if they shared an annotation from the set of GO terms between level 2 through
10, and not linked if they did not share any term.
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Note that the LLS score was calculated for each data source, rather than for
each gene pair. All possible gene pairs from the same data source received the
same LLS score as calculated using Equation (16)(referred to as single LLS). For
the gene pairs appearing in multiple data sources, a weighted sum method was
employed to integrate multiple LLS scores into one [31] (referred to as integrated
LLS). Thus the functional gene network generated by LLS scores consists all the
genes from multiple data sources, and linkages between pairs of genes weighted
by corresponding LLS scores (single LLS or integrated LLS).

4.4 Evaluating the Functional Gene Network

Functional networks were generated using: (a) SS scores, (b) LLS scores from
individual data sources, and (c) LLS scores from integrated multi-source data.
As discussed in in Section 2, many different SS scoring schemes have been pro-
posed. For this work, we used all four schemes (Resnik, Jiang and Conrath, Lin,
and Schlicker) to compute the SS scores. Functional networks generated using
SS scores and LLS scores from integrated multi-source data were assessed by
comparing them with an independent reference set of functional gene linkages
from the MIPS database [37]. Gene pair linkages were assessed by computing
recall and precision against the reference set.

Another metric to evaluate the quality of a gene network is the correlation
between a gene’s tendency to be essential (referred to as “lethality”) and its
centrality (referred to as “centrality”) in a network [31, 39, 45]. The so called
centrality-lethality rule was observed by Jeong et al., who demonstrated that
high-degree nodes in a protein interaction network of S. cerevisiae contain more
essential proteins than would be expected by chance [45]. A gene is essential if
lack of it will cause the death of a cell. The centrality of a gene is measured as
the number of interactions in which the gene participates. The basic idea is that
if a gene’s function is more essential to a cell, it should have more functional
linkages. Thus a high correlation between lethality and centrality suggests that
the gene network is biologically relevant and therefore of good quality.

4.5 Experimental Results

In this section, we first present the results of the correlation analysis between SS
and integrated LLS. Then networks derived by different methods will be evalu-
ated and compared. Finally, we will illustrate the effectiveness of our functional
network computed using SS by considering two examples of functional modules.

Correlation between SS and LLS. Both SS and integrated LLS were used
to capture the functional linkages of genes. If two genes are truly functionally
linked, one would expect both SS and LSS values to be high. We compared
SS and LLS values to investigate the degree of agreement between these two
metrics. When performing the analysis on individual genes, a great dispersion
in the SS (calculated by Resnik method) and LLS was observed. This resulted
in a low Pearson correlation coefficient (about 0.36) when all gene pairs were-
considered (see Figure 18 at interval size zero). Such a dispersion reflects the
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intrinsic complexity of biological measures. Only a broad correlation can be
expected because of the noise in the measurements.

In order to ascertain underlying data trends, we then applied a strategy sug-
gested by Sevilla et al., which averages the log likelihood score over uniform
SS intervals [46]. The idea behind such a strategy is as follows: for a given SS
interval, the correlation coefficient will follow a certain statistical distribution.
The average of the correlation coefficients within a SS interval gives an estimate
of the mean of the statistical distribution of correlations.

Correlation results depend on the size of the intervals chosen. Large interval
sizes (hence fewer intervals) lead to higher correlations. Correlations between
the integrated LLS and SS computed using four different metrics (Resnik, Jiang
and Conrath, Lin, and Schlicker) were computed. Figure 18 shows the Pearson
correlation coefficients between SS and LLS for different interval sizes. The cor-
relation between SS and LLS performed best when SS was calculated using the
Resnik method (Figure 18). The results confirm our analysis from Section 4.3.
Using this same method, increasing the interval size from 0 to 5 improved the
correlation coefficient from 0.36 to 0.61 (when SS was calculated using Resnik
method). The correlation coefficients also illustrate the intrinsic differences be-
tween SS and LLS.

As shown in Figure 18, SS scores calculated by Resnik method have higher cor-
relation coefficients with integrated LLS scores. Thus, in following experiments,
we only used the SS scores calculated by the Resnik method.

The functional network generated using SS (referred to as SG) was compared
to those generated by the method of Lee et al. [31]. Eight types of functional ge-
nomic, proteomic, and comparative genomic data sets were used to construct the
gene network by Lee et al.. These eight types of data resulted in nine functional

Fig. 18. Correlation between integrated log likelihood score (LLS) and GO semantic
similarity (SS) computed using four different metrics (Resnik, Jiang and Conrath, Lin,
and Schlicker). LLS was averaged over uniform SS intervals with various interval sizes.
Correlation coefficients were then computed for the different interval sizes to compare
LLS and SS.
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Fig. 19. Comparison of gene networks. Precision and recall of yeast genes are calcu-
lated using the unbiased MIPS functional linkage reference set as described by Lee et
al. [31]. Precision is measured using reference linkages derived from MIPS functional
annotation, masking the term “protein synthesis”, and recall is calculated for total
yeast genes. Gene pairs in each set were ranked by LLS or SS score, the cumulative
precision and recall were calculated for each successive bin of 1,000 gene pairs.

gene networks: eight networks generated using single LLS score derived from each
data type and one generated by using integrated LLS derived from all eight data
types. The nine functional gene networks included those generated by using LLS
scores derived from the following data sources: (1) Co-citation of literature data
(the network was referred to as CC), (2) Co-expression of microarray data (the
network was referred to as CX), (3) Gene neighborhoods of bacterial and archaeal
orthologs (the network was referred to as GN), (4) Yeast genetic interactions (the
network was referred to as GT), (5) Literature curated yeast protein interactions
(the network was referred to as LC), (6) Protein complexes from affinity purifica-
tion/mass spectrometry (the network was referred to as MS), (7) Protein interac-
tions inferred from tertiary structures of complexes (the network was referred to
as TS), (8) High-throughput yeast 2-hybrid assays (the network was referred to
as YH), and (9) all data sets (the network was referred to as IY2). The networks
generated by SS (the network was referred to as SG), along with the networks gen-
erated by various data sets described above, were compared using a training set
derived from the MIPS protein function annotations by calculating the recall and
precision of the MIPS reference linkage (Figure 19). The SG and IY2 networks
showed high gene coverage and high precision, and surpassed that of any network
constructed using the single individual data set in terms of precision at a given
coverage. The SG network outperformed IY2 network at considerable gene cover-
age range (40% to 70% coverage) in terms of precision. This indicates that using
only GO information to generate a functional gene network is a useful alternative
to an approach that needs to integrate multiple data sets.
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Fig. 20. Correlation between gene centrality and lethality. Each plot presents the cor-
relation between centrality and the lethality of the genes for a given network. (a) shows
the plot for the gene network derived from integrated LLS score, and (b) shows the plot
for the gene network derived from SS score. The correlation coefficient (r) is measured
as the nonparametric Spearman correlation coefficient.
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Fig. 21. A visualized comparison of the network derived from integrated LLS score (a)
(plot of the top-scoring 10,000 linkages ranked by LLS score) with the network derived
from SS score (b) (plot of the top-scoring 10,000 linkages ranked by SS score). Two
functional modules are marked.
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Fig. 22. A function module of genes involved in riboflavin metabolic process in yeast.
Five of six genes involved in this pathway in yeast formed a clique.

Comparison between Functional Networks. The correlation analysis be-
tween network centrality and lethality of genes was performed. Network central-
ity is calculated as the number of linkages per gene normalized by the maximum
observed value; and lethality of genes is calculated as the fraction of essential
genes for each successive bin of 100 genes ranked by decreasing network cen-
trality. Figure 20 shows that both SG and IY2 networks have a high correlation
between lethality and centrality, indicating the high quality of these two func-
tional networks. Although these two networks are roughly comparable in their
overall quality and properties, correlation of the SS-drived network is slightly
stronger than that derived from integrated LSS (0.94 and 0.91 respectively). Vi-
sualized networks also show substantially increased “clumping” of genes in the
network derived from LSS (Figure 21).

Case study: Functional Module Predicted from the SS Gene Network.
The resulting network of genes is highly complex (Figure 21). In order to discover
and more conveniently describe the organization of the genes, we searched for
coherent modules of genes in the network. These modules may be obtained using
a unsupervised clustering algorithm [7]. The result is that genes are divided into
groups (clusters or modules) according to the parameters chosen for clustering
algorithm. The chosen parameters will affect the number of groups along with
the group size. In our network (computed using SS), several gene groups were
coherent enough to be visualized directly from the network topology (Figure 21).
Here we present two examples of such easily identified functional modules.

One such module was identified as containing genes involved in yeast ri-
boflavin metabolic pathway. Annotations showed that there were six genes asso-
ciated with the GO term GO:0009231 (riboflavin metabolic process): YBL033C,
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Fig. 23. Functional modules illustrate the hierarchy and relationship of GO terms

YOL143C, YDR487C, YBR153W, YBR256C, and YOL066C. These six genes
were found in a coherent group (Figure 22; also see “Module 1” in Figure 21).
Five of these genes formed a clique that was almost isolated from other genes
in the network. The seventh gene from this module, YDL036C, shares the GO
term “tRNA pseudoundine synthesis” with YOL066C and is thus included in the
module. This indicates a strong correlation between genes specifically involved
in riboflavin metabolism.

Another example is shown in Figure 23 (also marked as “Module 2” in Fig-
ure 21). This is a “super-module”, and can be divided into three sub-modules,
all of which are involved in ATP synthesis through oxidative phosphorylation.
In oxidative phosphorylation, ATP is synthesized using energy from the pas-
sage of electrons through the electron-transport chain in the mitochondria. The
ATP-generating reaction is catalyzed by the ATP synthase enzyme, which is
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located on the inner mitochondrial membrane. The sub-module farthest away
from the majority of genes in the network (red circle in Figure 23) contains
genes encoding components of the ATP synthase complex. The central sub-
module (blue circle in Figure 23) contains the genes encoding structural pro-
teins comprising cytochrome C oxidase, which catalyzes the terminal step in
the electron transport chain: the generation of water from O2. The sub-module
closest to the rest of the gene network (green circle in Figure 23) contains genes
encoding the cytochrome bc1 complex which passes electrons from ubiquinol to
cytochrome C. Although more systematic clustering analysis needs to be per-
formed to further explore the relationship between these three sub-modules and
other genes involved in oxidative phosphorylation in our network, this rudimen-
tary analysis lends credibility to the validity of our network.

4.6 Discussion

The SS score had a broad correlation with the LLS score. However, the SS score
also had many distinctive features. The network predicted by the SS scores out-
performed those generated by the integrated LLS scores or the individual LLS
scores in the following aspects: automatic removal of a functional bias in net-
work training reference sets improved precision and recall across the network,
and resulted in higher correlation between a gene’s lethality and centrality in the
network. We also showed that the resulting network can be applied to generate
coherent function modules and their associations. We conclude that determi-
nation of semantic similarity between genes based on GO information can be
used to generate a functional network of yeast genes that is comparable or bet-
ter than those that are directly based on integrated heterogeneous genomic and
proteomic data.

Both the SS and LLS score can be used to generate whole genome functional
gene networks; however, the SS score has obvious advantages over the LLS score.
First, calculating LLS scores requires a large number of data points from as many
sources as possible. Multi-source data is not easy to obtain and may contain
many missing values. This diminishes the merit of multi-source data. Second,
calculating LLS is a supervised learning approach and requires reference training
sets. The quality of such training sets affects the supervised learning process
adversely. Therefore, reference training sets must be carefully chosen and pre-
processed (for example, by removing systematic functional bias) to optimize
results. Reference training sets were employed by Lee et al. in their computation,
but using only a subset of the GO annotations (performance was poor when the
entire annotation system was used). Third, integrating LLS from multi-source
data requires the estimation of the correlation between different data types.
Although some algorithms have been proposed, this still remains a challenge.
In contrast, using the SS score method circumvents almost all of the above
problems. SS score is calculated using only one data source – the GO annotation
hierarchy. GO annotations have already integrated many sources of data and are
hierarchically structured. SS scores can be applied to sets of annotated genes in
a genome and do not have the adverse effect of training set bias. For example,



Semantic Gene Ontology 159

Lee et al. pointed out that the frequency distribution of annotated yeast genes
in the GO “biological process” subcategory is heavily biased toward the single
term “protein biosynthesis” (GO:0006412) [31]. This term alone is responsible
for 27% of the total reference genes. This dominant term was “masked” in their
research in order to remove what appeared to be a systematic bias. However,
since semantic similarity score is calculated based on information content of a
term (i.e., the higher the frequency of a term, the lower its information content),
such terms with high frequency have little impact on the scoring system.

One disadvantage of calculating the SS score between genes using GO infor-
mation is that many unannotated genes will be excluded, and thus their potential
gene linkages will not be included in the network. This problem can be solved
by first predicting the functional annotations for unannotated genes (as outlined
in Section 3), and then applying our approach to generate the network. Dealing
with unannotated genes in the network is also a problem for the LLS approach
since unannnotated genes may have little or no experimental support. Another
issue is that LLS calculations require a functional annotation reference set to
benchmark the assigned linkage between genes. Functional linkages involving
unannotated genes will not be benchmarked. In that sense, LLS approach shares
the same disadvantage as the SS approach. However one big advantage of LLS
is that it is more flexible and can integrate most newly available data sets.

5 Conclusions

In this chapter, we have mainly focused on introducing a semantic metric us-
ing GO information, and the application of such a metric in function prediction
for uncharacterized proteins and functional gene network generation. Although
the fact that proteins having similar function annotations are more likely to
have interactions has been confirmed in the literature, we provide a quantitative
measure to estimate the similarity, and to uncover the relationship between the
metric and the support of PPI data. In the application of generating functional
gene network, we conclude that the semantic score between genes using GO in-
formation is able to generate a comparable or improved functional network of
yeast genes as compared to those that have integrated heterogeneous genomic
and proteomic data directly. Experimental results show that predicting link-
age between genes by calculating pairwise semantic score using an information
theory-based approach can reduce the functional bias in a reference training set,
and thus improve the network quality without information loss.

In both applications, although only gene ontology information was used, data
from multiple sources were involved indirectly, considering that GO annotations
have been generated after having integrated information from multiple data
sources. GO annotations can be viewed as a way in which unstructured mul-
tiple data sources are integrated into a single structured data source. Further
investigations and comparisons are needed to reveal the relationship between
widely used semantic metric (as used in this chapter) and other new proposed
semantic scores.
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Abstract. Signaling transduction networks (STNs) are the key means by which
a cell converts an external signal (e.g. stimulus) into an appropriate cellular re-
sponse (e.g. cellular rhythms of animals and plants). The essence of STN is un-
derlain in some signaling features scattered in various data sources and biological
components overlapping among STN. The integration of those signaling features
presents a challenge. Most of previous works based on PPIs for STN did not
take the signaling properties of signaling molecules and components overlapping
among STN into account. This paper describes an effective computational method
that can exploit three biological facts of STN applied to human: protein-protein
interaction networks, signaling features and sharing components. To this end, we
introduce a soft-clustering method for doing the task by exploiting integrated
multiple data, especially signaling features, i.e., protein-protein interactions, sig-
naling domains, domain-domain interactions, and protein functions. The gained
results demonstrated that the method was promising to discover new STN and
solve other related problems in computational and systems biology from large-
scale protein interaction networks. Other interesting results of the early work on
yeast STN are additionally presented to show the advantages of using signaling
domain-domain interactions.

1 Introduction

The way how an organism can survive is the continually adjusting its internal state to
changes in the environment. To track environmental changes, the organism must com-
municate effectively with their surroundings. These may be in the form of chemicals,
such as hormones or nutrients, or may take another form, such as light, heat, or sound.
A signal itself rarely causes a simple, direct chemical change inside the cell. Instead, the
signal is transduced through a multi-step chain, or changed in form. Signal transduction
systems are especially important in multicellular organisms, because of the need to co-
ordinate the activities of hundreds to trillions of cells [1]. Signal transduction network
refers to the entire set of pathways and interactions by which environmental signals are
received and responded to by single cells [53]. It is unsurprising that many components
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of these signal transduction circuits are oncogenes or tumour suppressors, emphasiz-
ing the importance of understanding signaling in normal tissues and targeting aberrant
signaling in diseases [44].

Traditionally, the discovery of molecular components of signaling networks in yeast
and mammals has relied upon the use of gene knockouts and epistasis analysis. Al-
though these methods have been highly effective in generating detailed descriptions of
specific linear signaling pathways, our knowledge of complex signaling networks and
their interactions remains incomplete. New computational methods that capture molec-
ular details from high-throughput genomic data in an automated fashion are desirable
and can help direct the established techniques of molecular biology and genetics [6, 49].

Signal transduction networks (STN) are chiefly based on interactions between pro-
teins, which are intrinsic to almost all cellular functions and biological processes [12,
15, 22, 23]. The study of protein interactions is fundamental to understanding the com-
plex mechanisms underlying signal transduction networks. Protein-protein interaction
problem have attracted a lot of research for last ten years, both experimental methods
[10, 28, 54, 59] and computational method as well [11, 13, 17, 29, 38, 43, 47]. In addi-
tion, the enormous amount of protein-protein interaction (PPI) data has been nowadays
generated and published much more than ever [37, 41] such as DIP [51], MISP [45],
i2d [14], MINP [16], BIND [3], STRING [39], etc. Hence, the PPI-based approach is
greatly appealing for studying STN.

When exploring PPI data to reconstructing STN, we face two problems of complex-
ity. The first one derives from the large number of molecules and multiple types of inter-
actions between them. In addition to the size of the signaling machinery, a second layer
of complexity inter-connectivity of signaling biochemistry is apparent from the fact that
signaling proteins often contain multiple functional domains, thus enabling each to in-
teract with numerous downstream targets [18]. Therefore, it has become emerging to
develop effective data mining methodologies to extract, process, integrate and discover
useful knowledge from the PPI network data accompanying with other proteomic and
genomic data. These methodologies should be robust to manipulate the huge number of
proteins involving in the STN and also flexible to combine other signaling features. The
retrieved knowledge is expected to better understand the system behavior of signaling
networks, and to predict higher order functions that can be validated by experiments.

The objective of this paper is to present the study of STN based on PPI. First, we
briefly introduce some background of STN and PPI network. Then the work on com-
bining multiple data to reconstruct human STN is described. In addition, we provide
some results of Yeast STN reconstruction by using signaling features. The future work
and the summarization are lastly given.

2 Background

In this section, we present some biological background of the signal transduction net-
work and then the protein-protein interaction network.

2.1 Signal Transduction Network

Signal transduction networks are the key means for the communication between cells.
Those networks consist of extracellular and intracellular signaling molecules. Some of



Mining Multiple Biological Data for Reconstructing Signal Transduction Networks 165

metabolic
enzyme

gene regulatory
protein

cytoskeletal
protein

altered
metabolism

altered gene
expression

altered cell
shape or

movement

INTRACELLULAR SIGNALING PROTEINS

RECEPTOR PROTEIN

EXTRACELLULAR SIGNAL MOLECULE

EFFECTOR PROTEINS

plasma membrane of
target cell

Fig. 1. A simple intracellular signaling pathway activated by an extracellular signal molecule. The
signal molecule usually binds to a receptor protein that is embedded in the plasma membrane of
the target cell and activates one or more intracellular signaling pathways mediated by a series of
signaling proteins. Finally, one or more of the intracellular signaling proteins alters the activity
of effector proteins and thereby the behavior of the cell. Adopted in Chapter 15: Mechanisms of
Cell Communication in the book Molecular Biology of the Cell (textbook) [1].

extracellular ones operate over long distances, signaling to cells far away; others sig-
nal only to immediate neighbors. Most cells in multicellular organisms both emit and
receive signals. Once receptor proteins bind the signal molecules, one or more intra-
cellular signaling pathways are activated. These relay chains of molecules mainly in-
tracellular signaling proteins process the signal inside the receiving cell and distribute
it to the appropriate intracellular targets. These targets are generally effector proteins,
which are altered when the signaling pathway is activated and implement the appro-
priate change of cell behavior. Depending on the signal and the nature and state of the
receiving cell, these effectors can be gene regulatory proteins, ion channels, compo-
nents of a metabolic pathway, or parts of the cytoskeleton among other things [1]. An
simple example of an intracellular signaling pathway is depicted in Figure 1. Because of
the wide-range of function, signal transduction networks play a pivotal role in almost of
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fundamental cellular processes including cell proliferation, metabolism, differentiation,
and survival [37].

Additionally, an intracellular signaling cascade can no longer be viewed as a lin-
ear pathway that relays and amplifies information. It is known that the cell uses these
pathways as a way of integrating multiple inputs to shape a uniquely defined output.
Hence, the interactions of different pathways and the dynamic modulation of the activ-
ities of the components within signaling pathways can create a multitude of biological
outputs. The cell appears to use these complex networks of interacting pathways and
regulatory feedback mechanisms to co-coordinately regulate multiple functions. These
outputs allow the cell to respond to and adapt to an ever-changing environment [40].

2.2 Protein-Protein Interaction

Protein-protein interactions are specific interactions between two or more proteins. In-
deed, protein-protein interactions are at the core of the entire interactomics system of
any living cell.

2.2.1 Biological Characteristics of the Protein-Protein Interactions
The followings are the summary of general characteristics of protein-protein interac-
tions [60].

Classification: Protein-protein interactions can be arbitrarily classified based on the pro-
teins involved (structural or functional groups) or based on their physical properties
(weak and transient, non-obligate vs. strong and permanent). Protein interactions are
usually mediated by defined domains, hence interactions can also be classified based
on the underlying domains.

Universality: Protein-protein interactions affect almost all processes in a cell:
structural proteins need to interact in order to shape organelles and the whole cell,
molecular machines such as ribosomes or RNA polymerases are hold together by
protein-protein interactions, and the same is true for multi-subunit channels or receptors
in membranes [2].

Specificity: Distinguishes such interactions from random collisions that happen by Brow-
nian motion in the aqeous solutions inside and outside of cells. Note that many proteins
are known to interact although it remains unclear whether certain interactions have any
physiological relevance.

Number of interactions: It is estimated that even simple single-celled organisms, such
as yeast have their roughly 6000 proteins interact by at least 3 interactions per protein,
i.e. a total of 20,000 interactions or more. By extrapolation, there may be 100,000
interactions in the human body.

Protein-protein interactions and protein complexes: Most protein-protein interactions
are detected as interacting pairs or as components of protein complexes. Such com-
plexes may contain dozens or even hundreds of protein subunits (ribosomes, spliceo-
somes, etc.). It has even been proposed that all proteins in a given cell are connected
in a huge network in which certain protein interactions are forming and dissociating
constantly.



Mining Multiple Biological Data for Reconstructing Signal Transduction Networks 167

2.2.2 Topological Characteristics of the Protein-Protein Interaction Network
The followings are some topological characteristics of the protein-protein interaction
networks [36].

Scale-free network: Protein-protein interactions have the features of a scale-free net-
work, meaning that their degree distribution approximates a power law, P(k) ∼ kγ . In
scale-free networks, most proteins participate in only a few interactions, while a few
(termed “hubs”) participate in dozens of interactions.

Small-world effect: Protein-protein interaction networks have a characteristic property
known as the “small world effect”, which states that any two nodes can be connected
via a short path of a few links. Although the small-world effect is a property of random
networks, the path length in scale-free networks is much shorter than that predicted by
the small-world effect. Therefore, scale-free networks are “ultra-small”. This short path
length indicates that local perturbations in metabolite concentrations could permeate an
entire network very quickly.

Disassortativity: In protein-protein interaction networks, highly-connected nodes (hubs)
seldom directly link to each other. This differs from the assortative nature of social net-
works, in which well-connected people tend to have direct connections to each other. By
contrast, all biological and technological networks have the property of disassortativity,
in which highly-connected nodes are infrequently linked each other.

3 Constructing Signal Transduction Networks Using Multiple
Data

In this section, we present our proposed method to construct the STN from the human
PPI networks and multiple databases using soft-clustering. The related work were sum-
marized in Section 3.1. In the next section (Section 3.2), we described our framework
for doing the task of constructing STN. The evaluation of the experiments is showed in
Section 3.4. Experimental results and some discussions are presented in Section 3.4.2.

3.1 Related Work

Constructing STN based on PPI is an area of much ongoing research. A statistical
model, based on representing proteins as collections of domains or motifs, which pre-
dicts unknown molecular interactions within these biological networks, was proposed
by Gomez et al. [25]. Using Markov chain Monte Carlo method, they then modeled the
signal transduction networks (STN) in terms of domains in upstream and downstream
protein interactions. Steffen et al. developed a computational method for generating
static models of STN which utilizes PPI maps generated from large-scale two-hybrid
screens and expression profiles from DNA microarrays [57]. Liu et al. applied a score
function that integrated protein-protein interaction data and microarray gene expression
data to predict the order of signaling pathway components [37]. Concerning protein
modification time-course data, Allen et al. applied a method of computational algebra
to modeling of signaling networks [4]. Another work by Fukuda et al. is to represent
the model of signal transduction pathways based on a compound graph structure. Their
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method is designed to capture directly the structure of pathways that biologists bear
in mind or that are described in the articles [20]. One of the most recent work is to
search for the optimal subnetworks from PPI according to some cost functions [62].
Korcsm et al. have presented a signaling resource, SignaLink, compiled by applying
uniform manual curation rules and data structures across eight major, biochemically
defined signaling pathways in three metazoans. The curation method allowed a system-
atic comparison of pathway sizes and cross-talks [32]. Other work on the cross-talk
of signaling pathway used network theory to find out the pathway interactions through
connector proteins as the key means to transduce signals between pathways [27]. Li
et al. built the global pathway crosstalk network by combining pathway and protein
interaction data based on the shortest path profiles only [35].

Although the previous work achieved many results, there are still some biological
characteristics of STN that they did not take much into account. First, it is known that
the deeper level underlying the PPI to transmit signals in cells are functional domains,
so-called signaling domains, and their interactions [46], [18]. Data of those signifi-
cant signaling features are structured, complexly relational, and sparse in different data
sources. In order to construct STN effectively, those data is needed to be appropriately
integrated. Second, STN indeed have many overlapping components including proteins
and their interactions [40]. This work aims to solve those two intricate problems of
STN to better construct STN from PPI networks. To this end, we introduce an effec-
tive computational method to construct STN that (1) exploits integrated multiple sig-
naling features of STN from heterogeneous sources, i.e., protein-protein interactions,
signaling domains, domain-domain interactions, and protein functions, and (2) detects
overlapping components using soft-clustering. Additionally, in previous work clustered
objects were often individual proteins, but our method handled clustered objects as the
functional or physical protein interactions because these interactions are the means to
transmit signals in cells.

We evaluated the proposed method using human protein interaction network pub-
lished in the database Reactome. Five complex biological processes were tested to
demonstrate the performance. The clustered results are well-matched with these five
processes. To the best of our knowledge, this work is the first one that computationally
solves the STN problem for Homo Sapiens. The preliminary results open a prospect to
study other problems related to complex biological systems in Homo Sapiens.

3.2 Materials and Methods

The method does two main tasks. The first one is to extract and preprocess signaling
feature data from various data sources. Those relational data in heterogeneous types are
then weighted and normalized by the proposed functions. Based on data extracted in the
first task, the second one is to combine weighted data and then cluster protein-protein
interactions into STN using soft-clustering. Because the main data mining technique in
this paper is the clustering, we first review the clustering problem in the PPI network
analysis to provide more details of this study. The next two subsections, Subsection
3.3.4 and Subsection 3.3.5, describe two mentioned tasks of the data extraction and the
STN reconstruction, respectively.
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3.3 Clustering and Protein-Protein Interaction Networks

A cluster is a set of objects which share some common characteristics. Clustering is the
process of grouping data objects into sets (clusters) which demonstrate greater similar-
ity among objects in the same cluster than the ones in the different clusters. Clustering
differs from classification; in the latter, objects are assigned to predefined classes, while
clustering defines the classes themselves. Thus, clustering is an unsupervised classifica-
tion problem, which means that it does not rely on training the data objects in predefined
classes.

Clustering methods can be broadly divided into hierarchical and partitioning ones.
In partitioning clustering, there are two categories of hard-clustering method and soft-
clustering method. On the one hand, hard-clustering is based on classical set theory
and assigns an instance to exactly one cluster, e.g., k-means, SOMs, etc. On the other
hand, soft-clustering assigns an instance to several cluster and differentiate grade of
representation (cluster membership), e.g., fuzzy c-means, HMMs, etc. [21].

In the traditional clustering approaches, a simple distance measure can often be
used to reflect dissimilarity between two patterns, while other similarity measures can
be used to characterize the conceptual similarity between patterns. However, most of
protein-protein interactions are the binary ones without direction, the graph of PPI net-
work is represented with proteins as nodes and interactions as edges. The relationship
between two proteins is therefore a simple binary value: 1 if they interact, 0 if they do
not. Because of this monotony, the definition of the distance between the two proteins
becomes more difficult. Moreover, the reliable clustering of PPI networks is problem-
atical due to a high rate of false positives and the huge volume of data.

Clustering approaches for PPI networks can be broadly classified into two categories,
distance-based and graph-based. Distance-based clustering uses classic clustering tech-
niques and focuses on the definition of the distance between proteins. Graph-based
clustering includes mainly take into account the topology of the PPI network. Based
on the structure of the network, the density of each subgraph is maximized or the cost
of cut-off minimized while separating the graph. The following subsections will dis-
cuss each of these clustering approaches in more detail. In addition, we also give the
presentation of soft clustering for PPI networks.

3.3.1 Distance-Based Clustering
Generally, there are four distance-based clustering approaches applying for PPI net-
works [36]. The first category of approaches uses classic distance measurement meth-
ods, which offered a variety of coefficient formulas to compute the distance between
proteins in PPI networks [50]. The second class of approaches defines a distance mea-
sure based on network distance, including the shortest path length, combined strength
of paths of various lengths, and the average number of steps a Brownian particle takes
to move from one vertex to another. The third approach type, exemplified by UVCLUS-
TER, defines a primary and a secondary distance to establish the strength of the connec-
tion between two elements in relationship to all the elements in the analyzed dataset [5].
The fourth is a similarity learning approach by incorporating some annotation data. Al-
though these four categories of approaches each involve different methods for distance
measurement, they all apply classic clustering approaches to the computed distance
between proteins [36].
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3.3.2 Graph-Based Clustering
A protein-protein interaction network is an undirected graph in which the weight of each
edge between any two proteins is either 1 or 0. This section will explore graph-based
clustering, another class of approaches to the process of clustering. Graph-based clus-
tering techniques are explicitly presented in term of a graph, thus converting the process
of clustering a data set into such graph-theoretical problems as finding a minimum cut
or maximal subgraphs in the graph G [36].

a. Finding Dense Subgraphs. The goal of this class of approaches is to identify the
densest subgraphs within a graph; specific methods vary in the means used to assess
the density of the subgraphs.

– Enumeration of Complete subgraphs. This approach is to identify all fully
connected subgraphs (cliques) by complete enumeration. While this approach
is simple, it has several drawbacks. The basic assumption underlying the method
- that cliques must be fully internally connected - does not accurately reflect the
real structure of protein complexes and modules. Dense subgraphs are not nec-
essarily fully connected. In addition, many interactions in the protein network
may fail to be detected experimentally, thus leaving no trace in the form of
edges [55].

– Monte Carlo optimization. The use of a Monte Carlo approach allows smaller
pieces of the cluster to be separately identified rather focusing exclusively on
the whole cluster. Monte Carlo simulations are therefore well suited to recog-
nizing highly dispersed cliques [55].

– Redundancies in PPI Network. This approach assumes that two proteins that
share a significantly larger number of common neighbors than would arise ran-
domly will have close functional associations. This method first ranks the sta-
tistical significance of forming shared partnerships for all protein pairs in the
PPI network and then combines the pair of proteins with least significance. The
p-value is used to rank the statistical significance of the relationship between
two proteins. In the next step, the two proteins with smallest p-value are com-
bined and are considered to be in the same cluster. This process is repeated
until a threshold is reached [52].

– Molecular Complex Detection. Molecular complex detection (MCODE), pro-
posed by Bader and Hogue, is an effective approach for detecting densely-
connected regions in large protein-protein interaction networks. This method
weights a vertex by local neighborhood density, chooses a few seeds with
high weight, and isolates the dense regions according to given parameters. The
MCODE algorithm operates in three steps: vertex weighting, complex predic-
tion, and optional postprocessing to filter or add proteins to the resulting com-
plexes according to certain connectivity criteria [8].

b. Finding Minimum Cut. Second category of graph-based clustering approaches
generates clusters by trimming or cutting a series of edges to divide the graph into
several unconnected subgraphs. Any edge which is removed should be the least
important (minimum) in the graph, thus minimizing the informational cost of re-
moving the edges. Here, the least important is based on the structure of the graph.
It does not mean the interaction between these two proteins is not important.
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– Highly Connected Subgraph (HCS) Algorithm. The highly-connected sub-
graph or HCS method is a graph-theoretic algorithm which separates a graph
into several subgraphs using minimum cuts. The resulting subgraphs satisfy
a specified density threshold. Despite its interest in density, this method dif-
fers from approaches discussed earlier which seek to identify the densest sub-
graphs. Rather, it exploits the inherent connectivity of the graph and cuts the
most unimportant edges to find highly-connected subgraphs [26].

– Restricted Neighborhood Search Clustering Algorithm (RNSC). A cost-based
local search algorithm based on the tabu search meta-heuristic was proposed
[31]. In the algorithm, a clustering of a graph G = (V,E) is defined as a partition-
ing of the node set V. The process begins with an initial random or user-input
clustering and defines a cost function. Nodes are then randomly added to or
removed from clusters to find a partition with minimum cost. The cost function
is based on the number of invalid connections. An invalid connection incident
with v is a connection that exists between v and a node in a different cluster,
or, alternatively, a connection that does not exist between v and a node u in the
same cluster as v.

– Super Paramagnetic Clustering (SPC). The super-paramagnetic clustering
(SPC) method uses an analogy to the physical prop- erties of an inhomogenous
ferromagnetic model to find tightly-connected clusters in a large graph [24].

– Markov Clustering. The Markov clustering (MCL) algorithm was designed
specifically for application to simple and weighted graphs and was initially
used in the field of computational graph clustering. The MCL algorithm finds
cluster structures in graphs by a mathematical bootstrapping procedure. The
MCL algorithm simulates random walks within a graph by the alternation of
expansion and inflation operations [61].

– Line Graph Generation.Line graph generation method generates the graph
in which edges now represent proteins and nodes represent interactions [48].
First, the protein interaction network is transformed into a weighted network,
where the weights attributed to each interaction reflect the degree of confidence
attributed to that interaction. Next, the network connected by interactions is ex-
pressed as a network of interactions, which is known in graph theory as a line
graph. These nodes are then linked by shared protein content. The scores for the
original constituent interactions are then averaged and assigned to each edge.
Finally, an algorithm for clustering by graph flow simulation, TribeMCL, is
used to cluster the interaction network and then to reconvert the identified clus-
ters from an interaction-interaction graph back to a protein-protein graph for
subsequent validation and analysis.

3.3.3 Soft-Clustering for PPI Networks
Many proteins are believed to exhibit multiple functionalities in several biological pro-
cess in general and STNs in particular. They do not participate in one process but intend
to involve in some of them to perform different roles. Because soft clustering method
is able to distinguish overlapping parts among clusters, it is potentially more sensible
to reconstruct the biological processes. Some soft clustering methods are well applied
to PPI networks.
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The line graph generation is one of soft clustering techniques and has a number of
attractive features [36]. It does not sacrifice informational content, because the orig-
inal bidirectional network can be recovered at the end of the process. Furthermore, it
takes into account the higher-order local neighborhood of interactions. Additionally, the
graph it generates is more highly structured than the original graph. Finally, it produces
an overlapping graph partitioning of the interaction network, implying that proteins may
be present in multiple functional modules.

Ucar et al.’s work proposed a soft clustering method using hub-induced subgraphs
[58]. Their approach consists of two stages. In the first stage, they refine the PPI graph
to improve functional modularity, using hub-induced subgraphs. They employ the edge
betweenness measure to identify dense regions within the neighborhoods. In the second
stage, they cluster the refined graph using traditional algorithms. Their end goal is to
isolate components with high degree of overlap with known functional modules. An
additional advantage of the refinement process is its ability to perform soft clustering
of hub proteins. Owing to this approach, they improved functional modularity in PPI
network.

Other soft clustering for PPI is an ensemble framework [7]. They construct a variant
of the PCA-agglo consensus algorithm to perform soft clustering of proteins, which al-
lows proteins to belong to multiple clusters. The hard agglomerative algorithm places
each protein into the most likely cluster to satisfy a clustering criterion. However, it is
possible for a protein to belong to many clusters with varying degrees. The probability
of a protein belonging to an alternate cluster can be expressed as a factor of its dis-
tance from the nodes in the cluster. If a protein has sufficiently strong interactions with
the proteins that belong to a particular cluster, then it can be considered amenable to
multiple memberships.

3.3.4 Extracting Signaling Feature Data from Multi-data Sources
STN have a complex two-level signaling machinery. The first level of complexity in
cellular signaling constructs from the large number of molecules and multiple types of
interactions between them. The second layer of complexity of signaling biochemistry is
apparent from the fact that signaling proteins often contain multiple functional domains,
thus enabling each to interact with numerous downstream targets [18]. Considering
these complexities, we extracted the following structured data of signaling features.

1. Protein-protein interactions (PPI): the upper level consists of the components as
interfaces to transmit signals. PPI data were extracted from Reactome database1.

2. Domain-domain interactions (DDI): the deeper level consists of the functional do-
mains that perform as the basic elements in signal transduction. DDI data were
extracted from iPfam database 2.

3. Signaling domain-domain interactions: the functional level consists of signaling
domains (specific functional domains) that act as key factors to transduce signals
inside STN. Signaling DDI data were extracted from SMART database3 and re-
ferred in [46].

1 www.reactome.org/
2 www.sanger.ac.uk/Software/Pfam/iPfam/
3 smart.embl-heidelberg.de/
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Table 1. List of signaling features and their corresponding data sources

Feature Database Description of database
Protein-protein Reactome database [30] An online bioinformatics database
interactions of biology described in molecular

terms. The largest set of entries
refers to human biology

Domain-domain iPfam database [19] A resource describing domain-domain
interactions interactions observed in PDB entries
Signaling domains SMART database [34] SMART allows the identification and

and Pawson’s dataset [46] annotation of genetically mobile
domains and the analysis of domain
architectures

Function of protein Uniprot database [9] The world’s most comprehensive
catalog of information on proteins

Functions of proteins in STN were also extracted from Uniprot database4 in terms of
keywords.

The extracted data are in different types, e.g., the numerical type for number of PPI,
interaction generality, number of signaling DDI or categorical type for protein func-
tions. Those data have complex relations, such as a protein may have many interactions
and then each interaction may have many DDI. In a domain interaction, the interact-
ing partner may be a signaling domain or not. To exploit these relations, after extract-
ing data from multi-data sources, we weighted and normalized these relational data by
weight functions. Table 2 shows these proposed weight functions and the corresponding
explanations.

– PPI weight function (wppi): The topological relation of proteins in the PPI network
was extracted in terms of the numbers of interactions of each partner and the inter-
action generality.

– Signaling DDI weight function (wSddi): The relation between a PPI and their do-
mains was exploited to study more deeply STN in terms the number of DDI and
signaling DDI mediating this interactions.

– Keyword weight function (wf unc): The relation of a PPI and protein functions was
considered in terms of the keywords tagged in each partner and the keywords shared
between them.

3.3.5 Combining Signaling Feature Data to Construct STN using Soft-Clustering
After weighing signaling features, it is necessary to combine them all in a unified com-
putational scheme to take advantage of those data. We integrated these data and rep-
resented them in forms of feature vectors. Each interaction has its own feature vector
that has three elements corresponding to three features, vi j = {wppi, wSddi, wf unc}. Sub-
sequently, we employed a soft-clustering algorithm to cluster the interactions based
on their features vectors. Soft-clustering can construct STN and detect the overlap-
ping components that can not be found by traditional hard-clustering. Note that we

4 www.uniprot.org/
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Table 2. Signaling features and their weight functions

Weight functions Notations and explanation
gi j : Interaction generality, the number of proteins that interact
with just two interacting partners, pi and p j.

wppi(pi j) =
g2

i j

ni∗nj
ni: The number of protein-protein interactions

of the protein pi.
nSddi: The number of signaling domain-domain

wSddi(pi j) = nSddi+1
nddi+1 interactions shared between two interacting proteins.

nSddi: The number of domain-domain interactions
shared between two interacting proteins.

w f unc(pi j) =
k2

i j
ki∗k j

ki j : The number of sharing keywords ki j of two interacting

partners, pi and p j.
ki: The number of keywords of the protein pi.

used Mfuzz software package [33] to implement fuzzy c-means (FCM) clustering al-
gorithm in our experiments. Fuzzy c-means (FCM) clustering algorithm is a popular
soft-clustering algorithm. It is based on the iterative optimization of an objective func-
tion to minimize the variation of objects within clusters. First, it generates accessible
internal cluster structures, i.e. it indicates how well corresponding clusters represent
genes/proteins. Second, the overall relation between clusters, and thus a global cluster-
ing structure, can be defined. Additionally, soft clustering is more noise robust and a
priori pre-filtering of genes can be avoided. This prevents the exclusion of biologically
relevant genes from the data analysis.

Figure 1 summarizes the key idea of our method that does (1) extracting and weigh-
ing signaling features and (2) integrating and soft-clustering them into STN. Given a
large protein-protein interaction network N, the outputs of our method are STN, which
are the subgraphs of edges as protein interactions and node as proteins. Step 1 is to ob-
tain the binary interactions from the protein-protein interaction network N. From Step
2 to Step 5 is to do the first task, extracting and then weighing signaling data features by
functions shown in Table 2. These steps were done for all binary interactions to exploit
the relations between PPI and signaling features. Step 6 and Step 7 are to perform the
second task, combining weighted feature data, representing them in forms of feature
vectors vi j = {wppi, wSddi, wf unc} and lastly doing soft-clustering into STN S . STN S
are returned in Step 8.

3.4 Evaluation

To evaluate the performance of the method, we consider a complex PPI network to
detect STN out of other biological processes. The tested PPI network does not con-
tain only signaling processes but also other biological processes functioned inside the
network as the nature in cells. The clustered results should reflect these complicated
phenomenon, well construct signaling processes and find overlapping components. We
extracted five heterogeneous processes in Reactome database and the experimental re-
sults demonstrated that our method effectively constructed signaling processes from the
PPI network.
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Algorithm 1. The proposed method to construct STN from PPI networks using soft-
clustering and multi-signaling feature data.
Input:

Protein-protein network N.
Set of features F ⊂ { fppi, fSddi, f f unc}.

Output:
Set of signal transduction networks S .

1: Extract binary interactions {pi j} from the protein-protein network N. P := {pi j}.
2: For each interaction pi j ⊂P
3: Extract and formalize data for the PPI data feature fppi

Calculate the number of interactions ni, n j of each interacting
partner pi and p j, respectively.
Calculate the interacting generality gi j of interaction pi j.
Weigh the feature fppi by the numbers ni, n j , and gi j.

4: Extract and formalize data for the signal DDI feature fSddi
Calculate the number of sharing domain-domain interactions nddi of two interacting
partners, pi and p j.
Calculate the number of sharing signaling domain-domain interactions nSddi of two
interacting partners, pi and p j.
Weigh the feature fSddi by the numbers nddi, nSddi .

5: Extract and formalize data for the function data feature f f unc
Calculate the number of keywords ki, k j of each interacting partner pi and p j ,
respectively.
Calculate the number of sharing keywords ki j of two interacting partners, pi and p j.
Weigh the feature f f unc by the numbers ki, k j, and ki j .

6: Combine and represent the all features in the feature vectors vi j = { fppi , fSddi, f f unc}.
7: Apply a soft-clustering algorithm with the set of feature vectors {vi j} to cluster interactions

pi j into signal transduction networks S .
8: return S .

Table 3. Five tested biological processes and some related information

Reactome annotation Description #Proteins #Interactions
REACT 1069 Post-translational protein 40 23

modification
REACT 1892 Elongation arrest and recovery 31 68
REACT 498 Signaling by Insulin receptor 39 44
REACT 769 Pausing and recovery of 31 68

elongation
REACT 9417 Signaling by EGFR 40 25

3.4.1 Experiments for Human STN Construction
The Reactome database consists of 68 Homo sapiens biological processes of 2,461 pro-
teins. They also published 6,188 protein interactions, among those there are 6,162 inter-
actions participating in biological processes. Investigating known biological processes
in Reactome database, there are 636 proteins partaking in at least 2 different processes,
400 proteins in at least 3 processes, 119 proteins in 5 processes. These facts prove that
there exists lot of proteins and their interactions overlapping among these processes.
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Fig. 2. Protein interaction networks of the five testing processes

In our experiments, we extracted a group of five biological processes which have
from 30 to 50 proteins and include signaling networks. Table 3 shows some information
related to these five processes. Totally, this group consists of 145 distinct interactions
of 140 distinct proteins. Among these processes, there are overlapping interactions and
proteins. Figure 2 illustrates the interaction network of five processes.

Proteins taking part in these processes are extracted and looked for their interactions
in the Reactome interactions set. We strictly extracted only the interactions that have
both interacting partners joining in processes because the method considers the proteins
but more importantly their interactions. The extracted interactions and their signaling
features were then input in the soft-clustering algorithm.

In this work, we applied Mfuzz software package to run fuzzy c-means (FCM) clus-
tering algorithm. It is based on the iterative optimization of an objective function to
minimize the variation of objects within clusters [33]. As a result, fuzzy c-means pro-
duces gradual membership values μi j of an interaction i between 0 and 1 indicating
the degree of membership of this interaction for cluster j. This strongly contrasts with
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hard-clustering, e.g., the commonly used k-means clustering that generates only mem-
bership values μi j of either 0 or 1. Mfuzz is constructed as an R package implementing
soft clustering tools. The additional package Mfuzzgui provides a convenient TclTk-
based graphical user interface.

Concerning the parameters of Mfuzz, the number of clusters was 5 (because we are
considering 5 processes) and the so-called fuzzification parameter μi j was chosen 0.035
(because the testing data is not noisy).

3.4.2 Experimental Results and Discussion for Human STN Construction
Actually, two processes REACT 1892 and REACT 498 share the same set of proteins
and the same interactions as well. Also, two signaling processes, REACT 9417 and RE-
ACT 498 have 16 common interactions. Nevertheless, the process ‘post-translational
protein modification’ is separated with the rest processes. In such complex case, the
method should construct STN effectively and detect the overlaps among STN.

The threshold to output clusters is 0.1. The threshold means that if the membership
of an interaction i with a cluster j μi j ≥ 0.1, this interaction highly correlates with the
cluster j and it will be clustered to cluster j. Five clusters are outcomes and then matched
with 5 processes. The results are shown in Table 4.

Table 4. Clustered results for five tested biological processes

Process True positive1 False negative2 False positive3 #Overlap Int4

REACT 1069 0.565 0.174 0.435 3/0
REACT 1892 1.000 0.103 0.000 70/68
REACT 498 0.818 0.068 0.182 17/16
REACT 769 1.000 0.103 0.000 70/68
REACT 9417 0.960 0.120 0.040 17/16

1 True positive: the number of true interactions clustered/the number of interactions of the fact
process.

2 Faulse negative: the number of interactions missed in fact processes/the number of interactions
of the fact process.

3 False positive : the number of false interactions clustered/the number of interactions of the fact
process.

4 #Overlap Int: the number of overlapping interactions among the clusters/the number of over-
lapping interactions among the fact processes.

Table 4 shows that we can construct signal transduction networks with the small error
and can detect the nearly exact number of overlapping interactions. The combination of
signaling feature data distinguished signaling processed from other biological processes
and soft-clustering detected the overlapping components. When we checked the over-
lapping interactions among the clusters, there were exact 16 interactions that are shared
in two signaling processes ‘signaling by Insulin receptor’ and ‘signaling by EGFR’. In
addition, the same interaction set of the process ‘elongation arrest recovery’ and the
process ‘pausing and recovery of elongation’ are found in their clusters. In fact, RE-
ACT 1069 does not overlap other processes but the results return three overlapping
interactions, i.e., one with REACT 1892 and REACT 769 and two with REACT 498
and REACT 9417.
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Analyzing the case of interaction (P00734, P00734) shared among REACT 1069,
REACT 498 and REACT 9417, we found some interesting findings. Protein P00734
(Prothrombin) functions in blood homeostasis, inflammation and wound healing and
joins in biological process as cell surface receptor linked signal transduction (have GO
term GO:0007166). In Reactome database, interaction (P00734, P00734) does not hap-
pen in the processes REACT 498 and REACT 9417, however according to the function
of P00734, it probably partakes in one or two signaling processes REACT 498 and RE-
ACT 9417.

Although the experiment carried out a case study of five biological processes; the
proposed method is flexible to be applied to the larger scale of human interaction net-
works. In the intricate relations of many biological processes, the proposed method can
well construct signal transduction networks.

We proposed a general framework to construct STN from multiple signaling fea-
ture data using soft-clustering. The experiments with various parameters and other soft-
clustering algorithms (not only FCM algorithm in Mfuzz) should be tested.

4 Some Results of Yeast STN Reconstruction

In addition to the work on human STN, we also carried out the work on yeast STN.
This work consist of two parts: (1) signaling DDI prediction using ILP and (2) MARK
yeast reconstruction.

This work concentrates on study STN for Saccharomyces cerevisiae – a budding
yeast. The objective of this work is twofold. One objective is to present a method of
predicting signaling domain-domain interactions (signaling DDI) using inductive logic
programming (ILP), and the other is to present a method of discovering signal trans-
duction networks (STN) using signaling DDI.

Fig. 3. Performance of ILP method (minpos = 3 and noise = 0) com-
pared with AM methods for signaling DDI prediction

For signaling DDI
prediction, we first
examine five most
informative genome
databases, and ex-
tract more than twenty
four thousand pos-
sible and necessary
ground facts on sig-
naling protein do-
mains. We then em-
ploy inductive logic
programming (ILP)
to infer efficiently
signaling DDI. Sen-
sitivity (88%) and
accuracy (83%) ob-
tained from 10-fold
cross validation show that our method is useful for predicting signaling domain inter-
actions. Studying yeast MAPK pathways, we predicted some new signaling DDI that
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do not exist in the well-known InterDom database. Assuming all proteins in STN are
known, we preliminarily build up signal transduction networks between these proteins
based on their signaling domain interaction networks. We can mostly reconstruct the
STN of yeast MAPK pathways from the inferred signaling domain interactions with
coverage of 85%.

Figure 3 shows the results for signaling domain-domain interactions. Our experi-
mental results obtained higher sensitivity, specificity, accuracy and precision compared
with AM method [56].

From predicted (signaling) domain interaction networks, we raise the question of
how completely they cover the STN, and how to reconstruct STN using signaling DDI.
Our motivation was to propose a computational approach to discover more reliable and
stable STN using signaling DDI. When studying yeast MAPK pathways, the results of
our work are considerable.

All extracted domains of proteins in MAPK pathways are inputs (testing exam-
ples) in our proposed predictor using ILP method [42]. With 32 proteins appearing
in MAPK pathways, we extracted 29 different protein domains, and some of them are
shared among proteins. Some domains are determined to be signaling domains, such
as domain pf00069 belonging to many proteins, for example, ste11 yeast, fus3 yeast or

Fig. 4. MAPK signal transduction pathways in yeast covered by signaling DDI networks. The
rectangles denote proteins, the ellipses illustrate their domains and the signaling domains are
depicted in dark. The signaling DDI are the lines with arrows, the missing interactions are dashed
lines with arrows.
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Table 5. Results of predicted signaling DDI in the yeast MAPK pathways

The yeast MARK pathways Percentage of signaling #CYGD PPI #DIP PPI
pathways DDI predicted covered covered
Cell Wall Integrity PKC 88% 39 47
Pheromone Response 88% 41 42
Filamentous Growth 88% 40 38
Invasion High Osmolarity HOG 80% 40 53

pbs 2, etc., and some of them are not signaling domains, such as TEA or MID2. Figure
4 shows yeast MAPK (mitogen-activated protein kinase) covered by signaling domain
interactions. MAPK pathways involve pheromone response, filamentous growth, and
maintenance of cell wall integrity pathways. Table 5 shows the results of predicted sig-
naling DDI when reconstructing STN for the yeast MAPK pathways. Moreover, among
predicted signaling DDI for yeast MAPK pathways, there are some DDI which are
newly discovered, when compared with the InterDom database. For example, our pre-
dicted DDI (pf00071,pf00768), (pf00768,pf00069), (pf00433,pf02200) do not exist in
the InterDom database.

Evaluating signaling domain interactions predicted from the testing set of MAPK do-
mains, 88% of protein relations in the Cell Wall Integrity PKC pathway, the Pheromone
Response pathway, and the Filamentous Growth pathway are covered, and the Inva-
sion High Osmolarity HOG pathway has coverage of 80%. Outstandingly, lots of do-
main interactions are found in which their corresponding proteins interacted in DIP
(Database of Interacting Proteins) 5 and/or in CYGD (Comprehensive Yeast Genome
Database)footnotehttp://mips.gsf.de /genre/proj/yeast/, for example, seven signaling do-
main interactions in the Cell Wall Integrity PKC pathway belong to 39 protein-protein
interactions in CYGD database, and also belong to 47 protein-protein interactions in
DIP. For estimating the reliability of STN, the reliability score W ST N (see in [42]) was
calculated for yeast MAPK pathways. The reliability score of the Cell Wall Integrity
PKC pathway is the highest with W ST N = 7.19.

The work is the first work that took effort to predict signaling DDI. The results on
yeast STN confirmed the role of signaling domain-domain interactions and it

5 Outlook

The previous sections presented our work testing the example of five biological pro-
cesses for human or a single pathway - MARK pathway for yeast. However, the meth-
ods are easy to be applied to the large-scale protein interaction networks. In the intricate
relationships with various processes, the proposed method can well detect signal trans-
duction networks. The preliminary results encourage the further studies on biological
complex systems.

1. Consider the whole interaction networks or some functional sub-networks, it is in-
teresting to not only reconstruct the known signal transduction networks but also

5 http://dip.doe-mbi.ucla.edu/
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model the new ones. The components (proteins and their interactions) that are
shared among these networks to perform various functions in different biological
processes can be further functionally investigated.

2. Given starting nodes (e.g., membrane proteins) and ending nodes (e.g, transcription
factors), the proposed method can specify the signal transduction networks and then
discover complete signaling pathways.

3. In human disease study, human protein interaction networks, signal transduction
pathways and diseases closely associate with each other. Signaling network dys-
function can result in abnormal cellular transformation or differentiation, often
producing a physiological disease outcome. The potential work on identification
of disease-related subnetworks are significant and can be carried out through the
constructed signal transduction networks.

4. Some other data mining methods in relational learning and statistical learning can
be applied to supplement the work.

5. Our proposed methods are flexible to integrate other useful biological features and
apply to other organisms.

6 Summary

In this paper, we have presented a the study on mining multiple data to reconstruct
STN. The soft-clustering method was used to construct signal transduction networks
from protein-protein networks. Many structured data of signaling features were ex-
tracted, integrated and exploited. The experimental results demonstrated that our pro-
posed method can construct STN effectively. The overlapping parts among STN were
well detected. As proposing the general framework to construct signal transduction net-
works from protein interaction networks using soft-clustering, the method should be
more carefully tested with various parameters and other algorithms (not only FCM al-
gorithm in Mfuzz). Other computational measures also need calculated to better demon-
strate efficiency of the method. Yet, the experimental results show that the proposed
method is promising to construct signal transduction networks from protein-protein
interaction networks. On the other hand, the work on the yeast STN proposed an al-
ternative way to study in deep the mechanism of STNs in terms of signaling domain
interactions. These work are expected to provide insights of the cell signaling that will
be useful for studying systems biology.

Acknowledgement. We would like to respectfully thank to Professor Kenji Satou for
all helpful advices and discussion. Also, we highly appreciate all comments with Dr.
Dang-Hung Tran and Dr. Jose Clemente.

References

1. Molecular Biology of the Cell. Garland Science (2007)
2. Alberts, B.: Molecular biology of the cell. Garland Science (2002)



182 T.-P. Nguyen and T.-B. Ho

3. Alfarano, C., Andrade, C.E., Anthony, K., Bahroos, N., Bajec, M., Bantoft, K., Betel, D.,
Bobechko, B., Boutilier, K., Burgess, E., Buzadzija, K., Cavero, R., D’Abreo, C., Donaldson,
I., Dorairajoo, D., Dumontier, M.J., Dumontier, M.R., Earles, V., Farrall, R., Feldman, H.,
Garderman, E., Gong, Y., Gonzaga, R., Grytsan, V., Gryz, E., Gu, V., Haldorsen, E., Halupa,
A., Haw, R., Hrvojic, A., Hurrell, L., Isserlin, R., Jack, F., Juma, F., Khan, A., Kon, T.,
Konopinsky, S., Le, V., Lee, E., Ling, S., Magidin, M., Moniakis, J., Montojo, J., Moore,
S., Muskat, B., Ng, I., Paraiso, J.P., Parker, B., Pintilie, G., Pirone, R., Salama, J.J., Sgro,
S., Shan, T., Shu, Y., Siew, J., Skinner, D., Snyder, K., Stasiuk, R., Strumpf, D., Tuekam,
B., Tao, S., Wang, Z., White, M., Willis, R., Wolting, C., Wong, S., Wrong, A., Xin, C.,
Yao, R., Yates, B., Zhang, S., Zheng, K., Pawson, T., Ouellette, B.F.F., Hogue, C.W.V.: The
Biomolecular Interaction Network Database and related tools 2005 update. Nucleic Acids
Research 33(suppl. 1), D418–D424 (2005),
http://nar.oxfordjournals.org/content/33/suppl_1/D418.abstract ,
doi :10.1093/nar/gki051

4. Allen, E.E., Fetrow, J.S., Daniel, L.W., Thomas, S.J., John, D.J.: Algebraic dependency mod-
els of protein signal transduction networks from time-series data. Journal of Theoretical Bi-
ology 238(2), 317–330 (2006)

5. Arnau, V., Mars, S., Marin, I.: Iterative Cluster Analysis of Protein Interaction Data. Bioin-
formatics 21(3), 364–378 (2005),
http://bioinformatics.oxfordjournals.org/cgi/content/abstract/21/3/364

6. Asthagiri, A.R., Lauffenburger, D.A.: Bioengineering models of cell signaling. Annual
Review of Biomedical Engineering 2(1), 31–53 (2000),
http://arjournals.annualreviews.org/doi/abs/10.1146/

annurev.bioeng.2.1.31,
doi:10.1146/annurev.bioeng.2.1.31

7. Asur, S., Ucar, D., Parthasarathy, S.: An ensemble framework for clustering protein protein
interaction networks. Bioinformatics 23(13), i29–i40 (2007),
doi:10.1093/bioinformatics/btm212

8. Bader, G.D., Hogue, C.W.: An automated method for finding molecular complexes in large
protein interaction networks. BMC Bioinformatics 4(1), 2 (2003),
http://dx.doi.org/10.1186/1471-2105-4-2 , doi:10.1186/1471-2105-4-2

9. Bairoch, A., Apweiler, R., Wu, C., Barker, W., Boeckmann, B., Ferro, S., Gasteiger, E.,
Huang, H., Lopez, R., Magrane, M., Martin, M., Natale, D., O’Donovan, C., Redaschi, N.,
Yeh, L.: The universal protein resource (uniprot). Nucleic Acids Research 33, D154–D159
(2005)

10. Bauer, A., Kuster, B.: Affinity purification-mass spectrometry: Powerful tools for the char-
acterization of protein complexes. Eur. J. Biochem. 270(4), 570–578 (2003)

11. Ben-Hur, A., Noble, W.S.: Kernel methods for predicting protein-protein interactions.
Bioinformatics 21(suppl.1), i38–i46 (2005),
http://bioinformatics.oxfordjournals.org/cgi/content/

abstract/21/suppl1/i38, doi: 10.1093/bioinformatics/bti1016
12. Bhalla, U.S.: Understanding complex signaling networks through models and metaphors.

Progress in Biophysics and Molecular Biology 81(1), 45–65 (2003),
http://www.sciencedirect.com/science/article/B6TBN-47C7506-3/2/

2267fd452dc127061f9236c3d42067f0 , doi:10.1093/bioinformatics/bti1016
13. Bock, J.R., Gough, D.A.: Predicting protein-protein interactions from primary structure.

Bioinformatics 17(5), 455–460 (2001)
14. Brown, K., Jurisica, I.: Unequal evolutionary conservation of human protein interactions in

interologous networks. Genome Biology 8(5), R95 (2007), doi:10.1186/gb-2007-8-5-r95



Mining Multiple Biological Data for Reconstructing Signal Transduction Networks 183

15. Cannataro, M., Guzzi, P.H., Veltri, P.: Protein-to-protein interactions: Technologies,
databases, and algorithms. ACM Comput. Surv. 1:1-1:36 (2010),
http://doi.acm.org/10.1145/1824795.1824796 ,
doi: http://doi.acm.org/10.1145/1824795.1824796

16. Chatr-aryamontri, A., Ceol, A., Palazzi, L.M., Nardelli, G., Schneider, M.V., Castagnoli,
L., Cesareni, G.: MINT: the Molecular INTeraction database. Nucl. Acids Res. 35(suppl.1),
D572–D574 (2007), doi: 10.1093/nar/gkl950

17. Chen, X., Liu, M.: Prediction of protein-protein interactions using random decision forest
framework. Bioinformatics 21(24), 4394–4400 (2005), doi:10.1093/bioinformatics/bti721

18. Eungdamrong, N.J., Iyenga, R.: Modeling cell signaling networks. Biology of the Cell 96(5),
355–362 (2004)

19. Finn, R.D., Marshall, M., Bateman, A.: iPfam: visualization of protein protein interac-
tions in PDB at domain and amino acid resolutions. Bioinformatics 21(3), 410–412 (2005),
http://bioinformatics.oxfordjournals.org/content/21/3/410.abstract ,
doi: 10.1093/bioinformatics/bti011

20. Fukuda, K., Takagi, T.: Knowledge representation of signal transduction pathways. Bioin-
formatics 17(9), 829–837 (2001), doi:10.1093/bioinformatics/17.9.829

21. Futschik, M., Carlisle, B.: Noise-robust soft clustering of gene expression time-course data.
J. Bioinform. Comput. Biol. 3(4), 965–988 (2005)

22. Gagneur, J., Casari, G.: From molecular networks to qualitative cell behavior. FEBS
Letters 579(8), 1861–1871 (2005),
http://www.sciencedirect.com/science/article/B6T36-4FG2TYJ-5/2/

904b1a2f8f6bc73b06ab00e9e4bfe2f8 ,
doi: 10.1016/j.febslet.2005.02.007; System Biology

23. Gagneur, J., Krause, R., Bouwmeester, T., Casari, G.: Modular decomposition of protein-
protein interaction networks. Genome Biol. 5(8) (2004),
http://dx.doi.org/10.1186/gb-2004-5-8-r57

24. Getz, G., Levine, E., Domany, E.: Coupled two-way clustering analysis of gene microar-
ray data. Proceedings of the National Academy of Sciences of the United States of Amer-
ica 97(22), 12079–12084 (2000),
http://www.pnas.org/content/97/22/12079.abstract

25. Gomez, S.M., Lo, S., Rzhetsky, A.: Probabilistic Prediction of Unknown Metabolic and
Signal-Transduction Networks. Genetics 159(3), 1291–1298 (2001)

26. Hartuv, E., Shamir, R.: A clustering algorithm based on graph connectivity. Inf. Process.
Lett. 76, 175–181 (2000),
http://portal.acm.org/citation.cfm?id=364456.364469 ,
doi:10.1016/S0020-0190(00)00142-3

27. Ihekwaba, A.E., Nguyen, P.T., Priami, C.: Elucidation of functional consequences of sig-
nalling pathway interactions. BMC Bioinformatics 10(370)

28. Ito, T., Chiba, T., Ozawa, R., Yoshida, M., Hattori, M., Sakaki, Y.: A comprehensive two-
hybrid analysis to explore the yeast protein interactome. Proc. Natl. Acad. Sci. USA 98,
4569–4574 (2001)

29. Jansen, R., Yu, H., Greenbaum, D., Kluger, Y., Krogan, N.J., Chung, S., Emili,
A., Snyder, M., Greenblatt, J.F., Gerstein, M.: A Bayesian Networks Approach for
Predicting Protein-Protein Interactions from Genomic Data. Science 302(5644), 449–
453 (2003), http://www.sciencemag.org/cgi/content/abstract/302/5644/449 ,
doi:10.1126/science.1087361

30. Joshi-Tope, G., Gillespie, M., Vastrik, I., D’Eustachio, P., Schmidt, E., de Bono, B., Jas-
sal, B., Gopinath, G., Wu, G., Matthews, L., Lewis, S., Birney, E., Stein, L.: Reactome: a
knowledgebase of biological pathways. Nucl. Acids Res. 33(suppl.1), D428–D432 (2005),
doi:10.1093/nar/gki072



184 T.-P. Nguyen and T.-B. Ho

31. King, A.D., Prulj, N., Jurisica, I.: Protein complex prediction via cost-based clustering.
Bioinformatics 20(17), 3013–3020 (2004),
http://bioinformatics.oxfordjournals.org/content/20/17/3013.abstract ,
doi:10.1093/bioinformatics/bth351

32. Korcsmaros, T., Farkas, I.J., ad Petra Rovo, M.S.S., Fazekas, D., Spiro, Z., Bode, C., Lenti,
K., Vellai, T., Csermely, P.: Uniformly curated signaling pathways reveal tissue-specific
cross-talks and support drug target discovery. Bioinformatics 26(16), 2042–2050 (2010),
http://bioinformatics.oxfordjournals.org/content/26/16/2042.abstract ,
doi:10.1093/bioinformatics/btq310

33. Kumar, L., Futschik, M.: Mfuzz: A software package for soft clustering of microarray data.
Bioinformation 2(1), 5–7 (2007)

34. Letunic, I., Doerks, T., Bork, P.: SMART 6: recent updates and new developments. Nucleic
Acids Research 37(suppl. 1), D229–D232 (2009),
http://nar.oxfordjournals.org/content/37/suppl_/D229.abstract ,
doi: 10.1093/nar/gkn808

35. Li, Y., Agarwal, P., Rajagopalan, D.: A global pathway crosstalk network. Bioinformat-
ics 24(12), 1442–1447 (2008), doi: 10.1093/bioinformatics/btn200

36. Lin, C., Cho, Y., Hwang, W., Pei, P., Zhang, A.: Clustering methods in protein-protein in-
teraction network. In: Knowledge Discovery in Bioinformatics: Techniques, Methods and
Application (2006)

37. Liu, Y., Zhao, H.: A computational approach for ordering signal transduction pathway com-
ponents from genomics and proteomics data. BMC Bioinformatics 5(158) (2004),
http://dx.doi.org/10.1186/1471-2105-5-158 , doi:10.1186/1471-2105-5-158

38. Matthews, L.R., Vaglio, P., Reboul, J., et al.: Identification of potential interaction networks
using sequence-based searches for conserved protein-protein interactions or ’interologs’.
Genome Res. 11(12), 2120–2126 (2001)

39. von Mering, C., Huynen, M., Jaeggi, D., Schmidt, S., Bork, P., Snel, B.: STRING: a database
of predicted functional associations between proteins. Nucleic Acids Research 31(1),
258–261 (2003), http://nar.oxfordjournals.org/content/31/1/258.abstract ,
doi:10.1093/nar/gkg034

40. Neves, S.R., Iyengar, R.: Modeling Signaling Networks. Sci. STKE 2005(281), tw157
(2005), http://stke.sciencemag.org/cgi/content/abstract/sigtrans;2005/281/
tw157, doi:10.1126/stke.2812005tw157

41. Ng, S.K., Tan, S.H.: Discovering protein-protein interactions. Journal of Bioinformatics and
Computational Biology 1(4), 711–741 (2003)

42. Nguyen, T., Ho, T.: Discovering signal transduction networks using signaling domain-
domain interactions. Genome Informatics 17(2), 35–45 (2006)

43. Nguyen, T., Ho, T.: An Integrative Domain-Based Approach to Predicting Protein-Protein
Interactions. Journal of Bioinformatics and Computational Biology 6 (2008)

44. Nicolau, M., Tibshirani, R., Brresen-Dale, A.L., Jeffrey, S.S.: Disease-specific genomic anal-
ysis: identifying the signature of pathologic biology. Bioinformatics 23(8), 957–965 (2007),
http://bioinformatics.oxfordjournals.org/content/23/8/957.abstract ,
doi:10.1093/bioinformatics/btm033

45. Pagel, P., Kovac, S., Oesterheld, M., Brauner, B., Dunger-Kaltenbach, I., Frishman, G.,
Montrone, C., Mark, P., Stumpflen, V., Mewes, H.W., Ruepp, A., Frishman, D.: The MIPS
mammalian protein-protein interaction database. Bioinformatics 21(6), 832–834 (2005),
http://bioinformatics.oxfordjournals.org/cgi/content/abstract/21/6/832 ,
doi: 10.1093/bioinformatics/bti115

46. Pawson, T., Raina, M., Nash, N.: Interaction domains: from simple binding events to complex
cellular behavior. FEBS Letters 513(1), 2–10 (2002)



Mining Multiple Biological Data for Reconstructing Signal Transduction Networks 185

47. Pellegrini, M., Marcotte, E.M., Thompson, M.J., et al.: Assining protein functions by com-
parative genome analysis: Protein phylogenetic profiles. Proc. Natl. Acad. Sci. USA 96(8),
4285–4288 (1999)

48. Pereira-Leal, J.B., Enright, A.J., Ouzounis, C.A.: Detection of functional modules from pro-
tein interaction networks. Proteins: Structure, Function, and Bioinformatics 54(1), 49–57
(2004), http://dx.doi.org/10.1002/prot.10505 , doi:10.1002/prot.10505

49. Priami, C.: Algorithmic systems biology. Commun. ACM 52, 80–88 (2009)
50. Rives, A.W., Galitski, T.: Modular organization of cellular networks, vol. 100(3), pp. 1128–

1133 (2003), http://www.pnas.org/content/100/3/1128.abstract ,
doi:10.1073/pnas.0237338100

51. Salwinski, L., Miller, C.S., Smith, A.J., Pettit, F.K., Bowie, J.U., Eisenberg, D.: Dip: The
database of interacting proteins: 2004 update. Nucleic Acids Research 32, 449–451 (2004)

52. Samanta, M.P., Liang, S.: Predicting protein functions from redundancies in large-scale pro-
tein interaction networks. Proceedings of the National Academy of Sciences of the United
States of America 100(22), 12,579–12,583 (2003), doi:10.1073/pnas.2132527100

53. Scott, J.D., Pawson, T.: Cell communication: The inside story. Scientific American (2000)
54. Smith, G.P.: Filamentous fusion phage: Novel expression vectors that display cloned antigens

on the virion surface. Science 228(4705), 1315–1317 (1985)
55. Spirin, V., Mirny, L.A.: Protein complexes and functional modules in molecular networks.

In: Proceedings of the National Academy of Sciences of the United States of America,
vol. 100(21), 21, 123–12,128 (2003), 32324100,
http://www.pnas.org/content/100/21/12123.abstract , doi:10.1073/pnas.20

56. Sprinzak, E., Margalit, H.: Correlated sequence-signatures as markers of protein-protein in-
teraction. Journal of Molecular Biology 311(4), 681–692 (2001)

57. Steffen, M., Petti, A., Aach, J., D’haeseleer, P., Church, G.: Automated modelling of signal
transduction networks. BMC Bioinformatics 3(34) (2002)

58. Ucar, D., Asur, S., Catalyurek, U.V., Parthasarathy, S.: Improving functional modularity in
protein-protein interactions graphs using hub-induced subgraphs. In: Fürnkranz, J., Scheffer,
T., Spiliopoulou, M. (eds.) PKDD 2006. LNCS (LNAI), vol. 4213, pp. 371–382. Springer,
Heidelberg (2006), doi: 10.1093/bioinformatics/btm212

59. Uetz, P., Giot, L., Cagney, G., Mansfield, T.A., Judson, R.S., Knight, J.R., Lockshon, D.,
Narayan, V., Srinivasan, M., Pochart, P., Qureshi-Emili, A., Li, Y., Godwin, B., Conover,
D., Kalbfleisch, T., Vijayadamodar, G., Yang, M., Johnston, M., Fields, S., Rothberg,
J.M.: A comprehensive analysis of protein-protein interactions in saccharomyces cere-
visiae. Nature 403(6770), 623–627 (2000), http://dx.doi.org/10.1038/35001009 ,
doi:10.1038/35001009

60. Uetz, P., Vollert, C.: Protein-Protein Interactions. Encyclopedic Reference of Genomics and
Proteomics in Molecular Medicine 17 (2006)

61. Van Dongen, S.: A new cluster algorithm for graphs. Tech. Rep. Technical Report INS-
R0010, Center for Mathematics and Computer Science (CWI), Amsterdam (2000)

62. Zhao, X., Wang, R., Chen, L., Aihara, K.: Automatic modeling of signal pathways from
protein-protein interaction networks. In: The Sixth Asia Pacific Bioinformatics Conference,
pp. 287–296 (2008)





Chapter 9

Mining Epistatic Interactions from
High-Dimensional Data Sets

Xia Jiang1, Shyam Visweswaran1, and Richard E. Neapolitan2

1 Department of Biomedical Informatics, University of Pittsburgh
2 Department of Computer Science, Northeastern Illinois University

Abstract. Genetic epidemiologists strive to determine the genetic pro-
file of diseases. Two or more genes can interact to have a causal effect
on disease even when little or no such effect can be observed statisti-
cally for one or even both of the genes individually. This is in contrast to
Mendelian diseases like cystic fibrosis, which are associated with variation
at a single genetic locus. This gene-gene interaction is called epistasis.
To uncover this dark matter of genetic risk it would be pivotal to be
able to discover epistatic relationships from data. The recent availabil-
ity of high-dimensional data sets affords us unprecedented opportunity
to make headway in accomplishing this. However, there are two central
barriers to successfully identifying genetic interactions using such data
sets. First, it is difficult to detect epistatic interactions statistically us-
ing parametric statistical methods such as logistic regression due to the
sparseness of the data and the non-linearity of the relationships. Second,
the number of candidate models in a high-dimensional data set is forbid-
dingly large. This paper describes recent research addressing these two
barriers. To address the first barrier, the primary author and colleagues
developed a specialized Bayesian network model for representing the re-
lationship between features and disease, and a Bayesian network scoring
criterion tailored to this model. This research is summarized in Section
2. To address the second barrier the primary author and colleagues de-
veloped an enhancement of Greedy Equivalent Search. This research is
discussed in Section 3. Background is provided in Section 1.

1 Introduction

Genetic epidemiologists strive to determine the genetic profile of diseases. For
example, the ε4 allele of the APOE gene has been established as a risk factor for
late-onset Alzheimer’s disease (Coon et al., 2007; Papassotiropoulos et al., 2006;
Corder et al., 1993). However, often genes do not affect phenotype according
to the simple rules developed by Mendel (Bateson, 1909). Rather two or more
genes can interact to have a causal effect on phenotype even when little or
no such effect can be observed statistically for one or even both of the genes
individually. For example, (Rieman et al., 2007) found that the GAB2 gene
seems to be statistically relevant to Alzheimer’s disease when the ε4 allele of the
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APOE gene is present, but GAB2 by itself exhibits no statistical relevance to
the disease. This is in contrast to Mendelian diseases like cystic fibrosis, which
are associated with variation at a single genetic locus.

This gene-gene interaction is called epistasis. Much of the genetic risk of many
common diseases remains unknown and is believed to be due to epistasis. This
is referred to as the dark matter of genetic risk (Galvin et al., 2010). To uncover
this dark matter of genetic risk it would be pivotal to be able to discover epistatic
relationships from data.

The dimension of a data set is the number of attributes in the data set. The
recent availability of high-dimensional data sets affords us unprecedented op-
portunity to learn the etiology of disease from data. For example, the advent
of high-throughput technologies has enabled genome-wide association studies
(GWAS or GWA studies) (Wang et al., 1998; Matsuzaki et al., 2004), which
involve sampling in cases and controls around 500,000 genetic loci. The govern-
ment has invested heavily in studies that produce these high-dimensional data
sets, and the initial results of these studies have been gratifying in that they
have suggested a number of previously unsuspected etiologic pathways (Mano-
lio, 2009). However, analysis of these data sets has not yet yielded the level of
disease-associated feature discoveries originally anticipated (Wade, 2010). This
could well be do to the difficulty with discovering epistatic interactions using
such data sets.

There are two central barriers to successfully identifying genetic interactions
using high-dimensional sets. First, it is difficult to detect epistatic interactions
statistically using parametric statistical methods such as logistic regression due
to the sparseness of the data and the non-linearity of the relationships (Velez et
al., 2007). So we need to develop efficacious methods for evaluating candidate
epistatic models. Second, the number of candidate models in a high-dimensional
data set is forbiddingly large. For example, if we only examined all 1, 2, 3, and
4 loci models when there are 100,000 loci, we would need to examine about 4.
17× 1018 models. Since we do not have the computational power to investigate
so many models, we need efficient algorithms that enable us to only investigate
the most promising ones.

This paper describes recent research addressing these two barriers. Since the
research described here pertains to data sets containing many different possible
causal features including both genetic and environmental factors, we will refer
to the risk factors simply as features. The phenotype need not be disease status
(e.g. it could be height or math ability); however, for the sake of focus we will use
disease terminology throughout. To address the first barrier just identified, the
primary author and colleagues developed a specialized Bayesian network model
for representing the relationship between features and disease, and a Bayesian
network scoring criterion tailored to this model (Jiang et al., 2010a). This re-
search is summarized in Section 3. To address the second barrier the primary
author and colleagues developed an enhancement of Greedy Equivalent Search
(Chickering, 2003) called Multiple Beam Search (Jiang et al., 2010b). This re-
search is discussed in Section 4. First, we provide some background.
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2 Background

We review epistasis, GWAS, a well-known epistatic learning method called mul-
tifactor dimensionality reduction, and Bayesian networks.

2.1 Epistasis

Biologically, epistasis refers to gene-gene interaction when the action of one
gene is modified by one or several other genes. Statistically, epistasis refers to
interaction between genetic variants at multiple loci in which the net effect on
disease from the combination of genotypes at the different loci is not accurately
predicted by a combination of the individual genotype effects. In general, the
individual loci may exhibit no marginal effects.

Example 1. Suppose we have two loci G1 and G2, disease D, and the alleles of
G1 are A and a, whereas those of G2 are B and b. Suppose further that we have
the probabilities (relative frequencies in the population) in the following table:

AA (.25) Aa (.5) aa (.25)
BB (.25) 0.0 0.1 0.0
Bb (.5) 0.1 0.0 0.1
bb (.25) 0.0 0.1 0.0

The entries in the table denote, for example, that

P (D = yes|G1 = Aa, G2 = BB) = 0.1.

The heading AA (.25) means 25% of the individuals in the population have geno-
type AA. We also assume that G1 and G2 mix independently in the population
(no linkage). We then have the following (we do not show the random variables
Gi for brevity):

P (D = yes)|AA) = P (D = yes|AA, BB)P (BB) +
P (D = yes|AA, Bb)P (Bb) + P (D = yes|AA, bb)P (bb)

= 0.0× .25 + 0.1× 0.5 + 0.0× .25 = .05

P (D = yes)|Aa) = P (D = yes|Aa, BB)P (BB) +
P (D = yes|Aa, Bb)P (Bb) + P (D = yes|Aa, bb)P (bb)

= 0.1× .25 + 0.0× 0.5 + 0.1× .25 = .05

P (D = yes)|aa) = P (D = yes|aa, BB)P (BB) +
P (D = yes|aa, Bb)P (Bb) + P (D = yes|aa, bb)P (bb)

= 0.0× .25 + 0.1× 0.5 + 0.0× .25 = .05
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So if we look at G1 alone no statistical correlation with D will be observed. The
same is true if we look at G2 alone. However, as can be seen from the above
table, the combinations AABb, AaBB, Aabb, and aaBb make disease D more
probable.

It is believed that epistasis may play an important role in susceptibility to many
common diseases (Galvin et al, 2010). For example, Ritchie et al. (2001) found
a statistically significant high-order interaction among four polymorphisms from
three estrogen pathway genes (COMT, CYP1B1, and CYP1A1) relative to spo-
radic breast cancer, when no marginal effect was observed for any of the genes.

2.2 Detecting Epistasis

It is difficult to detect epistatic relationships statistically using parametric statis-
tical methods such as logistic regression due to the sparseness of the data and the
non-linearity of the relationships (Velez et al., 2007). As a result, non-parametric
methods based on machine-learning have been developed. Such methods include
combinatorial methods, set association analysis, genetic programming, neural
networks and random forests (Heidema et al., 2006).

Combinatorial methods search over all possible combinations of loci to find
combinations that are predictive of the phenotype. The combinatorial method
multifactor dimensionality reduction (MDR) (Hahn et al., 2005) combines two or
more variables into a single variable (hence leading to dimensionality reduction);
this changes the representation space of the data and facilitates the detection of
nonlinear interactions among the variables. MDR has been successfully applied
in detecting epistatic interactions in complex human diseases such as sporadic
breast cancer, cardiovascular disease, and type II diabetes (Ritchie et al., 2001;
Coffey et al., 2004; Cho et al., 2004).

A combinatorial method must focus on a relatively small number of loci to be
tractable. For example, if we examined all 1, 2, 3, and 4 loci subsets of 100,000
loci, we would need to examine about 4. 17×1018 subsets. The successes of MDR
were achieved by identifying relatively few relevant loci up front. For example,
in the sporadic breast cancer discovery the focus was on five genes known to
produce enzymes in the metabolism of estrogens.

2.3 High-Dimensional Data Sets

To uncover the dark matter barrier of genetic risk it would be pivotal to be
able to discover epistatic relationships from data without identifying relevant
loci up front. The recent availability of high-dimensional data sets affords us
unprecedented opportunity to accomplish this. For example, the advent of high-
throughput technologies has enabled genome-wide association studies (GWAS
or GWA studies) (Wang et al., 1998; Matsuzaki et al., 2004). A single nucleotide
polymorphism (SNP) is a DNA sequence variation occurring when a single nu-
cleotide in the genome differs between members of a species. Usually, the less
frequent allele must be present in 1% or more of the population for a site to
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qualify as a SNP (Brooks, 1999). A GWAS involves sampling in an individual
around 500,000 representative SNPs that capture much of the variation across
the entire genome. The initial results of these studies has been gratifying. Over
150 risk loci have been identified in studies of more than 60 common diseases
and traits. These associations have suggested previously unsuspected etiologic
pathways (Manolio, 2009). For example, a GWAS in (Reiman et al, 2007) iden-
tified the GAB2 gene as a risk factor for Alzheimer’s disease, and a GWAS in
(Hunter et al., 2007) found four SNPs in intron 2 of FGFR2 highly associated
with breast cancer. These initial GWAS successes were achieved by analyzing the
association of each locus individually with the disease. Their success notwith-
standing, analysis of high-dimensional data sets has not yet yielded the level
of disease-associated feature discoveries originally anticipated (Wade, 2010). To
realize the full potential of a GWAS and perhaps approach maximizing what
we can discover from them, we need to analyze the effects of multiple loci on a
disease (i.e. epistasis).

Realizing this, recently researchers have worked on developing methods for si-
multaneously analyzing the effects of multiple loci using high-dimensional data
sets. Lasso is a shrinkage and selection method for linear regression (Tibshirani,
1996). It has been used successfully in problems where the number of predictors
far exceeds the number of observations (Chen et al., 1998). So, researchers ap-
plied lasso to analyzing the multiple effects of loci on disease based on GWAS
data (Wu et al., 2009; Wu et al. 2010). There are two difficulties with this
procedure. First, as mentioned earlier, regression has difficulty handling a non-
linear epistatic relationship. Second, loci interactions with no marginal effects
will not be detected at all unless we include terms for pairwise interactions. Wu
et al. (2010) do this, but now we are faced with the combinatorial explosion prob-
lem discussed above. Another strategy involves using permutation tests (Zhang
et al., 2009). These methods use standard statistic analysis to investigate dif-
ferent ensembles of two-loci analyses. Other methods include the use of ReliefF
(Moore and White, 2007; Epstein and Haake, 2008), random forests (Meng et al.
2007), predictive rule inference (Wan et al., 2010), a variational Bayes algorithm
(Longston et al. 2010), a Bayesian marker partition algorithm (Zhang and Liu,
2007), the Bayesian graphical method developed in (Verzilli et al., 2006), and
the Markov blanket-base method discussed in (Han et al., 2009). The Bayesian
graphical method does approximate model averaging using Markov chain Monte
Carlo (MCMC ) and is unlikely to scale up. The Markov blanket-based method
uses a G2 test and forward search investigating one locus at a time. Such as
search would miss a loci-loci interaction that had no marginal effects.

2.4 Barriers to Learning Epistasis

As mentioned earlier, there are two central barriers to successfully identify-
ing potential interactions in the etiology of disease using high-dimensional sets.
First, we need to find an efficacious way to evaluate candidate models that can
identify relationships like epistasis which exhibit little or no marginal effects.
That is, even if we had the computational power to investigate all subsets of a
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high-dimensional set, we would want to evaluate each subset using a method
that has been shown to learn epistatic relationships well. Second, since we do
not have the computational power to investigate all subsets, we need efficient
algorithms that enable us to only investigate the most promising subsets. Not
surprisingly, Evans et al. (2006) showed that as the marginal effects of two loci
approach zero, the power to detect a two-loci interactions approaches zero unless
we exhaustively investigate all two-loci interactions. None of the methods dis-
cussed above circumvent or solve this problem. Their evaluations were performed
using high-dimensional data sets in which there were marginal effects.

As mentioned earlier, recent research by the primary author and colleagues
addressing these barriers is discussed in Section 3 and Section 4. First, we provide
further review.

2.5 MDR

Multifactor dimensionality analysis (MDR) (Hahn et al., 2003) is a well-known
method for detecting epistasis. In Section 3 we include MDR in a comparison
of the performance of two methods. So we review MDR using an example taken
from (Velez et al., 2007).

Example 2. Suppose we are investigating whether SNP1 and SNP2 are corre-
lated with disease D. Suppose further that we obtain the data depicted in Figure 1
(a). The number of individuals with the disease appears on the left in each cell,
whereas the number without it appears on the right. For example, of those indi-
viduals who have SNP1 = 0, 49 have the disease and 44 do not have the disease.
We see from Figure2 (a) that neither SNP by itself seems correlated with the
disease.

Using MDR we investigate whether the SNPs together are correlated with the
disease. First, we take the cross product of all values of the SNPs as shown on the
left in Figure 1 (b). For each combination of values of the SNPs we determine
how many individuals have the disease and how many do not, as also shown
in that figure. Let #D be the number who have the disease and #noD be the
number who do not have the disease. For a given SNP combination we call the
combination high-risk (HR) if #D

#noD > T , where T is a threshold. Ordinarily,
T = 1 if in total we have the same number of individuals with the disease as
without the disease. Using this threshold, the number of high-risk individual for
each SNP combination is the number labeled HR on the left in Figure 1 (b).

Next we create a new binary variable SNP1×SNP2 whose value is HR if the
SNP combination is one of the high-risk SNPs and whose value is LR (low-risk)
if the SNP combination is one of the low-risk SNPs. We then compute the total
number of individuals who have value HR and have the disease, have value HR
and do not have the disease, have value LR and have the disease, and have value
LR and do not have the disease. These totals appear on the right in Figure 1
(b). For example, consider those individuals who have value HR and have the
disease. We obtain the total as follows:

46 + 49 + 46 + 59 = 200.
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Fig. 1. The number of individuals with the disease appears on the left in each cell,
whereas the number without it appears on the right. (a) shows the numbers for each
value of each SNP individually. (b) shows the the number for the cross product of
the values of the SNPs and the numbers for the binary-valued variable SNP1 × SNP2

obtained using MDR. The values of this variable are HR (high-risk) and LR (low-risk).

We see from the right part of Figure 1 (b) that the disease appears to be correlated
with the cross product of the SNPs.

We illustrated MDR for the case where we are investigating the correlation of a
2-SNP combination with a disease. Clearly, the method extends to three or more
SNPs. If we are investigating n SNPs and considering k-SNP combinations with
a disease, we investigate all

(
n
k

)
combinations and choose the combination that

appears best according to some criterion. (Velez et al., 2007) use the following
classification error as the criterion:

(# individuals with HR and no disease) + (# individuals with LR and disease)
# individuals

.

For example, for the SNPs illustrated in Figure 1 the classification error is

97 + 0
400

= 0.2425.
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H

B

F

L P(l1|h1) = 0.003
P(l1|h2) = 0.00005

P(b1|h1) = 0.25
P(b1|h2) = 0.05

P(h1) = 0.2

P(f1|b1,l1) = 0.75
P(f1|b1,l2) = 0.10
P(f1|b2,l1) = 0.5
P(f1|b2,l2) = 0.05

X

P(x1|l1) = 0.6
P(x1|l2) = 0.02

history of smoking

bronchitis lung cancer

fatigue chest X-ray

Fig. 2. A BN modeling lung disorders. This BN is intentionally simple to illustrate
concepts; it is not intended to be clinically complete.

(Velez et al., 2007) determine a likely SNP combination using 10-fold cross vali-
dation. That is, they break the data set into 10 partitions, they use 9 partitions
to learn a k-SNP combination (the one with the smallest classification error),
and then using the learned SNP combination they determine the prediction error
for the remaining partition. They repeat this procedure for all possible choices
of the 9 learning partitions, and then they take the average. This process is
repeated for all 1, 2, ..., k SNP combinations that are computationally feasible.
A model is chosen for each number of SNPs. A final model is chosen from this
set of models based on minimizing the average prediction error and maximizing
cross-validation consistency.

If the number of individuals with the disease is not the same as the number
of individuals without the disease, some adjustments need to be made. (Velez et
al., 2007) discuss using balanced accuracy and an adjusted threshold to handle
this situation.

2.6 Bayesian Networks

The epistasis discovery method presented in Sections 3 and 4 is based on Bayesian
networks; so, we review them next.

Bayesian networks (Neapolitan, 2004; Koller and Friedman, 2009) are increas-
ingly being used for modeling and knowledge discovery in many domains includ-
ing bioinformatics (Neapolitan, 2009). A Bayesian network (BN ) consists of
a directed acyclic graph (DAG) G whose nodes are random variables and the
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conditional probability distribution of each node given its parents in G. Figure
2 shows a BN. In that BN h1, for example, means an individual has a smoking
history, whereas h2 means the individual does not.

Using a Bayesian network inference algorithm we can compute the probability
of nodes of interest based on the values of other nodes. For example, for the
Bayesian network in Figure 2, we could compute the probability that a patient
has bronchitis or lung cancer given that the patient has a smoking history and
positive chest X-ray.

Methods have been developed for learning both the parameters in a BN and
the structure (DAG) from data. The task of learning a unique DAG model from
data is called model selection. In the constraint-based approach (Spirtes et al.,
1993, 2000) to model selection, we try to learn a DAG from the conditional
independencies that the data suggest are present in the generative probability
distribution . In a score-based approach (Neapolitan, 2004), we assign a score
to a DAG based on how well the DAG fits the data. A straightforward score,
called the Bayesian score, is the probability of the given the DAG. This score
for discrete random variables is as follows (Cooper and Herskovits, 1992):

scoreBayes(G : Data) = P (Data|G)

=
n∏

i=1

qi∏

j=1

Γ (
∑ri

k=1 aijk)
Γ (

∑ri

k=1 aijk +
∑ri

k=1 sijk)

ri∏

k=1

Γ (aijk + sijk)
Γ (aijk)

,(1)

where ri is the number of states of Xi, qi is the number of different instantiations
of the parents of Xi, aijk is the ascertained prior belief concerning the number of
times Xi took its kth value when the parents of Xi had their jth instantiation,
and sijk is the number of times in the data that Xi took its kth value when the
parents of Xi had their jth instantiation.

The Bayesian score assumes that our prior belief concerning each of the prob-
ability distributions in the network is represented by a Dirichlet distribution.
When using the Dir(θX ; a1,a2, . . . , ar) distribution to represent our belief con-
cerning the unknown probability distribution θX of random variable X , due to
cogent arguments such as the one in (Zabell, 1982), it has become standard to
represent prior ignorance as to the value of θX by setting all parameter equal
to 1. That is, a1 = a2 = · · · = ar = 1. The parameters {aij1, aij2, . . . aijri} in
Equation 1 are Dirichlet parameters representing our belief about θij , which is
the conditional probability distribution of Xi given that the parents of X are in
their jth instantiation. To represent prior ignorance as to all conditional prob-
abilities in the network, Cooper and Herskovits (1992) set aijk = 1 for all i, j,
and k; they called this the K2 score.

Heckerman et al. (1995) noted a problem with setting all aijk to 1, namely
that equivalent DAGs could end up with different Bayesian scores. For example,
the DAGs X → Y and X ← Y could obtain different scores. Heckerman et al.
(1995) proved that this does not happen if we use a prior equivalent sample size
α in the DAG. When using a prior equivalent sample size we specify the same
prior sample size α at each node. If we want to use a prior equivalent sample
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size and represent a prior uniform distribution for each variable in the network,
for all i, j, and k we set

aijk =
α

riqi
.

When we determine the values of aijk in this manner, we call the Bayesian score
the Bayesian Dirichlet equivalence uniform (BDeu) score.

Another popular way of scoring is to use the Minimum Description Length
(MDL) Principle (Rissanen, 1978), which is based on information theory and
says that the best model of a collection of data is the one that minimizes the
sum of the encoding lengths of the data and the model itself. To apply this
principle to scoring DAGs, we must determine the number of bits needed to
encode a DAG G and the number of bits needed to encode the data given the
DAG. Suzucki (1999) developed the following well-known MDL score:

scoreMDL(G : Data) =
n∑

i=1

di

2
log2 m − m

n∑

i=1

qi∑

j=1

ri∑

k=1

P (xik, paij) log2

P (xik, paij)

P (xik)P (paij)
,

(2)

where n is the number of nodes in G, di is the number of parameters stored for
the ith node in G, m is the number of data items, ri is the number of states of
Xi, xik is the kth state of Xi, qi is the number of instantiations of the parents of
Xi, paij is the jth instantiation of the parents of Xi in G, and the probabilities
are computed using the data. The first term is the number of bits required to
encode the DAG model (called the DAG penalty), and the second term concerns
the number of bits needed to encode the data given the model. Lam and Bacchus
(1994) developed a similar MDL score.

Another score based on information theory is the Minimum Message Length
Score (MML) (Korb and Nicholson, 2003).

If the number of variables is not small, the number of candidate DAGs
is forbiddingly large. Furthermore, the BN structure learning problem has been
shown to be NP-hard (Chickering, 1996). So heuristic algorithms have been
developed to search over the space of DAGs during learning (Neapolitan, 2004).
When the number of variables is large relative to the number of variables, many
of the highest scoring DAGs can have similar scores (Heckerman, 1996). In this
case approximate model averaging using MCMC may obtain better results than
model selection (Hoeting et al., 1999).

3 Discovering Epistasis Using Bayesian Networks

First we describe a specialized Bayesian network model for representing epistatic
interactions; then we discuss an MDL score tailored to this model; finally we
provide experimental results evaluating the performance of this score.

3.1 A Bayesian Network Model for Epistatic Interactions

Consider all DAGs containing features and a phenotype D, where D is a leaf.
We are not representing the relationship between gene expression levels. Rather
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F10 F28

D

F4 F8 F200

D

Fig. 3. Example DDAGs

we are representing the statistical dependence of the phenotype on alleles of
the genes. So there is no need for edges between features, and we need only
consider DAGs where the only edges are ones to D. Call such models direct
DAGs (DDAGs). Figure 3 shows DDAGs. The size and complexity of the search
space have been immensely reduced. Even so, there are still 2n models where n
is the number of features. In practice a limit is put on the number of parents.

3.2 The BNMBL Score

Jiang et al. (2010a) developed an MDL score tailored to DDAGs. Each parameter
in a DAG model is a fraction with precision 1/m, where m is the number of
data items. So it takes log2 m to store each parameter. However, as discussed
in (Friedman and Yakhini, 1996), the high order bits are not very useful. So
we can use only 1

2 log2 m bits to store each parameter. In this way we arrive at
the DAG penalty in Equation 2. Suppose now that k SNPs have edges to D in
a given DDAG. That is, D has k parents. Since each SNP has three possible
values, there are 3k different values of these parents. The expected value of the
number of data items that assume particular values of the parents is therefore
m/3k. If we approximate the precision for each parameter needed for D by this
expected value, our DAG penalty for a DDAG is

3k

2
log2

m

3k
+

2k

2
log2 m. (3)

When this DAG penalty is used in the MDL score, Jiang et al. (2010a) called
the score the Bayesian network minimum bit length (BNMBL) score.

3.3 Experiments

Jiang et al. (2010a) compared the performance of BNMBL using both simulated
and real data sets. Results obtained using each of the data sets are discussed
next.
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3.3.1 Simulated Data Sets
(Velez et al., 2007) developed a set of simulated data sets concerning epistatic
models. These data sets, which are available at http://discovery.dartmouth.edu/
epistatic data/ VelezData.zip, were developed as follows. First, they created 70
different probabilistic relationships (models) in which 2 SNPs combined are cor-
related with the disease, but neither SNP is individually correlated. The rela-
tionships represented various degree of penetrance, heritability, and minor allele
frequency. Penetrance is the probability that an individual will have the disease
given that the individual has a genotype that is associated with the disease.
Heritability is the proportion of the disease variation due to genetic factors. The
minor allele frequency is the relative frequency of the less frequent allele in a
locus associated with the disease. Supplementary Table 1 to (Velez et al., 2007)
shows the details of the 70 models.

Data sets were then developed having a case-control ratio (ratio of individuals
with the disease to those without the disease) of 1:1. To create one data set they
fixed the model. Based on the model, they then developed data concerning the
two SNPs that were related to the disease in the model, 18 other unrelated SNPs,
and the disease. For each of the 70 models, 100 data sets were developed, making

Table 1. Columns MDR and BNMBL show the powers for MDR and BNMBL for
models 55-59. The row labeled ”Total” is the sum of the powers over the five models.

Size of Data Set Model MDR BNMBL

200 55 3 7

56 3 4

57 3 5

58 3 7

59 3 3

Total (200) 15 26

400 55 8 8

56 7 9

57 11 9

58 15 27

59 8 7

Total (400) 49 60

800 55 26 30
56 22 36

57 25 29

58 49 67

59 18 24

Total (800) 140 186

1600 55 66 81

56 59 83

57 68 81

58 88 96

59 49 63

Total (1600) 330 404
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a total of 7000 data sets. They followed this procedure for data set sizes of 200,
400, 800, and 1600. The task of a learning algorithm is to learn the 2-SNP model
used to create each data set from that data set.

Method. The performances of MDR and BNMBL were compared using the
simulated data sets just discussed. Jiang et al. (2010a) used MDR v. 1.25, which
is available at www.epistasis.org, to run MDR, and developed their own imple-
mentation of BNMBL.

We say that a method correctly learns the model generating the data if it
scores that model highest out of all

(
20
2

)
= 190 2-SNP models. For a given

model, let power to be the number of times the method correctly learned the
model generating the data out of the 100 data sets generated for that model.
The powers of MDR and BNMBL were compared using the data sets concerning
the hardest-to-detect models and using all the data sets.

Results. Velez et al. (2007) showed that MDR has the lowest detection sensi-
tivity for models 55-59 in Supplementary Table 1 to (Velez et al., 2007). These
models have the weakest broad-sense heritability (0.01) and a minor allele fre-
quency of 0.2. Table 1 shows the power for MDR and BNMBL for these 5 models.
BNMBL outperformed MDR in 16 of the experiments involving the most difficult
models, whereas MDR outperformed BNMBL only 2 times.

The first three columns of Table 2 shows the sums of the powers over all 70
models. The last two column shows p-values. These p-values were computed as
follows. The Wilcoxon two-sample paired signed rank test was used to compare
the powers of MDR and BNMBL over all 70 models. If we let the null hypothesis
be that the medians of the power are equal, and the alternative hypothesis be
that the median power of BNMBL is greater than that of MDR, then p is the level
at which we can reject the null hypothesis. We see from Table 2 that BNMBL
significantly out-performed MDR for all data set sizes.

Looking again at Table 1, we see that when we have a relatively large amount
of data (1600 data items), BNMBL correctly identified 404 − 330 = 74 more
difficult models than MDR. From Table 2 we see that when there are 1600 data
items BNMBL correctly identified 6883 − 6792 = 91 more total models than
MDR. The majority of the improvement obtained by using BNMBL concerns
the more difficult models. Arguably, real epistatic relationships are more often
represented by such difficult models.

Table 2. The columns labeled MDR,and BNMBL show the sums of the powers over
all 70 data sets for each of the methods. The other column shows p-values. See the text
for their description.

n MDR BNMBL p

200 4904 5016 0.009

400 5796 5909 0.004

800 6408 6517 0.003

1600 6792 6883 0.012
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Table 3. Mean running times in seconds for MDR and BNMBL

n MDR BNMBL

200 119.8 0.020

400 146.6 0.031

800 207.9 0.050

1600 241.7 0.097

Table 3 shows the mean running times in seconds obtained by averaging the
running times over the data sets generated from all 70 genetic models. MDR is
several orders of magnitude slower than BNMBL. The superior running time of
BNMBL is due largely to its ability to use the entire data set for computing the
score of each model, while MDR performs multi-fold cross-validation to score
the models.

3.3.2 Real Data Set
It is well-known that the apoplipoprotein E (APOE) gene is associated with
many cases of LOAD, which is characterized by dementia onset after age 60
(Coon et al., 2007; Papassotiropoulos et al., 2006; Corder et al., 1993). The
APOE gene has three common variants ε2, ε3, and ε4. The least risk is associated
with the ε2 allele, while each copy of the ε4 allele increases risk.

Coon et al. (2007) performed a genome-wide association study, which investi-
gated over 300,000 SNPs, using 1086 LOAD cases and controls to determine the
odds ratio (OR) associated with genes relative to LOAD. Only SNP rs4420638
on chromosome 19, which is located 14 kilobase pairs distal to and in linkage
disequilibrium with the APOE gene, significantly distinguished between LOAD
cases and controls.

Reiman et al. (2007) investigated the association of these same SNPs sepa-
rately in APOE ε4 carriers and in APOE ε4 noncarriers. A discovery cohort and
two replication cohorts were used in the study. See (Reiman et al., 2007) for the

APOE SNPj

LOAD

Fig. 4. A Bayesian networks in which the disease node (LOAD) has precisely two-
parents, one being the APOE gene and the other being a SNP.



Mining Epistatic Interactions from High-Dimensional Data Sets 201

Table 4. The 28 highest scoring SNPs according to BNMBL. The column labeled
GAB2 contains ”yes” if the SNP is located on GAB2; the column labeled ”Reiman”
contains ”yes” if the SNP is one of the 10 high scoring GAB2 SNPS discovered in
(Reiman et al., 2007).

SNP ScoreBNMBL Chromosome GAB2 Reiman

1 rs2517509 0.13226 6

2 rs1007837 0.13096 11 yes yes

3 rs12162084 0.13042 16

4 rs7097398 0.13032 10

5 rs901104 0.13019 11 yes yes

6 rs7115850 0.13018 11 yes yes

7 rs7817227 0.13009 8

8 rs2122339 0.13002 4

9 rs10793294 0.12997 11 yes yes

10 rs4291702 0.12992 11 yes yes

11 rs6784615 0.12986 3

12 rs4945261 0.12963 11 yes yes

13 rs2373115 0.12956 11 yes yes

14 rs10754339 0.12932 1

15 rs17126808 0.12932 8

16 rs7581004 0.12929 2

17 rs475093 0.12921 1

18 rs2450130 0.12906 11 yes

19 rs898717 0.12888 10

20 rs473367 0.12884 9

21 rs8025054 0.12873 15

22 rs2739771 0.12863 15

23 rs826470 0.12862 5

24 rs9645940 0.12853 13

25 rs17330779 0.12847 7

26 rs6833943 0.12830 4

27 rs2510038 0.12824 11 yes yes

28 rs12472928 0.12818 2

details of the cohorts. Within the discovery subgroup consisting of APOE ε4 car-
riers, 10 of the 25 SNPs exhibiting the greatest association with LOAD (contin-
gency test p-value 9×10−8 to 1×10−7) were located in the GRB-associated bind-
ing protein 2 (GAB2) gene on chromosome 11q14.1. Associations with LOAD
for 6 of these SNPs were confirmed in the two replication cohorts. Combined
data from all three cohorts exhibited significant association between LOAD and
all 10 GAB2 SNPs. These 10 SNPs were not significantly associated with LOAD
in the APOE ε4 noncarriers.

Reiman et al. (2007) also provided immunohistochemical validation for the
relevance of GAB2 to the neuropathology of LOAD.
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Method. Jiang et al. (2010a) investigated all 3-node Bayesian network models
in which the disease node (LOAD) has precisely two-parents, one being the
APOE gene and the other being one of the 312,260 SNPs investigated in (Reiman
et al., 2007). Figure 4 shows one such a model. These models were scored with
BNMBL using the combined data set consisting of all three cohorts described in
(Reiman et al., 2007). The combined data set contains data on 1411 subjects.
Of these subjects, 861 are LOAD cases, and 644 are APOE ε4 carriers.

Results. Table 4 shows the 28 highest scoring SNPs. Since all DAG models have
the same complexity, there is no need to include the term for DAG complexity
in the score. So ScoreBNMBL consists only of term encoding the data without
the minus sign, which means higher scores are better. We see that 7 of the top
13 SNPs were among the 10 SNPs discovered in (Reiman et al., 2007) and 9 of
the top 27 SNPs are located in GAB2. The remaining high scoring SNPs are
scattered among various chromosomes.

The results obtained using BNMBL substantiate the results in (Reiman et
al., 2007), namely that GAB2 is associated with LOAD in APOE ε4 carriers.
This outcome demonstrates that BNMBL is a promising tool for learning real
epistatic interactions.

An advantage of using BNMBL for knowledge discovery in this domain is
that there is no need analyze the statistical relevance of a SNP separately under
different conditions (e.g. first in all subjects, then in ε4 carriers, and finally in
ε4 noncarriers). Rather we just score all relevant models using BNMBL.

4 Efficient Search

The second barrier to learning epistatic relationships from high-dimensional data
sets is that we do not have the computational power to investigate very many
subsets of the loci. So we need efficient algorithms that enable us to only inves-
tigate promising subsets.

Greedy Equivalent Search (GES ) (Chickering, 2003) is an efficient Bayesian
network learning algorithm that will learn the most concise DAG representing
a probability distribution under the assumptions that the scoring criterion is
consistent and that the probability distribution admits a faithful DAG repre-
sentation and satisfies the composition property. See (Neapolitan, 2004) for a
complete discussion of these assumptions and the algorithm. Briefly, the algo-
rithm starts with the empty DAG and in sequence greedily adds the edge to the
DAG that increases the score the most until no edge increases the score. Then
in sequence it greedily deletes the edge from the DAG until no edge decreases
the score. It is not hard to see that if there are n variables, the worst-case time
complexity of the algorithm is θ(n2).

An initial strategy might be to try to learn the interacting SNPs by using
the GES algorithm to search all DDAGs. However, a moment’s reflection reveals
that this could not in general work. Suppose we have an epistatic interaction
between two SNPs and D such that each SNP is marginally independent of D
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and all other SNPs are also independent of D. Suppose further that we have a
data set so large that the generative distribution is represented exactly in the
data set. In this case the GES algorithm would learn the correct DAG if its
assumptions were met. However, in the first step of the algorithm all SNPs will
score the same because they are all independent of D, none of them will increase
the score and the algorithm will halt.

The problem is the epistatic interactions do not satisfy the composition prop-
erty which is necessary to the GES algorithm. Jiang et al. (2010b) ameliorated
this problem by initially expanding each of the SNPs using greedy search rather
than initially starting only with the one that increases the score the most. In
this way, we will definitely investigate every 2-SNP combination. If an epistatic
interaction is occurring, two of the SNPs involved in the interaction may score
high. Once we identify these two, often we should also often find possible 3rd
and 4th and so on SNPs involved in the interaction. The algorithm follows. In
this algorithm by score(Ai) we mean the score of the model that has edges from
the SNPs in Ai to D.

for each SNP SNPi

Ai = {SNPi};
do

if adding any SNP to Ai increases score(Ai)
add the SNP to Ai that increases score(Ai) the most;

while adding some SNP to Ai increases score(Ai);
do

if deleting any SNP from Ai increases score(Ai)
delete the SNP from Ai that increases score(Ai) the most;

while deleting some SNP from Ai increases score(Ai);
endfor;
report k highest scoring sets Ai.

We call this algorithm Multiple Beam Search (MBS ). It clearly requires θ(n3)
time in the worst case where n is the number of SNPs. However, in practice if
the data set is large, we would add at most m SNPs in the first step, where m
is a parameter. So the time complexity would be θ(mn2).

This technique would not work if there is a dependence between k SNPs and
D, but every proper subset of the k SNPs is marginally independent of D. The
MBS algorithm is effective for handling the situation in which we have k SNPs
interacting, each of them is marginally independent of the disease, and there is
a dependence between the disease and at least one pair of the interacting SNPs.
A reasonable conjecture is that many but certainly not all epistatic interactions
satisfy this condition.

4.1 Experiments

Jiang el al. (2010b, 2010c) evaluated MBS using a simulated data set and two
real GWAS data sets. The results are discussed next.
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Table 5. Number of times the correct model scored highest out of 7000 data sets for
MBS and Baycom

Size of Data Set MBS BayCom

200 4049 4049
400 5111 5111

800 5881 5881

1600 6463 6463

Table 6. Comparisons of average values of detection measures over 7000 data sets for
MBS and Baycom

Spatial Recall Precision Overlap Coefficient
Data Set Size MBS BayCom MBS BayCom MBS BayCom

200 0.593 0.593 0.607 0.607 0.593 0.593

400 0.737 0.737 0.744 0.744 0.737 0.737

800 0.843 0.843 0.846 0.846 0.843 0.843

1600 0.925 0.925 0.926 0.926 0.925 0.025

4.1.1 Simulated Data Sets
The simulated data sets developed in (Velez et al., 2007) (discussed in Section
3.3) were used in this evaluation which is taken from (Jiang et al., 2010b).

Method. The simulated data were analyzed using the following methods: 1) a
Bayesian network combinatorial method, called BayCom, and which scores all
1-SNP, 2-SNP, 3-SNP, and 4-SNP DDAGs; 2) MBS with a maximum of m = 4
SNPs added in the first step. Candidate models were scored with the MML
score mentioned in Section 2.6. This score has previously been used successfully
in causal discovery (Korb and Nicholson, 2007).

Results. Table 5 shows the number of times the correct model scored highest
over all 7000 data sets. Important detection measures include recall, precision,
and the overlap coefficient. In the current context they are as follows. Let S be
the set of SNPs in the correct model and T be the set of SNPs in the highest
scoring model. Then (# returns the number of items in a set)

recall =
#(S ∩ T )

#(S)
,

precision =
#(S ∩ T )

#(T )
,

overlapcoefficient =
#(S ∩ T )
#(SUT )

.

Table 6 shows the average values of these measures over all 7000 data sets.
MBS performed as well as BayCom in terms of accuracy and the other measures.
Table 7 shows the running times. MBS was up to 28 times faster than BayCom.
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Table 7. Average running times in seconds over 7000 data sets

Data Set Size MBS BayCom

200 0.108 2.0

400 0.191 5.15

800 0.361 9.61

1600 0.629 18.0

Table 8. Occurrences of GAB2 and rs6094514 in high-scoring models when using MBS
to analyze the LOAD data set

# models in top # models in top # rs6094514 # rs6094514
10 containing 100 containing occurrences with occurrences with
a GAB2 SNP a GAB2 SNP GAB2 in top 10 GAB2 in top 100

6 36 6 33

4.1.2 Real Data Set
The real data set analyzed using MBS was the LOAD data set introduced in
(Reiman et al., 2007) (See Section 3.3).

Method. (Jiang et al, 2010b) analyzed the LOAD data set as follows. Using all
1411 cases, they pre-processed the data by scoring all DDAG models in which
APOE and one of the 312,316 SNPs are each parents of LOAD (See Figure 4).
They then selected the SNPs from the highest-scoring 1000 models. Next MBS
was run using the data set consisting of APOE and these 1000 SNPs. They
did not constrain APOE to be in the discovered models. At most m = 3 nodes
were added in the first step of MBS. There were 4.175 × 1010 models under
consideration. Of course MBS scored far fewer models.

Results. The 1000 highest scoring models encountered in the MBS search were
recorded. APOE appeared in every one of these models, and a GAB2 SNP ap-
peared in the top two models. Columns one and two in Table 8 show the number
of times a GAB2 SNP appeared respectively in the top 10 models and top 100
models. Of the 312,316 SNPs in the study, 16 are GAB2 SNPs. Seven of these
16 SNPs appeared in at least one of the 36 high-scoring models containing a
GAB2 SNP.

All of these seven SNPs were among the 10 GAB2 SNPs identified in (Reiman
et al., 2007). The probability of 36 or more of the top 100 models containing at
least one of the 16 GAB2 SNPs by chance is 2.0806× 10−106. GAB2 SNPs never
occurred together in a model. This pattern is plausible since each GAB2 SNP
may represent the dependence between LOAD and GAB2, and therefore it could
render LOAD independent of the other GAB2 SNPs. These results substantiate
those in (Reiman et al., 2007), that GAB2 has an affect on LOAD. The results do
not indicate whether GAB2 influences LOAD by interacting with APOE since
APOE appears in every high-scoring model.
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The run time was 4.1 hours. When 1, 2, and 3 SNP combinations involving
only 200 SNPs in the LOAD data set were analyzed, the run time for BayCom
was 1.04 hours. An extrapolation of this result indicates that it would take about
3.71 years to analyze all 1, 2, 3, and 4 combinations involving 1001 loci (1000
SNPs plus APOE).

An unexpected result was obtained. SNP rs6094514, which is an intron on the
EYA2 gene on chromosome 20, often appeared along with GAB2 and LOAD.
The third and fourth columns in Table 4 show the numbers of such occurrences
respectively in the top 10 and top 100 models. Among the top 100 models, SNP
rs6094514 only occurred once without GAB2. As it turns out, prior research has
associated this SNP with LOAD. In a cross-platform comparison of outputs from
four GWAS, Shi et al. (2010) found SNP rs6094515 to be associated with LOAD
with a combined p-value of 8.54× 10−6. However, no prior literature shows that
GAB2 and EYA2 may interact to affect LOAD, as the current results seem to
suggest. MBS discovered this possibility because it is able to tractably investigate
multi-loci interactions.

Another result was that SNP rs473367 on chromosome 9 appeared in the 3rd
and 4th models and in 22 of the top 99 models. It never appeared with GAB2.
A previous study (WO/2008/131364) suggested that this SNP interacts with
APOE to affect LOAD. The results discussed here support this association, but
indicate no interaction with GAB2.

5 Discussion, Limitations, and Future Research

We showed a Bayesian network model for representing epistatic interactions
called a DDAG and an MDL score called BNMBL designed specifically for this
model. Using simulated data sets, BNMBL performed significantly better than
MDR at identifying the two SNPs involved in an epistatic interaction. The BN-
MBL score performed well at identifying potential epistatic interactions from a
real GWAS data set, as did the MML score.

We showed an algorithm called MBS that successfully identified potential
epistatic interactions using a real GWAS data set. This algorithm requires
quadratic time in terms of the number of SNPs from which we initiate beams
(used as starting points for greedy search). If we initiated beams from all 500,000
SNPs in a given GWAS, quadratic time could take months. So in the study shown
the data was pre-processed to identify the 1000 highest scoring individual SNPs
from 2-parent models containing APOE and one of the 312,260 SNPs. Beams
were then initiated from these 1000 SNPs and from APOE. In general, we would
not suspect a gene such as APOE to be involved in the interaction. So our pre-
processing would only involve scoring all 1-SNP models and choosing the 1000
highest scoring SNPs. If SNPs involved in an epistatic interaction exhibited ab-
solutely no marginal effects, there is no reason they should appear in the top
1000 SNPs. So such an interaction would probably be missed. MBS has made
progress in identifying epistasis when we either have a great deal of computa-
tional power or when at least one SNP shows a slight marginal effect. However,



Mining Epistatic Interactions from High-Dimensional Data Sets 207

further research is needed to investigate handling the situation where there are
no marginal effects more efficiently.

After discovering candidate loci-phenotype relationships, researchers often re-
port their significance using the Bonferroni correction or the False Discovery
rate. However, some Bayesian statisticians (see e.g. (Neapolitan, 2008)) have ar-
gued that it is not reasonable to using these methods or any other method based
on the number of hypotheses investigated, particularly in this type of domain. A
simple example illustrating their argument is as follows: Suppose that one study
investigates 100, 000 SNPs while another investigates 500, 000 SNPs. Suppose
further that the data concerning a particular SNP and the disease is identical
in the two studies. Due to the different corrections, that SNP could be reported
as significant in one study but not the other. Yet the data concerning the SNP
is identical in the two studies! It seems the only reason these corrections work
at all is because they serve as surrogates for low prior probabilities. However,
as the previous example illustrates, they can be very poor surrogates. It would
be more consistent to ascertain prior probabilities that can be used uniformly
across studies. Future research should investigate ascertaining prior probabilities
in this domain, and reporting results using posterior probabilities rather than
significance with a correction.
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Chapter 10

Knowledge Discovery in Adversarial Settings

D.B. Skillicorn

School of Computing Queen’s University

Abstract. In adversarial settings, the interests of modellers and those
being modelled do not run together. This includes domains such as law
enforcement and counterterrorism but, increasingly, also more main-
stream domains such as customer relationship management. The con-
ventional strategy, maximizing the fit of a model to the available data,
does not work in adversarial settings because the data cannot all be
trusted, and because it makes the results too predictable to adversaries.
Some existing techniques remain applicable, others can be used if they
are modified to allow for the adversarial setting, while others must be
discarded. General principles for this domain are discussed and the im-
plications for practice outlined.

1 Introduction

Adversarial settings are those in which the interests of those who are analyzing
the data, and those whose data is being analyzed are not aligned. Some set-
tings with this property are obvious: law enforcement, where the analysis aims
to detect criminals and their actions; fraud detection, where the analysis aims
to deter fraud and prosecute it when discovered, especially in areas such as in-
surance and tax evasion; counterterrorism and counterintelligence, where the
analysis aims to deter, detect, and pursue those who want to disrupt a country;
and financial tracking, where the analysis aims to discover money laundering. In
these settings, it is obvious why some of those whose data are being analyzed
are motivated to disrupt the analysis process by whatever means they can.

There are other areas, however, that are also adversarial, but not so obviously.
For example, many businesses use customer relationship management techniques
to try and predict their ‘good’ customers, now and in the future – customers with
the largest net future value. These customers are those who will make the largest
profit for the business over the long haul. Losing such customers to a competitor
is costly, so it is worth spending some money up front to acquire and retain them,
in the hope that this cost will be repaid over the course of the customer-business
lifetime. A customer who is categorized as profitable over the long term has an
opportunity to receive some immediate benefit. Therefore it is in the interests
of every customer to appear to be one of these long-term profitable customers;
but in the interests of the business to keep this category as small and accurate
as possible. The interests of the modellers and those being modelled are quite
different, and so this is an adversarial setting.
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Another area where the interests of customers and businesses tend to be in op-
position is privacy. Customers are forced to share some of their details with a busi-
ness, for example their credit card details and their address for delivery. This may
be unavoidable (although new technologies can help), but customers then expect
the business to keep the information private. However, businesses see such data,
correctly, as enormously valuable, both to themselves but also to other businesses.
In other words, data on customers begins to look like an asset that can be sold in
times of difficulty, or leaked through incompetence. Privacy is therefore another
area where customer incentives and business incentives are not aligned.

There are many situations that are win-win for both the modeller and those
whose data is being modelled. But there are also many situations, perhaps the
majority, where the win is all or mostly on the side of the modeller. This changes
the modelling problem – the modeller cannot simply use standard techniques and
expect them to perform well because those who will lose because of the modelling
will do something about it.

How can adversaries disrupt the modelling process? The easiest way is to
suborn some individual inside the organization that is doing the modelling to
alter the data, alter the algorithms, or alter the results. However, this is of little
interest from a knowledge-discovery perspective. Within the knowledge-discovery
process itself, the only way in which adversaries can affect the modelling is to
alter the data. However, it is useful to distinguish different ways of altering the
data depending on what aspect of the modelling the alterations are targeting.

Adversaries may try to prevent their data being collected at all. How easy
this is to do depends on the exact data-collection mechanism: an image cannot
be collected of someone who doesn’t walk near the CCTV camera. However, it
is becoming increasingly difficult to avoid data collection by non-participation,
so the second manipulation option is to allow the data to be collected but to
make sure that the associated identifying key is either unusable or belongs to
someone else. For example, creating an email address and using it only to send
a single message means that, even if the message is intercepted, the information
about the sender is (almost) useless. Single-use credit card numbers are also
now available for those who want to buy something without the purchase being
connected to other purchases by the same person. If an unusable key field is
not possible, an individual may use the key field belonging to someone else, one
reason why identity theft is popular. Another possibility is to corrupt the key
field, preferably in a way that can be disavowed if it is noticed. For example,
criminals often use permutations of their names because it muddles the search
for their previous records; and humans are prone to reversing digits in long
numbers, so this can always be done deliberately without consequence.

At a more sophisticated level, adversaries may alter the records being collected
to make themselves appear different (better) than they are in the resulting mod-
els. For example, in many criminal settings, adversaries try to create records
that appear more normal or innocuous than they otherwise would so that these
records will not appear as outliers in a clustering.
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The knowledge required to do this is of two qualitatively different kinds: what
do innocuous records look like, and what kind of modelling analysis is being
done with the data. Knowing the first is often straightforward, but not always:
what is the average number of ATM withdrawals made in a month, what is
the average size of a particular deduction on a tax return, what is the average
number of phone calls made each week? Those behaving normally never think
about whether their behavior is actually normal, but those who are trying to
seem normal have to consider this issue; and it may be quite difficult to assess
what innocuous values are. The other risk of trying to look as normal as possible
is that it may create records that are excessively bland, because every attribute
is as normal as possible. In other words, a normal record may not be quite the
same thing as a record all of whose attributes are normal. This pattern is often
noticeable if modellers think to look for it.

The second, knowing what kind of modelling is being done, is more difficult for
an adversary; but, in many contexts, it is possible for an adversary to construct
plausible data and consider how their own data might look in relation to it. This
might require some experimentation with a variety of techniques. Adversaries
have one big advantage: they know what their own data looks like, and can
generate as much of it as they want, whereas adversary records are typically
rare for the data modeller.

Because adversarial settings are a kind of arms race, models may be updated
fairly frequently to take account of the reaction of adversaries to any successful
detection. However, this creates another channel for adversaries to manipulate
the modelling process, by creating records that are likely to be used to train an
updated model. Although they cannot, of course, force their records to be used,
they can create records that appear to be unusually interesting from the perspec-
tive of model update: very close to the current class boundaries, all to one side of
an existing cluster, and so on. If such records are selected for model update, they
distort the revised model and, worse still, distort it in ways that the adversaries
understand. This extra knowledge allows them to exploit the updated model more
effectively than its predecessor. For example, if a particular feature is treated by
the current model as strongly predictive of adversarial activity, adversaries can
create new records that have the feature but are innocuous. If the adversaries are
fortunate, the modellers may cease to believe in this aspect of the model, or they
may select some of the apparently misclassified records for retraining.

At an even more sophisticated level, adversaries may create records that are
designed to subvert the actions and decisions that might be made as a result
of the modelling process – social engineering. As a simple example, some airline
bookings sites allow users to select their own honorific – choosing to call oneself
“Doctor” or “The Honorable” tends to improve the flying experience.

Standard approaches to model building all rely on minimizing the error be-
tween a model and the data from which it was built (or, equivalently, maximizing
the fit). This is not a workable strategy for model building in adversarial set-
tings, because it is too predictable. Even if an adversary does not know precisely
what kind of model is being built, knowing that the global strategy is error
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minimization, it is still be possible for an adversary to estimate the likelihood
of being detected, and to craft records that are likely to subvert the modelling
process. As a very simple example, minimizing the least-squares error is a com-
mon and natural way to fit a surface to a set of data points; moreover, it is
statistically principled. However, the actual surface can be altered substantially
by a single data record that is far from the ‘natural’ surface since this distance
contributes quadratically to the apparent error. Hence distorting the model is
easy (in the sense that it requires forcing only a single record into the training
data) and the effect of the distortion is known to the adversary, given the chosen
record. This simple example illustrates the modeller’s dilemma – using standard
quality measures for models makes the process too predictable.

On the other hand, modellers do have some advantages in adversarial settings.
Adversaries are taking action to avoid being modelled well, and to manipulate
the process. Looking explicitly for signals associated with avoidance and ma-
nipulation may make adversaries more visible in a model than their inherent
differences would have. Also, adversaries in many situations are acting in ways
that are not socially sanctioned. Their awareness of this can generate negative
emotions that sometimes generate signals that may be used to detect them.

2 Characteristics of Adversarial Modelling

We have suggested that, in adversarial settings, new approaches to knowledge
discovery will be needed for effective model building, and to avoid being misled
by adversarial manipulation. We now consider some of the characteristics of the
data that will constrain how to build workable models.

Adversary records will be rare, and will not be very different from
other records. At least for the present, the number of records that represent
adversarial activity will usually be a small fraction of the whole dataset. This
immediately creates problems for discovering boundaries or for clustering, since
there are few samples from one of the classes, the class associated with adversary
action. In other words, adversarial knowledge discovery is often best regarded as
a one-class problem.

Furthermore, the differences between records of adversarial activity and other
records will be small because adversaries will try hard to make sure that they
are. This differentiates adversarial knowledge discovery from research areas such
as outlier detection, which assume that, although the outlying records are rare,
they are also very different from ordinary or normal records. Adversarial records
are pulled away from more ‘normal’ records because the activities of adversaries
are unusual; but adversaries will try to make the difference between these records
and more normal records as small as possible.

Implication: adversarial knowledge discovery is not much like outlier or anomaly
detection.

On the other hand, it can be difficult for adversaries to guess the normal range
and distribution of values for an attribute, especially if it is one with which they
do not have experience. Those who do an activity without regard for the fact that
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data might be collected about it, just do it. Those who think about whether they
are doing it ‘normally’ may find themselves unable to tell, and may overthink,
creating values that are either extreme or, for multiple attributes, too bland.
For example, suppose that a group of conspirators are communicating using
telephone calls. How many calls among them would be in the normal range?
What times of day would be unusual and potentially suspicious? The more such
issues are thought about, the less ‘natural’ the eventual values become. A well-
known example occurs when humans make up numbers – the digit distribution
is detectably different from actual numbers from real-world activities, a property
known as Benford’s Law [22]. This has proven useful in looking for tax evasion
and financial fraud. If it is difficult to guess the values of individual attributes, it
is even harder to guess values that will make the correlations among some subset
of attributes have natural values. For example, a fictitious deduction on a tax
return must have a plausible numerical value – but must also have a plausible
magnitude in relation to, say, total income.

Implication: the attempt to make adversarial records seem normal can back-
fire, creating detectable differences that are either too unusual, too bland, or
correlated in unusual ways.

Implication: collecting unusual or unexpected attributes, or attributes whose
values are hard to alter, may make adversarial records easier to detect because
they preserve the unusual nature of adversarial activity better.

Model building must be inductive, not pattern-driven. Because adver-
sarial records are rare, and not very different from other records, the problem of
detecting adversarial activity cannot be framed as a two-class prediction prob-
lem: innocuous and adversarial. Even if the general form of adversarial activity
is known, say terrorism, there are usually a very large number of potential tar-
gets, methods, timings, and participants; and there is unlikely to be a known
modus operandi because of the desire to surprise, to evade countermeasures, and
to evade detection based on known patterns.

There are some exceptions: for example, in credit card fraud, there is so much
data both of normal transactions and fraudulent ones, and the opportunities for
fraud are limited to only a few mechanisms (at least at the retail level) so robust
rules for predicting fraud have been developed and are routinely applied. For
certain kinds of tax and financial fraud, well-worn techniques are often used and
can be checked for explicitly. Even here, though, it is as well to continue to look
for newly developed fraud techniques.

The variability of adversarial actions and so profiles in data is often taken to
mean that prediction is useless in adversarial settings [17, 24], but that is not the
case. First, prediction can be used for risk, so that resources to deal with adver-
saries are deployed in ways that maximize return on effort. Second, although the
particular characteristics of adversaries may be inaccessible or rapidly changing,
metacharacteristics such as evasion and social shame are general across many
different kinds of adversarial activity, so explicitly looking for such markers may
allow useful prediction.
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Implication: model building must be inductive overall; but models that ex-
plicitly look for metacharacteristics of concealment, manipulation, and shame
may see better separations of adversarial records than models trained only on
the overt differences in the data.

’Normal’ can be approximated by ‘frequent’. Because adversarial activity
is rare and unusual, any records that are ‘frequent’ in the data, that is that
are similar to many other records can plausibly be considered ‘normal’ (i.e. non-
adversarial). In other words, records that capture common activities are unlikely
to be adversarial records. Thus it is straightforward to divide a dataset into two
parts: common and otherwise. This is a big advantage: the common part is likely
to be by far the larger, and attention and resources can be focused on the smaller
subset of the remaining records. These records putatively contain records of both
adversarial activity and other unusual, rare, and eccentric activity. It may be
more difficult to separate these cases when a single adversary (a “lone wolf”) is
present because it is hard to tell eccentric and bad from eccentric and innocuous.
However, much adversarial activity occurs in (small) groups, and so a cluster of
similar but unusual records is typically a strong signal for adversarial activity.

Implication: the difficult part of model building is separating unusual records
into adversarial ones and others.

3 Technical Implications

These characteristics of the data used for modelling in adversarial settings mean
that some standard techniques should not be used, while others will still perform
well. Table 1 illustrates some of the popular algorithms in each category.

Table 1. Appropriateness for adversarial modelling

Prediction Clustering

surface fitting distance-based
Poor tree based distribution-based

support vector machines
k-nearest neighbor
ensembles density-based

Better random forests hierarchical
neural networks

For prediction, any form of surface fitting, for example regression equations,
suffers from the problem that it is inherently error minimizing, that large outliers
have much influence on the shape of the eventual model, and its general behavior
is easily guessed without too much detailed information. Tree-based predictors
such as decision trees [23] seem at first as if they should be quite robust predic-
tors – after all, their internal structure is known to change substantially with
small changes in the training data (although their prediction accuracies do not
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change much). However, it turns out that it is relatively easy to alter the deci-
sion boundaries in predictable ways by inserting only a small number of carefully
chosen training records [14]. Support vector machines [5, 10], although one of
the most effective predictors known, are also vulnerable because the decision
boundary chosen depends only on the support vectors, which are typically only
a small fraction of the training records. Thus a single inserted record, if it lies
close to the decision boundary, can cause the boundary to rotate. This creates
regions where the prediction of model differs from the ‘true’ prediction, and in
a predictable way. k-nearest neighbor and rule-based predictors base their pre-
dictions on some local region of the data space. This makes them vulnerable to
adversaries salting particular regions with innocuous-seeming records in order
to conceal the presence of adversarial records near them [14].

For clustering, distance-based methods, such as k-means, can separate innocu-
ous and adversarial clusters when they are well-separated – but we have argued
that this is usually not the case. If adversarial records lie close to larger clus-
ters of innocuous records, distance-based clustering algorithms will merge them,
concealing the existence of the adversarial clusters. Distribution-based methods,
such as EM [12], also have trouble separating clusters where one is a small fringe
of another. They are likely to see the combination as two overlapped clusters
with similar centers and slightly different extents. This is especially so if one or
two extra records far away from both clusters can be inserted into the data [13].

Techniques that are effective for adversarial modelling tend to be more com-
plex internally. Their opacity from the point of view of understandability of
the model, usually a drawback in mainstream knowledge discovery, makes them
hard for adversaries to attack. For prediction, ensemble techniques work well
because their prediction is a global integration of the predictions of many com-
ponent models, built from different subsets of the training data. Some of these
component models may be misled by adversarial manipulation, but the fraction
that are is related to the fraction of misleading records which must, in practice,
be small. Also adversaries cannot control which component models are built
from which records, so it is much harder to estimate the effect of a particular
manipulation. Random forests [4] are a special form of ensemble in which each
component model is built from a subset of both records and attributes, making
it even harder to manipulate. Since it is one of the most effective predictors
known, this makes it the model of choice for prediction in adversarial settings.
Neural networks [2] are also resistant to manipulation because they take into ac-
count all of the correlation among attributes. It is extremely difficult to produce
artificial, misleading records for which correlation matches that of real data; and
even harder to do so with a particular purpose to mislead. Unfortunately, neu-
ral networks are also expensive to train which limits their usefulness for many
real-world problems with large data.

For clustering, density-based methods are more appropriate for adversarial
settings because even small, fringe clusters typically have regions of lower den-
sity between them and larger clusters that they are trying to resemble. This
depends, of course, on being able to choose the distance scale between neighbors
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to be smaller than the separation between clusters, which might not be straight-
forward. Hierarchical clustering starts with each record in its own cluster and
repeatedly connects the ‘closest’ two clusters (where ‘closest’ can have a number
of meanings). A fringe cluster is likely to be connected to its larger neighbor
later (and so higher) in the clustering than its size would indicate. Graph-based
methods allocate a point to each record and connect points when the associated
records are similar, using some measure such as correlation. However, spectral
embeddings of the resulting adjacency matrix [27] place points so that the Eu-
clidean distance between them reflects global similarity, using some extension of
local (pairwise) similarity such as electrical resistance or commute time. Global
similarity is emergent from the total dataset, and so is both good at discovering
small but consistent separations, and resistant to manipulation.

In general, the way in which boundaries are computed in both prediction and
clustering depends on an assumption that the data on either side are represen-
tative samples of the ‘real’ data that is being modelled. In adversarial settings,
this is never true because there are so few examples of records of one type, and
some records of both types may have been manipulated. Thus choosing bound-
aries is necessarily more problematic than in mainstream knowledge discovery.
There are advantages to using approaches that allow the boundary to be chosen
independent of the underlying knowledge-discovery algorithm.

Many prediction algorithms have mechanisms for associating some indication
of confidence with each prediction. For example, the distance from the decision
boundary in an SVM is a surrogate for confidence; ensemble techniques can pro-
vide the margin between the number of component votes for the winning class and
the next most popular class; and neural networks can be built to provide a pre-
diction plus a confidence as another output. In each case, these confidences can
be interpreted as how much each record resembles those of the innocuous class. In
fact, they allow records to be ranked by how ordinary they are.

From such a ranking, a practical decision about where to draw a boundary can
be made, but as a separate decision from the construction of the model itself. For
example, the density of records in the ranking can itself provide some indication
of where normality ends and abnormality begins (under the assumption that
frequent = normal). In many practical situations, there are not enough resources
to pursue every adversarial record, so it is also useful to be able to determine
which are the most egregious cases. For example, in tax evasion, and medical
and insurance fraud, there are many more frauds than could be pursued, but it
is helpful to be able confidently to pursue those likely to be worst.

Another reason to separate choosing the boundary from building the model
is that it enables the overall process to be built in a pipelined, rather than a
monolithic way [25, 26]. It is hard to build a single predictor with exactly the ap-
propriate boundary in any setting. However, putting weaker predictors together
in a pipeline can achieve better overall performance. The first stage constructs
a model but the boundary is set in such a way that there are no (or vanishingly
few) false negatives, so no adversarial activity is missed. There will, of course, be
many false positives. Those records that are classified as innocuous can now be
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safely discarded. Now the remaining dataset can be used to build a second-stage
model. It is built from less data but can be more sophisticated. The results of the
second model are treated in the same way: records that are certainly innocuous
are discarded but any that might be adversarial are retained, and a third model
built. At each stage, the boundary is chosen to pass records that are potentially
adversarial, but to drop records that are certainly innocuous. In a sense, it does
not matter how good each stage is, as long as some records are discarded by each
one. The accuracy of prediction increases down the pipeline because the pool of
training data is smaller, and has a higher fraction of adversarial records.

In clustering, too, it is helpful to be able to consider the position of boundaries
between clusters independently of how those clusters were defined or discovered.
For example, k-means places boundaries halfway between cluster centroids; while
EM does not bound clusters at all since they are represented by probability den-
sities. After an EM clustering has been constructed, clusters can be bounded
by a particular probability, creating clusters with edges, and regions that do
not belong to any cluster. Points within these latter are some form of outlier
– they have low probability of being associated with any cluster. Points that
lie in the overlap of probability-bounded clusters are ambiguous and may de-
serve greater attention. Density-based clustering does not have a natural way to
impose boundaries after the fact, but using k-nearest-neighbor measures within
each cluster can discover regions that are less well connected.

In the previous section, we suggested that there are two ways in which ad-
versaries might make themselves more differentiated from everyone else: signals
associated with their attempts to conceal and manipulate, and signals arising
from social shame because they are doing things that are socially unacceptable.
These signals might not be very strong if only conventional data is collected and
analyzed, but can sometimes be detected if their possible presence is built into
the modelling process from the beginning.

One of the problems that adversaries face is that they want, as far as possible,
to remain difficult to detect using any form of modelling. This puts pressure on
them to modify their behavior, and the records it generates, in as many different
ways as they can think of. They want to seem ‘ordinary’ in every conceivable
way. This creates records that are unusual in their internal pattern of correlation,
because no individual record in a set of ‘ordinary’ records is individually ordinary.

In settings where the attributes are either the result of direct mental effort or
arise from strong social norms, the creation of detectable artifacts is particularly
strong. Whenever the normal process associated with an attribute has a large sub-
conscious component, attempting to reproduce the process consciously causes odd
results. Humans are just not good at doing something unnatural in a natural way.

For example, language production is largely subconscious. When an individual
is saying something to create an effect, rather than because it is the natural way
they would say it, there is a tendency for the result to seem stilted and artificial.
This is the difference between good actors (rare) and amateur actors – when an
amateur is speaking on stage, we keep being reminded that it is performance
because the language rhythms and body language are disfluent and improperly
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correlated. Fong, Skillicorn and Roussinov [15] showed that attempts to replace
‘dangerous’ words in communications likely to be intercepted by more innocuous
words, using a word code, left a detectable signal in the resulting text, even when
the word was well matched (for example, in typical frequency, part of speech,
and so on) to the word it replaced.

Humans are extremely good at detecting the signals of unnatural activity
behind apparently natural acts – words such as “furtive” and “skulking” exactly
capture our ability to do this. Presumably the analysis behind these human skills
can eventually be implemented in, for example, video analysis software. Indeed,
Saligrama has built systems that are able to predict a change in trajectory of a
vehicle before a human can [16].

It is easier to detect adversarial activity when the attributes being captured
are either ones that adversaries are unaware of, or ones whose values they cannot
change. A major category of such attributes has emerged from recent work in psy-
chology showing that the function words in speech and text, those little words that
provide a framework for the content rather than the content itself, are very reveal-
ing of internal mental state. For example, changes in the way such words are used
can detect deception [21], power in a relationship [9], personality [8], gender [19],
and even mental and physical health [6]. Other properties such as authorship and
political orientation are also detectable from properties of text [1, 7, 11, 18, 20].

In all knowledge discovery, but especially in adversarial settings, a single
model, no matter how sophisticated, should never be used alone. Every model
should be hardened by placing it in the context of another, usually simpler, model
that deals with expectations. With a single model, whatever happens, happens.
With two models, discrepancies between what was expected and what actually
happens provide important signals. In adversarial settings, such discrepancies
are robust ways to identify potential weaknesses and attempts to manipulate.

Consider a simple predictor. Its decision boundaries are the result of differ-
ences between the classes in the training data that was used to build it. This
training data almost certainly did not occupy the whole of the potential space
spanned by the available attributes; in fact, typically the training data is a small
manifold within that space. Two kinds of new data might be presented to the
deployed predictor: records from part of the space unlike that used in training;
and records that lie near the constructed boundaries. An example is shown in
Figure 1. The point labelled A will be classified as a member of the cross class,
but there is no justification for this because no data like it was seen during
training. The point labelled B will be probably be predicted to be in the circle
class, but this prediction should be understood as very weak, because again no
data like this was seen during training. Even if this predictor provides confidence
information associated with each prediction, the problem with a point like the
one labelled A will not be noticed because it is far from the boundary, and so
appears to be confidently predicted. This is a weakness in an adversarial setting
because some records can slip through the predictor without raising the red flags
that they should.
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A

B

Fig. 1. Two points that a predictor trained on the circles and crosses cannot properly
interpret

Such a predictor can be hardened by adding extra models that analyze the
flow of data and predictions at a meta-level [3]. These extra models need to
address three issues: Is the input similar to the data that was used to build the
model? Is the mapping of the input approximately what would be expected?
Is there any trend in the actions or performance of the predictor? Of course,
these extra models can be simpler than the main model – their role is to act
as ‘sanity checks’ on the performance of the main model. But consider how the
presence of these extra models helps to harden the predictor. New data that
does not resemble training data (for example, point A in the figure) can be
reported as unpredictable for that reason, and some other appropriate action
can be taken. In an adversarial setting, such records are probably inherently
suspicious. New data that does not fit with the structure as understood by the
model embedded in the predictor (for example, point B in the figure) can be
reported as interesting. This interesting label may be interpreted as an attribute
of the record, causing it to receive more careful scrutiny, but it could also be
interpreted as indicating a weakness of the model itself – perhaps that it is not
rich enough to represent the data fully, or that the boundaries are not properly
placed. Finally, watching the input data as a stream, and the predictions and
confidences as a stream, allows the detection of changes in the outside world
that indicate that the predictor should be retrained. For example, if statistics of
the input records are changing or the distribution of predictions across classes is
changing, the setting is probably changing too, and it is dangerous to continue
to use a predictor built for a situation that no longer exists.

4 Conclusion

Knowledge discovery in adversarial settings is not simply another application
domain of mainstream knowledge discovery. The nature of the problem, and
both the difficulties and new opportunities provided by the properties of adver-
saries require rebuilding the technology of knowledge discovery from the ground
up. Some techniques, for example ensemble predictors, continue to have a role,
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while some mainstream technologies, for example support vector machines, are
no longer appropriate. Simple models of the process, such as DM-CRISP, are
not appropriate either, but the “arms race” nature of the problem needs to be
incorporated, so that adversarial knowledge discovery can exploit incremental
and stream techniques. At present, adversarial knowledge discovery is being ap-
plied in areas such as law enforcement, insurance, counterterrorism, and money
laundering. However, an increasing number of domains will become at least a
little adversarial in nature as the benefits of knowledge discovery become better
understood, and the players fight to share these benefits equitably. Adversar-
ial knowledge discovery is therefore a growth area, both from a research and
application perspective.
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Abstract. In this chapter we provide an overview of Internet forums,
their architecture, and characteristics of social-driven data generated by
the online community of Internet forum users. We discuss issues involved
in Internet forum data acquisition and processing, and we outline some of
the challenges that need to be addressed. Then, we present a framework
for analysis and mining of Internet forum data for social role discovery.
Our framework consists of a multi-tier model, with statistical, index and
network analysis tiers serving as knowledge discovery tools at different
levels of analysis. We also show how using methods of social network
analysis, in particular, the analysis of egocentric graphs of Internet forum
users, may help in understanding social role attribution between users.

1 Introduction

In this section we introduce the reader into the world of Web 2.0. In Section 1.1
we informally define Web 2.0 and we discuss main rules for Web 2.0 applications,
explaining how this notion revolutionizes modern software development. We con-
centrate on distinct features that differentiate Web 2.0 from previous software
development paradigms and we demonstrate how changes induced by Web 2.0
affect the data generated by social applications. In particular, in Section 1.2 we
describe an interesting switch from the pull architecture to the push architecture
of information transfer. This switch bears considerable consequences for the re-
search presented in the chapter. Section 1.3 is devoted to Internet forums, which
are a new form of conversation. We describe the nature of Internet forums and
unique characteristics of this communication medium.

1.1 What Is Web 2.0?

The term Web 2.0 has been coined by Tim O’Reilly in 2004 during the first
O’Reilly Media Web 2.0 conference. According to O’Reilly [20]

� Research supported by the Polish Ministry of Science grant N N516 371236.

D.E. Holmes, L.C. Jain (Eds.): Data Mining: Found. & Intell. Paradigms, ISRL 25, pp. 225–263.
springerlink.com c© Springer-Verlag Berlin Heidelberg 2011



226 M. Morzy

Web 2.0 is the business revolution in the computer industry caused
by the move to the Internet as platform, and an attempt to understand
the rules for success on that new platform. Chief among those rules is
this: build applications that harness network effects to get better the
more people use them.

The above definition of Web 2.0 can be extended by a few rules formulated by
O’Reilly [20]:

– the perpetual beta: software is not an artifact, it is a way to engage with
users,

– small pieces loosely joined: data and services should be opened to others
for re-use, similarly, external data and services should be re-used whenever
possible,

– software above the level of a single device: applications are not bound
to specific clients or servers, instead, they exist in the space between devices,

– the law of conservation of attractive profits: open APIs and standard
protocols do not contradict the idea of competitive advantage,

– data is the Intel inside: source of future lock-in and competitive ad-
vantage is not software or hardware architecture, but user-generated data,
namespaces, and proprietary formats.

The above rules are important and relevant in the context of the chapter, because
they define a business model transition. Many people perceive Web 2.0 as a set of
buzzwords, teenager Web applications, and a certain graphic design style. These
people criticize the entire idea of Web 2.0 as being yet another dot-com bubble,
similar to the one of March, 2000. Contrary to these claims, we will accept the
perspective advocated by O’Reilly et al., that Web 2.0 defines a new quality
in software engineering and provides a new paradigm for both the application
design and mining of social data. Figure 1 is the famous mind map of Web 2.0
created by Markus Angermeier and it perfectly summarizes main themes and
subjects of Web 2.0.Below we discuss the rules of Web 2.0 in detail and we
explain how they relate to the research on Internet forums.

The first rule disqualifies software as an artifact, a by-product of software
development, but defines software as means to communicate and engage with
users. Indeed, a user contribution is crucial for the success of modern software.
This rule coincides with the second rule that encourages opening of applica-
tion programming interfaces (APIs) and services, as well as sharing the data.
One can hardly challenge this point. The immense success of services such as
Google Search, Goolge Maps, Facebook, Amazon, and many others, lies primar-
ily in enabling access to these services via open APIs. Openness and accessibility
of both services and data allow thousands of external contributors to develop
value-added solutions on top of existing systems. As an example, consider the
hugely successful social network Facebook. In only six months dating from the
launch of Facebook Platform, the open API to create applications that can be
merged with Facebook personal pages or that utilize core Facebook features,
the number of applications created by external contributors exceeded 10 000! As
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Fig. 1. The map of Web 2.0

another example, consider Yahoo! Pipes, a mash-up feed aggregator that allows
users to create vertical search applications merging hundreds of data sources into
one flow of logic and data. Today, thousands of pipes exist that aggregate news
and data feeds from places so diverse as the photo sharing service Flickr, the
weather forecast service provided by US National Oceanic and Atmospheric Ad-
ministration, stock quotes from Google Finance, or personal favorite music lists
scratched from iTunes feeds. This re-usal of data and services creates incredible
synergy of Web 2.0 services. The third rule basically departs from deprecated
software architectures, such as the client-server architecture, and advocates the
adoption of multi-tier and service-oriented architectures, where software compo-
nents act like autonomous agents communicating and exchanging data. This rule
is mainly dictated by unprecedented advances in personal and mobile computing
hardware. The pace of innovation in these devices makes software development
window very tight and, effectively, dictates the need to develop software inde-
pendently of a current hardware platform. The fourth rule is the axiom of open
source community. The main idea is that the profit and competitive advantage
lies not in proprietary closed code, but in innovation, adaptation, and ease of
approval. This belief, being questionable a few years back, gains more weight
as the number of free services increases. In almost all software categories one
may find open source replacements of proprietary software, being it office suites,
business intelligence tools, web analytics, hosting services, etc. Finally, the most
important fifth rule states that the main reason for lock-in and the most valu-
able asset is neither software nor hardware, but the data itself. This conviction
has been long popular among database engineers, but not widespread in com-
puter science community. Software platforms change every five years, hardware
platforms change every seven years, but the data remain forever. This claim
may seem exaggerated, but it is counter-intuitively correct. Most contemporary
database systems do not consider deleting any data and many free services do
not impose limits on the volume of data being stored. Storing and querying
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data has become easier with advances in relational database technology, but ac-
quiring data and feedback from users is difficult. The main mantra of Web 2.0
proponents is to turn spectators into participants. This means creating incen-
tives for users to participate and contribute. Many solutions from the world of
Web 2.0 rely heavily on users’ input, e.g., folksonomies, blog networks, wikis,
recommender engines. Companies that manage to attract the biggest crowd of
devoted followers are most likely to gain competitive edge and win the race.
Other sources of success are namespaces and proprietary formats. Examples of
namespaces include Compact Disc Database (CDDB) operated by Gracenote
Inc., Network Solutions managing almost 8 million domain names, or VeriSign
managing digital certificates, payments processing, and root nameservers. Pro-
prietary formats include, among others, formats from Microsoft Office tools or
Apple iTunes. All these examples represent popular formats and solutions that
have reached the critical mass of popularity and acceptance, and are perceived
as de facto standards despite being proprietary assets.

The above rules define the transition to a new software development paradigm,
a new approach to users, and a new approach to collaboration and cooperation.
By itself, these changes should not affect any data mining activities, because the
algorithms for pattern discovery are oblivious to particular software architecture.
However, the paradigm shift enforced by the Web 2.0 revolution strongly affects
the data gathered and processed by Web 2.0 applications. As we will discuss in
Section 2, the changes to data distributions, data quality and data semantics are
so profound, that traditional data mining algorithms cannot cope with these data
and new methods must be developed in order to discover meaningful patterns.

1.2 New Forms of Participation — Push or Pull?

One notable change introduced by Web 2.0 patterns in software development is
the switch from the pull architecture to the push architecture. Generally, it is
not an improvement, but merely a philosophical change. For many years propo-
nents of both architectures have been waging a religious war over merits of both
approaches. Briefly speaking, the pull architecture refers to a situation where
information is actively searched and retrieved (pulled) from the network. A clas-
sical example of the pull architecture is the World Wide Web, where users send
HTTP requests to servers in order to obtain documents. In contrast, in the push
architecture a recipient of information waits passively and information is being
automatically delivered (pushed) by an underlying framework. An example of
the push architecture is electronic mail, where desired information is pushed
into recipient’s mailbox by an underlying mail transfer protocol. The particu-
lar choice of one architecture over another has many important consequences
outlined below.

– openness : pull is publicly available and can be performed by anyone, push
requires prior registration, subscription, or any other type of relationship,

– demand anticipation: pull is unpredictable and difficult to forecast, push is
limited to a known number of subscribes,



Analysis and Mining of Online Communities of Internet Forum Users 229

– deliverability: pull is usually based on request-response semantics and can
be armored with delivery guarantees, push must use some kind of acknowl-
edgment protocol to guarantee delivery,

– updates : pull is less scalable w.r.t. updates due to constant polling for up-
dates, push is more scalable as updates can be managed by notifications,

– network bandwidth: pull is suited for frequent polling because response is
delivered for every request, push is suited for infrequent updates because
notifications are sent only when necessary.

In Web 2.0 environment the push architecture is strongly preferred over the
pull approach. Pushing data to users is the leading characteristic of technologies
such as blogs, podcasts, instant messaging, mashups, and pipes. The departure
from the model in which a user is actively searching for information in favor
of information actively searching for a user results in a drastic improvement of
quality and reliability of information obtained by a user. This phenomenon can
be explained as follows. As we have noticed earlier, the push approach is based on
a subscription (or a similar relationship) to a data source. Subscriptions may be
managed individually for each service (a podcast or a blog), but most users rely
on centralized subscription hubs to manage their subscriptions. For podcasts,
the most important hub is the iTunes online service. For blogs, there are blog
ranking sites (Technorati, Alexa), blog hosting sites (Blogger), blog publishing
systems (Wordpress), and blog aggregators (Bloglines, Google Reader). These
hubs are used both as entry points to the blog network (or podcasts, or any other
information service), and as quality guarantors. Hubs promote high quality data
and help disseminate valuable content among information recipients. As the
result, quality and reliability of data increase, making data more attractive from
data mining perspective. We discuss implications of the Web 2.0 architecture on
social-driven data in greater detail in Section 2.

1.3 Internet Forums as New Forms of Conversation

An Internet forum is a Web application for publishing user-generated content
under the form of a discussion. Usually, the term forum refers to the entire com-
munity of users. Discussions considering particular subjects are called topics or
threads. Internet forums the Latin plural fora may also occasionally be used)
are sometimes called Web forums, discussion boards, message boards, discussion
groups, or bulletin boards. Internet forums are not new to the network commu-
nity. They are successors of tools such as Usenet newsgroups and bulletin board
systems (BBS) that were popular before the advent of the World Wide Web.
Messages posted to a forum can be displayed either chronologically, or using
threads of discussion. Most forums are limited to textual messages with some
multimedia content embedded (such as images or flash objects). Internet forum
systems also provide sophisticated search tools that allow users to search for
messages containing search criteria, to limit the search to particular threads or
subforums, to search for messages posted by a particular user, to search within
the subject or body of the post, etc.
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The most important feature of Internet forums is their social aspect. Many
forums are active for a long period of time and attract a group of dedicated users,
who build a tight social community around a forum. With great abundance of
forums devoted to every possible aspect of human activity, such as politics,
religion, sports, technology, entertainment, economy, fashion, and many more,
users are able to find a forum that perfectly suits their needs and interests.
Usually, upon joining the forum a user pledges to adhere to the netiquette of
a forum, i.e., the set of rules governing the accepted format and content of
posts. Some forums are very strict about enforcing netiquette rules (e.g., a family
forum may not tolerate any form of cursing or sexually explicit content), and
some forums do not enforce netiquette rules at all. Two types of special users
are present to protect the forum and enforce the netiquette. Administrators
have a complete set of rights and permissions to edit and delete abusing posts,
to manage threads of discussion, to change global forum settings, to conduct
software upgrades, to manage users and their accounts, to ban users who do
not comply with the netiquette, and to stick popular threads and create word
filters for posts. Moderators enjoy a subset of rights and permissions granted
to administrators. Moderators are commonly assigned the task to run a single
forum or a single thread and moderate the discussion by issuing warnings to
users who do not comply with the netiquette. Moderators can suspend users, edit
and delete questionable posts, and temporarily ban users who breach the rules
of the forum. Forums may require a registration and a login prior to posting a
message, but there are also popular forums where anonymous users are allowed to
post. As we shall see in Section 2, anonymity and pseudo-anonymity drastically
lower the quality of data and information available on a forum. Besides, the
registration requirement creates a strong liaison between a user and a forum,
building durable social bindings. Unfortunately, even registration does not shield
forum community from trolls, malevolent users whose sole intention is to spark
heated discussion, ignite controversy, or post offensive and abusive contents.
Trolls usually have no other merit or purpose than to irritate and offend other
users, misusing pseudo-anonymity offered by the Internet. Trolling is just one
example of the obtrusive social cost of cheap pseudonyms which can be created
and used at no cost. Indeed, trolls fear no real retaliation for their vandalizing
behavior other than a ban on a given identity. As the registration is almost
always free of charge, there is no incentive for a troll to preserve her identity.

In Section 1.2 we have discussed major differences between the pull and push
software architectures. Internet forums are a great example of the pull archi-
tecture. Users are required to login to a forum on a regular basis and follow
discussions pro-actively. Without regular readership and involvement a user can
easily loose the context of discussion or weaken the ties to the community. There-
fore, Internet forums require active user participation. Some forums offer email
notification, which allows users to subscribe to notifications about posts to a
specific thread or subforum that is particularly interesting to them. Unfortu-
nately, this does not significantly change the overall pull architecture, because
this option is of little usefulness. There are simply too many posts for an email
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interface to handle and users have to choose between having to login to a forum
and browse posts manually, or cluttering their email inbox with hundreds of
highly similar messages.

As we have noted earlier, Internet forums are not a new concept, but merely
an improvement over Usenet newsgroups and dial-up bulletin boards. They differ
from Usenet groups in that they do not use email interface or specialized news
reader, but utilize a standard Web interface accessible from a standard browser.
They differ from blogs, because they use the pull architecture (as opposed to
the push architecture commonly used by blog readers) and they support the
model of “many writers, many readers” (as opposed to the model of “one writer,
many readers” employed e.g. by blogs). Also, the ability to create strong social
bonds among members of a forum is quite unique with respect to other Web 2.0
technologies. We use this distinctive feature of Internet forums to mine forum
data in search of social roles of participants in Section 3.

2 Social-Driven Data

In this section we investigate the properties of social-driven data. In Section 2.1
we introduce and formally define the notion of social-driven data and we outline
the problems and challenges in analyzing these data. In Section 2.2 we describe
data harvested from Internet forums. We first present the technological back-
ground on the Internet forum architecture and we describe volumes and nature
of Internet forum data.

2.1 What Are Social-Driven Data?

The Web 2.0 revolution changes many things, among others, it creates a flood of
social-driven data. An enormous increase in volumes of data being produced and
gathered can be only compared to the widespread adoption of automatic data
generation and data gathering devices witnessed in the mid-90’s, when technolo-
gies such as bar code readers ushered in the immense increase in volumes of data
processed by information systems. These data were generated and processed au-
tomatically, giving birth to data mining and online analytical processing. By
contrast, data to be analyzed and mined today are not created automatically,
but they emerge from social relationships and direct inputs from humans. Wikis,
tags, blogs, or Internet forums produce vast amounts of data, but the quality
and consistency of the data is questionable, to say the least.

Prior to defining the notion of social-driven data, we need to introduce the
notions of a social network and a social process. A social network is a structure
made of entities that are connected by one or more types of interdependency.
Entities constituting a social network may represent individuals, groups or ser-
vices, and relationships between entities reflect real-world dependencies result-
ing from financial exchange, friendship, kinship, trust, dislike, conflict, trade,
web links, sexual relationship, transmission of diseases, similarity of hobbies,
co-occurrence, participation, etc. Relationships may be directed or undirected,
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as well as weighted or unweighted. This description is very broad and covers
many different types of network structures. The most important and distinctive
feature of a social network is the fact, that the entities constituting the network
represent humans or human groups. The nature of a network and its parame-
ters (such as density, average path length, diameter, centrality, etc.) are defined
by the characteristics of relationships linking individual entities. Therefore, the
analysis methods are mostly driven by the definition of relationships.

A social process is a process involved in the formation of groups of persons.
The formation of groups may lead to absorbing one group into another (assimi-
lation), to achieve an advanced stage of development and organization (civiliza-
tion), to become or being made marginal, especially as a group within a larger
society (marginalization), or to engage in an activity for pay or as a means of
livelihood (professionalization). A social process can be perceived as any kind
of process involving humans or human groups. We use such broad definition
purposefully to allow both online auctions and moving objects to fall into this
category. Social processes emerging around social networks bear important im-
plications both for content creators and content consumers.

Social-driven data are the data created by an underlying social process or
acquired from a social network. Social-driven data are either created explicitly
by humans (tags, wikis, blogs) or created as a direct result of human social
activities (trading, moving, conversating). This definition of social-driven data
is general enough to contain blogs and Internet forums as obvious examples of
social-driven data, but also online auctions and moving objects as data resulting
from social processes. Social-driven data are, in many aspects, different from
traditional structured data. Main differences arise from the way social data are
generated, acquired, and used. Below we outline main problems and challenges
in analyzing social-driven data.

1. Social-driven data are incomplete. Apart from rare situations when social
networking sites publish their data, most available social-driven data is ac-
quired by programmatically scratching social networking sites with crawlers.
This method can be used to gather large amounts of blog data, Internet
forum data, or wikis. Unfortunately, harvesting data from the Web using
crawlers imposes limitations that are difficult to overcome. Firstly, crawlers
must adhere to the netiquette with respect to the frequency of requests and
available download paths. These rules are often explicitly defined by the
means of the Robots Exclusion Protocol (also known as robots.txt proto-
col) or Robots <META> tag. Secondly, crawlers are capable of reaching only
the surface Web, i.e., the portion of the World Wide Web indexed by search
engines. Underneath the surface Web, also known as the visible Web, lurks
a much bigger deep Web, also referred to as the Deepnet, the invisible Web,
or the hidden Web. This is the part of the Internet that is unreachable for
search engines. There are many reasons of why a particular document may
belong to the deep Web. For instance, almost all dynamic content generated
in response to parametrized user queries is unreachable to crawlers, as well
as content belonging to the private Web hidden behind a mandatory login.
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Recently, scripting languages and frameworks such as JavaScript, Flash or
AJAX are often used, but the links generated by client-side scripts are not
accessible to crawlers. It is estimated that the deep Web is larger than the
visible Web by a few orders of magnitude. As of the time of writing the size
of the deep Web is estimated to reach 100 000 TB whereas the surface Web
amounts to merely 170 TB.

2. Social-driven data are dirty. This is probably the biggest problem hindering
the ability to analyze and process social-driven data. The amount of spam
in social-driven data is difficult to measure, and depending on the source of
information the estimates vary from 80% to over 95% of all user-generated
data being spam. As of 2010, there were more than 140 million blogs indexed
by Technorati blog search engine, among them around 35-40 million non-
spam blogs and 12-16 million active blogs in terms of new posts. Probably,
the most meaningful part of the blogosphere is covered by 4-5 million blogs
and all the rest is just plain rubbish. Spam social sites are so abundant due to
their impact on the ranking of documents produced by search engines. These
sites serve two main purposes: to display ads and to artificially inflate the
ranking of the referred sites. In the first case, a social site contains a copy-
paste of some meaningful content stolen from a regular site or a mashup of
popular keywords randomly thrown into legitimate text. In the second case,
a social site belongs to a spam farm (a network of thousands of interlinked
sites) to give its referred sites more inbound links and deceive link mining
algorithms, such as PageRank. Pruning spam content is difficult and requires
an intensive pre-processing of harvested social-driven data.

3. Social-driven data lack structure. The ability to derive structure is essen-
tial in mining any type of data. Unfortunately, with social-driven data it is
very difficult to assume anything about the structure and the format of data
acquired from crawlers. The primary cause of this difficulty is the lack of
standards regarding social-driven data. For Internet forums no agreed upon
formats exist and almost every website uses custom data structures. As a
consequence, a tailor-made mapping must be constructed for each single web-
site to cast the data harvested by a crawler into a database. Needless to say,
this requirement makes social-data acquisition expensive and cumbersome.

4. Social-driven data are mutable. Social-driven data are usually presented in
the form of a graph or a network. Nodes in the network appear and disappear
freely, relationships forming edges in the network may fade over time, and
the topology of the network changes constantly. As the result, constructing
a static view of the network may be difficult, if not impossible. The lack
of a single unifying view of the network makes the transition between net-
work states indeterministic and must be accounted for in every algorithm
for mining social-driven data. On the other hand, social-driven data usually
form a scale-free network [6], with the distribution of node degrees given by
P (k) ∼ k−γ where P (k) is the probability that a node has the degree of
k, and the coefficient γ usually varies between 2 and 3. In other words, a
scale-free network consists of a small number of high degree nodes, called
hubs, and a large number of nodes with low degree. Because social-driven
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data networks grow accordingly to the Barabási-Albert model (also known
as the preferential attachment), the resulting network is a scale-free net-
work. One of the most important properties of scale-free networks is their
robustness and resistance to failures. If nodes in the network fail with equal
probability, then a failure of an ordinary node does not affect the rest of the
network, these are only failures of hubs that may influence the network as
a whole. Because the number of hubs is negligible when compared to the
size of the network, the peril of bringing the network down is minimal. In
addition, every change of an ordinary node passes almost unnoticed. From
the algorithmic point of view, only a small percentage of data alterations is
interesting, and all alterations of ordinary nodes may be ignored without a
significant loss of precision, because the alterations of ordinary nodes do not
affect the global properties of the social networks.

5. Social-driven data are multi-lingual. In the beginning, the lingua franca of the
Internet was English. Today, the Web has become linguistically much more
diverse. According to Internet World Stats [10], top 10 languages used in the
Web cover almost 85% of Internet users population, with English accounting
for 30.4% of all Internet users, Chinese accounting for 16.6% of Internet
users, and Spanish accounting for 8.7% of Internet users. Interestingly, the
fastest language growth in the Internet can be observed for Arabic (2060%
in years 2000–2008), Portuguese (668% over the same period) and Chinese
(622% over the same period). Often, mining social-driven data requires some
basic degree of natural language processing. When analyzed documents are
written in different languages, multiple lexers and parsers are required, with
multiple tokenizers and stop-word lists. Furthermore, semantic similarity is
harder to discover when translations are present in the data.

Having outlined the main problems and challenges in mining social-driven data,
we now proceed to the presentation of the data crawled from Internet forums.

2.2 Data from Internet Forums

Internet forums have recently become the leading form of peer communication
in the Internet. Many software products are available for creating and admin-
istering Internet forums. Usually, Internet forums are complex scripts prepared
in the technology of choice: PHP, CGI, Perl, ASP.NET, or Java. Threads and
posts are stored either in a relational database or in a flat file. Internet forums
vary in terms of functions offered to its users. The simplest forums allow only to
prepare textual messages that are displayed chronologically using threads of dis-
cussion. Sophisticated forum management systems allow users to prepare posts
using visual editors and markup languages, such as BBCode or HTML, and to
address replies to individual posts. In particular, using BBCode tags makes the
analysis and parsing of forum posts difficult. BBCode (Bulletin Board Code) is
a lightweight markup language used to beautify discussion list posts. The use
of BBCode allows forum administrators to turn off the ability to embed HTML
content in forum posts for security reasons, at the same time allowing users
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to prepare visually attractive posts. Unfortunately, different implementations of
the BBCode markup are not compatible across Internet forum management sys-
tems, with varying keyword lists or inconsistencies in enforcing capital letters in
BBCode tags.

There are numerous platforms for Internet forum management. PHP Bulletin
Board (PhpBB) is a very popular Internet forum software written entirely in the
PHP programming language and distributed using the GNU General Public Li-
cense as open source software. Since its publication in the year 2000, PhpBB has
become undoubtedly the most popular open source software for managing Inter-
net forums. PhpBB is characterized by a simple and intuitive installation process,
overall friendliness of the interface, high efficiency, flexibility and customizability.
An additional advantage of PhpBB is a very large and supportive user commu-
nity providing inexperienced users with many tutorials and guidelines. PhpBB is
one of the very few solutions that provide interfaces to almost all contemporary
database management systems, among others, to MySQL, PostgreSQL, SQL
Server, FireBird, Oracle, and SQLite. Invision Power Board (IPB) is produced
by Invision Power Services Inc. IPB is a commercial product popular among
companies and organizations due to its low cost of maintenance and effective
support. IPB provides interfaces only to the most popular databases: MySQL,
Oracle, and SQL Server. Differently from PhpBB, IPB is a fully-fledged content
management system, which releases administrators from the bulk of manually
creating and managing HTML pages. In addition, IPB fully utilizes newest ca-
pabilities of asynchronous data transfer using AJAX and JavaScript calls, and
supports a modular forum design using the technology of plugins.

Table 1. Top 10 biggest Internet forums

forum name technology # posts # users

1 Gaia Online PhpBB 1 331 380 030 12 589 038

2 Club RSX vBulletin 1 058 841 235 99 915

3 IGN Boards IGNBoards 179 160 942 1 255 254

4 Nexopia custom 160 156 027 1 334 380

5 FaceTheJury custom 143 692 161 552 000

6 4chan custom 126 997 430 26 328

7 Vault Networks IGNBoards 117 556 542 626 203

8 d2jsp custom 102 958 312 340 997

9 Jogos PhpBB 100 694 272 167 357

10 Offtopic.com vBulletin 99 561 264 192 169

In order to better understand scalability-related challenges of mining Internet
forum data, we now present statistics on selected forums. All statistics were gath-
ered by Big Boards (www.big-boards.com), the catalog of the biggest Internet
forums exceeding 500 000 posts. Estimating the size of a forum is a difficult and
error-prone task. By far the most popular metric is the total number of posts. This
metric can be biased by the presence of automatically generated spam messages,
but other metrics are also susceptible to manipulation. For instance, measuring
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the number of registered users may be tricky, because many Internet forums al-
low posts not only from directly registered users, but from users who registered to
other parts of a portal as well. Similarly, the frequency of posting per registered
user may be biased by the vague definition of the term “registered user”. Table 1
summarizes the Top 10 Biggest Internet Forums list. This list is very interesting
as it clearly demonstrates the diversity of Internet forums. The biggest forum,
Gaia Online, is an anime role-playing community, with a huge base of members.
A relatively small community of users constitutes Club RSX, a forum for Honda
RSX fans. FaceTheJury is a set of real-life picture rating forums and 4chan is a
message board for discussing topics related to Japanese culture. The numbers be-
hind these forums demonstrate the unprecedented sizes of virtual communities
emerging around Internet forums. It is clear that such vast repositories of data
and information cannot be analyzed and browsed manually, and that automated
methods for knowledge discovery and extraction are necessary.

Table 2. Top 10 Internet forum software technologies

technology # forums % forums

1 vBulletin 1303 62%

2 IGN Boards 276 13%

3 PhpBB 246 12%
4 custom 105 5%

5 SMF 42 2%

6 UBB 41 2%

7 ezBoard 37 2%

8 MesDiscussions.net 18 1%

9 ASP Playground 16 1%

10 Burning Board 14 1%

Table 2 presents the list of top 10 Internet forum software technologies. This
list presents the distribution of Internet forum software technologies only for
Internet forums indexed by Big Boards. From the results we may conclude that
the majority of popular Internet forum software technologies are commercial
products (vBulletin, IGN Boards, UBB, ezBoard, MesDiscussions.net, or Burn-
ing Board), but open source solutions are paving their way (PhpBB, SMF). As
for the programming language of choice, Table 3 shows that the overwhelming
majority of Internet forums are implemented in PHP, with negligible presence
of ASP.NET and Perl/CGI.

Initially, main subjects of discussions on Usenet groups and bulletin boards
were related to computers and technology. With the widespread adoption of the
Internet within the society, discussion boards and Internet forums were quickly
attracting more casual users. Today, entertainment and computer games are the
most popular categories of discussions. Table 4 summarizes the most popular
categories of Internet forums. The data clearly shows that Internet forums span a
very broad spectrum of subjects and, importantly, there is no dominant category
or subject.
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Table 3. Top Internet forum implementation languages

language # forums % forums

1 PHP 2047 94%

2 ASP.NET 49 2%

3 Perl/CGI 43 2%

4 SmallTalk 22 1%

5 ColdFusion 11 1%

6 Java 7 0%

Table 4. Top 10 Internet forum categories

category # forums % forums

1 entertainment 438 17%

2 recreation 408 16%

3 games 391 15%

4 computers 324 13%

5 society 257 10%
6 sports 221 9%

7 general 218 9%

8 art 138 5%

9 home 79 3%

10 science 70 3%

Finally, let us consider the degree of internationalization of Internet forum
communities. Table 5 presents the distribution of languages spoken on Internet
forums. As expected, Internet forums are dominated by English, followed by
European languages (German, French, Dutch, etc.). What comes as a surprise is
that Chinese is not very popular among Internet forum users, as compared with
the distribution of languages for the Web.

3 Internet Forums

This section is devoted to problems and challenges in mining Internet forums.
In Section 3.1 the acquisition process for Internet forum data is described, with
special emphasis on difficult obstacles one must cope with when crawling Internet
forums. Section 3.2 presents a statistical method for Internet forum analysis.
In particular, base statistics used to construct indexes are defined. An index-
based analysis of Internet forums is introduced in Section 3.3. Internet forum
communities form strong social networks. Methods for mining this social network
in search for social roles are presented in Section 3.4.

3.1 Crawling Internet Forums

Analysis and mining of Internet forum data requires data to be cleansed, pruned,
pre-processed, and stored conveniently, most favorably in a relational database
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Table 5. Top Internet forum languages

language # forums % forums

1 English 1641 77%

2 German 137 6%

3 French 74 3%

4 Dutch 52 2%

5 Russian 48 2%

6 Spanish 46 2%

7 Italian 34 2%

8 Turkish 32 2%

9 Chinese 19 1%

10 Swedish 18 1%

11 Polish 17 1%

due to the maturity of the relational database technology and the broad avail-
ability of tools for mining relational databases. Unfortunately, crawling Internet
forums is a daunting and difficult task. Forum discussions can lead to tree-like
structures of arbitrary depths, posts pertaining to a single discussion can be
paginated, and Internet forum engines, such as PhpBB, can be personalized,
leading to HTML code that is different from the original engine HTML output.
Therefore, a robust and reliable method for crawling and harvesting Internet
forum pages into a structured form must be developed.

The first step in Internet forum analysis is the development of a web crawler
capable of crawling and downloading an entire forum identified by its URL ad-
dress. Preliminary results presented in this chapter used an open-source library
WebSphinx to automate the majority of repetitive and difficult tasks. Among
others, the WebSphinx library takes care of the following tasks: maintaining
the cache of URL addresses to visit, scheduling requests, conforming to the
netiquette, and managing the set of threads that access the address cache in
parallel. For each document processed by the crawler, the method visit(Page)
is called to parse and analyze the contents of the document. In addition, for
each link encountered on the processed page the result of the method boolean
shouldVisit(Link) indicates whether the link should be followed, i.e., whether
the link should be added to the address cache. The address cache is accessed
in parallel by multiple threads of the crawler, where each thread picks a single
address from the cache and processes it. Additional parameters can be set that
govern the behavior of the crawler, e.g., the depth of the crawl or the maximum
size of documents to be fetched. To make the crawler general enough to han-
dle different Internet forums, the crawler is implemented using abstract classes
for document processing and URL analysis. In this way, adding a new Internet
forum engine template to the crawler is simplified and the architecture of the
crawler becomes flexible and extensible.

Downloaded documents are parsed in search of topics and posts. Then, the
discovered structures are loaded into the database. The database schema for
the Internet forum analysis is fairly simple and consists of seven tables joined
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by several foreign keys. Main tables include PARENT FORUM and FORUM for stor-
ing hierarchical structure of Internet forums, AUTHOR and AUTHOR COMM tables for
storing information on users and their communication, TOPIC, POST, and ENTITY
tables for storing information on topics and posts, as well as named entities ref-
erenced in posts. The latter is required for discovering experts and trend setters
among users. In addition to tables, several B-tree indexes are created to speed
up query processing. During crawling and initial processing of Internet forum
data, several obstacles may appear. First of all, automatic threaded crawler may
overload the forum server, even when it conforms to the netiquette and follows
robots.txt and <META> protocols. In such case, no new session can be created
on the server. The crawler must be robust and must handle such situations. Sec-
ondly, many links are duplicated across the forum. Duplication helps humans
to better navigate the forum, but is very troublesome for web crawlers. In par-
ticular, the links leading to the same document can differ, e.g., in parameter
lists. In such case, the crawler can not recognize an already visited document,
which, in turn, leads to parsing the same document several times. Lastly, many
methods for forum analysis rely on the chronological order of topics and posts.
Unfortunately, parsing the date is an extremely difficult task. There are no fixed
formats for displaying dates and each date can be displayed differently depend-
ing on the language being used. In addition, some Internet forum engines display
dates using relative descriptions, e.g. ”yesterday” or ”today”. These differences
must be accounted for when customizing the crawler for a particular forum.

Fig. 2. Posts per topic

3.2 Statistical Analysis

A statistical analysis of an Internet forum consists in identifying basic build-
ing blocks for indexes. Basic statistics on topics, posts, and users are used to
define activity, controversy, popularity, and other measures introduced in the
next section. The analysis of these basic statistics provides great insight into the
characteristics of Internet forums. Basic statistics can be computed during the



240 M. Morzy

loading of an Internet forum into the database, or on demand upon the analysis
of a forum. The latter technique is used for statistics that are time-bound, for
instance, when calculating the activity of an Internet forum relative to the date
of the analysis. In this section we present the results of the analysis of an exem-
plary Internet forum that gathers bicycle lovers. As of the day of the analysis
the forum contained 1099 topics with 11595 posts and 2463 distinct contribu-
tors. Of course, the results presented below pertain to this specific forum and
these statistics could vary among different forums, but the discussion of the im-
portance and implications of each of these statistics is quite general and may be
applied to a wide variety of Internet forums.

Fig. 3. Maximum depth

Topic Statistics. The most important factor in the analysis of Internet forums
is the knowledge embedded in Internet forum topics. A variety of topics provides
users with a wealth of information, but, at the same time, makes searching for
particular knowledge difficult. The main aim of mining Internet forums is to
provide users with automatic means of discovering useful knowledge from these
vasts amounts of textual data. Below we present the basic statistics on topics
gathered during the crawling and parsing phases.

Figure 2 presents the distribution of the number of posts per topic. Most topics
contain a single post. This is either a question that has never been answered, or a
post that did not spark any discussion. Posts leading to long heated discussions
with many posts are very rare, and if a post generates a response, then continuing
the discussion is not very likely. Almost every Internet forum has a small set of
discussions that are very active (these are usually ”sticky” topics). The biggest
number of posts per topic can be generated by the most controversial posts that
provoke heated disputes.

The distribution of the maximum depth for each topic is depicted in Figure 3.
Topic depth may be computed only for Internet forums that allow for threaded
discussions. Flat architectures, such as PhpBB, where each post is a direct answer
to the previous post, do not allow to create deeply threaded discussions. The
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Fig. 4. Number of distinct users

Fig. 5. Average number of posts per day

depth of a topic is a very good indicator of topic’s controversy. Controversial
topics usually result in long, deeply threaded discussions between small subsets
of participants. From the figure follows that deeply threaded discussions are not
frequent (although not negligible) and the majority of topics is either almost
flat, or slightly threaded.

Another important statistic, depicted in Figure 4, concerns the number of dis-
tinct users who participate in and contribute to the topic. Most topics attract a
small number of users. Sometimes, there is only one user posting to a topic (an
example is a question that was answered by no one) or just two users (an exam-
ple could be a question with a single answer). Some questions may encourage a
dispute among experts, in such case a single question may generate a few con-
flicting answers from several users. Finally, certain topics stimulate many users to
post, especially if the subject of the opening post, or some subsequent answers,
are controversial. This statistic is useful when assessing the popularity and inter-
estingness of a topic, under the assumption that interesting topics attract many
users. This statistic can also be used to measure the controversy surrounding a
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Fig. 6. Post length in words

Fig. 7. Post length in characters

topic. If a topic is controversial, more users are likely to express their views and
opinions on such topic. Combined with the analysis of the depth of the discussion,
this statistic allows to quickly discover the most controversial topics.

Finally, for each topic a statistic on the average number of posts per day is
collected. Figure 5 presents the distribution of the average number of posts per
day. Most topics are not updated frequently, with the average number of posts
ranging from 1 to 5, but there is also a significant number of hot topics that
gather numerous submissions. If a topic concerns a recent development, e.g. a
political event, many users are likely to share their thoughts and opinions. Also,
some posts are labeled as urgent and the utility of an answer is directly related
to the promptness of the answer.

Post Statistics. Interesting statistics can be gathered at the granularity level
more detailed than a topic, namely, by analyzing individual posts. Posts may
differ significantly by content, length, information value, etc. Our main goal is
to derive as much knowledge as possible by analyzing only the structure of the
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forum, and not its contents. Therefore, we deliberately refrain from using well-
established methods of natural language processing and we use only the most
elementary statistics.

Figures 6 and 7 present the distributions of post lengths measured in the
number of words and characters, respectively. The shapes of the distributions
are naturally very similar, but there are subtle differences. We choose to collect
both statistics to account for the variability in vocabulary used in different fo-
rums. The language used by many Internet forum participants is a form of an
Internet slang, full of abbreviations and acronyms. When a post is written using
this type of language, then measuring the number of words is more appropriate
to assess the information value of the post. On the other hand, forums that at-
tract eloquent and educated people usually uphold high standards of linguistic
correctness and measuring the information value of a post using the number of
characters may be less biased.

User Statistics. Apart from statistically measuring topics and posts, we collect
a fair amount of statistics describing the behavior of users. Users are the most
important asset of every Internet forum, they provide knowledge and exper-
tise, moderate discussions, and form the living backbone of the Internet forum
community. The most interesting aspect of the Internet forum analysis is the
clustering of users based on their social roles. Some users play the role of ex-
perts, answering questions and providing invaluable help. Other users play roles
of visitors, newbies, or even trolls. Basic statistics gathered during downloading
and parsing of an Internet forum provide building blocks that will further allow
us to attribute certain roles to users.

The simplest measure of user activity and importance is the number of posts
submitted by a user. Figure 8 presents the distribution of the number of posts
per user. We clearly see that the overwhelming majority of users appears only
once to post a single message, presumably a question. These users do not con-
tribute to the forum, but benefit from the presence of experts who volunteer to

Fig. 8. Posts per user
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Fig. 9. Average post length in characters per user

Fig. 10. Average post length in words per user

answer their questions. The distribution visible in Figure 8 is very character-
istic of anonymous or semi-anonymous Internet forums (i.e., forums that allow
to post messages either anonymously, or using a pseudonym, but without the
requirement to register).

The number of posts created by a user may be somehow misleading. Con-
sider two posts, the first one with a detailed description of how to solve a com-
plex problem, and another post with a simple ”thank you” message. Both posts
equally contribute to the previous statistic. Therefore, we choose to include an-
other statistic that measures the average length of a post per user expressed as
the number of characters. Figure 9 presents the distribution of the average post
length per user. Most posts are relatively short, rarely exceeding four sentences.
The average English word length is 5.10 letters, and the average English sentence
length is 14.3 words, which results in the average of 72.93 letters per sentence.

A very similar statistic is presented in Figure 10, where the histogram of the
average post length in words is computed. Most users submit short posts, up to
50 words (again, this translates roughly into 5 sentences). Both above statistics
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require a word of caution. It is very common for Internet forum posts to include
quotations from other sources. Often, a user posting an answer to a query uses
the text originating from another site to validate and endorse the answer. In
such case, both statistics favor users who quote other material and make their
submissions longer. On the other hand, identifying and removing quoted contents
is very difficult, or even impossible. Other popular form of quotation consists in
including a hyperlink to the quoted contents. Such post is much shorter, but
interested users can follow the hyperlink to find relevant and useful information.

Fig. 11. Number of distinct topics per user

The final statistic considers the average number of topics in which a given user
has participated. The rationale behind this statistic is twofold. First, it measures
the versatility of a user. Users participating in many topics are usually capable of
answering a broad spectrum of questions, and therefore can be perceived as ex-
perts. On the other hand, users who post questions to many topics are actively
seeking for information and knowledge. Secondly, this statistic measures the com-
mitment of a user. Users who participate in many topics contribute to the exis-
tence and vitality of the Internet forum community. As can be seen in Figure 11,
most users participate in a single topic. Compare this result with the result pre-
sented in Figure 8, the community of Internet forum users is dominated by one-
time visitors who post a question, receive an answer, and never come back to the
Internet forum. Of course, all these statistics consider only active participants and
do not consider consumers of information, who read but do not post.

Most of the distributions presented in this section resemble the Pareto distri-
bution (also known as the Bradford distribution), a popular pattern emerging fre-
quently in social, scientific, and many other observable phenomena, in particular,
in Web analysis. The Pareto distribution shows exponentially diminishing prob-
ability f(x) of a random variable X to take larger values x. This distribution is
used to describe the allocation of wealth among individuals (few own most, many
own little), the sizes of human settlements (few large cities, many little villages),
standardized price returns on individual stocks (few stocks bring huge returns,
most stocks bring little returns), to name a few. The Pareto distribution is often
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simplified and presented as the so-called Pareto principle of 80-20, which states
that 20% of the population owns 80% of its wealth. To be more precise, Pareto
distributions are continuous distributions, so we should be considering their dis-
crete counterparts, the zeta distribution and the Zipf distribution. The reason we
choose the Pareto distribution for comparison is simply the fact that this fam-
ily of distributions has been widely popularized in many aspects of link analysis,
e-commerce, and social network analysis, under the term of the Long Tail.

In October 2004 Chris Anderson, the editor-in-chief of Wired Magazine, first
introduced the term Long Tail [2]. After highly acclaimed reception of the paper,
Anderson presented his extended ideas in the book [3]. Although the findings were
not new and the basic concept of a heavily skewed distribution has been studied
by statisticians for years, the catch phrase quickly gained popularity and fame.
The idea of the long tail is a straight adaptation of the Pareto distribution to the
world of e-commerce and Web analysis. Many Internet businesses operate accord-
ing to the long tail strategy. Low maintenance costs, combined with cheap distri-
bution costs allow these businesses to realize significant profits from selling niche
products. In a regular market the selection and buying pattern of the population
results in a normal distribution curve. In contrast, the Internet reduces inventory
and distribution costs, and, at the same time, offers huge availability of choices.
In such environment, the selection and buying pattern of the population results in
the Pareto distribution curve and the group of customers buying niche products
is called the Long Tail1. The dominant 20% of products (called hits or head) is fa-
vored by the market over the remaining 80% of products (called non-hits or long
tail), but the tail part is stronger and bigger than in traditional markets, making
it easier for entrepreneurs to realize their profits within the long tail.

Interestingly, this popular pattern, so ubiquitous in e-commerce, manifests it-
self in Internet forums as well. The majority of topics is never continued, finishing
after the first unanswered question. Most participants post only once never to
return to the Internet forum. Almost always there is only one participant of a
topic. All these observations provide us with a very unfavorable picture of In-
ternet discussions. Indeed, discussions finish after the first post, posts are short,
and users are not interested in participation. A vast majority of information
contained in every forum is simply a useless rubbish. This result should not be
dispiriting, on the contrary, it clearly shows that the ultimate aim of the Internet
forum analysis and mining is the discovery of useful knowledge contained within
interesting discussions hidden somewhere in the long tail.

3.3 Index Analysis

In this section we present selected measures for assessing the importance and
quality of Internet forums. We refrain from creating a universal ranking among
Internet forums and we do not try to derive a single unifying measure for all
Internet forums. Instead, we construct several indexes which utilize the basic
1 Sometimes the term Long Tail is used to describe these niche products, and not the

customers. Other terms are also used to describe this phenomenon, e.g. Pareto tail,
heavy tail, or power-law tail.
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Fig. 12. Activity chart of a forum

statistical measures presented in the previous section. These indexes can be
manipulated and validated by users, who subjectively rank forums, topics, and
posts using our multi-criterion rankings.

Prior to define indexes used to rank individual topics, posts, and users, we in-
troduce two additional measures that can be used to characterize the entire forum.
These measures are related to the activeness of the forum. Figure 12 presents the
activity of a forum (measured as the number of posts per day) since the creation
of the forum. This figure allows to assess the liveliness of the forum and to follow
the development of the forum, from its infancy, throughout adolescence and ma-
turity, until its sunset years. In addition, the development trend of the forum can
be deduced, as well as the stability of the forum and its dynamics.

Another interesting time-related measure is the chart of the weekly activity of
the Internet forum, again, measured as the number of posts submitted daily. An
example of such a chart is presented in Figure 13. The shape of this chart dis-
closes much about the Internet forum community. Some Internet forums gather
professionals and are used mainly to solve problems that occur during work.
Such Internet forums have the main peak of their activity on working days from
9am to 4pm. Other Internet forums may serve as the meeting point for hobbyists,
who discuss issues in their spare time, usually in the evenings and over weekends.
After identifying the main type of the Internet forum (morning activity, weekend
activity, evening and night activity, etc.) its participants and contributors may
be additionally tagged based on this type.

One of the interesting aspects of the Internet forum analysis is the discovery
of main subjects and themes of discussions. This knowledge cannot be mined
from the structure of the social network, but must be determined from the text.
On the other hand, the scalability requirements and the sheer volume of data
exclude all techniques of advanced natural language processing. A reasonable
compromise is to use only the most basic technique of the natural language
processing, i.e., entity identification. An entity is a proper noun used during a
discussion and referring to a name of a person, organization, location, product,
acronym, or any other external being. Entities appearing frequently in a discus-
sion represent popular subjects or notions. If an entity appears frequently within
a given topic, it is most probably strongly related to the subject of the topic.
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Fig. 13. Weekly activity chart of a forum

Fig. 14. Tag cloud

Users who enter many entities into the discussion (i.e., users who are first to
use an entity in their post) are likely to be experts or trend-setters. Discover-
ing entities can be very helpful in ranking topics and posts, but it can also be
used to succinctly summarize discussions. In particular, identification of entities
used in expert topics allows to learn products, brands, and keywords considered
important in the context of the topic by experts. Such lists of entities can be
invaluable guides for newcomers who can quickly identify leading brands and
products in a given domain. Figure 14 presents the tag cloud derived from an
Internet forum discussing bicycles. A tag cloud is simply a list of entities, where
the size of each entity corresponds to the popularity of the entity. As expected,
the most popular entities represent either brand names (shimano, deore), slang
words (spd, xtr), or acronyms (pln, gps). There is also a small fraction of entities
resulting from errors during the parsing phrase, these include loanwords (bike,
beginner) or user pseudonyms (jacu, kellysa).

At the heart of every Internet forum lie discussion topics. The main emphasis
of every analysis of Internet forums must focus on topics. It is the topic that
attracts the activity and productivity of users. Since most Internet forums are
very versatile, they contain topics that are active and passive, interesting and
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useless, popular and interesting only to a small fraction of users. In other words,
topics within a single Internet forum may be very different and a robust method
of topic analysis is required to unearth interesting, intriguing and stimulating
discussions. We begin by presenting indexes for topic analysis, then we proceed
to indexes for user analysis, and we conclude with the presentation of indexes
for post analysis.

Topics can be ranked according to a plethora of criteria. Below we present
three exemplary indexes that can be constructed using the basic statistics intro-
duced in Section 3.2.

1. Activity. Topic activity, similarly to Internet forum activity, is always de-
fined in the context of a given time period. To help identify the most ac-
tive topics that attract vivid discussions we define the Topic Activity Index
(TAI) that measures the number of posts submitted during days preceding
the date of the analysis. Posts are aged relatively to the date of the analysis,
so the posts submitted earlier have lower weight. Formally, TAI is defined
as TAI = w1 ∗ P0,1 + w2 ∗ P1,2 + w3 ∗ P2,4 + w4 ∗ P4,10, where Pi,j denotes
the number of posts submitted to the topic between i and j days before the
date of the analysis, and wi are arbitrary weights such that

∑
i wi = 1. The

coefficients were chosen empirically as the result of the analysis of several
different Internet forums and set in the following way: w1 = 0.4, w2 = 0.3,
w3 = 0.2, w4 = 0.1. We decide to remove from consideration posts older
than 10 days. In addition, the TAI measure strongly favors topics that at-
tract many submissions as of the time of the analysis, and prunes topics
that were suspended, became quiet, or simply lost popularity. The last case
is often seen on Internet forums discussing newest developments in politics,
entertainment, and sports, where very popular topics appear instantly with
the discussed event, and then quickly loose freshness and relevance.

2. Popularity. The Popularity index (PI) measures the overall popularity of a
topic, outside of the context of the current analysis. Therefore, the popularity
index of a topic is a monotonically increasing measure. PI is defined as
PI = w1 ∗ U + w2 ∗ P , where U denotes the number of users contributing
to the topic, P denotes the number of posts submitted to the topic, and
w1, w2 are arbitrary weights such that

∑
i wi = 1. We have found that the

most reliable results can be achieved for w1 significantly greater than w2,
e.g. w1 = 0.75, w2 = 0.25.

3. Controversy. The Controversy Index (CI) aims at identifying the most in-
teresting and heated discussions. Controversy may result from two different
reasons. Firstly, a topic may have been started by a controversial question
or may touch an issue on which there are conflicting views within the com-
munity. Secondly, a topic may be fueled by trolling or flaming (i.e. posting
intentionally abusive and conflicting posts with the sole purpose of irritat-
ing and annoying other members of the community). Of course, the aim
of the analysis is to identify the first type of the controversy present in
topic posts. The main difficulty in designing of the Controversy Index is a
very high subjectivity of what should be considered controversial. Users vary
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significantly in their tolerance to emotional language, cursing, or critically
attacking sensitive issues. Other users take such posts very personally and do
not tolerate any controversy. One good marker of the type of the controversy
is the depth of the discussion tree. Users, who feel offended by a controver-
sial post, tend to express their contempt but, usually, they do not continue
the discussion. On the other hand, if the controversy stems from the natural
disagreement on a given issue, then participants are far more likely to con-
tinue the discussion with the aim of convincing their adversary. In addition
to measuring the depth of the discussion, we also measure the number of
distinct users who submitted posts below a given discussion depth thresh-
old. This additional measure allows to decide whether the discussion was a
heated exchange of opinions between two quarreling users, or the subject
was interesting for a broader audience. Combining these two numbers allows
to prune discussions where only two users participate and the community is
indifferent to the issue. The last building block of the CI is the emotional-
ity of posts submitted to the topic. We define the emotionality measure a
little further when discussing measures for individual post ranking. Suffice
to say, high emotionality characterizes posts that either contain emotional
words, or their punctuation indicates strong emotions. Formally, the CI is
defined as CI = w1 ∗ avg (E) + w2 ∗ U + w3 ∗W , where avg (E) denotes the
average emotionality of a post submitted to the topic, U denotes the num-
ber of distinct contributors who have passed the topic depth threshold, W
denotes the number of posts, and w1, w2, w3 are arbitrary weights such that
∑

i wi = 1. In our experiments we have found that the following values of
weights produce high quality results: w1 = 0.5, w2 = 0.375, and w3 = 0.125.

Figure 15 presents an exemplary ranking of topics ordered by their Activity
Index. The ranking is computed from the Internet forum devoted to banks,
investment trusts, mortgages, and other financial tools. As can be easily seen,
the most active topics concern clearing of a credit card, consolidation of credits,
and a recently advertised checking account in a particular bank.

Fig. 15. Activity Index ranking of topics
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Fig. 16. Controversy Index ranking of topics

The Controversy Index ranking of posts for the same Internet forum is pre-
sented in Figure 16. One instantly notices that the Controversy Index favors a
different type of topics. Almost all topics in the Top 10 are complaints, warn-
ings, and accounts of embarrassing customer treatment. There are topics openly
accusing banks of fraud and cheating, topics warning against dishonest banks,
and topics discussing controversial offers (like the discussions on the Cetelem
Bank, the leading provider of credit cards for chain super-stores).

Another dimension of the Internet forum mining is the analysis of users. As in
case of topics, users may be ranked according to several different, and sometimes
conflicting, criteria. Below we present two simple indexes that can be used to
rank Internet forum users by employing basic statistics introduced in Section 3.2.

1. Activity. User activity may be measured primarily by the number of posts
submitted to the forum, but there is a subtle difference between submitting
ten posts to a single topic, and submitting one post to ten topics. Users who
participate in many discussions and who post to different topics or maintain
a high average of posts per day are likely to be the most valuable users
of the Internet forum. Participation in several topics signals not only the
versatility of the user, but her commitment to the Internet forum community.
The Activity Index for Users (AIU) considers both the number of posts
submitted by the user, and the number of distinct topics in which the user
has participated. Formally, the AIU is defined as AIU = w1 ∗ T + w2 ∗W ,
where T denotes the number of topics in which the user took part, W is the
number of posts submitted by the user, and w1, w2 are arbitrary weights such
that

∑
i wi = 1. We strongly suggest that w1 > w2, which allows to prune

users who post selectively, but their activity is limited to a small number of
topics.

2. Productivity. The Productivity Index (PI) of a user captures the efficiency
of the user in passing knowledge. This index computes the total length of
all posts submitted by the user. However, the PI can be misleading, because
it favors users who write long posts, but severely punishes users who reply
by pointing to external resources (FAQs, wikis, etc.) providing the URL of
the external resource. In such case, the user may provide valid and valuable
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Fig. 17. Activity Index ranking of users

Fig. 18. Productivity Index ranking of users

knowledge by passing a relatively short text. On the other hand, Figure 6
shows that the majority of posts consist only of one or two words, which are
either pointers to external resources, links leading to unrelated sites as the
result of spamming, or useless text such as ”thank you”, ”wow!”, and the
like. The Productivity Index helps to sieve through these short texts at the
cost of ignoring some valuable submissions.

Figure 17 presents the ranking of users according to the Activity Index for
Users (AIU). We see that two users, krzysztofsf and jan-w, stand out among
the crowd. As we shall see in Section 3.4 , these two users form strong social
groups and serve the community as experts, answering many questions from
newbie users.

The ranking of users based on the Productivity Index is presented in Figure 18.
Interestingly, in the Top 10 of the most productive users there is no one from the
Top 10 of the most active users. This result is slightly counter-intuitive, because
we would rather expect the most active users to submit longer posts. Quite the
contrary, the most productive user j23 has written only 9 posts on one topic,
and the second most productive user Guest:shaman has written 8 posts.

The final dimension of Internet forum mining is the analysis of individual
posts. As we have mentioned earlier, for each post we collect all possible statis-
tics, such as the length of the post in characters, the number of words in the post,
the number of entities in the post, and the post’s depth in the topic tree (where
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applicable). Below we present one exemplary index that can be constructed from
these basic statistics.

1. Emotionality. The Emotionality Index (EI) serves at least three different
purposes. Firstly, it allows to assess the temperature of the discussion. Sec-
ondly, it shows the mutual relationships between users. Finally, it may be
used to compute the degree of controversy around a given topic. Unfortu-
nately, similarly to the controversy, individual perception of emotionality
in a post is a highly subjective matter. We use a method similar to the
method presented in [4]. The emotionality of a post is estimated using two
factors. The first factor is the number of words in the post that bear strong
emotional weight. We find these words using a predefined vocabulary of
emotional words and the semantic lexicon WordNet. The second factor uti-
lizes emoticons and punctuation used in the text. We are looking for dots,
commas, and combinations of special characters, known as emoticons. The
presence of certain emoticons in the text may very well account for certain
emotional state of writing.

3.4 Network Analysis

In Section 2 we have introduced the notion of a social network. Let us recall
that a social network is a structure made of entities that are connected by one or
more types of interdependency. Entities constituting a social network represent
individuals, groups or services, and relationships between entities reflect real-
world dependencies. Social networks are best represented by sociograms, which
are graphic representations of social links connecting individuals within the net-
work. Nodes in a sociogram represent individuals, and edges connecting nodes
represent relationships. Edges can be directed (e.g., a relationship of professional
subordination), undirected (e.g., a relationship of acquaintance), one-directional
(e.g., a relationship of trust), and bi-directional (e.g., a relationship of discus-
sion). Sociograms are the main tool used in sociometry, a quantitative method
of measuring various features of social links.

In order to compute the measures of social importance and coherence of Inter-
net forums, we must first create a model of a social network for Internet forums.
When developing a model of a social network for a given domain, we must care-
fully design the sociogram for the domain: what constitutes nodes and edges of
the sociogram, are there any weights associated with edges, and whether edges
are directed or undirected. Let us first consider the choice of nodes, and then to
proceed to the design of edges.

Model of Internet Forum Sociogram. The participation in an Internet
forum is tantamount to the participation in an established social community
defined by the Internet forum subject. The degree of coherence of the commu-
nity may vary from very strict (a closed group of experts who know each other),
through moderate (a semi-opened group consisting of a core of experts and
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a cloud of visitors), to loose (fully opened group of casual contributors who par-
ticipate sporadically in selected topics). The degree of coherence informs about
information value of the forum. Opened forums are least likely to contain inter-
esting and valuable knowledge content. These forums are dominated by random
visitors, and sometimes attract a small group of habitual guests who tend to
come back to the forum on a regular basis. Discussions on opened forums are
often shallow, emotional, inconsistent, lacking discipline and manners. Opened
forums rarely contain useful practical knowledge or specialized information. On
the other hand, opened forums are the best place to analyze controversy, emo-
tionality, and social interactions between participants of the discussion. Their
spontaneous and impulsive character encourages users to form their opinions
openly, so opened forums may be perceived as the main source of information
about attitudes and beliefs of John Q Public. On the opposite side lie closed
specialized forums. These forums provide high quality knowledge on selected
subject, they are characterized by discipline, consistency, and credibility. Users
are almost always well known to the community, random guests are very rare,
and users pay attention to maintain their status within the community by pro-
viding reliable answers to submitted questions. Closed forums account for a small
fraction of the available Internet forums. The majority of forums are semi-opened
forums that allow both registered and anonymous submissions. Such forums may
be devoted to a narrow subject, but may also consider a broad range of topics.
Usually, such forum attracts a group of dedicated users, who form the core of the
community, but casual users are also welcomed. These forums are a compromise
between the strictly closed specialized forums and the totally opened forums.
One may dig such forum in search of practical information, or browse through
the forum with no particular search criterion.

Our first assumption behind the sociogram of the social network formed
around the Internet forum concerns users. We decide to consider only regular
users as the members of the social network. Casual visitors, who submit a single
question and never return to the forum, are marked as outliers and do not form
nodes in the sociogram. This assumption is perfectly valid and reasonable, as
casual users do not contribute to the information contents of the forum and pro-
vide no additional value to the forum. The threshold for considering a given user
to be a regular user depends on the chosen forum and may be defined using the
number of submitted posts and the frequency of posting. The second assump-
tion used during the construction of the sociogram is that edges in the sociogram
are created on the basis of participation in the same discussion within a single
topic. Again, this assumption is natural in the domain of Internet forums. The
core functionality of the Internet forum is to allow users to discuss and exchange
views, opinions, and remarks. Therefore, the relationships mirrored in the so-
ciogram must reflect real-world relationships between users. These relationships,
in turn, result from discussing similar topics. The more frequent the exchange
of opinions between two users, the stronger the relationship binding these users.
Of course, the nature of this relationship may be diverse. If two users frequently
exchange opinions, it may signify an antagonism, contrariness, and dislike, but
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it may also be used to reflect strong interaction between users. In our model the
nature of the relationship between two users is reflected in the type of the edge
connecting these two users in the sociogram: if the edge is bi-directional, then it
represents a conflict, if the edge is one-directional, then it represents a follow-up
(usually an answer to a question), and if the edge is undirected, then the nature
of the relationship cannot be determined. The final element of the sociogram is
the computation of edge weights. In a more sophisticated model the weight of
an edge could represent the emotionality of the relationship (e.g., friendliness,
enmity, or indifference). Such emotionality could be determined by analyzing
posts and computing their emotionality. Unfortunately, this would require the
employment of natural language processing techniques to analyze not only the
structure, but the semantics of posts as well. In this research we constrained
ourselves to analyzing the structure of the social network only, therefore, we
postpone this interesting research direction until further. For the time being
weights of edges represent the number of posts exchanged between users.

The definition of the participation in the same discussion requires a few words
of explanation. Many Internet forum engines allow for threaded discussions,
where each post can be directed as the reply to a particular previous post. In the
case of such engines the entire topic can be drawn as a tree structure with a sin-
gle initial post in the root of the tree, and all subsequent posts forming branches
and leaves of the tree. With threaded Internet forum engines we may distinguish
between participating in the same topic, participating in the same thread of the
discussion (i.e., posting in the same branch of the discussion), and direct com-
munication (i.e., replying directly to a post). A well-balanced tree of discussion
represents an even and steady flow of the discussion, whereas a strongly unbal-
anced tree represents a heated discussion characterized by frequent exchange of
posts. Unfortunately, most Internet forum engines do not allow for threading.
Usually, every post is appended to the sequential list of posts ordered chrono-
logically. Users, who want to reply to a post other than the last one, often quote
the original post, or the parts thereof. Due to message formatting and different
quoting styles, determining the true structure of such flat Internet forum is very
difficult, if impossible. In our model we have assumed that in the case of flat
forums, where no threading is available, each post is the reply to the precedent
post. This somehow simplistic assumption may introduce a slight bias during
the analysis, but our empirical observations justify such assumption. In addi-
tion, imposing virtual threads onto flat forum structure allows to compute the
depth of a submission as one of the basic statistics. The depth of a post is com-
puted using a sliding window technique with the width of 5 subsequent posts
(the threshold has been set up experimentally). For each post, we are looking
for another post submitted by the same author within the last five posts. If such
post is encountered, the depth of the current post is increased, otherwise we
treat the post as the new branch of the discussion. Table 6 presents an example
of such virtual thread derived from the flat forum structure.
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Table 6. Example of a virtual thread (forum.probasket.pl)

user depth (references)

1 Redman 1 (null)

2 Small 1 (null)

3 Redman 2 (# 1)

4 Small 2 (# 2)

5 Redman 3 (# 3)

6 Londer 1 (null)

7 Small 3 (# 4)

8 Londer 2 (# 6)

9 Redman 4 (# 5)
10 Londer 3 (# 8)

11 Nameno 1 (null)

12 Londer 4 (# 10)

13 Redman 5 (# 9)

14 Small 1 (null)

15 Nameno 2 (# 11)

Topic Analysis. The social network built on top of the Internet forum com-
munity accounts for the following types of users:

– key users who are placed in the center of the discussion,
– casual users who appear on the outskirts of the network,
– commenting users who answer many questions, but receive few replies,
– hot users who receive many answers from many other users (e.g., authors of

controversial or provoking posts).

The above-mentioned types of users are clearly visible from the shape of the
social network. Figure 19 presents an example of a social network derived from
the Internet forum on bicycles. Weights of edges represent the number of posts
exchanged between users represented by respective nodes. For clarity, only the
strongest edges are drawn on the sociogram. We can clearly see small isolated
groups consisting of two or three users in the left-hand side of the sociogram.
The number of posts exchanged between users and isolation from other users
suggest, that these nodes represent a long dispute between the users, most often,
being the result of a controversial post. We also see a central cluster of strongly
interconnected users visible in the right-hand side of the sociogram. Within the
cluster a few nodes tend to collect more edges, but there is no clear central node
in this network. Interestingly, most edges in the cluster are bi-directional, which
implies a balanced and popular discussion, where multiple users are involved.

Another type of a sociogram is presented in Figure 20. The Internet forum,
for which the sociogram is computed, is devoted to banks, stock exchange, and
investment funds. The central and the most important node in the sociogram is
krzysztofsf. This user always answers and never asks questions or initializes
a topic. Clearly, this user is an expert providing answers and expertise to other
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Fig. 19. Sociogram for the forum on bicycles

members of the community. In particular, observe the weight of the edge con-
necting krzysztofsf to Gość:gość (which denotes an anonymous login). This
single expert has posted 2652 replies to questions asked by casual visitors! An-
other very interesting formation is visible to the bottom of the figure. There is a
linked list of users connected mostly by one-directional edges and isolated from
the main cluster. We suspect that this formation denotes a small community
within the Internet forum community. It may be an openly acknowledged group
of users, but it may also be an informal group that continues their discussions
on very narrowly defined subjects.

User Analysis. Apart from analyzing the social network of users participating
in a given forum or topic, we may also want to analyze individual users in terms
of their global relationships. The sociogram centered on a particular node is
called an egocentric graph and it can be used to discover the activity of the
node, the nature of the communication with other nodes, and thus, to attribute
a given social role to the node [27]. The egocentric graph for a given user consists
of the node representing the user, the nodes directly connected to the central
node, and all edges between nodes included in the egocentric graph. Figure 21
presents the egocentric graph for the user wieslaw.tomczyk. We clearly see a
star pattern, where the node in the center connects radially by one-directional
edges with multiple nodes, and those nodes are not connected by edges. This
pattern is characteristic of experts who answer many questions, and users who
ask questions do not form any relationships (usually, these are casual users who
seek an advice on a particular subject).
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Fig. 20. Sociogram for the forum on banks

Fig. 21. Egocentric graph for the user wieslaw.tomczyk
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Fig. 22. Egocentric graph for the user kris 46

A very different egocentric graph is presented in Figure 22. Here, the user kris
46 belongs to a small and strongly tied community consisting of five more users
forming almost a clique. Apart from the core group including users kazimierzp,
polu, bondel, and zenon5, user kris 46 occasionally communicates with a few
other users, who lie outside of the core group. This cloud structure consisting of
a densely connected core and loosely connected outlier nodes is characteristic for
users who participate in the forum community for a longer period of time. This
long participation allows them to form substructures within the community that
harden their commitment to the community.

Role Analysis. One of the most interesting and challenging problems in mining
Internet forum communities is the discovery and attribution of social roles in the
social network of users [13,27]. Social roles may be statically attributed to users,
or may be dynamically assigned to users for each discussion. The latter solution
is more flexible, because it accounts for the situation where a user may act as an
expert on one topic, and a commenter on another topic. For the sake of simplicity
we assume the static attribution of social roles to users.

Many different social roles may be derived from the social network of Internet
forum users. Every role should be distinct from other roles and identifiable from
the structure of the social network only, i.e., the identification of the social role
for a given user must not require the semantic analysis of posts submitted by
the user. Below we present an exemplary classification of social roles:

– newbie: a user who asks a few questions and then disappears from the
community, very easy to discover because her egocentric graph is empty,

– observer: similar to a newbie, but participates in the community on the
regular basis, rarely posts, her egocentric graph is sparse,
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– expert: a comprehensive user with the high authority, does not ask ques-
tions, participates in discussions on multiple topics, the egocentric graph
follows the star pattern,

– commentator: a comprehensive user, answers many questions, often follows
an expert and adds comments and remarks, similar to an expert, but the
average length of posts is much shorter,

– troll: a provoking and irritating user, initiates many discussions character-
ized by the high controversy and temperature, the egocentric graph often
follows the inverted star pattern (many users answer the troll).

Of course, social role identification serves a more important goal than just tag-
ging users. For a closed specialized forum identifying experts is crucial for in-
teracting with knowledge contents hidden within the Internet forum. One may
quickly rank users by their authority and focus on reading posts written by ex-
perts. Another possibility is an automatic knowledge acquisition, where posts
submitted by experts may be retrieved and parsed in search for named entity
references. For common opened forums one may want to identify trolls in order
to create spam filters for the forum. Usually, discussions stoked by trolls bear
little knowledge contents and following these discussions is a waste of time. The
identification of social roles based solely on the shape of the egocentric graph
for a given user is difficult and error-prone. Additional statistics, such as the
statistics described in Section 3.2, are useful to improve the precision and recall
of social role attribution. For instance, in order to identify an expert we may
consider the following basic statistics: the number of distinct topics with user
submissions (must be large), the depth of the discussion following an expert’s
post (expert opinions tend to close the discussion and do not spark long dis-
putes), the average length of a post (moderate, neither too long nor too short).
Similar additional basic statistics can be derived for other social roles.

4 Related Work

The data acquired from the Web has its own distinct properties and characteris-
tics that make these data particularly difficult to mine. Web mining has recently
emerged as a new field of research, which copes with the task of designing effi-
cient and robust algorithms for mining Internet data. A very good introduction
to Web mining methods and models can be found in [5]. Much research has been
conducted on text mining and knowledge discovery from unstructured data. An
interested reader may find a detailed summary of recent findings in this domain
in [12] and [26]. In addition, much work has been done on statistical natural
language processing. Statistical methods for text mining are described and dis-
cussed in detail in [17].

Analysis of threaded conversations, which are the predominant pattern of com-
munications in the contemporary Web, is an actively researched domain [15,22].
In particular, many proposals have been submitted to derive social roles solely
based on the structural patterns of conversations. Examples of earlier proposals
include [13,25,31].
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A thorough overview of structural patterns associated with particular social
roles, that can be used as structural signatures, can be found in [23]. Most of the
recent work has been performed on the basis of social network analysis methods
[7,11,16], but the investigation of role typology has been an important challenge
in sociology [19,21]. Recently, more attention has been given to the identification
of social roles that are not general, but specific to online communities. The
existence of local experts, trolls, answer people, fans, conversationalists, etc. has
been verified [9,14,18,24]. Moreover, the benefits of being able to deduce the
social role of an individual without having to analyze the contents generated by
that individual are becoming apparent [28,29,30].

5 Conclusions

In this chapter we have presented the methodology of mining the most popular
Internet discussion engine – Internet forums. First, we have described the non-
trivial process of data acquisition by crawling Internet forums. Then, we have
described the three levels of Internet forum analysis: the statistical analysis, the
index analysis, and the network analysis. On each level, interesting knowledge
can be discovered and presented to the user. We have designed a few indexes
that allow users to rank forum topics, posts, and users, according to a plethora
of criteria: the most controversial, the most active, the most popular, etc. Fi-
nally, we have discussed the process of modeling a forum as a social network
linking users through discussions. We have shown how analysis of such a social
network allows to discover social roles of users, and, in result, to filter interesting
knowledge from huge volumes of posts.

The abundance of Internet forums, ranging from specialized to popular, makes
the subject of mining Internet forums both interesting and very desirable. Internet
forums hide enormous amounts of high quality knowledge generated by immense
communities of users. Unfortunately, the lack of structure and standards makes
the acquisition of this knowledge very difficult. Research presented in this chapter
is a step towards automatic knowledge extraction from these opened repositories
of knowledge. Our statistics, heuristics and indexes are fairly simple, but work
surprisingly well in the real world. We have found that our prototype generated
high quality rankings of topics and users for a wide variety of Internet forums.

The results of the research presented in this chapter reach beyond the interests
of the academic community. The ability to mine knowledge hidden in Internet
forums, to discover emerging trends and fashions, to compute social reception of
brands and products, all these are of extreme interest to the marketing industry.
Pollsters, advertisers, and media monitors are among those who may profit from
the development of the presented technology. We intend to continue this initial
research into the topic of mining Internet forums and extend it in several direc-
tions. Our future work agenda includes, among others, the investigation into the
Internet forum evolution, the analysis of macro- and micro-measures pertaining
to the social network of Internet forum users, and further examination of social
roles. We also plan to enrich our prototype with the ability to perform selected
text mining techniques during data acquisition.
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Abstract. This paper argues for extending the scope of applying data
mining towards making it a means to help people better understand,
reflect and influence the information and information-producing and
-consuming activities that they are surrounded by in today’s knowledge
societies. Data mining is thereby seen as a means to furthering infor-
mation literacy and specifically critical literacy. We discuss and extend
classical definitions of these two constructs and derive critical data liter-
acy and privacy literacy as two essential new key sub-competences. We
describe an analysis framework for concrete efforts to use data mining
in this way, structuring by techniques and objects and characterising by
how principles of successful learning are supported. We then analyse a
number of examples of current Web-based tools within this framework,
investigating how they can further critical data literacy and privacy lit-
eracy. We conclude with an outlook on next steps in the proposed new
field of Data Mining for Information Literacy.

Keywords: Web mining, text mining, knowledge discovery, learning,
information literacy, privacy.

1 Introduction

When one thinks of Data Mining, it is usually as a family of automated techniques
for sifting through huge amounts of data in order to find “nuggets” of knowledge.
These can be deployed directly in an application such as the buying recommen-
dations in online bookstores or the ranking of results in Web search engines [32].
Alternatively, they are used to support managements via business analytics, for
example to identify high-value customers or detect credit-card fraud [11]. Govern-
ments may use data mining for identifying suspicious individuals [54].

So who are the primary beneficiaries of Data Mining (DM)? In the business-
analytics and national-security application areas, they are businesses and govern-
ments, while (some) customers and citizens profit from increased efficiency and
security. In business models where DM “is” the product (such as recommender
systems or search engines), there is also a rather straightforward advantage for
customers/users in terms of functionality. But can we go beyond this view that
focuses on people as customers or advertising consumers? The purpose of this
paper is to argue that data mining can do much more, that it can be a highly

D.E. Holmes, L.C. Jain (Eds.): Data Mining: Found. & Intell. Paradigms, ISRL 25, pp. 265–297.
springerlink.com c© Springer-Verlag Berlin Heidelberg 2011
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effective means for making people aware of the nature, potential and limitations
of the information they are surrounded by – and that they themselves constantly
produce; that this has important social and democratic aspects; thus, in short,
that data mining can serve as a tool for furthering information literacy.

Much has been said about the potentials for education and democracy of the
Internet and specifically the Web, e.g. [26]. When one of the goals is democracy, is
it enough for a society to make the Internet widely and cheaply available, to teach
school children (and interested citizens) how to use it, to install e-Government ser-
vices, allow for online petitions, and allow free speech in blogging sites? Arguably,
such a mainly technological approach is not sufficient; democracy also needs a cul-
ture of democratic behaviour in the informational environment of the respective
society. But what does this mean? Along with Shapiro and Hughes [52], we ask:

“What does a person need to know today to be a full-fledged, compe-
tent and literate member of the information society? As we witness not
only the saturation of our daily lives with information organized and
transmitted via information technology, but the way in which public is-
sues and social life increasingly are affected by information-technology
issues – from intellectual property to privacy and the structure of work
to entertainment, art and fantasy life – the issue of what it means to be
information-literate becomes more acute for our whole society. Should
everyone take a course in creating a Web page, computer programming,
TCP/IP protocols or multimedia authoring? Or are we looking at a
broader and deeper challenge – to rethink our entire educational cur-
riculum in terms of information?”

Based on these questions, the authors propose to re-define the long-used concept
of information literacy to extend beyond the narrow notion of knowing how to
use a library or search on the Web.

“Or is [information literacy] [...] something broader, something that en-
ables individuals not only to use information and information technology
effectively and adapt to their constant changes but also to think criti-
cally about the entire information enterprise and information society?
Something more akin to a ‘liberal art’ – knowledge that is part of what
it means to be a free person in the present historical context of the dawn
of the information age?”

This notion of information literacy is closely linked to education and its main goal
in the sense of Dewey [17, pp. 76ff.]: increasing the ability to perceive and act on
meaning in one’s society, advancing students’ ability to understand, articulate,
and act democratically in their social experience. We will therefore base the re-
mainder of this article on pertinent background in educational studies (Section
2), propose a framework derived from these to structure and characterize concrete
tools (Section 3), and use this framework to analyze a number of data-mining and
other data collection and analysis efforts as examples of “data mining for infor-
mation literacy” (Section 4). These are, for reasons of space, exemplary and not
meant to be a comprehensive survey. Section 5 concludes with an outlook.
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2 Background

We build on the notions of information literacy and critical literacy as defined
by Shapiro and Hughes [52] and Shor [53]. Both are intimately linked with edu-
cational approaches for achieving this kind of literacy. The combination of data
mining and education has some touchpoints with the emerging field of Educa-
tional Data Mining.

2.1 Information Literacy

Shapiro and Hughes [52] propose the following dimensions of information literacy
as a sketch for a curriculum:

“Tool literacy , or the ability to understand and use the practical and
conceptual tools of current information technology, including software,
hardware and multimedia, that are relevant to education and the areas
of work and professional life that the individual expects to inhabit.

Resource literacy , or the ability to understand the form, format, lo-
cation and access methods of information resources, especially daily
expanding networked information resources. This is practically iden-
tical with librarians’ conceptions of information literacy, and includes
concepts of the classification and organization of such resources.

Social-structural literacy , or knowing that and how information is
socially situated and produced. This means knowing about how in-
formation fits into the life of groups; about the institutions and social
networks – such as the universities, libraries, researcher communities,
corporations, government agencies, community groups – that create
and organize information and knowledge; and the social processes
through which it is generated – such as the trajectory of publication
of scholarly articles (peer review, etc.), the relationship between a
Listserv and a shared interest group, or the audience served by a
specialized library or Web site.

Research literacy , or the ability to understand and use the IT-based
tools relevant to the work of today’s researcher and scholar. For those
in graduate education, this would include discipline-related computer
software for quantitative analysis, qualitative analysis and simula-
tion, as well as an understanding of the conceptual and analytical
limitations of such software.

Publishing literacy , or the ability to format and publish research
and ideas electronically, in textual and multimedia forms (includ-
ing via World Wide Web, electronic mail and distribution lists, and
CD-ROMs), to introduce them into the electronic public realm and
the electronic community of scholars. Writing is always shaped by
its tools and its audience. Computer tools and network audiences
represent genuine changes in writing itself.
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Emerging technology literacy , or the ability to ongoingly adapt to,
understand, evaluate and make use of the continually emerging in-
novations in information technology so as not to be a prisoner of
prior tools and resources, and to make intelligent decisions about
the adoption of new ones. Clearly this includes understanding of the
human, organizational and social context of technologies as well as
criteria for their evaluation.

Critical literacy , or the ability to evaluate critically the intellectual,
human and social strengths and weaknesses, potentials and limits,
benefits and costs of information technologies. [...] This would need
to include a historical perspective (e.g. the connection between algo-
rithmic thinking, formalization in mathematics, and the development
of Western science and rationality and their limits); a philosophical
perspective (current debates in the philosophy of technology, the cri-
tique of instrumental reason, the possibility and nature of artificial
intelligence); a sociopolitical perspective (e.g. the impact of infor-
mation technology on work, public policy issues in the development
of a global information infrastructure); and a cultural perspective
(e.g. current discussions of the virtual body and of the definition of
human being as an information-processing machine).”

Revisiting the brief comments made in the Introduction about DM in “everyday
tools”, one can see that the use of DM is today clearly a part of tool literacy and
to some extent resource literacy for everyone. For example, people need to know
how to use a search engine and have at least some knowledge about how to inter-
pret a ranking (e.g., knowing that popular sites come first) and how to get the
underlying resources, whether they are online (and may need a browser plugin
to be viewed) or offline (and may require a visit to a local library). However, in
using such tools, people are merely consumers of fixed DM applications and do
not attain much in-depth knowledge about their workings, side effects, etc. Such
knowledge tends to be imparted mainly in advanced computer-science courses
that take detailed looks at underlying algorithms, weaknesses, attacks (such as
“Google bombs” or “sybil attacks” on recommender systems1). Thus, for these
students DM is part of the research literacy taught in Artificial Intelligence,
Databases or Statistics courses.

Going beyond this, we here want to argue – and put forward as a research
programme – that DM also has the potential to become an essential part of
critical literacy for a wider audience. To understand why, we want to go into
Shor’s [53] understanding of critical literacy. These considerations will show that
when used like this, DM can also be an important part of socio-structural literacy
(a dimension from [52] that is arguably not separable from critical literacy in the
[53] sense). Further, in Sections 4.4 and 4.5, we will argue that the 1996 notion of
1 Google bombing (also known as search-engine bombing or link bombing) refers to

practices that influence the ranking of particular pages in results. In a sybil attack, an
attacker subverts a reputation system by creating a large number of pseudonymous
entities, using them to gain a disproportionately large influence.
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publishing literacy needs to be extended to also comprise decisions not to publish
something, and that DM has a key role to play in the development of such a
privacy literacy. It is to be hoped that curricula for teaching DM with respect to
information literacy in this way will be sufficiently up-to-date regarding current
developments and thereby contribute also to emerging-technology literacy.

2.2 Critical Literacy

Shor [53] defines critical literacy as “[habits] of thought, reading, writing, and
speaking which go beneath surface meaning, first impressions, dominant myths,
official pronouncements, traditional clichés, received wisdom, and mere opin-
ions, to understand the deep meaning, root causes, social context, ideology, and
personal consequences of any action, event, object, process, organization, expe-
rience, text, subject matter, policy, mass media, or discourse”.

For Shor, the motivation for this is clearly humanistic and political: “Critical
literacy involves questioning received knowledge and immediate experience with
the goal of challenging inequality and developing an activist citizenry.” This
perspective implies that information (critical) literacy be a part of general edu-
cation; and this could happen at every level, adapted to the respective students’
intellectual and political knowledge, motivation and possibilities.

When one considers how critical literacy expresses itself in behaviours, the
close link to education becomes clear: “Critical literacy can be thought of as
a social practice in itself and as a tool for the study of other social practices.
That is, critical literacy is reflective and reflexive: Language use and education
are social practices used to critically study all social practices including the
social practices of language use and education. Globally, this literate practice
seeks the larger cultural context of any specific situation. ‘Only as we interpret
school activities with reference to the larger circle of social activities to which
they relate do we find any standard for judging their moral significance,’ Dewey
wrote (Moral Principles in Education, 13).” Shor then investigates the case in
which this “how” is taught and learned in settings that (a) are curricular courses,
(b) deal intrinsically with language-as-practice, and (c) leave a certain extent of
freedom. These he finds in (language) composition classes.

The goal of language composition classes is to teach students how to under-
stand and use language – viewed as a primary means of human communication
and knowledge transfer – to the best of their abilities. Our fundamental assump-
tion is that today, the presentation of numbers or other data and their analyses
by mathematical-statistical models and/or visualization techniques has become a
second very important form of human communication, such that “data analysis”
is by now as much of a “social practice” as language.2 We will henceforth refer to
Shor’s notion as critical language literacy and to our new notion as critical data
literacy. Thus, rephrasing Shor, we can formulate our vision: “Critical data lit-
eracy is reflective and reflexive: Uses of data analysis are social practices used to
critically study all social practices including the social practices of data analysis”.
2 Note that we will treat data mining as a special form of data analysis, preferentially

using the latter term for its generality.
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2.3 Educational Data Mining

The combination of data mining and education also evokes Educational Data
Mining (EDM). This is “an emerging discipline concerned with developing meth-
ods for exploring the unique types of data that come from an educational context.
Given the widespread use of e-learning and the vast amount of data accumu-
lated recently, researchers in various fields have begun to investigate data mining
methods to improve e-learning systems.” [50]. Thus, EDM can be said to focus
on “data mining of data from educational processes”, while we are interested in
“data mining for learning processes”. These two approaches are not mutually ex-
clusive, one example is the use of data mining for personalization in e-Learning,
see [3] for a recent literature overview. However, in contrast to current EDM, we
focus on the learner actively and consciously performing data mining techniques
(data mining as a social practice), and we treat data analysis as an important
topic/object of teaching and learning in knowledge societies. We believe that an
exploration of similarities and differences between EDM and our vision can be
very fruitful for theory and education; this will be the topic of future work.

3 Towards Critical Data Literacy: A Frame for Analysis
and Design

Based on the related work on information and critical language literacy, we now
want to design a framework for identifying and classifying tools and their use
that could help foster critical data literacy. Of course, natural language remains
dominant for most communicational and rhetorical purposes; thus efforts aimed
at critical data literacy should not displace, but augment those aimed at crit-
ical language literacy. (In fact, a thorough understanding of “how to lie with
statistics”, i.e. common misconceptions, misinterpretations of information visu-
alizations, etc. is an essential basis for optimal use and understanding of such
tools!) In a second step, we will then propose criteria by which the learning
effectiveness of tools can be characterized.

3.1 A Frame of Analysis: Technique and Object

One way of structuring solution proposals (such as tools) that can contribute to
Data Mining for Information Literacy is by their primary technique and object in
the sense of Shor’s definition of critical literacy. When language (and education)
are the technique as well as the object of analysis, the analysis is an activity
that can foster critical language literacy sensu Shor. The archetypal critical data
literacy would then involve data analysis as technique and as object. However, a
wider look at different types of objects and combinations can yield more insights;
consider in particular the following (of which the last four will be the topic of
the present paper):

Language as Technique, Anything as Object: This is a typical approach
of basic essay writing (which could be a first step in a basic composition
class, a prerequisite for later activities designed to foster critical literacy).
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Language as Technique, Data Analysis as Object: this is the approach
taken by a large range of writing designed to foster students’ or the public’s
understanding of statistics. It ranges from books such as [25] about common
errors, both intentional and unintentional, associated with the interpreta-
tion of statistics, and the incorrect conclusions that can follow from them –
which has become one of the most widely read statistics books in history –,
to specific media-critical observations like [39] about persistently incorrect
interpretations and their wide and uncritical take-up by other media.

Data Analysis as Technique, Anything as Object: This is a typical ap-
proach of basic statistics or data mining classes. In Section 4.1, we show
examples of Web-based tools that make this available to everyone in an
engaging, thought-provoking and user-friendly way.

Data Analysis as Technique, Language as Object: an approach followed
by information retrieval, text mining, and corpus linguistics (see e.g. Intro-
duction). In Section 4.2, we will investigate different tools whose goal is a
critical analysis of texts.

Data Analysis as Technique, Data Analysis as Object: A “pure” form
of critical data literacy that probably requires the most abstraction capa-
bilities. To the best of our knowledge, this is not very wide-spread yet. An
example will be described in Section 4.3.

Data Analysis as Technique, Behaviour in Data Spaces as Object:
This combination has created much novelty and interest in recent years,
probably since behaviours in data spaces like the Internet are increasingly
“authentic/situated” behaviours of many people. Sections 4.4 and 4.5 will
discuss Web-based tools whose goal is a critical analysis of such behaviours.

As for language use, education appears to be the adequate cultural environment
for this. This could range from the integration into the school or university
curriculum to uptake by adult-education institutions and other voluntary, semi-
formal settings. The Web appears to be a very well-suited medial environment
for the storage, transfer, and use of such learning activities, but like in other
areas, an approach that solely relies on autodidactic approaches appears risky.
Data analysis is an activity best done with the help of software, thus, we focus
on (usually Web-based) software tools as cognitive tools.3 (Thus, the use and
ideally also creation of tools becomes the analogue of natural-language use.)

3 “The term ‘cognitive tools’ was coined by the book edited by Lajoie and Derry [29]
[... : ] computers could support learning by explicitly supporting or representing cog-
nitive processes. In such a sense computers could serve as being a ‘mind extension’,
augmenting the limited capacity of the brain. More general we can define cognitive
tools as being instruments that are designed for supporting cognitive processes and
thereby extending the limits of the human cognitive capacities. In principle anything
can be a cognitive tool, for instance a sheet of paper and a pencil can be a cognitive
tool to support the cognitive process of remembering items, extending the limited
capacity of working memory.” [58, p. 389]
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3.2 On the Chances of Achieving Critical Data Literacy: Principles
of Successful Learning as Description Criteria

Modern learning theories name the following principles of successful learning4

1. It is situated and authentic; multiple contexts are investigated.
2. It is active and constructive.
3. Multiple perspectives are taken.
4. It is social.
5. It involves articulation and reflection.

Principle 1 is very relative to what interests a learner – “situated” is often
thought of being about one’s “natural environment”, but this is very different
for different learners, and an avid mathematician (for example) may “live” in a
mathematics world. The investigation of multiple contexts is relevant to support
transfer learning. All these demands can be met easily with the Web – data
and questions to the data that ‘matter’ to the learners can be chosen from the
vast array of possibilities. We will focus on current-events topics as likely to be
interesting to a wide range of (news-consuming) people.

Principle 2 is given with data-analysis tools: Learners take an active role
in defining and performing analyses, and they construct new representations
(such as classifiers from data). However, the true extent of constructiveness and
freedom of re-representation needs to be investigated for each case.

Principle 3 is not automatically given. We will investigate below how data
mining can support the exploration of and creation of different perspectives.
Note the ‘playful’ element of such role-playing activities (today often referred to
as “identity management”), which is considered highly important for intellectual
flexibility and even successful behaviour in societies [51].

Principle 4 is a key point of the Social Web. It is realized mainly through to-
day’s extensive social networks, in which people are free (and often quite active)
in commenting on each other’s utterances and extending on them. Note, how-
ever, that this is not automatically given just by offering a tool; in an educational
setting, appropriate instructions can help to realize it.

Principle 5 requires two things: To articulate content, one needs to represent
it, for example in words, by a drawing, etc. It is well known from the cognitive
and learning sciences that a mere repetition of a given representation is usually
not effective, that rather, a different re-representation is helpful and often neces-
sary to gain insights, solve problems, etc. [41]. Reflection involves the inspection
and active construction of such re-representations and in general meta-cognitive
strategies for managing the learning process [49].

We will use these five principles as criteria for the characterization of the case
studies / tool examples to be presented in the following section. In addition, we
will use criterion

6. Data mining sophistication, in order to gauge to what extent the examples
use the power of state-of-the-art data mining.

4 This list is my own summary of relevant findings from (social) constructivism and
constructionism, based on sources such as [1,14,28,36,43,59,61,64].
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4 Examples: Tools and Other Approaches Supporting
Data Mining for Information Literacy

In the following, we will analyse different examples of current-day uses of data
mining for critical data literacy as defined above. They will be ordered by their
primary technique and object as laid out in Section 3.1, and characterized by the
six criteria as laid out in Section 3.2. Both perspectives are designed to outline
what current tools can do and what is missing most.

4.1 Analysing Data: Do-It-Yourself Statistics Visualization

The press is full of information graphics about current events, and “smart graph-
ics” can be “worth a thousand words”. Thematic maps are maps that focus not
on the geographic features of countries and other regions, but on political, social
or economic quantities that characterize those regions. They become especially
interesting when innovative visualization strategies are chosen.

Fig. 1. Worldmapper: Child labour (left) and Toys imports (right).5

The site www.worldmapper.org transforms each country’s area by a quan-
tity associated with that country. Technically, Worldmapper is a collection of
world maps, using equal area cartograms where territories are re-sized on each
map according to a particular variable. One example is population. In addi-
tion, juxtapositions and animations can show how these relationships between
countries differ when different statistics are chosen, such as the one shown in
Fig. 1. Some additional features such as interactive maps that support zooming
and panning are offered for some datasets. The site contains 696 maps, with
associated information and PDF ’poster’ file. Each map relates to a particular
subject. Data files that underlie the maps can be downloaded in a popular and
interoperable format (Excel). The project is a collaboration of researchers and
practitioners at the universities of Sheffield and Michigan, the Leverhulme Trust
and the Geographical Association. The data were mostly supplied by the UN.

www.gapminder.org offers a software that allows one to plot various timeseries
and contrast them. Its goal is to “unveil the beauty of statistics for a fact based
world view”. Data come from official sources like the OECD or the International
Labor Organization. Fig. 2 shows an example. Different options of overview and
5 from http://www.worldmapper.org, retrieved on 2010-07-30.
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Fig. 2. Gapminder: income vs. age at first marriage, Australia vs. Afghanistan, tracking
years shown as circles. Snapshot taken at the end of animation.6

detail sequences and zooming and changing between representations (e.g. chart
or tabular) are offered. GapMinder is available as an online version and as an
offline desktop version. Different output formats such as videos, Flash or PDF
are supported. A plugin in GoogleDocs makes it possible to create these graphs
with one’s own data. 7 Special attention is paid to the needs of teachers or others
who want to use GapMinder for their own presentations. GapMinder was created
as a Foundation in Sweden and was bought by Google in 2007, where the original
developers continue to work.

An analysis along our six principles reveals the following.

1. Situatedness and authenticity, multiple contexts. Both tools apply statistics
and data visualization to authentic official data that are clearly situated in sys-
tems of development indicators and official statistics. Multiple contexts are sup-
ported by different datasets.

2. Active and constructive. In Worldmapper, activity is basically limited to
choosing graphs; in GapMinder, further interaction options (like the selection
of countries) support a stronger sense of user activity and choice. Activity is
more strongly supported by GapMinder when users choose their own datasets.
6 from http://www.gapminder.org, retrieved on 2010-07-30.
7 http://www.gapminder.org/upload-data/motion-chart/.
8 http://flowingdata.com/wp-content/uploads/2007/09/snow_cholera_mapsm.

jpg; http://www.evl.uic.edu/luc/422/GIFs/challenger2.gif, see [56, p. 47]
http://revcompany.com/blog/wp-content/uploads/2009/08/

challenger-disaster.gif, adapted from [56, p. 45]; retrieved on 2010-07-30.
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Fig. 3. Classical examples of visual data mining: (a, top): Snow’s cholera map, excerpt,
showing the Broad Street pump location and the number of deaths per house as bars.
Challenger launch temperature and number of damaged O-rings: (b, middle): graphic
used by the engineers before the launch, which did not prevent the launch. (c, bottom):
proposal by Tufte.8
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A sense of construction can be created in the sense that one transforms relational
tables into graphics; although the constructive element is limited by the available
analysis options.

3. Multiple perspectives. Multiple perspectives could be supported by the choice
of different but complementary indicators of a common thematic complex (e.g.
girls’ illiteracy and child labour as indicators of poverty, or prevalence of diseases
and alcohol consumption as indicators of health status). More challenging ap-
pears to be the use of different datasets that operationalize the same construct
in different ways, collected by different agents – this could stimulate discussions
on multiple perspectives more strongly. The latter is only supported by tools
such as GapMinder that allow users to visualize datasets of their own choosing.

4. Social. Beyond the sharing of graphs/analysis results, the tools offer no spe-
cific social usage models. Sharing is supported by GapMinder in a common
Web2.0 fashion: a link that supplies a URL to be inserted into a website or
email. Sharing and joint editing via GoogleDocs could be a basis for further
social usage models.

5. Articulation and reflection. The visualizations and especially the juxtapo-
sitions offer re-representations of tabular and quantitative data; as such, they
articulate and re-represent. This can arguably be highly conducive to reflection
and the discovery of new solutions in the sense of successful information visual-
izations or visual data mining.

6. Data mining sophistication. There is none in the algorithmic procedures used;
but the visual re-representation can support a (potentially misled) human visual
perception of correlations and identify areas where “asking more questions” could
be interesting (cf. active learning in machine learning). However, as mentioned
above, both tools can support visual data mining.

Further analysis and visualization options are offered by the tool ManyEyes,
which will be presented with a focus on its text-analysis capabilities in the fol-
lowing Section.

Visual Data Mining. Visual data mining has been defined as focusing on
integrating the user in the KDD process in terms of effective and efficient visu-
alization techniques, interaction capabilities and knowledge transfer.9

Well-known examples are two cases explained in detail by Edward Tufte [56]:
Snow’s Cholera Map, which in the mid-19th century helped to identify polluted
water as the source of cholera (by visually correlating a specific water pump with
a high incidence of cholera deaths in the neighbourhood), see Fig. 3 (a), or the
hypothetical prevention of the 1986 Challenger disaster by the replacement of
the actually used, inadequate data visualization, by one that clearly visualizes
the intended argument, see Fig. 3 (b) and (c).
9 http://www.dbs.informatik.uni-muenchen.de/Forschung/KDD/VisualDM/, 2001-

01-18, retrieved on 2010-07-26.
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4.2 Analysing Language: Viewpoints and Bias in Media Reporting

Text mining is the application of data mining techniques to texts. This can mean,
for example, that classifiers are learned to assign text documents such as Web
pages, Twitter messages or even tag sets to a category. These categories may
be determined by content (e.g. “sports” vs. “computers”, cf. [37]), by opinion
polarity (e.g. expressing a positive or a negative opinion about a previously
determined topic, cf. [42]), the likely author [57,20], or other criteria.

A criterion that has recently received a lot of attention is “viewpoint” or
“bias”, as identified by, for example, the (often self-declared) belonging to one
of a small set of factions on an issue or even an image-creating identity itself.
Examples of the first case are adherents of a political party or members of
societal or national groups with pronounced stances on controversial issues (such
as Palestinians and Israelis on issues such as Gaza). Examples of the second case
are media that represent such stances, such as Al Jazeera on the one hand and
Fox on the other. The analysis of, e.g., different lexical choices depending on
viewpoint is a classical method in Critical Discourse Analysis, see e.g. [48]. There,
however, it is still predominantly done manually and thus on small samples, but
corpus-analytic/text-mining methods are gradually beginning to be applied and
allow the analysis of a much larger set of documents.

Such analyses are done with supervised learning of global models (e.g., classi-
fier learning), with unsupervised learning of global models (e.g., clustering), or
with local-pattern detection (such as frequent phrases).

Viewpoint mining has so far been explored mostly in research efforts. Super-
vised modelling typically analyses a topic and then learns a classifier to distin-
guish between viewpoints on this topic. One example is a media analysis of local

Fig. 4. Decision tree learned to predict LO (local newspaper) vs. WE (Western news-
paper), from [46]
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Fig. 5. Tag cloud showing word frequency and typicality in the two corpora, from [31]

Fig. 6. Two example topics with the words characterising the topic as a whole and
those specific for the two sources, from [19]

vs. Western media reporting on the Kenyan elections; various classification al-
gorithms found, for example, that usage of the word “tribe” was a near-certain
predictor of a text having appeared in a Western newspaper [46]. This was found
by applying various standard classification-learning algorithms such as decision
trees, see Fig. 4.

In [31], a language model of documents for two viewpoint categories was
learned; the results were visualized in a tag cloud where size shows frequency
and colouring typicality of one of the two viewpoints, see Fig. 5.

In [19], two coarse-grained viewpoints (documents either published by Al
Jazeera or CNN) were input as data labels; based on them, topics were learned
in an unsupervised way alongside words that are typical of how the two view-
points/media report on these topics. The method relies on (a) nearest neighbour
/ best reciprocal hit for document matching to identify topics and (b) Kernel
Canonical Correlation Analysis and vector operations for finding topics and char-
acteristic keywords for viewpoint characterization. Figure 6 shows two examples.
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Fig. 7. Words associated most strongly with the two target words “Christianity” and
“Islam”, from [44]

Unsupervised learning has been employed to identify media bias by [44].
They performed two orthogonal analyses on a large corpus of Dutch newspa-
pers: one that distinguishes between articles published before 9/11 and articles
published after it, and a second analysis that distinguishes between five news-
papers ranging from quality to popular. The question is how the perception
of Islam and Christianity may have changed (or differs between sources); the
method is based on lexical co-occurrences. The authors use two types of such
word vector space models: one based on co-occurrence in documents (the typical
information-retrieval / text-mining vector-space model that is, for example, used
in the studies described above), and a syntax-based model that takes into ac-
count how frequently two words occur in the same syntactical roles. The target
words “Islam”/“Christianity” are described by vectors in these feature spaces,
and other words with (cosine-)similar vectors are identified as related in the wider
meaning. Some sample results (document- and syntax-based models coincided
on the general results) are shown in Fig. 7. In addition, significant differences
were found between the newspapers, including a higher co-occurrence of “Islam”
and “terrorism” in the most popular newspaper.

However, none of these examples are available in the form of freely accessible
and/or Web-based tools; thus they cannot be used easily. In principle, everyone
could set up and perform similar mining tasks with the help of the many free
tools that exist on the Web; however, the effort needed to pre-process Web doc-
uments for mining as well as the expertise needed to operate powerful tools are
considerable, such that this is not a realistic option. Individual and task-specific
exceptions confirm this rule, especially in the computational humanities.
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“... I want to make three brief points about the resignations of the eight United States’
attorneys, a topic that I know is foremost in your minds.
First, those eight attorneys deserved better. ... Each is a fine lawyer and dedicated
professional. I regret how they were treated, and I apologize to them and to their
families for allowing this matter to become an unfortunate and undignified public
spectacle. I accept full responsibility for this.
Second, I want to address allegations that I have failed to tell the truth about my
involvement in these resignations. These attacks on my integrity have been very painful
to me. ...”

Fig. 8. (top) Excerpts from Gonzalez’ resignation speech. (bottom) A Word Tree.10

One example is the MONK workbench that “includes approximately 525 works
of American literature from the 18th and 19th centuries, and 37 plays and 5 works
of poetry by William Shakespeare. [...] MONK provides these texts along with
tools to enable literary research through the discovery, exploration, and visual-
ization of patterns. Users typically start a project with one of the toolsets that
has been predefined by the MONK team. Each toolset is made up of individual
tools (e.g. a search tool, a browsing tool, a rating tool, and a visualization), and
these tools are applied to worksets of texts selected by the user from the MONK
datastore. Worksets and results can be saved for later use or modification, and
results can be exported in some standard formats (e.g., CSV files).”11 The docu-
ments in the MONK collection are pre-processed, such that users can concentrate
directly on the text-mining tasks. However, the interface is more demanding than,
for example, that of GapMinder, such that casual users may be discouraged from
experimenting with the tool. An earlier, simpler version of MONK demonstrated
the ideas by allowing users to label selected poems by Emily Dickinson as “erotic”
or not and then determining, via Naive Bayes learning, which words contributed
most to this classification [45].

10 http://www.justice.gov/archive/ag/testimony/2007/ag_speech_070419.html;
Word Tree generated with http://manyeyes.alphaworks.ibm.com/manyeyes/,
retrieved on 2010-07-30.

11 http://monkpublic.library.illinois.edu/monkmiddleware/public/index.html
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An example of local pattern mining that is highly accessible are the Word
Trees of http://manyeyes.alphaworks.ibm.com/manyeyes/. The method is
the discovery of a word (sequence) trie, and the visualization of the sequences
with common prefixes together with size indicating frequency. As an example,
consider Fig. 8, which shows an analysis of the 2007 resignation speech of US
Attorney General Alberto R. Gonzalez. The speech at first glance appears to
emphasize his regret over the dismissals of eight attorneys that others claimed
he had an important role in, but at second sight looks more self-related.

An analysis along our six principles reveals the following.

1. Situatedness and authenticity, multiple contexts. All tools apply text mining
to authentic data that are clearly situated as documents from or reporting on
current events. Multiple contexts are supported by different datasets, especially
in ManyEyes where they can be uploaded by anyone.

2. Active and constructive. The interaction and analysis options in MONK pro-
vide user activity and choice. Activity is more strongly supported by ManyEyes
when users choose their own datasets. A sense of construction can be created
in the sense that one transforms texts into graphics; especially in MONK, users
can get an idea of the degrees of freedom inherent in making decisions along the
different steps of data mining. In addition, the arguments of Section 4.1 apply
analogously.

3. Multiple perspectives. Multiple perspectives are supported in analogous ways
(and for the same reasons) as in the tools presented in Section 4.1.

4. Social. This is supported in analogous ways as in the tools presented in Section
4.1. In addition, the uploading of one’s own datasets (which can then be re-used
by others) can give rise to social usage in ManyEyes.

5. Articulation and reflection. The visualizations and especially the juxtaposi-
tions offer re-representations of textual, sentential data; as such, they articulate
and re-represent. This happens in various ways: In classifier learning, significant
words are extracted that are highly characteristic of a certain category (e.g.
viewpoint); in topic detection, “issues” may be discovered (along with typical
words common to all reporting on them), and in word trees, frequently used
phrases may be discovered. This can arguably be highly conducive to reflection
about the connotations of these words or rhetorical effects of these phrases.

6. Data mining sophistication. Data mining sophistication ranges from the
straightforward application of known algorithms to new problems, to the formu-
lation of new and advanced mining methods. It is likely that freely and flexibly
accessible Web-based tools (which are our focus here) will continue to concen-
trate on straightforward methods; also they are likely to continue concentrating
on the application of one type of analysis, since the composition of analysis steps
is very demanding for non-experts. (Witness the mixed reception of mashup tools
like Yahoo! pipes or its competitors, cf. [55,15].)
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4.3 Analysing Data Mining: Building, Comparing and Re-using
Own and Others’ Conceptualizations of a Domain

Two key elements of the Social Web are complementary: the realization that peo-
ple are highly different, but that, if brought together by the infrastructure of a
worldwide network and appropriate algorithms for finding similarity, many peo-
ple who are alike (even if they are only 10 worldwide) can profit from each other,
and that even more people can profit from others who are only partially alike.12

This observation has been utilized in a large number of end-user systems, most
notably recommender systems based on various forms of collaborative filtering.
Collaborative filtering employs a wide range of sophisticated data-mining tech-
niques, analysing actions (who bought what? who rated what?), content (what
are the features of the items people like?) and structures (how do social ties
interact with other forms of similarity?). However, the dominant form of pre-
sentation of these data-mining results is a focus on the result (with the implicit
understanding that this is helpful), and less a focus on how it was reached.

The CiteSeerCluster/Damilicious tool [10,60] is an attempt to use the basic
logic of data-mining for a purpose (in this case, the search for scientific literature)
to help people reflect on how these results arise and what this means for them
– and thus how they may be able to re-use the results. The idea is to help
users in sense-making of the results of their literature searches on the Web: on
an individual level, by supporting the construction of semantics of the domain
described by their search term, and on the collective level, by encouraging users
to explore and selectively re-use other users’ semantics.

The user can, starting from an automatically generated clustering, group a
search result document set into meaningful groups (see Fig. 9), and she can learn
about alternative groupings determined by other users. To transfer a clustering
of one set of documents to another set of documents, the tool learns a model for
this clustering, which can be applied to cluster alternative sets of documents.
We refer to this model as the clustering’s intension (“there is a group of papers
dealing with security and privacy”), as opposed to its extension, which is the
original, unannotated grouping of the documents (“documents 1, 13 and 35
belong together”).

This approach supports various measures of diversity. Such measures can be
used to make recommendations and present new, possibly interesting viewpoints
of structuring the result set. Specifically, a measure is introduced to quantify the
diversity of users, defined on how they have in the past grouped identical sets of
resources (here: scientific publications). Two users are maximally diverse if they
have imposed orthogonal groupings and minimally diverse if they have imposed
the same grouping. By convention, users who have not imposed structure on iden-
tical sets of resources could be considered maximally diverse or even as a sepa-
rate class. A visualization based on this measure of diversity as distance metric
and multi-dimensional scaling can then serve to give users a first overview of how
“close” others are to them, see the overlaid image at the bottom right of Fig. 9.
12 The “long tail” is an expression of these complementary principles in terms of how

to produce for and make profit in a world composed of niche markets.
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Fig. 9. Main window: User interface for creating one’s own grouping and ontology
from the search result, from [10]; overlaid image: a visualization of user diversity using
multi-dimensional scaling (“System”: a user who did not change the system’s grouping
proposal), from [60].

An analysis according to the six criteria shows the following.

1. Situatedness and authenticity, multiple contexts. The tool supports situated
and authentic activities to the extent that literature search is an integral part
of the work of an advanced student or other academic. Multiple contexts are
only supported to a limited extent (various top-level queries as selectors of the
starting set of scientific publications).

2. Active and constructive. The tools involves the user strongly in active and
constructive sense-making. While users can, in principle, use the tool like a
search engine that performs automatic clustering (for example, www.clusty.
com), a user study showed that the possibility to re-group is welcomed and
used extensively and with good results [10]. Likewise, dealing with user diversity
by choosing, for example, very similar users (to be supported in one’s ways
of thinking) or very dissimilar users (to broaden one’s horizon), can be highly
constructive and active.

3. Multiple perspectives. Damilicious can help users take different perspectives
on search results and thereby reflect more deeply about resources on the Web
and their meaning.

4. Social. The explicit representation of different users can represent a good basis
for treating literature search as a social activity. The current version of Damili-
cious is only a prototype; it therefore needs to be extended by social interaction
functionalities such as those of www.citeulike.org or www.bibsonomy.org.
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5. Articulation and reflection. The interplay between the formation of concept
extensions and concept intensions involves constant re-representations, articu-
lations and also reflections of the content concepts of the scientific domain in
which literature is being investigated. Similarly, the meta-notion of “people who
do (don’t) think like me in the sense that they structure the world in the same
(different) ways” can serve to articulate the comparatively unreflected notion
“people like me” and make it more amenable to reflection.

6. Data mining sophistication. The interplay between concept extensions and in-
tensions extends state-of-the-art methods in conceptual and predictive clustering
[4, 16].13

4.4 Analysing Actions: Feedback and Awareness Tools

Doing data or media analyses, as described in the previous sections, probably
requires a comparatively deep interest in the phenomena being studied that, for
many people, will go beyond a basic need to “be informed”. A rather different
approach is to take advantage of the liking that many people have to “look into a
mirror”, where the phenomenon being studied is – them. Feedback and awareness
tools analyse the log files an individual produces, and compile various statistics
about these usage data or run mining analyses on them.

Several such tools have been touted in recent years as enhancers of personal
productivity: “time-management software” allow users to see which applications
they use for how long, which Web sites they visit and for how long, etc. This
can be used as the basis for billing clients.14 One site claims that “On average
[our tool] recovers 3 hours and 54 minutes worth of productive time per week
per person”.15 These tools generally show users simple statistics such as hours
of time spent on Facebook during the last week.

Such self-observation can be useful for learning itself. As studies such as [21]
have shown, the support of metacognitive activities that reflect a learning process
ex post can improve learning success. Feedback may be given about resource
usage and their timing during learning, e.g. in [21], or about the resources used,
their semantic classes, and the type of navigation/search between them [6,5].

A recent related development are privacy feedback and awareness tools that
are motivated by the increasing revelation and spread of highly personal self-
profiling especially in today’s Social Media, and the observation that in spite
of many people describing themselves as highly privacy-conscious when asked
explicitly, online behaviour differs markedly from these attitudes [7,2]. Alongside
this, appeals to be more protective of one’s personal data scarcely have any
effect; the idea of privacy feedback and awareness tools is to show users within
the context of their potentially privacy-related activities (e.g. within their social
network platforms) important consequences of activities they have performed.
13 For a method with similar end results but a different data-mining approach and

goals, see [40].
14 http://manictime.com/
15 http://www.rescuetime.com/



Data Mining for Information Literacy 285

Fig. 10. How the current user has decided to share her birthday or not in an online
social network based on her friends’ features, from [18].

Privacy awareness tools aim at fostering understanding and reflection: For
example, [30] suggest improving privacy sensitivity in systems through feedback
that enhances users’ understanding of the privacy implications of their system
use. This can be coupled with control mechanisms that allow users to conduct
socially meaningful actions through them. These ideas have led to suggestions
like the identityMirror [33] which learn and visualize a dynamic model of user’s
identity and tastes. Similar ideas are embodied in the concept of privacy mirrors
[38] or in the [24] proposal for linkage control in identity management systems.

Data mining can extend the scope of these applications and simulations for
information inference by employing more sophisticated forms of induction and
deduction for demonstrating the possible consequences of a user’s actions. In
[23], we have shown how the spread of visibility/accessibility of a user’s profile
and relational data may be computed. In the remainder of this section, we first
outline how inferencing could be employed in the SNS models we studied and
then sketch more sophisticated approaches.

Towards Conflict Avoidance and Resolution: Feedback and Negotia-
tion Mechanisms. The analyses of the cases in [23] have shown, among other
things, access permission inconsistencies: some information becomes visible be-
yond the group of people originally intended. (A simple example is the following
that uses standard social-network functionality: Let A restrict visibility of his
friendships to “friends”, and let A be friends with B. B sets the visibility of
his friendships to “friends-of-friends”. Then, a friend C of B’s can, by choosing
her friends, determine who gets to see the relationship A–B. The recipients may
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include D, with whom A never wanted to share any information.) A “feedback
mechanism” could be implemented to make users aware of this. It would signal,
upon the intention of users A and B to establish a relation, to them that the
actual group of people who will be able to see the relationship will be larger
than what they (probably) expect based on their individual permissions.

If such access permission inconsistencies are judged to be acceptable, there is
no problem. However, if users disagree, other models will have to be considered
that either avoid access permission conflicts or allow users to articulate con-
flicting requirements and find designs that allow users to negotiate these prior
to design or during run-time. It is important to underline the fact that users
cannot and do not decide on their preferences alone as long as relational infor-
mation (such as friendships) and transitive access control (such as the de-facto
delegation through access rights for friends etc.) is implemented.

In any case, users should be provided with feedback, informing them about
how far their relationship information travels through the graph. This feedback
can be coupled with collective privacy setting negotiation mechanisms, building
on policy visualization techniques like the Expandable Grids [47]. The intended
result are better-informed user choices about what information – about them-
selves or others – to publish and how.

Design Choices in Feedback Mechanisms based on Data Mining. Go-
ing beyond straightforward what-if simulations, we believe that feedback for
awareness-raising simulations should not only be limited to the application of
data-mining models such as classifiers or graph inference results. Rather, it is
vital to consider also the dynamics with which users’ data-related activities con-
tribute to the learning of these models. Thus, we propose to integrate data
mining more fully – by considering also statistical information, by considering
also the learning stages of a model – into creating privacy awareness tools.

As one example in social networks, consider the problem of inserting structure
into the set of “friends”. In current SNS, these sets have no internal structure,
or friends can be assigned to predefined classes [12]. These sets grow too fast for
many users and easily become unmanageable. This is reminiscent of the email
structuring problem (which has been addressed by several machine-learning ap-
proaches such as [16]). In addition, it is however an increasing privacy problem,
because profile and relational information is distributed either to all friends or to
none. To improve on this situation, the user’s set of “friends” could be clustered
by connectivity, a classifier could be learned from the user’s own past commu-
nication behavior with these different clusters, and a recommender could be
derived from it to suggest that in the future, it might be advisable to withhold
certain information from this group. Such mechanisms were implemented in [22]
based on tie strength characterized by multiple dimensions representing trust
and closeness among friends, and in [18], which also showed that friends’ con-
nectivity patterns are a better predictor than these friends’ profile information
for the willingness to share certain information. This type of clustering / classi-
fication / recommendation mining could be incremental, such that the effects of
decisions such as accepting an invitation to become friends attain visibility.
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This basic idea gives rise to a number of choices and questions: (a) The impli-
cations could be shown to users in pull or push fashion. Push has the advantage of
potentially reaching more people, but the disadvantage of potentially becoming
tiresome and ignored if too many warnings are issued. Machine learning could
in turn be used to learn how and when to make proposals to a user to maximize
effectiveness (cf. earlier work on desktop agents). (b) Inferences can be based on
already-stored data or on what-if simulations. The latter have the advantage of
warning people “before it’s too late”, but may therefore also create a false sense
of security. This tradeoff remains an open issue for interaction design. (c) The
target groups to whom inferences are shown can range from end users (natural
persons in SNS applications, businesses in applications like [8]) to SNS providers.
(d) Due to the interdependencies between users and the external effects of their
decisions, mechanisms may need to address groups rather than individuals. The
challenge then lies in how to best address groups rather than individuals only.
Some of the issues involved (such as preference aggregation) will be similar to
those in issuing recommendations to groups [27], but further ones will surface
due to the as-yet little-explored nature of privacy seen as a collective good.

An analysis according to the six criteria shows the following.

1. Situatedness and authenticity, multiple contexts. All tools apply data mining
to authentic data that are clearly situated as documents from or reporting on
the user’s own actions. Multiple contexts are supported to the extent that data
are collected in multiple work or life contexts. (However, it is an unexplored
topic how these contexts should be kept apart.)

2. Active and constructive. Activity and constructiveness are similar to those in
the tools described in Section 4.1: Users can create representations, but they are
limited to the given analysis options. In addition, by being the ones who create
the data (by their actions), users can become active in new ways, for example
trying out different behaviours. Thus, these tools may have a stronger feedback
effect on behaviour.

3. Multiple perspectives. In principle, different analysis options could support
multiple perspectives; however, it may be that only one perspective (the user
watching herself) is encouraged.

4. Social. Feedback and awareness tools may comprise social functionalities of
different types. Several time-management tools allow one to see, for example,
which applications other users use or how one is ranked based on a given measure
relative to others (based on a small social network of tool users).

5. Articulation and reflection. The visualizations and especially the juxtaposi-
tions offer re-representations of textual, sentential data; as such, they articulate
and re-represent: Activity is translated into data (such as number of hours spent
with a certain application) or into consequences (such as friendships becoming
visible to a certain group of people). This can arguably be highly conducive to
reflection about the consequences of one’s actions (and action based on it, cf.
RescueTimes’ claim regarding “rescued” work time).



288 B. Berendt

6. Data mining sophistication. Data mining sophistication today mostly ranges
from the straightforward depiction of basic data statistics, to the application of
known algorithms for purposes such as classifier learning. A continued focus on
simpler methods appears likely, for the same reasons as discussed in Section 4.2.

4.5 Analysing Actions: Role Reversals in Data Collection and
Analysis

As discussed in the previous section, the privacy of one’s activities and data on
the Internet are becoming an increasing focus of many efforts to increase informa-
tion literacy. Here, the notion that ‘privacy consists of protecting personal data
of individuals’ is too narrow to give rise to a true understanding of the dynamics
of data disclosure, sharing and hiding. First, as already noticed in the previous
section, in richly linked worlds like online social networks, there are many
external effects of any one person’s privacy-related behaviour. Second, not only

Fig. 11. Sousveillance equipment as high-end consumer goods.16

16 http://wearcam.org/domewear/, retrieved on 2010-07-30.
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individuals have interests in hiding their data; one then speaks of “trade secrets”
(when the agent is a business), “national security and classified information”
(when the agent is a state), etc.

One of the truisms of information hiding is that it is often used to maintain
power. Thus, role reversals may open up discussions of how unequal distributions
of information found unequal distributions of power, or even change these power
relations.

In the area of collecting data about individuals and groups, often over the
Internet, this idea has recently been discussed in the emerging research area of
Surveillance Studies [34] under the term sousveillance. Sousveillance is not tied
to any particular software and analysis tool; in fact, in line with the focus on data
collection, most of the technical attention in this regard is currently focussed on
mobile, ubiquitous and wearable devices [35].

Surveillance “is the monitoring of the behavior, activities, or other changing
information, usually of people and often in a surreptitious manner. It most usu-
ally refers to observation of individuals or groups by government organizations.”
[63]

Sousveillance “and inverse surveillance are terms [... that] describe the record-
ing of an activity from the perspective of a participant in the activity. [...]
Sousveillance typically involves community-based recording from first person
perspectives, without necessarily involving any specific political agenda, whereas
inverse-surveillance is a form of sousveillance that is typically directed at, or used
to collect data to analyze or study, surveillance or its proponents (e.g., the ac-
tions of police at a protest rally).” [62]

Just as privacy mirrors can be made more powerful by data mining (see pre-
vious section), sousveillance activities are conceivable that involve not only data
collection, but also data analysis. A prime example of this is the Wikiscanner17,
developed by Virgil Griffith: It “allows users to automatically track anonymous
edits that people make to Wikipedia entries and trace them to their source.
It does so by taking the IP address of the anonymous person who made the
Wikipedia changes and identifying who owns the computer network from which
the person made the edits.

The tool exposed how insiders at Diebold Election Systems, Exxon, the Cen-
tral Intelligence Agency and other companies and organizations were surrepti-
tiously deleting or changing information that was unflattering to them or con-
tradicted the company line.” [65]18 19

17 http://wikiscanner.virgil.gr/
18 Interestingly, the Wikiscanner is seldom if at all (a Google search on 2010-08-05

returned no results) mentioned in relation to sousveillance, possibly because the
data have already been collected.

19 The Wikiscanner has also been used to identify and classify authors representing dif-
ferent viewpoints, e.g. Israeli and Palestinian authors of jointly interesting pages [13].
It can thus, as long as IP address spaces can roughly be identified with viewpoints,
be used to create corpora for tools such as those described in Section 4.2.
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Table 1. Remarkable Contributions to the German-Language Wikipedia, excerpt20

Article
IP owner
(2007) Date Kind

Duration
of stay in
Wikipedia

Food and
Drug Admin-
istration

Fresenius AG 2004-11-04

reproach that the US Food and
Drug Administration abuses secu-
rity means as a trade impediment

> 2 years

Nuclear
power station
Biblis

RWE 22
2006-06-30
(not only)

“Biblis is a milestone in terms of
security” etc.

10 min

Clopidogrel
Sanofi-
Aventis

2007-03-20
recommendation of S.-A.’s own in-
gredient, downplaying of risks

22:42 h

The Great
Global
Warming
Swindle

IP of the
German
Parliament

2007-04-18
removal of factual criticism, as-
cription of lobbying to critics

< 1 min

An analysis according to the six criteria shows the following.

1. Situatedness and authenticity, multiple contexts. All tools apply data analysis
to authentic data that are clearly situated as reporting on actions by agents
the user is interested in. Many sousveillance activities, in addition, refer to the
user’s own actions (like keeping a complete log of one’s life based on the recorded
data). Multiple contexts are supported to the extent that different agents (e.g.,
governmental or business) and different edited resources are involved.

2. Active and constructive. Activity and constructiveness in the Wikiscanner
are similar to those in the tools described in Section 4.1: Users can create rep-
resentations, but they are limited to the given analysis options. More variation
appears to be inherent in several sousveillance activities, but this creativity may
be limited (at least at present) to relatively computer-/Internet-savvy people.

3. Multiple perspectives. The very idea of sousveillance or role reversals in watch-
ing and analysing rests on establishing multiple perspectives. Thus, these ap-
proaches present the strongest support for multiple perspectives.

4. Social. Sousveillance is an excellent example of a use of technology as a social
practice, such that the focus on the technology itself would be too narrow. Thus,
Mann et al. [35, p. 337] observe that “[t]he goal of the performances reported
here is less to understand the nature of surveillance than to engage in dialogues
with front-line officials and customer service personnel at the point-of-contact
in semi-public and commercial locations.” While the performances reported in
that paper were deliberate activities at the interface between research and arts
performances, the same holds for more “incidental” occurrences of sousveillance:
20 RWE is a major German electricity/gas/water provider.

http://de.wikipedia.org/w/index.php?title=Wikipedia:WikiScanner&oldid=

66534749, retrieved on 2010-07-30, own translation.
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Recording a situation is only part of the sousveillance process; communicating
about this is another part. This makes video- and photo-sharing sites such as
YouTube or Flickr important media.21 And Web-based communication under-
lines the close connection between the two forms of observing: “Social software
such as Facebook and MySpace aid surveillance by encouraging people to pub-
lish their interests and their friendship networks. They also aid sousveillance by
making this information available to peer networks as well as to the authorities.”
[62]

The Wikiscanner itself has no social functionalities, but it has sparked intense
debates (including in the Social Web) and, for example, contributed to the col-
laborative authoring of Wikiscanner result overviews such as that shown in Fig.
1.22

5. Articulation and reflection. All activities reported on in this section have a
strong component of re-representation and articulation: from turning one’s life or
perceptions into data, to turning anonymous editors into agents with intentional-
ity. And reflection is the prime motivator: “Sousveillance is a form of ‘reflection-
ism,’ a term [...] for a philosophy and procedures of using technology to mirror and
confront bureaucratic organizations. Reflectionism holds up the mirror and asks
the question: ‘Do you like what you see?’ If you do not, then you will know that
other approaches by which we integrate society and technology must be consid-
ered.” [35, p. 333]

The goal of reflection, in turn, is social, thus linking our criteria 4. and 5.:
“Sousveillance disrupts the power relationship of surveillance when it restores a
traditional balance that the institutionalization of Bentham’s Panopticon itself
disrupted. It is a conceptual model of reflective awareness that seeks to problema-
tize social interactions and factors of contemporary life. It is a model, with its root
in previous emancipatory movements, with the goal of social engagement and di-
alogue.” [35, p. 347]

6. Data mining sophistication. So far, the sophistication of the automatic analysis
of the gathered data is limited. Typical sousveillance activities focus on data col-
lection and/or various, manually configured, transformations of these data23 such
as the superimposition of various still and video footage [35] or the transposition

21 [continued citation] “For example, police agents provocateur were quickly revealed on
YouTube when they infiltrated a demonstration in Montebello, Quebec, against the
leaders of Canada, Mexico and the United States (August 2007). When the head of
the Quebec police publicly stated that there was no police presence, a sousveillance
video showed him to be wrong. When he revised his statement to say that the police
provocateurs were peaceful observers, the same video showed them to be masked,
wearing police boots, and holding a rock.” [62]

22 cf. for example http://de.wikipedia.org/w/index.php?title=Wikipedia:Wiki

Scanner&oldid=35921623vs.http://de.wikipedia.org/w/index.php?title=

Wikipedia:WikiScanner&oldid=35936088
23 These transformations are straightforward/non-sophisticated only from the perspec-

tive of data mining!
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into a “CyborgLog” comprehensive electronic diary, cf. [4]. The Wikiscanner uses
a straightforward data lookup and record linkage algorithm.

Towards Privacy Literacy. In sum, this and the previous section have shown
that in a world in which “people are documents too” by virtue of the traces they
leave through many of their online and offline activities and of the compilation
efforts performed on these data [9], certain aspects of information literacy as for-
mulated in the 1990s have to be re-evaluated. This can be linked best to Shapiro
and Hughes’ [52] notion of publishing literacy. This should not only include the
“ability to format and publish research and ideas electronically”, but also to un-
derstand the implications of publishing ideas, whether as an intentional publishing
activity in the narrow sense or an unintentional trace-leaving activity, and there-
fore also the “willingness and ability to not publish material on self or others”.
This should not be designed to make people become paranoid, fear the “privacy
nightmare of the Web”, and retreat from public life. Rather, it should make people
competent players in “privacy as social practice”, strategically revealing or hiding
information [23].

An interesting question in this context is what role(s) tools such as the
Wikiscanner can play in this context. Are they socially liberating tools that ex-
pose “villains” who sabotage a common good, or are they invading the privacy of
authors who – for whatever reason – wanted to stay anonymous? And what kind of
dynamics, in the privacy and other “games”, do they cause? Specifically, do they
lead to the type of “arms race” that can be observed for example in spamming: as
soon as a new method for spam detection is published, spamming methods with
a new level of sophistication will be employed, which in turn leads to the develop-
ment of new methods for their detection, etc.?

5 Summary and Conclusions

The motivation for this paper was to argue that data mining can do more than help
businesses find the nuggets of knowledge in their customer databases, and more
than fuel useful applications such as search engines or recommender systems, that
instead it can be a means to help people better understand, reflect and influence
information and information-producing and -consuming activities that they are
surrounded by in today’s “knowledge societies”. Understanding and performing
data mining and other data-analysis activities is, therefore, part of the answer to
the question what a person needs to know today to be a full-fledged, competent
and literate member of the information/knowledge society.

The answer to that question lies in the knowledge and skills that make up infor-
mation literacy. Within that wide construct, we chose to focus on critical literacy,
the “ability to evaluate critically the intellectual, human and social strengths and
weaknesses, potentials and limits, benefits and costs of information technologies”
[52] or “[habits] of thought, reading, writing, and speaking which go beneath sur-
face meaning, first impressions, dominant myths, official pronouncements, tradi-
tional clichés, received wisdom, and mere opinions, to understand the deep mean-
ing, root causes, social context, ideology, and personal consequences of any action,
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event, object, process, organization, experience, text, subject matter, policy, mass
media, or discourse” [53]. We argued that this way of regarding critical literacy as
a social practice rooted in, and dealing with, language, can and should be extended
to a social practice involving (technique) and dealing with (object) data analysis,
calling the resulting set of skills and knowledge critical data literacy. Like other
authors, we regard education as a good setting for acquiring/teaching these skills
and knowledge.

We therefore proposed a structuring framework for describing resources and
settings designed to foster critical literacy: whether the predominant technique
is language or data analysis, and what the primary object is (language, data anal-
ysis, data-related activities, or other data). We also proposed conformance with
five principles of successful learning as well as the sophistication of the used data-
analysis / data-mining procedures as criteria for characterising any resource or
setting, in order to have a basis for assessing learning effectiveness and identifying
areas for improvement.

We then described a number of examples of (mostly Web-based) tools repre-
senting the four types of objects and data analysis as technique. This showed that
“data mining for information literacy” exists and is developing fast, and that re-
cent developments call for a new subcategory of information literacy and/or crit-
ical literacy: privacy literacy, a construct which itself raises many new questions.
It became clear that each example has different foci, strengths and weaknesses,
and that these individual efforts are far from constituting a field with common
goals or procedures. The analysis also showed that important inspiration for our
vision can come from the field of Surveillance Studies and in particular sousveil-
lance frameworks and activities.

This paper is, by design, a high-level vision paper. Much exciting work remains
to be done. Major open issues include (a) how to combine the strengths of the
examples shown without compounding their weaknesses; (b) how to improve the
analysis frame in the light of new findings from the learning sciences; (c) how
to progress from the tool-centric view of the present paper to the design of ed-
ucational activities in formal as well as informal settings; (d) how, within such
settings, people of different aspirations, prior knowledge and current learning ca-
pacities can be addressed; and (e) how to not get lost in a näıve belief in the ex-
clusive merits of knowing ever more (“if only students were to also use method X,
they would really understand what’s going on”), but also consciously and explic-
itly deal with the limitations of knowledge-centric beliefs and activities.
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Abstract. In this chapter we describe how comprehensible rules can
be extracted from artificial neural networks (ANN) and support vec-
tor machines (SVM). ANN and SVM are two very popular techniques
for pattern classification. In the business intelligence application domain
of credit scoring, they have been shown to be effective tools for distin-
guishing between good credit risks and bad credit risks. The accuracy
obtained by these two techniques is often higher than that from decision
tree methods. Unlike decision tree methods, however, the classifications
made by ANN and SVM are difficult to understand by the end-users as
outputs from ANN and SVM are computed as nonlinear mapping of the
input data attributes. We describe two rule extraction methods that we
have developed to overcome this difficulty. These rule extraction meth-
ods enable the users to obtain comprehensible propositional rules from
ANN and SVM. Such rules can be easily verified by the domain experts
and would lead to a better understanding about the data in hand.

1 Introduction

Artificial neural networks (ANN) and Support Vector Machines (SVM) are two
very popular methods for classification and regression. These methods have been
applied to solve pertinent problems in diverse application areas such as business
intelligence, bioinformatics, social sciences and engineering. They usually outper-
form traditional statistical methods such as multiple regression, logit regression,
naive Bayesian and linear discriminant analysis in their prediction accuracy (see
e.g. [4,21]). They also often produce better results than other machine learning
techniques such as genetic algorithm and decision tree methods.

However, both ANN and SVM are essentially black-box techniques; their out-
puts are computed as a complex function of their input variables. For some
applications such as medical diagnosis and credit scoring, a clear explanation of
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how the decision is reached by models obtained by these techniques could be a
critical requirement and even a regulatory recommendation. In order to explain
the internal workings of ANN and SVM, we must be able to extract comprehen-
sible rules that mimic their output predictions. The user may then use these rules
to validate their hypotheses as well as to uncover any new fascinating insights
that other rule generating methods fail to reveal.

In this chapter, we present methods that we have developed to extract classi-
fication rules from ANN and SVM. It should be emphasized from the onset that
rule extraction from ANN and SVM only makes sense when the trained models
perform better than traditional rule induction techniques such as decision list
or decision tree methods. Otherwise, the user is better off simply using the rules
induced by the traditional rule induction techniques. There is no reason in this
case why the user would take the complicated and cumbersome detour that en-
tails finding the best ANN or SVM models and subsequently applying the rule
extraction methods we will present here.

In credit scoring, it is well established that both ANN and SVM could predict
new data samples not used to build the models with higher accuracy rates than
other techniques. Classification rules can then be obtained by our rule extraction
techniques from these ANN and SVM. The classification rules elucidate exactly
how credit applications should be labeled as ”good credit” or ”bad credit” ac-
cording the values of their relevant input data attributes.

The contents of the subsequent sections of this chapter are organized as fol-
lows. In Section 2, we present our method Re-RX for extracting rules from ANN.
We also present and discuss the rules that are extracted by this algorithm on
two credit scoring data sets. In Section 3, we present ALBA – an active learning
based approach for SVM rule extraction. The results obtained by this approach
on a data set containing Belgian and Dutch credit risk data is presented in this
section. Finally, Section 4 concludes the chapter.

2 Re-RX: Recursive Rule Extraction from Neural
Networks

2.1 Multilayer Perceptron

Artificial neural networks (ANN) are mathematical representations inspired by
the functioning of the human brain. Many types of neural networks have been
suggested in the literature for both supervised and unsupervised learning [9].
Since our focus is on classification, we will discuss the Multilayer Perceptron
neural network in more detail here.

A MLP (Multilayer Perceptron) is typically composed of an input layer, one
or more hidden layers and an output layer, each consisting of several units or
neurons. Each unit processes its inputs and generates one output value which is
transmitted to the unit in the subsequent layer. The decision to classify input
samples into various groups is made at the output layer based on the output
values of the units in this layer. One of the key characteristics of MLPs is that
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Fig. 1. A three-layer feedforward neural network with 5 input units, 3 hidden units
and 2 output units. To avoid cluttering, only 2 connections from the input units to the
hidden units and 2 connections from the hidden units to the output units are labeled.

all units and layers are arranged in a feedforward manner and no feedback con-
nections are allowed.

Figure 1 depicts an example of an MLP with one hidden layer and two output
units for a binary classification problem. Given an n-dimensional input data
sample xi, the output of hidden unit h is computed by processing the weighted
inputs and its bias term b

(1)
h as follows:

zih = f (1)

⎛

⎝b
(1)
h +

n∑

j=1

Wh,jxij

⎞

⎠ , (1)

where xij is the j-th component of the input vector xi, W is a weight matrix
whereby Wh,j denotes the weight connecting input j to hidden unit h.

Similarly, the output of the output unit c is computed:

yic = f (2)

(

b(2)
c +

H∑

h=1

Vc,hzih

)

, (2)

where H denotes the number of hidden units and V is a weight matrix whereby
Vc,h denotes the weight connecting hidden unit j to output unit c.
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The bias inputs play a role analogous to that of the intercept term in a clas-
sical linear regression model. The class is then assigned according to the output
unit with the highest activation value (winner take all learning). The transfer
functions f (1) and f (2) allow the network to model non-linear relationships in
the data. Examples of transfer functions that are commonly used include the
sigmoid function:

f(x) =
1

1 + e−x
, (3)

the hyperbolic tangent function:

f(x) =
ex − e−x

ex + e−x
, (4)

and the linear transfer function:

f(x) = x (5)

The weights W and V are the crucial parameters of a neural network and need
to be estimated during a training process which is usually based on gradient-
descent learning to minimize some kind of error function over a set of training
observations [9]. Note that multiple hidden layers might be used but theoret-
ical works have shown that one hidden layer is sufficient to approximate any
continuous function to any desired degree of accuracy (universal approximation
property) [18].

In order to find the optimal values of the network weights, we minimize the
following augmented cross-entropy error function:

F (W,V) = P (W,V)−
C∑

c=1

N∑

i=1

(tic log yic + (1− tic) log(1− yic)) (6)

with

P (W,V) =

ε1

H∑

h=1

C∑

c=1

βV2
ch

1 + βV2
ch

+
n∑

j=1

βW2
hj

1 + βW2
hj

+ ε2

H∑

h=1

C∑

c=1

V2
ch +

n∑

j=1

W2
hj, (7)

where C is the number of classes and the number of output units, N the number
of data points, n the number of inputs, H the number of hidden units, tic is 1
if observation i belongs to class c and 0 otherwise, and ε1, ε2 and β are small
positive parameters.

The penalty function P (W,V) is included in the cost function F (W,V) to
encourage weight decay [17]. Since f(w) = w2/(1 + w2) approaches 0 when w
is small and 1 when w is large, the first term of P (W,V) approximates the
number of relevant, non-zero weights in the network. The β parameter is then
added to control how fast the irrelevant weights converge to zero. The larger the
β parameter, the faster the irrelevant weights will converge to zero. The second
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part of P (W,V) additionally prevents these weights from taking on excessive
values. The parameters ε1 and ε2 then reflect the relative importance of the
accuracy of the neural network versus its complexity. Typical values for these
parameters are: β=10, ε1=10−1 and ε2=10−5 [29].

The cost function F (W,V) is minimized using the BFGS method which is a
modified Quasi-Newton algorithm [8,13]. This algorithm converges much faster
than the standard backpropagation algorithm and the total error decreases af-
ter each iteration step which is not necessarily the case in the backpropagation
algorithm [27].

Determining the optimal number of hidden units is not a trivial task. In the
literature, two approaches have been suggested to tackle this problem. A growing
strategy starts from a network with no or few hidden units and gradually adds
hidden units to improve the classification accuracy [27,28]. On the other hand,
a pruning strategy starts from an oversized network and removes the irrelevant
connections [29]. When all connections to a hidden unit have been removed, the
hidden unit can be pruned. The inclusion of the term P (W,V) into the objective
function F (W,V) of the network allows it to efficiently remove connections
based upon the magnitude of the weights. Note that this pruning step plays
an important role in both rule extraction algorithms since it will facilitate the
extraction of a compact, parsimonious rule set. After having removed one or
more connections, the network is retrained and inspected for further pruning.

As we are interested in extracting a rule set having few rules and/or few
conditions per rule, it is important that all the irrelevant and redundant network
connections are removed from the network. We describe in the next subsection
a network pruning method that checks all connections in a network with a small
number of hidden units for possible removal.

2.2 Finding Optimal Network Structure by Pruning

We start with a network having a fixed number of hidden units H . Once this
network has been trained, that is, a local minimum of the error function F (W,V)
has been obtained, network pruning may start. Our pruning algorithm identifies
network connections for possible removal based on its effect on the network’s
accuracy if their values are set to zero. The steps of this pruning algorithm are
described in Algorithm 1.

The pruning algorithm checks all network connections for possible removal.
The candidates for removal are identified by the effect that they have on the
accuracy of the network when their individual weights are set to zero. The al-
gorithm first tries to remove the one connection which causes the smallest drop
in accuracy. If after retraining the neural network with this particular network
connection weight fixed at 0, the accuracy of the network is still acceptable, the
iterative pruning process continues. Otherwise, the second candidate is checked
for possible removal. This would be the network connection whose weight has
the second smallest effect on the overall network accuracy when its weight value
is set to 0. If after retraining the network, the network still does not achieve
the required accuracy, the next candidate is searched and so on. The pruning
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Algorithm 1. Neural network pruning algorithm
1: Group the network connections into two subsets: W and C, these are the sets of

network connections that are still present in the network and those that have been
checked for possible removal in the current stage of pruning, respectively. Initially,
W corresponds to all the connections in the fully connected trained network and C
is the empty set.

2: Save a copy of the weight values of all connections in the network.
3: Find a connection w ∈ W and w /∈ C such that when its weight value is set to 0,

the accuracy of the network is least affected.
4: Set the weight for network connection w to 0 and retrain the network.
5: If the accuracy of the network is still satisfactory, then

- Remove w, i.e. set W := W − {w}.
- Reset C := ∅.
- Go to Step 2.

6: Otherwise,

- Set C := C ∪ {w}.
- Restore the network weights with the values saved in Step 2 above.
- If C �= W, go to Step 2. Otherwise, Stop.

process continues until all possible network connections have been tested, and
the algorithm cannot find one that could be removed.

The reason we design the pruning algorithm to have this “greedy” approach
in its search for network connections for possible removal, is that it is possible
that the best candidate as measured by its effect on the network’s accuracy
may not be the best after all. After retraining, it is possible that the network
fails to achieve the required accuracy and yet there may still be other network
connections that could be removed. The set C in the algorithm is used to keep
track of those connections that have been tested for removal but eventually are
not removed at one iteration of the pruning process.

A smaller neural network can be expected to generate rule sets that are sim-
pler, that is, having fewer rules with fewer conditions per rule. In particular, for
the credit scoring application we are addressing in this paper, we are interested
in finding the smallest subset of data attributes that could still give similar pre-
dictive accuracy rates as obtained by other researchers. In order to mitigate the
increase in the computation cost for having to retrain the network repeatedly
during pruning, we restrict our neural networks to have a small number of hid-
den unit. As we will be presenting in the next section, it is possible to obtain
good accuracy rates for the credit scoring application data sets using networks
with as few as one hidden unit.

2.3 Recursive Rule Extraction

The algorithm Re-RX is an algorithm for rule extraction from neural network
that we have developed recently [30]. This is an algorithm that is specifically de-
signed to handle input data sets having both discrete and continuous attributes.
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The novel characteristic of the algorithm lies in its hierarchical nature of con-
sidering discrete variables before continuous variables, in a recursive way. Rules
are first generated using the relevant discrete attributes, and then refined using
the continuous attributes.

The outline of the algorithm is as follows.

Algorithm 2. Recursive Rule Extraction (Re-RX) from Neural Networks
1: Train and prune a neural network using the data set S and all its attributes D and

C.
2: Let D′

and C′
be the sets of discrete and continuous attributes still present in

the network, respectively. And let S ′
be the set of data samples that are correctly

classified by the pruned network.
3: If D′

= ∅, then generate a hyperplane to split the samples in S ′
according to the

values of their continuous attributes C′
and stop.

Otherwise using only the values discrete attributes D′
, generate the set of classifi-

cation rules R for the data set S ′
.

4: For each rule Ri generated:
If support(Ri) > δ1 and error(Ri) > δ2, then

– Let Si be the set of data samples that satisfy the condition of rule Ri and Di

be the set of discrete attributes that do not appear in rule condition of Ri.
– If Di = ∅, then generate a hyperplane to split the samples in Si according to

the values of their continuous attributes Ci and stop.
Otherwise, call Re-RX(Si,Di, Ci).

In Step 1 of the algorithm, any neural network training and pruning method
can be employed. The algorithm Re-RX does not make any assumption on the
neural network architecture used, but we have restricted ourselves to the back-
propagation neural networks with one hidden layer. An effective neural network
pruning algorithm is a crucial component of any neural network rule extraction
algorithm. By removing the inputs that are not needed for solving the prob-
lem, the extracted rule set can be expected to be more concise. In addition, the
pruned network also serves to filter noise that might be present in the data. Such
noise could be data samples that are outliers or incorrectly labeled. Hence, in
Step 2 onward, the algorithm processes only those training data samples that
have been correctly classified by the pruned network.

If all the discrete attributes are pruned from the network, then in Step 3 the
algorithm generates a hyperplane

∑

Ci∈C′
wiCi = w0

that separates the two group of samples. The constant w0 and the rest of coeffi-
cients wi of the hyperplane can be obtained by statistical and machine learning
methods such as logit regression or support vector machine. In our implementa-
tion, we employ a neural network with one hidden hidden unit.
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When at least one discrete attribute remains in the pruned network, a set
of classification rules involving only the discrete attributes is generated. This
step effectively divides the input space into smaller subspaces according to the
values of the discrete attributes. Each rule generated corresponds to a subspace,
and when the accuracy of the rule is not satisfactory, the subspace is further
subdivided by the algorithm Re-RX. The widely-used decision tree generating
method C4.5 [25] is applied in to generate the classification rules in this step.

The support of a rule is the number of samples that are covered by that
rule. The support and the corresponding error rate of each rule are checked in
Step 4. If the error exceeds the threshold δ2 and the support meets the minimum
threshold δ1, then the subspace of this rule if further subdivided by either calling
recursively Re-RX when there are still discrete attributes not present in the
conditions of the rule, or by generating a separating hyperplane involving only
the continuous attributes of the data.

By handling the discrete and continuous attributes separately, Re-RX gener-
ates a set of classification rules that are more comprehensible than rules that
have both types of attributes in their conditions. We illustrate the working of
Re-RX in detail in the next section.

2.4 Applying Re-RX for Credit Scoring

We illustrate how Re-RX works on a publicly available credit approval data
set that has often been used in benchmarking studies. The data set is the
CARD data set [24], which contains information regarding credit card appli-
cation with the outcome of the application given as a class label which is ei-
ther “approved” or “not approved”. Three permutations of this data set are
available and they are labeled as CARD1, CARD2 and CARD3. Samples in
the data set are described by 51 attributes, six of which are continuous and
the rest binary. As there is no detailed explanation on what each of the at-
tributes represents, continuous input attributes 4, 6, 41, 44, 49 and 51 are sim-
ply labeled C4, C6, C41, C44, C49, and C51, respectively. The remaining binary-
valued attributes are D1, D2, D3, D5, D7, . . . , D40, D42, D43, D45, D46, D47, D48,
and D50.

We show how rules are extracted for CARD2 and CARD3.

A. CARD2 data set

The pruned neural network for the CARD2 data set depicted in Fig. 2 is selected
to illustrate how Re-RX works on a network with more than one hidden unit.
We first note that Re-RX falls under the category of pedagogical approaches to
neural network rule extraction [34]. A pedagogical algorithm does not explicitly
analyze the activation values of the network’s hidden units. Instead, it consid-
ers the network as a “black box” and directly extracts rules that explain the
input-output relation of the network. Hence, Re-RX can be expected to perform
efficiently even for more complex networks such as networks with many hidden
units or more than one hidden layer.
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Fig. 2. The pruned neural network for the CARD2 data set. Of the initial 3 hidden
units and 51 input units in the network, 2 hidden units and 6 input units remain. Its
accuracy rates on the training set and test set are 89.38% and 86.05%, respectively.

The neural network obtains accuracy rates of 89.38% and 86.05% on the
training and test sets, respectively. Using the 463 correctly classified training
samples and the values of the discrete attributes D7, D12, D13, D42 and D43, the
following rules are obtained:

Rule R1: If D7 = 1 and D42 = 0, then predict Class 2.
Rule R2: If D13 = 1 and D42 = 0, then predict Class 2.
Rule R3: If D42 = 1 and D43 = 1, then predict Class 1.
Rule R4: If D7 = 1 and D42 = 1, then predict Class 1.
Rule R5: If D7 = 0 and D13 = 0, then predict Class 1.
Rule R6: Default rule, predict Class 2.

All the rules above except rule R4 achieve 100% accuracy. Of the 57 samples
with D7 = 1 and D42 = 1, 17 samples actually belong to class 2. Applying Re-
RX on this subset of 52 samples with input attributes D12, D13, D43, C49 and
C51, we obtain a neural network with one hidden unit and with only the two
continuous inputs left unpruned. This network correctly separates all 40 class 1
samples from 17 class 2 samples. Using the connection weights of this network,
we refine rule R4 and obtain the following complete set of rules:

Rule R1: If D7 = 1 and D42 = 0, then predict Class 2.
Rule R2: If D13 = 1 and D42 = 0, then predict Class 2.
Rule R3: If D42 = 1 and D43 = 1, then predict Class 1.
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Table 1. Comparison of test set accuracy rates obtained for CARD2

GA Prechelt NeuralWorks NeuroShell PNN Re-RX

84.88 % 81.98 % 81.98 % 81.98 % 86.05 % 86.63 %

Rule R4: If D7 = 1 and D42 = 1, then predict Class 1.
Rule R4a: If 20.23C49 − 51.42C51 ≤ 1.40, then predict Class 1.
Rule R4b: Else predict Class 2.

Rule R5: If D7 = 0 and D13 = 0, then predict Class 1.
Rule R6: Default rule, predict Class 2.

The accuracy of the rules on the training set is the same as the accuracy of
the pruned neural network, that is, 89.38%. On the test data set, the accuracy
of the rules is slightly higher at 86.63% compared to the 86.05% rate obtained
by the pruned network. In Table 1 we summarize the test set accuracy obtained
by our pruned neural network, Re-RX and the other neural network methods as
reported by Sexton et al. [31]. In this table, we label our method simply as PNN
(Pruned Neural Networks) and Re-RX. The results from GA, NeuralWorks and
NeuralShell have been obtained from 10 neural networks, while the Prechelt’s
results are the best results from training 720 neural networks with various num-
bers of hidden neurons and hidden layers. GA indicates neural networks trained
with the aid of Genetic Algorithm to evolve the best network configuration.
NeuralWorks and NeuralShell are commercial neural network packages. We can
conclude that our pruned network achieves better predictive accuracy than the
other methods, and the rule extracted from this network by Re-RX produces
the highest accuracy on this data set.

B. CARD3 data set

There are 690 samples in total in the CARD3 data set, consisting of 345
training samples, 173 cross-validation samples, and 172 test samples. The pruned
network obtained for the CARD 3 data set depicted in Fig.2.4 has very few
connections left and its accuracy rate is better than that achieved by other
neural networks reported by Sexton et al. [31]. Of the 518 samples used for
training, 87.26% (452 samples) are correctly predicted by the network.

With only the discrete attributes D′
= {D1, D2, D31, D42, D43} given as input

to C4.5, the following set of rules is generated:

Rule R1: If D41 = 1 and D43 = 1, then predict Class 1.
Rule R2: If D31 = 0 and D42 = 1, then predict Class 1.
Rule R3: If D1 = 0 and D42 = 1, then predict Class 1.
Rule R4: If D42 = 0, then predict Class 1.
Rule R5: If D1 = 1 and D31 = 1 and D43 = 0, then predict Class 2.
Rule R6: Default rule, predict Class 2.

The number of samples classified by each rule and the corresponding error
rates are summarized in Table 2.
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Fig. 3. The pruned neural network for the CARD3 data set. It has only one hidden
unit, and of the 51 original input units, only 7 units remain. The accuracy rates on the
training set and test set are 87.26% and 88.95%, respectively.

As rule R5 incorrectly classifies the highest number of training data samples,
we describe how we refine this rule to improve its accuracy. First, the 23 samples
classified by this rule are used to train a new neural network. The input attributes
for this network are D2, D42, D43, C49 and C51. When the network is pruned,
it turns out that only one hidden unit and two inputs C42 and C43 are still
left unpruned. The coefficients of a hyperplane separating class 1 samples from
class 2 samples can then be determined from the network connection weights
between input units and hidden unit. Based on this, the two classes of samples
are separated as follows:

– If 44.65 C49 − 17.29 C51 ≤ 2.90, then predict Class 1,
– Else predict Class 2.

If the thresholds δ1 and δ2 were set to 0.05, the algorithm would terminate
after generating this rule. For completeness however, let us assume that these
parameters are set to zero. This would force Re-RX to generate more rules
to refine rules R2,R3 and R4, and when the algorithm finally terminates, the
rules generated would correctly classify all the training samples that have been
correctly classified by the original pruned neural network in Fig. 2.4.
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Table 2. The support level and error rate of the rules generated by C4.5 for the
CARD3 data set using only the binary-valued attributes found relevant by the pruned
neural network in Figure 2.4

Rule # of samples Correct Wrong Support Error
classification classification (%) (%)

R1 163 163 0 36.06 0
R2 26 25 1 5.75 3.85
R3 12 9 3 2.65 25
R4 228 227 1 50.44 0.44
R5 23 13 10 5.09 43.48
R6 0 0 0 0 -

All rules 452 437 15 100 3.32

The final set of rules generated is as follows:

Rule R1: If D41 = 1 and D43 = 1, then predict Class 1.
Rule R2: If D31 = 0 and D42 = 1, then

Rule R2a: If C49 ≤ 0.339, then predict Class 1,
Rule R2b: Else predict Class 2.

Rule R3: If D1 = 0 and D42 = 1, then
Rule R3a: If C49 ≤ 0.14, then predict Class 1,
Rule R3b: Else predict Class 2.

Rule R4: If D42 = 0, then
Rule R4a: If D1 = 0, D2 = 2, D43 = 1, then predict Class 1,
Rule R4b: Else predict Class 2.

Rule R5: If D1 = 1, D31 = 1, D43 = 0, then
Rule R5a: If 44.65 C49 − 17.29 C51 ≤ 2.90, then predict Class 1,
Rule R5b: Else predict Class 2.

Rule R6: Default rule, predict Class 2.

The accuracy rates of the above rules and the pruned neural network are
summarized in Table 3. Note that with smaller values for δ1 and δ2, the accuracy
of the rules is exactly the same as the accuracy of the neural network on the
training data set. However, the accuracy on the test is slightly lower as there is
one sample that is correctly predicted by the network but not by the rules.

Table 4 compares our results with the results from other methods as by Sexton
et al. [31]. The accuracy rates of Re-RX with δ1 = δ2 = 0.05 and δ1 = δ2 = 0 are
shown under Re-RX 1 and Re-RX 2, respectively. From the figures in the table,
we can see that our pruned neural network also achieves the highest predictive
test set accuracy on this data set. The network has only one hidden unit and
seven input units, and with that, Re-RX is able to generate a simple set of rules
that preserves the accuracy of the network. In addition, we believe that the rules
are easy to understand as the rule conditions involving discrete attributes are
disjoint from those involving continuous attributes, thus allowing different types
of conditional expressions to be used for discrete and continuous attributes.
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Table 3. Accuracy of the pruned network and of the rules extracted by Re-RX for the
CARD3 data set

Neural network Re-RX
δ1 = δ2 = 0.05 δ1 = δ2 = 0

Training set 87.26% 86.29% 87.26%
Test set 88.95% 88.95% 88.37%

Table 4. Comparison of test set accuracy rates obtained for CARD3

GA Prechelt NeuralWorks NeuroShell PNN Re-RX 1 Re-RX 2

88.37 % 81.98 % 87.79 % 84.88 % 88.95 % 88.95 % 88.37 %

3 ALBA: Rule Extraction from Support Vector Machines

3.1 Support Vector Machine

The Support Vector Machine is a learning procedure based on the statistical
learning theory [36]. Given a training set of N data points {(xi, yi)}Ni=1 with
input data xi ∈ IRn and corresponding binary class labels yi ∈ {−1,+1}, the
SVM classifier, according to Vapnik’s original formulation satisfies the following
conditions [12,36]:

{
wT ϕ(xi) + b ≥ +1, if yi = +1
wT ϕ(xi) + b ≤ −1, if yi = −1 (8)

which is equivalent to

yi[wT ϕ(xi) + b] ≥ 1, i = 1, ..., N. (9)

The non-linear function ϕ(·) maps the input space to a high (possibly infinite)
dimensional feature space. In this feature space, the above inequalities basically
construct a hyperplane wT ϕ(x) + b = 0 discriminating between the two classes.
By minimizing wT w, the margin between both classes is maximized.

In primal weight space the classifier then takes the form

y(x) = sign[wT ϕ(x) + b], (10)

but, on the other hand, is never evaluated in this form. One defines the convex
optimization problem:

min
w,b,ξ J (w, b, ξ) = 1

2
wT w + C

∑N
i=1 ξi (11)

subject to {
yi[wT ϕ(xi) + b] ≥ 1− ξi, i = 1, ..., N
ξi ≥ 0, i = 1, ..., N.

(12)
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Fig. 4. An illustration of SVM optimization of the margin in the feature space. The
dashed line is the optimal decision boundary. There are 4 and 3 support vectors from
Class +1 and Class -1, respectively.

The variables ξi are slack variables which are needed to allow misclassification in
the set of inequalities (e.g. due to overlapping distributions). The first part of the
objective function tries to maximize the margin between both classes in the feature
space, whereas the second part minimizes the misclassification error. The positive
real constant C should be considered as a tuning parameter in the algorithm.
The Lagrangian to the constraint optimization problem (11) and (12) is given by

L(w, b, ξ; α, ν) = J (w, b, ξ)

−
N∑

i=1

αi{yi[wT ϕ(xi) + b]− 1 + ξi} −
N∑

i=1

νiξi (13)

with Lagrange multipliers αi ≥ 0; νi ≥ 0 ,(i = 1, 2, . . . , N).
The solution to the optimization problem is given by the saddle point of

the Lagrangian, i.e. by minimizing L(w, b, ξ; α, ν) with respect to w, b, ξ and
maximizing it with respect to α and ν.

maxα,ν minw,b,ξ L(w, b, ξ; α, ν). (14)

This leads to the following classifier:

y(x) = sign[
∑N

i=1 αi yi K(xi,x) + b], (15)
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whereby K(xi,x) = ϕ(xi)T ϕ(x) is taken with a positive definite kernel satisfying
the Mercer theorem. The Lagrange multipliers αi are then determined by means
of the following optimization problem (dual problem):

maxαi − 1
2

N∑

i,j=1

yiyjK(xi,xj)αiαj +
N∑

i=1

αi (16)

subject to ⎧
⎪⎨

⎪⎩

N∑

i=1

αiyi = 0

0 ≤ αi ≤ C, i = 1, ..., N.

(17)

The entire classifier construction problem now simplifies to a convex quadratic
programming (QP) problem in αi. Note that one does not have to calculate w nor
ϕ(xi) in order to determine the decision surface. Thus, no explicit construction
of the nonlinear mapping ϕ(x) is needed. Instead, the kernel function K will be
used. For the kernel function K(·, ·), one typically has the following choices:

K(x,xi) = xT
i x, (linear kernel)

K(x,xi) = (1 + xT
i x/c)d, (polynomial kernel)

K(x,xi) = exp{−‖x− xi‖22/σ2}, (RBF kernel)
K(x,xi) = tanh(κxT

i x + θ), (MLP kernel),

where d, c, σ, κ and θ are constants. Note that for the MLP kernel, the Mercer
condition is not always satisfied.

Typically, only few of the training observations will have a non-zero αi (sparse-
ness property), which are called support vectors and are located close to the deci-
sion boundary. This observation is leveraged by the ALBA approach by creating
additional data points close to them.

As equation (15) shows, the SVM classifier is a complex, non-linear function.
Understanding the logics of the classifications made is very difficult, if not impos-
sible. Comprehensible rules can be extracted from the trained SVM that mimic
and hence explain the SVM as much as possible.

3.2 ALBA: Active Learning Based Approach to SVM Rule
Extraction

In our previously proposed methodology, named ALBA1, we apply active learn-
ing to SVM rule extraction [22]. Active learning entails the control of the learn-
ing algorithm over the input data on which it learns [11]. For rule extraction
the focus areas are those regions in the input space where most of the noise is
present [11]. These regions are found near the SVM decision boundary, which
marks the transition of one class to another. The first step in the rule extraction
methodology is to change the labels of the data instances by the SVM predicted
labels. In this manner the induced rules will mimic the SVM model and all noise
1 The Matlab code is freely available upon request.
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Algorithm 3. Active Learning Based Approach (ALBA) for SVM Rule Extrac-
tion
1: Preprocess data D = {(xi, yi)}N

i=1

2: Split data in training data Dtr, and test data Dte in a 2/3, 1/3 ratio
3: Tune SVM parameters with gridsearch on Dtr

4: Train SVM on Dtr = {(xi, yi)}Ntr
i=1 , providing an oracle SV M mapping a data input

to a class label
5: Change the class labels of the training data to the SVM predicted class

6: % Calculate the average distance distancek of training data to support vectors, in

each dimension k

7: for k=1 to n do
8: distancek = 0
9: for all support vectors svj do

10: for all training data instance d in Dtr do
11: distancek = distancek + |dk − svj,k|
12: end for
13: end for
14: distancek = distancek

#sv×Ntr

15: end for
16: % Create 1000 extra data instances

17: for i=1 to 1000 do
18: Randomly choose one of the support vectors svj

19: % Randomly generate an extra data instance xi close to svj

20: for k=1 to n do
21: xi,k = sv(j, k)+

[
(rand− 0.5)× distancek

2

]
with rand a random number

in [0, 1]
22: end for
23: Provide a class label yi using the trained SV M as oracle: yi = SV M(xi)
24: end for
25: Run rule induction algorithm on the data set containing both the training

data Dtr, and newly created data instances {(xi, yi)}i=1:1000

26: Evaluate performance in terms of accuracy, fidelity and number of rules, on
Dte

or class overlap is omitted from the data, removing any apparent conflicts in
the data. A second, more intelligent methodology is to incorporate the active
learning approach by generating additional, artificial data instances close to the
decision boundary. For this we make explicit use of the support vectors, which
are typically close to the decision boundary. These are provided with a class
label, using the SVM model. So the trained SVM is used both for the data
generation process, as well as the data labeling.

This active learning based approach is described formally in Algorithm 3.
First, a preprocessing step is needed where the data set is prepared for the
data mining algorithm. This includes the removal of all data entries with miss-
ing values, the encoding of nominal variables with weights of evidence (WOE).
The Weights Of Evidence (WOE) is a logarithmic transformation that allows to
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transform a categorical variable into a variable which is monotonically related
to the target, and avoids the excessive use of dummy variables [33]. In the case
of two classes (Good and Bad), the WOE transformation is defined as follows:

Weight Of Evidenceattribute = ln
P(Good)attribute

P(Bad)attribute
(18)

with
P(Good)attribute =

number of goodattribute

number of goodtotal
(19)

P(Bad)attribute =
number of badattribute

number of badtotal
(20)

In the case more data instances for class Good are found for one of the values of
attribute, the corresponding WOE value will be positive. If more Bads are found,
the WOE is negative. By using this transformation, an ordering becomes present
(linked to the class variable), with higher weights of evidence meaning less risk.

Two-third of the data samples form the training set and the remaining one-
third the test set. Next the SVM model is trained on the training data. We have
chosen a RBF kernel for the SVM model, as it is shown to achieve good overall
performance [2]. The regularization parameter C, and bandwith parameter σ are
chosen using a gridsearch mechanism [32].

Next, the most crucial step takes place: the generation of extra data instances.
A simple, naive method is to generate extra data randomly throughout the input
space. Many of these random data instances will provide little to no extra infor-
mation, as they are generated in regions where no noise was present before. Only
the ones close to the decision boundary will further improve the discriminatory
performance of the induced rule models. Therefore, we will only add extra data
around the support vectors. These extra generated data instances are provided
with a class label by the trained SVM model.

Of course, the concept ‘near ’ needs to be clearly defined. We will measure
the average distance of the training data to the support vectors to come to an
objective measure of how far a data instance typically lies from a support vector.
As this may vary across different dimensions, this average distance is measured
for each dimension separately (two in this case). This provides us a distance
vector with the two average distances. Now the ‘near ’ concept can be defined as
half this average distance.

As we generate 1000 extra data instances, an iterative process is repeated
1000 times where each time a new data instance is generated. This is done by
first randomly selecting a support vector, in the neighborhood of which (defined
by the distance vector) a new data instance is randomly created. This data
instance is provided with a class label by the trained SVM model.

In a final step, a rule induction technique, C4.5 [25] or RIPPER [10] for
instance, is applied to the set of training data and extra generated data, all
provided with a class label by the trained SVM model. To assess the out-of-
sample performance, the performance is evaluated in terms of accuracy, fidelity
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and number of rules on the test set. The computational complexity of ALBA
still largely remains with the training of the SVM model. The calculation of the
distance metric, and the generation and classification of extra data instances
merely take a fraction of the SVM training duration.

Employing commonly used rule induction algorithms provides us with many
advantages. For instance, other rule extraction techniques infer rules that are
overlapping [23], that are not complete [16], depends on the initial setup [20,23],
or extract a large number of rules [16,23]. Using mature rule induction tech-
niques overcome these issues, and for instance the trade-off between accuracy
and comprehensibility can be tuned simply by adjusting the pruning factor. We
will demonstrate this further in the experimental section that follows next. Fi-
nally, note that although we use a RBF kernel, the algorithm is just as valid with
other kernels (as opposed to for instance the technique by Fung et al., which is
only valid for linear kernels).

Although our ALBA methodology relies upon the observation that support
vectors are typically found near the decision boundary, we are not only limited
to the traditional Vapnik SVM. The support vectors of other variants, such as
least-squares SVM [32] and RVM [35] are not located near the decision boundary,
but by using the training data for which wT ϕ(x)+ b ≈ 0 instead of the support
vectors, the same approach is still possible.

3.3 Applying ALBA for Credit Scoring

We have experimented ALBA on many benchmark data sets [22]. One of these
data sets is the Bene data set containing Belgian and Dutch credit risk data
[3]. The date set consists of 3123 samples, each described by 24 attributes. To
compare the performance of ALBA with other approaches, we have applied the
rule induction techniques (1) on the original data, (2) on the data with class
labels changed to the SVM predicted class labels, (3) with the random genera-
tion of extra data instances, and finally (4) our ALBA methodology: with the
generation of extra data instances, close to the support vectors. Each time 10
runs are conducted of which the average test set performance measures are de-
scribed in Table 5. The accuracy measures the percentage of correctly classified
test instances, fidelity measures the percentage of test instances on which the
trained SVM model and the induced rule set agree and thus provides a measure
for the extent to which the rule set mimics the SVM model. The number of rules
gives an indication of the comprehensibility of the rule sets. In case of multiclass
data, a one versus all setup is used for the training of the SVM [19].

In order to empirically determine a proper value for the number of extra data
instances to generate, we have conducted the same experiments with 100, 250,
500, 1000, 1500 and 2000 extra data instances. Each time 10 runs are conducted
for each data set, the average accuracy and fidelity are computed. Clearly the
more data instances that are generated the longer is the computational duration.
Therefore a good value should be chosen, such that good performance is achieved,
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Table 5. Comparison of ALBA with other classification methods

Appr. original SVM predicted random extra ALBA

Acc Nb R Fid Acc Nb R Fid Acc Nb R Fid Acc Nb R Fid

1 70.19 88.00 83.94 72.07 65.90 96.50 72.10 71.10 96.32 72.14 82.20 96.63

2 70.52 3.60 87.93 71.74 11.60 96.07 71.82 12.40 96.11 71.94 13.20 95.45

3 70.19 88.00 83.77 72.01 69.20 96.32 72.01 73.90 96.15 72.14 102.10 96.76

4 70.52 3.60 88.11 71.61 11.50 96.25 71.88 14.10 96.18 71.89 15.10 96.11

yet with minimal computational requirements. From our experiments, 500 or
1000 seems to be reasonable values, as they provide a good balance between
predictive performance and computational cost [22].

The four sets of results shown in Table 5 are obtained from two variants on
the number of data instances generated and two rule induction techniques:

– Approach 1: 500 extra instances generated and C4.5 rule induction.
– Approach 2: 500 extra instances generated and Ripper rule induction.
– Approach 3: 1000 extra instances generated and C4.5 rule induction.
– Approach 4: 1000 extra instances generated and Ripper5 rule induction.

The best average test set performance over the 10 randomizations is underlined
and denoted in bold face. We then use a paired t-test to test the performance
differences. Performances that are not significantly different at the 5% level from
the top performance with respect to a one-tailed paired t-test are tabulated in
bold face. Statistically significant underperformances at the 1% level are empha-
sized in italics. Performances significantly different at the 5% level but not at
the 1% level are reported in normal script.

Looking at the results, one may conclude that on average the best results
are obtained by ALBA, both in term of average accuracy and fidelity as in
term of average ranking. The performance improvement is more pronounced
for the generation of 1000 extra data instances. One can also observe that the
‘SVM predicted’ approach, where the class labels of training data are changed
according to the SVM predictions, already achieves a better result than when
applying the induction technique straight on the original data. This confirms the
view that changing class labels can clean up the data, and thereby improve the
performance. Once more, we emphasize that this is the case in our setup with
data sets where the SVM models are superior in term of accuracy.

Comparing the ‘SVM predicted’ and ‘random extra data’ approach, we see
rather similar results, with a slight improvement for the ‘extra random data’ ap-
proach. This backs up our statement that generating additional data instances
in areas of little or no noise is not useful. Therefore our experiments show that
the random generation of data is not suitable, and our methodology of generating
data close to the support vectors proves to be a sensible one. Previous SVM rule
extraction techniques that also generate extra data, such as Trepan and Iter, do
not provide an explanation for the reason of their choice of sampling procedure.
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The techniques proposed by Barakat et al. [5,7] only use the support vectors as
training data, not employing the other training data, but a specific reason for this
approach is missing. The reason is that the most useful (extra) data is located near
the decision boundary, in the noisy areas. We provide a clear motivation for this
choice that is empirically validated, and take explicit advantage of this insight.

To summarize, our results clearly show that ALBA performs best, followed
by the approach with generation of random data, than the approach where
class labels are changed by the SVM model, and finally the approach where
the techniques are applied directly to the original data.

4 Conclusion

Both neural networks and support vector machines have proven to be classifica-
tion techniques with excellent predictive performance. In many application, the
black-box property of the model obtained by these techniques is a major barrier
to their wider acceptance. This barrier could be breached if more comprehensible
solutions could be found. The most comprehensible classification models being
rule sets, ANN and SVM rule extraction tries to combine the predictive accuracy
of the trained model with the comprehensibility of the rule set format.

In this chapter, we have presented methods for extracting rules from neural
networks and support vector machines. Our pedagogical approach to rule ex-
traction is shown to be able to extract comprehensible classification rule with
high fidelity. It is important that the extracted rules achieve high fidelity as we
should only extract rules from neural networks or support vector machines that
perform better than rule generating methods such as C4.5. Rules with high fi-
delity would then preserve the high accuracy of the neural network or support
vector machine from which the rules are extracted. These rules could be verified
by domain experts and may provide new insights into the data.
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Abstract. The self-organizing map (i.e. SOM) has inspired a voluminous body
of literature in a number of diverse research domains. We present a synthesis of
the pertinent literature as well as demonstrate, via a case study, how SOM can
be applied in clustering accounting databases. The synthesis explicates SOM’s
theoretical foundations, presents metrics for evaluating its performance, explains
the main extensions of SOM, and discusses its main financial applications. The
case study illustrates how SOM can identify interesting and meaningful clusters
that may exist in accounting databases. The paper extends the relevant literature in
that it synthesises and clarifies the salient features of a research area that intersects
the domains of SOM, data mining, and accounting.

1 Introduction

This paper aims to present a coherent synthesis of the literature pertinent to self-
organizing map (SOM; Kohonen, 1982, 1997) as well as demonstrate how SOM can
be applied as a data-mining tool in the domain of accounting. The motivation behind
the paper emanates from the considerable academic interest and body of literature SOM
has inspired in a multitude of research domains; until 2005, SOM has paved the way
for 7,718 publications1. The paper differs from previous reviews of SOM (Kohonen,
1998, 2008), and (Yin, 2008), in that it addresses SOM from a data-mining perspective,
and places much emphasis on the main financial applications of SOM. The contribution
and novelty of the paper lie in it synthesising an expansive and fragmented literature
pertinent to SOM, focusing on how SOM can perform certain data-mining tasks, and
demonstrating the performance of such tasks via a case study that considers the cluster-
ing of accounting databases.

In essence, SOM performs a non-linear projection of a multi-dimensional input space
to a two-dimensional regular grid that consists of spatially-ordered neurons, and pre-
serves the topology of the input space as faithfully as possible. SOM has been applied
successfully in numerous research domains for clustering, data visualization, and fea-
ture extraction.

To carry out the synthesis, we adopt the following four organizing principles. First,
we select and review papers that explain the SOM algorithm in sufficient details, and
exclude those papers that delve into the mathematical complexities and subtleties of

1 A complete bibliography is available at: http://www.cis.hut.fi/research/som-bibl/

D.E. Holmes, L.C. Jain (Eds.): Data Mining: Found. & Intell. Paradigms, ISRL 25, pp. 321–342.
springerlink.com c© Springer-Verlag Berlin Heidelberg 2011
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SOM. Further, we review only the most prevalent criteria that evaluate the performance
of SOM, because there is neither an accepted global criterion nor a consensus about
which criteria are the most informative. As the literature abounds with extensions of
SOM, we delimit the synthesis to those extensions that enhance the ability of SOM to
perform data-mining tasks (e.g. clustering of non-vectorial data). Finally, to review the
financial applications of SOM, we pay particular attention to the subjects of bankruptcy
prediction, financial benchmarking, and clustering of hedge funds.

To conduct the case study, the paper uses a set of accounting transactions that de-
scribe the economic activities of an international shipping company for fiscal year 2007.
It first pre-processes the accounting transactions for SOM-based processing, and then
uses bootstrap to select random samples with replacement from the empirical distribu-
tion of the transactions. For each bootstrapped sample, the paper trains a SOM, and
subsequently evaluates the performance of each SOM by calculating three metrics: (i)
quantization error, (ii) topographic error, and (iii) Davies-Bouldin index. Finally, it esti-
mates the two-sided 95% confidence interval of the mean and standard deviation of the
foregoing metrics.

The rest of the paper is organized as follows. Section 2 introduces data pre-processing;
an activity that precedes most of data-mining tasks. Section 3 elaborates on the SOM
algorithm and its main constituents, and Section 4 presents three metrics for evaluat-
ing the performance of SOM as well as a criterion for assessing the internal validity
of clustering. Section 5 discusses the main extensions of SOM, and Section 6 reviews
the main financial applications of SOM. Section 7 demonstrates, via a case study, how
SOM can be applied in identifying and visualizing meaningful clusters that may exist
in accounting databases.

2 Data Pre-processing

For SOM to operate efficiently and yield meaningful results, a researcher must pay
attention to data pre-processing; an activity that involves three main tasks: (i) under-
standing the different types of variables, (ii) selecting an appropriate and valid distance
metric, and (iii) rescaling input variables.

2.1 Types of Variables

Understanding the various types of variables guides a researcher in selecting mathe-
matical and statistical operations that are valid for each type as well as in choosing
permissible transformations that preserve the original meaning of variables.

Four types of variables can be identified, as follows (Stevens, 1946): (i) nominal,
(ii) ordinal, (iii) interval, and (iv) ratio. The order is cumulative, which means that
each type subsumes the properties of its predecessor. Nominal variables take as values
different names or labels (e.g. name of employees), and hence they are not amenable
to any mathematical operation other than a simple function of equality. Further, ordinal
or hierarchical variables can be ranked by order (e.g. examination grades, hardness of
minerals). Interval variables take values whose differences are meaningful, but ratios
are not. The reason being that interval variables lack a “true” zero point; a zero value
does not entail the absence of a variable (e.g. temperature in Celsius). In contrast, ratio
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variables (e.g. length) take values whose differences, and ratios are meaningful. For
completeness, nominal and ordinal variables are collectively described as categorical
data, whereas interval and ratio variables as numerical data.

A further distinction can be made between discrete and continuous data; the former is
associated with counting and can take a value from a finite set of real integers, whereas
the latter is associated with physical measurements and thus it can take any numerical
value within an interval.

2.2 Distance Metrics

Selecting a valid distance metric takes on added importance in an unsupervised-learning
task (e.g. clustering), because in performing such task, a researcher has no recourse to
information concerning the class labels of input data. On the other hand, in a supervised-
learning task (e.g. classification), the classification error can form an external criterion
that can be optimised to yield a valid distance metric. A distance metric over R

n is con-
sidered to be valid only if it can assign distances that are proportionate to the similarities
between data points.

In particular, given three vectors x, y, z ∈ R
n, a distance metric d (x,y) must satisfy

the conditions of a metric space, as follows (Jungnickel, 2002, p.65):

1. d (x,y) > 0 for all x �= y (non-negativity),
2. d (x,y) = 0 if and only if x = y (distinguishability),
3. d (x,y) = d (y,x) for all x and y (symmetry),
4. d (x,z)≤ d (x,y)+ d (y,z) for all x, y, z (triangular inequality).

In a metric space, the most prevalent distance metric is the Euclidean distance defined
as:

dE (x,y) =

√
n

∑
i=1

(xi− yi)2 . (1)

Further, Mahalanobis distance takes into account the correlations between data, and
hence it can yield more accurate results than Euclidean distance does. However, any
benefits derived from the improved accuracy may be outweighed by the computational
costs involved in calculating the covariance matrix.

dM (x,y) =
√

(x− y)S−1 (x− y)T . (2)

Mahalanobis distance reduces to the Euclidean if the covariance matrix, S, is equal to
the identity matrix, and to the normalized Euclidean if S is diagonal.

2.3 Rescaling Input Variables

The rationale behind rescaling input variables is threefold (Bishop, 1995, p.298): (i) to
ensure that input variables reflect their relative importance, (ii) different variables may
have different units of measurement, and hence their typical values may differ consid-
erably, and (iii) to facilitate the initialisation of codevectors. For example, consider a
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dataset having two variables: “weight” and “height”. The former takes values in the
range {30Kg,40Kg, . . . ,100Kg}, whereas the latter in the range {1.3m,1.4m, . . . ,2m};
without rescaling, the “weight” variable is going to dominate the distance calculations,
and thus it would bias SOM. Linear and non-linear operations can rescale input vari-
ables so that they could take values in the interval [0,1], or values having zero mean and
unit variance. The latter is particularly appropriate when the Euclidean distance is used
as a distance metric.

3 Self-Organizing Map

3.1 Introduction to SOM

SOM performs two closely-coupled operations: (i) vector quantization, and (ii) non-
linear projection. First, SOM regresses a set of codevectors into input data in a non-
parametric and non-linear manner. In doing so, SOM partitions input data into a finite
number of disjoint and contiguous spaces each of which is represented by a codevector.
The codevectors are estimated in such a way that minimises the distance between an in-
put vector and its closest codevector; this estimation process continues iteratively until
it converges to a stationary state at which codevectors are not updated any further. The
vector-quantization operation reduces input data to a much smaller, albeit representa-
tive, set of codevectors.

Second, SOM projects the codevectors onto a regular two-dimensional grid of neu-
rons; a grid can be either hexagonal or rectangular depending on whether a neuron has
either six or four neighbours. In either case, the neurons are spatially-ordered, and thus
the grid can preserve the neighbourhood relations or topology between input data as
faithfully as possible. A neuron k is described by the tuple (mk, pk), where mk ∈R

d is a
codevector, pk ∈R

2 is a location vector on the SOM grid, d denotes the dimensionality
of input space, and k = 1,2, . . . ,K represents the number of neurons. The codevectors
are used for vector-quantization, and their corresponding locations on the SOM grid for
vector-projection.

To elaborate, given an input dataset, X = (xi j)nd, SOM constructs a set of codevec-
tors, M =

(
mk j

)

Kd , where xi, mk ∈ R
d are row vectors of X and M respectively, and

n represents the number of input vectors. The number of neurons can be estimated by
using the heuristic formula: K = 5

√
n (Vesanto et al, 2000, p.30). As a first approxima-

tion to input data, SOM can initialise the codevectors by using either random vectors or
vectors derived from the hyperplane that is spanned by the two largest principal compo-
nents of input data (Kohonen, 1998). Although SOM is very robust to either of the two
initialisation approaches, the latter approach is preferable, because it enables SOM to
converge more efficiently than random initialisation does. The reason for this is twofold:
(i) SOM gets organized approximately from the beginning, and (ii) a researcher can start
with a narrower neighbourhood kernel and a smaller learning rate (Kohonen, 1998).

3.2 Formation of SOM

The formation of SOM involves the following three iterative processes: (i) competition,
(ii) co-operation, and (iii) adaptation (Haykin, 1999, p.447). First, in the competition
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process, each input vector, xi ∈ R
d, is compared with all codevectors, mk ∈ R

d, and
the best match in terms of the smallest Euclidean distance, ‖ xi−mk ‖, is mapped onto
neuron k that is termed the best-matching unit (i.e. BMU) and denoted by the subscript
c (Kohonen, 1997, p.86):

‖ xi−mc ‖= min
k
{‖ xi−mk ‖} , (3)

or equivalently:
c = argmin

k
{‖ xi−mk ‖} . (4)

Second, in the co-operation process, the BMU locates the centre of a neighbourhood
kernel, hck(t), which is usually a Gaussian function defined as:

hck(t) = exp

[

−‖ pc− pk ‖2

2σ2 (t)

]

, (5)

where pc, pk ∈ R
2 are the location vectors of BMU and neuron k respectively, t de-

notes discrete time, and σ (t) defines the width of the kernel; σ(t) is a monotonically
decreasing function of time (Kohonen, 1997, p.87). The motivation behind the neigh-
bourhood kernel is that an activated neuron, BMU, excites adjacent neurons to a greater
degree than that to which it excites distant neurons. It can be deduced from Eq. 5 that
the neighbourhood kernel decays proportionately with discrete time t as well as with
the lateral distance between the BMU and the “excited” neurons, that is: hck(t)→ 0 as
‖ pc− pk ‖ increases.

The neighbourhood kernel enables the SOM grid to preserve the topology or neigh-
bourhood relations between input data by allowing the codevectors to be updated ac-
cording to their respective proximity to the BMU; the closer to the BMU a codevector
is, the greater the extent of its updating is, whereas codevectors lying outside the neigh-
bourhood of BMU are not updated at all. As a result, the neurons on the SOM grid
become spatially-ordered in the sense that neighbouring neurons have similar codevec-
tors, and thus they represent similar areas in the input space.

A SOM grid enjoys two main properties (Ritter and Kohonen, 1989): (i) it preserves
the neighbourhood or topological relations between input data as faithfully as possi-
ble, and (ii) it represents a mapping of input vectors that is determined by their density
function, whereby more frequent vectors are mapped to a larger area on the grid. Be-
cause of these properties, SOM can map similar and high-frequent input vectors to a
localised area, capture the overall topology of cluster arrangements, and perform non-
linear dimensionality-reduction.

Third, in the adaptive process, the sequence-training SOM updates recursively code-
vector mk as follows:

mk(t + 1) = mk(t)+ a(t)hck(t) [xi(t)−mk(t)] , (6)

where 0 < a(t) � 1 is a learning rate at discrete time t; a(t) is a non-increasing function

of time, for example: a(t) = a0
(
1− t

T

)
or a(t) = a0

(
0.005

a0

) t
T

, where a0 is the initial
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learning rate, and T is the training length. The updating rule, described in Eq. 6, is moti-
vated by the Hebbian law for synaptic modification, and includes a non-linear forgetting
process for synaptic strength (Ritter and Kohonen, 1989).

Batch-SOM is a variant of the updating rule, described in Eq. 6. It estimates the BMU
according to Eq. 3, but updates the codevectors only at the end of each epoch, which is
a complete presentation of input data, rather than recursively, as follows (Vesanto et al,
2000, p.9):

mk(t +1) = ∑n
i=1 hck(t)xi

∑n
i=1 hck(t)

. (7)

Batch-SOM does not contain a learning rate, and estimates codevectors as averages
of input vectors being weighed by neighbourhood kernel hck(t). It can also be ex-
pressed in terms of Voronoi cells: Vk = {xi | ‖ xi−mk ‖<‖ xi−m j ‖ ∀k �= j}, as follows
(Vesanto et al, 2000, p.11):

mk(t +1) = ∑K
k=1 hck(t)sk(t)

∑K
k=1 hck(t)Nk

, (8)

where K is the number of codevectors, and hence that of Voronoi cells, Nk and sk(t) =
∑x∈Vk

x denote the number and sum of input vectors that belong in Voronoi cell Vk,
respectively.

Batch-SOM enjoys certain advantages vis-a-vis sequence-SOM (Lawrence et al, 1999):
(i) it is less computationally expensive, (ii) because the updating of codevectors is not
recursive, there is no dependence on the order in which input vectors appear, and (iii) it
mitigates concerns that input vectors that appear at a later iteration may affect the result
disproportionately.

SOM converges to a stationary state when the codevectors do not get updated any
further. This entails that at a stationary state we require that E{mk(t +1)}must be equal
to E{mk(t)} for t → ∞, even if hck(t) was non-zero (Kohonen, 1998). The foregoing
leads to the convergence criterion: E{hck(xi− limt→∞ mk(t))}= 0, where E{.} denotes
the expectation function (Kohonen, 1997, p.113).

4 Performance Metrics and Cluster Validity

In the general case, the updating rule, described in Eq. 6, is not the gradient of any
cost function that can be optimised for SOM to converge to at least a local optimum
(Erwin et al, 1992). The lack of a cost function has hindered researchers in their efforts
to derive a global criterion that can assess the quality and performance of SOM. In the
absence of a global criterion, we confine the discussion to the following three criteria,
each evaluating a distinct facet of SOM: (i) Quantization error, Q.E, (ii) Topographic
error, T.E, and (iii) Distortion error, D.E.

First, Q.E quantifies the resolution of a SOM grid. A som grid exhibits high resolu-
tion if the input vectors that are near to one another are projected nearby on the SOM
grid, and the input vectors that farther apart are projected farther apart on the SOM
grid. The average Q.E for a SOM grid is defined as: Q.E = 1

n ∑n
i=1 ‖ xi −mc ‖; and

the lower its value is, the higher the SOM’s resolution is. Second, T.E quantifies the
topology preservation of SOM mapping as follows: T.E = 1

n ∑n
i=1 ε(xi); if the first and
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second BMUs of xi are adjacent, then ε(xi) = 0, otherwise ε(xi) = 1 (Kiviluoto, 1996).
Further, T.E indicates whether a mapping from R

d to R
2 is continuous; if the first and

second BMUs of an input vector are not adjacent on the SOM grid, then the mapping is
not continuous near that input vector.

Although Q.E and T.E are the most prevalent performance metrics, a number of
caveats apply to their interpretation. First, the two metrics are not independent, in-
stead there is a trade-off between them being moderated by the size of the kernel
width (i.e. σ(t)). Second, Q.E and T.E are dependent on input data; a feature that pre-
cludes their use from comparing SOMs that are trained on different datasets. Third,
good results may be achieved by SOM overfitting the data rather than it enjoying high
resolution and preserving topology faithfully. Finally, Q.E takes its minimum value
when the neighbourhood kernel, hck(t), becomes equivalent to Kronecker’s delta, that

is: hck(t) =
{

1 f or c = k,
0 f or c �= k,

. However, in that case SOM reduces to the classical k-

means algorithm, and thus it does not possess any self-organizing capabilities.
Further, the distortion error can act as a local cost function, provided that the in-

put data are discrete and the neighbourhood kernel is fixed (Vesanto et al, 2003). Given
these assumptions, the sequence-training rule in Eq.6 estimates approximately the gra-
dient of the distortion error (Graepel et al, 1997). The distortion error is defined as:

D.E =
n

∑
i=1

m

∑
j=1

hc j (xi−mj)
2 , (9)

and it can be decomposed into the following three terms (Vesanto et al, 2003):

D.E = Eqx +Enb + Env . (10)

The term Eqx measures the quantization quality of SOM in terms of the variance of
input data that belong in each Voronoi set; Enb can be interpreted as the stress or link
between the quantizing and ordering properties of SOM; and Env quantifies the topo-
logical quality of SOM. Analytically,

1. Eqx = ∑m
j=1 NjHjVar{x| j} ,

2. Enb = ∑m
j=1 NjHj ‖ n j− m̄ j ‖2 ,

3. Env = ∑m
j=1 NjHjVarh{m| j} ,

where Var{x| j} = ∑x∈Vj
‖ x− n j ‖2 /Nj is the local variance, Varh{m| j} = ∑k h jk ‖

mk − m̄ j ‖2 /Hj is the weighed variance of the codevectors, and m̄ j = ∑k h jkmk/Hj is
the weighed mean of the codevectors.

Although the aforesaid criteria have been used extensively in evaluating the perfor-
mance of SOM, they do not provide any information about the validity of clustering.
For this reason, we describe the Davies-Bouldin index (Davies and Bouldin, 1979) that
evaluates the internal validity of clustering as follows:

DBI =
1
C

C

∑
i=1

max
i�= j

{
Δ(Ci)+ Δ(Cj)

δ (Ci,Cj)

}

, (11)

where C is the number of clusters produced by SOM, δ (Ci,Cj) denotes inter-cluster dis-
tances, and Δ(Ci) and Δ(Cj) represent intra-cluster distances. A small value indicates
highly-compact clusters whose centroids are well-separated.
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5 Extensions of SOM

SOM has been extended so that it could address data-mining tasks in the following
domains: (i) non-metric spaces, (ii) temporal sequence processing, (iii) clustering, and
(iv) visualizing high-dimensional data.

5.1 Non-metric Spaces

In the domain of non-metric spaces, extensions of SOM include models for clustering
text documents, symbol strings, categorical data, and hierarchical data.

5.1.1 WEBSOM
WEBSOM extends SOM to clustering, visualizing, and filtering a large collection of
text documents; tasks that are essential in the domains of text-mining and information
retrieval. WEBSOM consists of two steps: (i) vector space model (Salton et al, 1975),
and (ii) dimensionality reduction. In the first step, WEBSOM sets up a word-document
matrix whose elements are the weighed frequencies of a word in each document. The
frequencies are weighed by using the inverse document frequency (i.e. IDF), so that rare
words could get a higher weight than frequent words. The justification for this scoring
mechanism being that words that appear rarely enjoy more discriminatory power than
words that appear frequently do (Manning et al, 2009, p.119). If a body of documents
is classified into known topics, then a word can be weighed by using entropy (Shannon,

1948). For example, let the entropy of word “ω” be: H(ω) =−∑g
Ng(ω)

Ng
log2

Ng(ω)
Ng

, and

the total entropy of a body of documents be: Hmax = log2Ng, where Ng(ω) denotes the
number of times word “ω” occurs in topic g, and Ng represents the number of topics.
Then, W(ω) = Hmax−H(ω) becomes the weight for word “ω”.

However, the vector space model increases dimensionality, because each word has
to be represented by a dimension in the document vector. To reduce dimensionality,
WEBSOM uses random mapping (Kaski, 1998) rather than the more established tech-
nique of latent semantic indexing (i.e. LSI) (Deerwester et al, 1990). The reason is the
computational complexity of the former, O(Nl)+ O(n), is much lower than that of the
latter, O(Nld); where N is the number of documents, l is the average number of dif-
ferent words in a document, n represents the original dimensionality, and d denotes the
dimensionality that results from LSI performing singular value decomposition. Further,
experimental results have suggested that the classification accuracy of random mapping
is very close to that of LSI (Kohonen et al, 2000).

WEBSOM has been applied2 in clustering and visualizing collections of text docu-
ments, such as: articles from Encyclopaedia Britannica (Lagus et al, 2004), a collection
of 7 million patent abstracts that are available in electronic form and written in the En-
glish language (Kohonen et al, 2000), a number of scientific abstracts3 (Lagus, 1997),
and articles from Usenet newsgroups (Honkela et al, 1996a,b).

2 Some of these applications are demonstrated at: http://websom.hut.fi/websom/.
3 The WEBSOM of scientific abstracts is available at: http://www.cis.hut.fi/wsom97/
abstractmap/.
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5.1.2 SOM for Symbol Strings
Unlike numerical data, symbol strings and other non-vectorial data lack intrinsic quanti-
tative information for a distance metric (e.g. Euclidean) to be used as a similarity metric.
To extend SOM to symbol strings and other non-vectorial data, Kohonen (1996), and
Kohonen and Somervuo (1998) put forward the following principles: (i) define learning
as a succession of conditional averages over subsets of strings, (ii) use batch-SOM, Eq.
7, (iii) define a valid similarity measure over strings (e.g. Levenshtein distance), and
(iv) averages over such data are computed as generalized means or medians (Kohonen,
1985). Based on these principles, SOM for symbol strings has been applied in con-
structing a pronunciation dictionary for speech recognition (Kohonen and Somervuo,
1997), clustering protein sequences (Kohonen and Somervuo, 2002), and identifying
novel and interesting clusters from a selection of human endogenous retroviral se-
quences (Oja et al, 2005).

5.1.3 SOM for Categorical Data
To extend SOM to categorical data, Hsu (2006) proposed the Generalized SOM. In
brief, a domain expert first describes input data in terms of a concept hierarchy, and
then extends it to a distance hierarchy by assigning a weight to each link that exists on
the concept hierarchy. For example, a data point X is represented on a distance hierarchy
by the tuple (Nx,dx), where Nx denotes the leaf node corresponding to X , and dx stands
for the distance between the root node and Nx. The distance between two points, X and
Y , can then be defined as:

| X−Y |= dx + dy−2dLCP(X ,Y) , (12)

where dLCP(X ,Y ) is the distance between the root node and the least common point of X
and Y .

5.1.4 SOM for Hierarchical Data
The graph-theoretical approach (Argyrou, 2009) is founded on graph theory and is de-
coupled from SOM. It functions as a data pre-processing step that transforms hierarchi-
cal data into a numerical representation, and thereby renders them suitable for SOM-
based processing. In essence, it operates in two steps. First, it encodes hierarchical data
in the form of a directed acyclic graph (i.e. DAG), whereby the root vertex represents
the complete set of data, and all other vertices are ordered in such a way that each vertex
is a subset of its parent vertex. In doing so, the graph-theoretical approach preserves the
semantical relationships, (i.e. child ≺ parent relationship), that exist between hierarchi-
cal data. Second, it uses Dijkstra’s algorithm (Dijkstra, 1959) in order to calculate all
pairwise distances between vertices. The calculation yields a distance matrix that satis-
fies the conditions of a metric space, specified in Section 2.2, and thus it can form the
input dataset to SOM.

5.2 SOM for Temporal Sequence Processing

SOM can be applied only to static data, because it ignores the temporal ordering of
input data. To elaborate, we draw on the updating rules, Eq. 6 and Eq. 7, that represent
the output of a neuron at iteration t; iteration t acts as a surrogate for discrete time.



330 A. Andreev and A. Argyrou

At each iteration, the updating rules update codevector mk towards input vector xi by
considering the value of mk at the previous iteration, but ignoring any changes to the
value of xi. As a result, SOM can not capture any temporal context that may exist
between consecutive input vectors.

5.2.1 Recurrent SOM
Recurrent SOM (i.e. RSOM) incorporates leaky integrators to maintain the temporal
context of input vectors, and thus it extends SOM to temporal sequence processing
(Koskela et al, 1998); it also constitutes a significant improvement to Temporal Koho-
nen Map (Chappell and Taylor, 1993) in terms of learning and convergence (Varsta et al,
2001).

RSOM modifies SOM’s updating rule, Eq. 6, and models the leaky integrators as
follows:

mk(t + 1) = mk(t)+ a(t)hck(t)ψk (t,β ) , (13)

ψk (t,β ) = (1−β )ψk (t−1,β )+ β (xi(t)−mk(t)) , (14)

where ψk (t,β ) is the leaked difference vector of neuron k at iteration t, and 0 < β � 1 is
the leaky coefficient that determines how quickly memory decays. A large β entails fast
memory decay, i.e. short memory, whereas a small β a slower memory loss, i.e. long
memory. The leaked difference vector forms the feedback to RSOM; and because the
feedback is a vector rather than a scalar, it allows the updating rule, Eq. 13, to capture
information about changes in both the magnitude and direction of input vectors.

5.2.2 Recursive SOM
Recursive SOM (i.e. RecSOM) uses the output of the entire SOM as its feedback to the
next iteration (Voegtlin, 2002). RecSOM defines neuron k by means of two codevectors:
(i) a feed-forward codevector, mk ∈ R

d, which is the same as the codevector defined by
SOM, and (ii) a recurrent codevector, wk(t) ∈ R

|N| that represents the output of the
entire SOM at iteration t, where | N | denotes the number of iterations. The distance
calculation becomes:

dk(t) = α ‖ xi(t)−mk(t) ‖2 +β ‖ y(t−1)−wk(t) ‖2 , (15)

where α ,β > 0, y(t) = [exp(−d1(t),exp(−d2(t), . . . ,exp(−dK(t)], and k = 1,2, . . . ,K
represents the number of neurons. It follows form Eq.15 that the best-matching unit is
given by c = argmin

k
{dk(t)}.

The updating rule for the feed-forward codevector is the same as SOM’s updating
rule described in Eq. 6, that is:

mk(t + 1) = mk(t)+ a(t)hck(t) [xi(t)−mk(t)] , (16)

and the updating rule for the recurrent codevector is:

wk(t + 1) = wk(t)+ a(t)hck(t) [y(t−1)−wk(t)] . (17)
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5.3 SOM for Cluster Analysis

Cluster analysis aims at identifying subsets or clusters in data for which no information
about their class-labels is known in advance. Cluster analysis groups data into subsets
so that a distance metric (e.g. Euclidean) within a subset is minimized, and that between
one subset and another is maximized. This process ensures that the intra-cluster similar-
ity is maximized, and the inter-cluster similarity is minimized, as the distance between
two data points is inversely proportional to their similarity.

While k-means algorithm clusters data directly, SOM performs a two-step cluster-
ing: first, it regresses a set of codevectors to input data in a non-parametric, and non-
linear manner; second, the codevectors can be clustered by using either a partitive or
an agglomerative algorithm. An input vector belongs to the same cluster as its nearest
codevector does.

SOM enjoys a lower computational complexity than the algorithms that cluster data
directly (Vesanto and Alhoniemi, 2000). In particular, the computational complexity of
k-means algorithm is proportionate to ∑Cmax

C=2 NC, where Cmax denotes the maximum
number of clusters, N stands for the number of input vectors, and C represents the
number of clusters. In contrast, when codevectors are used as as intermediary step, the
computational complexity becomes proportionate to NM +∑C MC, where M represents
the number of codevectors. Further, an agglomerative algorithm starts with either N or
M clusters depending on whether it is applied directly on input data or on codevectors.
The latter is much less computationally expensive than the former, because the number
of codevectors is usually chosen to be approximately equal to the square root of the
number of input vectors, M ≈√n.

SOM has an additional benefit in that it is tolerant to outliers and noise that may
be present in input data; the reason is SOM estimates codevectors as weighed averages
of input data, as shown in Eq. 7. In addition, SOM is robust to missing values, as it
performs the distance calculations, ‖ xi−mk ‖, by excluding them. This approach yields
a valid solution, because the same variables are excluded at each distance calculation
(Vesanto et al, 2000, p.7)

For SOM to be able to identify clusters that may exist in input data, the probability
density function (i.e. pdf) of codevectors must approximate that of input data; in this
case, small and large distances between codevectors indicate dense and sparse areas in
the input data, respectively.

For vector quantization algorithms (e.g. k-means), the pdf of codevectors (i.e. p(mk))
approximates asymptotically that of the input data, (i.e. p(x)), thus p(mk) ∝ p(x)

d
d+r ,

where d denotes the dimensionality of the input space, and r is the distance norm. Such
an approximation has been derived only for the one-dimensional SOM (Ritter, 1991):

p(mk) ∝ p(x)
2
3− 1

3σ2+3(σ+1)2 . (18)

The approximation, Eq. 18, is valid only if the neighbourhood width (i.e. σ) is very
large and the number of codevectors tends to infinity. Nonetheless, experimental re-
sults have suggested that p(mk) approximates p(x) or some monotone function of p(x)
(Kaski and Kohonen, 1996), and (Kohonen, 1999).
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5.3.1 Unified-Distance Matrix
The Unified-distance matrix (i.e. U-matrix) enables SOM to identify and visualize clus-
ters that may be present in the input data (Ultsch and Siemon, 1990). U-matrix first cal-
culates the average distance between a neuron’s codevector and that of its immediate
neighbouring neurons:

h(k) =
1
| Nk | ∑

i∈Nk

d(mk,mi) , (19)

where Nk stands for the neighbourhood of neuron k, and | Nk | represents the number
of neurons in that neighbourhood. It then superimposes distance h(k) as a height on
the SOM grid, and thereby transforms the latter into a three-dimensional landscape of a
multi-dimensional input space. To represent the additional information (i.e. distances),
U-matrix augments the SOM grid by inserting an additional neuron between each pair
of neurons. The distances are depicted on the SOM grid as shades of grey; dark and light
areas indicate large and small distances respectively, and denote cluster boundaries and
clusters in that order.

U-matrix may not be sufficient to delineate clusters that are either overlapping or
not well-separated, because it does not take into account the density of input data. To
overcome this limitation, U*-matrix combines both distances and densities in order to
improve the visualization and clustering of input data (Ultsch, 2003a,c). It uses Pareto
Density Estimation (i.e. PDE) to estimate the local density of input data as follows
(Ultsch, 2003b):

p(k) = {xi ∈ R
d |d (xi,mk) < r} , (20)

where p(k) denotes the density of input data in the vicinity of codevector mk, and r
denotes the Pareto radius of a hypersphere. If r is kept constant, then the number of
data points that are included in a hypersphere is proportionate to the underlying density
of the data.

5.3.2 U-Matrix Refined
To refine the resolution of U-matrix, Kaski et al (2003) proposed the following modifi-
cation:

Gki =‖ (mk−mi)− (ck− ci) ‖ . (21)

The first term calculates the distance between codevectors mk and mi; the second term is
estimated from the input data, where ck = 1

|Nk| ∑x∈Nk
x denotes the centroid of the input

data that belong in the neighbourhood of neuron k. The magnitude of Gki is inversely
proportional to the density of the corresponding area, the lower the density the larger the
magnitude of Gki would be, and vice versa. In a manner similar to U-matrix, the values
of Gki can be converted to colour by using index-colour coding, and subsequently be
depicted on the SOM grid in order to delineate inter-cluster boundaries. Experimental
results have suggested that this visualization method can identify important and mean-
ingful clusters the U-matrix can not identify (Kaski et al, 2003).
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5.3.3 SOM Interpretation
In order to evaluate how well a variable can explain the formation of cluster borders,
Kaski et al (1998) suggested the following metric:

Φ j =
‖ (mi j−mk j) ‖
‖ (mi−mk) ‖ , (22)

where the denominator represents the distance between codevectors mi and mk, mi j and
mk j denote the jth variable of mi and mk, respectively. A large Φ j value means that
variable j explains well the formation of the cluster border, and data points that belong
on either side of the border differ predominantly in the value of variable j.

Two further measures assess the relative importance a variable possesses within, and
between clusters (Siponen et al, 2001).

Si j =
meani j−min j

max j−min j
. (23)

The term Si j measures the weight variable j has within cluster i relative to that variable’s
range, meani j is the mean value of variable j in cluster i, min j and maxj denote the
minimum and maximum values of variable j, respectively.

The quantity Qi j measures the weight of variable j in cluster i with respect to the
values of that variable in clusters other than i:

Qi j =
Si j

1
C−1 ∑k �=i Sk j

, (24)

where C represents the number of clusters.

5.4 SOM for Visualizing High-Dimensional Data

As we elaborated in Section 3, SOM preserves the topology or neighbourhood relations
between input data as faithfully as possible. However, SOM does not perform a point-
to-point mapping, and hence it can not reproduce the pairwise distances between input
data. Thus, the distances between neurons on the SOM grid are not proportionate to
their corresponding distances in the input space.

ViSOM (Yin, 2002) modifies SOM’s updating rule, described in Eq. 6, so that SOM
could preserve not only the topology but also the pairwise distances between the input
data. It decomposes the term Fik =‖ xi(t)−mk(t) ‖ into two parts: (i) an expansion force,
Fic =‖ xi(t)−mc(t) ‖, where mc(t) stands for the BMU codevector of input vector xi(t),
and (ii) a lateral force Fck =‖ mc(t)−mk(t) ‖. ViSOM’s updating rule is defined as:

mk(t +1) = mk(t)+a(t)hck(t)[‖ xi(t)−mc(t) ‖+ ‖mc(t)−mk(t) ‖ (
dck

λΔck
−1)]∀k ∈Nc , (25)

where Nc is the neighbourhood of neuron c, k denotes the neurons that belong in Nc,
dck represents the distance between codevectors mc and mk, Δck represents the distance
between their location vectors, pc and pk, on the SOM grid, and λ is a resolution pa-
rameter. The aim of Eq. 25 is to adjust inter-neuron distances on the SOM grid, (i.e.
‖ pc− pk ‖), so that they could be proportionate to their corresponding distances in the
input space, (i.e. ‖ mc−mk ‖).
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6 Financial Applications of SOM

To demonstrate how a researcher can apply SOM in order to understand complex data
sets, Kaski and Kohonen (1996) applied SOM to 39 statistical indicators that described
aspects of the welfare of a number of countries. Based on the 39 statistical indicators,
the resulting SOM grid revealed a clustering of countries as well as maintained the
similarity between one country and another. For example, OECD and most African
countries were clustered on opposite corners of the map indicating extreme welfare and
poverty, respectively.

SOM has been applied in predicting the event of bankruptcy as well as in iden-
tifying those financial characteristics that are positively correlated with bankruptcy. In
order to gain insight into the Spanish banking crisis of 1977-1985,
Martn-del-Bro and Serrano-Cinca (1993) selected a sample of 37 solvent banks and
29 bankrupt banks. For each bank, they calculated the following nine ratios: (i) Current
Assets/Total Assets, (ii) (Current Assets - Cash and Banks)/Total Assets, (iii) Current
Assets/Loans, (iv) Reserves/Loans, (v) Net Income/Total Assets, (vi) Net Income/Total
Equity Capital, (vii) Net Income/Loans, (viii) Cost of Sales/Sales, and (ix) Cash-Flow/
Loans. Based on these ratios, the study developed a SOM that was able to cluster sol-
vent banks separately from their bankrupt counterparts, and identify how well each ratio
could discriminate between the two sets of banks. As expected, small profitability and
large debts were positively correlated with the event of bankruptcy. A closer examina-
tion revealed that SOM grouped the seven biggest banks as a sub-cluster of the solvent
banks, although no information about the sizes of the banks was available.

In addition, Serrano-Cinca (1996) selected 64 solvent, and 65 bankrupt companies
from the Moody’s Industrial Manual as well as five ratios that described the financial
performance of the companies from 1975 to 1985. The ratios were: (i) Working Capi-
tal/Total Assets, (ii) Retained Earnings/Total Assets, (iii) Earnings before Interest and
Tax/Total Assets, (iv) Market value of Equity, and (v) Sales/Total Assets. SOM clus-
tered the two sets of companies into separate clusters, and also revealed that solvent and
bankrupt companies were characterised by high and low levels of earnings, respectively.

Further, to predict the event of bankruptcy, Kiviluoto (1998) applied SOM in a semi-
supervised manner in that the input vector, and by extension the codevector, consisted
of two parts. The first part contained four financial indicators: (i) Operating Margin,
(ii) Net Income before Depreciation and Extraordinary items, (iii) the same as (ii) for
the previous year, and (iv) Equity ratio. The second part was a binary indicator, {1,0},
denoting bankrupt and solvent companies, respectively. The first part was used only for
finding the BMU, whereas the whole codevector got updated. The results suggested that
companies having low profitability were more likely to go bankrupt.

To investigate the potential of SOM in performing financial benchmarking, Back et al
(1996, 1997) applied SOM to a set of financial ratios that described the performance of
a number of international companies operating in the pulp and paper industry from
1985 to 1989. The results suggested that SOM could cluster companies according to
their financial similarities, and identify regularities and patterns that were present in the
data. This line of research was applied by Karlsson et al (2001) in order to analyse the
quarterly financial performance of a number of international companies that operated
in the telecommunication industry.
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A similar methodology was adopted by Eklund et al (2003). They first developed two
sets of SOM: the first was based on financial ratios of international companies operating
in the pulp and paper industry, and the second was based on the financial ratios having
been averaged on a country by country basis. They then compared the two sets in order
to identify which financial characteristics were specific to a country. For example, the
results revealed the propensity of Finnish companies to finance their activities via debt
as well as the economic downturn the Japanese companies experienced in 1997 as a
result of the Asian financial crisis. Lansiluoto et al (2004) extended the foregoing body
of literature by using SOM to perform financial benchmarking at both company and
industry levels; they did so in order to find out how changes at the industry level (e.g.
labour and material costs) might affect the financial performance of companies.

SOM was used by (Baghai-Wadj et al, 2005) to derive a taxonomy of hedge funds
based on their monthly returns in order to address the following three issues: (i) whether
hedge funds change their self-declared styles over time, (ii) whether self-declared styles
are useful or misleading, and (iii) which types of hedge funds are prone to misclassify
their own styles. The study selected the monthly returns of 2,442 hedge funds from the
Centre for International Securities and Derivatives Markets (i.e. CISDM). The monthly
returns covered the period from April 1995 to April 2004, and the sample included both
active and inactive hedge funds. SOM was able to group hedge funds into nine clusters
that were labelled as follows: (i) convertible arbitrage and fixed income, (ii) emerging
markets, (iii) futures, (iv) merger arbitrage and distressed securities, (v) sector finan-
cial, (vi) sector health care, (vii) sector technology, (viii) short-selling, and (ix) other
hedge funds. The study found that 23% of the examined hedge funds changed their
self-declared style over the period under investigation, and that hedge funds having high
consistency in their self-declared styles were less prone to change their styles over time.

Further financial applications of SOM include: selecting shares suitable for port-
folio management (Deboeck and Ultsch, 2000), and (Khan et al, 2009); assessing the
creditworthiness of loan applicants (Tan et al, 2002), and (Huysmans et al, 2006); and
performing market segmentation as part of customer relationship management
(Hung and Tsai, 2008).

7 Case Study: Clustering Accounting Databases

The case study illustrates how SOM can be applied in clustering accounting databases,
and discusses potential applications such clustering may have in the discipline of ac-
counting. The motivation behind the case study is twofold. First, existing literature has
paid insufficient attention to the clustering of accounting databases as an internal con-
trol procedure; and second, the importance and relevance of this issue are underlined
by a number of statutory and professional pronouncements that have proliferated in the
wake of several cases of financial malfeasance (e.g. Enron, WorldCom).

7.1 Data Description

The data were provided by an international shipping company as a text-dump of its
accounting database, and consisted of 16,300 journal entries covering fiscal year 2007.
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Table 1. Journal Entry

Account Account Debit-
Number Description Date Credit US$ Amount Details Account Class

60000 Salaries 27/Aug/2007 Debit 56,070 Payment of salaries Expenses
30000 Bank 27/Aug/2007 Credit 56,070 Payment of salaries Cash & Cash Equivalents

Journal entries implement the system of double-entry bookkeeping by recording ac-
counting transactions in a “Debit” and “Credit” format; it entails that an accounting
transaction is recorded twice: as a “Debit” and as an equivalent “Credit”, hence the
name “double-entry”. This system of recording accounting transactions serves to pre-
serve the accounting equality: Assets = Liabilities + Equity. To be considered as an
accounting transaction and thus be recorded, an economic event must cause either an
increase or a decrease in a company’s assets, liabilities, or equity.

For example, Table 1 depicts the aforesaid company’s journal entry that consists of
two accounting transactions, and records the payment of salaries for August 2007. Each
accounting transaction is described by the following seven variables: (i) Account Num-
ber (hierarchical), (ii) Account Description (text), (iii) Date (date), (iv) Debit-Credit
(binary), (v) US$ Amount (numerical), (vi) Details (text), and (vii) Account Class (hi-
erarchical). The types of variables are shown in parentheses.

To carry out the case study, we select three variables: (i) Debit-Credit, (ii) US$
Amount, and (iii) Account Class. We incorporate “Debit-Credit” into “US$ Amount”
by expressing the latter as positive and negative amounts denoting “Debit” and “Credit”
balances, respectively.

7.2 Data Pre-processing

As we discussed in Section 2.2, we must define a valid similarity metric over “Account
Class” for SOM to yield meaningful results; “Account Class” is a hierarchical variable
and as such it lacks intrinsic quantitative information, and hence SOM can not calculate
the Euclidean distance. To this end, we opt for the graph-theoretical approach, described
in Section 5.1.4, in order to transform the values of “Account Class” into a numerical
representation, and thus render them amenable for SOM-based processing.

To elaborate, we observe that the values of “Account Class” follow a hierarchy, the
IASB XBRL Taxonomy (IASCF, 2009); it describes accounting concepts and their se-
mantical relationships as child ≺ parent links according to the International Financial
Reporting Standards (IASB, 2009). Based on the aforementioned taxonomy, we first
encode “Account Class” as a directed acyclic graph (i.e. DAG), whereby the root vertex
represents the complete set of “Account Class”, and all other vertices are ordered in
such a way that each vertex represents a subset of its parent vertex. Consequently, the
DAG can preserve the child ≺ parent relationships specified in the taxonomy. For ex-
ample, “Salaries”≺ “Expenses” ≺ “Income Statement” forms a path on the DAG, and
serves to induce the corresponding child ≺ parent relationships.

Second, we calculate all pairwise distances between the vertices by using Dijkstra’s al-
gorithm (Dijkstra, 1959). This operation yields distance matrix X = (xi j)nd , where d = 30
denotes the dimensionality, and n= 36,510 represents the number of accounting transac-
tions. The distance matrix can form the input dataset to SOM, as it satisfies the conditions
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Fig. 1. The SOM grids

of a metric space specified in Section 2.2. There are more accounting transactions than
journal entries, because a journal entry can be composed of any number of accounting
transactions provided that the “Debit” and “Credit” balances are always equal.

7.3 Experiments

To illustrate how SOM can be applied in clustering accounting databases, the paper
adopts a five-step approach. First, it uses bootstrap to draw two hundred random sam-
ples with replacement from the empirical distribution of the input dataset, X = (xi j)nd .
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Second, for each bootstrapped sample, it uses SOM-Toolbox for Matlab4 (Vesanto et al,
2000) to train a SOM in batch mode, Eq. 7, with hexagonal topology, and Gaussian
neighbourhood, Eq. 5. Third, to identify clusters on the SOM grid, it uses U-matrix, de-
scribed in Section 5.3.1. Fourth, to evaluate the performance of SOM, it calculates the
quantization and topographic errors, and to assess the internal validity of clustering, it
calculates the Davies-Bouldin index; these metrics were explained in Section 4. Finally,
the paper estimates the two-sided 95% confidence intervals of the mean and standard
deviation of the foregoing metrics.

7.4 Results Presentation and Discussion

The mean and standard deviation of the topographic error exhibit small values and nar-
row 95% confidence intervals: CI0.95 = 0.3336−0.3984, and CI0.95 = 0.1478−0.1880,
respectively; and the corresponding values for the quantization error are zero to the 4th

decimal point. These results suggest that the SOM grid can map the input data accu-
rately as well as preserve their topology faithfully.

The results of the case study are depicted in the form of two SOM grids in Fig. 1.
A visual inspection of Fig. 1a reveals how U-matrix can identify seven clusters. As we
discussed in Section 5.3.1, dark and light areas indicate long and short distances, re-
spectively; the former delineates cluster borders, whereas the latter represents clusters.
The internal validity of clustering is evaluated by statistical analysis; both the mean and
standard deviation of Davies-Bouldin index have small values and narrow 95% confi-
dence intervals: CI0.95 = 1.4905−1.5988, and CI0.95 = 0.2445−0.3563, in that order.
The statistical results imply that the seven clusters thus identified are highly-compact,
and their centroids are well-separated.

More importantly, the seven clusters can be interpreted within an accounting con-
text, as shown in Fig. 1b. Specifically, clusters 3 and 4 represent expense and income
items respectively, and the Income Statement collectively. Further, clusters 7, 2, and 1
correspond to “Non-Current Assets”, “Trade and Other Receivables”, and “Cash and
Cash Equivalents”, in that order. These three clusters make up the “Assets” side of the
Balance Sheet Statement. In addition, clusters 6 and 5 stand for “Equity” and “Cur-
rent Liabilities” respectively, and their total forms the “Equity and Liabilities” side of
the Balance Sheet Statement. Finally, for each cluster, Fig. 1b conveys the total US$
amount in thousands for fiscal year 2007. This piece of information may serve use-
ful purposes, as it provides a user with aggregated US$ amounts for each category of
the financial statements. Indeed, the SOM grid, Fig. 1b, preserves the accounting equal-
ity: Assets(220+6,612+17,176)= Liabilities(16,649) + Equity(4,027+3,332); the
amount of US$ 3,332 (i.e. 5,700 -2,368) represents the profit for the fiscal year 2007.
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Applying Data Mining Techniques to Assess Steel Plant 

Operation Conditions 
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Abstract. The improvement in the operation of melting the scrap metal in 
electric arc furnace, to make various types of steel products, requires complex 
expertise. This work discusses data mining approach to this problem. We 
flattened the time series data of the whole operation into the form which is 
suitable for conventional data mining methods. This paper describes the 
methodology for transformation of the time series data and discusses the 
possible applicability of different classification methods in this domain. 

1   Introduction 

Electric arc furnace (EAF) is a furnace that uses electric arc to heat charged material. 
Energy-efficient electric arc furnaces (EAF) can lead to economical steel production 
that will naturally result in the profits of industry to increase. The steelmaking 
operation in electric arc furnace is a complex process and lots of variables are 
involved in this manufacturing. Usage of shaft is one of the innovations intended to 
preheat the scrap, resulting in saving of energy [1] [2].ECOARCTM (ECOlogically 
friendly and ECOnomical ARC furnace) is a Japanese-developed modern EAF with 
specially designed shaft [3] with continuous operation [4]. We used operational data 
from one of ECOARCTM for our work. 

The data logged in historical/operational database is a precious resource that can be 
used to analyze heats. The number of variables stored can vary for different electric arc 
furnaces [5]. The operational database that we used contains values of numerous 
parameters collected by different sensors for every second throughout the hundreds of 
heats of ECOARCTM . The word “Heat” will be used in this chapter in different 
contexts with different meanings and in order to avoid confusion, we feel it appropriate 
to present brief explanation in this section. Heat is form of energy but when we will 
use word heat in italic typeface, we will mean entire operation of ECOARCTM.  

As a result of recent advances of steel engineering technology, EAFs have evolved 
for better performance. With the reduced duration of heat, it is becoming considerably 
more difficult to control EAF. Automation management is the EAF operation control 
in which human operator is supported and guided by automated systems [6]. We want 
to apply data mining techniques on the operational data to find the rules that can be 
used to develop intelligent automated systems. Fig. 1. depicts the goal of our work. 
The future vision is to develop an intelligent automated management system that will  
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Fig. 1. Depiction of goal of the work by outlining current situation and the future vision 

be continuously improved by application of data mining algorithms on growing 
operational data due to newly accumulated experiences. Thus the main theme of this 
work is to describe the methodology to discover rules for good energy-efficient 
operation(s). The discovered rules will form rule engine that will be a part of the 
intelligent automated management system. The system will guide operator to apply 
different rules seeing the situation through which the heat is passing. Fig. 2. illustrates 
the hypothetical activations of different discovered rules by the operator to improve 
performance in different stages of hypothetical heat. Each column refers to stage of a 
heat and activated rules are illustrated by red color. It is possible that more than one rule 
can be activated for a particular stage. If operator deems it inappropriate to activate any 
rule for particular stage, it is also possible as shown for stage 2,7,8 and 11 in Fig. 2. 

 

Fig. 2. The hypothetical activations of different rules by operator during hypothetical heat to 
improve performance. The rule engine is part of intelligent automated management system. 
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Since this theme requires understanding of different performance evaluation 
criteria of an EAF plant, we will mention them, after introducing some basic 
terminologies and description of part of EAF operation which is relevant to our study 
in Section 2. In the same section, we will also describe different innovations 
introduced to EAFs during previous fifty years and their impact on performance of 
EAFs. 

The remaining paper is organized as follows: Section 3 discusses the problem 
description followed by Section 4 in which data mining process is mentioned. The 
description of data mining process includes data, its preprocessing, attribute(s) 
pruning for feature selection, nature of experiments and brief account of different data 
mining techniques. Section 5 describes the nature of results achievable by application 
of different data mining techniques. For this purpose, one experiment is used as 
illustration. In Section 6, the conclusion is made in which description of possible 
future investigation is also included.  

2   Brief Description of EAF 

Electric arc is used to heat charged material in electric arc furnace (EAF). The scrap is 
the major component of the charged material that is described by weight in tons. The 
operating cycle of an EAF is called tap-to-tap cycle. The time duration for this whole 
cycle is called tap-to-tap time and is usually denoted by minutes. The different 
operations performed in this cycle can be placed in either of following two 
components. 

1. Power-on furnace operation time (POT)  
2. Power-off furnace operation time 

As the name suggests, POT of a heat includes the operations which are performed 
when the electric arcs are on. The following two main operations are carried out at 
EAF during the POT:  

1. Melting of solid charge materials  
2. Heating of liquid bath to refine impurities from molten steel(superheating) 

 

Fig. 3. Example Pattern for a heat of Electric Arc Furnace 
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Both of these operations require heat which is provided by electrical and chemical 
energy. Fig. 3. depicts an example pattern of plot of four electrical parameters 
(Voltage, Electrical Current, Electrical Power, and Electrical Energy) with respect to 
passage of time for a heat of EAF. The multicolor Event line depicts the different 
stages or events through which the heat passes. As can be seen, the most of the time 
of POT comprises of scrap melting operation (blue line).When the superheating 
operation (red line) finishes, the electric arcs become off and hence four electrical 
parameters vanishes. Tapping (black line) and preparation for next heat (Green line) 
are the main components of power-off furnace operation time that is and should be 
small as compared to POT. 

2.1   Performance Evaluation Criteria 

Performance evaluation criteria of EAF or key performance indicators (KPI) help us 
to understand the real worth of a furnace. One can compare and judge the 
performance of different furnaces from same or different vendors by considering 
values of different criteria. It should be noted that different criteria have different 
significances and they are not equal in importance. 

Few major performance evaluation criteria for EAF are mentioned below: 

a. Tapping weight (usually described in tons and depends on furnace capacity) 
b. Tap-to-Tap time  
c. Power-on Time (POT) 
d. Electrical energy consumption  
e. Oxygen consumption 
f. Graphite electrode consumption 

One term that encapsulates the concept with respect to best practices is 
benchmarking that can be defined as continuous process of comparing products, 
services and practices against the best competitors or enterprises that are considered 
as industry leaders [7]. 

SGL [8] performance analysis provides the comparison of top 10 performers (10 
AC furnaces operating in different regions of the world having all KPIs best-in-class) 
with respect to different KPIs [9]. According to their study, the best performance in 
terms of electrical energy consumption by electric arc furnaces that uses 100% scrap 
as their input is 331kWh/ton.  

2.2   Innovations in Electric Arc Furnaces 

The performance of EAFs is improving rapidly with the passage of time. During 
previous 50 years, different innovations were introduced to EAFs. These technological 
developments caused significant improvements in different KPIs. Fig. 4. depicts the 
whole story of this evolution. It also tells us that what types of innovations were 
introduced in which period of time. The result of these innovations can be seen in:  

1. Reduction of electrical energy consumption from 630 kWh/t to 345 kWh/t 
2. Shortening of tap-to-tap time from 180 minutes to 40 minutes 
3. Electrode consumption was reduced almost 6 times from 6.5 kg/t to 1.1 kg/t 
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Fig. 4. EAF evolution until 2010 (source VDEh) [10] 

The further improvement of performance is what industry is now looking at. 
ECOARCTM, the electric arc furnace that is the subject of our study, used different 
innovations but its main feature is especially designed shaft to preheat the scrap. 
Recently EAF QUANTUMTM is claimed to be future furnace with electrical energy 
consumption of less than 280 kWh/ton due to its innovative trapezoidal shaped shaft 
design for optimum scrap distribution and efficient preheating [11]. It seems that shaft 
usage for scrap preheating will find more eminence in the design of future EAFs. The 
intelligent automated management system for such electric arc furnaces will assist in 
further improvement of their performance. 

2.3   Details of the Operation 

In this section, we describe only that part of operation that is relevant to our study and 
the data of which was used for data mining purpose. We will refer to the design of 
EAF having shaft for preheating purpose with continuous operation. Fig. 5. illustrates 
the sketch of a typical “ECOARCTM”, an electric arc furnace with shaft.  

Scrap metal is the input to the operation of steel making and this input is to be 
melted for subsequent process. The scrap passes through operation of preheating in 
shaft before it charges the furnace [12]. Scrap preheating is carried out by thermal 
energy of off-gases [13]. In order to maintain certain scrap height in the shaft, scrap is 
charged by shaft-charging car called “skip”, approximately 10-13 times a heat. 

The batches of scrap loaded on skip car are off-loaded into shaft and after 
preheating they are charged into furnace one by one. Getting inspiration from the skip 
car, we will use the word “SCIP”(SCrap In Preheating) in this paper to describe the 
stage of melting period of POT during which a batch of scrap, charged by skip car, 
remains in lowest region of shaft before charging into furnace. The slight change of 
spelling from skip to scip should be noticed. 
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3   Problem Description 

Since we want the data mining techniques to be used to find rules for energy-efficient 
heats, we will have to establish some criterion to call a heat good or bad. If “O” is a 
vector representing operation of POT of a heat and “t” is the variable to be used as 
criterion to call a heat as good or bad then classification problem can be stated as 
follows:  

The Operation “O” to produce the molten steel is “Good” if the target variable “t” 
lies below the certain limit. 

Fig. 7. depicts the scenario when the criterion established for “Good and Bad 
Operation” is based on the value of its corresponding target variable t. When t does not 
exceed the threshold tminGood, the operation vector will be regarded as good operation 
denoted by OGood .On the other side, if t becomes equal to or exceed the threshold 
tminGood, the operation vector will be considered as bad operation denoted by OBad. 

If the operation vector consists of m attributes, then our data mining problem is: 

a. To identify n attributes (n ≤m) which have some relationship with the target 
variable.  

b. To find the acceptable ranges of these n attributes so that operation vector 
can be classified as good. 

 

Fig. 7. Good and Bad Operation Vectors on the basis of a particular threshold tminGood described 
by dotted line 

It is evident from the above description that we are looking for best classifiers for 
this two-class problem. 

Toulouevski, Yuri N. et al. [13] discusses three possible ways of reducing the cost 
incurred at electric arc furnace described number wise as: 

1. By cutting down specific consumption of charge materials, energy carriers, 
refractory materials, etc., per ton of steel. 
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2. By increasing output and thus reducing specific manufacturing costs, such as 
maintenance staff costs, etc. 
3. By replacing expensive charge materials and energy carriers with cheaper ones. 

 
In this work, we try to address the first of the above mentioned three directions by 
applying data mining techniques to minimize the objective variable(or the target 
variable t) of electrical energy consumption per ton (described by unit of kilowatt-
hours/ton). The threshold tminGood, considered for this work, of the objective variable 
for which steel making operation can be termed as Good is 310 kWh/ton.  

In section 2.1, we have already discussed that electrical energy consumption is one 
of important key performance indicators (KPI) to evaluate the performance of an 
electric arc furnace. The top performers in EAF industry that are using pure scrap as 
input are consuming electrical energy in range of 331 kWh/t to 420 kWh/t in a heat. 
Thus the criterion of consumption of 310 kWh/t of electrical energy in a heat to 
evaluate the performance of operations of ECOARCTM can be considered as fairly 
competitive. It should be noted that the selection of this value depends on the 
suggestion of domain expert and can vary for different conditions and/or for further 
investigation. 

Subsequently the objective variable depends on the other variables involved in the 
steel making operation. Our main goal in this paper will be to describe the process to 
discover the acceptable ranges of these independent variables so that the objective 
variable’s value remains below the given threshold. In this context, we will discuss 
details of data mining process in coming section. Moreover it is also important to 
understand that what type of output this process will yield so few results will also be 
given as sample product of the process. 

4   Data Mining Process 

4.1   Data 

The work in this paper was performed with 263 heats. While the data of 263  
heats comprises of more than 0.5 million rows in the database, it was not enough to 
depict all complicated scenarios of EAF operation. The flattening of data for the 
purpose of data mining yielded 263 rows with one row corresponding to one heat. 
However, although limited, the available data was enough to describe the purpose of 
this work. 

4.2   Data Preprocessing 

Each heat is described by thousands of rows of time series data in the database. One 
row represents each second that is passed in melting the scrap or superheating the 
molten steel. In other words, the number of rows or tuples, describing a particular 
heat, actually denotes the duration of POT of that heat in seconds. Fig. 8. represents 
five features of time series data of POT of one sample heat. 
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Fig. 8. Time Series Data with respect to five features shown in five subplots 

 

Fig. 9. Scip wise Data of five features shown in five subplots 

Since, we are interested in transforming this time series data into form [15] 
appropriate for application of different data mining techniques on it; we have to 
identify the important rows for each heat. By important, we mean those rows that can 
describe the milestones of the operation. The important milestone for the heat is the 
ending time of scip when the batch of the preheated scrap to be molten is transferred 
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from the shaft to the melting chamber of the furnace. One heat usually comprises of 
12 or more scips followed by superheating stage. Hence the whole heat operation can 
be summarized into one row with numerous columns expressing different features of 
every scip and superheating stage. This one row summarizing the POT of the heat can 
be classified as good or bad depending on the objective variable value. Fig. 9. 
demonstrates the transformation of time series data plotted in Fig. 8. into discrete 
stage wise data. 

We used MySQL as the repository for the whole data. The data in required form 
was retrieved using SQL queries and then further processing was made in the 
spreadsheet like MS-Excel. The processed data was then given as input to WEKA 
[16] and different data mining methods were tested on this data. It should be noted 
that data of all 263 heats used for data mining purpose had 13 stages. It means that 
even if we have a single feature to be tested for checking its relation with objective 
variable, our input dataset will comprise of 14 columns (13 columns to describe 
feature value for all stages and one column to denote objective variable). 

4.3   Attribute Pruning 

Each row in input data for data mining process represents single heat. Every row 
comprises of many columns (or attributes) and every attribute belongs to certain 
stage, the attributes pruning was done on either of following two levels: 

1. Stage pruning (the data of various stage(s) was removed to check the 
remaining stages impact on good or bad operation). 

2. Feature Pruning(Certain features were removed of every stage to check the 
feature impact on good and bad operation). 

 
If there are n stages and k features (i.e. total number of attributes is n x k, then the 
number of possible classifiers with different combination of stages each having all 

features would be ෍ ൫௡௜ ൯௡௜ୀଵ  or 2n-1 and if use all n stages but use different features, 

then the number of possible classifiers will be ෍ ൫௞௜ ൯௞௜ୀଵ  or 2k -1.  If all classifiers 

with different combinations of stages and their respective features are to be 

discovered then the figure goes to  ෍ ൫௡௜ ൯௡௜ୀଵ  x  ෍ ൫௞௜ ൯௞௜ୀଵ  or (2n -1)(2k-1). If we 

treat every attribute equally with no differentiation of stage for any feature, then the 

number of discoverable classifiers will be ෍ ൫௡ ୶ ௞௜ ൯௡୶௞௜ୀଵ or 2n x k -1, a figure which is 

difficult to cope for even a small number of features of 13 or more stages. 
To attain clear understanding of the problem complexity, we will give the example 

of input data set with single feature. If our data set contains only one feature or k =1 
and n(number of stages) = 13 and we do not use any attribute selection algorithm then 
we have to check 213-1 or 8383 combinations of attributes to check which 
combination suits best to attain “Good” heat.  
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4.4   The Experiments 

We have carried out numerous experiments to find the relationship between different 
attributes of supplied data and the given result of the heat. From thousands of classifiers 
resulting from thousand of experiments, few are described below as examples. 

1. To check the relationship between the heat and the pattern of supplied 
electrical energy in each stage. 

2. To check the relationship between the heat and the following properties of 
each stage:  
a. Electrical power supplied during each stage 
b. Change of electrical power for each stage 
c. Duration of each stage 
d. Weight of the preheated scrap present in the shaft during each stage  
e. Weight of the steel and scrap present in the furnace during each stage 

3. To check the relationship between the heat and the following properties of 
each stage:  
a. Weight of the preheated scrap that moves from the shaft into the furnace 

at the end of scip 
b. Oxygen in the system during each stage 
c. CO in the system during each stage 
d. CO2 in the system during each stage 
e. Combustion level of the system during each stage 

4.5   Data Mining Techniques 

Mainly four data mining techniques were applied on the preprocessed data in order to 
find the good classifiers. J48 (Decision Tree learner [17]), JRip [18], Ridor [19] and 
NNge [20] were applied on different sets of data. In order to check the accuracy of the 
classifier, 10-folds cross-validation [21] was performed. Please note that the classifier 
should not only be accurate but also should be meaningful. By meaningful, we mean 
that the classifier can be incorporated into the existing system. Due to this 
requirement, we didn’t use classifiers like Neural Networks or SVM that come out 
with complex answers which are difficult to be explained [22] and hard to be 
incorporated into the system. The brief description of the four data mining techniques 
is given in order to gain better understanding of results they generate. 

J48 is a weka implementation to generate an unpruned or a pruned C4.5 decision 
tree [23]. JRip in Weka is implementation of a propositional rule learner, Repeated 
Incremental Pruning to Produce Error Reduction (RIPPER), for fast and effective rule 
induction. The “Grow Phase” starts with empty rule set and the repeated addition of 
newly grown rules to this empty rule set and their pruning in “Prune Phase” results in 
construction of a rule set covering all positive examples. A rule is grown by greedily 
adding conditions to the antecedent of a rule (starting with empty antecedent) until the 
rule is perfect (i.e. 100% accurate). After a rule set is constructed, the algorithm goes 
through an optimization stage to reduce the rule set size and to improve its fitness to 
the training data. Over fitting is avoided by the application of combination of cross-
validation and minimum-description length techniques. 
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RIDOR(RIpple-DOwn Rule learner) starts by generating the default rule and then 
the exceptions for the default rule are produced with the least (weighted) error rate 
followed by generation of the  exceptions for each exception and this iteration 
continues until such exceptions are produced that have no exception.  

NNge (Nearest-neighbor method of generating rules using non-nested generalized 
exemplars)  is another rule learner algorithm meant to improve the performance of 
Nearest-Neighbor by grouping together those examples that share the same class in 
way that they are not nested(i.e. formation of non-nested generalized exemplars). It 
classifies new examples by determining the nearest neighbor in the exemplar database 
using Euclidean distance function modified to compute the distances from exemplars. 

5   Results 

We have used one feature of two stages (Electrical Energy used during stage#4 and 
stage#5) from the input of experiment#1 described in section 4.4 in order to illustrate 
the methodology to discover the classifiers that can suggest change of values of 
required parameters for on-going heat so that objective variable remains below the 
given threshold thus resulting in good operation. The selection of only two attributes 
will help us to illustrate results in two dimensional space thus ensuring better 
understanding of this work. 

Table 1 shows the accuracy of the results obtained for the four data mining 
algorithm using the two attributes as input using test options of “10-folds cross-
validation” and “user training set”. 

Table 1. The Accuracies shown for four Data Mining Algorithms using two test options 

 

The steel making operation is very complicated one therefore the accuracy should 
be high. One of the reasons to find less accurate results is lack of data. 263 rows of 
input data are not enough to make comparatively accurate energy-efficient rules 
discovery possible. However, as previously stated, even less-accurate results like 
given above will be enough to fulfill the purpose of this work that is the description of 
methodology. The rules discovered by each data mining algorithm are described 
below. 

a.  J48 

Fig-10 depicts a simple rule discovered by J48. The algorithm selects electrical 
energy used during stage#4 (EE-Scip-4) as best attribute and its value of 7.2 MW-h 
for split. The bad heats according to J48 is 175 but actually 72 good heats were also 
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misclassified as bad operation by this split. If this rule would have got a higher 
accuracy, then this simple rule can assist the EAF operator in the following way: 

1. When the heat is about to enter 4th stage, the electrical energy to be supplied 
should  be less than or equal to 7.2 MW-h 

2. When the heat goes through 4th stage and the electrical energy exceeded 7.2 
MW-h due to operational requirements then it is more likely that the on-
going heat will be a bad operation.  In the next stages, remedial actions 
should be taken. 

 

 

Fig. 10. Illustration of simple decision tree formed when J48 algorithm was applied on the data 

b.   RIDOR 

Following 3 rules were discovered by application of RIDOR on the same data. 
Quality = Bad  (263.0/133.0) 
 

Except (EE-Scip-4 <= 7.25) and (EE-Scip-5 > 9.95) and (EE-Scip-5 <= 
10.05) => Quality = Good  
 
(4.0/0.0) [2.0/0.0] 
 

       Except (EE-Scip-4 <= 7.25) => Quality = Good  (56.0/20.0) [26.0/7.0] 
 

Out of three rules, the first one is default rule that is “Every heat is Bad”. This default 
rule would have misclassified all 133 good operations to Bad ones but the exceptions 
give two rules for identifying good heat. The first rule correctly classify 6(4+2-0-0) good 
operations where as the second rule correctly classifies 55(56+26-20-7) good operations 
but misclassifies 27(20+7) bad operations to good heats. Fig. 11. depicts the correctly 
classified and misclassified charge operation of the result of RIDOR algorithm. 
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Table 2. The Hyperrectangles generated by NNge for two classes along with their coverage 

 

5.1   Discussion 

We have tried to illustrate the process to discover good classifiers by using only two 
attributes. The application of four data mining algorithm on the given data reveals that 
except NNge, all three data mining algorithms were unable to fit the training set even 
though they performed better than NNge when they were tested using 10-folds cross 
validation. It seems that in higher dimensions, in order to fit data, NNge will come out 
with too many exemplars however if exemplars with high coverage are selected and 
are carefully analyzed, they may become useful starting rule-set that can evolved 
further if the rules from other data mining algorithms are also incorporated.  

Before the advent of computers, instructional manuals were the guide for operators 
to take different steps during different operating phases of heat. The rules from 
different data mining algorithms will give rise to much more detailed computerized 
instruction manuals for operators. Such online guide will be milestone is development 
of intelligent automated management system that will be able to learn and improve 
this online guide after getting data from each passing heat. 

In order to develop intelligent automated management system, the different 
challenges that must be answered are as follows: 

1. How to present the different rules during different stages of heat in front of 
operator in the way that it become convenient for him/her to make swift 
decisions rather than causing confusion. 

2. How to develop new classifiers containing combination of rules generated 
from application of different data mining algorithms. 
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Fig. 12. Plot of NNge’s exemplars (Red color denotes Bad Heat where as Blue Color denotes 
Good Heat) 

6   Concluding Remarks 

This paper has described methodology on the basis of which good classifiers are 
expected to be discovered. The rules from the highly accurate classifiers can become 
part of intelligent automated management system that can : 

1. Assist EAF operators in assessing the situation of on-going heat.  
2. Guide EAF operators to take required steps to improve on-going heat 
3. Learn and improve by applying data mining techniques on newly 

accumulated experiences.  

The application of data mining techniques on the flattened time series data has 
potential for such classifiers discovery. As for our future investigation, we would like 
to include the following topics: 

Number of Classes: Rather than treating each heat as either good or bad, further 
classes can be formed and tested on the basis of different values of objective variable. 

Time Series Data Mining: In this work, we have transformed the whole time series 
data into rectangular static table with one row for each heat. However, there is a room 
for directly applying different time series mining algorithms too. 
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